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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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The procedures used to develop this document and those intended for its further mainten
dé¢scribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria”ng

edlitorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

rights. Details of any patent rights identified during the development of4he document will

Any trade name used in this document is information given for the convenience of users and

For an explanation of the voluntary nature of standards, the meaning of ISO specific te
pressions related to conformity assessment, as wellras information about ISO's adherenfe to the
orld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see wwW.iso.org/
isp/foreword.html.

e different types of document should be noted. This document was drafted in aceordance

patent rights. ISO and IEC shall not be held responsible for identifyihg any or all sug

troduction and/or on the ISO list of patent declarations received (seewww.iso.org/patents)
t of patent declarations received (see http://patents.iec.ch).

nstitute an endorsement.
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This document was prepared by Joint Techitical Committee ISO/IEC JTC 1, Information t¢
Subcommittee SC 17, Cards and security devices for personal identification.

This fourth edition cancels and replaces the third edition (ISO/IEC 7816-4:2013), which

chnically revised. It also incorporates the Amendments ISO/IEC 7816-4:2013/Amd.1:2
0/IEC 7816-4:2013/Amd.2:2018"and the Corrigendum ISO/IEC 7816-4:2013/Cor.1:2014.

he main changes comparedto the previous edition are as follows:
incorporation with'the amendments and the corrigendum;
revision of unclear portions and correction of editorial mistakes.

list of all parts-in the ISO/IEC 7816 series can be found on the ISO website.

ny feedback or questions on this document should be directed to the user’s national standard
mpletelisting of these bodies can be found at www.iso.org/members.html.
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Introduction

ISO/IEC 7816 (all parts)[4] is a series of standards specifying integrated circuit cards and the use of
such cards for interchange. These cards are identification cards intended for information exchange
negotiated between the outside world and the integrated circuitin the card. As a result of an information
exchange, the card delivers information (computation result, stored data) and/or modifies its content
(data storage, event memorization).

— Five parts are specific to cards with galvanic contacts and three of them specify electrical interfaces.

— ISO/IEC 7816-1 specifies physical characteristics for cards with contacts.
— ISO/IEC 7816-2 specifies dimensions and location of the contacts.

— ISO/IEC 7816-3 specifies electrical interface and transmission protocols for asynchronous cards.
— ISO/IEC 7816-10 specifies electrical interface and answer to reset for synchronous cards.

— ISO/IEC 7816-12 specifies electrical interface and operating proceduresor USB cards.

— ISO/IEC 7816-4 specifies organization, security and commands for interchange.
— ISO/IEC 7816-5 specifies registration of application providers.

— ISO/IEC 7816-6 specifies interindustry data elements*for interchange.

— 1ISO/IEC 7816-7 specifies commands for structured card query language.

— ISO/IEC 7816-8 specifies commands for security operations.

— 1SO/IEC 7816-9 specifies commands for'¢ard management.

— 1SO/IEC 7816-11 specifies persomalwerification through biometric methods.

— ISO/IEC 7816-13 specifies commands for handling the life cycle of applications.

— ISO/IEC 7816-15 specifiés cryptographic information application.

The holder of this patent right has assured ISO and IEC that he/she is willing to negotiate licences —
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this
respect, the statement of the holder of this patent right is registered with ISO and IEC. Information may
be obtained from the patent database available at www.iso.org/patents.

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights other than those in the patent database. ISO and IEC shall not be held responsible for
identifying any or all such patent rights.
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Identification cards — Integrated circuit cards —

Part 4:
Organization, security and commands for interchange
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Scope
nis document is intended to be used in any sector of activity. It specifies:
contents of command-response pairs exchanged at the interface,
means of retrieval of data elements and data objects in the card,
structures and contents of historical bytes to describe operating characteristics of the car
structures for applications and data in the card, as seen at the intefface when processing co
access methods to files and data in the card,
a security architecture defining access rights to files and«data in the card,
means and mechanisms for identifying and addressing applications in the card,
methods for secure messaging,
access methods to the algorithms processed by the card. It does not describe these algorit
does not cover the internal implementation within the card or the outside world.

his document is independent from.the physical interface technology. It applies to cards acq

ome or more of the following methods: contacts, close coupling and radio frequency. If the card

multaneous use of more than one physical interface, the relationship between what ha
fferent physical interfaces-is.out of the scope of this document.

Normative references

ne following doguments are referred to in the text in such a way that some or all of thei
nstitutes requirements of this document. For dated references, only the edition cited ap
ndated references, the latest edition of the referenced document (including any amendments

0/1E€;7816-3, Identification cards — Integrated circuit cards — Part 3: Cards with contacts —
terface and transmission protocols

d,

mmands,

hms.

essed by
supports
bpens on

- content
blies. For
applies.

Flectrical

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for

in

terchange

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER) — Part 1:

3

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

©

ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=9edac6a1c0ba6e43131675bc38584d5a

ISO/IEC

ISO and I

7816-4:2020(E)

EC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31

accessrule
data element (3.15) containing an access mode referring to an action and security conditions to fulfil
before acting

3.2
Answer
informa
EF.ATR/
optional

3.3

applicat
structurg
function

34
applicat
dedicate

3.5
applicat
AID

to-Reset file

Lion file

INFO

F'F (3.22) indicating operating characteristics of the card

on

lity

on DF
1 file (DF (3.18)) hosting an application (3.3) in a card

on identifier

data elempent (3.15) (up to sixteen bytes) that identifies.an application (3.3)

3.6
applicat

on label

data element (3.15) for use at the man-machiné-interface

3.7
applicat
entity pr

3.8
applicat

set of application-relevantdata objects (3.16) including one application identifier (3.5) data object (3.1p

3.9

asymme
cryptogr
orbyap

on provider
bviding the components thatmake up an application (3.3) in the card

on template

tric cryptographic technique
aphic technique that uses two related operations: a public operation defined by public numbe
iblic key (3.41) and a private operation defined by private numbers or by a private key (3.39)

Note 1 to

s (3.55), data elements (3.15) and program modules needed for\performing a specifi

o~
—

'S

entry: The two operations have the property that given the pnhli(‘ operation it is computationa

infeasible

3.10

to derive the private operation.

base template
value field of constructed data object (3.16) excluding DOs resulting from resolution of indirect

referenci

3.11

ng

certificate
digital signature (3.20) binding a particular person or object (3.32) and its associated public key (3.41)

Note 1 to entry: The entity issuing the certificate also acts as tag allocation authority with respect to the data
elements in the certificate.
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3.12

command-response pair

C-RP

set of two messages at the interface: a command APDU followed by a response APDU in the opposite
direction

3.13

command chaining

means used by the outside world to tell the card that the command data of a sequence of successive
command-response pairs (3.12) shall be processed together

3{14
context-specific class
clpss of a tag with its first or only byte from '80' to 'BF"

3{15

data element
item of information seen at the interface for which are specified a name, a déscription of logical content,
a format and a coding

3116

data object
information seen at the interface consisting of the concatenation(of a mandatory tag field, a mpndatory
lepgth field and a conditional value field

317
data unit
sipallest set of bits that can be unambiguously referénced within an EF (3.22) supporting datafunits

318
dedicated file
D

structure (3.55) containing file control information and, optionally, memory available for allogation

3/19
DF name
dqta element (3.15) (up to sixteen bytes) that uniquely identifies a DF (3.18) in the card

3/20

digital signature
data appended to, er_cryptographic transformation of, a data string that proves the originl and the
integrity of the data’string and protects against forgery, e.g. by the recipient of the data string

321
directoryfile
EF.DIR
optienal EF (3.22) containing a list of applications (3.3) supported by the card and optional relpted data
elements (3.15)

3.22

elementary file

EF

set of data units (3.17) or records (3.42) or data objects (3.16) sharing the same file identifier (3.26)

3.23
extended header
data element (3.15) referencing one or several DOs in a constructed DO

3.24
extended header list
concatenation of extended headers (3.23)

© ISO/IEC 2020 - All rights reserved 3
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3.25

file

structure (3.55) for application (3.3) and/or data in the card, as seen at the interface when processing
commands

3.26
file identifier
data element (3.15) (two bytes) used to address a file (3.25)

3.27
header 15t
concatenftion of pairs of tag field and length field without delimiter

3.28
interindustry
items spécified in the ISO/IEC 78164 series

3.29
internal(EF
EF (3.22) for storing data interpreted by the card

3.30

key

sequencd of symbols controlling a cryptographic operation

EXAMPLH Encipherment, decipherment, a private or a public_operation in a dynamic authenticatidn,
signature|generation, signature verification.

3.31

master fiile
MF
unique D (3.18) representing the root in a card using a hierarchy of DFs (3.18)

3.32
object
structurq (3.55) plus security object (3.52)

3.33

offset
number gequentially referencing a data unit (3.17) in an EF (3.22) supporting data units (3.17), or a byfe
in a recond (3.42)

3.34
oversize payload
payload (|3.38) whiell exceeds the current size constraints of the APDU

3.35

parent flle
DF (3 18 immediately pnreceding a given file (3 25) within a hierarchv of DFs (3 .18)
.10 I 5o O 7 o=y o =29y

3.36

password

data that may be required by the application (3.3) to be presented to the card by its user (3.63) for
authentication purpose

3.37
path
concatenation of file identifiers (3.26) without delimiter

3.38
payload
data of arbitrary length, to be sent to the card or by the card, in order to be processed together

4 © ISO/IEC 2020 - All rights reserved
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3.39
private key
key (3.30) of an entity's asymmetric key pair which should only be used by that entity

3.40
provider
authority who has or who obtained the right to create a DF (3.18) in the card

341
public key

sgquential number that uniquely identifies each records (3.42) within an EF (3.22) supportingfrecords

r¢sponse chaining
eans used by the card to tell the-eutside world that the response data of any command-response pair
(4.12) followed by the response.data of a sequence of GET RESPONSE command-response pairs $hould be
processed together

348
s¢cret key
key (3.30) used with Ssymmetric cryptographic techniques (3.56) by a set of specified entities

349

s¢cure messaging
SM
sdt ofmeans for cryptographic protection of (parts of) command-response pairs (3.12)

3.50

security attribute
condition of use of objects (3.32) in the card including stored data and data processing functions,
expressed as a data element (3.15) containing one or more access rules (3.1)

3.51

security environment

SE

set of components required by an application (3.3) in the card for secure messaging (3.49) or for security
operations
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3.52

security object

standalone object nested in an EF (3.22), a record (3.42), a data object (3.16), a DataString or a
combination thereof that endorses security handling according to this document

EXAMPLE Password, password type, reference data including biometric, reference data type, certificate
(3.11), certificate type or key (3.30).

3.53
self-controlled DO

R o Va WU REDA P FRDNE aVa P 2o1] L sy P RPN o W =¥ s
construcgea DO wntenrestsatreastabO62 esStTHg Securityattrtotutes (o-au]

3.54
short EF|identifier
data element (3.15) (five bits) used to address an elementary file

3.55
structurfe
DF (3.18), EF (3.22), record (3.42), DataString or DO

3.56
symmetric cryptographic technique
cryptogrpphic technique using the same secret key (3.48) for both the priginator's and the recipient's
operation (without the secret key, it is computationally infeasible to éompute either operation)

3.57
tag list
concatenjtion of tag fields without delimiter

3.58
tagged Wrapper
wrapper [3.67) which provides a tag for local addressing of the DO it references

3.59
template
concatenjation of BER-TLV data objects (3.16), forming the value field of a constructed BER-TLV dafa
object (3]16)

3.60
templat¢ extension
part of te value field of a canstructed DO resulting from automatic resolution of indirect referencing

3.61
transient selection
structurg (3.55) selection needed when performing a C-RP (3.12), the success of which will not modify
the currgnt validity’area (3.64)

3.62
transient VA
validity area (3.64) set transiently during execution of a command which handles DOs

3.63
user
user of the card, also known as cardholder

3.64

validity area

VA

result of all successful selections performed on a logical channel
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3.65

virtual root DO

virtual constructed DO'7F70' made current by the selection of a file (3.25), a record (3.42) or a
DataString supporting DO handling

3.66
working EF
EF (3.22) for storing data not interpreted by the card

3.67
wrapper
cancatenation of DOs referencing a DO

4| Symbols and abbreviated terms

AID application identifier

AMB access mode byte

AMF access mode field

APDU application protocol data unit

ARR access rule reference

ASN.1 abstract syntax notation one (see ISO/IEC 8825-1)

AT control reference template for authentication

ATR Answer-to-Reset

BER basic encoding rules of ASN.1 (see ISO/IEC 8825-1)

dqc cryptographic checksum

qcT control reference template fercryptographic checksum

e cryptogram

dLA class byte

QLA** CLA with SM indication (bits b8, b7 and b6 set to 000 and bits b4 and b3 set tq 11)

gRT control reference template

qr control reférence template for confidentiality

ap control parameter (file control parameter or data object control parameter)

dp DO contfelparameter BER-TLV data object

G-RP command-response pair

OF dedicated file

gIR directory

go BER-TLV data object

JoL. BER-TLV data object, the tag of which is a hexadecimal value given between simple quotes
S digitat signature

DST control reference template for digital signature

EF elementary file

EF.ARR access rule reference file

EF.ATR/INFO [Answer-to-Reset file or Information file

EF.DIR directory file

FCI file control information

FCP file control parameter

FMD file management data
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HT control reference template for hash-code

ICC integrated circuit card

INS instruction byte

KAT control reference template for key agreement

L. field length field for coding the number N,

LCS Life cycle status

L, field length field for coding the number N,

MF mraster fite

MSE manage security environment

N, number of bytes in the command data field

N, maximum number of bytes expected in the response data field

N, number of bytes in the response data field

OID object identifier, as defined by ISO/IEC 8825-1

PCI padding-content indicator byte

PIX proprietary application identifier extension

PSO perform security operation

P1-P2 parameter bytes (inserted for clarity, the dash is not significant)

RFU reserved for future use by ISO/IECJTC 1/SC 17

RID registered application provider identifier

SC security condition

SCB security condition byte

SCQL structured card query language

SE security environment

SEID security environment identifier

SM secure messaging

SMC security module card

SPT security parametertemplate

SW1-SW_2 status bytes (inserted for clarity, the dash is not significant)

TLV tag, length, vdlue

{T-L-V} data object.(inserted for clarity, the dashes and curly brackets are not significant)

usc user card

VA validity area
notation where any upper case letter from G to Z stands for a hexadecimal digit from ')’

'XY' to '9' or 'A' to 'F', equal to XY to the base 16. Identical letters do not state that the mogt
and least significant quartets are identical.

5 Command-response pairs

5.1 Conditions of operation

A physical interface between the card and the outside world shall be enabled to support processing of
command-response pairs. The enabling process is defined by interface-specific protocols. With their
own words (between double quotes), the following standards define enabling procedures:

— ISO/IEC 7816-3 defines "activation of contacts”, "cold reset"” or "warm reset", and possible "Protocol
and Parameter Selection".
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the "Configured" and "Initial" state of the device, and "ATR".

— ISO/IEC 14443[14] (all parts) defines how to set a proximity card to an "ACTIVE" state.

ISO/IEC 7816-12 defines "electrical connection” of contacts with reference to the USB specification,

Those standards also define procedures and situations which disable the physical interface. A disabled
physical interface shall not support processing of command-response pairs.

5.2 Syntax

Sy
n
T
b

In
fi

If]
S(
IoF:
le

ntax of APDU shall comply with ISO/IEC 7816-5. 1able 1 shows a command-response pa
imely a command APDU followed by a response APDU in the opposite direction (see ISO/1EQ
here shall be no interleaving of C-RPs across the interface, i.e. the response APDU shall be
pfore initiating another C-RP.

any command APDU comprising both L, and L, fields (see ISO/IEC 7816-3), shertand extend
blds shall not be combined: either both of them are short, or both of them are'extended.

the card explicitly states its capability of handling "extended L. and K¢ fields" (see Table 1
ftware function table) in the historical bytes (see 12.2.2) or in EFATR/INFO (see 12.3.3),

ngth fields. In a command APDU longer than 5 bytes, the use of extended length fields is ind

r (C-RP),
7816-3).
received

bd length

27, third
then the

rd handles short and extended length fields. Otherwise (default ¢alue), the card handles orly short

cated by

tHe first byte after P2 equal to '00".
N} denotes the number of bytes in the command data field{The L_ field encodes N,..
— Ifthe L, field is absent, then N, is zero.
— AshortL_field consists of one byte not set to ‘00 From '01' to 'FF', the by te encodes N, from ope to 255.
— An extended L. field consists of three byges: one byte set to '00' followed by two bytes pot set to
'0000'. From '0001" to 'FFFF’, the two bytes encode N, from one to 65 535.
Table 1 ~ Command-response pair (C-RP)
Field Description Number of bytes | Direction
Class byte denoted CLA 1
Command header Instruction byte denoted INS 1
Parameter bytes denoted P1-P2 2 To the
L, field Absent for encoding N, = 0, present for encoding N.> 0 0,1or3 card
Command datalffield |Absentif N, =0, present as a string of N_ bytesif N> 0 N,
L, field Absent for encoding N, = 0, present for encoding N, > 0 0,1,20r3
Response data field | Absentif N, =0, present as a string of N.bytesif N.>0| N, (atmostN,) From the
Résponse trailer Status bytes denoted SW1-SW2 2 card

N, denotes the maximum number of bytes expected in the response data field, regardless of any

st

ructure of the data within this field. The L, field encodes N.,.

— Ifthe L, field is absent, then N, is zero.

— AshortL, field consists of one byte with any value.

©

— From '01' to 'FF', the byte encodes N, from one to 255.
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— If the byte is set to '00', then N, is 256.

— An extended L, field consists of either three bytes (one byte set to '00' followed by two bytes with
any value) if the L_ field is absent, or two bytes (with any value) if an extended L. field is present.

— From '0001' to 'FFFF', the two bytes encode N, from one to 65 535.
— Ifthe two bytes are set to '0000’, then N, is 65 536.

N, denotes the number of bytes in the response data field. N, shall be less than or equal to N,. Therefore
in any C-RP, the ahsence of I _field is the standard way for receiving no response data field Ifthe [._field
contains|only bytes set to '00’, then N, is maximum, i.e. within the limit of 256 for a short L, field;pr
65 536 fqr an extended L, field, all the available bytes should be returned.

If the prdcess is aborted, then the card may become unresponsive. However, if a response APRU occurs,
then the Fesponse data field shall be absent and SW1-SW2 shall indicate an error.

P1-P2 inglicates controls and options for processing the command. A parameter byte P1 or P2 set fo
'00" gengjrally provides no further qualification. There is no other general convention for encoding the
parameter bytes.

General fonventions are specified hereafter for encoding the class byte (denoted CLA (see 5.4), the
instructipn byte denoted INS (see 5.5) and the status bytes denoted SW1xSW2 (see 5.6). In those bytgs,
the RFU bits shall be set to 0 unless otherwise specified.

5.3 Chpining procedures

5.3.1 (eneral

Chaining| procedures are used either to support payload fragmentation or for a process involving
several cpnsecutive C-RPs.

5.3.2 Rayload fragmentation

A commgnd payload is data of arbitrary lepgth to be sent to the card in order to be processed togethér.
A responjse payload is data of arbitrary length to be received from the card as requested. A payload|is
oversize [if its length is larger than-available in a data field; chaining is needed to transmit an oversire
payload:

— Chaihing of commands supports the transmission to the card of an oversize command payload. The
paylpad is fragmented;.each fragment is a command data field which complies with size limitatior]s.

— Chaihing of responsés supports the recovery from the card of an oversize response payload. The
paylpad is fragmented; each fragment is a response data field which complies with size limitatior]s.

The recefver shall concatenate the successively transmitted fragments to recover the payload.

APDU syntax limits the size of data fields. More size limitations may be stated (see 12.8.1); if an L, field
('0000' or '000000") indicates N,='010000", then all the required information should be returned, up to
65 536 bytes. Fragmentation will occur with the short format of length fields if the command payload
exceeds 255 bytes and/or the response payload exceeds 256 bytes. Fragmentation should not occur
with the extended format of length fields if payloads comply with stated size limitations (see 12.8.1).

5.3.3 Command chaining

This clause specifies a mechanism whereby in the interindustry class (CLA < '80', see Table 2 and
Table 3) consecutive C-RPs can be chained. If the card supports the mechanism, then it shall indicate it
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(see Table 127, third software function table) in the historical bytes (see 12.2.2) or in EF.ATR/INFO (see
12.3.3).

NOTE The contents of this clause do not depend on the transmission protocol. ISO/IEC 7816-3 describes
chaining when using protocol T=0.

For chaining in the interindustry class, bit b5 of CLA shall be used while the other seven bits are
constant.

— Ifbitb5is set to 0, then the command is the only or last command of a chain.

— Ifbitb5is setto 1, then the command is not the last command of a chain.

The mechanism may be used:

— To transmit an oversize command payload:

— All CLA bytes of the commands shall be the same, except for bit b5 (see¢ above).
— Ifbitb5 is set to 1, then the L, field shall be absent.
— If bit b5 is set to 0, then an L, field may be present.

— AIIINS P1 P2 bytes of the commands shall be the same.

— As specified elsewhere in this document (see example imAnnex C).

— For any application-defined process involving severalconsecutive C-RPs.

— Bit b5 of CLA shall be used as defined above:

— Thelogical channel indicated by CLA shall be the same.

— There is no constraint on the values-of INS P1 P2 bytes of the commands.

This document specifies the card behawviour only in the case where, once initiated, a chain of C-RPs is
syccessfully processed before initiating a C-RP not part of the chain. If this condition is not r¢spected,
tHe card behaviour is out of scope‘'of this document, but may be described in a specification.

In| response to a command that is not the last command of a chain, SW1-SW2 set to '9000' mgans that
tHe process has been completed so far; the use of warning indications is defined in 5.6; the following
specific error conditionsymay occur.

— IfSW1-SW2 igsetto '6883', then the last command of the chain is expected.

— If SW1-SW245s set to '6884', then command chaining is not supported.

5{3.4 _Response chaining

SW2-="61"and GET RESPONSE support the transmission of an oversized response payload:

— All CLA bytes of the commands involved in response chaining shall be the same. By definition
response chaining starts with that C-RP where SW1 is set to '61".

— With the exception of the first command APDU of the sequence, all INS P1-P2 bytes of the command
APDUs shall be 'C0 00 00" (GET RESPONSE).

— Asin command chaining, payload transmission shall be interrupted by any C-RP different from GET
RESPONSE, or by any C-RP on another logical channel.

— Contrarytocommand chaining, this possible termination is normal when the outside world considers
that it has received enough data: the exchange should continue normally with an arbitrary C-RP.
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— However, this document does not define the behaviour of the card if the outside world tries to
resume response chaining after e.g. the execution of a command on another logical channel. The
behaviour may be defined by the application.

If defined by the application, response chaining may be used for checking the availability of data, which
are not necessarily required. The card may indicate availability by SW1-SW2 ="'61XY", without sending
any response data; the outside world will or will not send one or more GET RESPONSE commands.

In Figure 1, c= 0 and c=1 indicates the value of bit b5 of CLA. L

cmax indicates the maximum value of sho

or extended L, field the ICC supports.

rt

| Header | Le > Lomax Command payload (N; bytes) | L.= undefined |
GET GET GET
Header| Y. = | Data | |Header| L. = | Data Header| L. < | Data | L=
=1 |l AField! | =1 | L. |Field t- =0 | L |Field|'00r| | RESPONSE | | RESPONSE RESPONSE
max cmax cmax Le= lPPl Le= IQQI Le= lzzl
Stgtus Status [ Data Status Data | Status Data | Status Data | Statug
'90/00' '90 00’ Field '61 PP’ Field ['61 QQ' Field |'61,RR’ Field | 'XYZT]
\\\ \\\ ,I ,I ’,,’ ’,f’ // // |
S S ’ ’ - -~ e e 1
Commpnd APDU :
S SN/ 2 - - Pag R L’ ,
Respopse APDU | Response payload | Status 'XYZT' |
WARNING — This is an example where the interface device chooses to send the longest commar

data fields the card supports, and to recover all data made available by the card. None of tho

choices i

Figure 1
follo

5.4 C(Cld

54.1 (

CLA indi
and the

— Bitb

— Bith
spec

s mandated.

wed by the transmission by the card of amwoversize response payload using response
chaining

ss byte

oding

Cates the class of the command. Bit b8 of CLA distinguishes between the interindustry cla
roprietary class.

B set to 0 indicates the interindustry class.

8 set to 1tindicates the proprietary class, except for the value 'FF' which is invalid due
ficationS_in ISO/IEC 7816-3. The application-context defines the other bits of CLA

proprietary class.

— Transmission to the card of an oversize command payload using command chaininig,

19

Lo
In

The valu

ps-000x xxxx and 01xx xxxx are specified hereafter. The values 001x xxxx are RFU.

Table 2 specifies 000x xxxx as the first interindustry values.

— Bits b8, b7 and b6 are set to 000.

— Bitb

5 controls command chaining (see 5.3.3).

— Bits b4 and b3 indicate secure messaging (see Clause 10).

— Bits b2 and b1 encode a logical channel number from zero to three (see 5.4.2).

12
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Table 2 — First interindustry values of CLA

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
0|0 |O0]|x]| - - - - |Command chaining control (see 5.3.3)
oOojof|o0foO0]| - - - - |— The command is the last or only command of a chain
oo |o0f|1]|- - - - |— The command is not the last command of a chain
00| O -l x| x| - - |Secure messaging indication
00| O - 010 - - |— No SM or no indication
0—=0 0—4 Proprietary-SM-format
0 0 0 ) 1 0 i _|— SMaccording to Clause 10, _
command header not processed according to 10.3.3.2
0 0 0 i 1 1 i _|— SMaccording to Clause 10., '
command header authenticated according td 20.3.3.2
0| 0] 0| - - - | x | x |Logical channel number from zero to three (see 5.4.2)
Table 3 — Further interindustry values of CLA
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
0 X - - - - - |Secure messaging indication
0 0 - - - - - |— No SMor no indication
0 1 1 i ) ) i _|— SMaccording to Clause 10, _
command header ot processed according to 10.3.3.2
0|1 - x| - - - - |Command chaining'control (see 5.3.3)
0o | 1|-|o0]| - - - - |— The command is the last or only command of a chain
0 | 1 - 1 - - - - |— The command is not the last command of a chain
0 | 1 - - | x| x| x| x |Logical.¢channel number from four to nineteen (see 5.4.2)

— Bits b8 and b7 are setto 01.

5/4.2 Logical channels

Tgble 3 specifies 01xx xxxx as further interindustry values.

— Bit b6 indicates secure messaging (see Clause 10).
— Bit b5 controls command chaining (see 5.3.3).

Bits b4 to b1 encode a humber from zero to fifteen; this number plus four is the logical channe
friom four to nineteen-(see 5.4.2).

This clause”specifies a mechanism whereby in the interindustry class, C-RPs can refer {
channels: Each logical channel has its own security status (see 9.3) and validity area (see 7.2)
td share a security status is out of scope of this document.

| number

o logical
The way

If the card supports the mechanism, then it shall indicate the maximum number of available logical
channels (see Table 127, third software function table) in the historical bytes (see 12.2.2) or in EF.ATR/

INFO (see 12.3.3).

— Ifthe indicated number is four or less, then only Table 2 applies.

— Ifthe indicated number is five or more, then Table 3 also applies.

For referring to logical channels in the interindustry class, the following rules apply.

— CLA encodes the number of the logical channel of the C-RP.

© ISO/IEC 2020 - All rights reserved
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— Enabling the physical interface (see 5.1) opens the basic logical channel, which shall remain open
until disabling of the physical interface. It may be reset (see below). The number of the basic logical
channel is zero.

— Cards not supporting additional logical channel(s) (default value) shall use only the basic logical
channel.

— Any additional logical channel shall be opened by completion of either a SELECT or a SELECT DATA
command (see 11.2.2 and 11.5.2) where CLA encodes the number of a logical channel not yet in use,
or a MANAGE CHANNEL command with open function (see 11.2.3).

— Any
with|

— Even

— If sh
than

appl

— Ifsh
than

— Any
func

5.5 Ing

close function (see 11.2.3). After closing, the logical channel shall be available for re-use:
if more than one logical channel is opened there shall be no interleaving of C-RPs (se€ 5.2).

hreability is not explicitly excluded by the file descriptor byte (see bit b7 inCFable 12), mo
one logical channel may be opened to the same structure (see clause 7), i.e.to\a DF, possibly :
cation DF, and also possibly to an EF.

hreability is not explicitly excluded by the data descriptor byte (se€ bit b7 in Table 14) mo
one logical channel may be opened to the same DO.

logical channel can be reset by the completion of a MANAGE CHANNEL command with res|
fion (see 11.2.3).

jtruction byte

INS indidates the command to process. Due to specifications’in ISO/IEC 7816-3, the values '6X' and '9
are invaljd.

Table 4| and Table 5 list all the commands specified in ISO/IEC 7816 (all parts)i4l and
ISO/IEC 18328 (all parts)[22] at the time of publication.

— Tabl¢ 4 lists the command names in thexalphabetic order.

— Tablg¢ 5 lists the INS codes in the numeric order.

ISO/IEC Y816 (all parts)[4] and ISO/PEC 18328 (all parts)[20] specify the use of those commands in the
interindystry class.

— This|document specifies-commands for interchange (see Clause 11).

— ISO/|EC 7816-7 specifies commands for structured card query language (SCQL).

— ISO/]|EC 7816=8 specifies commands for security operations.

— ISO/|ECZ816-9 specifies commands for card management.

— ISO/HEEF8161tspecifiescommandsforpersonal-verificationthrough biometricmethods:

additional logical channel can be closed by the completion of a MANAGE CHANNEL commallld

e
L1

e

Xl

— ISO/IEC 7816-13 specifies commands for application management in a multi-application
environment.

— specifies commands for ICC-managed devices.

In the interindustry class, bit b1 of INS indicates a data field format as follows.

— Ifbit
— Ifbit

14

bl is setto 0 (even INS code), then no indication is provided.

bl is set to 1 (odd INS code), payloads (if any) shall be encoded in BER-TLV (see 8.1).
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Table 4 — Commands in the alphabetic order

Command name INS See Command name INS See
aA ISO/IEC v
ACTIVATE (FILE) 44 7816-9 | MANAGE CHANNEL 70 11.2.3
ACTIVATE RECORD (S) '08' 11.49 |MANAGE DATA 'CF' ISO/IEC
7816-9
a1 140 | ISO/IEC .
ADITIONAL DEVICE MANAGEMENT 16','17 18328-3 MANAGE SECURITY ENVIRONMENT 22 11.6.11
AIPPEND RECORD 'E2' 11.4.6 |PERFORM BIOMETRIC OPERATION| '2E', '2F' 17%2/61]51:5
APPLICATION MANAGEMENT o g | ISO/IEC 0 [SO/IEC
REQUEST 40','41 7816-13 PERFORM SCQL OPERATION 10 7816-7
L} LI L} \ T T ISO/IEC
CHANGE REFERENCE DATA 24','25 11.6.7 |PERFORM SECURITY OPERATION 2A','2B 7816-8
CPMPARE '33' 11.7.1 |PERFORM TRANSACTION OPERATTION 12’ I7Sg1/ éE7C
- ISO/IEC " q [SO/IEC
CREATE E1l 7816-9 PERFORM USER OPERATION 14 7816-7
oA ISO/IEC MAT TR
CREATE FILE EO 7816-9 PUT DATA DA', 'DB 11.5.6
DEACTIVATE (FILE) '04' I7S§)1/éE;J PUT NEXT'DATA 'D8’, 'D9’ 11.5.7
DEACTIVATE RECORD (S) '06' 11.4.10 |READ BINARY 'BO', 'B1' 11.3.3
B ISO/IEC .
DELETE DATA EE 7816.-0. | READ RECORD (s) B2','B3 11.4.3
o ISOZIEC o oy | [ISO/IEC
DELETE (FILE) E4 7876-9 |REMOVE APPLICATION EC','ED 7816-13
B[};‘/\?};LE VERIFICATION REQUIRE- '26! 11.6.9 |RESET RETRY COUNTER '2C','2D" | [11.6.10
ENABLE VERIFICATION REQUIRE- 28" 11.6.8 |SEARCH BINARY ‘A0’ 'AT' 11.3.6
MENT 0 —
ENVELOPE 'c2','C3' 11.8.2 |SEARCH RECORD 'A2' 11.4.7
ERASE BINARY 'OE", 'OF' 11.3.7 |SELECT 'A4’ 11.2.2
ERASE RECORD (S) '0C' 11.4 SELECT DATA ‘A5’ 11.5.2
EKTERNAL (/MUTUAL)AUTHEN- oo - [SO/IEC
HCATE 82 11.6.4 |TERMINATE CARD USAGE FE 7816-9
GENERAL AUTHENTICATE '86','87"' | 11.6.5 |TERMINATE (DF) 'E6' I7Sé)1/éE§
v | ISO/IEC oot [SO/IEC
GENERATE ASYMMETRIC KEY PAIR | '46','47 7816-8 TERMINATE EF E8 7816-9
GETATTRIBUTE '34','35' 11.7.2 |UPDATE BINARY 'D6','D7’ 11.3.5
GET CHALLENGE '84' 11.6.3 |UPDATE DATA 'DE', 'DF’ 11.5.8
GET DATA/GET NEXT DATA 'CA'/'CC' | 11.5.3 |UPDATE RECORD 'DC', 'DD’ 11.4.5
GET DATA/GET NEXT DATA 'CB'/'CD' | 11.5.4 |VERIFY '20%,'21 11.6.6
GET RESPONSE 'Cco’ 11.8.1 |WRITE BINARY 'DO’, 'D1' 11.3.4
IMPORT CARD SECRET '48' ISO/IEC WRITE RECORD 'D2’ 11.4.4
7816-9
INTERNAL AUTHENTICATE '88' 11.6.2 | — In the interindustry class, any valid INS code
v i o | ISO/IEC not defined in ISO/IEC 7816 (all parts)i] or
LOAD APPLICATION EALEB' | 501613 ISO/IEC 18328 (all parts)[20] is RFU.

© ISO/IEC 2020 - All rights reserved
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Table 5 — Commands in the numeric order

INS Command name See INS Command name See
v ISO/IEC Ao
04 DEACTIVATE (FILE) 7816-9 A2 SEARCH RECORD 11.4.7
'06' DEACTIVATE RECORD (S) 11.4.10 ‘A4’ SELECT 11.2.2
'08' ACTIVATE RECORD (S) 11.4.9 ‘A5’ SELECT DATA 11.5.2
'‘oC’ ERASE RECORD (S) 11.4.8 | 'BO','B1' |READ BINARY 11.3.3
'0E', 'OF'_|ERASE BINARY. 11.3.7 | 'B2','B3" |READ RECORD (S) 11.4.3
'10' PERFORM SCQL OPERATION ISO/IEC 'CO’ GET RESPONSE 11(8.%
7816-7
12! PERFORM TRANSACTION OPERATION I%)l/éE;Z 'C2','C3" |ENVELOPE 11.8.2
o ISO/IEC | 1 yijippn
14 PERFORM USER OPERATION 7816-7 CA'/'CC' |GET DATA/GET NEXT DATA; 11.5.3
Ll L ISO/IEC T LAl L
16','17 |ADDITIONAL DEVICE MANAGEMENT 18328-3 CB'/'CD' |GET DATA/GET NEXEDATA 11.54
o0 1 i ISO/IEQ
20','21] |VERIFY 11.6.6 CF MANAGE DATA 7816-9
'22' MANAGE SECURITY ENVIRONMENT | 11.6.11 | 'D0','D1'" |WRITE BINARY 11.3.4
'24''25] |CHANGE REFERENCE DATA 11.6.7 'D2' WRITE'RECORD 11.4.4
96’ II\JAISSELE VERIFICATION REQUIRE- 1169 | 'D6''D7' |URDATE BINARY 11.3.5
g ll::/{bé;liLE VERIFICATION REQUIRE- 11.6.8 | 'D8"'BS¥ | PUT NEXT DATA 11.5.7
'2A','2B| |PERFORM SECURITY OPERATION 17531/61']35 DA, 'DB' |PUT DATA 11.5.6
'2C','2D| |RESET RETRY COUNTER 11.6.10) | 'DC’, 'DD' |UPDATE RECORD 11.4.5
oot ISOAEC | \pr rnpe
2E','2F| |PERFORM BIOMETRIC OPERATION 2816-11 DE', 'DF' |UPDATE DATA 11.5.8
1yt oA ISO/IEQ
33 COMPARE 11.71 EO CREATE FILE 7816-9
. . ISO/IEQ
34','35] |GET ATTRIBUTE 11.7.2 E1l CREATE 7816-9
40" 41" APPLICATION MANAGEMENT ISO/IEC B! APPEND RECORD 11.4.6
REQUEST 7816-13 I
Al ISO/IEC oA ISO/IEQ
44 ACTIVATE (EIEE) 7816-9 E4 DELETE (FILE) 7816-9
A ISO/IEC . ISO/IEQ
46','47"| |GENERATE ASYMMETRIC KEY PAIR 7816-8 E6 TERMINATE (DF) 7816-9
ar ISO/IEC mar ISO/IEQ
48 IMPORT CARD SECRET 7816.9 E8 TERMINATE EF 72169
' ' 1 T T ISO/IEC
70 MANAGE CHANNEL 11.2.3 EA','EB' |LOAD APPLICATION 7816-13
‘g2 EXTERNAL (/MUTUAL) AUTHEN- 11.6.4 ‘BE' DELETE DATA ISO/IEC
TICATE 0 7816-9
' ' T T 1 ISO/IEC
84 GET CHALLENGE 11.6.3 EC','ED' |REMOVE APPLICATION 7816-13
'86','87"' |GENERAL AUTHENTICATE 11.6.5 'FE' TERMINATE CARD USAGE I7S§)1/éE(§J
'88' INTERNAL AUTHENTICATE 11.6.2 |— In the interindustry class, any valid INS code
N not defined in ISO/IEC 7816 (all parts)4l or
AQ’,’A1" |SEARCH BINARY 11.3.6 1SO/IEC 18328 (all parts)I20] is RFU.
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5.6 Status bytes

SW1-SW2 indicates the processing state. Due to specifications in ISO/IEC 7816-3, any value different
from '6XXX' and '9XXX' is invalid; any value '60XX’ is also invalid.

The values '61XX', '62XX', '63XX', '64XX', '65XX', '66XX', '68XX', '69XX', '6AXX' and '6CXX' are
interindustry. Due to specifications in ISO/IEC 7816-3, the values '67XX’, '6BXX’, '6DXX’, '6EXX’, '6FXX'
and '9XXX' are proprietary, except the values '6700', '6701', '6702', '6B00', '6D00', '6E00', '6F00" and
'9000' that are interindustry.

SW1-SW2
T T
Processlcompleted Processlaborted
Normal processing Warning processing Execution error Checking ¢rror
'9000' and '61XX' '62XX" and '63XX' '64XX' to '66XX. '67XX'" to "6F XX'

Figure 2 — Structural scheme of values of SW1-SW2

All interindustry values of SW1-SW2 are independent from,aily transmission protocol. Table p lists all
tHe interindustry values of SW1-SW2 and shows their gengral meaning. ISO/IEC JTC 1/SC 17|reserves
fdr future use any interindustry value of SW1-SW2 not.defined in ISO/IEC 7816 (all parts)[4. Table 7
ligts all the specific interindustry warning and error cénditions used in ISO/IEC 7816 (all partg)[4] at the
time of publication.

Table 6 — General meaning of the interindustry values of SW1-SW2

SW1-SW2 Meaning
Normal '9000" [No further qualification
processing | '61XX' |SW2 encodes'the number of data bytes still available (see text below)

'62XX’ [State ofnon-volatile memory is unchanged (further qualification in SW2, se¢ Table 7)

Warning

processing | '63xX’ State\of non-volatile memory may have changed (further qualification in[SW2, see

Table 7)
'64XX. \ |State of non-volatile memory is unchanged (further qualification in SW2, se¢ Table 7)

Execution State of non-volatile memory may have changed (further qualification in[SW2, see

error faid Table 7)
:66XX' |Security-related issues (further qualification in SW2 is RFU)
'67XX" |Wronglength (further qualification in SW2, see Table 7)
'68XX"' |Functions in CLA not supported (further qualification in SW2, see Table 7)
'69XX" [Command not allowed (further qualification in SW2, see Table 7)
] '6AXX" [Wrong parameters P1-P2 (further qualification in SW2, see Table 7)
Cl::i‘crl;lrng '6B00" [Wrong parameters P1-P2

'6CXX' |Wrong L, field; SW2 encodes the exact number of available data bytes (see text below)

'6D00" [Instruction code not supported or invalid

'6E00" |Class not supported

'6F00" |No precise diagnosis

[f SW1issetto '61', then the processis completed and before issuing any other command, a GET RESPONSE
command may be issued with the same CLA and using SW2 (number of data bytes still available) as
short L, field. If the C-RP which returned '61XY" used the extended length fields, the GET RESPONSE may
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also use an extended L, field according to the buffer sizes stated in DO'7F66' (see 12.8.1). This feature is
used for response chaining (see 5.3.4).

If SW1 is set to '6C’, then the process is aborted and before issuing any other command, the same
command may be re-issued using SW2 (exact number of available data bytes) as short L, field.

If the process is aborted with a value of SW1 from '64' to '6F', then the response data field shall be absent.

If SW1 is set to '63" or '65', then the state of the non-volatile memory may have changed. If SW1 is set to
'6X" except for '63' and '65/, then the state of the non-volatile memory is unchanged.

When co
is not th
also ISO

mmand chaining is used for payload fragmentation (see 5.3.3), in response to a command(th|
e last command of a chain (see 5.3.3), interindustry warning indications are prohibitedifs
[EC 7816-3), i.e. SW1 shall be set to neither '62' nor '63".

Table 7 — Specific interindustry warning and error conditions

At
e

SwW1 SW2 Meaning
'00' No information given
'02'to '80" |Triggering by the card (see 12.6.2)
'81' Part of returned data may be corrupted
62" '82' End of file, record or DO reached before reading N, bytes, or unsuccessful search.
'83' Selected file deactivated
(V;I?g;l_ '84' File or data control information not formattedaccording to 7.4
'85' Selected file or DO in termination state
'86' No input data available from a sensop-0f¥ the card
'g7" At lea_st one of the_ referenced reco.rd§ is not prolcgsswd for some reason, e.g. record
deactivated, security status notsatisfied or conditions of use not satisfied
. '00' No information given
63 '40' Unsuccessful comparison
(Vivr?;)n- '81' File or DO filled up bythe last write
'cX' Counter from 0 to 15 encoded by 'X' (exact meaning depends on the command)
'00' No information\given
‘6 '01' Immediate response required by the card
'02'to '80" |Triggering by the card (see 12.6.2)
(error) '81' Logical channel shared access denied
'82' Logical channel opening denied
'65' '00' No information given
(error) '8 Memory failure
(e’r6r€c))’r) '00' No information given, any other value is RFU
67 00 NO Information given
'01' Command APDU format not compliant with this standard (see 5.1)
(error) — X
02 The value of L. is not the one expected.
'00' No information given
68" '81' Logical channel not supported
'82' Secure messaging not supported
(error) — -
83 Last command of the chain expected
'84' Command chaining not supported
NOTE Any other value of SW2 is RFU.

18
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Table 7 (continued)
Sw1 Sw2 Meaning
'00' No information given
'81' Command incompatible with file structure
'82' Security status not satisfied
69" '83' Authentication method blocked
(erron) '84' Reference data not usable
'gg" Conditions of use not satisfied
'86' Command not allowed (curEF not set)
'87' Expected secure messaging DOs missing
'88' Incorrect secure messaging DOs
'00' No information given
'80' Incorrect parameters in the command data field
'81' Function not supported
'82' File or application not found
'83' Record not found
'6A '84' Not enough memory space in the file
(error) '85' N, inconsistent with TLV structure
'86' Incorrect parameters P1-P2
‘87" N_inconsistent with parameters P1-P2
‘88" Referenced data, reference data or DO not found (exact meaning depending on the
command)
'89' File already exists
'8A' DF name already exists
NOTE Any other value of SW2 is RFU.

6| Data objects

6{1 GENERAL

tHe latter abbreviated’by DOs in this document.

6{2 SIMPLE-TLV data objects

This clause specifies tivo categories of data objects: SIMPLE-TLV data objects and BER-TLV datf objects,

Each sIMPLE-TLV data object shall consist of two or three consecutive fields: a mandatory tdg field, a
mandatery length field and a conditional value field. A record (see 11.4.1) may be a SIMPLE-TLV ddta object.

are invalid for tag fields. If a record is a SIMPLE-TLV data object, then the tag may be used as record

identifier.

— The length field consists of one or three consecutive bytes.

— Ifthe first byte is not set to 'FF', then the length field consists of a single byte encoding a number

from zero to 254 and denoted N.

— If the first byte is set to 'FF’, then the length field continues on the subsequent two bytes with any

value encoding a number from zero to 65 535 and denoted N.

— If N is zero, there is no value field, i.e. the data object is empty. Otherwise (N > 0), the value field

consists of N consecutive bytes.

© ISO/IEC 2020 - All rights reserved
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NOTE This document defines neither tag values nor value fields of SIMPLE-TLV data objects. Hence, SIMPLE-
TLV data objects addressing cannot be used for interchange.

6.3 BER-TLV data objects

Each BER-TLV data object (DO) consists of two or three consecutive fields (see the basic encoding rules
of ASN.1 in ISO/IEC 8825-1): a mandatory tag field a mandatory length field and a conditional value
field. Any non-empty DO is denoted {T-L-V}.

The tag field consists of one or more consecutive bytes. It indicates a class and an encoding and it
encodes f tag number. The value '00" is invalid for the first byte of tag fields. ISO/IEC 7816 (all parts)}4!
supports|tag fields of one, two and three bytes; longer tag fields are RFU.

The lengfh field encodes a length, i.e. a number denoted N, according to ISO/IEC 8825-1. If N's zer|o,
there is rjo value field, i.e. the DO is empty, and noted {T-'00'}. Otherwise (N > 0), the valuefield consisjts
of N congecutive bytes, and the DO is noted {T-L-V}. ISO/IEC 7816 (all parts)[4l.

a) precludes the use of the “indefinite length” (coded '80"), according to the DER encoding rules;

b) recojnmends to use the shortest possible coding of the length field, aceording to DER encoding
ruleg (see ISO/IEC 8825-1);

c) uses|length fields consisting of one to five bytes, longer length fieldsare RFU.

NOTE 1 | Inorder to ascertain the length of the length field, b) is providéd,ji.e. the use of shortest length field fpr
the coding of a given length.

NOTE 2 | ISO/IEC 7816-4 uses '80" with a specific meaning in the length field of an extended header DO (see 8.4.%).

NOTE 3 | Annex E provides the detailed coding of tag and length fields.

6.4 Copstructed DOs versus primitive DOs

A constrjucted, non-empty DO is denoted {T-L-{T1-L1-V1} ... - {Tn-Ln-Vn}}. Its tag T indicates the
structur¢ of its value field (see Annex E). This'value field is called a template, which may either:

— consjst of one DO, called "nested"«in the constructed DO, or

— cons|st of a concatenation of several nested DOs, (n DOs in the example above), without padding
(see B.1.2).

Unless otherwise specified\[€.g. wrapper (see 8.4.8) or tagged wrapper (see 8.4.9), ISO/IEC 7816-15,
ISO/IEC 24727 (all parts){22]], the order of DOs within a template is not defined in this document.

See Anndx E for thedéentification of a primitive or constructed data object by the first byte of its tag|A
possible tructure.of the value field of a primitive data object is to be defined elsewhere.

7 Stryctures for applications and data

7.1 Available structures

This clause specifies structures for applications and data, as seen at the interface when processing
commands in the interindustry class. The actual storage location of data and structural information
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beyond what is described in this clause is out of scope of ISO/IEC 7816 (all parts)l4l. The following
structures are supported:

Dedicated file (DF):

The DFs host applications and/or group files and/or store DOs. An application DF is a DF hosting an
application. A DF may be the parent of other structures, whose types shall belong to the following

set {DF, EF, DO}. These other structures are said to be immediately under the DF.

Elementary file (EF):

Tyvo types of logical organizatign-are provided.

The EFs store data. An EF may be the parent of other structures, whose types shall belolng to the

following set {DO, Record, DataString}. These other structures are said to be immediats
the EF. Two categories of EFs are specified.

— An internal EF stores data interpreted by the card, i.e. data used by the,card for mar
and control purposes.

— A working EF stores data not interpreted by the card, i.e. data‘used by the outsi
exclusively.

Record:

The records store data. A record may be the parent of other structures, whose types shall

the following set {DO}. These other structures are said to-be immediately under the recorgl.

DataString:

DataStrings store data. A DataString is a sequence of bytes in a transparent EF. A DataSt]
be the parent of other structures, whose types shall belong to the following set {DO}. Th
structures are said to be immediately under‘the DataString.

Data object (DO):

The DOs store data. A DO may bg\the parent of other structures, whose types shall belo
following set {DO}. These other'structures are said to be immediately under the DO.

Figure 3 illustrates ashierarchy of DFs with its corresponding security architecture (see
In such a card organiZation, the DF at the root is called the master file (MF); any DF m
application DF, with’or without its own hierarchy of DFs.

D T w ol

ly under

)agement

de world

belong to

ring may
pse other

ng to the

[lause 9).
ay be an

@L/ or K ®/\/ DF Applical

ion DF

Fies-ofan-application

DF DF
Files of an application ®/—\/ \@

Figure 3 — Example of hierarchy of DFs

— Figure 4 illustrates application DFs in parallel, with no MF seen at the interface, i.e. without any

apparent hierarchy of DFs. Such an organization supports independent applications in
where any application DF may have its own hierarchy of DFs with its corresponding
architecture.

© ISO/IEC 2020 - All rights reserved

the card
security

21


https://standardsiso.com/api/?name=9edac6a1c0ba6e43131675bc38584d5a

ISO/IEC 7816-4:2020(E)

Application Application Files of an Application
DF DF application DF

Figure 4 — Example of independent application DFs

7.2 Validity area

7.2.1

efinitions and attributes

The validity area (VA) on a logical channel is the result of all successful selections performed,en th
logical chhannel. The VA determines the resolution of DO tags and file identifiers. The VA consists of:

curAppDF: a reference either to a DF or an application DF. It is always set.

curDFF: a reference to a DF, which may be an application DF. It is always set.

curE[F: a reference to an EF belonging to the DF referenced by curDF. It is notalways set.

curFlle: a reference to a file, it is always set. Its value shall be identical te curDF if curEF is not s¢t,

and jdentical to curEF if curEF is set.

curRecord: a reference to a record, belonging to an EF referencéd)by curEF structured in records.
is nof always set.

curDataString: a reference to a sequence of bytes being partofa transparent EF referenced by curHF.

It is not always set.

curConstructedDO: it shall be set for DO handling:When set, it is a reference to a constructed DO.
is noft always set.

curPrimitiveDO: a reference to a primitive DO whose parent is referenced by curConstructedDO.
is noft always set.

curDO: It shall be set for DO handling. When set, it is a reference to a DO, its value shall be

identical to curConstructedDOsif'curPrimitiveDO is not set, and identical to curPrimitiveDO
curPrimitiveDO is set.

NOTE 1 | curFile can be calculated from curDF and curEF and vice versa. Thus either curFile is dispensable
curDF and curEF are dispensableé. The reason for redundancy is that some functions are easier to describe wi

curFile (elg. ACTIVATE (FILE); DEACTIVATE (FILE)) and other functions are easier to describe with curDF and curHF.

At

if

pr
kh

NOTE 2 | curDO can-be calculated from curConstructedDO and curPrimitiveDO and vice versa. Thus either
curDO is dispensable ‘or curConstructedDO and curPrimitiveDO are dispensable. The reason for redundan
is that sdme functions are easier to describe with curDO and other functions are easier to describe wi
curConstfuctedPO and curPrimitiveDO.

NOTE 3 LThecurrentSE {see 103 3} docsnotbelongtothe current VA,

LY
kh

7.2.2 Basic rules for VA handling and use

The following is a non-exhaustive list of rules describing the use of the VA. More rules are given in
clauses containing command descriptions:

a)

b)

22

Enabling a physical interface (see 5.1), which opens the basic logical channel, sets the values

of

curAppDF and curDF to identical values, i.e. they reference either the MF or the implicitly selected

application.

Resetting a logical channel resets the VA to the same value set when opening that logical channel.

See 11.2.3 for other consequences of resetting.
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c) Opening alogical channel sets the values of curAppDF and curDF to identical values (see 11.2.2 and
11.2.3).

d) Selecting an application DF sets curDF and curAppDF so that they reference the selected
application DF.

e) Selecting a DF which is not an application DF sets curDF so that it references the selected DF. It sets
or confirms curAppDF so that curAppDF references either the nearest application DF (if any) in the
ancestors (parent, grandparent...) of the selected DF, or the MF if no application DF exists in the
ancestors.

f)] Selecting an EF sets curEF so that it references the selected EF, and curDF so that it refebences the
parent of the selected EF [see rule e)]. When EF selection occurs as a side-effect of*a"C{RP using
referencing by short EF identifier, curEF may change, while curDF does not change.

g] Selecting a record sets curRecord so that it references the selected record; and curEF fo that it
references the parent of the selected record [see rule f)].

h] Selecting a DataString within a transparent EF sets curDataString so that it references thq selected
DataString and curEF so that it references the parent of the selected\DataString [see rule f])].

i)| Selecting a structure containing DOs sets curConstructedDO. S0 that it references the| selected
DO according to the specified structure. If the selected sttucture is a constructed Dp, it sets
curConstructedDO so that it references the selected DO. If the specified structure is a {Agplication
DF, DF, EF, record or DataString}, structure selection sets curConstructedDO so that it references a
virtual root DO'7F70". This DO shall be associated with the last encountered structure sypporting
DOs in the list above.

j)| Selecting a primitive DO sets curPrimitiveDO so that it references the specified |DO, and
curConstructedDO so that it references the parent of the selected primitive DO.

Ah explicit selection may modify elements ofithe VA beyond the explicit selection due to recurgion. Such
implicit selections shall have the same outcome as an explicit selection.

EXAMPLE The selection of a constriicted DO in a record will set curConstructedDO [rule i)] explic]tly. It will
implicitly set or confirm curRecord [fule g)], curEF [rule f)], curDF [rule e)] and curAppDF [rule d)].

713 Structure selection

713.1 Structure selection methods

Se¢lecting a structute allows access to its data and to structures below, if any. Structures may bg selected
implicitly, i.e. autematically [see 7.2.2, rules a), g)] after enabling a physical interface (see 5.1]. When a
stiructure caiinot be implicitly selected, it shall be selected explicitly, i.e. by at least one of the following
fqur methods.

Se¢lection by DF name — A DF name may reference any DF. It is a string of up to sixteen bytes. Any
application identifier (AID, see 12.3.4) may be used as DF name. In order to select unambigyously by
DF name, e.g. when selecting by means of application identifiers, each DF name shall be unique within a
given card.

Selection by file identifier — A file identifier may reference any file. It consists of two bytes. The value
'3F00' is reserved for referencing the MF. The value 'FFFF' is reserved (see 11.5.1.2). The value "3FFF'
is reserved (see below and 11.5.1.2). The value '0000' is reserved (see 11.3.2 and 11.5.1.2). The values
‘2F00’ and ‘2F01’ are reserved immediately under MF (see 12.3.2 and 12.3.3). In order to unambiguously
select any file by its identifier, all EFs and DFs immediately under a given DF shall have different file
identifiers.

Selection by path — A path may reference any file. It is a concatenation of file identifiers. The path
begins with the identifier of a DF (the MF for an absolute path or the DF referenced by curDF for a
relative path) and ends with the identifier of the file itself. Between those two identifiers, the path

© ISO/IEC 2020 - All rights reserved 23


https://standardsiso.com/api/?name=9edac6a1c0ba6e43131675bc38584d5a

ISO/IEC 7816-4:2020(E)

consists of the identifiers of the successive parent DFs, if any. The order of the file identifiers is always
in the direction parent to child. If the identifier of the DF referenced by curDF is not known, then the
value '3FFF' (reserved value) can be used at the beginning of the path. The path allows an unambiguous
selection of any file from the MF or from the DF referenced by curDF (see 12.4).

Selection by short EF identifier — A short EF identifier may reference any EF. It consists of five bits
not all equal, i.e. any number from one to thirty. When used as short EF identifier, the number zero, i.e.
00000 in binary, references the EF referenced by curEF. At MF level, the number thirty, i.e. 11110 in
binary, is reserved (see 12.3.2). Short EF identifiers cannot be used in a path or as a file identifier (e.g.
in a SELECT command). All short EF identifiers of EF immediately under a given DF plus all short EF
identifiefs indicated in FCP DO'A2" associated with this DF shall be unique.

ed, selection by short EF identifier shall be indicated.

first software function table (see Table 125) is present in the historical bytes (seg 12.2.2) or |n
R/INFO (see 12.3.3), then the indication is valid at card level.

ort EF identifier DO'88' (see 7.4.4 and Table 11) is present in the CPs of an EF, then the indicati¢n
id at EF level.

by tag — A DO may be selected by its sole tag, without further infermation on the VA, if and
elongs to the base template of the DO referenced by curConstructedDO.

by record identifier — If the EF referenced by curEE{supports records then a record
provided by an application may reference a specific record in that EF.

by record number — If the EF referenced by curEF-stupports records then a record numbpr
s a specific record in that EF. A record number is a positive integer.

by offset — If the EF referenced by curEE is transparent, then an offset references the
of a sequence of bytes in that EF. An offsetisan integer = 0.

7.3.2 Hile reference data element and DO
This intefindustry DO'51' (see Table 8) reférences a file. It may have any length.
— An empty DO references the MF.

— Ifthg length is one and if bitgb8-to b4 of the data element are not all equal and if bits b3 to b1 are st
to 000, then bits b8 to b4 encode a number from one to thirty that is a short EF identifier.

— Ifthe length is two, thenthe data element is a file identifier.
— Ifthe¢ length is morethan two, then the data element is a path.

— Ifthelengthis even and if the first two bytes are set to '3F00’, then the path is absolute. The dafa
¢lementis a concatenation of at least two file identifiers starting with the MF identifier.

— If'the length is even and if the first two bytes are not set to '3F00', then the path is relative. The
data element is a concatenation of at least two file identifiers starting with the identifier of the
DF referenced by curDF.

— Ifthelengthis odd, then the pathis qualified. The data elementis either an absolute path without
'3F00', or a relative path without the identifier of the DF referenced by curDF, followed by a byte
to use as P1 in one or more SELECT commands (see 11.2.2 and 12.4).
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Table 8 — Coding of the file reference DO'51'

:2020(E)

Tag Length Value
0 The empty data object references the MF
1 Short EF identifier (bits b8 to b4 encode a number from one to thirty; bits b3 to bl are set to 000)
1 2 File identifier
. 5 Absolute path (the first two bytes are set to '3F00")
ven, > . -
Relative path (the first two bytes are not set to '3F00")
Odd o) raY Lificd oo+l Gl oloct Lozt Lhalll 2| D1 3 oo PRIEYO-C 2PNk =k 4 = Patsn] 1A )
ottt zZ ot pat et Ta st oy cCSar ot Sttt a ST T I O C- O i oT OS5 €T COTa QS

Cd

1)
2)
3)
4)
5)

st

3.3 General reference data element and DO

rd. The value of DO'60' is used in the command data field of many C-RPs handlingDOs (see

3.4 Datareferencing methods in elementary files

his interindustry DO'60" (see Table 94) and DO'7F72' (see Table 38) can refereneedny strudture in a

11.5.2).

I ’ = ==
|

24
transparent structure
linear structure with records of fixed size
linear structure with records of variable size
cyclic structure with records of fixed size (the.drrow references the most recently written record)
SIMPLE-TLV OI BER-TLV structure
Figure 5 — EF structures
hta referencing method is-an"EF-dependent feature. An EF shall support at least one of the

ructures:

an EF-dependgnt feature.

Record.structure — The EF is seen at the interface as a single continuous sequence of in

method, SIMPLE-TLV or BER-TLV structure of the records are EF-dependent features. Three
are defined: record size, record organization and record LCS.

—  EBE== I

following

Transparent strueture — The EF is seen at the interface as a single continuous, numbered
sequence of dataunits accessible by commands for handling data units (see 11.3). Data unit size is

dividually

identifidble records accessible by commands for handling records (see 11.4). Record nmeering

ttributes

— The size of the records is either fixed, or variable.

— Theorganization of therecordsis either a sequence (linear structure), oraring (cyclic structure).

— A record may have a record life cycle. When it does, the record LCS distinguishes at least the
following states: ACTIVATED and DEACTIVATED. The coding of a record LCS is out of scope for
this document. Within a given EF, either all records have a record life cycle or no record has a
record life cycle. The presence of record life cycle is indicated by the CP (see Table 11).

— SIMPLE-TLV structure — The EF is seen at the interface as a set of SIMPLE-TLV data objects
by commands for handling data objects (see 11.5). This structure precludes BER-TLV structure

©
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— BER-TLV structure — The EF is seen at the interface as a set of DOs accessible by commands for
handling DOs (see 11.5). This structure precludes SIMPLE-TLV structure.

In DFs or applications, data may be referenced as DOs (see 6.3), the same way as in EFs. If the EF, DF or
application supports this referencing, its selection sets curConstructedDO (see 7.2.2 and 8.2.1).

7.4 File and data control information

7.4.1 File control information retrieval

By definifion, the file control information is the byte string available in response to the SELECT commallld
(see 11.2]2); it may be present for any file, i.e. any DF and any EF.

— If the first byte is valued from '00' to 'BF’, then the byte string shall be BER-TLV encoded. ISQ/
IECJITC 1/SC 17 reserves for future use all the values in the range '00' to 'BF' that are Hot defined fn
this locument.

— If the first byte is valued from 'CO' to 'FF', then the byte string is not encoded according to this
document.

Table 9 shows three interindustry templates:

— The FCP template is a set of CP DOs eligible for files, i.e. logical, structural and security attributgs
as ligted in Table 11 and defined hereafter. Within the FCP template, the context-specific classl|is
reseyved for FCPs; tags '85' and 'A5' reference proprietary infermation.

—

— The FMD template is a set of file management data, i.e.’interindustry DOs such as an applicati¢n
identifier as defined in 12.3.4, an application label as defined in 12.3.5 and an application expirati:tn
date|as defined in ISO/IEC 7816-6, possibly nested within an application template as defined n
12.3)5. Within the FMD template, tags '53" and '73"reference discretionary data.

— The FCI template is a set of file CPs and file management data.

Table 9 — Interindustry.templates for file control information

Tag Value

'62" |[Set of file control parameters (FCP template)

'64' |Set of file' management data (FMD template)

'6F' |Set offile control parameters and file management data (FCI template)

The threle templates may-be retrieved according to selection options of the SELECT command (s¢e
Table 63].

— If the FCI option is set, then the FCI tag is optional for introducing the template in the responge
datalfields

— Ifth¢ CPor FMD option is set, then the corresponding tag is mandatory for introducing the template.

Part of the control information of a DF may additionally be present in an EF under the control of an
application and referenced by tag '87" in the file CPs. If present within such an EF, file control information
shall be introduced by the appropriate tag, either a CP tag, or a FCI tag.

7.4.2 Data control information retrieval

By definition, the data control information is the byte string available in response to a SELECT command
with P1="10" or P1="13" (see 11.2.2) or a SELECT DATA command if bit b3 of P2 is set to 1 (see 11.5.2); it
may be present for any DO. Table 10 shows interindustry template for data control information.
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Table 10 — Interindustry template for data control information

Tag Value

'62' |Setofdata control parameters (CP DOs, possibly includinga DO'62")

DO'62"' nests CP DOs.

— It may be present in the data control information of any structure (files or applications supporting
a BER-TLV structure, constructed DO). It belongs and applies to the template referenced by
curConstructedDO after structure selection.

— When present within the current base template (see 8.2.2) it applies to, it may be retrievé¢d by GET
DATA Or GET NEXT DATA.
— When itis present in another template, it may be indirectly referenced by a tagged wrapper ($ee 8.4.9).
714.3 Control parameters
T4ble 11 lists CP DOs for files and data objects, all in the context-specifi¢class. When a CP if present,
tHe table states whether it occurs at most once (explicit indication), orymay be repeated (no indication).
Table 11 — Control parameter data.objects
Tag |Length Value Applies to
'B0" | Var. [Number of data bytes in the file, excluding structural information Any EJFa
'B1'| Var. [Number ofdatabytesin thefile or DO, includingstructural information if any File2 or|D0O?
1 File descriptor byte (see 7.4.5 and Table 12j Fil
ile
2 File descriptor byte and data coding byte (see Table 126)
B2'| 30r4 File descriptor byte, data coding byte and maximum record size on one or
two bytes EFa suppgrting
File descriptor byte, data coding byte, maximum record size on two bytes recorfls
Soré6
and number of records onone or two bytes
‘B3’ 2 File identifier File
b, | upto
B4 16 DF name DF
'B5' | Var. [Proprietary information not encoded in BER-TLV File
'B6' | Var. [Security-attribute in proprietary format File
'B7' 2 Identifier of an EF containing an extension of the file control information DF?4
'B8" | 0 or 1 |Short EF identifier (see 7.4.4) EF?
'BA' 1 _ \Life cycle status (LCS, see 7.4.10 and Table 15) File2 or|D0O2
B | var Security attribute referencing the expanded format (see 9.3.4 and File
Table 39)
'BC~) Var. [Security attribute in compact format, SE oriented (see Table 31) File
'8D’ 2 Identifier of an EF containing security environment templates (see 10.4.4) DF
'SE' 1 |Logical channel security attribute (see 9.3.8 and Table 48) File2 or DO?
o e EF supporting
8F 1 [Profile indicator (see Table 13) recordsa
a a i
'92' 1 Data descriptor byte (see 7.4.7) DO? or EF* supporting
BER-TLV structure
'96' | Var. [Verification information data object (VIDO) as defined in ISO/IEC 7816-11| see ISO/IEC 7816-11
a2 The DO shall appear at most once under DO'62".
NOTE In the response to a SELECT and under tags '62' and '6F', ISO/IEC JTC 1/SC 17 reserves any other DO of the context-
specific class.

© ISO/IEC 2020 - All rights reserved
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Table 11 (continued)

Tag |Length Value Applies to
'97' | Var. |DFlist (see 7.4.8) DFa
'98' | Var. |Instance number (binary coding) D02
09 | var [Niher o0 the et efrenced by parComstrutedDOafer e i orpor
'9A' | Var. [Number of EFs within a DF (binary coding) DFa
'OB'| Var. |EFlist(see 7.4.8) DFa
oc | e [N e ot s T oriented see Table A i
'9D" | Var. |Tag of the DO(s) to which DO'62" applies. DO
'A0' | Var. |Security attribute template for DOs (see 9.3.6) Filedor DO
'A1' | Var. [Security attribute template in proprietary format File
a2 | vhr Template_cons.is.ting of one or more pairs of DOs: DF
Short EF identifier (D0'88") - File reference (DO'51', L > 2, see 7.3.2)
'A3"| Var. |Interface and LCS dependent security attribute template (see 7.4.12) File or DO
'A5'| Var. |Proprietary information encoded in BER-TLV File
'A6' | Var. [Verification information template (VIT) as defined in ISO/IEC 7816-11 see ISO/IEC 7816-11
'AB'| Var. |[Security attribute template in expanded format (see 9.3.4) Filed
'AC' | Var. |Cryptographic mechanism identifier template (see 9.2) DF
'AD' [ Var. [Security parameters template (see 9.3.7.1) DO
AF | vhr ;l;ir:_plate encapsulating one or more DO'06' (OID) relevant to the applica- DFa

a

NOTE In
specific clpss.

The D|O shall appear at most once under DO'62'.

the response to a SELECT and under tags '62' and ‘6F", ISO/IEC JTC 1/SC 17 reserves any other DO of the context-

7.4.4 Short EF identifier

The follo

7.4.5

If the card supports selection by short EF identifiers (see 7.3.1) and if DO'88' is absent, then
the decond byte of the filevidentifier (the value field of DO'83"), bits b5 to b1l encode the short EF

wving rules apply for the use £ DO'88" in the CPs of any EF.

identifier.

If DQ'88' is presentwith a length set to zero, then the EF supports no short EF identifier.

If DQ'88' is present with a length set to one and if bits b8 to b4 of the value field are not all equal aid
if bits b3 to.blvare set to 000, then bits b8 to b4 encode the short EF identifier (a number from one

to thiirty).

i

ite descriptor byte

DO0'82' may be present in the CPs of any file (see Table 11).

— The first byte of the value is the file descriptor byte (see Table 12).

28

Ifthe value consists of two or more bytes, then the second byte is the data coding byte (see Table 126).
If the card provides data coding bytes in several places, then the indication valid for a given file is in
the closest position to that file within the path to that file from:

1) The MF if present.

2) The DF referred to by curAppDF, if the MF is absent.
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3) In the absence of indication in the path, the data unit size is set to the default value (see
Table 126).
Table 12 — Coding of the file descriptor byte
b8 [ b7 [b6 | b5 | b4 | b3 | b2 | bl Meaning
ol x| -1 - - - - - |File accessibility
010 - - - - - - |— File non-shareable
o1l -1 - - - - - |— File shareable
D[ - | 1|1 1 0| 0| O |DF
D | - |Notallsettol| - - - |EF category
D[ -]0]0 0 - - - |— EF for storing data not interpreted by the card (Wotking [EF)
D | -10]0 1 - | - | - |— EFforstoring data interpreted by the card (Infernal EF)
D | - Any other - - - |— Proprietary categories of EFs
value
0 - EF structure
D | - |Notallsettol| 0 | 0 | O [— Noinformation given
D | - |Notallsettol| O | 0 | 1 |[— Transparentstructure
D - [Notallsettol| 0 1 0 |— Linear structure, fixed size, no further information
D - |Notallsettol| O | 1 | 1 |— Linear structure, fixed'size, TLV structure
D - |Notallsettol| 1 | O | O |[— Linear structure, variable size, no further information
D - |Notallsettol| 1 0 1 |— Linear structure, variable size, TLV structure
D - |Notallsettol| 1 1 0 |— Cyclicstrudture, fixed size, no further information
D - | Notallsettol| 1 1 1 |— Cyclic structure, fixed size, TLV structure
D | - | 1|1 1 0| 0| 1 |— BERTLVSstructure
D[ -] 1|1 1 0| 1| 0 |—_ (SIMPLE-TLV structure

=z

OTE 1 Any other value is RFU.

NOTE 2 “Shareable” means that the file,supports concurrent access on different logical channels.

714.6 Profile indicator

The following rules applyfor the use of DO'8F" in the file CPs of any EF supporting records:
— IfDO'8F' is present, then the value field contains a profile indicator according to Table 13;

— If DO'8F' is;absent, then all records in the EF are implicitly in the unchangeable state ACTI

Table 13 — Coding of the profile indicator

[VATED.

h8 h7'| b6 | b5 | b4 | b3 | b2 | bl Meaning
D ¥x | x | x| x| x| x | x |Coding of profile indicator defined by ISO/IECJTC1/SC 17
O|-1|-1-1|-1]-1-1x|RecordLCS
0)-1|-1]-1-1]-1~-10/ [— Alrecordsin thisfile are in the unchangeable state ACTIVATED
ol -l - -1 -1-|-11l" Each record in this EF has its own record LCS, changeable by the

commands ACTIVATE RECORD, DEACTIVATE RECORD and ACTIVATE FILE

Olx | x| x| x| x| x| - 000000 (any other value is RFU)
1| x| x| x| x| x| x| x |Proprietary coding of profile indicator

NOTE1 Any value is allowed but meaning is RFU.

© ISO/IEC 2020 - All rights reserved
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7.4.7 Data descriptor byte

Referenced by tag '92', this interindustry data element is a CP DO, which contains information relevant
to DO handling (see Table 14). The information is valid for all instances (if more than 1) of a DO in the
relevant template. If a DO is declared "non-shareable”, only one instance of this DO is accessible on one
logical channel.

Table 14 — Coding of the data descriptor byte

=N
=<}

b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
- |- - -] - - |Data accessibility

- - |— DO non-shareable
- - - - - - |— Shareable DO

- - - - |structuring of the DOs in the template

— o]
1
1
1

- | -1 - - |— Noinformation given (default).

- | -1 -1 - |— Cyclicmanagement of instances (see 11.5.7)
-|-1]-1-|— RFU

X
0
1|-1]-1]-1] - |— Linear management (see 11.5.7)
0
1

- - - |Instances

X
- -1 -10] - - - |— Atagshall occur at most once inthetemplate.
1

- - - |— Tags may occur more than onge/in the template (default).

DO properties

— No information given

1

1
O | M
o | M
k=

— Taglist presence

o|lo|lOo|Oo|O|CO|O|O|OC|O|OC|OC|OC OO
i

[UnN
1

— Base template extendable by wrappers

01 - - - - | 1| 1] - |— Automaticresolution of wrappers
NOTE 1 Any other value is RFU.

NOTE 2 “Bhareable” means that the DO supports conctifrent access on different logical channels.

7.4.8 IDF and EF list data elements

Referenced by tag '97', the DF listinterindustry data element is a file CP which shows the DFs containg¢d
in a DF of application DF. It is a.concatenation of 2-byte file identifiers.

Referenced by tag '9B’, the. EElist interindustry data element is a file CP, which contains the identifiers of
the elementary files contained in the DF or application DF, and their short EF identifier. The informatign
of each file is coded an-three consecutive bytes. The first two bytes contain the file identifier of an HF.
The third byte is either the short EF identifier of the EF coded according to 7.4.4 or a byte coded '00'if
that elenjentary file'has no short EF identifier.

7.4.9 lrlstance number data element

Referenced by tag '98', this interindustry data element is a CP DO, which may be present only if
there are several instances of the DO within its template. Its value shall be a binary coded positive
sequence number, as defined by ISO/IEC 8825-1 for the INTEGER type. The numbering scheme for cyclic
management of instances is the same as for the management of record numbers (see 11.4.6). See 11.5.7
for further information of numbering schemes.

7.4.10 Life cycle status

The card, files and other objects, each have a life cycle; the life cycle status (LCS) allows the card and
the interface device to identify the different logical security states of the use of the card, files and other
objects in the card.
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To support flexible management of the life cycle of a file, a record or a DO as an attribute (see

IS
1y
2)
3)
4)

0/IEC 7816-9), this clause defines four primary states of the life cycle in the following order.
Creation state
Initialisation state
Operational state: activated or deactivated

Termination state

L

T

U
pi
(s

7

A
th

[S (1 byte) shall be interpreted according to Table 15.
The values '00' to 'OF' are interindustry.
The values '10' to 'FF' are proprietary.

he default state shall be Operational state (activated).

Table 15 — Coding of the file or data LCS byte

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
00| 0| 00| O0]|O0]| 0 [Noinformation given
00| O0[O0]0] 0| 0] 1 |Creationstate
000 |O0|O0O]O0]| 1] 1 |Initialisation state
0[0]|]0|O0|0]|1]|-1]1 [Qperationalstate (activated)
0[O0 |O0[O0[O0O] 1] - | 0O, |Operationalstate

(deactivated)
0]0]0]0|1]1]|.s\| - [Termination state
Not all zero x | x\\\"x | x [Proprietary
NOTE Any other value,i§ RFU.

hder tag '8A’, an LCS may be preseht'in the CPs of any file or DO (see Table 11). A card LC
esent in the historical bytes (se€ 12.2.2.11). Under tag '48', a card LCS may be present in EF. A
ce 12.3.3). When it has an ME, the card is in, at least, the creation state.

DTE Unless otherwise-specified, the security attributes are valid if the LCS of:
files are in Operatjonal state (activated) or Operational state (deactivated),

DOs are in Opefational state (activated) or Operational state (deactivated).

4.11 Indirect referencing by short EF identifier using DO'A2’

DO0'88"uinder DO'A2' in the FCP of a DF indicates that the nested short EF identifier is v4
e DE is current. A command using it shall transiently select the EF referenced by the path

ot

5 may be
TR/INFO

lid when
which is

psted in DO'51' after that DO'88'. Its success has no impact on curDF and curAppDF [see 7.2.

p rule f)].

The impact on curEF is described in sections dealing with commands using short EF identifier (see e.g.
11.3.2 or 11.4.2).

7.

7.

4.12 Interface and life cycle status dependent security attribute template

4.12.1 General

DO'A3' may be present in the CPs of any file or DO and in such templates it may occur more than once
(see Table 11).

©
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DO'A3' shall contain at most one DO'91" (see 7.4.12.2). If DO'91' is absent then the security attributes
contained in DO'A3" apply to all interfaces. If DO'A3" contains a DO'91' it shall be the first DO in the
template.

DO'A3' shall contain at most one DO'8A’ (see 7.4.12.3). If DO'8A' is absent then the security attributes
contained in DO'A3’" apply to all life cycle status. If DO'A3' contains a DO'8A' then it shall be

— the first DO in the template if DO'91' is absent, or

— thes

econd DO in the template if DO'91' is present.

DO'A3' m
meaning

7.4.12.2

Referenc
attribute

and coding as defined by Table 11.

Transport type descriptor

ed by tag '91' under DO'A3’, this data element indicates for which interfacés the securi
s contained in the same DO'A3" apply. See Table 16.

Table 16 — Coding of transport type descriptor (DO'91' under DO'A3")

8 (b7 |b6|b5|b4|b3|b2|bl Meaning

k | - | - -1|-1]-1| -1 - |0(anyothervalueis RFU &)

- | x | x| - | -] -1 -1 - |00(any other value is RFU)

- | - | -1 1| -1] - -1 - |Communication by contdet €6 (see ISO/IEC 7816-3)

- | - | -|-1]111|-1-1 - |Near-field communication (see ISO/IEC 18092[19])

- | - | -]1-1]-1]11] -1 - |USBinterface (seedSO/IEC 7816-12)

-] | - - - | 1 | - |Contactless interface for proximity cards (see the
ISO/IEC 14443 series!14])

- | - | - -1 -1 -1 -1 |Contactinterface (see ISO/IEC 7816-3)

a

fi

This edition defines the case where onelbyte is sufficient to reference relevant interfaces. In the
ture, more than one byte may be necessdxy.

If in this
— 1 thd
— 0 thg

7.4.12.3

Referenc
attribute
each byt

Hata element a bit is set to
n for the corresponding.interface the security attributes shall apply.

n for the corresponding interface the DO'A3' is irrelevant.

Indication oflife cycle status

ed by tag '8A"under DO'A3’, this data element indicates for which life cycle status the securi

e shalbbbe coded and interpreted according to 7.4.10 and Table 15, i.e. each byte encodes a |

cycle sta

s containted in the same DO'A3" apply. This data element shall contain one or more bytes a:ﬁd

ay contain any number of DO'8B', DO'8C', DO'9C', DO'A0’, DO'AB' in any order having the sarhe

y

ay

e
DI

us and all bytes of the data element build a set of life cycle status. If the life cycle of the file

— is element of this set then the security attributes shall apply for the file or DO.

— isno

32

t element of this set then the DO'A3' is irrelevant for the file or DO.
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8 Specific use of DOs and related concepts
8.1 BER-TLV payloads and padding

8.1.1 General

A BER-TLV-encoded data field or payload is a concatenation of DOs, with possible padding before or after
any of those DOs.

T b b= | | L s - L | e f' ld
ITIT dI'T LWU StdllUdlu wdysS Ul Stdlllly DERTILVTCTIILUULTS Ul d CULIIIIAIIU UL TTSPUIIST Udtd 1e or

payload:

— CLA indicates secure messaging (see Clause 10).

— Bitbl of INSis setto 1 (odd INS code).

Cpmmands with an even INS code may specify BER-TLV-encoding of data field$ and payloads.

Within a command payload, this document may define the order of<BOs (see e.g. Table P5). In a
rgsponse payload, the order of DOs is either not defined, or is inherited from the order of the DOs
present in the card.

Because of the coding of BER-TLV length fields (see E.2) a DO with a tag of n bytes cannot haye a total
length of e.g. (n+1+128) bytes or of (n+2+256) bytes or of (n+3+65536) bytes etc. The situation pf invalid
tdtal length may also occur if several DOs are to be transmitted and the last DO creates the same
problem. In all these cases if receiving a command with\N, set to such an invalid total length| the card
mjay send within a response data field containing DO(s)'the first N, bytes requested by the comihand and
cgnclude with an SW1-SW2 set to '61XY', where 'X¥‘¢odes the number of remaining bytes. Afferwards
rgsponse chaining (see 5.3.4) applies.

8{1.2 Padding conditions

The possibility of padding in a data field depends on the command. The terminology "concatgnation of
DPs" precludes padding. Padding is‘allowed:

— when handling data structures through data units; e.g. padding may be present in a REAIL) BINARY
response data field due'te erasure or modification of DOs within an EF supporting data uifits;

— when handling dataystructures through records; e.g. padding may be present in a READ|RECORD
response data fielddue to the fixed format of records within an EF supporting records;

— when explicitly’allowed by a standard C-RP (CLA<'80");
— when explicitly allowed by a specification of a C-RP (CLA>'7F").

If|BER-TL¥-encoding is explicitly stated, the data payload(s) shall be BER-TLV encoded, without{padding.
BER-TLV-encoding shall not apply to the individual data fields (a.k.a. payload fragment$) of the
cammands into which the payload is fragmented, because payload fragmentation is entitlefl to split
DOs. Padding is still precluded in payload fragments.

NOTE Secure messaging can require BER-TLV-encoding of payload fragments (see 10.2).

8.1.3 Padding procedure

When padding is allowed in BER-TLV payloads, bytes set to '00' may be present before, between or
after DOs.
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When present in the historical bytes (see 12.2.2) or in EF.ATR/INFO (see 12.3.3) or in the control
information of any file (see tag '82' in Table 11), the data coding byte (see Table 126) indicates whether
the value 'FF' is

— valid for the first byte of long tag fields of the private class, constructed encoding (explicit
statement), or

— invalid for the first byte of tag fields (default value), i.e. used for the same purpose (padding) and
under the same conditions as the value '00".

8.2 Template referenced by curConstructedDO and data object generations

8.2.1 emplate referenced by curConstructedDO and DO referenced by curDO

Any DO Within the template referenced by curConstructedDO can be directly referenced by its sole tag
in a cominand for interchange which does not provide any information on the VA together with this tqg.

If any of those DOs is also constructed, the template referenced by curConstructedDO does not inclugle
any nest¢d DOs within this constructed DO.

The virtphal root DO'7F70" belongs to the 0 generation, and is the only7DO in that generation. |If
curConstructedDO references an nth generation constructed DO'XY)“the template referenced by
curConsfructedDO is a sequence of (n+1)th generation DOs nested in DO'XY". The template referenced by
curConstructedDO does not include DOs possibly nested in any (n41)th generation DO. Annex F shows
exampleg.

curDO (see 7.2.1 dash 9) is set by a SELECT command (see 11.2.2) or a SELECT DATA command (s¢e
11.5.2). DO selection also occurs as a side effect of other@®0-handling commands, and is described fn
the relevhnt clauses, e.g. 11.5.3 and 11.5.4 for the GET DATA command.

In order [to support referencing methods defined in'‘this document, the card should be able to resolye
tag '7F7(".

Immediately after enabling of an interface(see 5.1), thus before any selection, the template referenced
by curCopstructedDO depends on the implicitly selected application or DF (curAppDF in the VA). It may
contain gpecific DOs to support e.g. discovery mechanisms defined in Reference [1].

Many conmands which handle DOsimply one or several transient selections. In some cases, a side effefct
of the conmand success may validate those transient selections, thus set the transient VA as current VA.

8.2.2 Template extension

The template extensien is that part of a template which is accessible only by automatic resolutions jof
tagged wirappersywhereby extending the base template (see Annex G or examples). All wrapper DO'63'
are part pf the bas€ template.

If automptic, resolution of tagged wrappers is not supported, the template extension is empty. T
indirect 'referenees—are—omy—informative e—otttstde—we may—perform—a—two-5ta
procedure:

— selection of the structure where the DO is stored, when this structure is different from the current
structure;

— then handling of the DO within the selected structure.
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8.2.3 Data object pruned-tree

A constructed DO has a tree structure. A pruned-tree of this tree structure is obtained by removing
nested DOs from the tree. An extended header associated with a constructed DO refers a pruned-tree of
the DO (see 8.4.6 and 8.4.7).

EXAMPLE A given nth generation DO is denoted {T-L- {T1-L1-{T2-L2-V2}-{T3-L3-V3}}-{T4-L4-V4}-{T5-
L5-V5}}. Removing the (n+2)th generation DO T2 and the (n+1)th generation DO T4 yields the pruned-tree: {T-
L- {T1-L1'-{T3-L3-V3}}-{T5-L5-V5}}. L and L1 are replaced by L' and L1' because removing a DO from a template
impacts its length.

8{2.4 Data objectlife cycle

Ahy DO stored in the card may have a DO life cycle. When it does, the LCS shall distinguish at Jeast two
stlates: Operational state (activated) and Operational state (deactivated). The coding‘of a DO'§ LCS and
tHe coding of a file's LCS are analogous (see Table 15). The presence of DO's LCShs-indicated in the CP
tgmplate DO'62' (see Table 11).

8{3 Identification of data elements and data objects

813.1 Principles

At the interface between the card and the interface device, a data element is generally presented in the
v3lue field of a DO. The data element is said to be "under" the.yag of the DO.

Ifithe number of bits representing a data element is not a‘multiple of eight, one may use the BI['STRING
universal DO, as e.g. in ISO/IEC 7816-15. If not, the, mapping into a byte or a string of byté¢s should
b¢ specified together with the respective data element. Unless otherwise specified, the appropriate
n]:mber of bits shall be set to 1 in the last byte starting from bit b1.

For purposes of retrieval and referencing ininterchange, a data element shall be associated with the tag
of a BER-TLV data object and the data elemient may be encapsulated in this data object.

Aldata element may be referenced-directly by its associated BER-TLV tag. It may be associgted with
amother data element that sets the.context to which it belongs.

Ohe or more command-to-perform data objects may indirectly reference a data element.
T

he interindustry commands support multiple instances of the same DO within a template, thfis within
an application and within a card.

Alstandard or amapplication may limit or prohibit multiple instances of the same DO within a femplate,
wlithin a structéré or within the application.

813.2 Taginterpretation in command and response data fields or payloads

DPs:of'the universal class (first byte from '01' to '3F', see Annex E) always have their general eaning.

The meaning of DOs of the application class (first byte from '40' to '7F', see Annex E) is defined by
standards. The default is the ISO/IEC 7816 seriesl4l and the ISO/IEC JTC 1/SC 17 standards (see 8.3.3).
The meanings of those DOs are always the same, though their function is defined by the command
where they are used.

The way to interpret DOs of the context-specific class (first byte from '80' to 'BF’, see Annex E) is
defined:

— generally by its nesting within a constructed DO defined by the standard, e.g. DOs nested in DO'62’
(see Table 11). This rule is recursive, and applies e.g. to DOs nested in a DO'AQ0" nested in a DO'62".

— by CLA: secure messaging indication (see 5.4 and 10.2).
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— by INS: commands may define such DOs of the context-specific class for a specific use.

— In other cases, the interpretation of those DOs is defined by the application.

8.3.3 Tagallocation

This document specifies many interindustry DOs, and allocates tags for the BER-TLV-encoding of those
DOs. In addition to defining further interindustry DOs, ISO/IEC 7816-6 maintains an exhaustive list of
the tuples (name of the interindustry DO, allocated tag) specified in ISO/IEC 7816 (all parts)[4] at the
time of publication. The tags allocated in ISO/IEC JTC 1/SC 17 standards belong either:

— to the application class, or

— to thle context-specific class, when the corresponding DOs may be nested in a constructedDO the
tag df which has been allocated by the standard.

1

When a fjag is defined by another standard, the national body responsible for the standard shall se¢k
advice off ISO/IEC JTC 1/SC 17/WG 4 for the tag or tags needed, and shall in due time comment in ordpr
to add this or those tags in ISO/IEC 7816-6.

[Mlustratgd by Annex A, 8.3.4 to 8.3.7 specify tag allocation schemes for identifying interindustry DOs fn
data fields. When needed, those tag allocation schemes use the interindustry’DOs shown in Table 17 fpr
notifying an authority responsible for tag allocation.

Table 17 — Interindustry data objects for tagallocation authority

Tag Value

'06' |(Objectidentifier (OID), encoding specified in ISO/IEC 88235-1), see examples in Annex A

'41'" |Country code (encoding specified in ISO 3166-1[2]) and optional national data

"y I§suer identification number (encoding and regi$tration specified in ISO/IEC 7812-1[3]) and optiongl

gsuer data
‘4F' | Application identifier (AID, encoding specified in 12.3.4)
'5F29' I]Ilterchange profile

—

8.3.4 SYtandard tag allocation scheme

In the agplication class, ISO/IECJTC1/SC17 allocates or reserves the use of any application class tag
numbers|in the range 0-127 of greater than 511 (decimal).

Application class tag numbers in the range 128 to 511 (decimal) may be allocated by any standard pr
specification referenced.by an OID, or by an application referenced by an AID.

In order fo identifyythe tag allocation authority in this range, a constructed DO'78' shall be used. This
DO shall pest ancempty DO'80' followed by either a DO'06' or a DO'4F". If DO'78' is present

— inthpinitial data string (see 12.2.3) orin EF.ATR/INFO (see 12.3.3), then the authority shall be vallid
for theenttrecardexceptifove . other B 73 imafieoraconstructed bO-

)

— in the management data of an EF or DF, possibly supporting an application (see 7.4), or in the
template made current by the selection of any file, then the authority shall be valid within that file
or application, except if it is overruled by another DO'78" in a constructed DO.

— inatemplate, it shall be valid for all DOs in the template, and all objects contained in the constructed
DOs, (thus irrespective of their generation), except if it is overruled by another DO'78' in a template.

8.3.5 Compatible tag allocation scheme

These tag allocation schemes use interindustry DOs and further DOs.
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These further DOs shall be nested within interindustry DOs referenced by tags '70" to '72', or tags '74' to
'77". In those DOs, the meaning of the application class tags is not defined in ISO/IEC 7816 (all parts)[4]
except for tags '41', '42' and '4F" for identifying tag allocation authorities (see Table 17).

When further DOs use tags of the context-specific class and belong to the interindustry templates
defined above, their meaning is defined by the tag allocation authority.

The use of the context-specific class within interindustry templates with tags '65' (cardholder-related
data), '66' (card data), '67' (authentication data) and '6E' (application-related data) is deprecated.

amaatibla tag o11 o apxaan and +1 o £ +h
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th
If
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application to avoid sueh’a situation and remain compliant with this document:
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e interindustry DO'78"' may be used. Possible occurrence and overruling are the same'ay
present, its value shall contain one of the interindustry DOs shown in Table 17, for identify

3.6 Coexistent tag allocation scheme

such a scheme, all the interindustry DOs shall be nested within interindustry DOs'7E". More
O' and '7E' shall not be given another interpretation, as well as tags ‘62’ '64', '6F' (CP, FML
mplates, see 7.4) and '7D' (SM template, see 10.2).

hese tagallocation schemes may use tags with aninterpretation netdefinedinISO/IEC 7816 (all
order to identify a coexistent tag allocation scheme and the authority responsible for the sc

If an authority is valid for the entire card, then DO'79! shall be present in the initial data sf
12.2.3) or in EF.ATR/INFO (see 12.3.3).

If an authority is valid within a file or application, then DO'79' shall be present in the
application DF management data (see 7.4),.0r in the template referenced by curConstruct
by any file selection.

3.7 Avoidance of independent tag allocation schemes

h  independent tag allocation® scheme wuses tags with another interpretatic
0/IEC 7816 (all parts)[4], but which does not comply with 8.3.6. Such tag allocation schem
mply with this document.and do not allow interchange.

bsides a consistent use of compatible and coexistent allocation schemes, there are three wa

The use of interindustry discretionary DOs'53' to present discretionary DOs, and DOs'7
proprietary-DOs in discretionary templates.

The use of 3-byte tags reserved for this purpose (see 8.3.4).

Thé use of DOs of the context-specific class (see 8.3.2).

scheme,
in 8.3.4.
ing a tag

bver, tags
and FCI

parts)[4l.
heme, an
hble 17.

ring (see

EF, DF or
edDO set

n than
bs do not

ys for an

B' to nest

8.4 Referencing and retrieval of DOs and data elements

8.

4.1 General

A tag 'XY' directly references a data element, which is the value of DO'XY". For retrieval of DOs before
selection of an application see 12.5.

Control parameters and file management data may be retrieved in the response to a SELECT or SELECT
DATA command (see 11.2.2, 11.5.2.1 and Table 95).
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Once an application is selected, any DO should be retrieved directly or indirectly:

— in the file management data (see 7.4) of the application DF and from specific EFs within the DF
referenced by curDF;

— in the template referenced by curConstructedDO (see 8.2) after application selection, using GET
DATA or GET NEXT DATA commands (see 11.5.3 and 11.5.4). File management data and/or DO'62'
(nesting CPs) should be included in this template, to ensure that those particular DOs are relevant
to the application.

Element Hsts;—tagtistsheaderHsts—extended-headers—and-extendedheaderHsts—areinterindy
DOs whigh reference indirectly data elements, thus reference DOs within any template. Such a\'da

Computing the concatenation of data elements or the DOs from the indirect reference is called resolving
(or resoltition of) the indirect reference.

The interfpretation of a tag list, a header list, an extended header or an extended headerlist depends ¢n
the templlate in which they are defined. Nesting one of those DOs within a wrapper-(which defines this
template), allows referencing wherever in a card. An optional tag within the wrapperallows referencing
the resulf of the resolution of the indirect reference by this tag.

The command data field syntax in the SELECT DATA, GET DATA, GET NEXT BPATA shows the use of thofe
DOs, which may be close to the syntax of a wrapper.

8.4.2 Hlement list

Under tdg '5F41', this interindustry data element denotes«that the information to retrieve is npt
presentef as DOs, but under application control. It shall be@sed only within the wrapper template. Its
structur¢ and the returned information are out of scope 8fISO/IEC 7816 (all parts)[4l.

8.4.3 Taglist

Referenced by tag '5C', this interindustry datagelément is a concatenation of tag fields without delimitér.
It refererjces a concatenation of DOs with thefespective tags, in the same order as in the tag list.

8.4.4 Header list

Under tag '5D’, this interindustry data element is a concatenation of tuples (tag field T, length field [.)
without flelimiter. The byte sfring is as defined as in the tag list except for possible truncation of the
values. When L ='00', no trimication occurs. When L > '00', the value shall be right truncated to L bytds,
except when it is already.shorter or equal to L bytes. The coding of L is a BER length.

WARNING — Within a header list, all referenced DOs to be truncated should be primitive,
because|a truncated constructed DO is not a DO. For extraction of parts of a constructed DO, gn
extende(l header should be used.

8.4.5 Hxtended header and extended header list

Under tags '4D’, '5F60' or '5F61' (see 8.4.8 for the differences between different tags), this interindustry
data element is an extended header list.

An extended header list is either
— an extended header, or

— aconcatenation of extended headers.
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An extended header is a concatenation of tuples (tag field T, length field L) without delimiter. An
extended header references information within a target DO. A complete extended header shall be
derived from the target DO by the following procedure:

a)

primitive DO not to be referenced:
If the extended header is to be tagged by
1) '4D’, delete the tag, length and value field.

2) 'SE60' or '5F61", delete the value field and replace the length field by '00'

f)

A
ey

8

5 shown in F.2, the explicit referencing of DOs where nothing is referenced is not always
ren when several instances of such a DO exist in a given template. Removing useless refer
entitled by this document. AnniexH describes an example procedure of parsing an extended he

primitive DO to be referenced without truncation:

Delete the value field. If the extended header is to be tagged by

1) '4D’, replace the length field by '00'.

2) '5F60' or '5F61', replace the length field by '80".

primitive DO to be referenced with truncation:

Delete the value field and replace the length field by a truncatioiiihdication (see 8.4.6)
constructed DO not to be referenced at all

Delete the value field and replace the length field by '60'.

constructed DO to be referenced entirely:

Delete the value field and replace the length field by '80".

constructed DO where part of the information is to be referenced:

Adjust the value of the length field acedrding to the outcome of applying the procedures alLove.

4.6 Resolving an exterided header

To resolve an extended header, one shall build the referenced byte string as follows.

ngecessary,

encing is
bader.

If a tag indicates a primitive encoding, then the pair of tag field and length field is replaced by

data referénced by the tag. If the extended header is tagged by '4D’, a length of '00" mean
complete DO/element is included in the byte string. If the extended header is tagged by
'5E61a length of '80' means that the complete DO/element is included in the byte string
wihich is neither '00' in an extended header tagged by '4D’, nor '80" in an extended head:s

5 that the
'5F60' or
A length
1 tagged

by '5F60' or '5F61', indicates the maximum number of data bytes to be retrieved and cons

equently

may require truncation as defined in 8.4.4. If the truncation indication indicates more bytes than

available in the DO, the behaviour depends on the tagging:

— Under tag '4D’, it is out of the scope of this document.

— Under tag '5F60' and '5F61' the extended header is invalid. If used in a command APDU, the

command shall be rejected by SW1-SW2 ='6985'.

— A tag indicating a constructed encoding followed by a non-zero length, except '80', introduces a

subsequent value field that is an extended header list. A tag indicating a constructed

encoding

followed by a zero length is ignored. A tag indicating a constructed encoding followed by '80' means

that the complete constructed DO/complete template is included in the byte string.
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— The card shall ignore the elements of the extended header that do not match the target structure.

For security reasons, a card may reject a command with SW1-SW2 = '6985' because of the lack of
consistency between the structure used in the command data field and the contents of the card. This
may override security attributes.

The byte string consists of either

— the

— the

s

value fields of the primitive DOs, possibly truncated according to the indicated lengths, or

rimitive DOs, possiblytruncated accordingtotheindicatedlengths and nested in the respective

template, the length of which complies with the BER-TLV rules.

If presen, the length '80" shall be replaced by the actual length. The complete constructed DO/comple
templatelis included in the byte string.

The enc
of (poss

0
ibly truncated) data elements, is indicated:

— by anm appropriate INS code (odd/even), or

— by an appropriate parameter of the command, e.g., either an appropriate,encoding of the data fie
(either constructed for those containing DOs or primitive for those containing data elements), or

— by tdgging the extended header list by another tag than '4D’, asishown in 8.4.8 and the PERFOR

SEC

8.4.7

URITY OPERATION command (see ISO/IEC 7816-8).

Resolving an extended header list

The bytelstring referenced by an extended header list is the concatenation of the byte strings referencs
by the eXtended headers, in the same order as in the-extended header list. When parsing an extend¢

header1
— The
— The

extended header list, which should-match the order within the target (template) in order to avoj

the

ipt:

esolution of one extended header shall'be followed by the resolution of the next one if any.

ding of the referenced byte string, namely, a (possibly constructed) DO(s) orca concatenatign

(gl

e

[d

M

pd
1l

fpllowing problem: As in the zesolution of an extended header, the card shall ignore the eleme

(extgnded headers) of the extended header list that do not match the target (template) structure.

8.4.8

Wrapper

Under tag '63’, this intefindustry DO shall nest two or more DOs.

a) The

first DO is\@ mandatory indirect reference. Only one indirect reference shall be given in

wrapper. Itis.achoice between:

1y
2)
3)
4)
5)
6)
7)
8)

40

anélement list (tag '5F41' or '53");

order within the byte string igtherefore defined by the order of extended headers in t“}:e

an element list nesting DOs (tag '73");

a tag list (tag '5C")

a header list (tag '5D");

an extended header list (tag '4D");

an extended header list referencing a byte string with no stated structure (tag '5F60");

an extended header list referencing one DO or a concatenation of DOs (tag '5F61);

a byte string identical to the response data of the last command to perform (tag '80', empty

DO0), see below.
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possibly followed by a filter DO'7F71' (see 11.5.2.3) in the case of tag list or extended header list. The
use of DO'5F60' or the use of DO'5F61' entitle skipping indication of primitive DOs according to 8.4.5.

The remainder of the wrapper value field shall be:

1) an application identifier DO'4F' (see 12.3.4); the indirect reference shall be valid within the

template referenced by curConstructedDO after application selection; or

2) afile reference DO'51' (see 7.3.2 and Table 8); the indirect reference shall be valid within the

template referenced by curConstructedDO; or

T

EJ

8
§)

T
b
by
sk
th

N

3) aDO'4F' followed by a non-empty DO'51' referencing a file which shall exist in the ap
the indirect reference shall be valid within this file; or

4) one DO'52' (command to perform); the indirect reference shall be valid within the
payload of this command; or

5) several DO'52"; the commands to perform shall be processed in the presented o
indirect reference shall be valid within the response payload of the last command
transient VA set by this command.

he resolution of a wrapper:

It starts with the resolution of the second part of the wrapper,)which is either a standard s
or aresponse APDU. It ends there if the indirect refereneeis a DO'80".

If the indirect reference is not a DO'80’, it ends with:the resolution of the indirect referen
is defined in 8.4.3, 8.4.4, 8.4.5.

KAMPLE The following wrapper DO nests a tag list'and one command-to-perform.
{'63'-L-{'5C"-L-(Tagl-Tag2-Tag3)}-{'52!-L-Command APDU}}
4.9 Tagged wrapper

hder tag '63', this DO extends a template in a card which supports automatic resolution of wr

he first DO in the value filed of a‘tagged wrapper DO'63" shall be an empty DO'XY". The tag
e valid in GET DATA or GET NEXT DATA C-RPs when the extended template is the template rg
 curConstructedDO; 'XY'(shall respect the current tag allocation scheme. The remainder of
all be the value of a wrapper DO (see 8.4.8). The outcome of resolving the indirect referenc
e value of DO'XY' when addressed within the template it extends (see 8.2.2):

If the wrapperfteferences a DO'ZT', the value of DO'XY" shall be the value of this DO'ZT" (seq
for examples). The wrapper shall reference only one DO, possibly constructed.

If the Whapper references a byte string, the value of DO'XY" shall be that byte string.

DTE\(™ Neither the notation 'XY' nor '"ZT" precludes the use of tags consisting of more than one bytd.

blication;

response

rder; the

or in the

tructure,

re, which

appers.

XY' shall
ferenced

the value
b shall be

Annex G

N

NTE 2 Tha antomatic vracalytinn ~Af tho tagag0d wranmmnar ~ran tac i thin tha tamnlata rafod
=% —He—atttoiatte—fesSerdel—et+—ttie—+ S fea—Wiapper—ereateS—wWitiH—sne—temprate—Feret

enced by

curConstructedDO a virtual DO. The tag of this virtual DO is taken from the first DO in the tagged wrapper.
The length field of this DO codes the length of the content of the resolved indirection. The value of the DO is the
content itself (see examples in Annex G).

9

Security architecture

9.1 General

This clause describes security status, security attributes and security mechanisms.
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Security status — The security status represents the current state possibly achieved on a logical
channel after physical interface enabling (see 5.1) or resetting a logical channel and/or execution of
one or several C-RP(s) on this logical channel possibly performing authentication procedures. The
security status may also result from completion of a security procedure related to the identification
of the involved entities, if any, e.g. by proving knowledge of a password (e.g. using a VERIFY command)
or knowledge of a key (e.g. using a GET CHALLENGE command followed by an EXTERNAL AUTHENTICATE
command, or using a sequence of GENERAL AUTHENTICATE commands), or by secure messaging (e.g.
message authentication). Five security statuses are considered.

Global security status — In a card using a hierarchy of DFs, it may be modified by completion of an

MF-rlelated authentication procedure (e.g. entity authentication by a password or a key attached

the

Application-specific security status — It may be modified by completion of an applicatio
related authentication procedure (e.g. entity authentication by a password or a key-attached
the dpplication); it may be maintained, recovered or lost by application selection; thissmodificati¢n
may |be relevant only for the application to which the authentication procedure’belongs. If logic
chanfnels apply, then the application-specific security status may depend on the logical channel.

File-
proc

be nlaintained, recovered or lost by file selection; this modification®may be relevant only for fil

with
the f

DO-s
proc
only

apply, then the DO-specific security status may depend on the logical channel.

Command-specific security status — It only’éxists while processing a command using secu

F).

edure (e.g. entity authentication by a password or by a key attachédto the specific DF); it m

fin the application to which the authentication procedure belongs? If logical channels apply, th¢
le-specific security status may depend on the logical channel:

edure; it may be maintained, recovered or lost by seléctions; this modification may be releva
for DO within the application to which the authenti€ation procedure belongs. If logical channe

specific security status — It may be modified by completion of a D¥-related authenticatign

pecific security status — It may be modified by completion of a DO-related authenticati¢n

Fo

=)

Fo

al

Ly
S
0

ht
Is

e

mesgaging and involving authentication; sush a command may leave the other security statyis
unchanged.
Security| attributes — The security attributes, when they exist, define which actions are allowed, afd

under which conditions. The security attributes of a structure depends on:

its cg

optid

Security
security

spec
resti

defin

itegory (DF, EF or DO);
nal CPs in its CP template DO'62' and/or in that of its parent structure(s);

attributes may @lso be associated with commands, DOs and tables & views. In particulg
httributes may

fy the seCurity status of the card to be in force before accessing data;

ict acgess to data to certain functions (e.g. read only) if the card has a particular status;

T,

e which Qm‘nrify functions shall be pprfnrmpd to obtain a Qpprifir‘ cpr‘nrify status

Security mechanisms — This clause considers the following security mechanisms.

42

Entity authentication with password — The card compares data received from the outside world

with

secret internal data. This mechanism may be used for protecting the rights of the user.

Entity authentication with key — The entity to authenticate shall prove the knowledge of the
relevant secret or private key in an authentication procedure (e.g. a GET CHALLENGE command
followed by an EXTERNAL AUTHENTICATE command, a sequence of GENERAL AUTHENTICATE
commands).

Data authentication — Using internal data, either a secret key or a public key, the card checks
redundant data received from the outside world. Alternatively, using secret internal data, either a
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secret key or a private key, the card computes a data element (cryptographic checksum or digital
signature) and inserts it in the data sent to the outside world. This mechanism may be used for
protecting the rights of a provider.

Data encipherment — Using secret internal data, either a secret key or a private key, the card
deciphers a cryptogram received in a data field. Alternatively, using internal data, either a secret key
or a public key, the card computes a cryptogram and inserts it in a data field, possibly together with
other data. This mechanism may be used to provide a confidentiality service, e.g. key management
and conditional access. In addition to the cryptogram mechanism, data confidentiality can be
achieved by data concealment. In this case, the card computes a string of concealing bytes and adds

T

9

o
T4

he result of an authentication may be logged internally according to application requirément]

2 Cryptographic mechanism identifier template

D'0D' gives a relative-OID rooted atthe nearest preceding DO'06' as defined in ISO/IEC 8825}1.
KAMPLE (see explanations inrfAnnex A and Annex B)

\C' - '0B' - {'80"-'01'-'01'} - {'06%'06'-'28818C710201'}}

T

{AC'-'11' - {'80'-'01-02"} - {'06'-'05'-'28CC460502'} - {'06'-'05'-'28CF060303"}}

it by exclusive-or to bytes received from or sent to the outside world. This mechanism may be used
for protecting privacy and as a countermeasure against pattern recognition.

2]

he or more cryptographic mechanism identifier DO'AC' may be present.in the CPs of any DF (see
ble 11). Each one explicitly indicates the meaning of a cryptographic mechanism reference fn the DF
and its hierarchy. The template shall consist of two or more DOs.

The first DO shall be a cryptographic mechanism reference, DOQ'80' (see Table 56).

ThesecondDOshallbeanobjectidentifier,DO'06',asdefinedintlSO/IEC8825-1.Theidentifiedobjectshall
beacryptographicmechanism defined inastandard, efg/an ISO standard. Examples of crypfographic
mechanisms are encryption algorithms [e.g. ISO/IEG:18033 (all parts)[18]], message authentication
codes [e.g. ISO/IEC 9797 (all parts)[Z]], authentication protocols [e.g. ISO/IEC 9798 (all parts)[8l],
digital signatures [e.g. ISO/IEC 9796 (all parts)t¢tor ISO/IEC 14888 (all parts)[12]], and so ¢n.

If present, one or more subsequent DOs (DOQ'06' or DO'0D") shall either identify a mechanfism used
by the previous mechanism [i.e. a mode\of operation, e.g. ISO/IEC 10116[2], or a hash-fungtion, e.g.
ISO/IEC 10118 (all parts)[0]], or indicate parameters (tag dependent on the previous mechanism).

e template associates the Iocal reference '01' to the first encryption algorithm in in ISO/IEC 18033-2|1€l.

The first objectddentifier refers to the second authentication mechanism in ISO/IEC 9798-5[8], The sec¢nd object
identifier reférs-to the third dedicated hash-function in ISO/IEC 10118-3[10], Therefore the template fssociates

the local reference '02' to GQ2 using SHA-1.

9(3- Security attributes

9.3.1 General

This subclause defines the coding of data relevant to the security attributes, and two formats for
binding objects and security attributes: a compact format based on bitmaps and an expanded format
that extends the compact format by TLv list management. The expanded format may use the codings
defined for the compact format under different encapsulations.

9.3.2 Security attributes targets

Referenced by tags '86', '8B’, '8C', '8E', '9C’, 'A0', 'A1', 'A3’, 'AB’, security attributes may be present in the
CPs of any file or DO (see Table 11). Any object in the card (e.g., command, file, DO, table & view) may
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be associated with more than one security attribute and/or with a reference contained in a security
attribute.

In SCQL environment (see ISO/IEC 7816-7, commands for structured card query language), security
attributes can be specified in SCQL operations, e.g. CREATE TABLE and CREATE VIEW commands. If
security attributes based on this clause are used, then they shall be conveyed in a DO with tags '8B’, '8C’
or 'AB' in the security attribute parameters of an SCQL operation.

Security attributes for DOs are defined in 9.3.6. Security attributes for logical channels are defined
in 9.3.8.

9.3.3 (

In comp3
conditior

If severa

OR condition.

Access

NOTE
this document.

Table 18

ompact format

ct format, an access rule consists of an access mode field followed by one or more securi
bytes. The security attribute contains one or several concatenated access rules.

access rules are present in the value field of a DO'8C' or '9C' (see Table 11)/they represent 3

If the

condition byte when set to 0, or the presence of a security condition(byte in the same order (bits 7

to bl
appl

If th
to'0
Each
AMB

condition byte when set to 0, or the presence of.@security condition byte in the same order (bits h6

to bl
used

\Iode field — An access mode field consists of either one or more bytes!

access mode field consists of one byte, then bit b7 to bl indicates either the absence of a securi

) when set to 1. When bit b8 is set to 1, bits b7 to b4 may be-ised for additional commands, e
cation-specific commands.

e access mode field consists of more bytes, the firstibjte of the access mode field shall be s

AMB indicates in bit b8 whether or not it is the\last AMB. Bit b8 shall be set to 0 in the la
. Bit b8 shall be set to 1 in all other AMBs. Bitsb6 to b1 indicate either the absence of a securi

) when set to 1 and in the same order asthe AMBs. When bit b7 is set to 1, bits b6 to bl may |
for additional commands, e.g. applicatien-specific commands.

Further AMBs are not defined in thissdocument and can be defined in future editions or other parts

to Table 30 define access mode bytes respectively for DFs, EFs, DOs and tables & views.

Table 18 —.Coding of the sole byte in an access mode field for DFs

D'. The second and possibly further bytes (see NOTE,below) in the access mode field are AMHs.

Ly

L1

y

g.

et

St
2

S

of

b8 | b7 b6 | b5 | b4 | b3.ib2 | bl Meaning
O -1f-1-1-4~" -1 - |Bitsb7tobl according to this table
1(-1-1- 1~ -] - | - [Bitsb3toblaccording to this table (bits b7 to b4 proprietary)
O 1 |-|N"-1|-1| - | - |DELETE (FILE) (self)
O - 2N+ 1| -1|-1] -] - |TERMINATE CARD USAGE (MF), TERMINATE (DF)
0| - 1 ACFHATE{FHE)
Of-|-|-1121]|-1|-| - |DEACTIVATE (FILE)
- -1]-1-1-11] -1 - |cREATE (FILE) (DF creation)
- -1-1-1-1-111] - |crREATE (FILE) (EF creation)
-1 -1-1-1-1-=-1-11 DELETE (FILE) (child)
Table 19 — Coding of the sole byte in an access mode field for EFs
b8 | b7 | b6 | b5 | b4 (b3 | b2 | bl Meaning
Of-|-1|-1-1=-1~-1- |Bitsb7toblaccording to this table
11 -1-1]-1-1-1]-1 - [Bitsb3toblaccording to this table (bits b7 to b4 proprietary)
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Table 19 (continued)
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning

1| -1]-1-1-1-1 - |DELETE (FILE)

- 1 - - - - - |TERMINATE EF

0

0

0)-1|-1]21|-1|-1]-1] - [ACTIVATE (FILE), ACTIVATE RECORD (S)
0)-1|-1]-1211|-1] -] - |DEACTIVATE (FILE), DEACTIVATE RECORD (S)

- - - - - 1 - - |WRITE BINARY, WRITE RECORD, APPEND RECORD

1 URDATE BINARY UPDATERECORD ERASE BINARY ERASE DECORD (S
T T T T

- | - | -1 -1-1-1]-1]1 |READBINARY/RECORD (S), SEARCH BINARY/RECORD, COMPARE BINARY/RECORD

Table 20 — Coding of the sole byte in an access mode field for DOs

b8 | b7 | b6 | b5 | b4 b3 | b2 | bl Meaning
-|-1-1-1-1-1 - |Bitsb7tobl according to this table
- | -1-1-1-1-1 - |Bitsb3toblaccording to this table (bits b7 tob4 proprietary)

1 - - - - - - |DELETE DATA

- - 1 - - - - |[MANAGE DATA Activate

D
il
D
D | - 1 - - - - - |MANAGE DATA Terminate
D
D

- - - 1 - - - |MANAGE DATA Deactivate

- - - - - 1 - - |MANAGE SECURITY ENVIRONMENT

- | - | -1]-1-1|-1]1] - |PUTDATA/PUT NEXT DATA/UPDATE DATA

- | - -1|-1]-1|-1-1]1 |GETDATA/GET NEXT/DATA/COMPARE DATA

Table 21 — Coding of the sole byte'in an access mode field for security objects

h8 | b7 | b6 | b5 |b4 (b3 | b2 | bl Meaning

- | -1-1-1-1-1 - |BitsbZtobl according to this table

- | -1-1-1-1-1 - (Bitsb3tobl according to this table (bits b7 to b4 proprietary)
x| -|-1-1-1"=-l.")0(anyothervalueis RFU)

- 1 - - - . - | TERMINATE?

- - 1 - - 3 - |ACTIVATE?

- - - 1 - - - |DEACTIVATE?

- | - | - | - |=Yy"x| - | - |0(any other value is RFU)

- | - | - | ANJ-| - | 1| - |PUT/UPDATE?
- - -1 -|-1|-1|1|Ger

Description in italic format means an operation and not a command.

)

Table 22 — Coding of the sole byte in an access mode field for tables & views

b8 | b7 | b6 | b5 |b4 (b3 | b2 | bl Meaning
Of-1|-1]-1-1-1=-1- [Bitsb7toblaccording to this table
1|1 -1]-1-1-1-1-1 - [Bitsb3toblaccording to this table (bits b7 to b4 proprietary)
0 1 - - - - - - |CREATE USER, DELETE USER
01l - 1 - - - - - |GRANT, REVOKE
O -1-1]1]|-1]-1-1] - |CREATE TABLE, CREATE VIEW, CREATE DICTIONARY
O|-1|-1|-11]-1] -] - |DROPTABLE, DROP VIEW
-l --1-1-|1] -] - |[INSERT
- - - - - - 1 - |UPDATE, DELETE
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Table 22 (continued)

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
-|-1-1-1-1-1-1|1|FETCH

Table 23 — Coding of the 21d byte in an access mode field (15t AMB) for DFs

b8

=2
~

b6 | b5 | b4 | b3 | b2 | bl Meaning

- | - | -1-1-1 - |Lastbyte of access mode field

el =
1
1

— 1 - [ - | - | - |ANOUNer byte follows I TS access mode tetd

- | -1-1-1-1 - |Bitsb6toblaccording to this document

- | -1|-1-1-1 - |Bitsb6tobl proprietary

1| -] -1-1-| - |TERMINATE CARD USAGE (MF), TERMINATE (DF)

- | 1] -1 -1 -1 - |ACTIVATE (FILE)

DEACTIVATE (FILE)
- | -1]-111 -1 - |CREATE (FILE) (DF creation)

- | -1-1-11] - |crREATE (FILE) (EF creation)

.
olo|o|lo|o|o|r]|o

.

1

=N

1

.

1

- | -1]-1-1-11 |DELETE (FILE) (child)

Table 24 — Coding of the 3T byte in an access mode field (2" AMB) for DFs

b8 | b7 |[[b6 | b5 | b4 | b3 | b2 | b1 Meaning

- | - -1-1-1 - |Same coding and meaning astinfTable 23

1| -1]-1]=-1|-| - |DELETE (FILE) (self)

1 - - - - |APPLICATION MANAGEMENT REQUEST

- - 1 - - - |REMOVE APPLICATION

'
S |Oo (OO X
1

- | -] -] x| x| x |000 (any other value is RFU)

Table 25 — Coding of the 4th.byte in an access mode field (374 AMB) for DFs

b8 | b7 ||b6 | b5 | b4 | b3 | b2 | b1 Meaning

-l - -1|-1-1 - |Same coding and meaning as in Table 23

X | x| x| x| - [-~0000 (any other value is RFU)

T_{~* |command creating data objects (see ISO/IEC 7816-9)
- - - - 45" | 1 |DELETE DATA

'
SO |O| ™
'
1
'
1

Table 26>— Coding of the 2nd byte in an access mode field (15t AMB) for EFs

b8 | b7 |[[b6 | b5\ b4 | b3 | b2 | bl Meaning

~N- | -] - -] - |Same coding and meaning as in Table 23

N

= = = = = TERVITNATEET

- | 1| -1 -1 -1 - |ACTIVATE (FILE), ACTIVATE RECORD(S)

DEACTIVATE (FILE), DEACTIVATE RECORD(S)

- | -1 -111 -1 - |APPEND RECORD

- - - - 1 - |UPDATE BINARY, UPDATE RECORD

'
SO ||| || X
1
Ll
_

Ll
'

Ll

- | - -1-1-1]1 |READ BINARY/RECORD (S), SEARCH BINARY/RECORD

Table 27 — Coding of the 374 byte in an access mode field (24 AMB) for EFs

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
x| x| -1-1-1-1-1- |Samecodingand meaningas in Table 23
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indicate the rpr}nirpd security canditions. Ifnotall pnlnqll bits b4 to bl idpnfify either:

Table 27 (continued)
b8 | b7 [ b6 | b5 | b4 | b3 | b2 | b1 Meaning
-0 1] - - - - - |DELETE EF
-0 -|x| x| -1|-1] - 100(anyothervalueis RFU)
-1 0] - - -1 - - |WRITE BINARY, WRITE RECORD
-1 0f-1]-1]-1-1]1] - |ERASEBINARY, ERASE RECORD (S)
-0 -1]-1]-1=-1=-1]1 |COMPARE BINARY/RECORD
Table 28 — Coding of the 4th byte in an access mode field (34 AMB) for EFs
h8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
K | X | - - - - - - |Same coding and meaning as in Table 23
- | 0| x| x| x| x| - | - |0000 (any other value is RFU)
- | 0O -1]-]-1]-1]1] - [command creating data objects (see ISO/IEC 7816-9)
- | 0| - - - - - | 1 |DELETE DATA
Table 29 — Coding of the 2"d byte in an access mode field (15t AMB) for DOs
h8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
K | x | - - - - - - |Same coding and meaning asinTable 23
- | 0| 1| -] -1-1|-| - |MANAGE DATA Terminate
- | 0] - 1| - - - - |MANAGE DATA Activate
- | 0| - -1 - - - |MANAGE DATA Deactivate
- | 0| - - -1 1] - - |MANAGE SECURITY ENVIRONMENT
- | 0| - | -] -|-|1] - |PUTDATA/URDATE DATA
- | 0| -1 -1-1-1-1|1 |GETDATA/GET NEXT DATA
Table 30 — Coding of the-3rd byte in an access mode field (274 AMB) for DOs
h8 | b7 | b6 | b5 | b4 | b3 | b2 |bl Meaning
K | X | - - - - o - |Same coding and meaning as in Table 23
- | 0| 1| -] - | - | - |DELETE DATA
- | 0O -] 1| -~ - | - |[command creating data objects (see ISO/IEC 7816-9)
- | 0| - | - &1 x| - | - |00 (any other value is RFU)
- | 0 | - : - - 1 | - |PUT NEXT DATA
- | 0| ~ : - - - | 1 |COMPARE DATA
Security.-condition byte — Each security condition byte specifies which security mecharlisms are
n¢cessary to conform to the access rule. Table 31 shows the security condition byte. Bits [b8 to b5

— asecurity environment (see 10.4.4, SEID from '01' to '0E"), or

— aDO'AD’ (see 9.3.7) by its number from '01' to 'OE". The DO'AD" is a CP under the same DO'62' as this
security attribute.
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Table 31 — Coding of the security condition byte
b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
All equal Constant security condition
0[0]0[0|0]| 0] O |Always
1 1 (11| 1]|1 [Never
Not all equal
x| -|-1]-1|-1-1-1- |Indication oflogical operation for conditions indicated in bits b7, b6, b5
0| - Arteastotecoraiton
1| -14-1|-1-1-1-1- |Alconditions
- | x|[x| x| -] -1|-1 - |Indication of security condition
-1 -] - Secure messaging
- - 11| - External authentication
-l -l -1 1 User authentication (e.g. password)
-1 -1l-1-1x] x| x| x |[Reference to an SE or a sequence number of an SPT-DO'AD'
-1 - 1Jf-1-101]07]0]| 0 [Noreference toasecurity environment nor to aD0O'AD’
- - - -|11(1|1|1)|RFU
0]0¢(O0]|O0 Use Boolean expression in DO’AD’ identifiedhin bits b4, b3, b2, b1 (see below)
Under tag '8C'2 or '9E'P |SEID identifiéd in bits b4 to b1 (see 10.4.4)
Not al Not all equal
otaljzero o ran | Sequenceiumber identified in bits b4 to bl of an
b
Under tag'9C* or 9D | gp 1 pora Dy (see 9.3.7.3)

a2  For uge in compact format (under tag '62', see Table 11).

b Foruge in expanded format (see Table 34).

The mechanisms defined in the security environment, or in the DO'AD’, shall be used according fo

the indidations in bits b7 to b5 for secure messaging and/or external authentication and/or uspr

authenti¢ation.

— Ifbitb8 is set to 1, then all the conditions-set in bits b7 to b5 shall be satisfied.

— If bit|b8 is set to 0, then at least one of the conditions set in bits b7 to b5 shall be satisfied.

— Ifbit{b7 is set to 1, in a securijty~condition which references a security environment, then the control
referlence template (see 10.4:Z) of the security environment describes whether SM shall apply fo
the gommand data field-and/or to the response data field (see usage qualifier byte, Table 58).|If
the security conditionindicates a DO'AD' number, the relevant SEID shall be available either in the
DO'AD’ or in a secufity attributes extension nested in the DO'AD'.

— Ifb8[=b7 =b6=b5 =0, and if b4 b3 b2 b1 indicates a valid DO'AD' number, a Boolean expression JO
shalllbe present in the DO'AD’ (see 9.3.7.11).

9.3.4 l}xpanded format

9.3.4.1

General

In expanded format, an access rule consists of an access mode DO followed by one or more security
condition DOs. Access control to an object is managed by referencing access rules from the related

object. A

DO'AB' may be present in the CPs of any file (see Table 11) for such access rules.

Access mode DOs — An access mode DO contains either an access mode field (see Table 18 to Table 30
and Table 42 to Table 45), or a list of command descriptions or a proprietary state machine description;

subsequent security condition DOs are relevant for all the indicated commands. Table 32 shows access

mode DO

48
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Table 32 — Coding of access mode DOs

Tag Length Value Meaning

'80' Var. Access mode field See Table 18 to Table 30 and Table 42 to Table 45
'81' to '8F' Var. Command header description | List of (part of) command headers (see Table 33)

'9C’ Var. Proprietary state machine description

If the tagis from '81' to '8F', then the access mode data element represents a list of possible combinations
of values of the four bytes CLA, INS, P1 and P2 in the command header. Depending on bits b4 to b1 of the

t s, thC llDt \,uutaiua Ulll_y VGIUCO do dCDbl led ;ll Tablc 33- SCVCI Cl} Sl UbltJD 1ua_y apycal ;ll Ul dCl tO define
a pet of commands, e.g. values of INS P1 P2, INS P1 P2, ... for tag '87".
Table 33 — Coding of tags '81' to '8F' for access mode DOs
h8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
1 | 0| 0] 0| x| x| x| x |Thecommand description includes
1 | 0| 0|0 1]|-1]-1|-]— (CLA)i.e.thevalueof CLA2
1 (0|00} -1]1] - - |— INS),i.e. the value of INS
L | 0l0|O0Of|-1]-1]1]|-|— (P1),ie.thevalueofP1
1 (0| 0|0 -1]-1]-1|1]— (P2),ie.thevalueofP2
al The value of CLA shall encode zero as the number for a logical ciafinel with the meaning that the des¢ription is
independent from logical channels.
Se¢curity condition data objects — According to Table 34;'the security condition DOs define the security
agtions required for accessing an object protected through the particular access mode DO. If fised as a
sgcurity condition, a control reference template (sée 10.4.2) referenced by tag 'A4' (AT), 'B4' ({CT), 'B6'
(IbST) or 'B8' (CT) shall contain a usage qualifier DO (see Table 58) indicating the security actiop.
Table 34 — Ceding of security condition DOs
Tag Length Value, Meaning
'90' 0 - Always
'97' 0 - Never
'9D','9E' 1 Security condition byte See Table 31
‘A4’ Var. |Control reference template | External or user authentication depending on the usagp qualifier
AR Var. Object status condition See 9.3.4.2
template —
'B4''B6', 'B8' [<AAT. | Control reference template SM 1p_command and/or response depending on §he usage
qualifier
‘A0’ Var. |Security condition DOs Atleast one security condition shall be fulfilled (OR femplate)
‘AT Var. |Security condition DOs Inversion of the security condition (NOT template
‘AF' Var. |Security condition DOs Every security condition shall be fulfilled (AND template)
'BE' Var. |Security condition template | Boolean which refers to the values of items present in the card

Several security condition DOs may be attached to the same operation.

shall be fulfilled before acting.

template (tag 'AF"), then every security condition shall be fulfilled before acting.

condition it nests.

© ISO/IEC 2020 - All rights reserved

If security condition DOs are nested in an OR template (tag 'A0"), then at least one security condition

If security condition DOs are not nested in an OR template (tag 'A0") or if they are nested in an AND

The value of the NOT security condition (tag 'A7') is logical inversion of the value of the security
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9.3.4.2 Object status condition template
The template provides the possibility to make a security condition depending on the:
— current value of an object (EF, DO), referenced in the object status condition template;

— current value of an attribute related to the object (EF, DF, DO, key or password), referenced in the
object status condition template;

— current value of OS internal data (e.g. system clock);

— current value of (parts of ) the command message.
The template is composed by four different parts:

— a mgndatory condition data object that defines the operation to be performed toccoefmpare the
referlenced value with the comparison data given in the template;

— amandatory object locator DO; the object locator identifies unambiguously the data to be used fpr
comjparison;

— amandatory comparison data to be compared with the value of the referenced object or the valyie
of an attribute related to the referenced object;

— an optional binary filter to be applied to the data to be compared{flogical AND) before compariso.
Table 35 shows an object status condition template.

Table 36 fogether with Table 37 shows a condition data object:

Table 35 — SC-DO for the description of access conditions depending on object attributes

Tag | Length Value Meaning

condition DO'9E’

object locator according to Table38 (tag '7F72")
'AB' Var. Object status condition
binary filter DO'5F71' (optional)

comparison data (tag-53')

Table 36 — Coding of the condition data object

Tag | Length Value
'9E' 01" | Rule toveyify the object attribute (see Table 37)

Table 37 — Coding of the value field in condition DO’9E’

Value Meaning

'01' |<althevalue of the referenced nhjpr‘f,/qffrihnfp islower than the given comparison data

'02' |<?, the value of the referenced object/attribute is lower than or equal to the given comparison data

'03" |=3, the value of the referenced object/attribute is equal to the given comparison data

'04' |=3, the value of the referenced object/attribute is higher than or equal to the given comparison data

'05' |>3, the value of the referenced object/attribute is higher than the given comparison data

'06" |#3, the value of the referenced object/attribute is not equal to the given comparison data

a By equal length of the objects.

The security condition described by the object status condition template is not fulfilled if the referenced
object/attribute value does not fulfil the condition defined by the condition DO.
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9.3.4.3 Objectlocator

The object locator provides a reference to an object stored in the card. The following object types may
be referenced:

— MF or DF specific key;
— MF or DF specific password;

— adiscretionary data object;

— an EF or DF;
— special system data managed by the card;
— adata element of a command message.

The object locator is represented by DO'7F72". The value field of DO’7F72’ is €¢domposed by an object
rd¢ference DO (mandatory) followed by an attribute reference DO (conditional). The type of the object
rd¢ference DO depends on the object to be referenced (EF, DF, DO, key, password). Table 38| lists the
object reference DOs depending on the referenced object type.

Alcontrol reference template (CRT) is used to refer to a key or a password (see 10.4.2). The CRT shall
cgntain at least a key reference data object (DO'83" or '84"). Further data objects from Table 56 may be
used (e.g. usage qualifier) if required for further qualification-of the reference. A mandatory DQ (empty)
following refers by its tag to the intended key attribute fromFable 41.

Ah object locator according to Table 38 is used to referto either:
— acontrol parameter of a DF, an EF, or a DO, or;

— a DataString in a transparent EF, or

— (part of) the data content in a record©f a structured EF, or
— the value field of a DO.

If|a reference to a DF is given, a,second DO shall follow, indicating a control parameter object from
T4ble 11. If an EF or DO is referenced, the second DO is optional. If present it shall indicate p control
parameter of the EF or DO_in the same way as for a DF. If absent the object locator refefs to the
DataString, the record or the value field of the DO.

To refer to OS internal system data the empty DO'80' shall be used. The following attribute reference
DD indicates by its-tag the relevant system information. The definition of the relevant tags is put of the
sdope of this doeliment.

T¢ refer to\parts of the command message, the empty DO'81" shall be used. The following miandatory
DD indicates which part of the command APDU is addressed. This following DO shall be chos¢n from a
command header DO’89’, an Le field DO’96’ or a command data DO’A1’. The DO'A1' is used to addrgss either

— (apart of) the data field, defined by an offset and a length, or
— (apart of) the value field of a data object contained in the data field.

The intended data object in the data field is defined by the tag list. If no tag list is given, the command
data field is in the focus scope of the object locator. Using the offset DO and/or the length DO the relevant
area of the command data field or the value field of the data object can be restricted. If the offset DO is
missing, the offset value zero is implicitly used. If the length DO is missing, the object locator refers to
the complete range starting from the position indicated by the offset up to the end of the command data
field or the value field of the data object.
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Table 38 — Coding of the object locator DO'7F72'

Object Type Object reference DO Attribute reference DO
Ke CRT containing atleast a key reference | Empty DO (mandatory), tag refers to the relevant key at-
y DO [D0'83"' or DO'84' (see Table 56)] |tribute (see Table 41)
Password CRT containing atleast a password refer-| Empty DO (mandatory), tag refers to the relevant password
ence DO'83' and a usage qualifier DO'95'|attribute (see Table 41)
CP of DF General reference template '60' (see|Empty DO (mandatory), tag refers to the relevant control
Table 94) indicating a DF parameter object (see Table 11)
CP of EjOr [General reference template o0 (See|Empty DO (Mandatory), tag relers to the refevant contryl
DO Table 94) indicating an EF or DO parameter object (see Table 11)
Recorfl, |General reference template '60' (see|None
DataString |Table 94) indicating a record or Data-
ordatia [Stringor the value filed of a data object
element [(possiblylocated in an EF)
S DO'80' (empty) indicating the internal|Data object (empty) thatindicates the intended system dafa
ystem data 3
system data area element (proprietary)
One of the following data objects (ifandatory):
D0'89' (empty): Refers to the-¢command header
D0'96' (empty): Refers te.the N, value of the command
APDU
DO'A1": Commanddata DO; may contain following DOs i
Commalnd |DO0'81' (empty) indicating the given ordeqy
message |the command APDU — tag list DO’5C’ indicating a DO of the command data
field (optional)
— anoffset DO'54' (optional)
=\ " alength DO'02' (optional)
An empty DO'A1' refers to the complete data field of the
command APDU
9.3.4.4 | Binary filter value (optional)
The binafy filter DO'5F71' provides.a binary mask to be used in a logical AND operation to the data fo
be compgred before comparison.
9.3.4.5 | Comparison data
The comparison data'dre encapsulated in a discretionary DO'53" and provide the binary representatign
of the value to beccompared with the data specified by the object locator.
9.3.5 Accéssrule references

Access rules 1n expanded format may be stored 1n an EF supporting a linear structure with records

of variable size. Such an EF is named EF.ARR. One or more access rules may be stored in each record
referenced by a record number. Such a record number is named ARR byte. Table 39 illustrates the layout

of an EF.ARR.
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Table 39 — EF.ARR layout

Record number (ARR byte)

Record content (one or more access rules)

1 Access mode DO, one or more security condition DOs, access mode DO, ...
2 Access mode DO, one or more security condition DOs, ...
N Access mode DO, one or more security condition DOs, ...

Security attributes DO'8B' referencing expanded format (see Table 40) may be present in the CPs of any

fileor DU (See Table 11)J.

— If the length is one, then the value field is an ARR byte that references a record ifh‘gh
known EF.ARR.

— Ifthelengthis three, then the value field is a file identifier followed by an ARR byte; the file
references EF.ARR and the ARR byte is the record number in EF.ARR.

— If the length is even and at least four, then the value field is a file identifier followed |
more pairs of bytes. Each pair consists of an SEID followed by an ARR*byte; the SEID identifies the
security environment where the access rules referenced by the ARR byte apply.

Table 40 — Security attribute DOs referencing expanded format

mplicitly

dentifier

y one or

Tag | Length Value
1 ARR byte (one byte)
'8B' 3 File identifier (two bytes) - ARR byte(one byte)
Even, > 3 |File identifier (two bytes) - SEID (ene'byte) - ARR byte (one byte) - (SEID byte - ARRbyte) - ...

NOTE

The ARR byte of the current SE (see 10.3.3) indicates the access rules valid for the current acc
application DF.

If no SE is set in a former MANAGE SECURITY ENVIRONMENT command, then the default|

cyrrent SE.

9{3.6 Security attributes for-data objects

The granularity of secutity-related properties is the DO, identified by its tag within the
rdferenced by curConstructedDO associated with the VA. Any DO may have control parametel
tHe card interface as’ D0'62' nesting security attributes for that DO. When a DO does not featuf
rameters, the security attributes of the parent template will be inherited.

p

W

parent of.the' tagged wrapper. Its security attributes are those defined where the indirect
points to:

§)

hder tag 'A0', a security attribute template for DOs may be present in the CPs of any file o

bss to the

SE is the

template
s seen at
e control

hen it belgngs to a template extension, the security attributes of a DO shall not be inherited from

reference

- DO (see

Table 1T]J. Such a template:

— starts with a security attribute DO (tags '86', '8B’,'8C’, '8E', '9C’, 'A0", 'A1', 'AB");

— ends with a possibly empty tag list DO'5C'.

The tag list should contain only tags belonging to the base template to which DO'62' nesting DO'A0’
belongs, or tags of DOs expected to be added to this template. When the tag list is empty, the security
attribute template is valid for the whole base template to which the DO'62' belongs.
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9.3.7 Security parameters template

9.3.7.1 General properties

An SPT DO'AD' under DO'62' provides an extension of security attributes associated with a security
object (e.g. a key, password...) or a DO which endorses security handling (see 9.3.7.2). Any DO'AD' which
supports this function shall contain either a wrapper or a tagged wrapper DO'63" (see 8.4.9 and 9.3.7.2)
giving an indirect reference to the security object or DO. It may give data usage parameters describing
the properties and conditions of use of this DO.

A DO'AD|nested in a DO'AD' has the same coding as a DO'AD' nested in a DO'62".

As any t¢mplate, the SPT may nest a DO'62". Within this DO, the security attributes for DOshave tl:e
meaning|defined in 9.3.6. All other security attributes apply to the security object (see Table.21 for the
coding of the access mode byte).

EXAMPLH Within a DO'62" under a DO'AD’, the following DOs can be both present:

— ADOI{A0 06 {8CXYZT}{5C01B3}} has its normal meaning, i.e. the security attributes for'access to the DO'H3'
which contains DOs specified by an OID.

9%
[¢°]

— ADOK8CXYZT} or {ABXY...} codes the security attributes for access to the DO\iesting the security object (s
Tabld 21).

A DO'AD| may also be referenced by any command using this DO0xthe security object to which the
DO'AD' i attached.

If a Boolgan expression is to be evaluated as TRUE to allow thie’execution of a C-RP, a DO defining this
Boolean gxpression shall be present in a DO'AD’ (see 9.3.7.1%).

9.3.7.2 | Extensions of the security attribute

All DOs With tags from 'AQ" to 'A5' identify the(type of the security object. Each type has a specific
access mpde byte (see Table 42 to Table 45). The security attribute for Diffie-Hellman keys is irrelevait,
so DO'A5| is always empty.

Any DO With tag from 'A0Q' to 'A4' shallnest either:
— aDO[8C' nesting a security attribute in compact format (see 9.3.3), referencing SEs; or

— aDO[9C' nesting a security attribute in compact format (see 9.3.3), referencing SPTs; or

— a DOIAB' nesting a security attribute in expanded format (see 9.3.4), where the security conditign
byte[DO'9D' maydeused to reference SPTs.
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Table 41 — Data usage parameters in an SPT (tag 'AD' under tag '62')

Tag | Length Value Occurrence
'06' Var. |OID of a document describing e.g. an algorithm and/or the use of DO'B3’ At most once
'63' Var. |Wrapper At most once
'"7B' Var. |Security environment DO (see Table 60) Once
'80' 1 Sequence number (mandatory) Once
'82' Var. |Security object (password/reference data type) number (binary coding) At most once
83 Yar—Seeuritobjeetthey/eertificate typenmber{binarycoding) Atfost once
'84' 1 SEID Any
'86' 1 Key usage constraints indicator (see 9.3.7.4) At thost once
'8A' 1 LCS byte of the security object At rhost once
90 Maximum number of tries of an au- Volatile
Var. R . . - At rhost once
91 thentication procedure (binary coding) | Non-volatile
'92' Remaining number of tries of an au- Volatile
Var. C . . At host once
'93' thentication procedure (binary coding) | Non-volatile
'94' i i Volatile
' Var. Maglmum usage counter (binary . At thost once
95 coding) Non-volatile
'96' ini i Volatile
' Var. Rerr_lalnmg usage counter (binary . At thost once
97 coding) Non<olatile
'98' Maximum number of signature crea- |Yolatile
- Var. . . . 5 At most once
99 tions (binary coding) Non-volatile
"9A' ini i .> | Volatile
' Var. Remammg numb(_er of signature crea . At thost once
9B tions (binary coding) Non-volatile
'9C' 1 Non-repudiation flag (non-endersed if value = '00") At rhost once
‘9D’ Var. [Maximum number of key generations (binary coding) At rhost once
'9E' Var. [Remaining number of\key generations (binary coding) At rhost once
‘A0’ Var. |Security attribute extension for authentication objects
‘Al Var. [Security attribute extension for private keys
'A2' Var. |Security attribute extension for public keys At most
— - - - — onfe choice
A3 Var. |Securityyattribute extension for certificates amng those
‘A4’ Var. |[Securtity attribute extension for secret keys
‘A5 0 Seeclrity attribute extension for private Diffie-Hellman keys?
'‘AD’ Var. {|Security parameters template Any
'‘AF' Var. |Password properties template (see 9.3.7.12) Any
‘B3’ Var. |DOs specified by the DO'06' Any
'BE" Var. |Boolean expression At rhost once
OTET Other tags in the context-specific class are RFU.
NOTE 2 The value of a non-volatile counter is not related to physical channel enabling and disabling.
NOTE 3 The value of a volatile counter is impacted by physical channel enabling and disabling.
a  The use of such a key is not subject to usage conditions, because it belongs to public domain parameters.

When a DO'AD' is referenced in a DO'9C' or a DO'9D’, this DO'AD' or a tagged wrapper referencing it
shall belong to the same template as the security attribute extension.

The access mode byte in the security attribute extension indicates which functions or commands are
supported by the security object. When it is not used in a DO'AD’, the access mode byte may also indicate
which operations can be performed on the security object.
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If no SEID is provided in the security attribute referencing a DO'AD’, this extension of the security
attribute may provide an SEID if necessary.

Table 42 — Coding of the access mode byte for authentication objects

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
Of-|-1|-1-1-1-1 - |Bitsb7tobl according to this table
1(-1]-1]-1-=-1~-1]-1 - [Bitsb3toblaccording to this table (bits b7 to b4 proprietary)
Ol1|-1]-1|-1-1-1] - |ENABLE VERIFICATION REQUIREMENT
O-21]-1|-1-1=-1] - |DISABLE VERIFICATION REQUIREMENT
O} -Jl-{1}]-1]-1-1| - [Proprietary use
O -|l-1{-1211]-1-1| - [Proprietaryuse
- --1-1-111| -1 - |RESETRETRY COUNTER
- --1-1-1]-111] - |CHANGE REFERENCE DATA
-1 -d-1-1-1-1-1]1|VERIFY

Table 43 — Coding of the access mode byte for private asymmetric keys

b8 [ b7 |[b6 | b5 | b4 | b3 | b2 | b1 Meaning
Of-1-1-1-1~=-1]-1] - |Bitsb7toblaccording to this table
1) -|-1-1-1|-1-1 - |Bitb5proprietary, all other bits aegording to this table
-1 14f-1]-1-1-1-1] - |psoComputedigital signature
- -1 -1-1-1]-1 - [psoDecipher
Of-f-1x1|-1-1-1 - |0(anyothervalueis RFY}
-] -4l-1-121]-1] -] - |GENERAL AUTHENTICATE
- --1-1-1]111] -] - |INTERNAL AUTHENTICATE
-l --1-1-1]-11] - |GENERATE ASYMMETRIC KEY PAIR

-1 -d-1-1-1-1-11 |proprietary when used in the SPT, GET ATTRIBUTE when used elsewhere

Tabjle 44 — Coding of the access mode byte for public asymmetric keys and certificates

b8 | b7 b6 | b5 | b4 | b3 | b2 | bk Meaning
Of-1f-1-1-1~-1- (|Bitsb7tobl according to this table

-l -1 -1 -1 - Lo - |Bitb5 proprietary, all other bits according to this table

-1 -1 -1 - €N | - |psoVerifydigital signature, Verify certificate

- -1 - | -J<-| - | - |psoEncipher
Of - -1 x40 - | - | - |0 (any other value is RFU)
- -l-}J%Y 1] - -] - |GENERAL AUTHENTICATE

- - € - - 1 - - |EXTERNAL AUTHENTICATE

- - - - - - 1 - |GENERATE ASYMMETRIC KEY PAIR

- -1-1-1=-1-1-11 |proprietary when used in the SPT, GET ATTRIBUTE when used elsewhere

Table 45 — Coding of the access mode byte for secret keys

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
Of-1|-1]-1-1~-1~=-1] - |Bitsb7tobl according to this table
1|(-1]-1-1-1-1-1 - |Bitb4proprietary,all other bits according to this table
-1 -1-1-1=-1|-1 - |Psoencipher,compute cryptographic checksum
-l -11|-1-1=-1-1 - |psodecipher, verify cryptographic checksum
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Table 45 (continued)

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
-l -1-1]1|-1|-1=-1] - |MUTUALAUTHENTICATE/GENERAL AUTHENTICATE
Of-1-1]-1x1]-1|-1- |0(anyothervalueis RFU)
-|-1-1]1-1-111] -] - |EXTERNAL AUTHENTICATE/MUTUAL AUTHENTICATE
- -1|1-1-1-1-1]1] - |INTERNAL AUTHENTICATE
-l -1-1-1-1-1-11 |proprietary when used in the SPT, GET ATTRIBUTE when used elsewhere

9

T
\'¢
T4

3.7.3 Sequence number

he successive instances of a DO'AD' shall correspond to increasing values of the sequehté nur
ilue of DO'80’ is coded in binary, on one byte. The DOs'AD' referenced in a security cohdition
ible 31) shall have a number in the range '01' to '0E".

3.7.4 Key usage constraints indicator

he data element in DO'86' indicates certain constraints to the usage of-a\key (see Table 46). W]
huse the following definitions are used:

Preparation phase: the preparation phase consists of a C-RR7or a sequence of C-RPs. The
commands sent in the preparation phase is out of scope ofthis document.

Usage phase: the usage phase consists of a C-RP or.a Sequence of C-RPs. The nature of ca
sent in the usage phase is out of scope of this docunient.

Table 46 — Coding of the key usage constraints

hber. The
byte (see

ithin this

hature of

mmands

8 | b7 |b6|b5|b4 | b3 |b2|bl Meaning

1| -|-|-1-1]-1]-1 - |[Atmostoneusage

- 1| -|-1]-1|-1-1 - |lmmediate usage

- | - | 1] -1|-1|-1] -1 - (Details are provided in the OID reference

- | - | -] x| x| x| x |.X00000 (any other value is RFU)

bit b8 is set to
1 this indicates that for each key usage the preparation phase shall be performed.
0 this indicatésthat the key is usable more than once per preparation phase.

bit b7 is setté

1 thissindicates that the interface device is not allowed to send a C-RP between the pr¢
phase and the usage phase on the logical channel used for key usage.

paration

If

phase and the usage phase, on arbitrary logical channels.

bit b6 is set to

details for key usage constraints.

— 0 then the SPT containing the DO'86' may or may not contain a DO'06".
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Bits b5 to b1 of the key usage constraints indicator are RFU.

EXAMPLE1 For signature keys granting non-repudiation the preparation phase typically consists of user
authentication (e.g. a VERIFY command) and the usage phase typically contains e.g. zero, one or more PSO HASH
commands followed by e.g. a PSO COMPUTE DIGITAL SIGNATURE command.

EXAMPLE 2  For keys used in authentication procedures proving the authenticity of an external entity the
preparation phase typically contains the retrieval of a challenge from the card (e.g. by means of a GET CHALLENGE
command) and the usage phase typically contains an authentication procedure (e.g. EXTERNAL AUTHENTICATE
command).

9.3.7.5 | Number of tries

When th¢ security object is used for authentication, the number of tries is limited to the value 0f DO'90’
or '91' in[the data usage parameters nested in DO'AD". The number of allowed remaining tries'is givén
by the vallue of DO'92' or '93". The values of D0'90','91, '92" and '93" are coded in binary.

9.3.7.6 | Number of uses

The number of uses of the security object is limited to the value of DO'94',0r*95' in the data usage
parameters nested in DO'AD'. The number of allowed remaining uses is given-by the value of DO'96' pr
'97'. The values of DO'94','95', 96" and '97" are coded in binary.

9.3.7.7 | Non-repudiation

all

When granting non-repudiation, a function can rely on a security. object DO with this flag set in DO'9(’,
i.e. to a vplue > 0. If this value is '00', the DO ('9C 01 00') cannét-€ndorse non-repudiation.

9.3.7.8 | Security object numbering

If needefl, security objects (reference data/passwords or keys/certificates) may have a numbgr
containefl in DO'82" (respectively '83"). The valuies of DO'82' and '83"' are coded in binary, on one pr
several byte(s). The first byte of the value mayi-be used as object reference in commands handling badic
security [see 11.6 and Table 102). The valué-field may also be used when referencing the security dafa
object byla CRT (see D0O'83’, '84"' in Table 56).

f

[

NOTE The constrains from Table02'limit the range of possible values for the first byte of the value field|
that byte |s intended to be used as gbject reference in a command handling basic security.

9.3.7.9 | Signature creation

If needed, the number-0f signature creations with the security object is limited to the value of DO'98' pr
'99'" in thp data usage parameters nested in DO'AD'. The number of allowed remaining creations is givén
by the vallue of DA'9A’ or '9B'". The values of DO'98','99', '9A" and '9B' are coded in binary.

9.3.7.10| Key.generation

If needed, the number of key generations with the security object is limited to the value of DO'9D" in the
data usage parameters nested in DO'AD'. The number of allowed remaining creations is given by the
value of DO'9E". The values of DO'9D' and '9E' are coded in binary.

9.3.7.11 Boolean expression
The Boolean expression DO'BE' under DO'AD' contains:

— a mandatory object identifier DO'06', which defines how to use the DOs which follow to build the
Boolean expression;

— one or several DOs of the context-specific class, referencing data or DOs with the same syntax as the
general reference DO'60' (see 11.5.2.1) or object locator DO'7F72' (see 9.3.4.3).
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NOTE In 9.3.3, the last dash contains a requirement for the presence of a DO'BE'.

9.3.7.12 Password properties template

The password properties template DO'AF' under DO'AD' contains password properties. A DO'06"' may
be present in the password properties template.

If the password properties template

— contains an OID in a DO'06', that DO'06' shall be the first DO in the password template; the standard
orspecification referenced by this OfDshatt spectfy further data objects enctosed 1 the password
properties template;

— does not contain a DO'06' then the template is in conformance to ISO/IEC 7816-15:2016, 8.9.2 and
may contain any DO from Table 47 in any order with the meaning and coding specified in Table 47.

Table 47 — Password properties template (DO'AF' undertag'AD")

Tag | Length Description

Verification data history length: the maximum number 6f yerification data values fhat shall
o be recorded and maintained. When the verification data is set, it shall be differenk from all
81 1 values in the verification data history.

The value of verification data history length shall be in the closed interval [0, 8].

Transport format for verification data and gewTreference data

— '00’, direct: data transferred to the ICC is taken as it is (binary coding).

— '071', numeric: each character_isténcoded according to ISO/IEC 10646[12] (UTF-8) and
shall be element of the closéd-interval ['30', '39']. Data transferred to the [[CC shall
padded with 'FF' until maximum length characters are available.

82 1 — '03', alphanumeric, i.e~digit, upper and lower case ASCII: each character is| encoded
according to ISO/IEE’10646[12] (UTF-8) and shall be element of the closed interval
['30','39'] or ['4145A"] or ['61', '7A']. Data transferred to the ICC shall padded|with 'FF'
until maximuniNlength characters are available.

— any other value is RFU.

'83' 1 Minimum/ength: minimum number of characters in verification data.

'84' 1 Maximum length: maximum number of characters in verification data.

NOTE Other tags in the,context specific class are RFU.

913.8 Security.attributes for logical channels

Allogical chiannel security attribute DO'8E' (at most one) may be present in the CPs of any file o DO (see
T4ble 113-arid in any appropriate security environment (SE, see 10.4.4). It shall be interpreted dccording
td Table’48, where:

MN o clhhora 1M cn n o o bl ok b o £ oralooioy
INOTT-STHaT CaoTC— T alITS trat at oSt OTIiCT0gTCa

of the logical channel may be limited.

loboxnaoal cL oIl o o111 Thao ool
T T T ot avamauTC T IICPITy STCAT te hnology

— "Secured" means that SM keys (see Clause 10) shall be available (e.g. established by a previous
authentication).

— "User authenticated" means that the user shall be authenticated (e.g. a successful password
verification).
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9.4 Se
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Table 48 — Coding of the logical channel security attribute

b8 | b7 | b6 | b5 |[b4 | b3 | b2 | bl Meaning
Oo(o0olO0O|O0|O0O] - - | 1 |Non-shareable
0/0[0|0]O0O]-1|1] - |Secured
0|0[0|0|0]1]| -] - |Userauthenticated

NOTE Any other value is RFU.

~ln'il'y support data elements

elementsg, e.g. their lengths, nor the algorithms that alter their value.

Table 49 — Security support DOs

Clause specifies a collection of security support data elements with rules governing the/way
hes are handled. The security support data elements extend and refine the control féferenge
e card may provide them as generic support to security mechanisms performed by an
bn. Applications may reference them for secure messaging and for security opérations (sg¢e
/816-8). This subclause specifies neither some characteristics of the security support daga

Tag Value
"7A' Set of security support DOs with the following tags
'8(¢' Card session counter
81 Card session identifier
'82' to|'8E' | File selection counter
93’ Digital signature counter
'9FX" [Internal progression value (‘X' is a specific index, e.g. an index referencing a counter of file
selections)
'9F3Y' |[External progression value ('Y'is a specific index, e.g. an index referencing an external time
stamp)
NOTE Under tag'7A’, ISO/IECJTC 1/SC 17 reservesany other DO of the context-specific class.
Principles — The card shall maintain and use the value of security support data elements as follows
— Upda3te is done with new values)either computed by the card, or provided by the outside world, jn
accordance with the specificcule for a specific type of security support data element.
— Upda

is independent of the.completion status of the command. If the value is to be used by the applicati

in an

— Acce
by th

NOTE

operation that\causes an update, the update is performed before the value is used.

5s to application-specific security support data elements is restricted to functions performé
e specific application.

te is performed before any output is produced for the command causing an update. The upda([e

n

pd

The actual security achieved in a C-RP ultimately depends on the algorithms and protocols specifi

bd

by the ap

ticatiom; thecard oty provides support with these data elemerntsand associated uSage Tules:

Data elements — The card may support C-RP security with data elements called progression values.
Increased at specific events throughout the life of the card, these values are different each time the card

is activat

ed. Two progression values are specified: a card session counter and a session identifier.

— The card session counter is incremented once during card activation.

— The session identifier is computed from the card session counter and from data provided by the
outside world.
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Two types of progression values are specified.

— Internal progression values, if so specified for an application, register the number of times specific
events are performed. The data element shall be incremented after the event; the card may provide
a reset function for these counters which if so specified for an application sets its value to zero.
Internal progression values cannot be controlled by the outside world and are suitable for use as
secured in-card approximate representations of real time. Their values can be used in cryptographic
computations.

— External progression values, if so specified for an application, shall only be updated by a data value
from the outside wortd. T he new value shait be numericaily targer than the current vaiuejstored in
the card.

References — The card may provide access to the value of security support data elements as follows.

— An EF may be present in the MF, e.g. for a card session counter, or in an application DF, e.g. for
application-specific progression values.

— Auxiliary DOs, with tags '88', '92' and '93' (see Table 56) may be present in a control feference
template. These DOs can be used if the SE supports unambiguous use.of these data elemerts.

— Within the interindustry DO'7A’, the context-specific class is reserved for security suppoft DOs as
listed in Table 49.

1D Secure messaging

1D.1 General

S¢cure messaging (SM) protects all or part ofia C-RP, or a concatenation of consecutive data fields
(payload fragmentation, see 5.3), by ensuring two basic security functions: data confidentiplity and
data authentication. Secure messaging is_achieved by applying one or more security medhanisms.
szsibly explicitly identified by a cryptographic mechanism identifier template (see 9.2) in the CPs of
any DF (see 7.4), each security mechanism involves a cryptographic algorithm, a mode of op¢ration, a
key, an argument (input data) and(often, initial data.

— The transmission and reception of data fields may be interleaved with the processing of security
mechanisms. This specification does not preclude the determination by sequential analysig of which
mechanisms and which’security items shall be used for processing the remaining part of the ¢lata field.

— Two or more secupity mechanisms may use the same cryptographic algorithm with differejnt modes
of operation~The hereafter specified padding rules do not preclude such a feature.

1D.2 SM fields and SM DOs

10.24 \SM protection of command payloads

AnmSMpayload tsam SMcommmand or respornse Shfietd; irrespective of itstengthif protection of the
payload by secure messaging takes place before possible fragmentation, an oversize SM payload is a
particular case of oversize BER-TLV coded payload, to which the rules given in 5.3 apply.

The format of the payload shall be as defined below (see 10.5), except that its length is not limited by
the length formats and constraints which mandated chaining (see 5.3).

10.2.2 SM protection of chained commands and responses

If there is a need to protect chained SM command or response data fields individually, fragmentation
according to 5.3 shall take place before C-RP protection. Each of the C-RPs shall then be protected (see
10.5) according to the requirements of the security environment.
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Fragmentation will yield a sequence of command or response data fields with no ascertained structure.

The CLA 1

NS P1 P2 bytes shall comply with the chaining rules used for fragmentation (see 5.3).

10.2.3 SM DOs

Table 50 shows the SM DOs specified in this document, all in the context-specific class. Some SM DOs

(SM tags'

82','83', 'B0’, 'B1') are recursive, i.e. the plain value field is an SM field.

In each SM field, bit b1 of the last byte of the tag field (tag parity) of each SM DO (context-specific class)
indicates whether the SM DO shall be included (bit b1 set to 1, odd tag number) or not (bit bl set to 0,

10.3.3.2)

even tag humber) in the computation of a data element for authentication: cryptographic checksum (s[e

DOs) sha|l be included in the computation. If such a computation occurs, the data element shall be t

or digital signature (see 10.3.3.3). If present, the DOs of the other classes (e.g. interindus

value field of an SM DO for authentication (SM tags '8E’, '9E') at the end of the SM field.

There are

— Each|basic SM DO (see 10.3) conveys a plain value, or an input or result of a sectiszity mechanism.

— Each

two categories of SM DOs.

auxiliary SM DO (see 10.4) conveys a control reference template, ora‘security environmept

identifier, or a response descriptor template.

NOTE

also used|to manage security environment (see 11.6.11). The global apprgach to security by secure messaging
shares seyeral security-related issues with the security operations, i.e. thie atomic approach to security. Annex B

illustrate

Basic SM DOs are also used to control security operations (see ISO/IEC 7816-8). Auxiliary SM DOs

the synergy between the two approaches.

Table 50 — SM data abjects

try
e

are

Tag Value
'80",'81" |Plain value not encoded in BER-TLV
'82','83" |Cryptogram (plain value encoded in BER-TLV and including SM DOs i.e. an SM field)
'84','8Y' |Cryptogram (plain value encoded in'BER-TLV, but not including SM DOs)
'86','87 |Padding-content indicator byte(foltowed by cryptogram (plain value not encoded in BER-TLV)
'89' Command header (CLA INS R1 P2, four bytes)
'8E' Cryptographic checksum (@at least four bytes)
'90','97' |Hash-code
'92','93" |Certificate (datamot€ncoded in BER-TLV)
'94','9Y' |Security envirfenment identifier (SEID)
'96','97" |One or twgbytes encoding L, in the unsecured C-RP (possibly empty, see 10.5)
'99' Processing status (SW1-SW2, two bytes; possibly empty)
'9A','9H' |Inputdata element for the computation of a digital signature (the value field is signed)
'9C','9N)" fRublic key
'OE' Digital signature
'A0",'A1" |Input template for the computation of a hash-code (the template is hashed)
‘A2’ Input template for the verification of a cryptographic checksum (the template is included)
'A4','A5" |Control reference template for authentication (AT)
'A6','A7" |Control reference template for key agreement (KAT)
'A8' Input template for the verification of a digital signature (the template is signed)
'‘AA','AB' |Control reference template for hash-code (HT)
'AC','AD" |Input template for the computation of a digital signature (the concatenated value fields are signed)
In order to use those SM DOs out of SM C-RPs, one shall encapsulate them in a DO'7D".
NOTE In SM fields, ISO/IEC]JTC 1/SC 17 reserves any other DO of the context-specific class.
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Table 50 (continued)

Tag Value

'AE','AF' |Input template for the verification of a certificate (the concatenated value fields are certifi

ed)

'BO’,'B1" |Plain value encoded in BER-TLV and including SM DOs, i.e. an SM field

'B2','B3" |Plain value encoded in BER-TLV, but not including SM DOs

B4','B5"' |Control reference template for cryptographic checksum (CCT)

'B6','B7" |Control reference template for digital signature (DST)

‘B8 ‘B9’ Controlreference I‘nmp]af‘n for rnnFir]onf‘Ga]il‘}r ((‘T)

'BA','BB' |Response descriptor template

'BC', 'BD" |Input template for the computation of a digital signature (the template is signed)

'BE’ Input template for the verification of a certificate (the template is certified)

I

NOTE In SM fields, ISO/IECJTC 1/SC 17 reserves any other DO of the context-specific class.

order to use those SM DOs out of SM C-RPs, one shall encapsulate them in a DO'7D".

10.3 Basic SM DOs

10.3.1 SM DOs for encapsulating plain values

Encapsulation is mandatory for SM fields and for data not encoded in BER-TLV. It is optional for
not including SM, DOs. Table 51 shows SM DOs for encapsulating plain values.

Table 51 — SM DOs for encapsulating plain values

BER-TLV,

Tag Value

'B0','B1'" |Plain value encoded in BER-TLV andincluding SM DOs (i.e. an SM field)

'B2', 'B3' Plain value encoded in BER-TLY, but not including SM DOs

'80", '81' Plain value not encoded in BER-TLV

'89' Command header (CLAJINS P1 P2, four bytes)

'96','97"  |One or two bytes encoding L, in the unsecured C-RP (possibly empty, see 10.5)

'99' Processing status(SW1-SW2, two bytes; possibly empty)

sh

10.3.2 SM DOs for confidentiality

T4ble 52 shows SM-DOs for confidentiality. A security mechanism for confidentiality consi
appropriate cryptographic algorithm in an appropriate mode of operation. In the absence g
indication and{when no mechanism is implicitly selected for confidentiality, a default me

all apply:

sts of an
f explicit
chanism

Foieomputing a cryptogram to be preceded by a padding indication, the default mechapism is a
block cipher in “electronic code book” mode, which may involve padding. Padding for confidlentiality

vy havua an i fliinnen oy o crniccinn. tha cpuntagrany (A o saaen Wlacl, ) v oy ha 1oy

TIroy oty C ol o e U Cr ot ST S STUTT. CHC— O y ptUgTollr (Ui UT T C-oToCtIS STty T 1Ot

the plain value.

ger than

For computing a cryptogram not to be preceded by a padding indication, the default mechanism is a
stream cipher. In this case, the cryptogram is the exclusive-or of the string of data bytes to conceal
with a concealing string of the same length. Concealment thus requires no padding and the string of

data bytes is recovered by the same operation.

Padding and/or content shall be indicated when the plain value is not encoded in BER-TLv. If padding
applies but is not indicated, the rules specified in 10.3.3.2 apply.

Table 53 shows the padding-content indicator byte.

©
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Table 52 — SM DOs for confidentiality

Tag Value
'82','83" |Cryptogram (plain value encoded in BER-TLV and including SM DOs, i.e. an SM field)
'84','85" |Cryptogram (plain value encoded in BER-TLV, but not including SM DOs)
'86','87" |Padding-content indicator byte (see Table 53) followed by cryptogram (plain value not encoded in
BER-TLV)
Table 53 — Padding-content indicator byte
Value Meaning
'00' No further indication
'01' Padding as specified in 10.3.3.2
'02' No padding
"1X' One to four secret keys for enciphering information, not keys (‘X' is a bitmap with any value from
'0"to 'F")
'11" indicates the first key (e.g. an “even” control word in a pay TV system)
'12" indicates the second key (e.g. an “odd” control word in a pay TV )system)
'13" indicates the first key followed by the second key (e.g. a pair/of control words in a pay
TV system)
2X' Secret key for enciphering keys, not information (‘X' is a referefice with any value from '0' to 'F")
(e.g.in a pay TV system, either an operational key for enciphering control words, or a manage
ment key for enciphering operational keys)
'3X' Private key of an asymmetric key pair (‘X' is a reference-with any value from '0' to 'F")
'4X' Password ('X' is a reference with any value from '0"to 'F')
'80" to '8E' | Proprietary
NOTE Anjy other value is RFU.

10.3.3 §M DOs for authentication

10.3.3.1| General

Table 54 shows SM DOs for authentication.

Table 54 — SM DOs for authentication

Tag Value
'8E' Cryptographic checksum (at least four bytes)

'90", '911' Hash-code

'92','9B" |Certificate (data not encoded in BER-TLV)

'9C', '9P~_|Public key
B e

Input DOs (see also ISO/IEC 7816-8)

'9A', '9B"  |Input data element for the computation of a digital signature (the value field is signed)
'A0','A1" |Input template for the computation of a hash-code (the template is hashed)

'‘A2' Input template for the verification of a cryptographic checksum (the template is included)

'‘A8' Input template for the verification of a digital signature (the template is signed)
'AC','AD" |Inputtemplate for the computation of a digital signature (the concatenated value fields are signed)
'AE','AF' |Input template for the verification of a certificate (the concatenated value fields are certified)
'BC','BD" |Input template for the computation of a digital signature (the template is signed)

'BE' Input template for the verification of a certificate (the template is certified)
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10.3.3.2 Cryptographic checksum data element

The computation of a cryptographic checksum involves an initial check block, a secret key
and either a block cipher algorithm [see ISO/IEC 18033 (all parts)[18l], or a hash-function [see
ISO/IEC 10118 (all parts)[10]].

The computation method may be part of the system specifications. Alternatively, a cryptographic
mechanism identifier template (see 9.2) may identify a standard (e.g. ISO/IEC 9797-1) fixing a
computation method.

U ]
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IITSS Ut}lcl \'A% iDC b})cuiﬁcd, t}lC fU}}UVV 1115 \,Uluyutatiuu lllCthUd D]lla]l} bC ubcd. T}lC }Jal CllllCtCl
is computation method may be defined in the relevant CRT (see Table 56). This document
efine a default CRT.

hder the control of the key, the algorithm basically converts a current input block.ofk bytes
16 or 20) into a current output block of the same size. The computation is performed in the
nsecutive stages.

itial stage — The initial stage shall set either one of the following blocksas the initial checK
the null block, i.e. k bytes set to '00’,

the chaining block, i.e. a result from former computations, namely for a command, the fi
block of the previous command and for a response, the final check block of the previous re

the initial value block provided e.g. by the outside world,

the auxiliary block resulting from converting augiliary data under the control of the k
auxiliary data is less than k bytes, then bits set £a/0 head it up to the block size.

pquential stage(s) — The command header (ELA INS P1 P2) may be encapsulated for prote

ita block consists of the command header (CLA INS P1 P2) followed by one byte set to '80
rtes set to '00'.

ne cryptographic checksum shallinclude any secure messaging DO having an odd tag numbe
D with the first byte not from ‘80" to 'BF". Those DOs shall be included data block by data blg

current check block. The splitting into data blocks shall be performed as follows.

The blocking shall be\continuous at the border between adjacent DOs included in the crypf
checksum.

The padding.shall apply at the end of each block followed by either a DO not includs
cryptographic checksum, or no further DO. The padding consists of one mandatory byte s
followed;»if needed, by 0 to k-1 bytes set to '00', until the respective data block is fille
bytesiPadding for authentication has no influence on transmission as the padding bytes
betransmitted.

F

used in
does not

typically
following

block:

nal check
sponse,

ey. If the

'tion (SM

g '89"). However, if bits b8 to b6 of CLA aresét to 000 and bits b4 and b3 to 11 (see 5.4.1), then the first

and k-5

I and any
ckin the

ographic

bd in the
et to '80'
1 up to k
shall not

igute 6 shows two examples of deriving data from C-APDU for computation of the crypt

ographic

checksum. In these examples, candidate data consists of command header and DOs in command data
field as same order. DOs not to include are removed and paddings are added.
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Candidate data

| command Header || DO toinclude #1 || DO toinciude #2 || DO nottoinclude #3 || DO toinclude #4 |

v \ 4
[ command Header | Padding || DO toinciude #1 || DO toinciude #2 || Padding || DO to include #2 || Padding |
80 ... 00 80... 00 80 ... 00

Candidate data

| Comjmand Header

\4
[ command Header || Padding || DO toinclude #2 || DO toinciude #3 || Padding |
80 ... 00 80 ... 00

Figure ¢ — Examples of deriving data from C-APDU for computaion of cryptographic checksum

In this nlechanism, the mode of operation is “cipher block chaining” (see dSO7IEC 10116[2]). The firjst
input is the exclusive-or of the initial check block with the first data block. The first output results from
the first Input. The current input is the exclusive-or of the previous output with the current data blodk.
The currgnt output results from the current input.

— v

Final sthge — The final check block is the last output. Thé\final stage extracts a cryptographic

checksum (first m bytes, at least four) from the final check blegk.

10.3.3.3 | Digital signature data element

The digital signature schemes rely on.\'asymmetric cryptographic techniques [s¢e
ISO/IEC 9796 (all parts)lel, ISO/IEC 14888 (all pafts)[L2]]. The computation implies a hash-function [s¢e
ISO/IEC 10118 (all parts)[12l]. The data input:gonsists of the value field of a digital signature input D,
or of the|concatenation of the value fields.of-POs forming a digital signature input template. It may be
determirfed by the mechanism specified in/10.3.3.2.

10.4 Auixiliary SM DOs

10.4.1 General

Table 55 ghows auxiliary"SM DOs.

Table 55 — Auxiliary SM DOs

Tag Value

'94', "9~ | Security environment identifier (SEID)

'A4',"'A5" |Control reference template for authentication (AT)

'A6','A7" |Control reference template for key agreement (KAT)
'‘AA','AB' |Control reference template for hash-code (HT)
'B4','B5" |Control reference template for cryptographic checksum (CCT)

'B6','B7' |Control reference template for digital signature (DST)

'B8','B9" |[Control reference template for confidentiality (CT)

'BA','BB' [Response descriptor template
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10.4.2 Control reference templates

Six control reference templates are defined for the purpose of authentication (AT), key agreement
(KAT), hash-code (HT), cryptographic checksum (CCT), digital signature (DST) and confidentiality
(CT) using either symmetric or asymmetric cryptographic techniques (CT-sym and CT-asym).

Each security mechanism involves a cryptographic algorithm in a mode of operation and uses a key and,
possibly, initial data. Such items are selected either implicitly, i.e. known before issuing the command,
or explicitly, i.e. by control reference DOs nested in control reference templates. Within the control
reference templates, the context-specific class is reserved for control reference DOs.

Il an SM field, the last possible position of a control reference template is just before the\first DO to
which the mechanism indicated in the CRT applies. For example, the last position of a CCTis"just before
tHe first DO to include in the computation.

Each control reference remains valid until a new control reference is provided forthe same mechanism.
For example, a command may provide control references for the next command.

10.4.3 Control reference DOs in control reference templates

Each control reference template (CRT) is a set of control referenceZB0Os: a cryptographic m¢chanism
rgference, a file and key reference, an initial data reference, a usage qualifier and, only in g control
rgference template for confidentiality, a cryptogram content reference.

— The cryptographic mechanism reference denotes a cryptegraphic algorithm in a mode of operation.
The CPs of any DF (see tag 'AC' in Table 11) may.contain cryptographic mechanism |dentifier
templates (see 9.2). Each one indicates the meanifig-of a cryptographic mechanism reference.

— The file reference (same encoding as in 7.3.2)*denotes the file where the key reference is valid. If no
file reference is present, then the key reference is valid in the DF referenced by curDF, pdssibly an
application DF. The key reference unambigtiously identifies the key to use.

— The initial data reference, when applied to cryptographic checksums, indicates the initial check
block. If no initial data referencecis present and no initial check block implicitly selected|then the
null block applies. Moreover,(before transmitting the first DO for confidentiality using p stream
cipher, a template for confidentiality shall provide auxiliary data for initializing the compiitation of
the string of concealing bytes.

T4ble 56 lists control reference DOs and indicates to which control reference template they arefrelevant.
All the control reference)DOs are in the context-specific class.

A[CRT may contaitDinterindustry DOs, e.g. certificate holder authorization (tag '5F4C', see 10.4.4) in
AT, header listonrextended header list (tags '5D' and '4D’, see 8.4.4 to 8.4.7) in HT or DST. In any control
rdference template, a key usage template under tag 'A3' may associate a file and key referenfe with a
key usage’counter and/or a key retry counter. The key usage template contains a set of key usage DOs

(see Table 57).
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Table 56 — Control reference DOs in control reference templates

Tag Value AT | KAT | HT | CCT | DST | CT-asym | CT-sym
'80" |Cryptographic mechanism reference X X X X X X X
File and security object references
'81' |— Filereference (for encoding, see 7.3.2) X X X X X X X
'82' |— DF name (see 7.3.1) X X X X X X X
— Reference of a secret key (for direct use) X X X X X
'83' Referenee-ofapublickey > ¥ ¥ % %
+ Reference data X
ar T Reference for computing a session key X X X
+ Reference of a private key X
'A3" |Key usage template (see text below) X X X X X X X
Initial data reference: Initial check block
'85' |4+ L=0, null block X X X
'86' |4+ L=0, chaining block X X X
g7 | T L=0, pr_e\_/ious initial value block plus one X X
L=k, initial value block X

Initial data reference: Auxiliary data elements (see also 10.3.3.2)

+ L=0, previous exchanged challenge plus X X X X
'88' one
L>0, no further indication
'89"to |+ L=0, index of a proprietary data element X X
'8D' L>0, value of a proprietary data element X
'90" |+ L=0, hash-code provided by the card X X
waqr |+ L=0, random number provided by the card X X X X
91
L>0, random number X X
o5 |1 L=0, time stamp provided by the card X X X
92 .
L>0, time stamp X X
+ L=0, previous digital signature counter X X X X
'93' plus one X X X
L>0, digital signature counter
'94" |(hallenge or data element for deriving a key X X X
'95' |Usage qualifier byte\(see text below) X X X X X
'8E' |(ryptogram centent reference (see text X

helow)

NOTE In p control ceference template, ISO/IEC JTC 1/SC 17 reserves any other DO of the context-specific class.

Table 57 — Key usage DOs

Tag Value

'80' to '84" |File and key references as specified in Table 56
'90' Key usage counter
'91' Key retry counter

NOTE In this context, ISO/IEC JTC 1/SC 17 reserves any other DO of the context-
specific class.

In any control reference template for authentication (AT), for key agreement (KAT), for cryptographic
checksum (CCT), for confidentiality (CT) or for digital signature (DST), a usage qualifier byte (tag
'95") may specify the usage of the template either as a security condition (see 9.3.4 and Table 34), or
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in compliance with the MANAGE SECURITY ENVIRONMENT command (see 11.6.11). Table 58 shows the
usage qualifier byte.

Table 58 — Coding of the usage qualifier byte

b8 | b7 | b6 | b5 (b4 | b3 | b2 | bl Meaning

Verification (DST, CCT), Encipherment (CT),
External authentication (AT), Key agreement (KAT)

Computation (DST, CCT), Decipherment (CT),

Lad 1 il A A LA 12 L LIZ AT
TITCCTITAT AU TIICTICICATIOIT (751 ), IsCy dg TCCTITCITC (IS X 1)

- | - | 1| -1|-1]-1| - - |Secure messaging in response data fields (CCT, CT, DST)

- | - | -] 1| -1 -1 - - |Secure messaging in command data fields (CCT, CT, DST)

- | - | -] -11] - - | - |Userauthentication, password based (AT)

- | - | -1 -1]-11]-| - [Userauthentication, biometry based (AT)

- | - | - | - -1 -] x| x |00(any other value is RFU)

Il any control reference template for confidentiality (CT), a cryptograin{eontent reference {tag 'S8E')
mfay specify the content of the cryptogram. The first byte of the value field is mandatory; its ngdme is the
cilyptogram descriptor byte. Table 59 shows the cryptogram descriptor byte.

Table 59 — Cryptogram descriptor byte

Value Meaning

'00' No further indication

One to four secret keys for enciphering infétmation, not keys (‘X' is a bitmap with any vallue from
'0"to 'F")

'11" indicates the first key (e.g. an “evén” control word in a pay TV system)
'12" indicates the second key (e.g. anodd” control word in a pay TV system)
'13" indicates the first key followed by the second key (e.g. a pair of control words in a paly TV
system)

"X’

Secret key for encipheringkeys, not information ('X' is a reference with any value from|'0' to 'F'")
2X' (e.g.ina pay TV systen, either an operational key for enciphering control words, or a majagement
key for enciphering operational keys)

'3X' Private key of am-asymmetric key pair (‘X' is a reference with any value from '0' to 'F")

'4X' Password ('X(is a reference with any value from '0' to 'F")

80'to 'FF' [Proprietaky
NOTE Any other value is RFU.

10.4.4 Security environments

This clause“specifies security environments (SE) for referencing cryptographic algorithms, modes of

operation, protocols, procedures, keys and any additional data needed for secure messaging and for
s%curity operations (see ISO/IEC 7816-8). An SE consists of data elements stored in the card orresulting
from some computation, To De processed by the Specified aigorithms. An SE may contain a mechanism

to initialise non-persistent data to be used in the environment, e.g. a session key. An SE may provide
directions for handling computation results, e.g. storage in the card. An interindustry SE template (tag
'7B') describes an SE.

SE identifier — An SE identifier (SEID) may reference any security environment, e.g. for secure
messaging and for storing and restoring by a MANAGE SECURITY ENVIRONMENT command (see 11.6.11).

— Unless otherwise specified by the application, the value '00' denotes an empty environment where
no secure messaging and no authentication are defined.

— The value 'FF' denotes that no operation can be performed in this environment.
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— Unless otherwise specified by the application, the value '01' is reserved for the default SE, always
available. This subclause does not specify the content of the default SE; it may be empty.

— The value 'EF'is RFU.

Components — Control reference templates (CRT) may describe various components of an SE. Any
relative control reference (files, keys or data) specified with a mechanism in the environment definition
shall be resolved with respect to curDF selected before using the mechanism. There is no need to resolve
absolute control references (e.g. absolute path). Within an SE, components may have two aspects: one
being valid for SM in command data fields and the other for SM in response data fields.

At any time during card operation, a current SE shall be active, either by default or as a result kf
commangls performed by the card. The current SE contains one or more components amoéng”the
following components.

— Somg¢ components belong to the default SE associated with curDF.

— Somg components are transmitted in commands using secure messaging.

— Somg¢ components are transmitted in MANAGE SECURITY ENVIRONMENT commutands.

— Som¢ components are invoked by an SEID in a MANAGE SECURITY ENVIR@NMENT command.
The currgnt SE is valid until

— disabling a physical interface (see 5.1), or

— resefting a logical channel (see 11.2.3), or

— achgnge of VA (e.g. a change of curDF), or

— a MANAGE SECURITY ENVIRONMENT command (seg’11.6.11) setting or replacing the current SE.

In SM, coptrol reference DOs transmitted in a CRT shall take precedence over any corresponding contrfol
referenc¢ DO present in the current SE.

Certificdte holder authorization — Authentication procedures may use card-verifiable certificatgs,
i.e. templates that can be interpreted and verified by the card by a VERIFY CERTIFICATE operation using
a public key (see ISO/IEC 7816-8).-Ii*such a certificate, a certificate holder authorization (e.g. a r(Tle
identifier) may be conveyed in amrinterindustry DO'5F4C". If such a data element is used in the security
conditions to fulfil for accessing” data or functions, then DO'5F4C' shall be present in the control
referenc¢ template for authentication (AT) describing the authentication procedure.

NOTE In the first edition of ISO/IEC 7816-9, tag '5F4B' references a certificate holder authorization (d
element df five or more’bytes). In amendment 1 to the first edition of ISO/IEC 7816-6, tag '5F4B' references
an integrated circuit manufacturer identifier (1-byte data element). Consequently, tag '5F4B’ is deprecated [in
ISO/IEC 7B16 (all pauts)4l.

Access cpntrol — The card may store security environments used for access control within EFs (s¢e
tag '8D' ipn Table 11) containing interindustry SE templates (tag '7B'). An a
in the VA set by application selection (e.g. 15t generation DOs). Within the interindustry SE template (tag
'7B"), the context-specific class is reserved for security environment DOs. As listed in Table 60 for every
included SE, the security environment template contains an SEID D0O'80’, an optional LCS DO'8A’, one
or more optional cryptographic mechanism identifier template(s) (tag 'AC') and one or more CRTs (tags
'A4','A6', 'AA', 'B4', 'B6', 'B8', as SM tags).
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Table 60 — Security environment DOs

Tag Value
'80' SEID (1byte, mandatory)
'8A' LCS (1 byte, see 7.4.10 and Table 15), optional
AC Cryptographic mechanism identifier template (see 9.2),
optional
'A4','A6','AA','B4', B6', 'B8" |CRTs (see 10.4.2)
NOTE Under tag'7B', ISO/IEC]JTC 1/SC 17 reserves any other DO of the context-specific class.

h SE template is applicable to a structure (see Clause 7) only if the value of DO'8A' of that SE
atches the LCS of the structure (e.g. see DO'8A' in Table 11). If no DO'8A' is present inran’SE
en that SE template is valid only for the Operational state (activated).

the SE template, if a CRT carries several DOs with the same tag (e.g. DOs specifying a key rg
en at least one of the DOs shall be fulfilled (OR condition).

E retrieval — Any CRT in the current SE may be retrieved by a GET DATA‘c¢ommand with INS g
|-P2 set to '004D' (extended header, see 8.4.5) and a command data field consisting of an SE
hg '7B') containing one or more pairs, each one consisting of a CRT-tag followed by '80' (see
e use of a length set to '80' in an extended header). One may also‘use the GET option of the
CURITY ENVIRONMENT command.

).4.5 Response descriptor template

ich command data field may contain a response descriptor template. If present in the comm
bld, the response descriptor template shall indicate the SM DOs required in the response d
side the response descriptor template, the security mechanisms are not yet applied; the

operation, keys and initial data) used for-processing the command data field may be diffet
ose used for producing the response data field. The following rules apply.

The card shall fill each empty primitive basic SM DO.

Each CRT present in the response descriptor template shall be present in the response at
place with the same coptrol reference DOs for security mechanisms, files and keys.

— If the response.descriptor template provides auxiliary data, then the respective DC
empty in theresponse.

— Ifan emptyTreference DO for auxiliary data is present in the response descriptor temp
it shall’bé full in the response.

By thewrelevant security mechanisms, with the selected security items, the card shall py
therequested basic SM DOs.
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Figure 7 illustrates a C-RP.

Command header Command body

CLA INS P1 P2 | (L field Data field) (L. field)

Response body Response trailer

(Data field) | SW1-SW2

©

Figure 7 — Command-response pair
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The following rules apply for securing a C-RP of the interindustry class (see 5.4.1), i.e. when switching
either bit b4 from 0 to 1 in CLA where bits b8, b7 and b6 are set to 000, or bit b6 from 0 to 1 in CLA
where bits b8 and b7 are set to 01. The notation CLA* means that secure messaging is indicated in CLA.

— The secured command data field is an SM field; it shall be formed as follows.

— If a command data field is present (N, > 0), then either a plain value DO (SM tags '80', '81', 'B2’,
'B3"), or a DO for confidentiality (SM tags '84', '85/, '86, '87') shall convey the N, bytes.

— The command header (four bytes) may be encapsulated for protection (SM tag '89").

— If an L, field is present, then a new L, field (containing only bytes set to '00') and an L{JO
SM tags '96', '97') shall be present. If present, the value of an L, DO shall provide the-lig fpr
he unprotected response. An empty L, DO ('9600' or '9700') means the maximum, i'e,,256 pr
5 536 depending upon whether the new L, field is short or extended. Otherwise, if the L, field
or the unprotected response consists of:

1+ one byte, this byte shall become the value field of the L, DO;
1 two bytes, these two bytes shall become the value field of the L, DO;

1+ three bytes, i.e. one byte set to '00' followed by two bytes withyany value, the two bytgs
shall become the value field of the L, DO.

WARNING — Some implementations encode a three byte L, field into an L, DO with a 3-byte
value figld.

— The secured response data field is an SM field; it shall be‘interpreted as follows.

— If present, a plain value DO (SM tags '80', '81', 'B2{\B3") or a DO for confidentiality (SM tags '8,
85','86/, '87") conveys the response data bytes:

— If present, a processing status DO (SM tag “99') conveys SW1-SW2 encapsulated for protection.
The empty processing status DO mean$:SW1-SW2 set to '9000'.

Figure 8 phows the corresponding secured G-RP.

Compnand header Command body
| CLA*INS P1 P2 | (New L fields{Secured data field = (T-N.-Data bytes) - (T-'01" or '02'-L.)}) - (New L. field) |
Response body Response trailer
| Secured data field ‘=_[T-N,-Data bytes) - (T-'02'-SW1-SW2) | SW1-SW2 |

Figure 8 — Secured command-response pair

When bif b1 of INS4s set to 1 (odd INS code, see 5.5), the unsecured data fields are encoded in BER-TLV
and SM thgs 'B25'B3’, '84' and '85' shall be used for their encapsulation; unless the use of tags '80", '8|L',
'86' and 'B7..is specified at application level.

Otherwise (even INS code, see 5.5), as the format of the data fields to protect is not always apparent, SM
tags '80','81','86' and '87' are recommended.

— The secured data fields are SM fields; they may contain further or other SM DOs, e.g. a cryptographic
checksum (SM tag '8E') or a digital signature (SM tag '9E') at the end.

— The new L. field encodes the number of bytes in the secured command data field.

— The new L, field shall be absent when no data field is expected in the secured response data field;
otherwise, it shall contain only bytes set to '00".
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— The response trailer indicates the status of the receiving entity after processing the secured

command. The following specific error conditions may occur.
— IfSW1-SW2 is set to '6987', then expected secure messaging DOs are missing.
— IfSW1-SW2 is set to '6988’, then secure messaging DOs are incorrect.

Annex B provides illustrative examples of secure messaging.

11 Commands for interchange

1/1.1 General

This clause specifies commands for interchange. It shall not be mandatory for all“cards c

interchange is required, a set of application-independent card services and\related comm
ol])tions shall be used as specified in Clause 12.

1/1.2 Selection

11.2.1 General

application.

in11.5.2.

ring the processing of a SELECT/SELECT\DATA command.

11.2.2 SELECT command

bmplying

wlith this document to support all those commands or all the options of a supported command. When

inds and

After enabling a physical interface (see 5.1), the VA on the basi¢ logical channel is as defined in }.2.2. The
historical bytes (see 12.2.2) or the initial data string (see*12.2.3) may indicate an implicitly] selected

11.2.2 covers the selection of files, applications and DOs. Additional DO selection functions ar¢ covered

NOTE Because it is impossible to use a short\EF identifier in a SELECT/SELECT DATA command, the CP DO'A2’
of| DFs are irrelevant for a SELECT/SELECT DATA)command. Thus indirect file referencing (see 7.4.11) neyer occurs

Table 61 shows the SELECT(C3RP. When completed, the command opens the logical channel (3ee 5.4.2)
niimbered in CLA (see 5.4.1), if not yet opened, and sets a current structure within that logical channel.

bsequent commands may implicitly refer to the current structure through that logical chan
The selected DF (M#; application DF, DF) becomes current in the logical channel [see 7.2.2 rul
sglection, ansimplicit EF referenced by curEF may be referred to through that logical channel.

The seleetion of an EF sets a pair of current files: the EF and its parent DF [see 7.2.2 rule f)].

hel.

es d) and

e)]. The previously selected DF, if any, is no longer referred to through that logical channel. Affer such a
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Table 61 — SELECT command-response pair

CLA As defined in 5.4.1
INS ‘A4’
P1 See Table 62
P2 See Table 63
L.field [Absentfor encoding N, =0, present for encoding N.> 0
Data field [Absent or file identifier or path or DF name or tag (according to P1)
L. field —tAbsentforencoding-N—=-0presentforencodingN-—>-0
Data fieldl [Absent or control information (according to P2)
SW1-SWP |See Table 6 and Table 7 when relevant, e.g. '6283’, '6284', '6A80', '6A81', '6A82', '6A86', '6A87./'6A8Y'
Table 62 — Coding of P1 in the SELECT command
b8 | b7 ||b6 | b5 | b4 | b3 [ b2 | b1 Meaning Command data field
0 0]0]0|0|x Selection by file identifier
0 0O(fo0jo0oj0]O Select MF, DF or EF File identifier or absent
0 0)jo|0|0fO Select child DF File identifier referencing a DF
ojo|ffofojojof1|0 [S)}e,lgﬁigg under the DF referenced Eile identifier referencing an EF
olollolololol1l]1 iﬁlceecc; t;));:rceur;tD]%F of the DF referx Absent
0[0|fo|O0|O0]|1]| x| x |Selection by DF name
0]O0|fO[O|O]|] 1|0/ O |SelectbyDFname e.g. (truncated) application identifie]
0]O0|fO|O0O| 1] 0] x| x |Selection by path
0OlO0OfOf[O]|]1]|O0])O0]| O [SelectfromtheMF Path without the MF identifier
olollolol1lolol1 Select from the DF referenced by  |Path without the file identifier of the
curDF DF referenced by curDF
0[0(O|[1]0]| 0] x| x [Selection of DO
olollol1lolololo Select a DO in the template refer- |Tagbelonging to the template referencdd
enced by curConstructedDO by curConstructedDO
Select parent DO of the construct-
00O 1]O0]| 0] L-N1 [edDO setting the template refer- |Absent
enced by curConstructedDO
NOTE 1 Any other value isREU.
NOTE 2 When presentin‘the historical bytes (see 12.2.2) or in EF.ATR/INFO (see 12.3.3), the first software function tabje
(see Table]125) indieates selection methods supported by the card.
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Table 63 — Coding of P2 in the SELECT command

b8 | b7 | b6 | b5 | b4 | b3 b2 | b1 Meaning

01000 -] -] x| x |Fileor DO occurrence

00|00 -1]-10]|0|[— Firstoronlyoccurrence

0[0]0]O0|-1]-]0]|1]— Lastoccurrence

0[0|0|O0]-|-11]|0|[— Nextoccurrence

0[0|0|O0O]|-|-1]11|1]|— Previousoccurrence

f——O—1—6—>0 Respense-datafieldrequirements{see Z42-and Fable 33—

D | 0| 0] 00| 0| - |- |— ReturnFCltemplate, optional use of FCI tag and length

D | 0|0 [O0|O0]| 1] - |- [— ReturnCPtemplate, mandatory use of CP tag and length

— Return FMD template, mandatory use of FMD tag and length
D (0] 070110 - -1  Return the tags belonging to the template Set*by the sele¢tion of a
constructed DO as a tag list

D | 00| 0] 1]|1]|-/|-|— NoresponsedataifL,field absent, or proprietary if L, field gresent

NOTE Any other value is RFU.

Unless otherwise specified, the following rules apply to each open logical channel within a higrarchy of
DFs.

— IfcurEF is changed, or when curEF is not set, then the security status, if any, specific to the previously
selected EF shall be revoked.

— If the DF referenced by curDF is a descendant of,-oridentical to the previously selected DF| then the
security status specific to the previously selected DF shall be maintained.

— Ifthe DF referenced by curDF is neither a descendant of, nor identical to the previously selected DF,
then the security status specific to the previously selected DF shall be revoked. The secur]ty status
common to all common ancestors ofithé previously selected DF and the new DF referenced|by curDF
shall be maintained.

If|[P1 is set to '00', then the card knoiws whether the file to select is the MF, a DF or an EF, eithef because
of a specific encoding of the file identifier, or because of the command processing context. If P2 is also
sgt to '00' and the command-data field

— provides afile identifier, then that file identifier shall be unique in the following three envirpnments:
the immediate children of the DF referenced by curDF, the parent DF and the immediate children of
the parent DFs

— is absent 6rsetto '3F00', then the MF shall be selected.

If|P1 is set\to '04', then the command data field is a DF name, which may be an application ]dentifier
(ske 12:3.4), possibly right truncated. If supported, successive such commands with the same flata field
shal _select DFs whose names match with the data field, i.e. start with the command data fi¢ld. If the
card-acceptsthe SELECT command without data field, then all or a subset of the DFs can be sudcessively

selected.

If P1 is set to '10', then the command data field is a tag belonging to the template referenced by
curConstructedDO. The selected DO becomes the DO referenced by curDO. If the selected DO is
constructed, curConstructedDO is set to the selected DO. For handling multiple instances of DOs, the
use of bits bl b2 in P2 (see Table 63) is mandatory.

If the L, field contains only bytes set to '00', then all the bytes corresponding to the selection option
should be returned within the limit of 256 for a short L, field, or 65 536 for an extended L, field. If the
L, field is absent, the available control information (CPs and/or FMDs) of the selected structure may be
recovered through DO handling (see 11.5.3 and 11.5.4).
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11.2.3 MANAGE CHANNEL command

Table 64 shows the MANAGE CHANNEL C-RP. When completed, the command opens or closes a logical
channel (see 5.4.2) other than the basic one, i.e. a logical channel numbered from one to nineteen (the
greater numbers are RFU). The reset function may apply to any logical channel.

The open function opens an additional logical channel other than the basic logical channel. Options are
provided for the card to assign a channel number, or for a channel number to be supplied to the card.

The clos
absent. A
10 (i.e. P
channel pumbered from 1 to nineteen as follows.

WARNIN
nor the
depreca

The rese
shall be 4
on this Ig

The com
sentont

NOTE

76

If bits b8 and b7 of P1 are set to 00 (i.e. P1 set to '00' because the other six bits are RFU), then

MAN

4

— 1
1

Afte
num

Afte
num
acco

If P2

be cliosed.

If P2

zero channel number assigned by the card from '01' to '13".
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f P2 is set to '00', then the response data field shall consist of a single byte for encoding-aino

he L, field shall be absent.

' an open function performed from the basic logical channel (CLA encoeding zero as chann

'an open function performed from a non-basiclogical channel (CLiA éncoding a non-zero chann
ber), the DF referenced by curDF on the logical channel numbered in CLA shall be selects
rding to 7.2.2 rule e) on the new logical channel.

p function explicitly closes a logical channel other than the basic one. The L, field shall |
fter closing, the logical channel shall be available forre-use. If bits b8 and b7 of P1 are set
1 set to '80" because the other six bits are RFU)then MANAGE CHANNEL shall close a logig

is set to '00’, then the logical channel numbered in CLA (a non-zero channel number) sh3

is set from '01' to '13’, then the logi€al channel numbered in P2 shall be closed.

logical channel numbered\in P2. P1-P2 codings in the range '8001' to '8013' will
ted in the future.

L function explicitly. closes and opens again any logical channel defined by CLA. The L, fie]
bsent. After resetting, the VA on the logical channel is defined by 7.2.2. The security status s
gical channel shall be revoked.

mand which-resets the basic logical channel and closes all additional logical channels shall |
he basiclogical channel.

AtARDU level, this function (P1-P2='4001") is equivalent to enabling a physical interface (see 5.1).

fP2issetfrom'01' to'13', then it encodes an externally assigned non-zero channélmumber and

ber), the MF or a default application DF shall be implicitly selected as‘the DF referenced by
curDF on the new logical channel.

G — The close function may be aborted if CLA indicates neither the basic logical channlr:l
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Table 64 — MANAGE CHANNEL command-response pair

CLA As defined in 5.4.1

INS '70'

'0000' Open alogical channel to be numbered in the response data field

'0001" to '0013" | Open the logical channel numbered in P2

'8000' Close the logical channel numbered in CLA (other than the basic logical channel)

P1-P2 |'8001' to '8013' |Close the logical channel numbered in P2

L

R +i+lbal H lchaoroal ool o d 20 O
eSSttt TogTCar CrrannCr oo CrCO T G o7y

4000
avavavy

'4001" Reset the basic logical channel and closes all additional logical channels

other values RFU

L.field |Absent for encoding N.=0

IData field |Absent

L. field |Absent for encoding N, = 0, present for encoding N, > 0

Data field [Absent (P1-P2 not set to '0000"), or '01' to '13' (P1-P2 set to '0000")

JW1-SW2 [See Table 6 and Table 7 when relevant, e.g. '6200', '6482', '6881, '6A81'

1/1.3 Data unit handling

11.3.1 Data units

ithin each EF supporting data units, an offset shall reference each data unit. From zero for

data unit of the EF, the offset is incremented by.ohe for each subsequent data unit. The orlllt

element is binary encoded on the minimum number of bytes. Reference to a data unit not co
the EF is an error.

The card can provide a data coding byte,(see Table 126) in the historical bytes (see 12.2.2), in

INFO (see 12.3.3) and in the control irformation of any file (see DO'82' in Table 11). The da

byte fixes a data unit size. If the card'provides data coding bytes in several places, then 7.4.5
ich data coding byte shall be taken into account.

11.3.2 General

Ahy command of this (ghoup shall be aborted if applied to an EF not supporting data units.
pérformed on an ERonly if the security status satisfies the security attributes defined for the
namely, read, writé update, erase, search or compare.

Each command of this group may use either a short EF identifier or a file identifier. If there
rdferenced by curEF at the time of issuing the command, then the process may be complete
EF by just setting all the corresponding bits to 0. If the process is completed, then the iden
b¢comes current.

the first
fset data
ained in

EF.ATR/
a coding
specifies

[t can be
function,

is an EF
d on that
tified EF

1 0 as 1oliows.

— Ifbit bl of INSis set to 0 and bit b8 of P1 to 1, then bits b7 and b6 of P1 are set to 00 (any other value
is RFU), bits b5 to b1 of P1 encode a short EF identifier and P2 (eight bits) encodes an offset from 0

to 255 in the EF referenced by the command.

— If bit b1 of INS is set to 0 and bit b8 of P1 to 0, then P1-P2 (fifteen bits) encodes an offset
referenced by curEF from 0 to 32 767.

— Ifbit bl of INS is set to 1, then P1-P2 shall identify an EF. If the first eleven bits of P1-P2 ar

in the EF

esetto 0

and if bits b5 to bl of P2 are not all equal and if the card and/or the EF supports selection by short

EF identifier, then bits b5 to bl of P2 encode a short EF identifier (a number from one t

o thirty).

Otherwise, P1-P2 is a file identifier. P1-P2 set to '0000' identifies the EF referenced by curEF. At least
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one offset DO'54' shall be present in the command data field. When present in a command or response

data

field, data shall be encapsulated in a discretionary DO'53" ('73' is deprecated for this use).

In this group of commands:

— SW1-SW2 set to '63CX' indicates a successful change of memory state, but after an internal retry
routine; 'X' > '0' encodes the number of retries; 'X' = '0' means that no counter is provided.

— SW1-SW2 set to '6B00' should be used to indicate that the offset points outside of EF.

11.3.3 READ BINARY command
Table 65[shows the READ BINARY C-RP. The response data field gives (part of) the content of an iF
supportihg data units. If the L, field contains only bytes set to '00', then all the bytes until the end of the
file should be read within the limit of 256 for a short L field, or 65 536 for an extended LAfield.
Table 65 — READ BINARY command-response pair
CLA As defined in 5.4.1
INS 'BO" or 'B1'
INS ='B0’ Mandatory offset, possible short EF identifier
P1-P2 See 11.3.2
INS ='B1' EF identifier, or short EF identifier
L.field |Absent for encoding N, = 0, present for encoding N, > 0
INS ='B0’ Absent
Data field
INS ="'B1' Offset DO
L. field |Presentfor encoding N, >0
INS ='B0' Data read
Data field
INS ="'B1' Discretionary DO for encapsulating data read
SW1-SW2 [See Table 6 and Table 7 whenrelevant, e.g~6281','6282','6700','6981, '6982','6986','6A81','6A82",'6BOp’
11.3.4 WRITE BINARY command
Table 66 [shows the WRITE BINARY G:RP. The command initiates one of the following operations into an
EF accorgling to the file attributes:
1) the lpgical-OR of the bits already present in the card with the bits given in the command data fiefd
(the Jogical erased state.of the bits of the file is zero);
2) the Write-once of the bits given in the command data field (the command shall be aborted if the

string of data,units is not in the logical erased state);

3) thel
(the

ogical erased state of the bits of the file is one).

bgical-AND of the bits already present in the card with the bits given in the command data fielld

By defau

78

t, I.e. when a data coding byte is not available (see 11.3.1), operation 1) shall apply in that E
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Table 66 — WRITE BINARY command-response pair

CLA As defined in 5.4.1
INS 'DO’ or 'DT"
INS ='D0’ Mandatory offset, possible short EF identifier
P1-P2 See11.3.2
INS ='D1' EF identifier, or short EF identifier
L.field [Presentfor encoding N.> 0
) INS="D0' |String of data units to be written
Data field
INS="Dt+—offset DO-and-diseretionarybDO-forencapstlatinsthe string-of datatnitste-bewritten
L, field |Absent for encoding N, =0
Data field |Absent
JW1-SW2 |See Table 6 and Table 7 when relevant, e.g. '63CX' (see 11.3.2), '6581', '6700', :6981', '6982', 6B00’

11.3.5 UPDATE BINARY command

Table 67 — UPDATE BINARY command-response pair

Table 67 shows the UTDATE BINARY C-RP. The command initiates the update of bits already present in
am EF with the bits given in the command data field. When the proeeéss is completed, each b
specified data unit will have the value specified in the command data-field.

t of each

CLA As defined in 5.4.1
INS 'D6' or 'D7’
INS ='Dé6' Mandatory offset, possiblé'short EF identifier
P1-P2 See 11.3.2
INS='D7' EF identifier, or short EF identifier
L.field |Present for encoding N.>0
Data field INS ='D6' String of data uhits to be updated
INS ='D7' Offset DO, and discretionary DO for encapsulating the string of updating data units
L. field [Absent for encoding N, =0
Data field [Absent
SW1-SW2 |See Table 6 and Table 7 when relevant, e.g. '63CX' (see 11.3.2), '6581', '6700', '6981', '6982', '¢B00’

11.3.6 SEARCH BINARY command

T4ble 68 shows)the SEARCH BINARY C-RP. The command initiates a search within an EF suppor
units. The response data field gives the offset of a data unit: the byte string at the returned offs
tHe EF shalDhave the same value as the search string in the command data field. The respd
field is;absent either because the L, field is absent, or because no match is found. If the search
all)sent, then the response data field gives the offset of the first data unit in a logically erased s

ting data
et within
nse data
string is
[ate.

Table 68 — SEARCH BINARY command-response pair

CLA As defined in 5.4.1
INS 'A0" or 'AT'
A Mandatory offset, possible short EF iden-
INS ="A0 o
P1-P2 tifier See 11.3.2
INS ="'A1' EF identifier, or short EF identifier
L.field |Absent for encoding N, = 0, present for encoding N> 0
) INS ="A0’ Absent or search string
Data field X X . :
INS ="A1' Offset DO and discretionary DO for encapsulating the search string
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Table 68 (continued)

L, field

Absent for encoding N, = 0, present for encoding N, > 0

Data field

INS ="A0’ Absent or offset of the first data unit matching the command data field

INS ="AT’ Offset DO indicating the first data unit matching the search string

SW1-SW2 [See Table 6 and Table 7 when relevant, e.g. '6282','6982', '6B00’

11.3.7 ERASE BINARY command

Table 69
erased st

— IfIN
be er
the d

— IfIN
If the
indid
offse
it shi

shows the ERASE BINARY C-RP. The command sets (part of) the content of an EF to its logig
ate, sequentially, starting from a given offset.

5

b = '0OE’, then, if present, the command data field encodes the offset of the first data umit not
ased. This offset shall be higher than the one encoded in P1-P2. If the data field)istabsent, the
ommand erases up to the end of the file.

-

5 = '0F', then, if present, the command data field shall consist of zero, gneor two offset DC
bre is no offset, then the command erases all the data units in the file\Ifthere is one offset,
ates the first data unit to be erased; then the command erases up.to/the end of the file. T\
ts define a sequence of data units: the second offsetindicates the firstdata unit not to be erase
1l be higher than the first offset.

Table 69 — ERASE BINARY command-response pair

Lo
30!

e}
d;

CLA As defined in 5.4.1
INS '0E' or 'OF'
INS ="0E' Mandatory offset, possible short EF identifier
P1-P2 See 11.3.2
INS ="'0F' EF identifier, or short EF identifier
L field| [Absent for encoding N, = 0, present for encoding N, > 0
INS ="'0E' Absent or offset of the.first data unit not to be erased
Data fielgl
INS = '0F' Absent or one or-two offset DOs
L, field| |Absent for encoding N, =0
Data fieldl | Absent
SW1-SWP |See Table 6 and TableZ when relevant, e.g. '63CX' (see 11.3.2), '6581', '6700', '6981', '6982', '6B00’
11.3.8 (OMPARE BINARY-function
This fungtion is supported by the COMPARE command (see 11.7.1).
11.4 Refcordthandling

11.4.1 Records

Within each EF supporting records, a record number and/or a record identifier shall reference each
record. Reference to a record not contained in the EF is an error.

Referencing by record number — Each record number is unique and sequential.

— Within each EF supporting a linear structure, the record numbers shall be sequentially assigned
when writing or appending, i.e. in the order of creation; the first record (number one) is the first
created record.

— Within each EF supporting a cyclic structure, the record numbers shall be sequentially assigned in
the opposite order, i.e. the first record (number one) is the most recently created record.

80
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The following rule is defined for linear structures and for cyclic structures.
— Zero shall refer to the record referenced by curRecord.

Referencing by record identifier — Each record identifier is provided by an application. Several
records may have the same record identifier, in which case data contained in the records may be used
for discriminating between them. If a record is a SIMPLE-TLV data object in a data field, then the record
identifier is the first byte of the data object, i.e. the SIMPLE-TLV tag.

Referencing by record identifier shall induce the management of curRecord. Enablmg a physical

4o fo e = 1 al cla al Pl oh i mPal ad ad alid choxt T 2o t f f
1 tCT 1u\4b, lebLLAlls & Ausl\,ul bllullllbl’ a-SEEEETaha ujj] cofhrahe u.)ljjs a—varte-SHofrt 1_41 teeRntirler ror

agcessing an EF may affect curRecord. Referencing by record number shall not affect curRegord.

Each time a reference is made with a record identifier, the logical position of the target record shall be
inldicated: the first or last occurrence, the next or previous occurrence relative to curRecord.

— Within each EF supporting a linear structure, the logical positions shall be-sequentially|assigned
when writing or appending, i.e. in the order of creation. The first created.record is in the fiffst logical
position.

— Within each EF supporting a cyclic structure, the logical positiond shall be sequentially assigned in
the opposite order, i.e. the most recently created record is in thefirst logical position.

The following rules are defined for linear structures and for cyclie' structures.

— The first occurrence shall be the record with the specified identifier and in the first logical[position;
the last occurrence shall be the record with the spegified identifier and in the last logical position.

— Ifthereisarecordreferenced by curRecord, then®he next occurrence shall be the closest re¢ord with
the specified identifier but in a greater logical'position than the record referenced by curRgcord; the
previous occurrence shall be the closest record with the specified identifier but in a smaller logical
position than the record referenced by curRecord.

—t If curRecord is not set, then the next occurrence shall be equivalent to the first occurrgnce; the
previous occurrence shall be equivalent to the last occurrence.

—t Zero shall refer to the first, last, next or previous record in the numbering sequence, indegendently
from the record identifier

11.4.2 General

Ahy command of this” group shall be aborted if applied to an EF not supporting records. |t can be
performed on ad EF only if the security status satisfies the security attributes defined for the [function,
namely, read, write, append, update, search, erase, activate or deactivate.

The recordsin an EF may support record life cycle. If so, in general deactivated records are not dccessible
by the temmands READ RECORD, WRITE RECORD, UPDATE RECORD, ERASE RECORD, APPEND RECORD and
COMPARE (RECORD) If such a command is used the respective command returns w1th the stafus bytes
. C irds shall
be 1gnored when executmg a SEARCH RECORD command Further detalls and exceptlons to the general
rules stated above are given below.

Two commands of this group (READ, UPDATE) may use an odd INS code (data fields encoded in BER-TLV)
for initiating an action on a part of a given record (partial read, partial update). Then an offset shall
reference each byte inside a record: from 0 for the first byte of the record, the offset is incremented
by one for each subsequent byte of the record. Reference to a byte not contained in the record is an
error. As needed, the offset data element is binary encoded and referenced by tag '54'. When present
in a command or response data field, data shall be encapsulated in a discretionary DO'53" ('73' is
deprecated for this use).
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Each command of this group may use a short EF identifier. If the process is completed, then the
identified EF becomes current and curRecord is reset. If there is an EF referenced by curEF at the time
of issuing the command, then the process may be completed without indicating the EF (by just setting
the corresponding five bits to 0).

P1 — Each record number or identifier is a number from one to 254, encoded by a value of P1 from '01'
to 'FE". 0 (encoded '00") is reserved for special purposes. 255 (encoded 'FF') is RFU.

NOTE If the number of records exceeds the numbering range ('01' to 'FE') of the record handling command,
records can be handled e.g. by using next occurrence option of the record identifier, or by using multiple record

h dl' =l paj L AInVallate LER N 4 41 1 4 1 adelo ] - e | deads
an lng VILITTTUULUIU TTUITNIUTT DU UL L INCATULCLUTITUCITICT ITIITAITIS LIIT CIUSTOU T ULULIU VWILIT UIIT DPCLLIICU IUCTITIUITITT,.

P2 — If pits b8 to b4 are not all equal, these bits are a short EF identifier according to TablecZ0-and
bits 3 to [L depend upon the command. If bits b8 to bl are set to 11111000 (i.e. P2 = ‘F8°), P2.indicatps
multiple fecord handling (for details, see 11.4.3 to 11.4.10).

Table 70 — Coding of P2

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
0O(0]0|]O0]|O - - - |Current EF
Not/all equal - - - |Short EF identifier (a number from one totHirty)
1({1}(1]1]0] 0| 0 |Multiplerecordhandling (for details, seg11.4.3 to 11.4.10)

1 1 1 1 | Notall zero |RFU

In this grfoup of commands, SW1-SW2 set to '63CX' indicates assuccessful change of memory state, bjit
after an internal retry routine; 'X' > '0' encodes the number df'retries; 'X' = '0' means that no counterf|is
provided|

In the mpltiple record handling option of this command group, SW1-SW2 set to ‘6287 indicates thpt
some cothmand processes are done and others are net/(e.g. some addressed records are read but othefs
are not).[SW1-SW2 set to ‘6F00‘ indicates that all,command processes are not completed for different
reasons (e.g. record deactivated, security status'not satisfied).

11.4.3 READ RECORD (S) command

Table 71[shows the READ RECORD /(S):€-RP. The response data field gives the (partial) contents of the
addresseld record(s) (or the beginning part of one record) within an EF.

If any re¢ord referenced by P1-and P2 is in record LCS DEACTIVATED, the command is processed with
warning[6287' and the response data field shall be empty.

If INS =[B2' and if thefecords are SIMPLE-TLV data objects (see 6.2), then Figure 9 illustrates the
responsg data field,\The comparison of N, with the TLv structure indicates whether the unique record
(read ong record).er the last record (read all records) is incomplete, complete or padded.

NOTE [fthe records are not data objects, then the read-all-records function results in receiving recorfls
without delinmiter.

If INS = 'B3’, then the command does not support the "read all records” options in P2. It partially reads
the record referenced by P1. The command data field shall contain an offset DO'54' indicating the first
byte to be read in the record. The response data field shall contain a discretionary DO'53" encapsulating
the data read.

If INS = ‘B2‘ and bits b8 to bl of P2 are set to 11111000 (i.e. P2 = ‘F8°), then this command may read
multiple records in different EFs. The command data field contains one or more record handling
DO'7F76‘ each containing one file reference DO‘51‘ and one or more integer DO‘02". The value field of
DO‘51‘ contains a file identifier or a short EF identifier indicating the record structure EF under the
DF referenced by curDF. This field may also contain a relative path or an absolute path. The value field
of DO‘02‘ is a record number to be read from the file referenced by DO‘51‘. DO‘02‘ may indicate record
number over 254. For each DO‘02‘ under DO‘7F76 in the command data field, the response data field
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contains a corresponding DO‘53‘ or DO‘04". If the addressed record is readable (i.e. record exists, record
is activated and security status satisfies the security attributes) then the corresponding DO‘53° contains
the entire record. When present, a DO‘53‘ denotes an implicit normal processing without corresponding
status bytes, i.e. ‘9000". Otherwise the corresponding DO‘04‘ contains value of status bytes defined in
Table 5 and 6 indicating why the record data is not read. If at least one addressed record is not read, the
status bytes ‘6287 shall be returned. The VA shall not be changed in case P2 = ‘F8'.

If INS='B2" and P2 = 'F8' and the command data references missing files or files with incompatible file
structure or missing record(s), the command shall be aborted with the respective return code from
Table 5 or 6 (e.g. command incompatible with file structure '6981), file not found '6A82', record not
foqund '6A83’, etc.).

Table 71 — READ RECORD (S) command-response pair

CLA As defined in 5.4.1
INS 'B2' or 'B3’
P1 Record number or record identifier or '00' referencing the record referénced by curRecord
P2 See Table 72
L.field [Absent for encoding N, =0, present for encoding N.> 0
INS = ‘B2* and bits b8 to bl of P2 set to 11111000 |One or more record handling DO*7F76

. INS = 'B2" and bits b8 to b1 of P2 not set to
Ipata field 11111000 AbSent

INS ="B3’ offset DO
L. field [Present for encodingN,>0

One or more discretionary data DO‘5B‘ and/or
DO‘04‘ containing value of status bytef.

INS ="'B2'and bits b8 to b1 of P2 not setto 11111000 |Data read
INS ='B3' Discretionary DO for encapsulating the|data read
JW1-SW2 |See Table 6 and Table 7 when-relevant, e.g. '6281, '6282','6700", '6981', '6982', '6A81, '6A82'| '6A83'

INS = ‘B2‘ and bits b8 to b1 of P2 set to 111+1000

Ipata field

Table 72 — Coding of P2 in the READ RECORD (S) command

h8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
FIXLEIX X O | - Short EF identifier according to Table 70
(Not all one)
0 | x | x |Record identifier in P1
0| 0| 0 |— Readfirstoccurrence
0| 0| 1]|— Readlastoccurrence
0| 1] 0 [— Readnextoccurrence
Not all one 0| 1|1 |— Readpreviousoccurrence
+——xTxTRecordnumberinPt
1| 0| 0 |— ReadrecordP1
1| 0| 1 ]|— Readallrecordsfrom P1 up to the last (for INS = 'B2' only)
1| 1| 0 |— Readallrecordsfrom thelastup to P1 (for INS ='B2' only)
1|11(1(1|1([0)|0]|0|INS=B2 P1 setto ‘00’ and one or more record handling DO‘7F76’ in
the command data field
NOTE Any other value is RFU.

If the L, field contains only bytes set to '00’, then the command should read completely either the single
requested record, or the requested sequence of records, depending on bits 3, 2 and 1 of P2 and within
the limit of 256 for a short L, field, or 65 536 for an extended L, field.
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Case a — Partial read of one record (the L. field does not contain only bytes set to '00")

| T, (one byte) | L, (one or three bytes) I First bytes of V,, |

< N, bytes >
Case b — Complete read of one record (the L. field contains only bytes set to '00")
I T, (one byte) I L. (one or three bytes) | All the bytes of V,, |
Case ¢ — Partial read of a sequence of records (the L. field does not contain only bytes set to '00")

| Tn-Ly-V, | I Them = Lnsm- Voum  (First bytes of the record) |

< Nbytes
Case d — Read several records up to the file end (the L. field contains only bytes set to '00")

| Ty Lo -V, | . ] Toem - Lovm= Viom |

Figure 9 — Response data fields with INS = 'B2' when records are SIMPLE-TLY data objects

11.4.4 WRITE RECORD command

Table 73 shows the WRITE RECORD C-RP. The command initiates one of the-féllowing operations into 3
EF accorgling to the file attributes:

1) the Write-once of a record given in the command data field (the,command shall be aborted if the
record is not in the logical erased state);

2) the Ipgical-OR of the data bytes of a record already present in the card with the data bytes of the

reco

3) thel
reco

By defau

If the red
with war

When P1

If applied

2and 1 of P2 set to 011) behayes as APPEND RECORD.

If bits b8
different
one file r
value fie
EF undey

"d given in the command data field;

d given in the command data field.
t, i.e. when a data coding byte is not.available (see 11.3.1), operation 1) shall apply in that EF

ord referenced by P1 and P2 iszimn the record LCS DEACTIVATED, the command is process¢
ning '6287' without changing the tecord content.

set as ‘00’, the command §hall set curRecord on the successfully written record.

to an EF supporting@cyclic structure with records of fixed size, the “previous” option (bits

pgical-AND of the data bytes of a record already present in the card with the data bytes of the

L1

3,

1

to b1l of P2 arefsetto 11111000 (i.e. P2 = ‘F8°), then this command may write multiple records
EFs. The comimand data field contains one or more record handling DO‘7F76‘ each containi

thé DF referenced by curDF. This field also may contain a relative path or an absolute pa

The valu

g

pferenceD0‘51° and one or more sets of an integer DO‘02‘ and a discretionary data DO‘53". The
d of DO*51‘ contains a file identifier or a short EF identifier indicating the record structufe

e (field of DO‘02° is a target record number in the file referenced by DO‘51". The value field jof

DO‘53‘ is the record to be written. DOUZ™ may indicate record number over Z254. This command can
be performed only when all addressed records are stored in record structure EF(s), addressed records
are present and activated, and when the security status satisfies the security attributes. If at least one
addressed record is not written, any of addressed record is not written. The VA shall not be changed in
case P2 = ‘F8-".
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Table 73 — WRITE RECORD command-response pair

CLA

As defined in 5.4.1

INS

|D21

P1

Record number or '00' referencing the record referenced by curRecord

p2

See Table 74

L, field

Present for encoding N.> 0

ata field

Bits b8 to bl of P2 setto 11111000 One or more record handling DO‘7F76°

Rat

H L
TS O

QO+ 11

£DD o £ 4
Ut DT OT T ZTHoTSttTT0

o)

i

oy

11111000

Record to be written

L, field

Absent for encoding N, = 0

[Data field

Absent

JW1-Sw2

See Table 6 and Table 7 when relevant, e.g. '63CX' (see 11.4.2), '6581', '6700" '6981', '698
'6A81','6A82', '6A83, '6A84", '6A85'

P', '6986,

Table 74 — Coding of P2 in the WRITE RECORD command and the UPDATE RECORD COmMmz

even INS code

nd with

h8 | b7

b6

b5

b4

b3

b2

b1

Meaning

X X

X

X

(Notall one)

Short EF identifier according to'Table 70

Not all one

P1 setto'00’

— Firstrecord

— Lastrecord

— Nextreeord

— Previous record

Not all one

== = =R =N Nl N

ORI Rr|OC|O|X

O|lRr|[O|Rr|OX

Recordnumber in P1

1| 1

1

1

1

0

Pl.sét to ‘00‘ and one or more record handling DO*7F76’ in the
data field

ommand

NOTE Any other value is RFU.

If|the records are SIMPLE{TLV'data objects (see 6.2), then Figure 10 illustrates the command d3

ta field.

T, (one byte)

| L (orie or three bytes) |

All the bytes of V,,

Figure 10~~— APDU data field (one complete record nesting a SIMPLE-TLV data obje

11.4.5+ UPDATE RECORD command

Ct)

T4qbl® 75 shows the UPDATE RECORD C-RP. The command initiates the update of a specific reg

ord with

the bytes given in the command data field. When P1 set as ‘00’, the command shall set curRecord on the
successfully updated record.

If applied to an EF supporting a linear or cyclic structure with records of fixed size, then the command
shall be aborted if the record size after updating would be different from the size of the existing record.

If applied to an EF supporting a linear structure with records of variable size, then the command may
be carried out when the record size after updating is different from the size of the existing record.

If applied to an EF supporting a cyclic structure with records of fixed size, the “previous” option (bits 3,
2 and 1 of P2 set to 011) behaves as APPEND RECORD.
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If the record referenced by P1 and P2 is in the record LCS DEACTIVATED, the command is processed
with warning '6287' without changing the record content.

If INS = 'DC' and if the records are SIMPLE-TLV data objects (see 6.2), then Figure 10 illustrates the
command data field.

If INS = 'DD’, then the command partially updates the record referenced by P1. The command data field
shall contain an offset DO'54' for indicating the first byte to be updated in the record and a DO'53" ('73'
is deprecated for this use) for encapsulating the updating data.

IfINS =" e 5 3)-then-this-command-may-tpdate
multiple fecordsin different EFs. The command data field contains one or more record handling DO 7F%6°

record stfructure EF under the DF referenced by curDF. This field also may contain a relatjive‘path or gn
absolute [path. The value field of DO‘02° is a target record number in the file referenced\by DO‘51'The
value field in DO‘53" is the updating data for the target record. DO‘02‘ may indicate re¢ord number over
254. Thig command can be performed only when all addressed records are stored’in record structufe
EF(s), adflressed records are present and activated, and when the security status/satisfies the securify
attributefs. If at least one addressed record is not updated, any of addressed yrecord is not updated. The
VA shall pot be changed in case P2 = ‘F8".

Table 75 — UPDATE RECORD command-responsSe pair

CLA As defined in 5.4.1
INS 'DC' or 'DD'
P1 Record number or '00' referencing the record referenced by curRecord
P2 See Table 74 (INS ='DC") or Table 76 (INS ='DD")
L.field| |Presentfor encoding N, >0
INS = ‘DC* and bits b8 to bl of P2 set to 11111000 One or more record handling DO‘7F76°

INS = 'DC' and bits b8 to b1 of P2 not set to
Data fielfl 111111000

Updating data

Offset DO and discretionary DO for encapsu-

INS="DD lating the updating data

L. field| |Absent for encoding N, =0

Data fielfl |Absent
See Table 6 and-Table 7 when relevant, e.g. '63CX' (see 11.4.2), '6581', '6700', '6981', '6982', '6984

SWISWE L6481, ‘682 '6AB3, '6A84, '6A85' ’
Table76 — Coding of P2 in the UPDATE RECORD command with INS = 'DD’
b8 | b7 ||b6 } b5l b4 | b3 | b2 | b1 Meaning
X | X ||&4 x| x| - |- | - |ShortEF identifier according to Table 70
-1 -1-1-1-]11]x] x |Record number in P1
R - - - - 1| 0| 0 [— Replace
- -/-|-1-11]0]1]— Logical AND
- -1-1--11]1]0]|— Logical OR
- -1-]1-1-1111]1]— LogicalXOR

NOTE Any other value is RFU.
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11.4.6 APPEND RECORD command

Table 77 shows the APPEND RECORD C-RP. The command initiates either the writing of a new record at
the end of a linear structure, or at the beginning of a cyclic structure. The command shall set curRecord
on the successfully appended record.

If the command applies to a linear structure full of records, then the command is aborted because there
is not enough memory space in the file.

If the command apphes to a cycllc structure full of records then the record with the hlghest record

becomes

n :
rgcord number one. Ifthe record with the hlghest record number is in the record LCS DEAETIVATED the
cgmmand is processed with warning '6287' without changing any record content or recgrd‘nymber.
If|lthe records in the EF have record life cycle, the LCS of the appended record shall.bg’set to AL TIVATED
unless otherwise specified.
Ifjthe records are SIMPLE-TLV data objects (see 6.2), then Figure 10 illustrates the command ddta field.
If]bits b8 to b1 of P2 are set to 11111000 (i.e. P2 = ‘F8‘), then this command.imay append multiple records
td different EFs. The command data field contains one or more record handling DO*7F76' contajning one
file reference DO‘51‘ and one or more discretionary data DO‘53‘. The value field of DO‘51‘ contgins a file
identifier or a short EF identifier indicating the record structure-EF under the DF referenced by curDF.
This field also may contain a relative path or an absolute path{The value field of DO‘53" is the fecord to
b¢ appended. This command can be performed only whep-all addressed EFs are record strudture and
have enough space for appending record, and when the security status satisfies the security attributes.
If|at least one of the records is not appended, any of records is not appended to the addressed EFs. The
VA shall not be changed in case P2 = ‘F8".
Table 77 — APPEND RECORD command-response pair
CLA As defined in 5.4.1
INS 'E2'
P1 '00' (any other value is invalid)
P2 See Table 78 with bits 3 to 1 set to 000 (any other value is RFU)
L field [Present for encodingN, >0
Bits b8 to bl of P2 Set to 11111000 One or more record handling DO*7F76°
Data field | Bits b8 to b1(of P2 not set to
11111000 Record to be appended
L, field |[Absentfor encoding N,=0
Data field |AbSent
dwi-sws See Table 6 and Table 7 when relevant, e.g. '63CX" (see 11.4.2),'6287' 6581','6700','6981','6942",'6986,
'6A81', '6A82','6A83, '6A84', '6A85'
Table 78 — Coding of P2 in the APPEND RECORD command with INS ='DD’
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
X X X X X
- | - | - [ShortEF identifier according to Table 70
(Notall one)
Not all one 0 | 0 | 0 [Command data field containing record to be appended
1 | 1 | 1 | 1 | 110 ] 0| O |Oneormorerecord handling DO’7F76’
NOTE Any other value is RFU.
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11.4.7 SEARCH RECORD command

Table 79 shows the SEARCH RECORD C-RP. If bits b8 to bl of P2 are not set to 11111000 (i.e. P2 = ‘F8),
this command initiates a simple or enhanced or proprietary search on records stored within one
addressed EF. The search can be limited to records with a given identifier or to records with a number
greater or smaller than a given number. It can be performed in increasing or in decreasing order of
record numbers. The search starts either from the first byte of the records (simple search), or from a
given offset within the records (enhanced search), or from the first occurrence of a given byte within
the records (enhanced search). The response data field gives the numbers of the records matching the
search criteria within an EF supporting records. The command shall set curEF and curRecord on the
first recdrd matching the search criteria even if the record number is used in P1.

If bits b{ to bl of P2 are set to 11111000 (i.e. P2 = ‘F8‘), this command initiates a search onrecorgs
stored wjithin one or more addressed EFs (search through multiple EFs). Two options are provided fpr
search through multiple EFs such as simple and enhanced search through multiple EFs. Thé command
data fiell contains one record handling DO‘7F76" The search covers all activated.records in gll
the EFs 3ddressed by file reference DOs. The response data field gives one or more\record handling
DO'7F76{ each containing one file reference DO‘51° with one or more integer DO 02‘. DO‘51‘ gives fjle
referenc¢ to an EF storing the record matching the search criteria. Value field\gf/D0‘02* is the record
number |ndicating the record matching the search criteria. DO‘02‘ may indicate record number over
254. Thi$ command can be performed on each activated record in each EFwhen the security statps
satisfies the security attribute. If the command data references missingfiles or files with incompatible
file strudture, the command shall be aborted with the respective réturn code from Table 5 or 6 (elg.
commangl incompatible with file structure '6981’, file not found '6A82', etc.).

For simple search through multiple EFs, record handling DO;7F76‘ contains one or more file referenfe
DO‘51° and one discretionary data DO‘53‘ (see Table 82). Thewvalue field of each DO‘51‘ contains a file
identifief or a short EF identifier indicating the record strticture EF under the DF referenced by curQF.
This field also may contain a relative path or an abselute path. The value field of DO‘53" is a sear¢h
string. The search covers all activated records in all the EFs addressed by file reference DOs.

For enhahced search through multiple EFs, record handling DO‘7F76‘ contains one or more file referenfe
DO‘51", ope optional record selection DO’AQ‘\Jene search configuration DO’A1’, and one search string
DO’A3’ (gee Table 83).

The recofd selection DO’AQ‘ in a record handling DO*7F76‘ contains either one or more record numbpgr
range DJ’BO or one record numberiist DO’B1‘ (see Table 84). One record number range DO’B0‘ contains
two DO‘(2". The first DO‘02‘ enc¢dges the start record number to search and the second DO‘02° encodps
the number of records to search from the start record number. The value 0 of the first data objefct
indicated the last record. THevalue 0 of the second data object indicates that all records from the start
record nimber are searched. The search order ascending or descending from the start record numbpr
is indicatled in a searcheganfiguration parameter DO‘80‘ (see Table 86) in a search configuration DO’A1’
e

The searfh eonfiguration DO’A1‘ in a record handling DO‘7F76‘ contains one configuration parametpr
DO‘80° and-one optional search window DO’B0‘ (see Table 85). A search configuration parametpr
indicates search order, step-width for searching, and search termination (see lable 86). A search
window contains two DO‘02". The first DO‘02‘ encodes the offset indicating the search starting position
in the records. The second DO‘02‘ encodes the number of bytes for searching from the offset in the
records. The value 0 of this data object indicates all bytes from the offset in the records are searched.
If the first DO‘02‘ is empty, it indicates the number of bytes indicated by the second DO‘02‘ at the end
of the records are searched, e.g. ‘B0 05 02 00 02 01 03‘ encodes the last 3 bytes of the records are
searched. The length of a search window shall be equal or longer than a search string. The search starts
from the beginning of a search window and ends when the end of a search string reaches to the end of a
search window.

The search string DO’A3‘in arecord handling DO*7F76‘ contains either one search string interval DO’B0’
or one search string set DO’B1‘ (see Table 87). A search string interval contains one search string lower
bound DO‘81‘ and one search string upper bound D0O’82’. The value field of these DOs are interpreted
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as a binary representation of the lower/upper bound value. A search string set contains one or more
sets of one single search string DO‘81‘ and one optional binary filter DO‘5F71". The single search string
in a DO’81" and the corresponding binary filter in a DO’5F71" shall have the same length. If present,
the binary filter DO'5F71' follows immediately subsequent to the related single search string DO'81". If
more than one DO'81' is present, the search is successful, if at least one match is found (logical OR).

In an EF supporting records of variable size with linear structure, the search shall not take into account
the records shorter than the search string. In an EF supporting records of fixed size with linear or cyclic
structure, if the search string is longer than the records, then the card shall abort the command.

REcords with arecord LCS SEt to DEACTIVATED shall be ignoreda during the searcn.

Table 79 — SEARCH RECORD command-response pair

CLA As defined in 5.4.1
INS 'A2'
P1 Record number or record identifier or '00' referencing the record referenced by curRecord
P2 See Table 80
L.field |Present for encoding N.>0
Bits b8 to b4 of P2 notsetto 11111 and bits b3 and Search stri
b2 of P2 not set to 11, simple search 8
Data field Bits b8 to b4 of P2 not set to 11111 and bits b3 to|Search indication (2 bytes, see Table 81) followed
bl of P2 set to 110, enhanced search by search string
Bits b8 to b1 of P2 set to 11111000, search . . .
through multiple EF One record handling DO‘7F76
Bits b8 to b4 of P2 not set to 11111 and bits'b3 to Proprietar
bl of P2 set to 111, proprietary search P y
L, field |Absent for encoding N, = 0, present for’encoding N, > 0
Bits b8 to bl of P2 set to 11111000, search Absent, or one or more record handling
Data field [through multiple EF DO‘7F76'
Others Absent or record number(s)
JW1-SW2 [See Table 6 and Table\% when relevant, e.g. '6282", '6982'
NOTE1 The response data fieldis'absent either because the L, field is absent, or because no match is found.
NOTE 2 The response datafield does not give record identifiers because it is possible that they are not unique.
Il an enhanced search (bits 3, 2 and 1 of P2 set to 110), the command data field consists of|a search
indication on twobytes followed by a search string. Table 81 specifies the first search indicafion byte.
Agcording to. the first byte of the search indication, the second byte is either an offset or a yalue, i.e.
tHe search/in‘the records shall start either from this offset (see 11.4.2) or after the first occufrence of
tHis value:
89
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Table 80 — Coding of P2 in the SEARCH RECORD command

b8 | b7 |b6 | b5 | b4 | b3 | b2 | bl Meaning

X X X X X
(Notall one)

- | - | - [ShortEF identifier according to Table 70

Simple search with record identifier in P1

— Forward from first occurrence

o|lo|®

— Backward from last occurrence

| P rdfroa o rS
T-orwatrea o xXcoteutrtence

Not|all one — Backward from previous occurrence

Simple search with record number in P1

— Forward from P1

— Backward from P1

Enhanced search

Ll B k=R K "R =R k=R =]
=l =A== R
=l =l =R N I R N =R ]

Proprietary search

Search through multiple EFs
P1 setto ‘00’

1|11 1|1/f0

o
o

NOTE Anly other value is RFU.

Table 81 — Coding of the first byte of the search indication

b8 | b7 |[b6 | b5 | b4 | b3 | b2 | b1 Meaning
0] - | - | - |Thesubsequent byte is an.dffset (start from that position)

The subsequent byte is«a value (start after the first occurrence)

Record identifierin’P1

— Forward frem first occurrence

— Backward from last occurrence

— Forward from next occurrence

— _ Backward from previous occurrence

Record number in P1

+— Forward from P1

— Backward from P1

— Forward from next record

'
'
'
'
1
e el Rl el Bl E=R E=R =R N = Ne]
RPYHEALO | O (X | R R | OO | X
= | OO X |k |k [O]|X

— Backward from previous record

NOTE Anjy other value(is.RFU.

Table 82 — Record handling for simple search through multiple EFs

Tag Value Occurrence
‘7F76'  |Record handling DOs
‘51 |File reference DO Atleast once
‘53‘ |Discretionary DO Once, mandatory
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Table 83 — Record handling for enhanced search through multiple EFs

Tag Value Occurrence Note
‘7F76'  |Record handling DOs
‘51 |File reference DO Atleast once
‘A0‘ |Record selection DOs Once, optional See Table 84
‘A1° |Search configuration DOs Once, mandatory See Table 85
‘A3‘ |Search string DOs Once, mandatory See Table 87

Table 84 — Record selection for enhanced search through multiple EFs

Tag Value Occurrence
‘A0 Record selection DOs
‘BO* Record number range DOs At least once
Choice ‘02° Start record number Once
between o
those 02 Number of records to search Once
‘B1° Record number list DOs Once
‘02° |Record number At least once

Table 85 — Search configuration for enhanced search through multiple EFs

Tag Value Occurrence Note

‘A1’ Search configuration DOs

‘80° Search configuration parameter | Once, mandatory |See Table 86

‘BO* Search window DOs Once, optional

‘021 Offset Once
‘02° Number ofbytes Once
Table 86 - Coding of search configuration parameter
b8 | b7 | b6 | b5 | b4'b3 | b2 | bl Meaning
X - - - - - - - |Search order
0 - - - - - - - |Search in record number ascending order
1 - > - - - - - |Search in record number descending order
- > - - - - - |Step-width for search
- - - - - - - |Byte-wise
) 1 i ) ) i ) i Search string-wise, i.e. the length of search string
is the step-wise

- - X X - - - - |Configuration for search termination
= = G G = = = = St‘dl Lh dll dddl Cbbcd I'CLUI le ill dl‘l dddl Ubbed EFD
- - 0 1 - - - - |Terminate search for one EF after first matching
- - 1 0 - - - - |RFU
- - 1 1 - - - - |Terminate search for all EFs after first matching
- - - - X X X x |0000 (any other value is RFU)
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Table 87 — Search string for enhanced search through multiple EFs

Tag Value Occurrence
‘A3’ Search string DOs
‘BO* Search string interval DOs Once
‘81 |Search string lower bound Once, mandatory
‘82 |Search string upper bound Once, mandatory
Choice
between ‘B1* Search string set DOs Once
those
‘81° |Single search string Atleast once
Binary filter providing a binary
) . |mask to be used in a logical AND . o
SF71 operation onto the data to be Optional for each DAG!
compared

11.4.8

Table 88
sets one
sequence
and may

If bits b4
different
contains
more int
the recor
an absoly
254. This
EF(s), ad
attribute
missing 1
comman
at least @
set. The |

If any re
comman

The VA s

ERASE RECORD (S) command

shows the ERASE RECORD (S) C-RP. If bits b8 to b4 of P2 are not&etto 11111, the comma

still be accessible by WRITE RECORD and UPDATE RECORD conimands.

bger DO‘02'. The value field of DO‘51‘ contains a file identifier or a short EF identifier indicati
d structure EF under the DF referenced by curDF. This field may also contain a relative path
Ite path. The value field of DO‘02° is a record humber. DO‘02‘ may indicate record number ov

command can be performed only whemall addressed records are stored in record structu
dressed records are present and activated, and when security status satisfies the securi
s. If the command data references:missing file(s) or file(s) with incompatible file structure

ecord(s), the command shall be aborted with the respective return code from Table 5 or 6 (e
l incompatible with file structure '6981), file not found '6A82', record not found ‘6A83, etc.).
ne addressed record is not\set to the logical erase state, any of addressed record may not |
VA shall not be changed nycase P2 = ‘F8".

] is processed with*warning, SW1-SW2 as '6287' without changing any record content.

nall not be changed by this command.

Cord referenced byC’P.t"and P2, or the command data field is in record LCS DEACTIVATED, the

d

br more records of an EF to the logical erased state, either the record referenced by P1, or the
of records from P1, sequentially, up to the end of the file. Epased records shall not be delet¢d

to bl of P2 are set to 11111000 (i.e. P2 = ‘F8), thexcommand sets one or more records [n
EFs referenced by the command data field to the logical erase state. The command data field
one or more record handling DO‘7F76‘ each copt@ining one file reference DO‘51° and one pr

g
DI

er
e
Fy
DI’
g.
If
e
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Table 88 — ERASE RECORD (S) command-response pair

CLA As defined in 5.4.1

INS '0C'

P1 Record number

P2 See Table 89

L.field [Absentfor encoding N, =0, present for encoding N.> 0

Data field

Bits b8 to b4 of P2 notsetto 11111 Absent

DRt 1LO + o 1.1 £DD +4+o0.11111000 DO 74"
TTITTUOUT 7T 7O

H O raaaara i rd baxdlio
DIt Do toO 0T OTrTZ25SCTtTto0—T orC O ThHoT CTCCoT U TIanarnT S o

L, field |Absent for encoding N, =0

ata field [Absent

W1-SW2 |See Table 6 and Table 7 when relevant, e.g. '6287', '63CX" (see 11.4.2), '6581%'6700', '698
'6986', '6A81', '6A82', '6A83, '6A84', '6A85'

1', '6982,

Table 89 — Coding of P2 in the ERASE RECORD (S) command

b8 | b7 | b6 | b5 | b4 [ b3 | b2 | bl Meaning
K | X | X | x| X
- | - | - |ShortEF identifier according to Tahle 70
(Not all one)
x | X [Record numberinP1
Not all one 1|0 | 0 |— EraserecordP1

1 |— Eraseall recordsifrom P1 up to the last

P1 set to ‘00‘ andrene or more record handling DO‘7F76’ in the (

Lttt rfogo 0datafield

ommand

OTE Any other value is RFU.

ré
h
fi
th
fi
re
sh

1.4.9 ACTIVATE RECORD (S) command

ible 90 shows the ACTIVATE REGORD (S) C-RP. The command sets the record(s) referenced b
P, or the command data field to the record LCS ACTIVATED. If at least one addressed record t
eady in the state activated-is not activated, any of addressed records is not activated. Thg
t be changed by this command.

bits b8 to bl of P2 are’'set to 11111000 (i.e. P2 = ‘F8), the command indicates file referg
cord numbers for Trécords to be activated. The command data field contains one or mof
indling DO‘7F76.€ach containing one file reference DO‘51‘ and one or more integer DO‘02". ]
ld of DO‘51‘Contains a file identifier or a short EF identifier indicating the record structure
e DF referenced by curDF. This field may also contain a relative path or an absolute path. ]
bld of D02 is a record number. DO‘02 may indicate record number over 254. If the comm
ferences missing file(s) or file(s) with incompatible file structure or missing record(s), the g
all be'aborted with the respective return code from Table 5 or 6 (e.g. command incompatiblg

y P1 and
nat is not
VA shall

nces and
e record
'he value
EF under
'he value
and data
ommand
with file

S

ructure 'RQR1" file not found 'AAQ')" record not found 'EAQQ', nfr)

If at least one EF referenced by P2 or the command data field does not havet record life cycle, the
command shall be aborted with SW1-SW2 as '6981'.

If some of addressed records are already activated and the rest of addressed records are transited
successfully, the status bytes '9000' is returned.

For the activation of all records in the record LCS DEACTIVATED, the ACTIVATE (FILE) command may be
used. Independent from the modification of an optionally present file LCS (see 7.4.10), all records will be
activated.

©
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Table 90 — ACTIVATE RECORD (s) command-response pair

CLA As defined in 5.4.1
INS '08'
P1 Record number
P2 See Table 91
L. field |Absent for encoding N, = 0, present for encoding N.> 0
Bits b8 to b4 of P2 notsetto 11111 Absent
Data field [— -
Bitsh8-te-bief P2setteo 14140060 One-or-morerecordhandlins DOHF6"
L, field| |Absent
Data fieldl [Absent
SW1-SWP |See Table 6 and Table 7 when relevant, e.g. '6981', '6982', '6986', '6A82', '6A83'
Table 91 — Coding of P2 in ACTIVATE RECORD (S) or DEACTIVATE RECORD (S) commands
b8 | b7 |[b6 | b5 | b4 | b3 | b2 | b1 Meaning
X X X X X
- | = | - [ShortEF identifier according to Table 70
(Nofall one)
- -)-1-1-111] x| x |Record numberinP1
- --1-1-111]0] 0 |— Activate or deactivate recordB1
-1 =-1-1-1- 0 | 1 |— Activate or deactivate all records from P1 to the last
111l l1l1lololo P1 set to 00‘ and one or more record handling DO‘7F76’ in the command
data field
NOTE Anjy other value is RFU.
11.4.10 DEACTIVATE RECORD (S) command
Table 92 shows the DIACTIVATE RECORD (S) CcRP. The command sets the record(s) referenced by P1 and
P2, or the command data field to the record LCS DEACTIVATED. If at least one addressed record thatlis
not already in the state deactivated is not activated, any of addressed records is not deactivated. The YA
shall not|be changed by this command:
If bits b{ to bl of P2 are set to 17111000 (i.e. P2 = ‘F8‘), the command indicates file references with
record niimbers for records-tobe deactivated. The command data field contains one or more recofd
handling{DO‘7F76‘ each containing one file reference DO‘51‘ and one or more integer DO‘02°. The valjie
field of DJO‘51‘ containsa-file identifier or a short EF identifier indicating the record structure EF undpr
the DF r¢ferenced by{eurDF. This field may also contain a relative path or an absolute path. The valjie
field of DO‘02‘ is a-r'ecord number. DO‘02‘ may indicate record number over 254. If the command dafa

referencgs missihgAfile(s) or file(s) with incompatible file structure or missing record(s), the command
shall be gdbortéd-with the respective return code from Table 5 or 6 (e.g. command incompatible with file
structur¢ 6981, file not found '6A82', record not found ‘6A83’, etc.).

If at least one EF referenced by P2 or the command data field does not have record life cycle, the
command shall be aborted with SW1-SW2 as '6981".

If some of addressed record are already deactivated and the rest of addressed records are transited
successfully, the status bytes ‘9000’ is returned.

94
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Table 92 — DEACTIVATE RECORD command-response pair

CLA |Asdefinedin 5.4.1
INS '06'
P1 Record number
P2 See Table 91
L.field [Absent for encoding N, =0, present for encoding N.> 0
Bits b8 to b4 of P2 not setto 11111 Absent

DRirc 1O + o 1.1 £DD +4+o0.11111000 DO 74"
TTITTUOUT 7T 7O

H O raaaara i rd baxndlio
DIt Do toO 0T OTrTZ5SCTtTto0—T orC- O TIHoT CTCCoT U TIanarnT S o

L, field |Absent

Data field

[pata field |Absent
JW1-SW2 |See Table 6 and Table 7 when relevant, e.g. '6981', '6982', '6986', '6A82', '6A83'

11.4.11 COMPARE RECORD function

This function is supported by the COMPARE command (see 11.7.1).
1/L.5 Data object handling

11.5.1 General

I this group of commands, SW1-SW2 set to '63CX' indicates a successful change of memory $tate, but
afiter an internal retry routine; 'X' > '0' encodes the number of retries; 'X' = '0' means that no dounter is
provided.

11.5.1.1 Coding of P1-P2 for even INS codes

Table 93 — Coding of P1-P2°for handling data objects with even INS codes

Value of P1-P2 Meaning
0000" Dumpsa file (e.g. see 12)
Retrigve a card-originated query from a card or send a reply to the card (se¢ 12.6)
'0001' to 'O0FE' BER-TLV tag (one byte) in P2
'00FF" Special function (see Table 97, Table 99, Table 100 and Table 101)
'0100' to '01FE* Proprietary
‘0200 RFU
'0201t0\02FE' SIMPLE-TLV tag in P2
‘02FF' Special function (see text below)
“LF1F' to 'FFFF' BER-TLV tag (two bytes) in P1-P2
OTE 1 Invalid BER-TLV tags in the range '01'to 'FE"and "1F1F"' to 'FFFF"' are RFU
NOTE 2 Any other value is RFU.

If P1is setto '00', then P2 from '01' to 'FE' shall be a BER-TLV tag on a single byte.

If P1issetto'01', then P2 from '00' to 'FF' shall be an identifier for card internal tests and for proprietary
services meaningful within a given application.

If P1 is set to '02', then P2 from '01' to 'FE' shall be a SIMPLE-TLV tag. The value '0200" is RFU. The value
'02FF' is used either for obtaining all SIMPLE-TLV data objects readable in the context or for indicating
that the command data field is encoded in SIMPLE-TLV.
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If P1-P2 lies from "1F1F' to 'FFFF', then they shall only encode a valid BER-TLV tag on two bytes.

NOTE Many values in the range '1F1F' to 'FFFF' are not valid BER-TLV tags (see Annex E).

11.5.1.2 Coding of P1-P2 for odd INS codes

If bit b1 of INS is set to 1, then, except for the SELECT DATA command, P1-P2 not set to '0000' or 'FFFF'
shall identify a file:

— Ifthe first eleven bits of P1-P2 are set to 0 and if bits b5 to b1 of P2 are not all equal and if the card
and/or the file Supports selection by short EF identilier, then bits bo to bl of P2 encode a short LF
identifier (a number from one to thirty). Otherwise, P1-P2 is a 2-byte file identifier.

— P1-PP set to '3FFF' identifies the DF referenced by curDF.

P1-P2 sef to '0000" identifies the EF referenced by curEF, unless the command data fieldiprovides a file
referencg DO'51' for identifying a file.

P1-P2 set to 'FFFF' identifies the template referenced by curConstructedDO, unless-the command dafa
field proyides referencing of another template (see arguments 1, 2 and 3 in Tahle\9%).

11.5.1.3| Data fields

curConsfiructedDO, then the payload shall contain the value fieldvof the data object, i.e., either the
referred [data element in the case of a SIMPLE-TLV data object ota primitive BER-TLV data object, or the
referred femplate in the case of a constructed DO.

If bit bl| of INS is set to 0, if a DO is requested or provided within the template referenced Ey

Irrespective of bit b1 in INS, if a set of DOs is provided or'if the content of an EF is requested, then the
appropripte data field shall contain the DO(s).

11.5.1.4| Access to the extension of the template referenced by curConstructedDO

When a femplate is extended by tagged wrappers (see 8.4.9), this extension is only valid for GET DATA
and GET [NEXT DATA commands. All otherycommands handling DOs by their tag only are limited fo
the base|template. Automatic resolution.of tagged wrappers (see 8.4.9) shall not modify the templafe
referenc¢d by curConstructedDO.

If the template contains one or.several wrapper(s), 8.4.8 describes how to recover DOs expected to be
relevant fo the template.

11.5.1.5| Execution or‘rejection conditions

Any command of this group shall be aborted if the parameters which select a DO to be accessed do npt
match the actualstructures within the card, e.g.:

— if applied+to a structure (DF or EF) not supporting data objects;

— if the parameters do not match the actual data object structure.

It can be performed only if the security status satisfies the security conditions defined by the application
within the context for the function.

11.5.2 SELECT DATA command

11.5.2.1 General

Table 95 shows the SELECT DATA C-RP. Provided that it does not modify the LCS of a DO, the SELECT DATA
is always granted.
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— tosetaselected DO, i.e. the target of the command, as curDO;

(see 11.7.1);

referenced by curConstructedDO. If the command transmits

to set reference data to be compared e.g. with comparison data by a subsequent COMPARE command

to modify the VA (see 7.2.1) if the DO to be selected does not belong to the current VA of a template

— an application identifier DO'4E", and nao file reference DO'51", it selects an application DF [see
7.2.2 rule d)];
— no DO'4F', buta DO'51), it selects a file [see 7.2.2 rule €) or f)];
— a DO'4F' and a DO'51), it selects an application DF, [see 7Z.2.2 rule d)], @ud a file [see 7.2.2
rule e) or f)];
— arecord number (see argument 3 in Table 94) it modifies curRecord [see 7.2.2 rule g)];
— an offset (see argument 3 in Table 94), it modifies curDataString [see 7.2.2 rule h)].
Table 94 — Value of the general reference DO'60' (Géneral reference template)
Arg. Nested DOs Comment
1 application identifier DO'4F" Optional
Optional;&ven number of bytes. Valid if the path maltches the
2 file reference DO'51' (see Table 8) file structure of the current application, or of the application
referenced by a DO'4F".
Record number DO'02’ Optional. References a record or a virtual DO'7F70' the value
3 Choice followed by Length DO'02' of which is arecord in an EF
between Offset DO'54" followed by | Optional. References a DataString or a virtual DO'7[F70' the
Length DO'02! value of which is a DataString in a transparent EF.
. N Nests one tag present in the template
tag list DO'3C referenced by curConstructedDO. | Argument 4, thandato-
S The value of the extended header | I'Vin DO refefencing.
ex'tendc?d geader DO'4D starts with a tag present in the | Applies to thejtemplate
) or '5E61 (see 8.4.5 for the referenced by cur-
Choice : . template referenced by curCon- y
4 rattenale of a choice) ConstructedDO or to
between structedDO. .
> SF8400° — the value field of the
DOSF K cgntalnmg a References a DO by a masked tag. | transiently gelected
masked tag DO set by the previous
filter DO'7F71" References a constructed DO by its argumepts
content
arbitrary number of masked tag
PO'5F8400" and/or filter D.O 7F71 inany DO'5F8400' referencesa DO by a | Optional if thge DO ref-
5 6;7,} order; the result of applying a mask or ked tag: DO'7F71' ref db 4
filterto a set of DO is 3 subset: the result masked tag; referencesa | erence yar ;unzlent
of applying all masks and all filters is the constructed DO by its content. 1s constructed.
intersection of all of those subsets
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Table 95 — SELECT DATA command-response pair

CLA As defined in 5.4.1
INS ‘A5’
<'FO" |Occurrence number of an instance.
P1 'FO’ Select the parent of the DO referenced by curConstructedDO
>'FO' |RFU
p2 See Table 96
L. field —Absentforencoding N—-0,presentforencodingN—-6
c —=-O-presentforencodingN—>0
May be empty if P1="F0". If P1 is not ‘F0’ at least argument 4 of a general reference DO'60' (see
Data fieldl [Table 94). Other arguments are optional.
All arguments shall be in the same order as in the general reference template.
L. field| |Absentfor encoding N, =0, present for encoding N, > 0 if response data are required by P2 {see Table 9¢)
Data fieldl [Absent or information according to P2.
SW1-swhk See Table 6 and Table 7 when relevant, e.g., '6202' to '6280','6281','6700", '6981%-6982", '6985', '6A81’,
[ |'6A88' (DOs not found, i.e., referenced data not found)

Table 96 — Coding of P2 in SELECT DATA commaiid

b8 | b7 ||b6 | b5 | b4 | b3 | b2 | bl Meaning

Next occurrence in the templatéreferenced by curConstructedDO in
ojofjo|-|-|-|x|x . . N

search direction after skipping P1 occurrences
0|l0JO]|-|-1]-10]|0]|— Searchforward from firstDO
o(ojfof-1-1-101|1][— Searchbackward fromlast DO
00O -|-1]-111|0]|— SearchforwardfromcurDO
0jo0fJo]|-|-1]-11|1]|— SearchbackwardfromcurDO
0l01|foO X | x | - | - |Response data'field requirements (see 7.4.2 and Table 9)
0[0JfO[O0O]|O0]| 1] - | - [|Returnthedata control information (DO'62")

Return the taglist of the template referenced by curConstructedDO (DO'5C[)
ojofjojoj1|0]-/|- .

(p1r function)

Return the taglist of the template referenced by curConstructedDO (DO'5C])
ojofjojy1jo0|0]-/|- .

(VIEW function)

Return the taglist of the template referenced by curConstructedDO (DO'5(])
0O[O0JfO[1] 1] 0] «<“D- [(DIRfunction)followed by the taglist of the template referenced by curConp-

structedDO (DO'5C") (vIEw function)

NOTE Anjy other value is'RFU.

Except when P1.is set to 'F0O', processing this command involves a sequence of searches for a mat¢
within v3lue field of the transiently selected DOs. The search for the last match will take place:

— inthpelasttransiently selected constructed DO (highest generation) defined by the arguments, wh¢n

the 1ast tag references either a primitive DU, or a constructed DO with the options Tirst” or "last".

If

a match is found, the selected DO is a child of the last transient constructed DO;

— in the parent DO of the last transiently selected constructed DO (highest but one generation), when
the last tag references a constructed DO with the options "next" or "previous". If a match is found,
the selected DO is a sibling of the last transient constructed DO;

In the following examples, the value field of the transiently selected constructed DO in which the last
match will take place:

P1-P2="0000" selects the first occurrence of a DO within the value field of the transiently selected DO.

P1-P2='0100" selects the second occurrence of a DO within the value field of the transiently selected DO.
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P1-P2="0101" selects the penultimate occurrence of a DO within the value field of the transiently
selected DO.

P1-P2="0001" selects the last occurrence of a DO within the value field of the transiently selected DO.

P1-P2="0102" selects either the second next occurrence of a primitive DO within the value field of the
transiently selected DO or the second next sibling of the DO referenced by curConstructedDO.

A failed SELECT DATA C-RP (SW1 in interval [‘64’, ‘6F’], see Table 7) does not modify the current VA.

157272 Basictarget definition
Basic target definition uses arguments 1, 2 and 4. If the target, i.e. the DO to be selected:
— isnotcontained in the current application, the data field shall include an applicatiowidentifigr DO'4F";

— is not contained in the current file after possible transient application selection, the data fiield shall
include a file reference DO'51" when file referencing applies in the application.

The tag of the target shall be either:

— encapsulated in a tag list DO'5C', or
— defined by an extender header list DO'4D' or '5F61' (see 8.4.5\for the reasons for a choice), pr
— defined by a masked tag DO'5F8400’, or

— defined by the content of a constructed DO by a filter'DO'7F71".

Conditional argument 3 references a virtual DO!ZF70' the value of which is either a record|in an EF
stiructured in records, or a DataString in a transparent EF. The transiently selected DO'7H70" shall
b¢come the DO referenced bycurConstructédDO if the mandatory argument does not reference a
constructed DO.

11.5.2.3 Referencing by masked tag/DO and filter DO

If|the command references onge constructed DO, setting curConstructedDO, a conditional argument 5,
mfasked tag DO'5F8400' or filterr DO'7F71' may be present.

If|the masked tag DO'5F8400' is present, the command should return a tag list DO'5C' nepting the
cancatenation of all tags of the template matching the masked tag. A masked tag nests fwo data
elements of the same-length, i.e. <mask value> followed by <target tag>. A match with tag <matching
tdg> happens when:

<mask value> AND <matching tag> = <mask value> AND <target tag>

Ifithe filterDO'7F71' is present, the command shall succeed if and only if the value of the filter DO'7F71'
is|either:

— a constructed DO belonging to the value fietd of the transientty Setected DO; this DO becomes
current; or

— apruned-tree (see 8.2.3) of a constructed DO belonging to the value field of the transiently selected
DO; this DO becomes current.

11.5.2.4 GET DATA CONTROL PARAMETERS function

When required by bit b3 set to 1 in P2, the response payload is a DO'62' (see Table 11) relevant to the
(transiently or finally) DO referenced by curDO, after possible modification of the data LCS. If DO'62' is
not available, CP DOs may be present under a tag reserved for the tag allocation authority (see 8.3.4).
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11.5.2.5 DIR function

When required by bit b4 set to 1 in P2, the command should return a tag list DO'5C' nesting the
concatenation of all tags of the template referenced by curConstructedDO (possibly including a template
extension) set by the command.

An actual tag list DO may either be present in the template, or dynamically generated by the
implementation. In both cases,

— the tags shall be present irrespective of the security attributes or value of data LCS of the

corr apuudius DG,

— if seyeral instances of the same DO are present, the tag shall be repeated;
— if pr¢sent, wrapper DOs shall always appear.

If the implementation resolves the indirections, the local tags of the DOs defined in the . wrappers may
appear in the tag list (which displays the extended template). If not, they shall not (the tag list displays
the base femplate).

11.5.2.6| VIEW function

When refjuired by bit b5 set to 1 in P2, the command should return a taglist DO'5C' nesting the sanme
concatenftion of tags as in the DIR function, but, according to its needs, an application may exclude the
tags of e.jg.:

— DOs pot readable under the current security status;
— DOs hot in activated state;

— tagged wrappers when automatic resolving of these'is granted (see 8.4.9).

11.5.2.7| File-related functions

When argument 4 is absent in the command:data field, and argument 3 is present, a successful SELECT
DATA conpmand shall

— set crRecord in case argument.3:contains a record number, or

— set the DataString referenced by argument 3 as curDataString in case argument 3 contains an
offsgt DO.

When arguments 3 and#are absent in the command data field, arguments 1 and 2 support the selecti¢n
of an appllication, of adile’in the current application, or file within a given application.

11.5.3 GET DATA/GET NEXT DATA commands — even INS codes

11.5.3.1| Géneral

Table 97 shows the GET DATA/NEXT GET DATA - even INS codes C-RP. The main function of those
commands with even INS code is the retrieval of the value field of a DO within the current context (e.g.
DF referenced by curDF). It may be the content of an EF supporting DOs.

If there are several occurrences of a tag in the template referenced by curConstructedDO, this clause
does not define which DO is returned by a successful GET DATA except cyclic management applying
because that depends on the definition or the nature or the content of the DO. GET NEXT DATA has a
precise behaviour (see 11.5.3.4).

A required DO or data element shall be absent from the response when the security status does not
match its security attributes.
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Table 97 — GET DATA/GET NEXT DATA command-response pair (even INS codes)

CLA As defined in 5.4.1

'CA' GET DATA
INS
'CC’ GET NEXT DATA
P1-P2 See Table 93, if the special value '00FF" is used the command obtains all DOs from the template ref-

erenced by curConstructedDO

L.field [Absentfor encoding N.=0

Data field |Absent

L. field [Present for encoding N, > 0,

I

ata field [0, 1 or more data bytes according to P1-P2.

See Table 6 and Table 7 when relevant, e.g., '6202" to '6280','6281','6700', '6981;.6982', '698
'6A88' (data objects not found, i.e., referenced data not found)

(W1-SW2

5','6A81),

1
A

1.5.3.2 SELECT function

Fter a successful GET DATA command of a constructed DO, this DO becomes the DO refer

cyrConstructedDO.

A
tg

W

—
(%]

W
Cq
th

C

successful GET NEXT DATA command shall impact neither the DO referenced by curDO
mplate referenced by curConstructedDO.

[.5.3.3 GET DATA CONTROL PARAMETERS function

hen the argument of an even INS GET DATA/GERNEXT DATA is the CP template tag '62', the
yload is a concatenation of CP DOs (see Table 11) attached to the DOs in the same template.
not available, CP DOs may be present under@,tag reserved for the tag allocation authority (s

1.5.3.4 Specific functions of GET NEXT.DATA and pointer handling

hen there are several occurrences of the same tag in the template, successive GET NE

enced by

nor the

Fesponse
If DO'62'
e 8.4.4).

XT DATA

mmands shall return their values sequentially. The order in which the values are recovered shall be

e same as the order of those tags recovered by a DIR or VIEW function (see 11.5.2.5 or 11.5.2

6).

ntrary to GET DATA, a Successful GET NEXT DATA command shall not impact the VA. The handling of

mpultiple instances implies the following.

A template is Seen as an ordered list of DOs at the interface between a card and an interfa

e device.

The term “grdered list" implies that this list has a first and a last element. Each list element, except

the last,hds a next element. Each list element, except the first, has a previous element.

A pointér is attached to a logical channel. The default value of this pointer is to be unset. Thle pointer

is S€t by a GET NEXT DATA, PUT DATA, PUT NEXT DATA or UPDATE DATA command (see 11.5

and 11.5.8). This pointer shall be unset if any command different from a command setti

.6, 11.5.7
hg it (see

previous sentencej 1s transmitted on the same [ogical channel. I'ne transmission oI a Comix and on a

logical channel should not impact the pointer on another logical channel.

When a sequence of DOs supports cyclic management, a GET DATA or GET NEXT DATA command shall
recover first the most recent instance. A further GET NEXT DATA shall recover the remaining most recent
instance, etc...

When all data elements or DOs have been transmitted by the card in successive GET NEXT DATA
responses, a further GET NEXT DATA shall be rejected by SW1-SW2 ='6A88".
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11.5.4 GET DATA/GET NEXT DATA commands — odd INS codes

11.5.4.1

General

Table 98 shows the GET DATA/NEXT GET DATA - odd INS codes C-RP. The main function of those commands
with odd INS code is the retrieval of the value field of one or several DOs according to the arguments of
the command. The target selection is very close to the SELECT DATA selection, except that:

— the command may return several DOs, whereas a SELECT DATA selects a single DO;

— argu
toa

When a
shall be g

1) whe]: no DO with the required tag is available in the template;

2) whe
3) ifno

A GET DA
for one o

Iment Z of the SELECT DATA may be replaced by a file identifier in P1-PZ, functionally equivale

FET DATA/GET NEXT DATA requires one (or several) constructed DO(s), all DOs nested with
resent in the response, except:

the security status does not match its security attributes;

F explicitly required when the argument of the command is an extehded header list.

F those reasons. It shall be rejected only if no DO is available.

file reference DO containing one file identifier. If this option is used, the command data)field
shallnot feature argument 1 (DO'4F").

[A/GET NEXT DATA command may not be rejected if one or several required DOs are unavailable

nt

LN

If there gre several occurrences of a tag in the template referénced by curConstructedDO, this claupe
does not|define which DO is returned by a successful GET DATA except cyclic management applying
because fhat depends on the definition or the nature orthé content of the DO. GET NEXT DATA has|a
precise behaviour (see 11.5.3.4).
Table 98 — GET DATA/GET NEXT DATA command-response pair (odd INS codes)
CLA As defined in 5.4.1
'CB’ GET DATA
INS
'CD’ GET NEXT DATA
'0000' Current file, exceptif the data field references a file.
"FFFF' template referenced by curConstructedDO or value field of the transiently selected DO
P1-P2 possibly set by the data field
o t h e r|File identifier or short EF identifier (see 11.5.1.2)
values |The-data field contains neither an application identifier DO'4F' nor a file reference DO'51".
L.field| [Present foréncoding N,.> 0
Data fieldl A tag list)data object (tag’5C’), or a header list data object (tag’5D’), or an extended header list data
object(tag'4D’, tag’5f61’), or a masked tag data object (tag’5F8400), or a filter data object (tag’7F71])
L, field| [Present for encoding N, >0
Data field |0, 1 or more data bytes
SW1-SW2 See Table 6 and Table 7 when relevant, e.g., '6202' to '6280', '6281','6700', '6981', '6982', '6985', '6A81’,
'6A88' (data objects not found, i.e., referenced data not found)
11.5.4.2 Mandatory argument

The command data field shall end with either a tag list DO'5C’' (see 8.4.3) or an extended header list
DO0'4D' or DO'5F61' (see 8.4.5), a masked DO'5F8400' or a filter DO'7F71' (see 11.5.2.3).

— Inthetaglist case, the response data field shall be the concatenation of the DOs referenced in the tag
list, in the same order. The order may be different from the order of the DOs in the template. When
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several DOs within the template have the same tag, all those DOs shall be returned. One or more DOs
may be absent for security status reasons. An empty tag list requires all the available DOs.

— Inthe extended header list case, the response data field shall be the concatenation of the DOs derived
from the extended header list according to 8.4.6 and 8.4.7.

— In the masked tag case or in the filter case, the response data field shall be the concatenation of the
matching DOs.

11.5.4.3 SELECT function

Ifla GET DATA command with P1-P2 not equal to 'FFFF' references a file, the side effect of itsristegess shall
b¢ to set this file as the file referenced by curFile and the value field of the root DO'7F70" \refejenced by
cyrConstructedDO.

Alsuccessful GET DATA shall not impact the VA, if
— P1-P2 set to 'FFFF',
— argument 1 and/or argument 3 present,

— argument 4 different from DO'4D' or DO'5C".

11.5.4.4 DIR and VIEW functions
The DIR/VIEW function is supported by an odd INS GET DATA/GET NEXT DATA when its argument is:

— '5C015C' (tag '5C' nested in a tag list DO); the response payload should be a tag list DO'5(' nesting
the response payload defined in 11.5.2.5 or 1145.2.6;

— '5C 01 5D' (tag'5D' nested in a tag list DO); the response payload should be a header list DO'5D’
nesting the response payload defined ini1.5.2.5 or 11.5.2.6.

The choice between the DIR and VIEW.function is out of scope of this document.

11.5.4.5 GET DATA CONTROL PARAMETERS function

When the argument of an odd INS GET DATA is '5C 01 62' (tag '62' (CP template tag) nested in|a tag list
D), the response payload should be a DO'62".

11.5.4.6 Specific functions of GET NEXT DATA (INS = 'CD")

The properties)0f GET NEXT DATA (INS='CD') with respect to GET DATA (INS='CB') are identical to those
of GET NEXT'DATA (INS='CC' ) with respect to GET DATA (INS='CA', see 11.5.3.4), except that the C-RPs
wlith odd INS codes return DOs, the C-RPs with even INS codes return data elements (values of DOs).

11.5.5° General properties of PUT DATA/PUT NEXT DATA/UPDATE DATA commands

Those commands initiate the modification of the DO referenced by curConstructedDO, by transmitting
one or several DO(s), possibly constructed. PUT/PUT NEXT/UPDATE DATA with bit b1 of INS:

— setto 0 shall only operate in the template referenced by curConstructedDO;

— set to 1 sets the transient template as the value of the virtual root DO'7F70', selected according to
P1-P2 not equal to 'FFFF', before the actual handling of the DO(s). The value field of the transiently
selected DO shall become the template referenced by curConstructedDO if the command succeeds.

If the pointer is set by a successful GET NEXT DATA or PUT NEXT DATA C-RP (see 11.5.3.4) it defines which
instance shall be affected by an UPDATE DATA or PUT DATA C-RP.
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If the pointer is unset (see 11.5.3.4) curDO (see 7.2.1) defines which DO is affected by an UPDATE DATA or
PUT DATA C-RP.

Whereas PUT DATA and UPDATE DATA commands may include several DOs in the command data field, a
PUT NEXT DATA command shall feature one and only one DO in the command data field.

11.5.6 PUT DATA command

Table 99 shows the PuT DATA C-RP. The PUT DATA command may have the behaviour and codings
defined for UPDATE DATA (resp PUT NEXT DATA). If INS is set to 'DB' and P1-P2 is set to 'FFFF', the
following rules apply:

— If PU[T NEXT DATA is supported, a PUT DATA of a DO the tag of which already exists in the templafe
shallreplace an existing DO by a new one.

— If UPPATE DATA is supported, a PUT DATA shall ensure that the whole transmitted DQ’is'added to the
template. This may result in a duplication of instances within the template.

When the L, field is absent, the even INS PUT DATA command shall add an enipty DO or replace 4n
existing PO by an empty DO of the same tag as indicated by P1-P2.

Table 99 — PUT DATA command-response pair

CLA As defined in 5.4.1
INS 'DA' or 'DB'

See Table 93, if the special value '00FF' is.ised the command data field contains a
INS ="'DA' concatenation of DOs to be added to opreplaced in the template referenced by cur-
P1-P2 ConstructedDO

INS ='DB' File identifier or short EF identifier (see 11.5.1.2)

L.field | [Present for encoding N, > 0, absent for encoding N.= 0

INS ='DA' Data bytes according to R1-P2, or absent to delete the value of a DO.
INS ='DB’ Concatenation of DOs

L, field| |Absent for encoding N, = 0

Data fieldl

Data fieldl [Absent

See Table 6 and Table 7 when relevant, e.g., '63CX' (see 11.5.1), '6581', '6700', '6981', '6982', '698%’,
'6A80', '6A81', '6A84,'6A85'

SW1-SWg

11.5.7 PUT NEXT DATA-cOmmand

Table 10P shows the,PUT NEXT DATA C-RP. The command initiates the addition of one DO within the
template| referenéed by curConstructedDO. If a DO with the same tag as a DO to be inserted alreadly
exists in|the template, it shall add this new instance of the DO within the template. If the number jof
instance$ hds not reached its maximum value, PUT NEXT DATA shall add the transmitted DO to the
template| referenced by curConstructedDO, and set the pointer on the DO which has been put. The
outcome of this command depends on the structure of the DO as given by the data descriptor byte (see
Table 14). If the structure is of type

— "no information given" and the number of instances has reached its maximum value, PUT NEXT DATA
shall be rejected with SW1-SW2="6A84"; otherwise the new DO is inserted at an arbitrary position
in the ordered list of DO;

— "linear management" and the number of instances has reached its maximum value, PUT NEXT DATA
shall be rejected with SW1-SW2="6A84"; otherwise if the pointer is

— unset, then the new DO shall be appended after the last element of the list;
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— set, then the new DO shall be inserted such that it becomes the previous list element with

respect to the pointed DO;

— "cyclic management" and the pointer is

F

— unset, then the new DO shall become the first element of the list;

— set, then the new DO shall be inserted such that it becomes the next list element with r
the pointed DO.

rthermore, if the structure is of type "cyclic management” and after inserting the new DQ

espect to

into the

ol
of

N

N
st

N
off
o1

N
dy

N
th

If

amything in the template referenced by curConstructedDO.

dered list the number of instances is greater than the maximum value then the DO nearestty
the ordered list having the same tag as the inserted one shall be deleted.

DTE1  The rules for insertion of a new DO are such that with linear and cyclic management'a new
serted at any position in the ordered list.

DTE 2 If the pointer is unset then the cyclic management behaves as the APPEND'RECORD for EFs ¥
ructure.

DTE 3 If the structure is of cyclic management and the pointer points te,the last element and th

dered list.

rmamic.

DTE 5  This version of the standard does not define how the maximum number of instances could
e card's interface.

several DOs are transmitted, the command shall'be aborted (SW1-SW2 = '6A80"), without

Table 100 — PUT'NEXT DATA command-response pair

p the end

PO can be

yith cyclic

e number

instances has reached its maximum value then the rules imply that inserting a new DO has no effect to the

DTE 4  If the instances are explicitly numbered, the handlingsof the instance number (see Taple 11) is

be seen at

changing

CLA As defined in 5.4.1

INS 'D8' or 'D9’

P1-P2 INS ="D8 to be added to the template referenced by curConstructedDO

See Table'93, if the special value '00FF' is used the command data field contains a DO

INS="'D9" Kile'identifier or short EF identifier (see 11.5.1.2)

L.field [PresentforencodingN,>0

I

INS =/D8” |Data bytes according to P1-P2

ata field
INS.=D9' One DO

L, field {Absent for encoding N, =0

I

atadfield [Absent

See Table 6 and Table 7 when relevant, e.g., '63CX' (see 11.5.1), '6581', '6700', '6981', '698

(A1 _CYAL
=4

0o

P', '6985,

\ASFS \AJ

'6A80', '6A81','6A84', '6A85'

11.5.8 UPDATE DATA command

Table 101 shows the UPDATE DATA C-RP.

©
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Table 101 — UPDATE DATA command-response pair

CLA

As defined in 5.4.1

INS

'DE' or 'DF'

P1-P2

See Table 93, if the special value '00FF' is used the command data field contains a
INS="DE" |concatenation of DOs to be processed within the template referenced by curCon-
structedDO

INS="DF' |File identifier or short EF identifier (see 11.5.1.2)

L, field

Present for encoding N, > 0, absent for encoding N, = 0 (see below)

Data fie

INS = 'DE’ Data bytes according to P1-P2,
d - or absent to delete the value of a DO

INS='DF'" |One DO

L, field

Absent for encoding N, =0

Data fie

d [Absent

SW1-SW

See Table 6 and Table 7 when relevant, e.g., '63CX' (see 11.5.1), '6581', '6700(, '6981', '6982", '698}
'6A80', '6A81', '6A84', '6A85'

For each

a) then
ofal

1y
2)

b) the g
upda

c) thed

Updating

To updat
successiy
be modif]
DOs to bd

NOTE

11.59

This fund

DO indicated in the data field, the command shall perform either:

nodification of a DO, within the template referenced by curConstructedDO; if several instanc
DO exist, and:

ne of them is the DO referenced by curDO, it shall be updated;

f the DO referenced by curDO is not one of the instances, this document does not define whi
nstance of the DO is updated; or

eletion of a DO's value field, with the same conditions as above when several instances exi
ting a non-empty DO with an empty DO replaces the existing DO by an empty one; or

a primitive DO replaces the existing DO by the transmitted DO.

e a constructed DO (see-E.3), all templates present in the transmitted DO shall be processs
ely, starting with thelowest generation number. The DOs already present in the template sh:
ied, and the DOs net-present in the template shall be created in the template. If one or sever

COMPARE.DATA function

tion‘is supported by the COMPARE command (see 11.7.1).

reation of a DO, within the template\referenced by curConstructedDO, if no DO with the sanme
tag glready exists.

e modified are constructed, the procedure shall be repeated at the next generation, and so ot.

This updates DOs within a constructed DO without the need to retransmit the whole constructed D.

th

e d
111
al

11.6 Ba

sic security handling

11.6.1 General

The security-related procedures, supported by the commands described in this clause, often involve an
ordered sequence including those commands, and commands described in ISO/IEC 7816-8. The use of
security attribute extensions (see 9.3.7.2) supports the description of such sequences at the interface.

The commands of this group reserve P1-P2 for referencing an algorithm and some related reference data
(e.g. akey). If there is a current key and a current algorithm, then the command may implicitly use them.
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P1 — Unless otherwise specified, P1 references the algorithm to use: either a cryptographic algorithm
or a biometric algorithm (see ISO/IEC 7816-11). P1 set to '00' means that no information is given, i.e.

either the

reference is known before issuing the command, or the command data field provides it.

P2 — Unless otherwise specified, P2 qualifies reference data according to Table 102. P2 set to '00'
means that no information is given, i.e. either the qualifier is known before issuing the command, or the
command data field provides it. The qualifier may be for example a password number or a key number

or a short EF identifier.
Table 102 — Coding of the reference data qualifier in P2
h8 | b7 |b6 | b5 | b4 | b3 |b2|bl Meaning
D | 00| 0] 0| 0| 0| 0 |Noinformation given
D | - | -|-1]-1]-1] - - |Globalreference data (e.g. MF specific password or key)
L[ -] -|-1|-1-1-1| - |Specificreference data (e.g. DF specific password-erkey)
- | x| x| - | -1 -1 -1 - |00 (any other value is RFU)
- | - | - | x| x| x| x| x |Qualifier, i.e. number of the reference data<r number of the secrejt
NOTE A MANAGE SECURITY ENVIRONMENT command can set an algorithm reference and/or a iulti-byte

rgference data qualifier (see Table 52).

In this group of commands, SW1-SW2 set to '6300' or '63GX' indicates that the verificatipn failed,

X' >="'0" encodes the number of further allowed retries. SW1-SW2 set to '6A88' means “refer¢nce data

not found”.

11.6.2 INTERNAL AUTHENTICATE command

Tqble 103 shows the INTERNAL AUTHENTICATE C-RP. The command initiates the compufation of

aythentication data by the card using the challenge data sent by the interface device and al relevant
sgcret (e.g. a key) stored in the card.

—t Ifthe relevant secret is attached to'the MF, then the command may be used to authenticatd the card
as a whole.

— Iftherelevantsecretis attached to another DF, then the command may be used to authenticate that DF.

Ahy successful authentication may be subject to completion of prior commands (e.g. VERIFY, SELECT) or
sdlections (e.g. the relevant secret).

The card may recordthe number of times the command is issued, in order to limit the number ¢f further
usges of the relevant'secret or the algorithm.

NOTE Theresponse data field can include data useful for further security functions (e.g. random rfjumber).
Table 103 — INTERNAL AUTHENTICATE command-response pair
CEA As-defiredin4-+
INS '88'
P1-P2 [See 11.6.1 and Table 102
L.field [Presentfor encoding N.> 0
Data field [Authentication-related data (e.g. challenge)
L. field [Presentfor encoding N,>0
Data field [Authentication-related data (e.g. response to a challenge)
SW1-SW2 See Table 6 and Table 7 when relevant, e.g. '6300' (see 11.6.1), '63CX' (see 11.6.1),'6581",'6700', '6982",

'6983','6984', '6A81','6A82', '6A86', '6A88' (see 11.6.1)
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11.6.3 GET CHALLENGE command

Table 104 shows the GET CHALLENGE C-RP. The command requires the issuing of a challenge (e.g. arandom
number for a cryptographic authentication or a sentence to prompt for a biometric authentication using
voiceprints) for use in a security-related procedure (e.g. EXTERNAL AUTHENTICATE command). The
challenge is valid at least for the next command; this clause specifies no further condition.

Table 104 — GET CHALLENGE command-response pair

CLA As defined in 5.4.1
INS '84'
P1 See11.6.1
p2 '00' (any other value is RFU)
L.field| [Absent for encoding N.=0
Data fielfl [Absent
L, field| |Present for encoding N, >0
Data fielg [Challenge
SW1-SWP |See Table 6 and Table 7 when relevant, e.g. '6700', '6A86' (see 11.6.1)
11.6.4 EXTERNAL AUTHENTICATE command
The fundtions of this command can be performed only if the security status satisfies the security
attributels for this operation.
This compmand has several flavours. Table 105 shows,the€ EXTERNAL AUTHENTICATE C-RP whereas
Table 106 shows the C-RP of the MUTUAL AUTHENTICATE function. The command conditionally updatgs
the security status using the result (yes or no) of the computation by the card based on a challenge
previously issued by the card (e.g. by a GET CHALLENGE command), a key possibly secret stored in the
card and|authentication data transmitted by thé.interface device.
Any sucdessful authentication requires thewuse of the last challenge obtained from the card. The catd
may recdrd unsuccessful authentications'(e.g. to limit the number of further uses of the reference data).
The absgnce of command data fieldymiay be used either to retrieve the number 'X' of further allowe¢d
retries (§W1-SW2 set to '63CX"){or to check whether the verification is required or not (SW1-SW2 set
to '9000').
MUTUALAUTHENTICATE finction — The MUTUAL AUTHENTICATE function uses the same functionalitips
as EXTERNAL and INTERNAL AUTHENTICATE commands. It is based upon a previous GET CHALLENGE
commangl and a key<possibly secret, stored in the card. The card and the interface device share
authenti¢ation-related data, including two challenges: one issued by the card, another one issued by the
interface|devicés
NOTE The'command can be used for implementing authentication as specified in ISO/IEC 9798-2 a11d
ISO/IEC 9%98-3-
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Table 105 — EXTERNAL AUTHENTICATE command-response pair

CLA As defined in 5.4.1

INS '82'

P1-P2 |See 11.6.1 and Table 102

L.field [Absent for encoding N, =0, present for encoding N.> 0

D

ata field [Absent or authentication-related data (e.g. response to a challenge)

L. field [Absent for encoding N,=0

I

ata field |Absent

JW1-Sw2

'6983','6984', '6A81', '6A82', '6A86, '6A88' (see 11.6.1)

See Table 6 and Table 7 when relevant, e.g. '6300' (see 11.6.1), '63CX' (see 11.6.1), '6581"\6700', '6982",

Table 106 — Command-response pair for MUTUAL AUTHENTICATE fuinction

CLA As defined in 5.4.1

INS '82'

P1-P2 |See 11.6.1 and Table 102

L.field [Presentfor encoding N.>0

I

ata field [Authentication-related data

L. field [Presentfor encoding N, >0

|

ata field |Authentication-related data

JW1-Sw2

'6983','6984', '6A81', '6A82', '6A86', '6A88%(see 11.6.1)

See Table 6 and Table 7 when relevant, e.g. '6300" (see 11.6.1), '63CX' (see 11.6.1),'6581','6700", '6982",

11.6.5 GENERAL AUTHENTICATE command

T

in

W
IN
re

S§

MUTUAL AUTHENTICATE functions; nainely, either an entity in the outside world authenticates

ouyitside world (EXTERNAL AUTHENTICATE function), or both (MUTUAL AUTHENTICATE function).

Those require two-ormore GENERAL AUTHENTICATE C-RPs: such C-RPs may be chained (see 5.3

The function (eitHer INTERNAL, or EXTERNAL, or MUTUAL AUTHENTICATE) can be performed

b¢ subjectteo completion of prior commands (e.g. VERIFY, SELECT) or selections (e.g. the relevar
The result (yes or no) of a control performed by the card may conditionally update the securi
The-card may record the number of times the function is issued, in order to limit the number ¢

the card (INTERNAL AUTHENTICATE function), or an entity in the card authenticates an ent

ble 107 shows the GENERAL AUTHENTICATE C-RP. The command refines the EXTERNAL, INTERNAL and
an entity

ty in the

hile appropriate for authentication mechanisms involving challenge-response pairs, the EXTERNAL and
TERNAL AUTHENTICATE ‘eommands preclude authentication mechanisms involving witness-challenge-

sponse triples [seeASO/IEC 9798 (all parts)[8]] and more generally multi-step authentication g

rotocols.
3).

ly if the
curity status satisfies the security attributes for this operation. Any successful authenticilion may

u

©

osof the reolevant secret or the alogrithm The card may record unsuccessful authenticatio

o
limit the number of further uses of the reference data.
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Table 107 — GENERAL AUTHENTICATE command-response pair

CLA |Asdefinedin 5.4.1
INS '86' or '87'
P1-P2 |[See 11.6.1 and Table 102
L.field [Presentforencoding N.>0
Data field [Authentication-related data

L. field [Absentfor encoding N, = 0, present for encoding N, > 0

Absent (either due to the absence of L, field, e.g. the last command of an EXTERNAL AUTHENTICAT|E
function, or if the process is aborted), or authentication-related data

See Table 6 and Table 7 when relevant, e.g. '6300' (see 11.6.1), '63CX' (see 11.6.1),'6581','6700/,'6983"
'6983",'6984', '6A81','6A82', '6A86', '6A88' (see 11.6.1)

Data fieldl

SW1-Swp

Table 108 — Dynamic authentication DOs for witness-challenge-response-triples

Tag Value

'"7C' Set of dynamic authentication DOs with the following tags

'80| |Witness (e.g. one or more positive numbers less than the public modulus'in use)

'81| |Challenge (e.g. one or more numbers, possibly 0 less than the publici¢xponent in use)

'82| |Response (e.g. one or more positive numbers less than the public modulus in use)

'83| |Committed challenge (e.g. the hash-code of a large random number including one or more challenges

Nt

'84| |Authentication code (e.g. the hash-code of one or more¢data fields and a witness DO)

'85| |A public key for key agreement
'86] |Enciphered data

'06] |OID (see text below)

'A0| |Identification data template

NOTE Unfertag'7C', ISO/IEC]JTC 1/SC 17 reserves anyiother DO of the context-specific class, if no OID specifies the context
otherwisd.

When present, each data field shall contain an interindustry template referenced by tag '7C".

The defaplt context of the GENERAL AUTHENTICATE command(s) regarding the cryptographic protodol
in use i$ reserved for witness-challenge-response triples (see C.2). In this case in the dynaniic
authenti¢ation template, the coritext-specific class is reserved for dynamic authentication DOs as list¢d
in Table 108.

In this cqse respectivecontext specific DOs shall be sent in the C-RPs, embedded in a template with T
'"7C" (see Jlable 108):

e

g

If the GENERAL AUTHENTICATE COMMAND(S) are used for a multi-step authentication protocol (see C.3),
the respgctiwe'protocol OID or algorithm reference being associated with an OID shall be included irj a
preceded MANAGE SECURITY ENVIRONMENT command (see 11.6.11) in the AT and/or shall be contained fin
the template with Tag '7C’ indicating the protocol specific interpretation of the additionally embedded
context specific DOs sent in the C-RPs.

For the default context, the following rules apply within the interindustry template for dynamic
authentication.

— Ifa DO is empty in a template, then it shall be complete in the template in the next data field.

— In the first command data field, the template indicates the dynamic authentication function as
follows.

— A witness request, e.g. an empty witness, denotes an INTERNAL AUTHENTICATE function.
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— A challenge request, e.g. an empty challenge, denotes an EXTERNAL AUTHENTICATE function.

— The absence of empty DO denotes a MUTUAL AUTHENTICATE function. Then unless the card
aborts the process, the template in the response data field shall contain the same DOs as the
template in the command data field. The MUTUAL AUTHENTICATE function allows two entities
to agree on a session key using a pair of “exponential” data elements referenced by tag '85' (see
key agreement techniques in ISO/IEC 11770-3[13]),

The dynamic authentication may protect data fields exchanged during a session. Both entities maintain
a current hash-code, updated by including one command or response data field at a time. The DO'84'
CYNIVEYS an authentication code resulting {rom updating the current code by inciuding a witnegs DO'80".
The verifier successively reconstructs a witness and an authentication code: if the recenjstructed
wlitness is not 0 and if the two codes are identical, then the authentication is successful,

For the default context, C.2 illustrates GENERAL AUTHENTICATE C-RPs for implemeénting INTERNAL,
EXTERNAL and MUTUAL AUTHENTICATE functions, with extensions to data field authentication and key
agreement.

11.6.6 VERIFY command

Table 109 — VERIFY command-response pair

CLA As defined in 5.4.1
INS '20"or 21"

'00' Normal operation

P1 'FF' set verification status to “not verified”, see last paragraph of this clause

any other value |RFU
P2 See Table 102
L.field [Absentfor encoding N, =0, presentfor encoding N.> 0
INS =20’ Verification data-or absent
INS ='21" Verification{data DO, and, conditionally, extended header list
L. field |Absent for encoding N, ='0

Data field

Data field |Absent

See Table 6 and Table 7 when relevant, e.g. '6286','6300" (see 11.6.1), '63CX" (see 11.6.1), '6581','6700',
'6982','6983(,'6984", '6A81', '6A82', '6A86', '6A88' (see 11.6.1)

SW1-SwW2

Tgble 109 shows the,VERIFY C-RP. The command initiates the comparison in the card of stored feference
data with verification data sent from the interface device (e.g. password) or from a sensor on the card
(e.g. fingerprint). The security status may be modified as a result of a comparison. The card may record
unsuccessful comparisons (e.g. to limit the number of further uses of the reference data).

IfIINS=(20", the command data field is normally present for conveying verification data. The apsence of
cammand data field is used to check whether the verification is required (SW1-SW2 = '63CX' fvhere 'X'
ericodes the number of further atfowed retries), or not (SWI-SW2="9000").

If INS = '21', the command data field shall convey a verification data DO (e.g. tag '5F2E', see
ISO/IEC 7816-11), normally not empty. The presence of an empty verification data DO and an extended
header list (tag '4D’, see 8.4.5) expresses that the verification data come from a sensor on the card. The
extended header list references the verification data DO.

With both INS values, P1="FF' shall only be used with L_.and command data field absent. The command
shall set the verification status of the relevant reference data as "not verified".
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11.6.7 CHANGE REFERENCE DATA command

Table 110 shows the CHANGE REFERENCE DATA C-RP. The command either replaces reference data
stored in the card with new reference data sent from the interface device, or initiates their comparison
with verification data sent from the interface device and then conditionally replaces them with new
reference data sent from the interface device. It can be performed only if the security status satisfies
the security attributes for this command.

Table 110 — CHANGE REFERENCE DATA command-response pair

CLA | |Asdefined in 5.4.1
INS '24' or '25'
P1 '00" or '01' (any other value is RFU)
P2 See Table 102
L.field| [Present for encoding N> 0
INS = '24" P1="00" |Verification data followed without delimiter by new reference data
Data field P1="01 New reference data
INS = 25" P1="00" |Verification data DO followed by new reference data'DO
P1="01" |New reference data DO
L, field| |Absent for encoding N, =0
Data fieldl [Absent
SW1-SWh See Table 6 and Table 7 when relevant, e.g. '6300' (see 11.6:1), '63CX' (see 11.6.1),'6581','6700",'698%’,
'6983','6984", '6A81', '6A82', '6A86', '6A88' (see 11.6.1)

11.6.8 ENABLE VERIFICATION REQUIREMENT command

Table 111 shows the ENABLE VERIFICATION REQUIREMENT C-RP. The command switches on the
requirenjent to compare reference data with vetification data. It can be performed only if the securi

status safisfies the security attributes for this‘command.

Table 111 — ENABLE VERIFICATION REQUIREMENT command-response pair

ay

CLA As defined in 5.4.1
INS '28'
P1 '00" or '01' (any other value is RFU)
P2 See Table 102
L.field| |Absent foréneoding N, =0, present for encoding N.> 0
P1="00" Verification data
Data fieldl
P1="01 Absent
L, field| }Absent for encoding N, =0
Data field |Absent
SW1-SW2 See Table 6 and Table 7 when relevant, e.g. '6300' (see 11.6.1), '63CX' (see 11.6.1),'6581', '6700", '6982",
'6983','6984', '6A81', '6A82', '6A86', '6A88' (see 11.6.1)

11.6.9 DISABLE VERIFICATION REQUIREMENT command

112
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Table 112 — DISABLE VERIFICATION REQUIREMENT command-response pair

CLA As defined in 5.4.1
INS '26'
P1 ‘00", '01" or 100xxxxx where xxxxx is a reference data number (any other value is RFU)
P2 See Table 102
L.field [Absent for encoding N, = 0, present for encoding N> 0
P1="00"or P1=100x xxxx |Verification data
Data field
Pt=—04 Absent
L, field [Absent for encoding N, =0
Data field |Absent
dW1-SW2 See Table 6 and Table 7 when relevant, e.g. '6300' (see 11.6.1), '63CX’ (see 11.6.1);76581', '6700’,'6982',
’ '6983','6984', '6A81', '6A82', '6A86', '6A88' (see 11.6.1)
Table 112 shows the DISABLE VERIFICATION REQUIREMENT C-RP. The,dommand switche$ off the

11.6.10 RESET RETRY COUNTER command

rgquirement to compare reference data with verification data, and possiblyswitches on the reqrirement
td compare other reference data with verification data. It can be performed only if the secur
sdtisfies the security attributes for this command.

ty status

T4ble 113 shows the RESET RETRY COUNTER C-RP. The comimand either resets the reference data retry
cqunter to its initial value, or changes reference data.on completion of a reset of the refer¢nce data
rdtry counter to its initial value. It can be performed only if the security status satisfies the security
afftributes for this command.

Table 113 — RESET RETRY COUNTER command-response pair

CLA As defined in 5.4.1
INS '2C" or 2D’
P1 '00%,'01','02" or '03" (any~other value is RFU)
P2 See Table 102
L.field |Absent for encpding N, = 0, present for encoding N.> 0
P1="03" |Absent
INS <& P1="00" |Resetting code followed without delimiter by new reference data
P1="01" |Resetting code
ata field P1="02" |New reference data
P1="03" |Absent
INS = 2D’ P1="00" |Resetting code DO followed by a new reference data DO
P1="01" |Resetting code DO
PT= 02 |New reference data DO
L. field |Absent for encoding N,=0
Data field [Absent
SW1-SW2 See Table 6 and Table 7 when relevant, e.g. '6300' (see 11.6.1), '63CX' (see 11.6.1),'6581','6700",'6982',
'6983','6984", '6A81', '6A82', '6A86', '6A88' (see 11.6.1)
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11.6.11 MANAGE SECURITY ENVIRONMENT command

Table 114 shows the MANAGE SECURITY ENVIRONMENT C-RP. The command prepares secure messaging
(see Clause 10) and security commands (e.g. EXTERNAL, INTERNAL and GENERAL AUTHENTICATE, see also
PERFORM SECURITY OPERATION in ISO/IEC 7816-8). The command supports the following functions:

— SET, i.e. setting or replacing one component of the current SE (see 10.3.3);

— STORE, i.e. saving the current SE under the SEID given in P2;

— RESTOQRE ie r'pp]nr‘ing the current SE bv an SE stored in the card and identified hy the SE

D

give
— ERAS
— RESE
— GET¢
— GET

KEY DER
the card
comman
in the cai
an algori

NOTE
the input
SECURITY

1in P2;

E, i.e. erasing an SE stored in the card and identified by the SEID given in P2;
T, i.e. restoring the default SE after DF or application DF selection;

E, i.e. retrieving all control reference DOs pertaining to the current SE;

LRT, i.e. retrieving one control reference template pertaining to the curréntSE.

VATION function — The usage of a master key concept may require-the derivation of a key
containing the master key. Table 117 shows the usage of the MANAGE SECURITY ENVIRONME)
1 for deriving a key. It is assumed that the master key and the algorithm are implicitly selects

thm).
Depending on the algorithm reference, the data for deriving a key from a master key can be part

data of the subsequent command (e.g. EXTERNAL AUTHENTICATE). In this case the usage of the MANA
ENVIRONMENT command for deriving the key is not nécessary.

Table 114 — MANAGE SECURITY ENVIRONMENT command-response pair

d (otherwise, the MANAGE SECURITY ENVIRONMENT command can additionally select a key and

in
[T
pd

of
GE

CLA

As defined in 5.4.1

INS

l22'

P1

See Table 115

p2

See Table 116

L field

Absent for encoding N_='0,)present for encoding N.> 0

Data fiel

GET, STORE, RESTORE;*ERASE, RESET Absent

SET Control reference DOs

L, field|

SET, STORE, RESTORE, ERASE, RESET  |Absent for encoding N, =0

GET Present for encoding N, > 0

Data fiel

GET<SE Concatenation of control reference DOs

d |GET CRT One control reference template

other Absent

SW1-SW2 |See Table 6 and Table 7 when relevant, e.g. '6600', '6987','6988, '6A88' (see 11.6.1)
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Table 115 — Coding of P1 in the MANAGE SECURITY ENVIRONMENT command

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
- -1 -11|-1=-1-1] - |Secure messagingin command data field
- -1 -1|-1~=-1~-1]- |Secure messaginginresponse data field
-1 |-|-1-1-1]-1] - |Computation, decipherment, internal authentication and key agreement
1| - - - - - - - |Verification, encipherment, external authentication and key agreement
- - - -10}10]0]|1]|SsET
F—t——F—3F—81+6—3+—b—5FerRE
1 |1 |1|1]0]|0]|1]| 1 |RESTORE
1 1|11 0| 1|1]| 1 |RESET
1 |1 |1|1]0|1]0]| 0 |ERASE
D | 0| 0| 0]1]|0]| 0| O |GETCRT
D | 0| 0[O0 |0|]0]| 0| O |GETSE
NOTE Any other value is RFU.

Table 116 — Coding of P2 in the MANAGE SECURITY ENVIRONMENT command

Value Meaning
'XX' SEID with from interval ['01'.. 'FE'] without 'EF' (see 10.4.4) if P1 indicates STORE, RESTORE|or ERASE
Q: gi Tag of CRT with the meaning from Table 55 present in the command data field
! o' |iIf P1indicates SET or GET CRT
B6', 'B8
'00' if P1 indicates GET SE or RESET

NOTE Any other value is RFU.

Table 117 — Command-response pair for KEY DERIVATION function

CLA As defined in 5.4.1
INS '22'
P1 'X1' (SET, see Table 115)

CRT tag (e.g. 'A4'ifan EXTERNAL AUTHENTICATE follows, or 'B4' if a VERIFY CRYPTOGRAPHIC CHECKSUM
follows)

p2

L.field [Presentfoyeheoding N.>0

Data field [{'94' - L&-Bata for deriving a key (mandatory)}; SM DOs may be present
L. field |Absentfor encodingN,=0

(ww]

ata fieldJAbsent
SW1-SW2'|See Table 6 and Table 7 when relevant, e.g. '6600', '6987", '6988, '6A88' (reference data not fpund)

117 Miscellaneous

11.7.1 COMPARE command

Table 118 shows the cOMPARE C-RP. The command initiates a comparison of comparison data with
reference data, which will be either the value of a primitive DO, or the contents of a record, or the
contents of a DataString. The reference data may be set by execution of SELECT DATA command with a
general reference template or addressed by cOMPARE command with a general reference template (see
Table 94). The card shall interpret any individual element relevant for the comparison as a binary coded
number. When an interval is provided in the command or response data, the endpoints of that interval
shall have the same type as the data to which they are compared.
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Table 118 — COMPARE command-response pair

CLA As defined in 5.4.1

INS '33'
'00' COMPARE BINARY function, reference value is located in an EF supporting data units
P1 '01' COMPARE RECORD function, reference value is located in an EF supporting record
'02 COMPARE DATA function, reference value is located ina DO
other RFU
Operationquaiter{for-detatsseebelow)
'00' comparison defined by OID
'01' equal
'02' greater than
'03' less than
'04' not equal
Pz '05' element of interval [lowerEndpoint, upperEndpoint]
'06' not element of interval [lowerEndpoint, upperEndpoint]
'07' the reference value shall belong to the set of finite valuesidefined by the command
'08' the reference value shall not belong to the set of finite-values defined by the commandl
['09'.."7F"] |RFU
['80"..'FF'] |Proprietary

L.field| |Presentfor encoding N.>0
DO'06' OID conditional, present if and only if P2="00;
General reference template DO'60' as\defined in Table 94.

Condition- |DO'78' followed by a DO with asag '70' to '72' or tags '74' to '77' (see 8.3.5), nesting
Data field |al choice |application defined DOs for referencing the target of the command.

between  |QObject locator DO'7F72' asdefined Table 38
Wrapper DO'63' (see 8.4.8).
The data field optionally ends with comparison data encapsulated in DO'53' or DO'73'

L. field| |Absent for encoding N, = 0, orpresent for encoding N, > 0

(o9

Data field |Absent or present (see(below)
SW1-SW]2 [See Table 6 and Table 7 when relevant, e.g. '6282",'6340’, '6982'

The comparison data shall’be:
— eithdr transmitted in the command data field,

— or kipown by-the card.

By definiftion the reference value is the number coded in the reference data and the comparison valuelis

the numbeg cadad 1 tha ~coa oo data
CI CUUCU TIT LIIC LUllll.ICall ITOoVUIT Udld.

The function of the command (COMPARE BINARY or COMPARE RECORD or COMPARE DATA) shall be coded
in P1 set to the values '00', '01', '02' respectively.

The type of the operation is defined by P2 (operation qualifier):

— P2 ="00" the comparison function is defined by an OID DO'06' in the data field.

— P2 ="01" the comparison is successful if the reference value is equal to the comparison value.

— P2 ="02" the comparison is successful if the reference value is greater than the comparison value.

— P2 ="03": the comparison is successful if the reference value is less than the comparison value.

116 © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=9edac6a1c0ba6e43131675bc38584d5a

ISO/IEC 7816-4:2020(E)

the command.

by the command.

— P2 ="07": the comparison is successful if the reference value is element of the finite set

defined by the command.

P2 ='04" the comparison is successful if the reference value is not equal to the comparison value.

P2 ="05" the comparison is successful if the reference value is within the closed interval defined by

P2 ="'06":the comparison is successful if the reference value is not within the closed interval defined

of values

red
If
lo
dg
B

P2 ="08": the comparison is successful if the reference value is not element of the finite set
defined by the command.

P2 values from interval ['09'..'7F'] are RFU.
P2 values from interval ['80' .. 'FF'] are proprietary.

he result is indicated by the status bytes in the command response. SW1¢§SW?2 set to '6340'
at the comparison is unsuccessful.

the comparison data is given in the command data field, then for P2-equals
‘01" or '02' or '03' or '04' the value shall be given in the value field of DO'53’;

'05" or '06' the closed interval shall be provided in the4alue field of DO'73'; in this case t
shall contain nothing but two D0s'80"; the first DQ'80" shall contain the lower endpoi
interval; the second DO'80' shall contain the upper.endpoint of the interval;

'07 or '08' the set shall be provided in the valugfield of DO'73"; in this case each value of thg
be given in the value field of a DO'53".

hen the command is successful, an optienal response data field may be present when P

terval within which one element matches (P2='05") or within which no element matches (P2
mparison data.

|.7.2 GET ATTRIBUTE command

ble 119 shows the GET APTRIBUTE C-RP. The command GET ATTRIBUTE retrieves one object
the referenced secutity object, if the access conditions for the respective operations are satig
spective securityobject shall be referenced by a data object locator in the data field of the ¢
an EF or a DO isreferenced by the command an empty attribute reference is mandatory in 4
cator templafe.’The respective attribute may be related to a dedicated security environme
pdicated sevvice provided by the referenced security object. The relevant attribute is retri
ER-TLV Object in the data field of the response APDU.

of values

indicates

e DO'73'
t of the

set shall

2='05" or

. When present, it shall be the concateénation of two DO'80" defining the endpoints of the closed

-'06') the

attribute
fied. The
bmmand.
he object
ht or to a
bved as a
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Table 119 — GET ATTRIBUTE command-response pair

CLA As defined in 5.4.1
INS '34' or '35’
P1-P2 ['0000’

L.field |Presentfor encoding N.>0

Data field INS ='34" |Value field of object locator DO’7F72’ (see Table 38)
ata fie
INS='35 |Objectlocator DO'7F72' (see Table 38)
L. field—PresentforencodingA—>0

Data fielfl |Attribute coded in BER-TLV
SW1-SWP |See Table 6 and Table 7 when relevant

11.8 Transmission handling

11.8.1 GET RESPONSE command

Table 120 shows the GET RESPONSE C-RP. The command transmits (part of) response APDUs (see 5.3.4).

Table 120 — GET RESPONSE command-response pair

CLA | |Asdefined in 5.4.1
INS 'co’
P1-P2 | |'0000' (any other value is RFU)
L field| [Absent for encoding N, =0
Data fieldl |Absent

L, field| |Present for encoding N, >0

Data fieldl [Absent in any error case, or (part of)-airesponse APDU according to N,

See Table 6 and Table 7 when relevant, e.g. '61XX' ('XX' encodes the number of extra bytes still available

-SWB
SWI-Swp by a subsequent GET RESPONSE), '6281','6700', '6A81', '6A82', '6A86', '6CXX'

11.8.2 ENVELOPE command

Table 12]l shows the ENVEEORE C-RP. With INS = 'C2', the command, or a chain of such commangls
transmitp a payload which shall be a command APDU.

NOTE 1 | The description‘from ISO/IEC 7816-4:1995 is moved to ISO/IEC 7816-3.

With INS= "C3’, the command, or a chain of such commands transmits a payload which shall be a DP.
Particulqr uses.are:

— Wheh‘the DO is DO'52' (command to perform), it has the same functionality as 'C2', except that the
response shall be a concatenation of DOs. If the response specified by the nested command is not, it
shall be nested in DO'53".

— When the DO is DO'06' (object identifier), the success of the command (SW1-SW2 ='9000') means
that the card is ready to start a procedure defined by the document referenced by this object
identifier. This procedure, or script, shall comply with the standard APDU syntax. The end of the
procedure shall be defined in the procedure.

EXAMPLE1 In order to use IP datagrams at the interface, the specification referred to by the OID defines the
encapsulation of those datagrams in command and response payloads.
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EXAMPLE 2 In order to use at the interface the command syntax derived from the API defined by [1], the BER-
TLV marshalled requests and confirmations (payloads), also defined in [1], are encapsulated in the command
data fields of ENVELOPE C-RPs with INS="C3".

NOTE 2  Annex B shows the usage of the ENVELOPE command for secure messaging.

Table 121 — ENVELOPE command-response pair

CLA As defined in 5.4.1
INS 'C2'or 'C3'
P1-P2  |'0000' (any other value is RFU)
L.field |Present for encoding N.> 0
INS ='C2' (Part of) a command APDU
INS="C3' DO or DO fragment
L. field [Absent for encoding N, = 0, present for encoding N, > 0

Data field

Data field [(Part of) a response APDU (INS = 'C2"), or (parts of) DO'53" (INS = '€3“with DO'52"), or absgent
§W1-SW2 |See Table 6 and Table 7 when relevant, e.g. '6700'

1P Application-independent card services

12.1 General

The purpose of card services is to provide interchange’mechanisms between a card and an finterface
d¢vice knowing nothing about each other except~that they both comply with this document. Card
sgrvices result from any combination of historical bytes (see 12.2.2), the contents of EF.DIR and EF.ATR/
INFO (see 12.3.2 and 12.3.3) and sequences of.commands. Unless otherwise specified, every jommand
APDU uses CLA set to '00’, i.e. no command chaining, no secure messaging and the basic logical channel.

There is no need for an application to¢comply with this clause once it has been identified and selected
in the card. An application may yse-other mechanisms compatible with this document for gchieving
similar functions. Therefore such solutions may not guarantee interchange.

Interindustry information may‘also be recovered by the commands sent on additional logical[channels
than the basic logical channel. Furthermore in such commands any N, may be used. This stafement is
rglated to the paragraph before as well as the information retrieval in 12.2.2.1, 12.2.3, 12.3]2, 12.3.3
and 12.5.

1R.2 Card identification

p.2.1 General

1
This'service allows the interface device to identify the card and to deal with it. The historical Hytes (see
11

2 ')) prnvidn a gnnnrir‘ cnppnrf to card identification. The card prnvir]nc information to the outside

world on its logical content directly, e.g. through the card service data byte (see Table 124), and/or
indirectly, e.g. through the initial access data (see 12.2.2.6) indicating an access to a file implicitly
selected immediately after enabling a physical interface (see 5.1). Consequently, the data available at
this point, i.e. the initial data string (see 12.2.3), may not be subsequently retrievable. The waiting time
management provides the information regarding application waiting time to the outside world (see
12.2.4).
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12.2.2 Historical bytes

12.2.2.1 Purpose and retrieval

The historical bytes (string of up to 15 bytes, as defined in ISO/IEC 7816-3) indicate operating
characteristics of the card. When a card answers to reset, the Answer-to-Reset may contain
historical bytes.

When the physical interface does not allow a card to answer to reset, e.g. if it is accessed by Universal
Serial Bus or by radio frequency, the GET DATA command (see 11.5.3) may retrieve:

— histdrical bytes as the value of DO'5F52". The command APDU is: '00CA 5F52 OF". For practical uqe,
DO'5F52' should belong to the template referenced by curConstructedDO after enabling a-physidal
interfface (see 5.1).

— the Answer-To-Reset as the value of DO'5F51". The command APDU is: '00CA 5F51 20% For practidal
use, [DO'5F51" should belong to the template referenced by curConstructedD@\after enabling|a
physjical interface (see 5.1).

12.2.2.2 | Structure and COMPACT-TLV data objects

The first historical byte is the “category indicator byte”. If the category indicator byte is set to '0j0’
or '8X', then Table 122 summarizes the format of the historical bytes. Any other value indicates|a
proprietgry format.

If the firdt historical byte is set to:

— '00' the remaining historical bytes shall consist of optional consecutive COMPACT-TLV data objects
followved by a mandatory status indicator (see 12.2.2:11);

— '80' the remaining historical bytes shall consist\of optional consecutive COMPACT-TLV data objects;
the last one may carry a status indicator in COMPACT-TLV format (see 12.2.2.11).

«

Any intefindustry DO consisting of a tag field;set to '4X’, a length field set to '0Y' and a value field off Y
bytes cam be converted into a COMPACT-TLV,\data object consisting of a byte set to 'XY' called “compalct
header” 3nd a value field of Y bytes.

Any inteffindustry data element defined hereafter (see 12.2.2.3 to 12.2.2.10) may be present in EF.ATR/
INFO (seg 12.3.3). If present in EE/ATR/INFQ, it shall appear in a DO, i.e. a tag field set to '4X’, a length
field set o '0Y" and a value field)of Y bytes.

Table 122 — Category indicator byte

Value Meaning
'00' A status.indicator shall be present as the last three historical bytes (see 12.2.2.11)
'80" | |Asstatusindicator may be presentin a COMPACT-TLV data object (one, two or three bytes, see 12.2.2.11)
'81'to [|RFU
'SF'

NOTE 1 Any other value indicates a proprietary format.

NOTE 2 ISO/IEC 7816-4:2005 defined another category indicator byte ‘01’ with a coding and meaning outside the scope of
this document. In this document this value is part of the proprietary format.

12.2.2.3 Country or issuer indicator

Referenced by a compact header set to either '1Y' or '2Y", this interindustry data element is a country or
issuer indicator (see also tags '41' and '42' in Table 17). Table 123 shows the country or issuer indicator.
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Table 123 — Country or issuer indicator

Compact header Value
"1y’ Country code (see ISO 3166-1[21) and optional national data
2Y' Issuer identification number (see ISO/IEC 7812-1[3]) and optional issuer data

A country indicator consists of a country code (three quartets with values from '0' to '9', see
1SO 3166-1[2]) followed by subsequent data (at least one quartet). The relevant national standardization
body shall choose those subsequent data (odd number of quartets).

A
by
P

N
V3

R
in
If

a(

' subsequent data. The card issuer shall choose those subsequent bytes if any (for encodi
[imary Account Number).

DTE In ISO/IEC 7812-1, an issuer identification number can consist of an odd number of quart
lue from '0' to '9". Then it was mapped into a byte string by setting bits b4 to b1 of the,last byte to 11

p.2.2.4 Application identifier

eferenced by a compact header set to 'FY', this interindustry data element is an application
ID, see 12.3.4, see also tag '4F' in Table 17). If present in the historical bytes or in the in
ring (see 12.2.3), an AID denotes an implicitly selected application (see 12.3.6.2).

p.2.2.5 Card service data

pferenced by a compact header set to '31', this interindustry data element indicates methods
the card for supporting services described in thisclause. Table 124 shows the card service ¢

cess them. The absence of card service datachyte in the historical bytes and in the initial d3

indicates that the card supports only the implicit application selection (default value).

Table 124:<-'Coding of the card service data byte

h issuer indicator consists of an issuer identification number (see ISO/IEC 7812-1[31) possibly|followed

g eg. a

bts with a
(1.

dentifier
tial data

available
ata byte.

present in the historical bytes or in the initiak'data string (see 12.2.3), the card service ljlata byte
indicates whether EF.DIR and/or EF.ATR/INFQsfsee 12.3.2 and 12.3.3) are present or not, a

d how to
ta string

h8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
k | x| - | - | -1 - /~F- |Application selection
-l -1-1-1-4*| - |— byfull DF name
-1 -1]-|-ANM - | - |— bypartial DF name
- | - | x| x |G&N - | - | - |DOsavailable
- | - | 1| A~N-1| -] -] -|— InEFDIR (see12.3.2)
- -] =T -] -] -1 -|— InEFATR/INFO (see12.3.3)
- | - 4xV| - | x| x | x| - |EF.DIRand EF.ATR/INFO access services
- |X-X]'- | -1 1| 0| 0] - |— bytheREADBINARY command (transparent structure)
-“D- | -] -]1]0]0] 0] - |— bytheREADRECORD (S) command (record structure)
-|-1-1-10|1]0] - |— bytheGETDATA command (BER-TLV structure)
RIS
- -1-1|1-1-1-1-10 |Cardwith MF
-l -1-1-1-1-1-11 |Cardwithout MF

12.2.2.6 Initial access data

Referenced by a compact header set to '4Y', this interindustry data element indicates a command APDU
assumed to be the first command after enabling a physical interface (see 5.1). The command APDU is
specified in 12.2.3.
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12.2.2.7

Card issuer's data

Referenced by a compact header set to '5Y', this interindustry data element is not defined in
ISO/IEC 7816 (all parts)[4]. The card issuer defines a length, a structure and a coding.

12.2.2.8

Pre-issuing data

Referenced by a compact header set to '6Y', this interindustry data element is not defined in
ISO/IEC 7816[4l. The card manufacturer defines a length, a structure and a coding for a card
manufacturer, an integrated circuit name, an integrated circuit manufacturer, a ROM mask version,

an operafting system version, etc. This interindustry data element may contain an integrated cirel

manufac

12.2.2.9

Referenc
three sof

— one byte, then the data element shall consist of the first software function table (see Table 125);

— two
Tabls

— thre
(see
softy

Content ¢f the software function tables:

— The

— The
pres

— The
and

furer identifier (see ISO/IEC 7816-6).

Card capabilities

ed by a compact header set to '71','72" or '73’, this interindustry data element@onsists of up
tware function tables. If the length of the data element is

bytes, then the data element shall consist of the first software funetion table as first byte (s
e 125) and the second software function table as second byte (see Table 126);

e bytes, then the data element shall consist of the first sgftware function table as first by
Table 125), the second software function table as second byte (see Table 126) and the thi
vare function table as third byte (see Table 127).

irst software function table indicates selectien*methods supported by the card.

second software function table is the “data coding byte”. The data coding byte may also |
ent as the second byte in the file CP referenced by tag '82' (see Table 11).

third software function table indicates the ability to chain commands, to handle extended
L. fields and to manage logical channels.

Table 125 — Coding,ef the first software function table (selection methods)

it

fo

A1

e

rd

e

b8 | b7

b6 | b5 | b4 [ b3 | b2.\b1 Meaning

X | x | x| - (=7 - |DFselection (see 7.3)

) - | - |— byfullDF name

- | - | - |— bypartial DF name

11 -N“|-1|-1-|— Dbypath

v~ - | - | - | - |— Dbyfileidentifier

=<1 -1 1| - | -1 - [Implicit DF selection

- | 1| - | - |ShortEF identifier supported

- | -] 11| - |Record number supported

- | - | - | 1 |Record identifier supported

122
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Table 126 — Coding of the second software function table (data coding byte)

b8 b7 | b6 | b5 (b4 | b3 | b2 | bl Meaning

1) -1]-1|-1-1-1-=-1- |EFsof BER-TLV structure supported

- - - - - |Behaviour of write functions

- - - - - |— One-time write

— Proprietary
-1 -1-1-1-]— WriteOR

ALt a AN
VVIICC IXIND

olm|o|x
.
.
\
,
1

H

Data unit size in quartets (from one to 32 768 quartets, i.e.(6-3B84 bytes)
(power of 2, e.g. 0001 = 2 quartets = one byte, default value)

- | - | -| x| -] -1 - | - |Value 'FF' for the first byte of BER-TLV tag fields (see8.1.2)

- | - | -0 -1]-1|-1-[— Invalid (used for padding, default value)

- | - | -1 -1]-1|-1-|— Valid(longprivate tags, constructed encoding)

Table 127 — Coding of the third software functiotrtable
(command chaining, length fields and logical channels)

h8 | b7 | b6 (b5 | b4 | b3 |b2 | bl Meaning

1 | -|-|-|-1-]-1 - |[Commandchaining (see 5.33)

- | 1] -|-1]-1]-]|-1] - |ExtendedL. andL,fields{see 5.1)

- | -|1|-1]-1]-1|-| - |Extended Length Information in EF.ATR/INFO

- | -] -]1x|x]| - |- - |Logical channel number assignment (see 5.4.2 and 11.2)
- - -1 - | -1| - |— bythecard

-l -] - 1| -] - | - |— bytheintérface device

- | -1 -0 0] -1 - - |Onlybasiclogical channel available

Maximwm number of logical channels (see 5.4.1)

- - - - -y |z |t |=(Cyzandtnotallsetto1l means4y+2z+t+l,i.e. from one to seyen

= y=z=t=1means eight or more

12.2.2.10 Application Family Identifier

Referenced by a compact header set to '91, this interindustry data element consists of one byt defined
i ISO/IEC 14443-3H4;

12.2.2.11 Status indicator

Ifithe category indicator byte is set to '00’, then the last three historical bytes shall be a status Indicator,
namelya-card LCS (1 byte) followed by two processing status bytes denoted SW1-SW2.

Iflthe category indicator hyte is set to '80", then an interindustry data element referenced hy al compact
header set to '81, '82' or '83' may be present as a status indicator on one, two or three bytes (any other
length is RFU) at the end of the historical bytes.

— Ifthe length is one, then the data element is a card LCS.
— Ifthe length is two, then the data element is SW1-SW2.
— Ifthe length is three, then the data element is LCS followed by SW1-SW2.

LCS shall be interpreted according to 7.4.10 and Table 15; the value '00' indicates that the status is not
reported. SW1-SW?2 shall be interpreted according to 5.6, Table 6 and Table 7; the value ‘0000’ indicates
that the status is not reported.
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12.2.3 Initial data string recovery

Referenced by a compact header set to '4Y' in the historical bytes (see 12.2.2) or by tag '44' in EF.ATR/
INFO (see 12.3.3), the interindustry data element called “initial access data” indicates a command APDU.

— Ifthelengthis one, then the command APDU is a READ BINARY command (see 11.3.3) as follows: CLA
INS P1 P2 set to '00B0 0000' and an L, field set to the first and only byte of initial access data.

— Ifthe length is two, then the first byte of initial access data indicates the structure (bit b8) and the
short EF identifier (bits b5 to b1) of the EF to read, according to Table 128.

— If bit b8 of the first byte is set to 1, then the command APDU is a READ BINARY command((s¢e
11.3.3) as follows: CLA INS set to '00B0". If the bits b5 to bl are set to 00000 then P1 shallbe set
to '00" otherwise P1 shall be set to the first byte of initial access data, P2 set to '00 and an [,
field set to the second byte of initial access data.

— Ifbit b8 of the first byte is set to 0, then the command APDU is a READ RECORD,(§hcommand (s¢e
11.4.3) as follows: CLA INS P1 setto '00B2 01', P2 consisting of bits b8 to b4 set to bits b5 to b1 jof
the first byte of initial access data (indicating an EF referenced by curEF et a-short EF identifidr)
and bits b3 to bl set to 110, and an L, field set to the second byte of initial“access data.

— Ifthe length is five or more, then the command APDU consists of the Y\bytes of initial access data

The command APDU shall be submitted to the card. If the process is eompleted, then the response dafa
field is a|string of interindustry DOs every application might be interested in, called the “initial dafa
string”.

able 128 — Coding of the first byte of initial access data when the length is two

b8 (b7 |b6 | b5 | b4 | b3 | b2 | bl Meaning
x| -|-11-1-1-1-1 - {EFstructure
Of-1]1-1-1-1-1- 10 |Recordstructure
1(-1-1-1-1-12+4 - |Transparentstructure
x| x| -1]-1¢N-1] - [00(anyother valueis RFU)
0] 0.0 0| O |CurrentEF
not all equal Short EF identifier

12.2.4 Waiting time management

12.2.4.1| General

The waiffing time-management service provides the information regarding application waiting tinhe
dependir}g on respective cases, e.g. each command, each operation, and each amount of data. By using
this infofmation, an application on an IFD detects an unresponsive ICC without any negotiation, as gn
alternatiye-torusing a single waiting time defined on a transmission protocol (See ISO/IEC 7816-3 and
ISO/IEC 1444345

The application waiting time is the maximum delay between the leading edge of a character transmitted
by an ICC and the leading edge of the previous character transmitted by an IFD.

This information is available under application waiting time management information DO‘7F75‘ in
the EF .ATR/INFO and/or in the FCI of any application DF. Table 129 indicates four formats for this
information.

The rationale for handling the waiting time defined in ISO/IEC 7816-3 in correlation with the execution
time information by an application on an IFD is out of the scope of this document. Annex I shows an
example of waiting time extension procedure defined in ISO/IEC 7816-3 and application waiting time
procedure defined in 12.2.4.
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Table 129 — Application waiting time data objects under application waiting time management

information DO‘7F75¢

Tag | Length Value

‘811 Var. |Application waiting time management information in compact format

‘Al Var. |Application waiting time management data elements in expanded format
‘82° Var. |Application waiting time management information in proprietary format
‘A2 Var. |Application waiting time management data elements in proprietary format

i

whhere
T,.x is maximum application waiting\time [ms];
Ty, is base time [ms];
T, is unit time [ms/B];

12.2.4.2 Compact format

I compact format, an application waiting time management information consists‘pf’a ¢

bit of bits b7 to b1 indicates whether the application waiting time management facteb for each ¢
is|present, i.e. a bit as 1 means present and a bit as 0 means absent. shows théfirst byte of ¢
indicator. Subsequent bytes of command indicator are RFU.

An application waiting time management factor consists of 1-byte base\time and 1-byte unit {
maximum application waiting time is derived from base time plus result of multiplying uni
data length of command processing (see arithmetic expression below). A base time is the pai
cogmmand execution time independent from data length of command processing. A unit time
data processing time for each command, e.g. reading 1 byte data, updating 1 byte data, or ve
byte data.

dicator field followed by a concatenation of 2-byte application waiting time management fact

Tmax:Tb+(Tude)

Ly is data length [B]:

Table 130 — Coding of the first byte of command indicator

ommand
ors. Each
ommand
ommand

ime. The
[ time by
t of each
is 1 byte
rifying 1

b8 | b7 | b6 | b5 b4 | b3 | b2 | bl Meaning
X - - . - - - - |Presence of next command indicator
0 - - - - - - - |Last command indicator byte
1 - v - - - - - |Next command indicator byte available

- Presence of application waiting time management factor for
command

ach

- 1 - - - - - - |READ BINARY

- | -111]-1]-1=-1+-1]- |UPDATEBINARY

- - - 1 - - - - |READ RECORD (S)

i . - - 1 - - - |UPDATE RECORD

- - - - - X X x |RFU

12.2.4.3 Expanded format

In expanded format, an application waiting time management information consists of a concatenation
of a command header description DO‘81‘ followed by an application waiting time management factor
DO’A0’. A value field of a command header description DO‘81‘ is composed of a mandatory command
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header description byte followed by an optional CLA byte, INS byte, P1 byte and P2 byte depending on
the value of the command header description byte. Table 131 shows the command header description
byte (the first byte of the value field of DO‘81").

Table 131 — Coding of command header description byte

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
00| 0]|O x | x | x |The command header description includes
0|00 O0]1 - - - |— (CLA),i.e.the value of CLA
OO0l 0] O - 1 - - |— (INS),i.e. the value of INS
0]0)] 01O - - 1 - |— (P1),i.e.thevalue of P1
0j0)]0]|O0 - - - 1 |— (P2),i.e.the value of P2
The value|of CLA shall encode zero as the number for logical channel with the meaning that the descriptionisindependent
from logidal channels.
NOTE Anjy other value is RFU.

Table 13 lists application waiting time management factor DOs with context-§pecific class tag. Eagh
applicatipn waiting time management factor is associated to the specific arithmetic expression. Twyo
applicatipn waiting management factor DOs associated to one arithmetic €xpression (see 12.2.4.2) afe
provided|

Table 132 — Waiting time managementfactor DOs

=

Tag
‘80° Var. Base time
‘81 Var. Unit time

ength Value

12.3 Application identification and selection

12.3.1 General

This seryice allows the interface device to’know what applications are supported by the card, if any, as
well as hpw to identify and select them:

Two speg¢ific EFs provide a generic support to application identification and selection, namely EF.D|R
and EF.ATR/INFO. They contdin a set of DOs. In these EFs, erased or modified DOs may induce padding
before, Hetween and afterDOs (see 8.1.2) in the response data fields of READ BINARY/RECORD(s)
commangls.

12.3.2 HEDIR

This EF ipdicates a list of applications supported by the card. It contains a set of application templatgs

(see 12.315) and/or application identifier DOs (see 12.3.4), in any order. It determines which commangls
shall be performed in order to select the indicated zpp]ir‘afinnc

If an MF and an EF.DIR are present, EF.DIR shall have the MF as parent file and its path shall be
'3F002F00". At MF level, the short EF identifier 30, i.e. 11110 in binary, references EF.DIR.

If an MF is not present, EF.DIR may be present and should be addressable by file identifier '2F00" after
enabling a physical interface (see 5.1).

NOTE The command (sequence) for retrieving the content depends on the structure of EF.DIR (e.g. see
Table 124) and can be known implicitly by an application in the outside world.

If EE.DIR supports DO handling, or if its contents are not stored in a file, a card may provide its contents
by the GET DATA command (see 11.5.3) The response data to the command '00CB 2F00 02 5C00 00" is the
concatenation of all DOs which are present in EE.DIR, or would be present if EF.DIR does not actually exist.
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If the card provides this service, the command should be successful at least immediately after enabling
a physical interface (see 5.1).

12.3.3 EFATR/INFO

This EF indicates operating characteristics of the card. It contains a set of interindustry DOs which cannot
be nested in EE.DIR, either because not relevant to application selection, or because there is no EF.DIR.

NOTE 1

EF.ATR/INFO was called EF.ATR in the 2nd edition of this document. As some contactless cards do not

provide an ATR, this terminology was misleading in the contactless card world. The new terminology EF.ATR/

IN
lof:

If]
sh

p1

p1

If
a

N5

A
(oF:

'00CB 2F01 02 5C00 00" is the concatenation of all DOs which are present in EF.ATR/INFO, or

7.44), this interindustry dataelement identifies an application.

FO 1s recommended. It can still be called EF.ATR 1n contact card standards or speciftications, and.c
lled EF.INFO in contactless card standards and specifications.

an MF and an EF.ATR/INFO are present, EF.ATR/INFO shall have the MF as parent:file ang
all be '3F002F01".

an MF is not present, an EF.ATR/INFO may be located within an application with its applicat]
rent. [ts file identifier shall be '2F01', unless defined otherwise by the application.

DTE2  The command (sequence) for retrieving the content depends on the.structure of EF.ATR/|
e Table 124) and can be known implicitly by an application in the outside-world.

EF.ATR/INFO supports DO handling, or if its contents are\not stored in a file, a d
ovide its contents by the GET DATA command (see 11.5.3). The response data to the d

esent if EF.ATR/INFO does not actually exist.

the card provides this service, the command should be successful at least immediately after
physical interface (see 5.1).

DTE 3  Information presented in an ATR at interfdce enabling can supersede information from EF.A
present.

p.3.4 Application identifier

eferenced by a compact header ‘set to 'FY' in the historical bytes (see 12.2.2.4), or by tag ‘4
itial data string (see 12.2.3)5in' EF.ATR/INFO, in EF.DIR and in the management data of an

h application identifier (AID) consists of up to sixteen bytes. Bits b8 to b5 of the first byte i
tegory according to-Table 133.

Table 133 — Categories of application identifiers

hn now be

| its path

ion DF as

INFO (e.g.

ard may
ommand
would be

enabling

TR/INFO,

LF' in the
y DF (see

ndicate a

Value Category Meaning
'P'to 'Q! - Reserved for backward compatibility with ISO/IEC 7812-1[3] (see Annex D
‘Al International |International registration of application providers according to ISO/IEC 7816-5
B = RFH
'D' National National (ISO 3166-1[2]) registration of application providers according to
ISO/IEC 7816-5
'E' Standard Identification of a standard by an object identifier according to ISO/IEC 8825-1
'F' Proprietary |No registration of application providers

Figure 11 shows an international AID. It consists of a registered application provider identifier
(international RID) on five bytes and optionally, a proprietary application identifier extension (PIX) on
up to eleven bytes.

— The international RID shall uniquely identify an application provider (see ISO/IEC 7816-5).

©

— Bits b8 to b5 of the first byte shall be set to 1010, i.e. the first quartet shall be set to 'A".
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— Each one of the subsequent nine quartets shall be set from '0' to '9".

— The extension has a free encoding. It allows the application provider to identify its different
applications.

Registered application provider identifier Proprietary application identifier extension
(International RID, five bytes, first byte set to 'AX'") (PIX, up to eleven bytes)

Figure 11 — International AID

Figure 11
on five b}

— The
— ]

— The
appl

b shows a national AID. It consists of a registered application provider identifier (nationahRI

tes and optionally, a proprietary application identifier extension (PIX) on up to eleven‘byteq.

hational RID shall uniquely identify an application provider (see ISO/IEC 7816-5).

Bits b8 to b5 of the first byte shall be set to 1101, i.e. the first quartet shall bey$et to 'D".

The subsequent three quartets (from '0' to '9") shall form a country code/(seé ISO 3166-1[21),

The recommended value of each one of the last six quartets is from 'Q' to '9".

extension has a free encoding. It allows the application provider to identify its differe

cations.
Registered application provider identifier Prépriétary application identifier extension
(National RID, five bytes, first byte set to 'DX') (PIX, up to eleven bytes)

Figure 1
1000, i.e.

Figure 12 — Natienal AID

B shows a standard AID. It consists of up-to sixteen bytes. The first byte shall be set to 11
to 'E8'". The values 'EQ' to 'E7" and 'E9' td’EF' are RFU. An object identifier (see ISO/IEC 8825

shall follow for identifying a standard spec¢ifying an application (see examples in Annex A, e

ISO/IEC
informat|
standard

7816-11, personal verification threugh biometric methods, ISO/IEC 7816-15, cryptograph
jon application). An application-identifier extension (specified according to the identific
) may follow for identifying different implementations.

10
1)
g
ic
e

‘E8" |0

bject identifier (see Annex A) Application-specific application identifier extension

Figure 11
shall be 3
different

Figure 13 — Standard AID

L shows a proprietary AID. It consists of up to sixteen bytes. Bits b8 to b5 of the first by
et to 111, i.e. to 'F". In the proprietary category, as application providers are not registere
application providers may use the same AID.

Proprietd

ry-application identifier (Proprietary AID, up to sixteen bytes, first byte set to 'FX")

Figure 14 — Proprietary AID

WARNING — An AID being shorter than five bytes conforms to this document. Some
implementations may require AIDs to be at least five bytes long. This should be taken into
account when assigning an AID.

128
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12.3.5 Application template and related data elements

Referenced by tag '61), this interindustry template may be present in EF.ATR/INFO (see 12.3.3), in
EF.DIR (see 12.3.2) and in the management data of any DF (see 7.4).

Such a template shall contain one and only one application identifier. If several application identifiers
are valid names for the same DF, then each one should be present in a different application template.

Such a template may optionally contain other interindustry DOs relating to the application as listed
in Table 134 and defined hereafter.

Table 134 — Interindustry DOs for application identification and selection

Tag Value

'4F' | Application identifier

'50" |Application label

'51" |File reference

'52"  |Command APDU
'33','73'|Discretionary data, discretionary template

5F50' |Uniform resource locator (see IETF RFC 1738[23] and IETF RFC 2396[24])

'61'" |Set of application-related DOs

'79" | This DO indicates a coexistent tag allocation schetme

The following interindustry data elements provide a generic support to application identification and
sglection.
Application label — Referenced by tag '50', this interindustry data element is not defined in
I90/1EC 7816 (all parts)[4l. The application proyider defines it for use at the man-machine intefface, e.g.
a frademark to display.
File reference — Referenced by tag '51' (see 7.3.2)
Djscretionary data (or template) ~—~ Referenced by tag '53' (or '73"), this interindustry datg element
(dr template) consists of relevant data elements (or nests DOs) defined by the application provjider.
Uniform resource locator +~ Referenced by tag '5F50', this interindustry data element is d uniform
rdsource locator (URL) aS.defined in IETF RFC 1738[23] and IETF RFC 2396/24], It points to part of the
software required inthe/interface device to communicate with the application in the card.
12.3.6 Applicafion selection
12.3.6.1 General
The cardshall support at least one of the following application selection methods.
1}—TFmphecitappheationseleetion
2) Application selection using an application identifier (AID, see 12.3.4) as DF name
3) Application selection using EF.DIR or EF.ATR/INFO

12.3.6.2 Implicit application selection

If an application is implicitly selected as a consequence of enabling a physical interface, then an
application identifier should be present in the historical bytes (see 12.2.2) or in the initial data string
(see 12.2.3). Such a presence denotes an implicitly selected application. If an application is implicitly
selected with no application identifier in the historical bytes and in the initial data string, then an
application identifier shall be present in EF.ATR/INFO (see 12.3.3).
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12.3.6.3 Application selection using AID as DF name

A multi-application card shall support the SELECT command with P1='04', P2='00" and a data field
containing 5 to 16 bytes with the AID of an application that may reside on the card. The command shall
complete successfully if the AID of an application the card holds matches the data field.

If the card capabilities (see 12.2.2.9 and Table 125) specify the card supports selection by truncated
AID it shall support the SELECT command with P1="04', P2="00" or '02". In this case the command shall
complete successfully if the first part of the AID of any application it holds matches the data field. If
multiple AIDs in the card match the input data, the order in which each of these applications is actually
selected |affer completion of the command Is implementation-dependent. 1T the command complefEs
successfiilly with a partial match of the AID it shall return the full AID of the selected applicationdn-the

file contrfol or management data (as DO'84' or DO'4F").

The cardlmay support a mechanism for an application to specify a requirement for a full-match of the
AID in order to be successfully selected. The SELECT command shall fail if the application”AID matcheq a
truncatefl AID as the only selectable application in the card, or ignore the application if\other applicatign
AIDs mafch and can be selected.

NOTE The order in which applications in the card are selected by consecutive\SELECT commands wifh
P1='02' can be static or dynamic, e.g. based on which application was selected mostreeently in a previous sessign.

In a multj-application card an application in the card shall be identified by
— a sinfle AID in the proprietary, national or international categdry, and/or
r more AlDs in the standard category.

— one

If the application is selected by specifying an AID in the,standard category, the AID returned by the
SELECT command is the AID in the proprietary, national'or international category, if such an AID [is
specified for the application.

12.3.6.4 | Application selection using EF.DIR or-EF.ATR/INFO

For a multi-application interface device, thewuse of EFE.DIR or EF.ATR/INFO may be more efficient thdn
the previous method.

— If an|application identifier DO/s 1ot part of an application template and not accompanied by a file
referlence or command-to-perform DO, then the selection shall use AID as DF name.

— If an|application identifier-DO is part of an application template together with a file reference O
(see [.3.2), the value field of which consists of two or more bytes, then the selection by path shall be
performed accordifig/to 12.4.

— Ifanppplicatien‘identifier DO is part of an application template together with one or more commang-
to-p¢rformDOs, then the application selection is done by the indicated command(s). If several, th¢y
shall be performed in the order presented in the template.

I

12.4 Selection by path

This service allows selection of EFs and DFs having file identifiers by using a path, i.e. a file reference
DO (see 7.3.2) consisting of three or more bytes.

— When the length is even, the path is either absolute or relative depending on whether the first two
bytes are set to '3F00' or not. The last two bytes identify either a DF or an EF.

— For apath to a DF, the selection should be done by one or more SELECT commands, with CLA INS
P1 P2 L, setto '00A4 0100 02".

— For a path to an EF if the length is four or more, the selection should be done by one or more
SELECT commands, with CLA INS P1 P2 L. set to '00A4 0100 02'. The last and possibly only

130 © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=9edac6a1c0ba6e43131675bc38584d5a

ISO/IEC 7816-4:2020(E)

selection uses the last two bytes of the path (an EF identifier) with CLAINS P1 P2 L_set to '00A4

0200 02".

— When the length is odd, the path is qualified. It consists of either an absolute path without '3F00', or
a relative path without the identifier of the DF referenced by curDF, followed by a byte to use as P1

in one or more SELECT commands. The value of P1 fixes the selection method.

— Ifthevalue of P1is'08' or'09', then the card shall supporta SELECT command where the
path specifies P1, L, and the data field and where P2 is set to '00".
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last byte of the qualified path and P2 L_set to '0002'". Every file along the path shall\bg
sequentially.

P.5 Data retrieval

his service allows the interface device to retrieve interindustry data elements’used for inte

rtes (see 12.2.2), the initial data string (see 12.2.3), EF.ATR/INFO (see 12.3.3) and EF.DIR (se

that order, when present. These interindustry DOs shall be interpféted according to tag 3
hemes (see 8.3). Standards are entitled to recommend or mandateretrieval of interindusty
ET DATA (see 11.5.3).

.6 Card-originated byte string

P.6.1 General

his service allows the card to originate byte strings. For clarity, this clause defines a query
) a card-originated byte string and a reply as-{part of) a response byte string sent by an enfj

plies a response APDU, thus allowing communication service from card to interface device
om card to card, possibly through a network.

his clause specifies the following three features.

How the card shall use SW1-SW2 as a trigger indicating that the card wants to issue a ¢
which the card possibly expects a reply.

How the interfacé _device shall use the GET DATA command with even INS code (see 11
retrieving a query from the card and the PUT DATA command with even INS code (see 1]
transmitting-a¥eply, if any, to the card. Such GET DATA and PUT DATA commands shall set
'0000' (se€Table 93).

How queries and replies shall be formatted.

p.6.2. 'Triggering by the card

et to the
selected

rchange.

terindustry DOs should be retrieved directly or indirectly from the Answe+To-Reset or the historical

e 12.3.2),
llocation
y DOs by

as (part
ity in the

outside world; for example, a complete set of queries may form a command APDU and a complete set of

and also,

juery, for

[.5.3) for
|.5.6) for
P1-P2 to

SW1-SW2 set to '62XX"' with the value of 'XX' from '02' to '80' means that the card has a query of 'XX'
bytes that the interface device should retrieve and for which the card possibly expects a reply.

SW1-SW2 set to '64XX" with the value of 'XX' from '02' to '80' means that the card aborted the command;
a possible completion of the command is conditioned by the recovery of a query of 'XX' bytes, for which
the card possibly expects a reply.

If present in the historical bytes with a value such as above, SW1-SW2 shall be interpreted as above.

If a PUT DATA command (see 12.6.2, dash 2) for transmitting a reply is aborted with SW1-SW2 set to

'6

4XX', then

— with '64XX' from '6402' to '6480', the card wants to send at least one more query of 'XX' bytes;

©
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— with '64XX' set to '6401', the card is expecting an immediate reply.

12.6.3 Queries and replies

For retrieving a query of 'XX' bytes available in the card, the interface device shall send a GET DATA
command with INS set to 'CA', P1-P2 set to '0000" and an L, field set to 'XX'".

— SWI1-SW2 setto '62XX" with the value of 'XX' from '02' to '80' means that the interface device should
retrieve a further query of 'XX' bytes and concatenate it to the already retrieved query before
processing the card-originated byte string in the outside world.

— SW1iSW2 set to '9000" means that the card-originated byte string is complete; it may be process¢d
in the outside world.

For trangmitting a reply to the card, the interface device shall send a PUT DATA command-with INS st
to 'DA’,and P1-P2 set to '0000". If the response byte string is too long for a single command, then severfal
PUT DATA commands shall be chained (see 5.3.3). Each PUT DATA command transmits‘d reply and the
concatenftion of the replies is the response byte string.

12.6.4 Hormats
The valug of the first byte of the card-originated byte string indicates a format as follows.

— If the first byte is set to 'FF', then the subsequent bytes shall encode an initial protocol identifi
accofding to ISO/IEC TR 9577[2; the byte strings shall compKgwith the indicated protocol.

D
—

— Othegrwise (i.e. when the first byte isnot set to 'FF'), the card”originated byte string and the responfge
together shall form a C-RP.

All conditions are relevant to the transmission protogel indicated by the card, except for the propgr
use of GET DATA command, PUT DATA command and status bytes SW1-SW2. This clause makes ]juo
assumptjon on the need for a response and on the entity responsible for the contents of the possibjle

This seryice allows the card(to ‘inform the external world about existing features on the card in|a
generic way. A template (DO'ZF74') which is possibly extendable in the future by adding additional sup-
templatep is located in theZeard, e.g. in the EF.ATR/INFO (see 12.3.3) and/or in the FCI of any applicatign
DF. In geperal the inforiviation may apply to all applications. Values specified in application FCI apply
to that application.only, possibly superseding values specified in the EF.ATR/INFO. EF.ATR/INFO or 4n
applicatipn FCI shall not contain more than one instance of DO'7F74". The information may be retrieve¢d
by readinng EFATR/INFO or in the response data field of a command selecting an application.

This seryicEsupports the retrieval of condensed information about installed features and applicatiois.
An interface device may retrieve additional information about installed features and applications as
defined by other standards.

12.7.2 On-card services

This service allows the card to inform the external world about existing on-card features. Nested in the
feature management template this sub-template consists of a sequence of consecutive octets of bits.
Each bit indicates an on-card feature/mechanism. A set bit indicates the existence of this feature on the
card. Table 135 shows already predefined on-card services.
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International standards define a great variety of interfaces which might be active in parallel. The
communication mechanisms of each protocol do not offer any possibilities to indicate the existence and
the parallel usage of multi interfaces. This sub-template in the feature management template offers the
information about existing protocols and the way of communication handling (see Table 135).

Table 135 — Template for general features management DO'7F74'

Tag | Length Meaning
81' Var. |Sub-template identifier for on-card services
Feature-list [0..n], expandable
b8 | b7 (b6 | b5 | b4 | b3 | b2 | bl Meaning of bits in the first byte
1|(-1|-1{-1-1-1+-1 - |Display
-1 f(-1]-1-1]-1]-1| - |BiometriclnputSensor
-l - x| x| x| x| x| x |000000 (any other value is RFU)
82' | Var. |Sub-template identifier for interface services
Communication feature-list [0..n], expandable
b8 | b7 (b6 | b5 | b4 | b3 | b2 | b1 Meaning of bits in the first byte
1(-1-1-1-1+-1-1 - |simultaneoususes of indicated interfaces possible
Of-|-1-1-1-1~=-1 - [activationgfat mostone of the indicated interfacep possible
- - - - - - - | 1 |T=0 aceording to ISO/IEC 7816-3
-l -f-1-1-1-11] - [T=1aecordingtoISO/IEC 7816-3
-l -1-1-1]-1]11]-1] - |contactlessaccording to ISO/IEC 14443[14]
-l -1 -1-1211]-1] -1 =5$USBaccording to ISO/IEC 7816-12
- - - 1 - - - = |SWP according to ETSI TS 102 613, TS 102 622
- -1 - - - B - |Application waiting time management informatipn
-l x| -1-1-1e8 - | - |0 (any other value is RFU)

12.7.4 Profile services

This document defines shert.cut services for applications, e.g. application selection by AID or
12.3.6.3 and 12.4). Many applications, especially supporting legacy versions, are requested
different hardware chips with a variety of features. Terminals of these applications need to id¢
application and the possible feature set of the card in a very fast way.

This identification is provided by the profile service (see Table 136), e.g. in an EF.DIR.

Table 136'— Application profile indicators encapsulated in a discretionary data object

Value

path (see

o supply
ntify the

5 DO’73’

ApPHCation pro1rie maicdtors

12.7.5 Provision of additional information

Detailed information on e.g. peripherals or protocols may be present in the general feature management
template. This information shall be provided in a constructed DO having a tag within the context
specific class. Tag and content of which may be defined in other standards or specifications.

© ISO/IEC 2020 - All rights reserved

133


https://standardsiso.com/api/?name=9edac6a1c0ba6e43131675bc38584d5a

ISO/IEC 7816-4:2020(E)

12.8 APDU management

12.8.1 Extended length information

The presence of extended length information (DO'7F66') is indicated in the third software function
table of the card capabilities (see Table 127).

DO'7F66' may be present in EF.ATR/INFO (see 12.3.3) and/or in the FMD of any Application DF. In the
former case, the information applies to all applications. Values specified in the application FMD only
apply to that application, possibly superseding values specified in the EE.ATR/INFO.

EF.ATR/INFO shall contain at most one instance of DO'7F66'; an application FMD shall contain at mojst
one instgnce of DO'7F66'". All DOs nested in DO'7F66' have a variable length.

The command- and response-APDU size limitations are defined by two integers, each nested4in a DO'0R".
Under tag '7F66"

— The first DO'02' shall contain a positive integer. The number of bytes in a command APDU shall npt
excepd this number.

— The pecond DO'02' shall contain a positive integer. If the card does notsupport response chaining
for a|particular C-RP then in such a C-RP N, shall be set such that themumber of bytes in a responge
APDU does not exceed this number.

12.8.2 List of supported INS codes

An INS ligt DO'5F63' may be present in EF.ATR/INFO (see 12:3:3) and/or in the FMD of any Applicati¢n
DF. In the¢ former case, the information applies to all appli¢ations. Values specified in application FMD
only apply to that application, possibly superseding values'specified in the EF.ATR/INFO.

If DO'5F43" is present then EF.ATR/INFO or any application FMD shall contain at most one instance.

The INS list DO'5F63' nests a concatenation of INS codes supported by the card or application.
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Annex A
(informative)

Examples of object identifiers and tag allocation scheme

S

th
sh
Y:

A

T

A
S§

Al1 Object identifiers

For ISO standards, the first byte is '28’, i.e. 40 in decimal (see ISO/IEC 8825-1). One of)more
bytes follow; bit b8 is set to 0 in the last byte of a series and to 1 in the previous bytés, if ther
an one byte. The concatenation of bits b7 to b1 of the bytes of a series encodes a fumber. Each number

mjulti-part standard.

The data element '28 BD08' may be used in AIDs of standard category (see 12.3.4).

AID ="E8 28 BD08 0B XX ... XX' (ISO/IEC 7816-11 spécifies the application identifier extensior
XK".

AID ="E8 28 BD08 OF XX ... XX' (ISO/IEC 7816-15 specifies the application identifier extensior
XK".

Ap a second example, {iso(1) standard(0} e-auth(9798) part(5)} references ISO/IEC 9798-5.

identifier may be_¢onveyed in a DO (tag '06', universal class, see ISO/IEC 8825-1).

all be encoded on the fewest possible bytes, that is, the value '80' is invalid-for the first
ries. The first number is the number of the standard; the second number, if\present, is the

5 a first example, {iso(1) standard(0) ic-cards(7816)} references ISO/IBC 7816 (all parts)[4l.
7816 is equal to '1E88',i.e. 0001 1110 1000 1000, i.e. two blocks of seven bits: 0111101 00

After insertion of the appropriate value of bit b8 in eaelibyte, the encoding of the first
therefore 1011 1101 0000 1000, equal to 'BD08".

ries is obtained as follows.

After insertion of the appropriate value of bit b8 in each byte, the encoding of the first
therefore 11001100 01000110, equal to 'CC46'".

he data element '28-€C46 05 02' references the second mechanism in ISO/IEC 9798-5, i.e. GQZ

DO ={'06.0528 CC46 05 02"}

5 a thiedvexample, {iso(1) standard(0) country-codes(3166) part(1)} references ISO 3166-1.
ries Isobtained as follows.

series of
P is more

byte of a
partin a

D1000.

series is

) 'XX ...

XX ...

The first

9798 is equal to '2646',i.e. 0010 0110 0100 0110, i.e. two blocks of seven bits: 1001100 1000110.

series is

.Such an

The first

3166 1is pnlnal to '(":F'"i e 11000101 1110 ie two blocks of seven bits: 00110001011110

— After insertion of the appropriate value of bit b8 in each byte, the encoding of the first series is

therefore 1001 1000 0101 1110, equal to '985E".

The data element is '28 985E 01' (the first series is '01"). It may be conveyed in a DO.

©
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A.2 Tag allocation schemes

A.2.1 Example of standard tag allocation scheme

DO1 = {'59 02 95 02"}
DO2 = {'5F 24 03 97 03 31'}

DO1 (tag'59', card expiration date) encodes February 1995 as card expiration date (see ISO/IEC 7816-6).

D02 (tag '5F24', application expiration date) encodes March 315t 1997 as application expiration date.

A.2.2 Hxample of compatible tag allocation scheme

DO1}= {78 06' {'06 05 28 81 8C 5D 03'}}
DO2|= {'5F 24 03 97 03 31'}

DO3 = {170 04' {'42 02 XX XX'}}

DO4|= {'67 06' {'5F 29 03 XX XX XX'}}

DO1 (tag|'78', compatible tag allocation authority) indicates a compatible tag allo¢ation scheme for D{s
defined ip ISO/IEC 18013-3[17] referenced by its object identifier (it is '818C5D?).'If DO1 appears eithpr
in the inifial data string (see 12.2.3), or in EF.ATR/INFO (see 12.3.3), then thetag allocation authoritylis
valid for the entire card. If DO1 appears in the management data of a DF (See'7.4), then the tag allocatign
authority is valid within that DF.

DO2 (tag '5F24', interindustry application expiration date) encgdes March 315t 1997 as applicati¢n
expiratign date.

DO3 (tag|'70’, interindustry template according to the included tag allocation authority) contains a DD,
tag '42', defined in ISO/IEC 18013-3[17],

DO4 (tag|'67', authentication data template) contains'the interchange profile DO, tag '5F29".

A.2.3 Another example of compatible tag-allocation scheme

DO1}= {'5F 24 03 97 03 31'}
DO2}= {170 0C' {'06 05 28 81 8C 5D 03"} {'42 04 XX XX XX XX'}}
DO3E {'67 06' {'5F 29 03 XX XX XX}

DO1 (tag|' 5F24', application expikation date) encodes March 315t 1997 as application expiration date.

DO2 (tag|'70', interindustry témplate defined according to the included object identifier) contains a DO,
tag '06', which specifies that the subsequent DO, tag '42', is defined in ISO/IEC 18013-3[17],

D03 (tag '67, interindustry authentication data template) contains the interchange profile DO, tag
'5F29'. Npte thatdt)cannot contain DOs defined in ISO/IEC 18013-3[1Z], because of the choice not fo
transmit|the interindustry DO with tag '78".

A.2.4 EHxample of coexistent tag allocation scheme

D01 ={'79 05' {'06 03 28 XX XX'}}
D02 ={'7E 06' {'5F 24 03 97 03 31'}}
D03 ={'70 06' {'XX XX XX XX XX XX'}}

DO1 (tag'79’', coexistent tag allocation authority) indicates a coexistent tag allocation scheme defined in
a standard referenced by an object identifier starting with '28’, therefore an ISO standard. Mandatory
in such a scheme, DO1 shall appear either

— inthe initial data string (see 12.2.3) or in EF.ATR/INFO (see 12.3.3) if the tag allocation authority is
valid for the entire card, or

— in the management data of a DF (see 7.4) if the tag allocation authority is valid within that DF.
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DO2 (tag '7E'") is an interindustry template for nesting interindustry DOs. Note that the interindustry
DO “application expiration date”, tag '5F24', is present, encoding March 31st 1997 as application
expiration date.

DO3 (tag '70', interindustry template to be interpreted according to the tag allocation authority
indicated in template '79') can only be interpreted according to the standard indicated in the object
identifier.

© ISO/IEC 2020 - All rights reserved 137


https://standardsiso.com/api/?name=9edac6a1c0ba6e43131675bc38584d5a

ISO/IEC 7816-4:2020(E)

Annex B
(informative)

Examples of secure messaging

B.1 Cj,rptographic checksum

This anrlex shows the use of secure messaging (see Clause 10) and cryptographic checkstums (s¢e
10.3.3.2)|for each of the four cases of C-RPs defined in ISO/IEC 7816-3.

In the expmples, the notation T* means that bit b1 of the last byte of the tag field is setto-I (an odd tag
number)/i.e. that the SM DO shall be included in the computation of a data element for\authentication

In the examples, the notation CLA* means the use of secure messaging in the ddta fields: in CLA (s
5.4.1), eithher bits b8, b7 and b6 set to 000 and bit b4 set to 1, or bits b8, b7 and b6 'set to 011.

9

e

In the exfamples, the notation CLA** means that bits b8, b7 and b6 of GLA"are set to 000 and bits 4
and b3 t¢ 11, i.e. that the command header shall be included in the corhputation of a data element fpr
authenti¢ation.

Alternatively the header may be encapsulated in a DO with tag'89’, i.e. an SM DO to be included in the
computation of a data element for authentication.

Figure BJl shows Case 1 unsecured C-RP. Case 1 shows how bit b3 in the first coding of CLA (see Table P)
mandatep the protection of the command header by asryptographic checksum, and how the functign
is optionplly supported when using the second codirg of CLA (see Table 3). In Case 1, protection jof
course applies. The use of bit b3 in the first coding of CLA it is not shown in other cases, to simplify
the examples, and because the outcome is always the same: add one block at the beginning of the dafa
covered by the cryptographic checksum of acommand APDU.

Command header Command body
| CLA INS P1 P2 | Absent

Response body Response trailer
| Absent | SW1-SW2 |

Figure B.1¢<—Case 1 unsecured C-RP - No command data, noresponse data

Figure BJ2 shows.€ase 1 secure command APDU in case of status bytes not protected. The assumpti¢n
is made that the.command header is to be protected, as it is the only item to protect in this C-RP.

Command b7 in
headks Command body AL

CLA* INS New L. field - New data field = {T- L - Cryptographic checksum} 0
P1P2 New L. field - New data field= {T* - L - Command header} {T- L - Cryptographic checksum} 1

Figure B.2 — Case 1 secured command APDU in case of status bytes not protected

If the length of the cryptographic checksum is four bytes, then the new L. field is set to '06' (top line) or
'0C' (bottom line).

New data field = One or two DOs = conditional {T* - L - Command header} then {T - L - Cryptographic
checksum}
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Data covered by the cryptographic checksum:

— first coding of CLA, one block = [CLA** INS P1 P2 Padding]

— second coding of CLA, one block = [{T* - L. - Command header} - Padding]

Figure B.3 shows Case 1 secured response APDU in case of status bytes not protected.

Response body Response trailer

Absent ‘ SW1-SW2

Figure B.3 — Case 1 secured response APDU in case of status bytes not protected

Figure B.4 shows Case 1 secured command APDU in case of status bytes protecteds

Command b
header Command body o
CLA* INS P1 New L. field - New data field = {T- L - Cryptographic checksum} -New, Liefield = '00' 1
P2 New L. field - New data field = {T - L - Command header} {T - L - Cryptographic checksum} - New 0
L. field ='00’

Figure B.4 — Case 1 secured command APDU in case of status bytes protected
New data field = One or two DOs =
canditional {T - L - Command header} always ending with {T - L - Cryptographic checksum}

The difference with case 1.a is the New L, field =!00", because the cryptographic checksum blongs to
rgsponse data which shall be required by the presence of L.. The data covered by the crypfographic
checksum are the same as in case 1.a.

Figure B.5 shows Case 1 secured respons€APDU in case of status bytes protected.

=1

Response body Response traile

New data field = {T* - L - SW1-SW2} - {T- L - Cryptographic checksum}) SW1-Sw2

Figure B.5 — Case 1 secured response APDU in case of status bytes protected

Npw data field = Twg-DOs = {T* - L - SW1-SW2} - {T - L - Cryptographic checksum}
Data covered by‘the cryptographic checksum = One block = [{T* - L. - SW1-SW2} - Padding]
Figure B.6,shows Case 2 unsecured C-RP.

Command header Command body

| CLA INS P1 P2 L. field \

Response body Response trailer

‘ Data field SW1-SW2 ‘

Figure B.6 — Case 2 unsecured C-RP - No command data, response data

Figure B.7 shows Case 2 secured command APDU.
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Command header Command body

CLA* INS P1 P2 New L. field - New data field - New L. field (one or two bytes set to '00")

Figure B.7 — Case 2 secured command APDU

New data field = Two DOs = {T*-L - N} - {T - L - Cryptographic checksum}

Data covered by the cryptographic checksum = One block = [{T*- L - N} - Padding].

NOTE If the original L, field is '00" or '000000’, the value field may be absent, i.e. the respective DO wil pe
'97 00' (s¢e 10.5).

Figure B8 shows Case 2 secured response APDU.

Response body Response'trailer

New data field SW{-SW2

Figure B.8 — Case 2 secured response APDU

New datq field = Three DOs =

{T*- L - Plain value} - {T*- L - SW1-SW2} - {T - L. - Cryptographic cheeksum}

Data covered by the cryptographic checksum = one or more blocks, depending on the plain value, e.g.
— One plock = [{T* - L - Plain value} {T* - L - SW1-SW2} - Padding]

— Twoplocks = [{T* - L - Plain value, start] - [Plain value; end} - {T* - L - SW1-SW2} - Padding]

Figure BP shows Case 3 unsecured C-RP.

Command header Command body

‘ CLAINS P1 P2 | L. field - Data field ‘

Response body Response trailer

’ Absent SW1-SW2 ‘

Figure B.9 — €ase 3 unsecured C-RP - Command data, no response data

Figure BJ10 shows Case'3’secured command APDU in case of status bytes not protected.

Command-h€ader Command body

CLA®INS P1 P2 New L. field - New data field

New data field or new command payload = Two DOs
={T*-L - Plain value} - {T - L - Cryptographic checksum}

Data covered by the cryptographic checksum = one or more blocks, depending on the plain value:
1. [{T*-L - Plain value} - Padding]

2. [{T*-L - Plain value}] - [Padding]

3. [{T*-L-Plain value, start] - [Plain value, end} - Padding]
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