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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

X - o e o " X ; " o motivity and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
d non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of irfformation
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

v, wIpwre O O—GCa e orel C O &l T -

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Parf 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
International Standard requires approval by at least 75 % of the national bodies casting a vote.

tention is drawn to the possibility that some of the elements of this dociment may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

JO/IEC 7816-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information teichnology,
Subcommittee SC 17, Cards and personal identification.
T

his third edition cancels and replaces the second edition (ISO/IEC 7816-4:2005), and incorpqrates the
Amendment ISO/IEC 7816-4:2005/Amd.1:2008.

ISO/IEC 7816 consists of the following parts, under the general title /dentification cards — Integrafed circuit
cgrds:

—t Part 1: Cards with contacts — Physical characteristics

—t Part 2: Cards with contacts —.Dimensions and location of the contacts

—t Part 3: Cards with contacts’'— Electrical interface and transmission protocols
—t Part 4: Organization,~security and commands for interchange

—t Part 5: Registration/of application providers

—t Part 6: Interindustry data elements for interchange

—t Part 7zInterindustry commands for Structured Card Query Language (SCQL)

—t Part-8: Commands for security operations

—t “Part 9: Commands for card management

— Part 10: Electronic signals and answer to reset for synchronous cards

— Part 11: Personal verification through biometric methods

— Part 12: Cards with contacts — USB electrical interface and operating procedures
— Part 13: Commands for application management in a multi-application environment

— Part 15: Cryptographic information application

© ISO/IEC 2013 — All rights reserved Vi
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Introduction

ISO/IEC 7816 is a series of standards specifying integrated circuit cards and the use of such cards for
interchange. These cards are identification cards intended for information exchange negotiated between the
outside world and the integrated circuit in the card. As a result of an information exchange, the card delivers

informatia

ISO/IEC 1
access by

Five

All th
by cq
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barts are specific to cards with galvanic contacts and three of them specify electrical interfaces:

SO/IEC 7816-1 specifies physical characteristics for cards with contacts.

SO/IEC 7816-2 specifies dimensions and location of the contacts.

SO/IEC 7816-3 specifies electrical interface and transmission protocols for asynehronous cards.
SO/IEC 7816-10 specifies electrical interface and answer to reset for synchronous cards.
SO/IEC 7816-12 specifies electrical interface and operating procedures for USB cards.

e other parts are independent from the physical interface teghnology. They apply to cards access:t
ntacts and/or by radio frequency.

SO/IEC 7816-4 specifies organization, security and commands for interchange.
SO/IEC 7816-5 specifies registration of application providers.

SO/IEC 7816-6 specifies interindustry data elements for interchange.

SO/IEC 7816-7 specifies commands forstructured card query language.
SO/IEC 7816-8 specifies commands for security operations.

SO/IEC 7816-9 specifies commands for card management.

SO/IEC 7816-11 specifies personal verification through biometric methods.
SO/IEC 7816-13-specifies commands for handling the life cycle of applications.
SO/IEC 781615 specifies cryptographic information application.

05361 specifies access by close coupling. ISO/IEC 14443 "8 and ISO/IEC 15693 % spec
radio ‘frequency. Such cards are also known as contactless cards.

)

y

ISO and IEC draw attention to the fact that it is claimed that compliance with this document may involve the
use of the following patents and the foreign counterparts.

viii

JPN 2033906, Portable electronic device

JPN 2557838, Integrated circuit card

JPN 2537199, Integrated circuit card

JPN 2856393, Portable electronic device
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— JPN 2137026, Portable electronic device

— JPN 2831660, Portable electronic device

— DE 198 55 596, Portable microprocessor-assisted data carrier that can be used with or without contacts
ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured ISO and IEC that they are willing to negotiate licences under

reasonable and non-discriminatory terms and conditions with applications throughout the world. In this respect,

thtf statements of the holders of these patent rights are registered with 1ISO and IEC. Informatioh may be
obtained from:

Contact Patent details
Toshiba Corporation JPN 2033906 (priority date: 1986-02-18; publication date: 1996-03-19),
Intellectual Property Division FRA 8614996, KOR 44664
1-1, Shibaura 1-Chome
Minato-ku, Tokyo JPN 2557838 (priority date: 1986-02-18; publication date: 1996-09-05),
105-8001, Japan FRA 8700343, GER 3700504, KOR 42243 USA 4841131

JPN 2537199 (priority date: 1986-06-20;\publication date: 1996-07-08),
FRA 8708646, FRA 8717770, USA 4833595, USA 4901276

JPN 2856393 (priority date: 1987+02-17; publication date: 1998-11-27),
FRA 8801887, KOR 43929, USA 4847803

JPN 2137026 (priority date: 1987-02-20; publication date: 1998-06-26),
JPN 3054119, FRA 8802046, KOR 44393, USA 4891506

JPN 2831660 (priority date: 1988-08-26; publication date: 1998-09-25),
FRA 8911249-KOR 106290, USA 4988855

Drga Kartensysteme Gmbh DE 19855 596 (priority date: 1998-12-02; publication date: 2000-06-29

Am Hoppenhof 33 -~ o ) ) ] )
D-33104 Paderborn Applications pending in Europe, Russia, Japan, China, USA, Brazil, Australia
Germany
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INTERNATIONAL STANDARD ISO/IEC 7816-4:2013(E)

Identification cards — Integrated circuit cards —

Part 4.
Organization, security and commands for interchange

1| Scope

This part of ISO/IEC 7816 is intended to be used in any sector of activity. It specifies:

—t contents of command-response pairs exchanged at the interface,

—t means of retrieval of data elements and data objects in the card,

—t structures and contents of historical bytes to describe operating characteristics of the card,
—t structures for applications and data in the card, as seen at the interface when processing commands,
—t access methods to files and data in the card,

—t a security architecture defining access rights to files and data in the card,

— means and mechanisms for identifying and-addressing applications in the card,

—t methods for secure messaging,

—t access methods to the algorithms processed by the card. It does not describe these algorithms.
It does not cover the internal implementation within the card or the outside world.

This part of ISO/IEC 7816 is_independent from the physical interface technology. It applies to cards jaccessed
by one or more of the_following methods: contacts, close coupling and radio frequency. If the card supports
simultaneous use of\more than one physical interface, the relationship between what happens on different
physical interfaces.isout of the scope of this edition of ISO/IEC 7816-4.

2| Normative references

e-following referenced documents are indispensable for the application of this document. For ddted refer-
iti i i iti document

(including any amendments) applies.

ISO/IEC 7816-3, Identification cards — Integrated circuit cards — Part 3: Cards with contacts: Electrical
interface and transmission protocols

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for
interchange

ISO/IEC 8825-1:2002, Information technology — ASN.1 encoding rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

31
access rule
data element containing an access mode referring to an action and security conditions to fulfil before acting

3.2
Answer-to-Reset file
optional BF indicating operating characteristics of the card, also known as Information file

3.3
applicatipn
structureg, data elements and program modules needed for performing a specific functionality

3.4
applicatipn DF
dedicated file (DF) hosting an application in a card

3.5
application identifier
data elenent (up to sixteen bytes) that identifies an application

3.6
applicatipn label
data elenent for use at the man-machine interface

3.7
applicatipn provider
entity proyiding the components that make up an application in the card

3.8
applicatipn template
set of application-relevant data objects including one application identifier data object

3.9
asymmefric cryptographic technique

cryptographic technique that uses,two related operations: a public operation defined by public numbers or by
a public key and a private operation defined by private numbers or by a private key (the two operations have
the property that, given thepublic operation, it is computationally infeasible to derive the private operation)

3.10
base template
value field of constructed data object excluding DOs resulting from resolution of indirect referencing

3.1
certificate
digital signature binding a particular person or object and its associated public key (the entity issuing the
certificate also acts as tag allocation authority with respect to the data elements in the certificate)

3.12

command-response pair

set of two messages at the interface: a command APDU followed by a response APDU in the opposite
direction

2 © ISO/IEC 2013 — All rights reserved
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3.13

command chaining

means used by the outside world to tell the card that the command data of a sequence of successive
command-response pairs must be processed together

3.14
context-specific class
class of a tag with its first or only byte from '80' to 'BF'

3.15

c{Ifrent template
sgquence of data objects which can be directly referenced by their sole tag in a command for interchange, i.e.
the value field of the current constructed DO (which may be virtual)

3.6

data element
itgm of information seen at the interface for which are specified a name, a description of logical ¢ontent, a
foymat and a coding

37

data object
information seen at the interface consisting of the concatenation of a mandatory tag field, a mandatpry length
figld and a conditional value field

3.8
data unit
smallest set of bits that can be unambiguously referencedwithin an EF supporting data units

ntegrity of

3.24
extended header
data element referencing one or several DOs in a constructed DO

3.25
extended header list
concatenation of extended headers
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3.26
file
structure for application and/or data in the card, as seen at the interface when processing commands

3.27
file identifier
data element (two bytes) used to address a file

3.28
header list

concatengtion of palrs of tag flefdand fength flefldwithout detmitaton ... |

3.29
information file
optional BF indicating operating characteristics of the card, also known as Answer-to-Reset file

3.30
interindustry
standardiked in the ISO/IEC 7816 series of standards

3.31
internal EF
EF for stgring data interpreted by the card

3.32
key
sequenceg of symbols controlling a cryptographic operation (e.g.“encipherment, decipherment, a private or|a
public opg¢ration in a dynamic authentication, signature generation, signature verification)

3.33
master file
unique DI representing the root in a card using a hierarchy of DFs

3.34
offset
number spquentially referencing a data unit.in an EF supporting data units, or a byte in a record

3.35
oversize payload
payload which exceeds the current size constraints of the APDU

3.36
parent file
DF immedliately preceding a given file within a hierarchy of DFs

3.37
password
data that may be required by the application to be presented to the card by its user for authentication purpos

3.38
path
concatenation of file identifiers without delimitation

3.39

payload
data of arbitrary length, to be sent to the card or by the card, in order to be processed together
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3.40
private key
that key of an entity's asymmetric key pair that should only be used by that entity

[ISO/IEC 9798-1 "%
3.41

provider
authority who has or who obtained the right to create a DF in the card

342
public key
thiat key of an entity's asymmetric key pair that can be made public

[I$O/IEC 9798-1")

343
re¢cord
string of bytes referenced and handled by the card within an EF supporting recofrds

3.44
record identifier

nyimber used to reference one or more records within an EF supporting records

3‘;]45
rgcord number
sgquential number that uniquely identifies each record within"an EF supporting records

6
gistered application provider identifier
ta element (five bytes) that uniquely identifies'an application provider

o = W
g_m_-s

7
setting code
ta to be presented to a card in orderto modify the value of a counter

o = W
g_m_-;

3
r

8
sponse chaining

means used by the card_te’tell the outside world that the response data of any command-resp|

followed by the respense data of a sequence of GET RESPONSE command-response pairs

prlocessed together,

3.49

secret key

kgy used with symmetric cryptographic techniques by a set of specified entities

[I$ONEC 11770-31"7

——2 8 532 p0i

q

4

onse pair
hould be

3.50
secure messaging
set of means for cryptographic protection of (parts of) command-response pairs

3.51
security attribute

condition of use of objects in the card including stored data and data processing functions, expressed as a

data element containing one or more access rules

© ISO/IEC 2013 — All rights reserved


https://standardsiso.com/api/?name=2dc83fe2c24d31131afb6dc1e7c86965

ISO/IEC

3.51

7816-4:2013(E)

security environment
set of components required by an application in the card for secure messaging or for security operations

3.52

self-controlled DO
constructed DO which nests at least a DO'62' nesting security attributes

3.53

short EF identifier

data elenfent(ftve bitS) USed 10 address an etementary fiie

3.54

structure

DF, EF, r¢cord, DataString or DO

3.55

symmetrjc cryptographic technique

cryptographic technique using the same secret key for both the originator's and .the Tecipient's operati
(without the secret key, it is computationally infeasible to compute either operation)
3.56

tag list

concatenation of tag fields without delimitation

3.57

tagged wWrapper

wrapper Wwhich provides a tag for local addressing of the DO it references

3.58

template

concatenation of BER-TLV data objects, forming the value field of a constructed BER-TLV data object

3.59
template

extension

part of the value field of a constructed DO resulting from automatic resolution of indirect referencing

3.60

transient]{ selection

structure
area

3.61

selection needed when_performing a C-RP, the success of which will not modify the current valid

transient| VA

validity ar

3.62

pa (VA) set'transiently during execution of a command which handles DOs

user

pNn

ty

user of the card, also known as cardholder

3.63

validity area
result of all successful selections performed on a logical channel

3.64

virtual root DO
virtual constructed DO'7F70' made current by the selection of a file, a record or a DataString supporting DO

handling
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3.65
wrapper
concatenation of DOs referencing a DO

3.66

working EF
EF for storing data not interpreted by the card

4 Symbols and abbreviated terms

AID application identifier

AMB access mode byte

AMF access mode field

APDU application protocol data unit

ARR access rule reference

ASN.1 abstract syntax notation one (see ISO/IEC 8825-1)
AT control reference template for authentication

ATR Answer-to-Reset

BER basic encoding rules of ASN.1 (see ISO/IEC{8825-1)
CCT control reference template for cryptographic checksum
CLA class byte

CRT control reference template

CT control reference template for\confidentiality

CP control parameter (file control parameter or data object control parameter)
CP DO control parameter BER=TLV data object

C-RP command-response pair

DF dedicated fite

DIR directory

)]@) BERLTLV data object

po'... BER-TLV data object, the tag of which is a hexadecimal value given between simple|quotes
ST control reference template for digital signature

EF elementary file

EF.ARR access rule reference file
EFATRANFO—ARswer-to-Resetfiler-orinformationite

EF.DIR directory file

FCI file control information

FCP file control parameter

FMD file management data

HT control reference template for hash-code

INS instruction byte

KAT control reference template for key agreement
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L. field length field for coding the number N,

LCS Life cycle status

L. field length field for coding the number N,

MF master file

N, number of bytes in the command data field

Ne maximum number of bytes expected in the response data field

N, number of bytes in the response data field

OoID object identifier, as defined by ISO/IEC 8825-1

PIX proprietary application identifier extension

P1-P2 parameter bytes (inserted for clarity, the dash is not significant)

RFU reserved for future use by ISO/IEC JTC 1/SC 17

RID registered application provider identifier

SC security condition

SCB security condition byte

SCQL structured card query language

SE security environment

SEID security environment identifier

SM secure messaging

SPT security parameter template

SW1-SW2 status bytes (inserted for clarity, the dash is not significant)

TLV tag, length, value

{T-L-V} data object (inserted for clarity; the dashes and curly brackets are not significant)

VA validity area
notation where any upper case letter from G to Z stands for a hexadecimal digit from '0’ tx

XY '9' or 'A' to 'F', equal to XY to the base 16. Identical letters do not state that the most an
least significant quartets are identical.

5 Command-Response pairs

51 Co

hditions of operation

| interface between the card and the outside world shall be enabled to support processing
i rotocols. With their_own

interface-specific

words (between double quotes), the following standards define enabling procedures:

— ISO/IEC 7816-3 defines "activation of contacts", "cold reset" or "warm reset", and possible "Protocol and
Parameter Selection".

— ISO/IEC 7816-12 defines "electrical connection" of contacts with reference to the USB specification, the
"Configured" and "Initial" state of the device, and "ATR".

— ISO/IEC 14443 "8 (all parts) defines how to set a proximity card to an "ACTIVE" state.

Those standards also define procedures and situations which disable the physical interface. A disabled
physical interface shall not support processing of command-response pairs.
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5.2 Syntax

Table 1 shows a command-response pair (abbreviated in this document by C-RP), namely a command APDU
followed by a response APDU in the opposite direction (see ISO/IEC 7816-3). There shall be no interleaving
of C-RPs across the interface, i.e. the response APDU shall be received before initiating another C-RP.

In any command APDU comprising both L, and L, fields (see ISO/IEC 7816-3), short and extended length
fields shall not be combined: either both of them are short, or both of them are extended.

If the card explicitly states its capability of handling "extended L. and L, fields" (see Table 119, third software
fupction table) in the hisforical byles (see 12.7.7) or in EF.ATR/INFO (see 12.2.2), Then the card hanfdles short
and extended length fields. Otherwise (default value), the card handles only short length fields. In_afommand
APDU longer than 5 bytes, the use of extended L fields is indicated by the first byte after P2 equal to|'00".

N{ denotes the number of bytes in the command data field. The L, field encodes N..

—t If the L, field is absent, then N, is zero.
—t A short L, field consists of one byte not set to '00'. From '01' to 'FF', the byte encodes N, from one to 255.

—t An extended L, field consists of three bytes: one byte set to '00' followed by two bytes not set|to '0000'".
From '0001' to 'FFFF', the two bytes encode N, from one to 65 535.

Table 1 — Command-response pair (C-RP)

Field Description Number of bytes Direction
Class byte denoted CLA 1
Command header Instruction byte denoted INS 1
Parameter bytes dehoted P1-P2 2 To the
L. field Absent for encoding N; = 0, present for encoding N > 0 0,1or3 card
Command data field Absent if N¢ = 0, present @s a string of N¢ bytes if Nc > 0 Nc
L, field Absent for encoding Ng== 0, present for encoding Ne > 0 0,1,20r3
Response data field Absent if N, = Oy present as a string of N, bytes if N, > 0 N (at most Ne) From the
Response trailer Status bytes denoted SW1-SW2 2 card

N{ denotes the maximum number of bytes expected in the response data field, regardless of any sfructure of
the data within this field. The L. field encodes Ne.

—t If the L, field is absent, then N is zero.
—t A short L, figld)Consists of one byte with any value.

—  From>01' to 'FF', the byte encodes N, from one to 255.

—slfithe byte is set to '00', then N, is 256.

—t_An extended |, field consists of either three bytes (one byte set to '00' followed by two bytes with any
value) if the L. field is absent, or two bytes (with any value) if an extended L. field is present.

— From '0001' to 'FFFF', the two bytes encode N, from one to 65 535.

— If the two bytes are set to '0000', then N is 65 536.

N, denotes the number of bytes in the response data field. N, shall be less than or equal to N.. Therefore in
any C-RP, the absence of L, field is the standard way for receiving no response data field. If the L. field
contains only bytes set to '00', then N, is maximum, i.e. within the limit of 256 for a short L, field, or 65 536 for
an extended L, field, all the available bytes should be returned.
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If the process is aborted, then the card may become unresponsive. However, if a response APDU occurs,
then the response data field shall be absent and SW1-SW2 shall indicate an error.

P1-P2 indicates controls and options for processing the command. A parameter byte P1 or P2 set to '00'
generally provides no further qualification. There is no other general convention for encoding the parameter

bytes.

General conventions are specified hereafter for encoding the class byte denoted CLA (see 5.4), the instruction
byte denoted INS (see 5.5) and the status bytes denoted SW1-SW2 (see 5.6). In those bytes, the RFU bits
shall be set to 0 unless otherwise specified.

5.3 Chpining procedures

5.3.1 General

Chaining

consecutive C-RPs.

5.3.2 Payload fragmentation

A commg
response

— Chaining of commands supports the transmission to the card\.of an oversize command payload. T

paylg

— Chaining of responses supports the recovery from the card-of an oversize response payload. The payload
is fragmented; each fragment is a response data field which complies with size limitations.

The receiper shall concatenate the successively transmitted fragments to recover the payload.

NOTE

('0000' or
Fragmentg
response
comply wit

5.3.3 C¢

This clau
consecuti

Table 119

procedures are used either to support payload fragmentation or for a process ‘“involving seve

nd payload is data of arbitrary length to be sent to the card in orderto be processed together.

ad is fragmented; each fragment is a command data field.which complies with size limitations.

APDU syntax limits the size of data fields=More size limitations may be stated (see 12.7.1); if an Le fid
tion will occur with the short format ‘ef/length fields if the command payload exceeds 255 bytes and/or t

ayload exceeds 256 bytes. Fragmentation should not occur with the extended format of length fields if payloa
h stated size limitations (see 12.7.4).

bmmand chaining

be specifies a mechanism whereby in the interindustry class (CLA < '80', see Table 2 and Table
ve C-RPs can.be chained. If the card supports the mechanism, then it shall indicate it (see

, third software function table) in the historical bytes (see 12.1.1) or in EF.ATR/INFO (see 12.2.2).

NOTE

when usingI; pretocol T=0.

The contents of this clause do not depend on the transmission protocol. ISO/IEC 7816-3 describes chaini

payload is data of arbitrary length to be received from the card as requested. A payload is oversizq i
its length jis larger than available in a data field (see NOTE); chaining is ne€ded to transmit such a payload:

000000") indicates Ne = '010000', then.all the required information should be returned, up to 65 536 bytgs.

A

=

ne

d

he
ds

E

For chaining in the interindustry class, bit b5 of CLA shall be used while the other seven bits are constant.

— Ifbit b5 is set to 0, then the command is the only or last command of a chain.

— If bit b5 is set to 1, then the command is not the last command of a chain.

The mechanism may be used:

— totra

nsmit an oversize command payload:

— all CLA bytes of the commands shall be the same, except for bit b5 (see above).

— If bit b5 is set to 1, then the L, field shall be absent.

10
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— If bit b5 is set to 0, then an L, field may be present.
— all INS P1 P2 bytes of the commands shall be the same.

— As specified elsewhere in this document (see example in Annex C).

— For any application-defined process involving several consecutive C-RPs
— bit b5 of CLA shall be used as defined above.

— the logical channel indicated by CLA shall be the same.

— there is no constraint on the values of INS P1 P2 bytes of the commands.

This document specifies the card behaviour only in the case where, once initiated, a chain of [C-RPs is
syccessfully processed before initiating a C-RP not part of the chain. If this condition is not respected, the card
beghaviour is out of scope of this document, but may be described in a specification.

In[ response to a command that is not the last command of a chain, SW1-SW2_set.to '9000' means that the
p:locess has been completed so far; the use of warning indications is defined in see 5.6; the followirlg specific
efror conditions may occur.

—t If SW1-SW2 is set to '6883', then the last command of the chain is expected.
—t If SW1-SW2 is set to '6884', then command chaining is not supported.

5.3.4 Response chaining

SW1 ='61" and GET RESPONSE support the transmission of ‘an oversized response payload:

—t all CLA bytes of the commands involved in respoense chaining shall be the same. By definition|response
chaining starts with that C-RP where SW1 is set to '61'".

—t with the exception of the first command, APDU of the sequence, all INS P1-P2 bytes of the fommand
APDUs shall be 'C0O 00 00' (GET RESPONSE).

—t as in command chaining, paylead transmission shall be interrupted by any C-RP different [from GET
RESPONSE, or by any C-RP on.anhother logical channel.

—t contrary to command chaining, this possible termination is normal when the outside world congiders that
it has received enough'data: the exchange should continue normally with an arbitrary C-RP.

—t however, this document does not define the behaviour of the card if the outside world tries to resume
response chaining-after e.g. the execution of a command on another logical channel. The behayiour may
be defined bythe application.

If |defined by.the application, response chaining may be used for checking the availability of data, which are
ngt necessarily required. The card may indicate availability by SW1-SW2 = '61XY", without sending any
regsponse-data; the outside world will or will not send (a) GET RESPONSE (S).

In Figllrp 1 c= 0 and c=1 indicates the valiie of bit b5 of Cl A | cmax indicates the maximum value of short or

extended Lc field the ICC supports.
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Header | Lc > Lemax

Command payload (N bytes) Le = undefined

.

~

’

~

N
N N
N N
N N

GET GET GET
Header| L. = | Data | [Header| L. = [ Data Header| L. < | Data | L=
c=1 | Lomax | Field | | c=1 | Lomax | Field [ =0 | Lomex | Field |'00"| | RESPONSE | | RESPONSE RESPONSE
cma cma; L. = 'PP' L. ='QQ’ Le="2Z'
Status Status .| Data Status Data | Status Data | Status Data | Status
'90 00' '90 00' 1 Field '61 PP' Field ['61 QQ' Field ['61 RR' Field [ 'XYZT'

Command APDU

Respopse APDU

WARNING — This is an example where the interface device chooses to send the longest commaId
data fielgs the card supports, and to recover all data made available by the card. None of tho

choices is mandated.

Figurg 1 — Transmission to the card of an oversize command payload using command chaining,
followed by the transmission by the card of an oversize response payload using response chaining

5.4 Clgss byte

54.1 Céding

CLA indigates the class of the command. Bit b8 of CLA distinguishes between the interindustry class and the

proprietarny class.

~ ~_ 7 z- -

| Response payload

Status 'XYZT!

— Bit b8 set to 0 indicates the interindustry class.

— Bit Y8 set to 1 indicates the proprietary class)“except for the value 'FF' which is invalid due [to
specffications in ISO/IEC 7816-3. The application-context defines the other bits of CLA in proprietary

class|.

The valugs 000x xxxx and 01xx xxxx are specified hereafter. The values 001x xxxx are RFU.

Table 2 specifies 000x xxxx as the first.interindustry values.
— Bits 8, b7 and b6 are set to 000.

— Bit b% controls commanddhaining (see 5.3.3).

— Bits 4 and b3 indicate secure messaging (see clause 10).

— Bits 2 and b1 encade a logical channel number from zero to three (see 5.4.2).

Table 2 — First interindustry values of CLA

e

b8 | b7)| b6 ] b5 ] b4 [ b3 | b2 | b1 Meaning
OjlolOo]x] - - - | - JCommand chaining control (see 5.3.3)
ojojlojo]-]- - | - 1— The command is the last or only command of a chain
0Oj|o0]lO]1 - - - - |— The command is not the last command of a chain
0]0]0]-]x|x] - |- |Secure messaging indication
ofofoO 0O(0] - - |— No SM or no indication
oOojojlo-1071]1 - - |— Proprietary SM format
0 0 0 ) 1 0 _ = SM according to clause 10, .

command header not processed according to 10.2.3.1
0 0 0 ) 1 1 ) N SM according to clause 1Q, .

command header authenticated according to 10.2.3.1

0] - - - I x| x Logical channel number from zero to three (see 5.4.2)

12
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Table 3 — Further interindustry values of CLA

b8 | b7 | b6 | b5] b4 | b3 | b2 | b1 Meaning
Of(1§x)-1-1]-1]-1- ISecuremessaging indication
O|1Q10] - - - - - |— No SM or no indication
0 1 1 ) } ) ) N SM according to clause 10, .
command header not processed according to 10.2.3.1
0|1 -1 x] - - - - | Command chaining control (see 5.3.3)
0] 1 - 0 - - - - |— The command is the last or only command of a chain
0] 1 - 1 - - - - |— The command is not the last command of a chain
Q1 = = x| x| x| x 1logical channel number from four tonineteen (sec 5.4.2)

T

Bits b8 and b7 are set to 01.

Table 3 specifies 01xx xxxx as further interindustry values.

Bit b6 indicates secure messaging (see clause 10).

Bit b5 controls command chaining (see 5.3.3).

54.2 Logical channels

Bits b4 to b1 encode a number from zero to fifteen; this number plus foudris’the logical channel nur
four to nineteen (see 5.4.2).

is clause specifies a mechanism whereby in the interindustry class, C-RPs can refer to logical
Each logical channel has its own security status (see 9:3) and validity area (see 7.2). The way t
s@curity status is out of scope of this document.

If the card supports the mechanism, then it shalkindicate the maximum number of available logical
(ske

T

ble 119, third software function table) in,the historical bytes (see 12.1.1) or in EF.ATR/INFO (see 1’

If the indicated number is four or-less, then only Table 2 applies.

If the indicated number is five or more, then Table 3 also applies.

For referring to logical chaninels in the interindustry class, the following rules apply.

CLA encodes themumber of the logical channel of the C-RP.

Enabling the-physical interface (see 5.1) opens the basic logical channel, which shall remain
disabling aof the physical interface. It may be reset (see below). The number of the basic logical

zZero.

Cards-not supporting additional logical channel(s) (default value) shall use only the basic logical

Any additional logical channel shall be opened by completion of either a SELECT or a SEL
command (cnn 11411 and 11 4 7) where CLA encodes the number of a Ingir‘al channel not ynf

nber from

channels.
b share a

channels

.2.2).

bpen until
channel is

channel.

ECT DATA

in use, or

a MANAGE CHANNEL command with open function (see 11.1.2).

Any additional logical channel can be closed by the completion of a MANAGE CHANNEL command with
close function. (see 11.1.2). After closing, the logical channel shall be available for re-use.

Even if more than one logical channel is opened there shall be no interleaving of C-RPs (see 5.2).

If sharability is not explicitly excluded by the file descriptor byte (see bit b7 in Table 11), more than one
logical channel may be opened to the same structure (see clause 7), i.e. to a DF, possibly an application

DF, and also possibly to an EF.

If sharability is not explicitly excluded by the data descriptor byte (see bit b7 in Table 13) more than one
logical channel may be opened to the same DO.

© ISO/IEC 2013 — All rights reserved
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— Any logical channel can be reset by the completion of a MANAGE CHANNEL command with reset function

(see

11.1.2).

5.5 Instruction byte

INS indicates the command to process. Due to specifications in ISO/IEC 7816-3, the values '6X' and '9X' are

invalid.

Table 4 lists all the commands specified in ISO/IEC 7816 at the time of publication.

— Tablg

ISO/IEC 1
— This
— IS0/
— IS0/
— 180/
— IS0/

In the intq
— If bit
— If bit
5.6 Stg

SW1-SW
'6XXX' an

The valuq

Due to specifications in ISO/IEC 7816=3," the values '67XX', '6BXX', '6DXX', '6EXX', '6FXX"' and '9XXX' g

4.2, i.e. the right side, lists the INS codes in the numeric order.

816 specifies the use of those commands in the interindustry class.
Hocument specifies commands for interchange (see clause 11).

EC 7816-7 specifies commands for structured card query language (SCQL).
EC 7816-8 specifies commands for security operations.

EC 7816-9 specifies commands for card management.

EC 7816-13 specifies commands for application management in,a multi-application environment.

rindustry class, bit b1 of INS indicates a data field format as<ollows.
b1 is set to 0 (even INS code), then no indication is provided.

b1 is set to 1 (odd INS code), payloads (if any) shallbe encoded in BER-TLV (see 8.1).

tus bytes

P indicates the processing state. Due fo specifications in ISO/IEC 7816-3, any value different fro
d '9XXX' is invalid; any value '60XX'ig.also invalid.

s '61XX', '62XX", '63XX', '64XX","'65XX", '66XX", '68XX', '69XX', '6AXX" and '6CXX'" are interindust

m

re

proprietany, except the values '6700’, '6701', '6702', '6B00', '6D00', '6E0Q', '6F00"' and '9000' that afre
interindustry.
Figure 2 ghows the structural'scheme of the values '9000' and '61XX' to '6FXX' for SW1-SW2.
SW1-SW2
I I
Process completed Process aborted
Normal processing Warning processing '62XX' Execution error Checking error
'9000" and '61XX' and '63XX '64XX' to '66XX'’ '67XX' to '6FXX’

Figure 2 — Structural scheme of values of SW1-SW2

All interindustry values of SW1-SW2 are independent from any transmission protocol. Table 5 lists all the
interindustry values of SW1-SW2 and shows their general meaning. ISO/IEC JTC 1/SC 17 reserves for future
use any interindustry value of SW1-SW2 not defined in ISO/IEC 7816, Table 6 lists all the specific
interindustry warning and error conditions used in ISO/IEC 7816 ® at the time of publication.

14
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Table 4.1 — Commands in the alphabetic order  Table 4.2 — Commands in the numeric order

Command name INS See INS Command name See
ACTIVATE FILE '44' Part 9 '04' DEACTIVATE FILE Part 9
ACTIVATE RECORD '08' 11.3.9 '06' DEACTIVATE RECORD 11.3.10
APPEND RECORD 'E2' 11.3.6 '08' ACTIVATE RECORD 11.3.9
APPLICATION MANAGEMENT REQUEST| '40','41' | Part 13 '0C' ERASE RECORD (S) 11.3.8
CHANGE REFERENCE DATA| '24','25' 11.5.7 '0OE', 'OF' |ERASE BINARY 11.2.7
COMPARE '33' 11.6.1 '10' PERFORM SCQL OPERATION Part 7
CREATE FILE 'EQ’ Part 9 '12' PERFORM TRANSACTION OPERATION Part 7
DEACTIVATE FILE U4 Partd 14 PERFORM USER OPERATION Part 7
DEACTIVATE RECORD '06' 11.3.10 '20', '21" |VERIFY 11.5.6
DELETE DATA 'EE' Part 9 '22' MANAGE SECURITY ENVIRONMENT 11.5.11
DELETE FILE 'E4' Part 9 '24' '25' |CHANGE REFERENCE DATA 11.5.7
DISABLE VERIFICATION REQUIREMENT '26' 11.5.9 '26' DISABLE VERIFICATION REQUIREMENT 11.5.9
ENABLE VERIFICATION REQUIREMENT '28' 0 '28' ENABLE VERIFICATION REQUIREMENT 0
ENVELOPE| 'C2','C3' | 11.7.2 '2A", '2B' |PERFORM SECURITY ‘'OPERATION Part 8
ERASE BINARY| 'OE', 'OF' 11.2.7 '2C', '2D" |RESET RETRY COUNTER 11.5.10
ERASE RECORD (S) '0C' 11.3.8 '2E', '2F' |PERFORM BIQMETRIC OPERATION Part 8
EXTERNAL (/MUTUAL) AUTHENTICATE '82' 11.54 '33' COMPARE 11.6.1
GENERAL AUTHENTICATE| '86', '87' 11.5.5 '34''35' |GETATIRIBUTE 11.6.2
GENERATE ASYMMETRIC KEY PAIR| '46', '47' Part 8 '40', '41"' | ARPLICATION MANAGEMENT REQUEST Part 13
GET ATTRIBUTE| '34','35' 11.6.2 '44' ACTIVATE FILE Part 9
GET CHALLENGE '84' 11.5.3 '46', ‘A7 | GENERATE ASYMMETRIC KEY PAIR Part 8
GET DATA/GET NEXT DATA| 'CA'/'CC' | 11.4.3 70’ MANAGE CHANNEL 11.1.2
GET DATA/GET NEXT DATA| 'CB'/'CD' | 11.4.4 '82' EXTERNAL (/MUTUAL) AUTHENTICATE 11.54
GET RESPONSE 'CO’ 11.7.1 '84' GET CHALLENGE 11.5.3
INTERNAL AUTHENTICATE '88' 11.5.2 '86', '87' |GENERAL AUTHENTICATE 11.5.5
LOAD APPLICATION| 'EA', 'EB' | Part 13 '88' INTERNAL AUTHENTICATE 11.5.2
MANAGE CHANNEL '70' 11.1:2 'A0', 'A1" |SEARCH BINARY 11.2.6
MANAGE DATA 'CF' Part9 '‘A2' SEARCH RECORD 11.3.7
MANAGE SECURITY ENVIRONMENT '22' 11.5.11 ‘A4’ SELECT 11.1.1
PERFORM BIOMETRIC OPERATION| '2E', '2F! Part 8 'A5' SELECT DATA 11.4.2
PERFORM SCQL OPERATION '1Q" Part 7 'BO', 'B1' |READ BINARY 11.2.3
PERFORM SECURITY OPERATION| "2A../'2B' Part 8 'B2', 'B3' |READ RECORD (S) 11.3.3
PERFORM TRANSACTION OPERATION '12' Part 7 'CO’ GET RESPONSE 11.7.1
PERFORM USER OPERATION '14' Part 7 'C2','C3' |ENVELOPE 11.7.2
PUT DATA| 'DA','DB' | 11.4.6 'CA'/'CC' |GET DATA/GET NEXT DATA 11.4.3
PUT NEXT'DATA| 'D8','D9' | 11.4.7 'CB'/'CD' |GET DATA/GET NEXT DATA 11.4.4
READ BINARY| 'BO','B1' | 11.2.3 'CF' MANAGE DATA Part 9
READ RECORD (S)| 'B2', 'B3' 11.3.3 'DO', 'D1" |WRITE BINARY 0
REMOVE APPLICATION| 'EC', 'ED' | Part 13 'D2' WRITE RECORD 11.34
RESET RETRY COUNTER| '2C', '2D' | 11.5.10 'D6', 'D7' |UPDATE BINARY 11.2.5
SEARCH BINARY| 'AQ', 'A1' 11.2.6 'D8', 'D9" |PUT NEXT DATA 11.4.7
SEARCH RECORD '‘A2' 11.3.7 'DA', 'DB' |PUT DATA 11.4.6
SELECT 'A4' 11.1.1 'DC', 'DD' |UPDATE RECORD 11.3.5
SELECT DATA 'A5' 11.4.2 'DE', 'DF' |UPDATE DATA 11.4.8
TERMINATE CARD USAGE 'FE' Part 9 'EQ’ CREATE FILE Part 9
TERMINATE DF 'E6' Part 9 'E2' APPEND RECORD 11.3.6
TERMINATE EF 'E8' Part 9 'E4' DELETE FILE Part 9
UPDATE BINARY| 'D6', 'D7' | 11.2.5 'E6' TERMINATE DF Part 9
UPDATE DATA| 'DE', 'DF' | 11.4.8 'E8' TERMINATE EF Part 9
UPDATE RECORD| 'DC', 'DD' | 11.3.5 'EA', 'EB' [LOAD APPLICATION Part 13
VERIFY| '20','21' 11.5.6 'EE' DELETE DATA Part 9
WRITE BINARY| 'DO', 'D1' 0 'EC', 'ED' |REMOVE APPLICATION Part 13
WRITE RECORD 'D2' 11.34 'FE' TERMINATE CARD USAGE Part 9
— In the interindustry class, any valid INS code not defined in ISO/IEC 7816 ® is RFU.
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Table 5 — General meaning of the interindustry values of SW1-SW2

SW1-sw2 Meaning
Normal '9000' No further qualification
processing '61XX' SW2 encodes the number of data bytes still available (see text below)
Warning '62XX State of non-volatile memory is unchanged (further qualification in SW2, see Table 6)
processing '63XX' State of non-volatile memory may have changed (further qualification in SW2, see Table 6)

'64XX"' [ State of non-volatile memory is unchanged (further qualification in SW2, see Table 6)

Exz:::;ot:on '65XX' State of non-volatile memory may have changed (further qualification in SW2, see Table 6)
'66XX' Security-related issues (further qualification in SW2 is RFU)
oX—PWrenrglength—————— ——————(furtherqualificationir-SW2-seeTable-6—
'68XX' Functions in CLA not supported (further qualification in SW2, see Table 6)
'69XX' Command not allowed (further qualification in SW2, see Table6)

Checkihg '6AXX' | Wrong parameters P1-P2 (further qualification in SW2, see Table 6)

errof '6B00’ Wrong parameters P1-P2

'6CXX"  [Wrong L. field; SW2 encodes the exact number of available data bytes (see.text below)
'6D00’ Instruction code not supported or invalid

'6E0Q Class not supported

'6F00' No precise diagnosis

If SW1 is|set to '61', then the process is completed and before issuing any other-command, a GET RESPONSE
command may be issued with the same CLA and using SW2 (number of data, bytes still available) as short L
field. If the C-RP which returned '61XY' used the extended length fields,<{the GET RESPONSE may also use an
extended| L, field according to the buffer sizes stated in DO'7F66' (see 12.7.1). This feature is used for
response|chaining (see 5.3.4).

If SW1 is|set to '6C', then the process is aborted and before issuing any other command, the same command
may be rg-issued using SW2 (exact number of available databytes) as short L, field.

If the progess is aborted with a value of SW1 from '64' toC6F', then the response data field shall be absent.

If SW1 is|set to '63' or '65', then the state of the non-volatile memory may have changed. If SW1 is set to 'gX'
except for '63' and '65', then the state of the non-velatile memory is unchanged.

When cofnmand chaining is used for payload-fragmentation (see 5.3.3), in response to a command that is not
the last [command of a chain (see_%.3.3), interindustry warning indications are prohibited (see also
ISO/IEC 1816-3), i.e. SW1 shall be s¢tto neither '62' nor '63'.
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Table 6 — Specific interindustry warning and error conditions

SW1 SW2 Meaning
'00' No information given
'02'to '80"' | Triggering by the card (see 12.5.1)
'81' Part of returned data may be corrupted
. '82' End of file or record reached before reading Ne bytes, or unsuccessful search.
(wa?rﬁng) '83' Selected file deactivated
'84' File or data control information not formatted according to 7.4
'85' Selected file in termination state
'86' No input data available from a sensor on the card
87 AtTeast one of the referenced records is deactivated
'00' No information given
'63' '40' Unsuccessful comparison (exact meaning depends on the command)
warning) '81' File filled up by the last write
'CX' Counter from 0 to 15 encoded by 'X' (exact meaning depends on the command)
'00' No information given
o~ '01' Immediate response required by the card
(e?rir) '02' to '80' | Triggering by the card (see 12.5.1)
'81' Logical channel shared access denied
'82' Logical channel opening denied
'65' '00' No information given
(error) '81' Memory failure
66 '00' No information given, other values are RFU
(error)
67 '00' No information given
(error) '01' Command APDU format not compliant with this standard (see 5.1)
'02' The value of L; is not the one expected:
'00' No information given
. '81' Logical channel not supported
68 ey ;
(error) '82' Secure messaging not supported
83 Last command of the chain.&xpected
'84' Command chaining not supported
'00' No information given
‘81" Command incompatible with file structure
'82' Security status not satisfied
. '83' Authentication\method blocked
(e?r%r) '84' Reference data not usable
'85' Conditions of use not satisfied
'86' Command not allowed (no current EF)
'87' EXpected secure messaging DOs missing
'88' Incorrect secure messaging DOs
'00' No information given
'80! Incorrect parameters in the command data field
‘81" Function not supported
'82' File or application not found
'83' Record not found
'BA' '84' Not enough memory space in the file
(error) '85' N. inconsistent with TLV structure
'86' Incorrect parameters P1-P2
‘87" N. inconsistent with parameters P1-P2
'88' Referenced data or reference data not found (exact meaning depending on the command)
'89' File already exists
'‘8A' DF name already exists

— Any other value of SW2 is RFU.

6 Data objects

This clause specifies two categories of data objects: SIMPLE-TLV data objects and BER-TLV data objects, the
latter abbreviated by DOs in this document.

© ISO/IEC 2013 — All rights reserved
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6.1 SIMPLE-TLV data objects

Each sIMPLE-TLV data object shall consist of two or three consecutive fields: a mandatory tag field, a
mandatory length field and a conditional value field. A record (see 11.3.1) may be a SIMPLE-TLV data object.

— The tag field consists of a single byte encoding a tag number from 1 to 254. The values '00' and 'FF' are
invalid for tag fields. If a record is a SIMPLE-TLV data object, then the tag may be used as record identifier.

— The length field consists of one or three consecutive bytes.
— |

rom zero to 254 and denoted N.
— If the first byte is set to 'FF', then the length field continues on the subsequent two bytes with apy
alue encoding a number from zero to 65 535 and denoted N.

— If N i$ zero, there is no value field, i.e. the data object is empty. Otherwise (N > 0), the yalue field considts
of N tonsecutive bytes.

NOTE This standard defines neither tag values nor value fields of simple-tlv data objects” Hence, simple-tlv d3ata
objects ad@iressing cannot be used for interchange.

6.2 BER-TLV data objects

Each BER-TLV data object (DO) consists of two or three consecutive Afields (see the basic encoding rules [of
ASN.1 in[ISO/IEC 8825-1): a mandatory tag field a mandatory length<field and a conditional value field. Apy
non empty DO is denoted {T-L-V}.

The tag field consists of one or more consecutive bytes. It indicates a class and an encoding and it encodeqd a
tag numbger. The value '00' is invalid for the first byte of tag.fields. ISO/IEC 7816 supports tag fields of orfe,
two and three bytes; longer tag fields are RFU.

The length field encodes a length, i.e. a number deneted N, according to ISO/IEC 8825-1. If N is zero, there|is
no value [field, i.e. the DO is empty, and noted{T-'00"}. Otherwise (N > 0), the value field consists of [N
consecutije bytes, and the DO is noted {T-L-V}>1SO/IEC 7816

a) prec:-\[des the use of the “indefinite ength” (coded '80'), according to the DER encoding rules;

b) recommends to use the shortest passible coding of the length field, according to DER encoding rules
(see ISO/IEC 8825-1);

c) uses |ength fields consisting of one to five bytes, longer length fields are RFU.

NOTE 1 In order to ascertain the length of the length field, a specification may mandate recommendation b), i.e. the
use of shoftest length field\for the coding of a given length.

NOTE 2 | ISO/IEC7816-4 uses '80' with a specific meaning in the value field of an extended header DO (see 8.4.5).
NOTE 3 | Annéx-E provides the detailed coding of tag and length fields.

6.3 Constructed-BOs-versusprimitive BOs

A constructed, non empty DO is denoted {T-L-{T1-L1-V1} ... - {Tn-Ln-Vn}}. Its tag T indicates the structure of
its value field (see Annex E). This value field is called a template, which may:

— either consist of one DO, called "nested" in the constructed DO.

— or consist of a concatenation of several nested DOs, (n DOs in the example above), without padding (see
8.1.1).

Unless otherwise specified (e.g. wrapper (see 8.4.8) or tagged wrapper (see 8.4.9), ISO/IEC 7816-15,
ISO/IEC 24727 ?¥)), the order of DOs within a template is not defined in this document.
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See Annex E for the identification of a primitive or constructed data object by the first byte of its tag. A
possible structure of the value field of a primitive data object is to be defined elsewhere.

7 Structures for applications and data

7.1 Available structures

This clause specifies structures for applications and data, as seen at the interface when processing
commands in the interindustry class. The actual storage location of data and structural information beyond
what is described in this clause is out of scope of ISO/IEC 7816 ™. The following structures are supported:

—t Dedicated file (DF):
The DFs host applications and/or group files and/or store DOs. An application DF is.a DF Hhosting an
application. A DF may be the parent of other structures, whose types shall belong t¢-the following set {DF,
EF, DO}. These other structures are said to be immediately under the DF.

—t Elementary file (EF):
The EFs store data. An EF may be the parent of other structures, whose types shall belong to the
following set {DO, Record, DataString}. These other structures are said {o be immediately und¢r the EF.
Two categories of EFs are specified.

— An internal EF stores data interpreted by the card, i.e. data:used by the card for managgment and
control purposes.

— A working EF stores data not interpreted by the card ;e./data used by the outside world ex¢lusively.

— Record:
The records store data. A record may be the parent of other structures, whose types shall belgng to the
following set {DO}. These other structures are said\to be immediately under the record.

—t DataString:
DataStrings store data. A DataString is a sequence of bytes in a transparent EF. A DataString may be the
parent of other structures, whose typesshall belong to the following set {DO}. These other strugtures are
said to be immediately under the DataString.

—t Data object (DO):
The DOs store data. A DO may be the parent of other structures, whose types shall belopg to the
following set {DO}. These other structures are said to be immediately under the DO.

Tyvo types of logical organization are provided.

—t Figure 3 illustrates: a-hierarchy of DFs with its corresponding security architecture (see clause 9). In such
a card organization, the DF at the root is called the master file (MF); any DF may be an appli¢ation DF,
with or withodtyits own hierarchy of DFs.

Gy I D

Q’F/
: o v
Files of an application

DF / DF /\
Files of an application C@/\/ @

Figure 3 — Example of hierarchy of DFs

— Figure 4 illustrates application DFs in parallel, with no MF seen at the interface, i.e. without any apparent
hierarchy of DFs. Such an organization supports independent applications in the card where any
application DF may have its own hierarchy of DFs with its corresponding security architecture.
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Application Application Files of an Application
DF DF application DF

7.2 Val

Figure 4 — Example of independent application DFs

idity area

7.2.1 Definitions and attributes

The valid
channel.
determine

— curA
— curD
— curE

— curFi
ident|

— curR

— curD
set.

— curC
not g

— ourP
alwa

— ocurD
curC

NOTE 1
and curEF
ACTIVATE

NOTE 2
dispensab
are easier

NOTE 3

ty area (VA) on a logical channel is the result of all successful selections performed on that. logia
t generalizes the concept of current file defined in the previous version of ISO/IEC 7816-47)The \
s the resolution of DO tags and file identifiers. The VA consists of:

bpDF: a reference either to a DF or an application DF. It is always set.
- a reference to a DF, which may be an application DF. It is always set.
-: a reference to an EF belonging to the current DF. It is not always set.

e: a reference to a file, it is always set. Its value shall be identical toCurDF if curEF is not set, a
cal to curEF if curEF is set.

bcord: a reference to a record, belonging to a current EF structtred in records. It is not always set.

htaString: a reference to a sequence of bytes being part ofia transparent current EF. It is not alwa

bnstructedDO: it shall be set for DO handling. When.'set, it is a reference to a constructed DO. It
ways set.

imitiveDO: a reference to a primitive DO whese parent is referenced by curConstructedDO. It is n
s set.

D: It shall be set for DO handling. When set, it is a reference to a DO, its value shall be identical
bnstructedDO if curPrimitiveDO is hot set, and identical to curPrimitiveDO if curPrimitiveDO is set.

curFile can be calculated fromectirDF and curEF and vice versa. Thus either curFile is dispensable or curl
are dispensable. The reason for' redundancy is that some functions are easier to describe with curFile (e
, DEACTIVATE) and other functions are easier to describe with curDF and curEF.

curDO can be calculated’ from curConstructedDO and curPrimitiveDO and vice versa. Thus either curDO
e or curConstructedDO-and curPrimitiveDO are dispensable. The reason for redundancy is that some functio
to describe with curDO and other functions are easier to describe with curConstructedDO and curPrimitive DO

The current. SE does not belong to the current VA.

722 B

The follo

sic rules for VA handling and use

nd

yS

is

ot

to

DF

S
ns

in

ing list contains a non exhaustive list of rules describing the use of the VA. More rules are given

clauses containing command descriptions.

a) Enabling a physical interface (see 5.1), which opens the basic logical channel, sets the values of
curAppDF and curDF to identical values, i.e. they reference either the MF or the implicitly selected
application.

b) Resetting a logical channel resets the VA to the same value set when opening that logical channel. See

11.1.

2 for other consequences of resetting.

c) Opening a logical channel sets the values of curAppDF and curDF to identical values (see 11.1.1 and

11.1.

2).

d) Selecting an application DF sets curDF and curAppDF so that they reference the selected application DF.
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e) Selecting a DF which is not an application DF sets curDF so that it references the selected DF. It sets or
confirms curAppDF so that curAppDF references either the nearest application DF (if any) in the
ancestors (parent, grandparent...) of the selected DF, or the MF if no application DF exists in the
ancestors.

f) Selecting an EF sets curEF so that it references the selected EF, and curDF so that it references the
parent of the selected EF (see rule e)). When EF selection occurs as a side-effect of a C-RP using
referencing by short EF identifier, curEF may change, while curDF does not change.

g) Selecting a record sets curRecord so that it references the selected record as current record, and curEF
so that it references the parent of the selected record (see rule f)).

h) Selecting a DataString within a transparent EF sets curDataString so that it references)thg selected
DataString and curEF so that it references the parent of the selected DataString (see rule-f));

i)| Selecting a structure containing DOs sets the curConstructedDO so that it references: the selpcted DO
according to the specified structure. If the selected structure is a constructed DO, it|sets the
curConstructedDO so that it references the selected DO. If the specified structuse is a {Appligation DF,
DF, EF, record or DataString}, structure selection sets the curConstructedDO so that it ref¢rences a
virtual root DO'7F70' as current Constructed DO. This DO shall be associated with the last engountered
structure supporting DOs in the list above.

j)| Selecting a primitive DO sets curPrimitiveDO so that it references thé-specified DO as current PymitiveDO,
and curConstructedDO so that it references the parent of the selected primitive DO.

k) For DO handling, the current template is the value of the DO.referenced by curConstructedDO (gee rule i).

An explicit selection may modify elements of the VA beyodnd' the explicit selection due to recursjon. Such
implicit selections shall have the same outcome as an explicit selection.

EXAMPLE The selection of a constructed DO in a reeord will set curConstructedDO (rule i) explicitly. 1t will implicitly
sgt or confirm curRecord (rule g)), curEF (rule f)), curDF (fule e)) and curAppDF (rule d)).

713 Structure selection

7.8.1 Structure selection methods

Se¢lecting a structure allows access to its data and to structures below, if any. Structures may bg selected
implicitly, i.e. automatically (see7.2.2, rules a), g)) after enabling a physical interface (see 5.1) When a
structure cannot be implicitly,;selected, it shall be selected explicitly, i.e. by at least one of the follqwing four
methods.

Selection by DF name — A DF name may reference any DF. It is a string of up to sixteen bytes. Any appli-
cqdtion identifier (AID, see 12.2.3) may be used as DF name. In order to select unambiguously by DF name,
e.g. when selecting by means of application identifiers, each DF name shall be unique within a given|card.

Selection-by file identifier — A file identifier may reference any file. It consists of two bytes. The value '3F00'
reserved
biguously
identifiers.

Selection by path — A path may reference any file. It is a concatenation of file identifiers. The path begins
with the identifier of a DF (the MF for an absolute path or the current DF for a relative path) and ends with the
identifier of the file itself. Between those two identifiers, the path consists of the identifiers of the successive
parent DFs, if any. The order of the file identifiers is always in the direction parent to child. If the identifier of
the current DF is not known, then the value '3FFF' (reserved value) can be used at the beginning of the path.
The values '3F002F00' and '3F002F01' are reserved (see 12.2.1 and 12.2.2). The path allows an
unambiguous selection of any file from the MF or from the current DF (see 12.3).

Selection by short EF identifier — A short EF identifier may reference any EF. It consists of five bits not all
equal, i.e. any number from one to thirty. When used as short EF identifier, the number zero, i.e. 00000 in

© ISO/IEC 2013 — All rights reserved 21


https://standardsiso.com/api/?name=2dc83fe2c24d31131afb6dc1e7c86965

ISO/IEC 7816-4:2013(E)

binary, references the current EF. At MF level, the number thirty, i.e. 11110 in binary, is reserved (see 12.2.1).
Short EF identifiers cannot be used in a path or as an EF identifier (e.g. in a SELECT command). All short EF
identifiers of EF immediately under a given DF plus all short EF identifiers indicated in FCP DO'A2' associated
with this DF shall be unique.

If supported, selection by short EF identifier shall be indicated.

— If the first software function table (see Table 117) is present in the historical bytes (see 12.1.1) or in
EF.ATR/INFO (see 12.2.2), then the indication is valid at card level.

— If a short EF identifier DO'88' (see 10.2.3.1 and Table 10) is present in the CPs of an EF, then the
indicgtion is valid at EF Tevel.

if

Selection by tag — A DO may be selected by its sole tag, without further information on the VA, if and.only
it belongg to the base template of the current template i.e. the value of the current constructed DO.

Selection by record number — If the EF pointed to by curEF supports records then a'record number
referencep a specific record in that EF. A record number is a positive integer.

Selection by offset — If the EF pointed to by curEF is transparent, then an offset reférences the beginning |of
a sequenge of bytes in that EF. An offset is an integer = 0.

7.3.2 File reference data element and DO
This inter|ndustry DO'51'(see Table 7) references a file. It may have anylength.

— An empty DO references the MF.

— If thellength is one and if bits b8 to b4 of the data element(are not all equal and if bits b3 to b1 are set to
000, then bits b8 to b4 encode a number from one to thirty that is a short EF identifier.

— If thellength is two, then the data element is a file identifier.

— If thellength is more than two, then the data element is a path.

— If the length is even and if the first two bytes are set to '3F00', then the path is absolute. The data
lement is a concatenation of at least\two file identifiers starting with the MF identifier.

— If the length is even and if thefirst two bytes are not set to '3F00', then the path is relative. The data
lement is a concatenation. of at least two file identifiers starting with the identifier of the current DF.

— If the length is odd, then the path is qualified. The data element is either an absolute path withdut

'BFOQ', or a relative\path without the identifier of the current DF, followed by a byte to use as P1|in
one or more SELECT’commands (see 11.1.1 and 12.3).

Table 7 — Coding of the file reference DO'51'

Tag Length Value
0 The empty data object references the MF

5

Cloaeh - ol il Loitadoa talod ol lo £ bobloiad loibelodatod ba-OO0)
LOHUTT LT TUTTIUICT (Vo VO TU U5 TTHIVUUT a TTUTTIUTT TTUTTT UTTC tU ULy, Vito VO U U'T arc oCTl 1TU UU\J)

2 File identifier

Absolute path (the first two bytes are set to '3F00")

Relative path (the first two bytes are not set to '3F00')

Odd, > 2 | Qualified path (the last byte shall be used as P1 in one or more SELECT commands)

1511

Even, > 2
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7.3.3 General reference data element and DO

:2013(E)

This interindustry DO'60' (see Table 86) and DO'7F72' (see Table 37) can reference any structure in a card.
The value of DO'60' is used in the command data field of many CR-Ps handling DOs (see 11.4.2). In some
cases, those commands temporarily transiently impact the VA, in other cases, they modify the VA.

7.3.4 Data referencing methods in elementary files

1)

2) 3) Ell_l 4) 5 [ 1|

Data referencing method is an EF-dependent feature. An EE"shall support at least one of the
structures:

— '

—  B== [ |

1) Transparent structure

2) Linear structure with records of fixed size

3) Linear structure with records of variable size

4) Cyclic structure with records of fixed size (the arrow references the most recently_written record)
5)  SIMPLE-TLV or BER-TLV structure

Figure 5 — EF structures

Transparent structure — The EF is seen at the interface as a single continuous, numbered se
data units accessible by commands for handling-data units (see 11.2). Data unit size is an EF-g
feature.

Record structure — The EF is seen at-the interface as a single continuous sequence of in
identifiable records accessible by commands for handling records (see 11.3). Record numberin
SIMPLE-TLV or BER-TLV structure of the.records are EF-dependent features. Three attributes ar
record size, record organization and-record LCS.

— The size of the records jseither fixed, or variable.
— The organization of the‘records is either a sequence (linear structure), or a ring (cyclic struc

— A record may have a record life cycle. When it does, the record LCS distinguishes at
following states:“ACTIVATED and DEACTIVATED. The coding of a record LCS is out of
this part of ISO/IEC 7816 ®.. Within a given EF, either all records have a record life cycle or
has a record life cycle. The presence of record life cycle is indicated by the CP (see Table 1

SIMPLE-TLV structure — The EF is seen at the interface as a set of SIMPLE-TLV data objects acc
commands for handling data objects (see 11.4). This structure precludes BER-TLV structure

BER-TLV structure — The EF is seen at the interface as a set of DOs accessible by comr

following

nuence of
ependent

dividually
j method,
b defined:

ure).

least the
scope for
no record
0).

bssible by

nands for

hanrlling DQOs (cnn 11 A) This structure prnr\lnrlnc SIMPLE-TL\. structure

In DFs or applications, data may be referenced as DOs (see 6.2), the same way as in EFs. If the EF, DF or
application supports this referencing, its selection sets the curConstructedDO (see 7.2.2 and 8.2.1).

7.4 File and data control information

7.4.1 File control information retrieval

By definition, the file control information is the byte string available in response to the SELECT command (see
11.1.1); it may be present for any file, i.e. any DF and any EF.
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— If the first byte is valued from '00' to 'BF', then the byte string shall be BER-TLV encoded.
ISO/IEC JTC 1/SC 17 reserves for future use all the values in the range '00' to 'BF' that are not defined in
this document.

— If the first byte is valued from 'CO0' to 'FF', then the byte string is not encoded according to this document.

Table 8 shows three interindustry templates:

— The FCP template is a set of CP DOs eligible for files, i.e. logical, structural and security attributes as
listed in Table 10 and defined hereafter. Within the FCP template, the context-specific class is reserved
for FCPs; tags '85' and 'A5' reference proprietary information.

— The FMD template is a set of file management data, i.e. interindustry DOs such as an applicati
identfier as defined in 12.2.3, an application label as defined in 12.2.4 and an application expiration 'dgte

asd
the H

— The

The threg

— Ifthe
— If the

Part of th
and refer
introduce

7.4.2 Data control information retrieval

By definit
P1="10' o
present fq

DO'62' nq

— It ma

fined in ISO/IEC 7816-6, possibly nested within an application template as defined in 12.2.4. With
MD template, tags '53' and '73' reference discretionary data.

FCl template is a set of file CPs and file management data.

Table 8 — Interindustry templates for file control information

Tag Value

'62' | Set of file control parameters (FCP template)

'64"' | Set of file management data (FMD template)

'6F' | Set of file control parameters and file management data (FCI template)

templates may be retrieved according to selection options of-the SELECT command (see Table 62),

CP or FMD option is set, then the corresponding tag-is’mandatory for introducing the template.

b control information of a DF may additionally.be;present in an EF under the control of an applicati
enced by tag '87' in the file CPs. If present*within such an EF, file control information shall
by the appropriate tag, either a CP tag, ot’a FCI tag.

on, the data control information. is the byte string available in response to a SELECT command wi
r P1="13"' (see 11.1.1) or a(SELECT DATA command if bit b3 of P2 is set to 1 (see 11.4.2); it may
r any DO.

Table 9= Interindustry templates for data control information

Tag Value
‘62 | Set of data control parameters (CP DOs, possibly including a DO'62")

sts CR.DOs.

y‘be present in the data control information of any structure (files or applications supporting a BE

FCI option is set, then the FCI tag is optional for introducing the template in the response data fielq.

N

in

pNn
pe

th
be

TLV S

ructure, constructed DO). It belongs and applies 1o the current template atrter structure selection.

— When present within the current base template (see 8.2.2) it applies to, it may be retrieved by GET DATA or
GET NEXT DATA.

— When it is present in another template, it may be indirectly referenced by a tagged wrapper (see 8.4.8).

7.4.3 Control parameters

Table 10 lists CP DOs for files and data objects, all in the context-specific class. When a CP is present, the
table states whether it occurs at most once (explicit indication), or may be repeated (no indication).
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Table 10 — Control parameter data objects

Tag | Length Value Applies to
'80' [ Var. [Number of data bytes in the file, excluding structural information Any EF*
'81' | Var. |Number of data bytes in the file or DO, including structural information if any File* or DO*
1 File descriptor byte (see 7.4.5 and Table 11)
9 File descriptor byte and data coding byte (see File*
Table 118)
'82' 5T Eile dpsrripfnr hyh: data Pnding hyfp and maximum record size on aone aor twao
bytes EF* supporting
50r6 File descriptor byte, data coding byte, maximum record size on two bytes and recorgs
number of records on one or two bytes (see NOTE)
'83' 2 File identifier File*
'84' | up to 16 | DF name DF
'85' [ Var. [Proprietary information not encoded in BER-TLV File
'86' | Var. |Security attribute in proprietary format File
‘87" 2 Identifier of an EF containing an extension of the file control information DF*
'88' | 0or1 |Short EF identifier (see 7.4.4) EF*
'BA 1 Life cycle status (LCS, see 7.4.10 and Table 14) File* or PO*
'8B' | Var. |Security attribute referencing the expanded format (see 9.3.3 and Table 38) File*
'‘8C' | Var. |Security attribute in compact format, SE oriented (se€_T'able 30) File™
'$D' 2 Identifier of an EF containing security environmentitemplates (see 0) DF
'8E' Logical channel security attribute (see 9.3.7 and Table 47) File* or DO*
'8F' 1 Profile indicator (see Table 12) EF supporting records*
'92' 1 Data descriptor byte (see 7.4.7) DO;;JE_S:&%?SS ng
'96' | Var. |as defined in ISO/IEC 7816-11 see ISO/IEC [7816-11
'97' | Var. |DF list (see 7.4.8) DF*
'98' | Var. |Instance number (binary/cading) DO*
99 | Vvar. ls\léjem?gzoiul?g;in the current template after file or DO selection (binary coding, File* or DO*
'‘OA' | Var. |Number of EF§ within a DF (binary coding) DF*
'9B' | Var. |EF list (se€ 7)4.8) DF*
90| Var | (OTEcR s mainly intended for DO handiing. File” or pO"
'9D' | Var. Tag-of the DO(s) to which DO'62" applies. DO
'AO' | Var{'Security attribute template for DOs (see 9.3.5) File* or PO
'A' | Var. |Security attribute template in proprietary format File
A2} “Var. Template.cons.igting of one or more pairs of DOs: DE
Short EF identifier (DO'88") - File reference (DO'51', L > 2, see 7.3.2)
'A3' | Var. |[Interface and LCS dependent security attribute template (see 7.4.12) File or DO
'A5' | Var. |Proprietary information encoded in BER-TLV File
'A6' | Var. |as definedin ISO/IEC 7816-11 see ISO/IEC 7816-11
'AB' | Var. |Security attribute template in expanded format (see 9.3.3) File*
'AC'| Var. |Cryptographic mechanism identifier template (see 9.2) DF
'AD'| Var. |Security parameters template (see 9.3.6.1) DO
'AF' | Var. |Template encapsulating one or more DO'06' (OID) relevant to the application. DF*

* indicates that the DO shall appear at most once under DO'62'.

In the response to a SELECT and under tags '62' and '6F', ISO/IEC JTC 1/SC 17 reserves any other DO of the context-specific class.
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7.4.4 Short EF identifier

The following rules apply for the use of DO'88' in the CPs of any EF.

— If the card supports selection by short EF identifiers (see 7.3.1) and if DO'88' is absent, then in the
second byte of the file identifier (tag '83"), bits b5 to b1 encode the short EF identifier.

— If DO'88' is present with a length set to zero, then the EF supports no short identifier.

— If DO'88' is present with a length set to one and if bits b8 to b4 of the data element are not all equal and if
bits b3 to b1 are set to 000, then bits b8 to b4 encode the short EF identifier (a number from one to thirty).

7.4.5 File descriptor byte

DQO'82' may be present in the CPs of any file (see Table 10).

— The fjrst byte of the value is the file descriptor byte (see Table 11).

— If thelvalue consists of two or more bytes, then the second byte is the data coding byte (see

— Tableg 118). If the card provides data coding bytes in several places, then the“indication valid for a givé

file ig in the closest position to that file within the path to that file from:
1) The MF, if present.
2) The DF referred to by curAppDF, if the MF is absent.

3) In the absence of indication in the path, the data unit size is.sét to the default value (see

4) Table 118).

Table 11 — Coding of the file descriptor byte

b8 | b7 § b6 | b5 [ b4 | b3 | b2 | b1 Meaning

0] x - - - - - - | File accessibility

0o - - - - - - | — Not shdreable file

0 1 - - - - - - |— Shareable file

0 - 1 1 1 0| 0| O JDF

0 - f Notall setto 1 - - - LEF.category

0 - 0[0]O - - ~ \|=— EF for storing data not interpreted by the card (Working EF)
0 - 00 1 - - >~} — EF for storing data interpreted by the card (Internal EF)
0 - JAnyothervalue | - E - | — Proprietary categories of EFs

0 - EF structure

0 - | Notallsetto1 | 040 | 0 J— No information given

0§ - QNotallsetto1{20"| 0 | 1 |— Transparent structure

0 - f Notallsetto T} 0 1 0 |— Linear structure, fixed size, no further information

0 - f Notallsefto/1 | 0O 1 1 | — Linear structure, fixed size, TLV structure

0 - | Notallsetto 1 1 0 0 |— Linear structure, variable size, no further information

0 - [ Notall'set to 1 1 0 1 | — Linear structure, variable size, TLV structure

0 § - jNoballsetto1 | 1 1 | 0 ] — Cyclic structure, fixed size, no further information

O J - | Notallsetto1 | 1 1 1 | — Cyclic structure, fixed size, TLV structure

0 - 1 1 1 0 0 1 | — BER-TLV structure

0 - 1 1 1 0 1 0 ] — SIMPLE-TLV structure

— Any other value is RFU.
— “Shareable” means that the file supports at least concurrent access on different logical channels.
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7.4.6 Profile indicator
The following rules apply for the use of DO'8F' in the file CPs of any EF supporting records:

— If DO'8F' is present, then the value field contains a profile indicator according to Table 12;

— If DO'8F' is absent, then all records in the EF are implicitly in the unchangeable state ACTIVATED.

Table 12 — Coding of the profile indicator

g
[
g
d
g
5
g
2
g
N
g

-
P
u
h
D
D
-

o

Meamin
=
Coding of profile indicator defined by ISO/IEC JTC 1/SC 17

x
x
x
x
x
x

Record LCS

All records in this file are in the unchangeable state ACTIVATED

uuuuo’
11
(N
11
11
(N
11
= [O]X | X

Each record in this EF has its own record LCS, changeable by the commands
ACTIVATE RECORD, DEACTIVATE RECORD and ACTIVATE FILE

( X | x | x| x| x| x| x Proprietarycoding_;ofprofileindicator

- Any other value is RFU.

7.4.7 Data descriptor byte

Referenced by tag '92', this interindustry data element is a CP DO, which contains information relevant to DO
handling (see Table 13). The information is valid for all instances (if more than 1) of a DO in th¢ relevant
template. If a DO is declared "non shareable", only one instan¢e of this DO is accessible on ohe logical
channel.

Table 13 — Coding of the*data descriptor byte

o
=]
(=2
N
o
(=]
(=2
(3]
o
=Y
o
w

b2 | b1 Meaning
R - - - - - | Data accessibility

X
ol - - - - - - | — Not shareable DO
1 - - - - - - | — Shareable DO

- - - - | structuring of the DOs in the template

- - - - | —No information given (default).

- - - - I— Cyclic management of instances (see 11.4.7)
- - - - | —RFU

- - - ] Instances

X
0
1 - - - - 71> Linear management (see 11.4.7)
0
1

X
- - - 0 - - - |— A tag shall occur at most once in the template.

1 - - - | — Tags may occur more than once in the template (default).
DO properties

X | x | x
- - - 21 0] 0 [ 0O J— Noinformation given
- - 1 |— Tag list present (Constructed DO) or present in the tag list (Primitiye DO)

— Base template extendable by wrappers (Constructed DO)
or part of the template extension (Primitive DO)

\S> ) B ey pur ) fus ) fu jy puw ) fus ) fus jy Q) s ) fus ) hus ) L usly fus ) pus ) L )
1
[l

- - - - 1 1 - | — Automatic resolution of wrappers

—+ Anyrother value is RFU.
—k"Shareahle” means that the DO supparts at least concurrent access on different logical channels

7.4.8 DF and EF list data elements

Referenced by tag '97', the DF list interindustry data element is a file CP which shows the DFs contained in a
DF or application DF. It is a concatenation of 2-byte file identifiers.

Referenced by tag '9B', the EF list interindustry data element is a file CP, which contains the identifiers of the
elementary files contained in the DF or application DF, and their short EF identifier. The information of each
file is coded on three consecutive bytes. The first two bytes contain the file identifier of an EF. The third byte is
either the short EF identifier of the EF coded according to 7.4.4 or a byte coded '00' if that elementary file has
no short EF identifier.
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7.4.9 Instance number data element

Referenced by tag '98', this interindustry data element is a CP DO, which may be present only if there are
several instances of the DO within its template. Its value shall be a binary coded positive sequence number,
as defined by ISO/IEC 8825-1 for the INTEGER type. The numbering scheme for cyclic management of
instances is the same as for the management of record numbers (see 11.3.6). See 11.4.7 for further
information of numbering schemes.

7.4.10 Life cycle status

The card| files and other objects, each have a life cycle; the life cycle status (LCS) allows the card and-the
interface flevice to identify the different logical security states of the use of the card, files and other gbjects|in
the card.

To support flexible management of the life cycle of a file, record or DO as an attribute (see ISO/IEC 7816-9
this clausg defines four primary states of the life cycle in the following order.

~

—_

Creation state

N

Initialisation state

w

)
)
) Operational state: activated or deactivated.
)

N

Termination state
LCS (1 byte) shall be interpreted according to Table 14.

— The yalues '00' to 'OF" are interindustry.

— The yalues '"10' to 'FF' are proprietary.

The defaylt state shall be Operational state (activated).

Table 14 — Coding of the file or data LCS byte

b8 [ b7 | b6 | b5 | b4-b3 | b2 | b1 Meaning
0]0 | 0] O RO O0] 0| O }Noinformation given
0]0 |0 |[ONFO]| O] 0| 1 JCreation state
ojojogo0p0]07]1 1 | Initialisation state
0O]J]O0|0,{0)O0](|1 - | 1 | Operational state (activated)
0Ol 0RO OO 1 - | 0 JOperational state (deactivated)
0O jcesf o 01 1 - - | Termination state
Not all zero x | x | x | x JProprietary
— Any other value is RFU.

Under tag '8A'Yan LCS may be present in the CPs of any file or DO (see Table 10). A card LCS may be
present in the historical bytes (see 12.1.1.11). Under tag '48', a card LCS may be present in EF.ATR/INFO

nloyau P AAE— e 1 —r . P
(See 1244) VVIICIT IL TIdS Aall IT™, e LAIU 1S5 1, alt Iedsl, UIT CIedlOll sldlc.

NOTE Unless otherwise specified, the security attributes are valid for the operational state of files and ACTIVATED
state of DOs.

7.4.11 Indirect referencing by short EF identifier using DO'A2'

A DO'88' under DO'A2' in the FCP of a DF indicates that the nested short EF identifier is valid when the DF is
current. A command using it shall transiently select the EF referenced by the path which is nested in DO'51"
after that DO'88'. Its success has no impact on curDF and curAppDF (see 7.2.2 rule f)). The impact on curEF
is described in sections dealing with commands using short EF identifier (see e.g. 11.2.2 or 11.3.2).
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7.4.12 Interface and life cycle status dependent security attribute template

DO'A3' may be present in the CPs of any file or DO and in such templates it may occur more than once (see

Table 10).

DO'A3' shall contain at most one DO'91' (see 7.4.12.1). If DO'91' is absent then the security

attributes

contained in DO'A3' apply to all interfaces. If DO'A3' contains a DO'91' it shall be the first DO in the template.

DO'A3' shall contain at most one DO'8A' (see 7.4.12.2). If DO'8A' is absent then the security attributes
contained in DO'A3' apply to all life cycle status. If DO'A3' contains a DO'8A' then it shall be
—t the first DO in the template if DO'91' is absent, or
—t the second DO in the template if DO'91' is present.
DP'A3' may contain any number of DO'8B', DO'8C', DO'9C', DO'AQ', DO'AB' in any,.order having [the same
meaning and coding as defined by Table 10.
74.12.1 Transport type descriptor
Referenced by tag '91' under DO'A3', this data element indicates for which interfaces the security |attributes
cgntained in the same DO'A3' apply.
Table 15 — Coding of transport type desecriptor (DO'91' under DO'A3')
b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
X - - - - - - - 10, other values are RFU 2@
- I x| x1-1-1-1-1-100,othervalues are RFU
-1 -1 -11 - | - | - | - JCommunhication by contact C6 (see ISO/IEC 7816-3)
- - T -01-111-71-17 - INearfield communication (see ISO/IEC 18092 )
- - - - - 1 - - JUSB interface (see ISO/IEC 7816-12)
-1 -1 -1-1-1-11T7.- JContactless interface for proximity cards (see ISO/IEC 14443 "
-1 -1 -1-1-1-1-.ct]Contactinterface (see ISO/IEC 7816-3)
@  This edition defines the case'where one byte is sufficient to reference relevant interfaces. In the future, mote
than one byte may be necessary.
If n this data element a bit is sét to
—t 1 then for the corresponding interface the security attributes shall apply.
—t 0 then for the-cofresponding interface the DO'A3' is irrelevant.
7.4.12.2 Indication of life cycle status
Refereneed by tag '8A' under DO'A3', this data element indicates for which life cycle status thé¢ security
and each

aftributes contained in the same DO'A3' apply This data element shall contaln one or more bytes
to 7.4.1

life cycle

status and all bytes of the data element build a set of life cycle status. If the life cycle of the file or DO, being

given within a DO'8A" in the control parameter template (i.e. the template with tag '62")

— is element of this set then the security attributes shall apply for the file or DO.

— is not element of this set then the DO'A3' is irrelevant for the file or DO.
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8 Specific use of DOs and related concepts

8.1 BER-TLV payloads and padding

A BER-TLV-encoded data field or payload is a concatenation of BER-TLV DOs, with possible padding before or
after any of those DOs.

There are two standard ways of stating BER-TLV-encoding of a command or response data field or payload:

— CLA indicates secure messaging (see clause 10).

— Bitb] of INS is set to 1 (odd INS code).
Commandls with an even INS code may specify BER-TLV-encoding of data fields and payloads.

Within a gommand payload, this document may define the order of DOs (see e.g. Table 8Z)\In a responge
payload, the order of DOs is either not defined, or is inherited from the order of the DOs present in the card.

Because pf the coding of BER-TLV length fields (see E.2) a DO with a tag of n bytes cannot have a total length
of e.g. (nT1+128) bytes or of (n+2+256) bytes or of (n+3+65536) bytes etc. The situation of invalid total length
may also|occur if several DOs are to be transmitted and the last DO creates theysame problem. In all thege
cases if receiving a command with N, set to such an invalid total length the card may send within a responsge
data field|containing DO(s) the first N, bytes requested by the command and‘conclude with a SW1-SW2 set|to
'61XY', where 'XY' codes the number of remaining bytes. Afterwards response chaining (see 5.3.4) applies.

8.1.1 Padding conditions

The poss|bility of padding in a data field depends on the commniand. The terminology "concatenation of DOs
precludeq padding. Padding is allowed:

— wher] handling data structures through data units; e.g. padding may be present in a READ BINARY
respgnse data field due to erasure or modification of DOs within an EF supporting data units.

— wher] handling data structures through.récords; e.g. padding may be present in a READ RECORD
respgnse data field due to the fixed format of records within an EF supporting records.

— wher] explicitly allowed by a standardC-RP (CLA<'80").

— wher] explicitly allowed by a specification of a C-RP (CLA>'7F").

If BER-TLV-encoding is explicitly)stated, the data payload(s) shall be BER-TLV encoded, without padding. BER-
TLV-encoding shall not apply to the individual data fields (a.k.a. payload fragments) of the commands into
which the payload is fragmented, because payload fragmentation is entitled to split DOs. Padding is s}ill
precluded in payloadsfragments.

NOTE Securémessaging may require BER-TLV-encoding of payload fragments (see 10.1).

8.1.2 Padding procedure

When padding is allowed in BER-TLV payloads, bytes set to '00' may be present before, between or after DOs.

When present in the historical bytes (see 12.1.1) or in EF.ATR/INFO (see 12.2.2) or in the control information
of any file (see tag '82' in Table 10), the data coding byte (see Table 118) indicates whether the value 'FF' is

— valid for the first byte of long tag fields of the private class, constructed encoding (explicit statement), or

— invalid for the first byte of tag fields (default value), i.e. used for the same purpose (padding) and under
the same conditions as the value '00'".
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8.2 Current template and data object generations

8.2.1 Current template and current DO

If set, the curConstructedDO references a constructed DO. lts value field, as defined in 7.2.2 rule k), is called
the current template.

Any DO within the current template can be directly referenced by its sole tag in a command for interchange
which does not provide any information on the VA together with this tag.

Iffany of those DOs is also constructed, the current template does not include any nested DOs.yithin this
canstructed DO.

The virtual root DO'7F70" belongs to the 0 generation, and is the only DO in that gengration. If
cyrConstructedDO references an n" generation constructed DO'XY", the current template is a sequence of
nt+1)" generation DOs nested in DO'XY". The current template does not include D@s, possibly nested in any
nH+1 )"‘generation DO. Annex F shows examples.

—_—

The curDO (see 7.2.1 dash 9) is set by a SELECT command (see 11.1.1) Or@ SELECT DATA comnand (see
11.4.2). DO selection also occurs as a side effect of other DO-handling éommands, and is descrilped in the
refevant clauses, e.g. 11.4.3 and 11.4.4 for the GET DATA command.

Inf order to support referencing methods defined in this edition of {SO/IEC 7816-4, the card should e able to
resolve tag '7F70'.

Imimediately after enabling of an interface (see 5.1), thus before any selection, the current templatg depends
on the implicitly selected application or DF (curAppDF in the VA). It may contain specific DOs to support e.g.
dikcovery mechanisms defined in ISO/IEC 24727-2 4,

Mgny commands which handle DOs imply one.ap several internal selections. Those selections are $aid to be
"transient", and set a "transient current file" or\a "transient current template", thus a "transient VA" In some
cases, a side effect of the command success)may validate those internal selections, thus set the trapsient VA
ag current VA.

8.2.2 Template extension

The template extension is that part of a template which is accessible only by automatic resolutions jof tagged
wfappers, whereby extending the base template (see Annex G or examples). All wrapper DO'63' gre part of
the base template.

If [automatic resolution of tagged wrappers is not supported, the template extension is empty. The indirect
refferences are only'informative. If needed, the outside world may perform a two-stage procedure:

— selection of the structure where the DO is stored, when this structure is different from the current
structure;

—t (then handling of the DO within the selected structure.

8.2.3 Data object sub-tree

A constructed DO has a tree structure. A sub-tree of this tree structure is obtained by removing nested DOs
from the tree. An extended header associated with a constructed DO refers a sub-tree of the DO (see 8.4.6
and 8.4.7).

EXAMPLE A given n" generation DO is denoted {T-L- {T1-L1-{T2-L2-V2}-{T3-L3-V3}}-{T4-L4-VA}(T5-L5-V5}).

Removing the (n+2)" generation DO T2 and the (n+1)th generation DO T4 vyields the sub-tree: {T-L'- {T1-L1'-{T3-L3-V3}}-
{T5-L5-V5}}. L and L1 are replaced by L' and L1' because removing a DO from a template impacts its length.
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8.2.4 Data object life cycle

Any DO stored in the card may have a DO life cycle. When it does, the LCS shall distinguish at least two
states: ACTIVATED and DEACTIVATED. The coding of a DO's LCS and the coding of a file's LCS are
analogous (see Table 14). The presence of DO's LCS is indicated in the CP template DO'62' (see Table 10).

8.3 Ide

ntification of data elements and data objects

8.3.1 Principles

At the intJarface between the card and the interface device, a data element is generally presented in the, val

field of a

If the nun
universal
specified
bits shall

For purpg
BER-TLV d

A data el
data elem

Oneorm

The inter|
applicatio

A standard or an application may limit or prohibit multiplédnstances of the same DO within a template, within

structure

8.3.2 Tag interpretation in command and response data fields or payloads

DOs of th

DO. The data element is said to be "under" the tag of the DO.

nber of bits representing a data element is not a multiple of eight, one may use the BITSTRIN
DO, as e.g. in ISO/IEC 7816-15. If not, the mapping into a byte or a string of bytes should
together with the respective data element. Unless otherwise specified, the apprépriate number
be set to 1 in the last byte starting from bit b1.

ses of retrieval and referencing in interchange, a data element shall be asseciated with the tag of
ata object and the data element may be encapsulated in this data object.

ement may be referenced directly by its associated BER-TLV tag. Itmay be associated with anoth
ent that sets the context to which it belongs.
bre command-to-perform data objects may indirectly reference a data element.

nh and within a card.

br within the application.

e universal class (first byte from '01' to '3F', see Annex E) always have their general meaning.

The mea

The defalilt is the ISO/IEC 7816%-and the ISO/IEC JTC 1/SC 17 standards (see 8.3.3). The meanings
those DOE are always the same;-though their function is defined by the command where they are used.

The way {o interpret DOsofthe context-specific class (first byte from '80' to 'BF', see Annex E) is defined:

— generally by its-nesting within a constructed DO defined by the standard, e.g. DOs nested in DO'62' (s¢

Tabl

— by CLA secure messaging indication (see 5.4 and 10.1)

ing of DOs of the application/class (first byte from '40' to '7F', see Annex E) is defined by standard

10). This'rule is recursive, and applies e.g. to DOs nested in a DO'AQ' nested in a DO'62'.

ndustry commands support multiple instances of the;same DO within a template, thus within @n

e

G
be
of

of

D
@

— by INS: commands may detine such DUs of the context-Specitic class Tor a Speciiic use.

— In other cases, the interpretation of those DOs is defined by the application.

8.3.3 Tag allocation

This document specifies many interindustry DOs, and allocates tags for the BER-TLV-encoding of those DOs.
In addition to defining further interindustry DOs, ISO/IEC 7816-6 maintains an exhaustive list of the tuples
(name of the interindustry DO, allocated tag) specified in ISO/IEC 7816 at the time of publication. The tags

allocated

in ISO/IEC JTC 1/SC 17 standards belong:

— either to the application class;
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— or to the context-specific class, when the corresponding DOs may be nested in a constructed DO the tag
of which has been allocated by the standard.

When a tag is defined by another standard, the national body responsible for the standard shall seek advice of
ISO/IEC JTC 1/SC 17/WG 4 for the tag or tags needed, and shall in due time comment in order to add this or
those tags in ISO/IEC 7816-6.

lllustrated by Annex A, the subsequent clauses specify tag allocation schemes for identifying interindustry
DOs in data fields. When needed, those tag allocation schemes use the interindustry DOs shown in Table 16
for notifying an authority responsible for tag allocation.

Table 16 — Interindustry data objects for tag allocation authority

fag Value

06' Object identifier (OID), encoding specified in ISO/IEC 8825-1), see examples in Annex A
41' Country code (encoding specified in 1ISO 3166-1")) and optional national data

42' Issuer identification number (encoding and registration specified in ISO/IEC 7812-1 [5]) and optional isguer data
4F' Application identifier (AID, encoding specified in 12.2.3)
'SF29' | Interchange profile.

8.3.4 Standard tag allocation scheme

In| the application class, ISO/IEC JTC1/SC17 allocates or reserves the use of any application [class tag
ndimbers in the range 0-127 or greater than 511 (decimal).

Application class tag numbers in the range 128 to 514 \(decimal) may be allocated by any standard or
specification referenced by an OID, or by an applicationeferenced by an AID.

Inforder to identify the tag allocation authority in this‘range, a constructed DO'78' shall be used. Thig DO shall
ngst an empty DO'80' followed by either a DO'06or a DO'4F'". If DO'78' is present

—t in the initial data string (see 12.1.2).0r in EF.ATR/INFO (see 12.2.2), then the authority shall bg valid for
the entire card, except if overruled.by ‘another DO'78' in a file or a constructed DO.

—t in the management data of an EF or DF, possibly supporting an application (see 7.4), or in thg template
made current by the selection of any file, then the authority shall be valid within that file or application,
except if it is overruled by another DO'78' in a constructed DO.

—t in a template, it shall'be valid for all DOs in the template, and all objects contained in the constrycted DOs,
(thus irrespectivelef,their generation), except if it is overruled by another DO'78' in a template.

8.3.5 Compatible tag allocation scheme

These tag-allocation schemes use interindustry DOs and further DOs.

TTese further DOs shall be nested within interindustry DOs referenced by tags '70' to '72', or tags 'T4' to '77".
In[those DOs, the meaning of the application class tags is not defined in ISO/IEC 7816 except for tags '41’,
'42" and '4F' for identifying tag allocation authorities (see Table 16).

When further DOs use tags of the context-specific class, and belong to the interindustry templates defined
above, their meaning is defined by the tag allocation authority.

The use of the context-specific class within interindustry templates with tags '65' (cardholder-related data), '66'
(card data), '67' (authentication data) and '6E' (application-related data) is deprecated.

In order to identify a compatible tag allocation scheme and the authority responsible for the scheme, the

interindustry DO'78' may be used. Possible occurrence and overruling are the same as in 8.3.4. If present, its
value shall contain one of the interindustry DOs shown in Table 16, for identifying a tag allocation authority.
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8.3.6 Coexistent tag allocation scheme

In such a scheme, all the interindustry DOs shall be nested within interindustry DOs'7E'. Moreover, tags '79'
and '7E' shall not be given another interpretation, as well as tags '62', '64', '6F' (CP, FMD and FCI templates,
see 7.4) and '7D' (SM template, see 10.1).

These tag allocation schemes may use tags with an interpretation not defined in ISO/IEC 7816 . In order to
identify a coexistent tag allocation scheme and the authority responsible for the scheme, an interindustry
DO'79' shall be used. This DO shall nest one of the interindustry DOs shown in Table 16.

— If an puthority 1s valid for the entire card, then DO'/9 shall be present in the initial data string (see 12.112)
orin EF.ATR/INFO (see 12.2.2).

— If an uthority is valid within a file or application, then DO'79' shall be present in the EF, DF or applicatipn
DF management data (see 7.4), or in the current template set by any file selection.

8.3.7 Avyoidance of independent tag allocation schemes

An indepéndent tag allocation scheme uses tags with another interpretation than IS@/AEC 7816 © but which
does not comply with 8.3.6. Such tag allocation schemes do not comply with this document and do not allgw
interchange.

Besides @ consistent use of compatible and coexistent allocation schemeés, there are three ways for an
application to avoid such a situation, and remain compliant with this documeént:

— The |use of interindustry discretionary DOs'53" to present discretionary DOs, and DOs'73' to ngst
propfietary DOs in discretionary templates.

— The yise of 3-byte tags reserved for this purpose (see 8.34):

— The dise of DOs of the context-specific class (see 8.3;2):
8.4 Referencing and retrieval of DOs and data elements

8.4.1 General

A tag 'XY' directly references a data<element, which is the value of DO'XY'. For retrieval of DOs before
selection pf an application see 12.4.

Control pprameters and file management data may be retrieved in the answer to a SELECT or SELECT DATA
command (see 11.1.1, 11.4.2,1Tand Table 87).

Once an application is.selected, any DO should be retrieved directly or indirectly:

— In the file management data (see 7.4) of the application DF and from specific EFs within the current DF.

— In the current template (see 8.2) after application selection, using GET DATA or GET NEXT DATA commangls
(see [1d4.3 and 11.4.4). File management data and/or DO'62" (nesting CPs) should be included in this

temptate; toensure that those particotar DOsare Tetevanttotheappticatiomn:

Element lists, tag lists, header lists, extended headers and extended header lists, are interindustry DOs which
reference indirectly data elements, thus reference DOs within any template. Such a data element instructs the
card how to interpret a command data field or to construct a response data field. Computing the concatenation
of data elements or the DOs from the indirect reference is called resolving (or resolution of) the indirect
reference.

The interpretation of a tag list, a header list, an extended header or an extended header list depends on the
template in which they are defined. Nesting one of those DOs within a wrapper (which defines this template),
allows referencing wherever in a card. An optional tag within the wrapper allows referencing the result of the
resolution of the indirect reference by this tag.
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The command data field syntax in the SELECT DATA, GET DATA, GET NEXT DATA shows the use of those DOs,
which may be close to the syntax of a wrapper.

8.4.2 Element list

Under tag '5F41', this interindustry data element denotes that the information to retrieve is not presented as
DOs, but under application control. It shall be used only within the wrapper template. Its structure and the
returned information are out of scope of ISO/IEC 7816 ..

8.43 Taglist

Referenced by tag '5C', this interindustry data element is a concatenation of tag fields without-delimitation. It
refferences a concatenation of DOs with the respective tags, in the same order as in the tag list.

8.

U
d
L
al
W

tr
e)

.4 Header list
nder tag '5D', this interindustry data element is a concatenation of tuples (tag field T, length field

= '00', no truncation occurs. When L > '00', the value shall be right truncated to L bytes, except
ready shorter or equal to L bytes. The coding of L is a BER length.

IARNING — Within a header list, all referenced DOs to be truncated should be primitive, b
incated constructed DO is not a DO. For extraction of parts©f a constructed DO, one shou
(ttended header.

8.4.5 Extended header and extended header list

U
el

A

A

fol

a

nder tags '4D', '5F60' or '5F61' (see 8.4.8 for the differences between different tags), this interind
ement is an extended header list.

 extended header list is

either an extended header

or a concatenation of extended-headers.

h extended header is a concatenation of tuples (tag field T, length field L) without delimitation. An
lowing procedure:

primitive DO%ot to be referenced:
If the extended header is to be tagged by
1) '4D!)delete the tag, length and value field.

2) \"5F60' or '5F61', delete the value field and replace the length field by '00'.

) without

¢limitation. The byte string is as defined as in the tag list except for possibleltruncation of the values. When

when it is

cause a
d use an

istry data

extended

header references information within a target DO. A complete extended header shall be derived by the

d)

HT PO el £ ol shla e '
PITmave DU U VT TTITTTTITILTU WILNTOUL thutieatiult.

Delete the value field. If the extended header is to be tagged by
1) '4D', replace the length field by '00'.
2) '5F60' or '5F61', replace the length field by '80'".

primitive DO to be referenced with truncation:
Delete the value field and replace the length field by a truncation indication (see 8.4.6)

constructed DO not to be referenced at all:
Delete the value field and replace the length field by '00'.
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e) constructed DO to be referenced entirely:
Delete the value field and replace the length field by '80".

f)  constructed DO where part of the information is to be referenced:
Adjust the value of the length field according to the outcome of applying the procedures above.

As shown in F.2, the explicit referencing of DOs where nothing is referenced is not always necessary, even
when several instances of such a DO exist in a given template. Removing useless referencing is entitled by

this stand

ard.

8.4.6 Resolving an extended header

To resolv

— If a fag indicates a primitive encoding, then the pair of tag field and length field is replaced by d3

refer
DO/d
'80' n
exter
maxi
8.4 .4
the ta

— A ta
subs
by a
com(

— The

For secu
consisten
override s

The byte

— thev

— the g
temp|

— If prg
temp

b an extended header, one shall build the referenced byte string as follows.

bnced by the tag. If the extended header is tagged by '4D', a length of '00" means ¢hat the comple
lement is included in the byte string. If the extended header is tagged by '5F60' or\5F61', a length

ded header tagged by '4D', nor '80' in an extended header tagged by '5F60 <ot '5F61', indicates t
mum number of data bytes to be retrieved and consequently may require ‘truncation as defined
If the truncation indication indicates more bytes than available in the DO, the behaviour depends
gging:

Under tag '4D', it is out of the scope of this document.

Under tag '5F60' and '5F61' the extended header is invalid. If used in a command APDU, t
ommand shall be rejected by SW1-SW2 ='6985'".

j indicating a constructed encoding followed by.’a non-zero length, except '80', introduces
bquent value field that is an extended header list* A tag indicating a constructed encoding follows
zero length is ignored. A tag indicating a constructed encoding followed by '80' means that t
lete constructed DO/complete template is included in the byte string.

ard shall ignore the elements of the extended header that do not match the target structure.

Fity reasons, a card may reject '@ command with SW1-SW2 = '6985' because of the lack
cy between the structure usediin’the command data field and the contents of the card. This m
ecurity attributes.

5tring consists of eithef

blue fields of the-primitive DOs, possibly truncated according to the indicated lengths (Case 1), or

rimitive DOs}¢possibly truncated according to the indicated lengths, and nested in the respecti
ate, the length of which complies with the BER-TLV rules (Case 2).

sent,the length '80' shall be replaced by the actual length. The complete constructed DO/comple
atetis'included in the byte string.

neans that the complete DO/element is included in the byte string. A length which is neither '00' in @an

ta
te
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a
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of
:\

te

The encoding of the referenced byte string, namely, a (possibly constructed) DO(s) or a concatenation of
(possibly truncated) data elements, is indicated:

— by an appropriate INS code (odd/even)

— or by an appropriate parameter of the command, e.g., either an appropriate encoding of the data field
(either constructed for those containing DOs or primitive for those containing data elements).

— or by tagging the extended header list by another tag than '4D', as shown in 8.4.8 and the PERFORM
SECURITY OPERATION command (see ISO/IEC 7816-8).
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8.4.7 Resolving an extended header list

The byte string referenced by an extended header list is the concatenation of the byte strings referenced by
the extended headers, in the same order as in the extended header list. When parsing an extended header

list:

— the resolution of one extended header shall be followed by the resolution of the next one if any.

— the order within the byte string is therefore defined by the order of extended headers in the extended
header list, which should match the order within the target (template) in order to avoid the following

prnhlnm- As in the resolution of an extended hnar’lnr, the card shall ignnrn the elements

extended

headers) of the extended header list that do not match the target (template) structure.

8.4.8 Wrapper
Unpder tag '63', this interindustry DOs shall nest two or more DOs.

a) The first DO is a mandatory indirect reference. Only one indirect reference shall be given in a
is a choice between:

an element list (tag '5F41' or '53');

an element list nesting DOs (tag '73");

a tag list (tag '5C')

a header list (tag '5D");

an extended header list (tag '4D");

an extended header list referencing a byte string with no stated structure (tag '5F60'");
an extended header list referencing one DO%0r a concatenation of DOs (tag '5F61);

a byte string identical to the response.data of the last command to perform (tag '80', empty
below.

rapper. It

DO), see

possibly followed by a filter DO'7F71"(see 11.4.2.3) in the case of tag list or extended header lis{. The use
of DO'SF60' or the use of DO'S5F61entitle skipping indication of primitive DOs according to 8.4.5.
b) The remainder of the wrappér value field shall be:
1) either an application_identifier DO'4F' (see 12.2.3). The indirect reference shall be valid within the
current template after application selection.
2) or a file reference DO'51' (see 7.3.2 and Table 7). The indirect reference shall be valid within the
selected fileyif it is empty, it shall be valid in the current template.
3) or a DO4F' followed by a non-empty DO'51' referencing a file which shall exist in the application. The
indirect reference shall be valid within this file.
4) orone DO'52' (command to perform). The indirect reference shall be valid within the [response
payload of this command.
5) or several DO'52', The commands to perform shall be processed in the presented order, The indirect

reference shall be valid within the response payload of the last command or in the transient VA set

by this command.

The resolution of a wrapper:

— starts with the resolution of the second part of the wrapper, which is either a standard structure, or a
response APDU. It ends there if the indirect reference is a DO'80'.

— if the indirect reference is not a DO'80', it ends with the resolution of the indirect reference, which is
defined in 8.4.3, 8.4.4, 8.4.5.
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EXAMPLE The following wrapper DO nests a tag list and one command-to-perform.
{63"-L-{'5C'-L-(Tag1-Tag2-Tag3)}-{'52"-L-Command APDU}}

8.4.9 Tagged wrapper

Under tag '63', this DO extends a template in a card which supports automatic resolution of wrappers.

The first DO in the value filed of a tagged wrapper DO'63' shall be an empty DO'XY". The tag 'XY" shall be
valid in GET DATA or GET NEXT DATA C-RPs when the extended template is the current template; 'XY' shall
respect the current tag allocation scheme. The remainder of the value shall be the value of a wrapper DO (see
8.4.8). THe ouicome of resolving the indirect reference shall be the value of DO'XY" when addressed witHin
the template it extends (see 8.2.2):

— If thg wrapper references a DO'ZT', the value of DO'XY" shall be the value of this DO'ZT' (see Annex|G
for examples). The wrapper shall reference only one DO, possibly constructed.

— If thelwrapper references a byte string, the value of DO'XY" shall be that byte string.
NOTE 1 Neither the notation 'XY' nor 'ZT' precludes the use of tags consisting of more than oné byte.

NOTE 2 | The automatic resolution of the tagged wrapper creates within the current template a virtual DO. The tag |of
this virtual DO is taken from the first DO in the tagged wrapper. The length field of this DO-codes the length of the contgnt
of the resojved indirection. The value of the DO is the content itself (see examples in Annex G).

9 Secuyrity architecture

9.1 Geheral

This clause describes security status, security attributes and ‘security mechanisms.

Security ptatus — The security status represents the,‘current state possibly achieved on a logical chanrjel
after physical interface enabling (see 5.1) or resetting a logical channel and/or execution on this logiqgal
channel g single C-RP or a sequence of C-RPs possibly performing authentication procedures. The secur|ty
status may also result from completion of a:security procedure related to the identification of the involved
entities, iflany, e.g. by proving knowledge of.a)password (e.g. using a VERIFY command) or knowledge of a key
(e.g. using a GET CHALLENGE command  followed by an EXTERNAL AUTHENTICATE command, or using|a
of GENERAL AUTHENTICATE cammands), or by secure messaging (e.g. message authentication). Fiye

— Global security status —<.In-a card using a hierarchy of DFs, it may be modified by completion of an MF-

— Application-specific'security status — It may be modified by completion of an application-related
ntication proeedure (e.g. entity authentication by a password or a key attached to the application)j it

— File-speeifie-sec ay—be—mediffed—by—completion—ef—a—b ated—at 8
procedure (e.g. entity authentication by a password or by a key attached to the specific DF); it may be
maintained, recovered or lost by file selection; this modification may be relevant only for files within the
application to which the authentication procedure belongs. If logical channels apply, then the file-specific
security status may depend on the logical channel.

— DO-specific security status — It may be modified by completion of a DO-related authentication
procedure; it may be maintained, recovered or lost by selections; this modification may be relevant only
for DO within the application to which the authentication procedure belongs. If logical channels apply, then
the DO-specific security status may depend on the logical channel.

— Command-specific security status — It only exists while processing a command using secure
messaging and involving authentication; such a command may leave the other security status unchanged.
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Security attributes — The security attributes, when they exist, define which actions are allowed, and under
which conditions. The security attributes of a structure depends on:

— its category (DF, EF or DO);

— optional CPs in its CP template DO'62' and/or in that of its parent structure(s);

Security attributes may also be associated with commands, DOs and tables & views. In particular, security
attributes may

— specify the security status of the card to be in force before accessing data;

—1 restrict access to data to certain functions (e.g. read only) if the card has a particular status;

—t define which security functions shall be performed to obtain a specific security status.
Security mechanisms — This clause considers the following security mechanisms.

— Entity authentication with password — The card compares data received from’the outside Wworld with
secret internal data. This mechanism may be used for protecting the rights of the user.

—{ Entity authentication with key — The entity to authenticate has to prove'the knowledge of the relevant
secret or private key in an authentication procedure (e.g. a GET CHALLENGE command followed by an
EXTERNAL AUTHENTICATE command, a sequence of GENERAL AUTHENTICATE commands).

— Data authentication — Using internal data, either a secret key‘or a public key, the card chegks redun-
dant data received from the outside world. Alternatively, using\secret internal data, either a secrgt key or a
private key, the card computes a data element (cryptographic’checksum or digital signature) and inserts it
in the data sent to the outside world. This mechanism may be used for protecting the rights of a provider.

— Data encipherment — Using secret internal data, either a secret key or a private key, the card deciphers
a cryptogram received in a data field. Alternatively, using internal data, either a secret key or a gublic key,
the card computes a cryptogram and inserts.it in a data field, possibly together with other data. This
mechanism may be used to provide a coffidentiality service, e.g. key management and conditional
access. In addition to the cryptogram mechanism, data confidentiality can be achieved by datg conceal-
ment. In this case, the card computes<a’string of concealing bytes and adds it by exclusive-or to bytes
received from or sent to the outside-world. This mechanism may be used for protecting privacyl and as a
countermeasure against pattern recognition.

The result of an authentication may be logged internally according to application requirements.

2 Cryptographic mechanism identifier template

9

Ohe or more cryptographic mechanism identifier DO'AC' may be present in the CPs of any DF (see Table 10).
Each one explicitlysindicates the meaning of a cryptographic mechanism reference in the DF and its hierarchy.
The template shall'consist of two or more DOs.

—t The first'shall be a cryptographic mechanism reference, DO'80' (see Table 55).

—t The second DO shall be an object identifier, DO'06', as defined in ISO/IEC 8825-1. The identifjed object

shall be a cryptographic mechanism specified or registered within a standard, e.g. an [§Q'lstandard.

Examples of cryptographic mechanisms are encryption algorithms (e.g. ISO/IEC 16033" "), message

authentication codes (e.g. ISO/IEC 9797"), authentication protocols (e.g. ISO/IEC 9798!"%), digital

signatures (ei%.] ISO/IEC 9796® or ISO/IEC 14888!"%), registered cryptographic algorithms (e.g.
)

ISO/IEC 9979 ), and so on.

— If present, one or more subsequent DOs (DO'06' or DO'13") shall either identify a mechanism used by the
previous mechanism (i.e. a mode of operation, e.g. ISO/IEC 10116 or a hash-function, e.g.
ISO/IEC 10118, or indicate parameters (tag dependent on the previous mechanism).

DO'13' gives a relative-OID rooted at the nearest preceding DO'06' as defined in ISO/IEC 8825-1.
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EXAMPLE (see explanations in Annex A and Annex B)

{AC'-'0B'- {'80'-'01'-'01"} - {'06'-'06'-'28818C710201'}}

The template associates the local reference '01' to the first encryption algorithm in ISO/IEC 18033-2 2",

{AC'-"11"- {'80'-'01'-'02"} - {'06'-'05'-'28CC460502"} - {'06'-'05'-'28CF060303'}}

The first object identifier refers to the second authentication mechanism in ISO/IEC 9798"%!. The second object identifier

refers to the third dedicated hash-function in ISO/IEC 18033-3 " Therefore the template associates the local reference
'02' to GQ2 using SHA-1.

9.3 Security attributes

This clauge defines the coding of data relevant to the security attributes, and two formats for binding objegts
and secdrity attributes: a compact format based on bitmaps and an expanded format that extends -the
compact format by TLV list management. The expanded format may use the codings defined for the-compdct
format under different encapsulations.

9.3.1 Security attributes targets

Referenced by tags '86', '8B', '8C', '8E', '9C', 'A0', 'A1', 'A3', 'AB', security attributes may be present in the CPs
of any file or DO (see Table 10). Any object in the card (e.g., command, file, DO, \table & view) may be
associatefd with more than one security attribute and/or with a reference contained(in)a security attribute.

In SCQL| environment (see ISO/IEC 7816-7, commands for structured card query language), securlty
attributes|can be specified in SCQL operations, e.g. CREATE TABLE and<CREATE VIEW commands. If secur|ty
attributes|based on this clause are used, then they shall be conveyed in.a)DO with tags '8B', '8C' or 'AB' in the
security aftribute parameters of an SCQL operation.

Security attributes for BER-TLV DOs are defined in 9.3.5. Security attributes for logical channels are defined|in
9.3.7.

9.3.2 Compact format

In compact format, an access rule consists of an access mode field followed by one or more security conditipn
bytes. The security attribute contains one or several concatenated access rules.

If several|access rules are present in the valte field of a DO'8C' or '9C' (see Table 10), they represent an QR
condition

Access mode field — An access‘mode field consists of either one or more bytes. If the access mode figld
consists qf

— one AMB, then bit b7 {o°b1 indicates either the absence of a security condition byte when set to 0, or the
presgnce of a secusity/condition byte in the same order (bits b7 to b1) when set to 1. When bit b8 is set|to
1, bits b7 to b4 may- be used for additional commands, e.g. application-specific commands.

— more| bytes, the first byte of the access mode field shall be set to '00'. The second and possibly further
byteq (see NOTE below) in the access mode field are AMBs. Each AMB indicates in bit b8 whether or not
it is thetast AMB. Bit b8 shall be set to 0 in the last AMB. Bit b8 shall be set to 1 in all other AMBs. Bit b6
to b1 indicates either the absence of a security condition byte when set to 0, or the presence of a security
condition byte in the same order (bits b6 to b1) when set to 1 and in the same order as the AMBs. When
bit b7 is set to 1, bits b6 to b1 may be used for additional commands, e.g. application-specific commands.

NOTE Further AMBs are not defined in this edition of ISO/IEC 7816-4, and may be defined in future editions or other
parts of this standard.

Table 17 to Table 29 define access mode bytes respectively for DFs, EFs, DOs and tables & views.
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Table 17 — Coding of the sole byte in an access mode field for DFs

b8 ] b7 | b6 | b5 | b4 ] b3 | b2 | b1 Meaning

- - - - - - - |Bits b7 to b1 according to this table

- - - - - - - |Bits b3 to b1 according to this table (bits b7 to b4 proprietary)
1 - - - - - | - |DELETEFILE (self)

TERMINATE CARD USAGE (MF), TERMINATE DF

- - [ 1 - - - - JACTIVATE FILE

- -1 -11 - | - | - |DEACTIVATE FILE

- - - - - 11 - - ICREATE FILE (DF creation)

4 GREAFE-FHE(EF-creation)

- - - - - - | 1 JDELETE FILE (child)

ol|lo|o|o]-=|o
1
—
1
1
1
1
1

Table 18 — Coding of the sole byte in an access mode field for EFs

k8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
Bits b7 to b1 according to this table

=4
1
1
[
[
[
[
1

- - - - - - - | Bits b3 to b1 according to this table (bits b7 to‘b4, proprietary)
1 - - - - - - | DELETEFILE

- 1 - - - - - | TERMINATE EF

ACTIVATE FILE, ACTIVATE RECORD(s)
- - - 1 - - - | DEACTIVATE FILE, DEACTIVATE RECORD(S)

- - - - 1 - - | WRITE BINARY, WRITE RECORD, APPEND RECORD

OoTOoOTOTe
1
1
—_
1
1
1
]

- - - - - 1 - | UPDATE BINARY, UPDATE RECORD,'ERASE BINARY, ERASE RECORD (S)
- - - - - - 1 | READ BINARY/RECORD (S), SEARCH BINARY/RECORD, COMPARE BINARY/RECORD

Table 19 — Coding of the sole byte in an access mode field for DOs

b8 ] b7 [ b6 | bS5 | b4 | b3 | b2 | b1 Meaning

D | - - - - - - - [Bits b7,10 b1 according to this table

1 - - - - - - - ]Bitsb3 to b1 according to this table (bits b7 to b4 proprietary)
D 11 - | - -1 -1 -1 - IDELETEDATA

0 | - 1 - - - - - JMANAGE DATA Terminate

0

D

- - 1 - - - - {MANAGE DATA Activate

- - - 1 - - - |MANAGE DATA Deactivate

- - - - - 1 c - IMANAGE SECURITY ENVIRONMENT

- - - - = 1 - JPUT DATA/PUT NEXT DATA/UPDATE DATA

- - - - - = - 1 |GET DATA/GET NEXT DATA/COMPARE DATA

Table 20 — Coding of the sole byte in an access mode field for security objects

b8 | b7 1b6 [ b5 | b4 | b3 | b2 | b1 Meaning

- - - - - - - [Bits b7 to b1 according to this table
Bits b3 to b1 according to this table (bits b7 to b4 proprietary

0

1

0f x| - - - - - - 10 (any other value is RFU)
o1 -1 1 - - - - - V7ERMINATE®
0

0

- -1 11 -1-1-1- JAcTivaTeE®

- -1 -11 - | - | - |DEACTIVATE?®

- - - - - x| - - |0 (any other value is RFU)
- -l-1-1-1-111 - YpurlurpATE?

- - [ -f{-1-1-1-11]Jcer?

a

Description in italic format means an operation and not a command.
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Table 21 — Coding of the sole byte in an access mode field for tables & views

b8 ] b7 [ b6 | b5 | b4 | b3 [ b2 | b1 Meaning
0] - - - - - - - |Bits b7 to b1 according to this table
1 - - - - - - - |Bits b3 to b1 according_; to this table (bits b7 to b4 proprietary)
0oq1 - - - - - - JCREATE USER, DELETE USER
0 - 1 - - - - - JGRANT, REVOKE
oyl -1-11 - 1 - | - | - JCREATE TABLE, CREATE VIEW, CREATE DICTIONARY
0 - - - 1 - - - JDROP TABLE, DROP VIEW
- - - - - 1 - - JINSERT
- - : URBATEDELEFE
- - - - - - - 1 JFETCH
Table 22 — Coding of the 2" byte in an access mode field (1** AMB) for DFs
b8 | b7 }|b6 | b5 | b4 | b3 | b2 | b1 Meaning
0] - - - - - - - | Last byte of access mode field
1 - - - - - - - J Another byte follows in this access mode field
-1014- - - - - - | Bits b6 to b1 according to this document
- 1 - - - - - - ] Bits b6 to b1 proprietary
-1 011 - - - - - | TERMINATE CARD USAGE (MF), TERMINATE DF
- 0 - 1 - - - - | ACTIVATE FILE
- 0 - - 1 - - - | DEACTIVATE FILE
- 1014 - - - 1 - - | CREATE FILE (DF creation)
-1014]- - - - 11 - | CREATE FILE (EF creation)
-1 01} - - - - - | 1 | DELETE FILE (child)
Table 23 — Coding of the 3" byte in an@ccess mode field (2" AMB) for DFs
b8 | b7 }|b6 | b5 | b4 | b3 | b2 | b1 Meaning
X | x| - - - - - - ] Same coding.and meaning as in Table 22
- 1011 - - - - - | DELETE FILE\(self)
- 0 - 1 - - - - | APPLICATION MANAGEMENT REQUEST
- 0 - - 1 - - - | REMQVE APPLICATION
-1 0} - - - | x [ x | x |0Q0:(any other value is RFU)
Table 24 — Coding of the 4" byte in an access mode field (3rd AMB) for DFs
b8 | b7 }|b6 | b5 | b4 [ b3 | b2 | b1 Meaning
x| x|} - - - - - - | Same coding and meaning as in Table 22
- 10 lx [ x S\ x| - - 10000 (any other value is RFU)
- 10 1 - | command creating data objects (see ISO/IEC 7816-9)
- 10} - = - - - 1 | DELETE DATA
Table 25 — Coding of the 2" byte in an access mode field (15 AMB) for EFs
b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
x| x4y -1 -1-1-1-1- ]Samecodingandmeaning as in Table 22
- o1 - - - - - | TERMINATE EF
-log)-11 - - |- - | ACTIVATE FILE, ACTIVATE RECORD(S)
- oy -1-1[1 - |- - | DEACTIVATE FILE, DEACTIVATE RECORD(s)
- 0 - - - 1 - - | APPEND RECORD
- 0 - - - - 1 - | UPDATE BINARY, UPDATE RECORD
- 10 - - - - - 1 ] READ BINARY/RECORD(S), SEARCH BINARY/RECORD
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Table 26 — Coding of the 3" byte in an access mode field (2nd AMB) for EFs

b8 | b7 | b6 | b5 [ b4 | b3 | b2 | b1 Meaning

- - - - - - | Same coding and meaning as in Table 22

1 - - - - - | DELETE EF

- I x [ x| - - - 100 (any other value is RFU)

WRITE BINARY, WRITE RECORD

- - - - 11 - | ERASE BINARY, ERASE RECORD(S)

1
(o] o] (o] (e} [a] Pd
1
1
N
1
1

- - - - - 1 ] COMPARE BINARY/RECORD

Table 27 — Coding of the 4™ byte in an access mode field (3" AMB) for EFs

k8 [ b7 | b6 | b5 | b4 [ b3 | b2 | b1 Meaning
x| - - - - - - | Same coding and meaning as in Table 22
Ol x| x [ x| x| - - 10000 (any other value is RFU)
0 1 - | command creating data objects (see ISO/IEC 7816<9)
0] - - - - - 1 ] DELETE DATA

Table 28 — Coding of the 2" byte in an access mode field (1°* AMB) for DOs

k8 | b7 | b6 | bS5 [ b4 | b3 | b2 | b1 Meaning

- - - - - - | Same coding and meaning astin)Table 22

1 - - - - - | MANAGE DATA Terminate

- 1 - - - - | MANAGE DATA Activate

MANAGE DATA Deactivate

- - - 1 - - | MANAGE SECURITY ENVIRONMENT

_ - - - 1 - | PUT DATA/UPDATE\DATA

(o] o] (o] lo] (o] (o] P9
1
1
N
1
1
1

- - - - - 1 | GET DATA/GETNEXT DATA

Table 29 — Coding of the; 3™ byte in an access mode field (2" AMB) for DOs

B8 | b7 | b6 [ b5 | b4 | b3 | b2 | b1 Meaning
x| - - - - - =, | Same coding and meaning as in Table 22
0] 1 - | - | - |5 | - |DELETEDATA
oy -11 - - 3 - | command creating data objects (see ISO/IEC 7816-9)
0] - - x L&) - - ] 00 (any other value is RFU)
0] - - - - 11 - | PUT NEXT DATA
0] -] - L - - | 1 J COMPARE DATA

Security condition byte — Each security condition byte specifies which security mechanisms are
to] conform to the access rule. Table 30 shows the security condition byte. Bits b8 to b5 indicate th
s@gcurity ‘conditions. If not all equal, bits b4 to b1 identify:

— either a security environment (see 0, SEID from '01' to '0E").

ecessary
required

— ora DO'AD' (see 9.3.6) by its number from '01' to 'OE'. The DO'AD' is a CP under the same DO'62' as the

security attribute.

© ISO/IEC 2013 — All rights reserved

43


https://standardsiso.com/api/?name=2dc83fe2c24d31131afb6dc1e7c86965

ISO/IEC

7816-4:2013(E)

Table 30 — Coding of the security condition byte

b8 | b7 [ b6 | b5] b4 | b3 | b2 | b1 Meaning
0JO[O0O]O]JO[O] O] O JAways
1 1 1 1 1 1 1 1 | Never
- - - - 0| 0| 0 [ O INoreference to a security environment nor to a DO'AD'
Under tag '8C' " or '9E' * | SEID (see 0)
-1 - - - Not all equal P E— —
Under tag '9C' " or '9D Sequence number of a SPT DO'AD' (see Table 38)
0] - - - - - - - J At least one condition
1 - - - - - - - JAll conditions
- 1 - - - - - - | Secure messaging
- - (] 1 - - - - - | External authentication
-1 -ll-11 - - - -] User authentication (e.g. password)
! for use injcompact format (under tag '62", see Table 10). % for use in expanded format (see Table 33).

The mechanisms defined in the security environment, or in the DO'AD', shall be used‘according to the

indication in bits b7 to b5 for command protection and/or external authentication and/er user authentication.

— Ifbit p8 is set to 1, then all the conditions set in bits b7 to b5 shall be satisfied,

— If bit p8 is set to 0, then at least one of the conditions set in bits b7 to b5 shall be satisfied.

— If bit|b7 is set to 1, in a security condition which references a secUrity environment, then the control
reference template (see 0) of the security environment, desegnibes whether SM shall apply to the
comrpand data field and/or to the response data field (see usage ‘qualifier byte, Table 57). If the securfty
condftion indicates a DO'AD' number, the relevant SEID shallybe available either in the DO'AD’ or in|a
secufity attributes extension nested in the DO'AD".

— If b8|= b7 = b6 = b5 =0, and if b4 b3 b2 b1 indicates a valid DO'AD' number, a boolean expression QO
shall[be present in the DO'AD’ (see 9.3.6.11).

9.3.3 Expanded format

9.3.3.1 | General

In expangled format, an access rule ‘caonsists of an access mode DO followed by one or more securfty

condition [DOs. Access control to an ‘abject is managed by referencing access rules from the related object.|A

DO'AB' may be present in the CPs"of any file (see Table 10) for such access rules.

Access mode DOs — An access mode DO contains either an access mode field (see Table 17 to Table 29

and Table 41 to Table 44)or a list of command descriptions or a proprietary state machine descriptign;

subsequgnt security cafidition DOs are relevant for all the indicated commands. Table 31 shows access mogle

DOs.

Table 31 — Coding of access mode DOs
Tag Length Value Meaning
'80' Var. Access mode field See Table 17 to Table 29 and Table 41 to
Table 44
'81' to '8F' Var. Command header description | List of (part of) command headers (see Table 32)
'9C' Var. Proprietary state machine description

If the tag is from '81' to '8F', then the access mode data element represents a list of possible combinations of
values of the four bytes CLA, INS, P1 and P2 in the command header. Depending on bits b4 to b1 of the tag,
the list contains only values as described in Table 32. Several groups may appear in order to define a set of
commands, e.g. values of INS P1 P2, INS P1 P2, ... for tag '87".
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Table 32 — Coding of tags '81' to '8F' for access mode DOs

b8 | b7 [ b6 | b5 ] b4 | b3 | b2 | b1 Meaning

1 0] 0] 0] x| x| x [ x ]|The command description includes

1 0]0]O 1 - - — (CLA), i.e. the value of CLA

11000} -1[1 - - |—(INS), i.e. the value of INS

1/]o0jofO}-{[-1]1 - |—(P1), i.e. the value of P1

1 00| O0] - - - 1 |— (P2), i.e. the value of P2
— The value of CLA shall encode zero as the number for a logical channel with the meaning that the description is independent from
logical channels..

Security condition data objects — According to Table 33, the security condition DOs define ‘the¢ security
agtions required for accessing an object protected through the particular access mode DO. If Ysed as a
sgcurity condition, a control reference template (see 0) referenced by tag 'A4' (AT), 'B4' (CET), 'B6| (DST) or
'B8' (CT) shall contain a usage qualifier DO (see Table 57) indicating the security action.

Table 33 — Coding of security condition DOs

Tag Length Value Meaning
'90' 0 - Always
‘97" 0 - Never
'9D','9E' 1 Security condition byte See Table 30
‘A4’ Var. [Control reference template External or user authentication depending on the usagg qualifier
'AB’ Var, t%ﬂif;te status  condition| g0 g 313
'B4''B6', 'B8' | Var. |Control reference template ;lj\/ell“z;rcommand and/or response depending on the usage
‘A0’ Var. [Security condition DOs At least one security condition shall be fulfilled (OR template)
‘AT Var. [Security condition DOs Inversion of the security condition (NOT template)
'‘AF' Var. |Security condition\DOs Every security condition shall be fulfilled (AND templatg)
'‘BE' Var. |Security condition template  |Boolean. Refers to the values of items present in the cpard

Several security condition DOs may be attached to the same operation.
—t If security conditiof/DOs are nested in an OR template (tag 'AQ0"), then at least one security condition shall
be fulfilled before acting.

—t If security ‘condition DOs are not nested in an OR template (tag 'A0") or if they are nested in an AND
template,(tag 'AF'), then every security condition shall be fulfilled before acting.

—t Theyvalue of the NOT security condition (tag 'A7'") is logical inversion of the value of the security] condition
itnests.

9.3.3.2 Object status condition template
The template provides the possibility to make a security condition depending to the:

— Current value of an object (EF, DO), referenced in the object status condition template

— Current value of an attribute related to the object (EF, DF, DO, key or password) referenced in the object
status condition template

— Current value of OS internal data (e.g. system clock)

— Current value of (parts of) the command message
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The template is composed by four different parts:

— A mandatory condition data object that defines the operation to be performed to compare the referenced
value with the comparison data given in the template

— A mandatory object locator DO; the object locator identifies unambiguously the data to be used for
comparison

— A mandatory comparison data to be compared with the value of the referenced object or the value of an
attribute related to the referenced object.

— An optional binary filter to be applied to the data to be compared (logical AND) before comparison.

Table 34 ghows an object status condition template.

Table 35 fogether with Table 36 shows a condition data object.

Table 34 — SC-DO for the description of access conditions depending on objectattributes

Tag | Length Value Meaning
condition DO'9E’
object locator according to Table 37 (tag '7F72')

AB Var. binary filter DO'SF71' (optional) Object status(cendition
comparison data (tag '53')
Table 35 — Coding of the condition:data object
Tag | Length Value

'OF' '01' Rule to verify the object attribute (see Table 36)

Table 36 — Values for coding the conditions

Value Condition fulfilled if
'01" |<*| the value of the referenced object/attribute-is lower than the given
'02' |<*]the value of the referenced object/attribute is lower than or equal to the given
'03' |=*| the value of the referenced object/attribute is equal to the given comparison data
'04' |=*[the value of the referenced ebject/attribute is higher than or equal to the given comparison data
'05' |>*]the value of the referenged object/attribute is higher than the given comparison data

'06" |#*|the value of the referénced object/attribute is not equal to the given comparison data
" by equal length of the"objects

14
o

The secyrity condition~described by the object status condition template is not fulfilled if the reference
object/attribute value’does not fulfil the condition defined by the condition DO.

9.3.3.3 | Object locator

The object locator provides a reference to an object stored in the card. The following object types may be
referenced:

— MF or DF specific key

— MF or DF specific password

— An application specific data object

— An EF or DF

— Special system data managed by the card
— A data element of a command message
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The object locator is represented by a template '7F72'. The template is composed by an object reference DO
(mandatory) followed by an attribute reference DO (conditional). The type of the object reference DO depends
on the object to be referenced (EF, DF, DO, key, password). Table 37 lists the object reference DOs
depending on the referenced object type.

A cryptographic reference template (CRT) according to O is used to refer to a key or a password. The CRT
must contain at least a key reference data object (DO'83' or '84"). Further data objects from Table 51 may be
used (e. g. usage qualifier) if required for further qualification of the reference. A mandatory DO (empty)
following refers by its tag to the intended key attribute from Table 40.

A

object localor according to Iable 57 1S used 10 rerer eitner to

—t a control parameter of a DF, an EF, ora DO

—t (part of) the data content in a transparent EF

—t (part of) the data content in a record of a structured EF

—1 the value field of a DO

in
th

in

T

figld is in the focus scope of the object locator. Using the offset DO and/or the length DO the releva

a reference to a DF is given a second data object must follow, indicating~aleontrol parameter o
ble 10. If an EF or DO is referenced the second DO is optional. If (present it must indicate
rameter of the EF or DO in the same way as for a DF. If absent the abject locator refers to the da

ofithe EF (transparent EF), the data content of the record inside the EF.or the value field of the DO.

To refer to OS internal system data the empty DO'80' shall be“used. The following attribute refe

s standard.

Hicates which part of the command APDU is addressed. The DO'A1' is used to address either

(a part of) the data field, defined by an offsétand a length

(a part of) the value field of a data objectcontained in the data field.

bject from
a control
a content

rence DO

dicates by its tag the relevant system information. The defifition of the relevant tags is out of thg scope of

To refer parts of the command message, the emptyDO'81" shall be used. The following mandatory DO

e intended data object in the data field is defined by the tag list. If no tag list is given, the command data

the command data field/the DO:value field can be restricted. If the offset DO is missing the offset val
implicitly used. If the length. DO is missing the object locator refers to the complete range startind from the
pgsition indicated by the offset up to the end of the data field of the command APDU/the value field df the data

(o]

ject.

nt area of
ue zero is
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Table 37 — Coding of the object locator DO'7F72'

Object Type

Object reference DO

Attribute reference DO

CRT containing at least a key reference

Empty DO (mandatory), tag refers to the relevant key attribute

Key DO ('83' or '84') (see Table 40)
CRT containing at least a password | Empty DO (mandatory), tag refers to the relevant key attribute
Password |reference DO'83' and a usage qualifier | (see Table 40)
DO'95'
DF General reference template '60' (see|Empty DO (mandatory), tag refers to the relevant control
Table 86) indicating a DF parameter object (see Table 10)
CP of an|EF | General reference template '60' (see|Empty DO (mandatory), tag refers to the relevant conirl
or DO Table 86) indicating an EF or DO parameter object (see Table 10)
Record, General reference template '60' (see|None
DataString |Table 86) indicating a record or
or dat DataString n an EF or the value filed of a
element data object (possibly located in an EF)

System data

DO'80" (empty) indicating the internal
system data area

[

Data object (empty) that indicates the.intended system dat
element (proprietary)

One of the following data objects(mandatory):
'89": Refers to the command header (empty DO)

'96": Refers to the Ng‘walue of the command APDU (emply
DO)

'‘A1": Command:data DO; may contain following DOs in the

CommaJld DO'81' (empty) indicating given order:
message | the command APDU - tag list indicating a DO of the command data field
(optional)
~.an offset DO'54' (optional)
7 a length DO'02' (optional)
An empty DO'A1' refers to the complete data field
of the command APDU
9.3.3.4 | Binary Filter value (optional)
The binany filter DO'5F71' provide's a binary mask to be used in a logical AND operation to the data to be
compared before comparison.
9.3.3.5 | Comparison data
The comparison datayPO'53' provides the binary representation of the value to be compared with the dgta
specified py the object locator.

9.3.4 Ac¢cess rule references

Access rules in expanded format may be stored in an EF supporting a linear structure with records of variable
size. Such an EF is named EF.ARR. One or more access rules may be stored in each record referenced by a
record number. Such a record number is named ARR byte. Table 38 illustrates the layout of an EF.ARR.

Table 38 — EF.ARR layout

Record number (ARR byte) Record content (one or more access rules)
1 Access mode DO, one or more security condition DOs, access mode DO, ...
2 Access mode DO, one or more security condition DOs, ...
N Access mode DO, one or more security condition DOs, ...
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Security attributes DO'8B' referencing expanded format (see Table 38) may be present in the CPs of any file
or DO (see Table 10).

— If the length is one, then the value field is an ARR byte that references a record in an implicitly known
EF.ARR.

— If the length is three, then the value field is a file identifier followed by an ARR byte; the file identifier
references EF.ARR and the ARR byte is the record number in EF.ARR.

— If the length is even and at least four, then the value field is a file identifier followed by one or more pairs
of bytes. Each pair consists of an SEID followed by an ARR byte; the SEID identifies the security
environment where the access rules referenced by the ARR byte apply.

Table 39 — Security attribute DOs referencing expanded format

Tag Length Value
1 ARR byte (one byte)
'8B' 3 File identifier (two bytes) - ARR byte (one byte)
Even, > 3 |File identifier (two bytes) - SEID (one byte) - ARR byte (one byte) «(SEID byte - ARR bytg) - ...

The ARR byte of the current SE indicates the access rules valid for the current access to the applicafion DF.

NOTE If no SE is set in a former MANAGE SECURITY ENVIRONMENT command\then the default SE is the curreht SE.

9.3.5 Security attributes for data objects

The granularity of security-related properties is the DO, .identified by its tag within the current| template
agsociated with the VA. Any DO may have control parameters seen at the card interface as DO'6R' nesting
s@gcurity attributes for that DO. When a DO does not feature control parameters, the security attributes of the
parent template will be inherited.

When it belongs to a template extension, the segcurity attributes of a DO shall not be inherited from|parent of
the tagged wrapper. Its security attributes are_those defined where the indirect reference points to.

Upder tag 'A0', a security attribute template for DOs may be present in the CPs of any file orf DO (see
Table 10). Such a template:

—t starts with a security attribute"DO (tags '86', '8B', '8C', '8E', '9C', 'A0', 'A1', 'AB');
—1 ends with a possibly empty tag list DO'5C'.

The tag list should cofntain only tags belonging to the base template to which DO'62' nesting DO'AQ belongs,
o1l tags of DOs expected to be added to this template. When the tag list is empty, the security attribute
template is valid.for the whole base template to which the DO'62' belongs.

9.3.6 Security parameters template

9.3.6.1 General properties

A security parameters template, DO'AD' under DO'62', provides an extension of security attributes associated
with a security object (e.g. a key, password...) or a DO which endorses security handling (see 9.3.6.2). Any
DO'AD' which supports this function shall contain either a wrapper or a tagged wrapper DO'63' (see 8.4.9 and
9.3.6.2) giving an indirect reference to the security object or DO. It may give data usage parameters
describing the properties and conditions of use of this DO.

A DO'AD' nested in a DO'AD' has the same coding as a DO'AD' nested in a DO'62".
As any template, the security parameters template may nest a DO'62'. Within this DO, the security attributes

for DOs have the meaning defined in 9.3.5. All other security attributes apply to the security object (see
Table 20 for the coding of the access mode byte).
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EXAMPLE Within a DO'62' under a DO'AD', the following DOs may be both present:
— A DO {A0 06 {8CXYZT}5C01B3}} has its normal meaning, i.e. the security attributes for access to the
DO'B3' which contains DOs specified by an OID.
— A DO {8CXYZT} or {ABXY ...} codes the security attributes for access to the DO nesting the security
object (see Table 20).

A DO'AD' may also be referenced by any command using this DO or the security object to which the DO'AD'
is attached.

If a Boolean expression is to be evaluated as TRUE to allow the execution of a C-RP, a DO defining this
Boolean expression shall be presentin a DO'AD! (Qpp 936 11)

9.3.6.2 | Extensions of the security attribute

All DOs with tags from 'AQ' to 'A5' identify the type of the security object. Each type has a specific Acceps
Mode Byte (seeTable 41 to Table 44). The security attribute for Diffie-Hellman keys is irrelevant;-so DO'AS'|is
always empty.

Any DO with tag from 'AQ' to 'A4' shall nest:

— Either a DO'8C' nesting a security attribute in compact format (see 9.3.2), referencing SEs.
— OrapPO0'9C' nesting a security attribute in compact format (see 9.3.2), referencing SPTs.

— Or aDO'AB' nesting a security attribute in expanded format (see 9.3:3), where the security condition byfte
DO'9D' may be used to reference SPTs.
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Table 40 — Data usage parameters in a security parameters template (tag 'AD' under tag '62')

Tag | Length Value Occurrence
'06' Var. [OID of a document describing e.g. an algorithm and/or the use of DO'B3' at most once
'63' Var. |Wrapper at most once
'7B' Var. |security environment DO (see Table 59) once
‘80" 1 Sequence number (mandatory) once
'82' Var. | Security object(password/reference data type) number (binary coding) at most once
'83' Var. | Security object (key/certificate type) number (binary coding) at most once
‘o4’ 1 SEID any
'86' 1 key usage constraints indicator (see 9.3.6.4) at-most once
'8A 1 LCS byte of the security object at most once
'90' Var. | Maximum number of tries of an volatile at thost once
91 " |authentication procedure (binary coding) | non volatile
'92' ini i volatile
] Vo | st ooy coing) [ne v at fostone
94 Var. | Maximum usage counter (binary coding) volatile - at most once
'95 non volatile
'96' . . . volatile
97 Var. [Remaining usage counter (binary coding) on volatile at most once
'98' v Maximum number of signature creations | volatile
ar. . . S at most once
'99 (binary coding) non volatile
'O9A' v Remaining number of signature creations | volatile
ar. . . - at most once
'9B (binary coding) noh volatile
'9C' 1 Non-repudiation flag (non endorsed if valug’= '00") at most once
‘9D’ Var. | Maximum number of key generations (binary coding) at most once
'OF' Var. [Remaining number of key generations*(binary coding) at rost once
‘A0’ Var. | Security attribute extension for authentication objects
‘A1’ Var. | Security attribute extension far private keys
'A2' Var. | Security attribute extensiof-for public keys at I‘Osft one
‘A3’ Var. | Security attribute extension for certificates am ;:g'fﬁ ose
‘A4’ Var. | Security attribute extension for secret keys
‘A5’ 0 Security attribute\extension for private Diffie-Hellman keys?
'AD' Var. |Security parameters template any
'‘AF' Var. [Password properties template (see 9.3.6.12) any
'‘B3' Var. | DOs¢specified by the DO'06' any
'‘BE' Var. [Boolean expression at most once
—t Other tags in the tontext-specific class are RFU.
—t The value of @a_non volatile counter is not related to physical channel enabling and disabling.
—t The valueofa volatile counter is impacted by physical channel enabling and disabling.
8l The.Use'of such a key is not subject to usage conditions, because it belongs to public domain parameters.

belong to the same template as the security attribute extension.

When a DO'AD’ is referenced in a DO'9C" or a DO'9D’, this DO'AD’" or a tagged wrapper reterencing it shall

The access mode byte in the security attribute extension indicates which functions or commands are
supported by the security object. When it is not used in a DO'AD’, the access mode byte may also indicate
which operations can be performed on the security object.

If no SEID is provided in the security attribute referencing a DO'AD', this extension of the security attribute
may provide an SEID if necessary.
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Table 41 — Coding of the access mode byte for authentication objects

b8 | b7 [ b6 | b5 | b4 | b3 | b2 | b1 Meaning

0] - - - - - - - |Bits b7 to b1 according to this table

1 - - - -1 - - | - IBits b3 to b1 according to this table (bits b7 to b4 proprietary)
OJ 1 [ -1-1-1-1-1 - JENABLEVERIFICATION REQUIREMENT

O] - [ 1] -1-1-1-1 - |DISABLE VERIFICATION REQUIREMENT
0

0

- - 1 - - - - | Proprietary use

- - - 1 - - - | Proprietary use
-1-1-1-1-11 - | - | RESET RETRY COUNTER

- - - = = = 1 = CHANGE REFERENCE DATA
-1 -0-1-1-0-1-11FJVERFY

Table 42 — Coding of the access mode byte for private asymmetric keys

b8 ] b7 |[b6 [ b5 [ b4 | b3 | b2 | b1 Meaning

0] - - - - - - - |Bits b7 to b1 according to this table

- - - - - |Bit b5 proprietary, all other bits according to this table

-1 1 - |- - - - - | pso Compute digital signature

- - 1 - - - - - | Pso Decipher

0] - - | x| - - | - | - 10(any other value is RFU)

-1 - - [-111-1-1- IGENERAL AUTHENTICATE

-L-0-[1-1-11 - | - JINTERNAL AUTHENTICATE

-1 -f0-[-1-1-11 - | GENERATE ASYMMETRIC KEY PAIR

- - - - - - - 1 | proprietary when used in the SPT, GETATTRIBUTE when used elsewhere

—_
1
[

Thble 43 — Coding of the access mode byte for public asymmetric keys and certificates

b8 | b7 ||b6 | b5 | b4 | b3 | b2 | b1 Meaning

0] - - - - - - - | Bits b7 to b1 according to this table

Bit b5 proprietary; all other bits according to this table

-1 1 - | - - - - - I Pso Verify digital signature, Verify certificate

- - 1 - - - - - | Pso Encipher

0] - - | x| - - | - | - 10 (any ather value is RFU)

- - - 111 -1=-1 - |GENERAL AUTHENTICATE

- -f-1-1-11 - | - JEXTERNAL AUTHENTICATE

- -0-1-1-1-11 - \JGENERATE ASYMMETRIC KEY PAIR

- - - - - - - 1 | proprietary when used in the SPT, GET ATTRIBUTE when used elsewhere

—_
1
1
1
1
]
1
1

Table 44 — Coding of the access mode byte for secret keys

b8 | b7 b6 | b5_[\b4 | b3 | b2 | b1 Meaning

0] - - - - - - - | Bits b7 to b1 according to this table
- - - | Bit b4 proprietary, all other bits according to this table

—_
1
M
1
1

-1 1 PSo-encipher—comptte-eryptographic-checksum

- - 1 - - - - - | Pso decipher, verify cryptographic checksum

-1 -1 -11 - | - [ - | - IMUTUAL AUTHENTICATE/GENERAL AUTHENTICATE

0] - - - x| -] - - |0 (any other value is RFU)

-l - - -1 -11 - | - ] EXTERNAL AUTHENTICATE/MUTUAL AUTHENTICATE/EXTERNAL AUTHENTICATE for Role?
-l - - -1-1-11 - | INTERNAL AUTHENTICATE

- - - - - - - 1 | proprietary when used in the SPT, GET ATTRIBUTE when used elsewhere

a8 more information about 'EXTERNAL AUTHENTICATE for Role' can be found in EN 14890-2 clauses 7.3 and 7.4

52 © ISO/IEC 2013 — All rights reserved


https://standardsiso.com/api/?name=2dc83fe2c24d31131afb6dc1e7c86965

ISO/IEC 7816-4:2013(E)

9.3.6.3 Sequence number
The successive instances of a DO'AD' shall correspond to increasing values of the sequence number. The

value of DO'80' is coded in binary, on one byte. The DOs'AD' referenced in a security condition byte (see
Table 30), shall have a number in the range '01' to 'OE".

9.3.6.4 Key usage constraints indicator

The data element in DO'86' indicates certain constraints to the usage of a key (see Table 45). Within this
clause the following definitions are used:

—t Preparation phase: the preparation phase consists of a C-RP or a sequence of C-RPs..The|nature of
commands sent in the preparation phase is out of scope of this document.

—t Usage phase: the usage phase consists of a C-RP or a sequence of C-RPs. The(ature of cpommands
sent in the usage phase is out of scope of this document.

Table 45 — Coding of the key usage constraints

18 [ b7 [ b6 ] b5 [ b4 | b3 | b2 | b1 Meaning
1 - - - - - - | - JAt most one usage

- 1 - - - - - - |Immediate usage

- - |1 - | - - - | - ]Details are provided in the OID réference

- | - - I x [ x| x [ x| x J00000 (any other value is REW)

If pit b8 is set to

—t 1 this indicates that for each key usage the preparation phase shall be performed.
—t 0 this indicates that the key is usable more.than once per preparation phase.

If pit b7 is set to

—t 1 this indicates that the interface.device is not allowed to send a C-RP between the preparation phase
and the usage phase on the logical channel used for key usage.

—t 0 this indicates that the intérface device may send one or several C-RP(s) between the preparatjon phase
and the usage phase, en-arbitrary logical channels.

If pit b6 is set to

—t 1 then the SP-containing the DO'86' shall contain a DO'06' and the OID reference shall provide details
for key usage'Constraints.

—t 0 then'the SPT containing the DO'86' may or may not contain a DO'06'".

Bits b5 to b1 of the key usage constraints indicator are RFU.

EXAMPLE 1 For signature keys granting non repudiation the preparation phase typically consists of user
authentication (e.g. a VERIFY command) and the usage phase typically contains e.g. zero, one or more PSO HASH
commands followed by e.g. a PSO COMPUTE DIGITAL SIGNATURE COMMAND.

EXAMPLE 2 For keys used in authentication procedures proving the authenticity of an external entity the preparation
phase typically contains the retrieval of a challenge from the card (e.g. by means of a GET CHALLENGE command) and the
usage phase typically contains an authentication procedure (e.g. EXTERNAL AUTHENTICATE command).
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9.3.6.5 Number of tries

When the security object is used for authentication, the number of tries is limited to the value of DO'90' or '91'
in the data usage parameters nested in DO'AD'. The number of allowed remaining tries is given by the value
of DO'92' or '93". The values of DO'90', '91, '92' and '93' are coded in binary.

9.3.6.6  Number of uses
The number of uses of the security object is limited to the value of DO'94" or '95' in the data usage parameters

nested in DO'AD'. The number of allowed remaining uses is given by the value of DO'96' or '97'. The values of
DQO'94', '95" 796 and 97 are coded in binary.

9.3.6.7 | Non-repudiation

When grgdnting non-repudiation, a function can rely on a security object DO with this flag set in©'9C', i.e. [to
a value >[0. If this value is '00', the DO ('9C 01 00') cannot endorse non-repudiation.

9.3.6.8 | Security object numbering

If needed, security objects (reference data/passwords or keys/certificates) may -have a number contained [in
DO'82' (r¢spectively '83'). The values of DO'82' and '83' are coded in binary, an-one or several byte(s). The
first byte pf the value may be used as object reference in commands handling basic security (see 11.5 and
Table 94)f The value field may also be used when referencing the security,data object by a CRT (see DO'83',
'84' in Table 55).

NOTE The constrains from Table 94 limits the range of possible values for the first byte of the value field if that byte
is intended to be used as object reference in a command handling basic security.

9.3.6.9 | Signature creation
If needed] the number of signature creations with the security object is limited to the value of DO'98' or '99'|in

the data usage parameters nested in DO'AD'. The-humber of allowed remaining creations is given by the
value of DO'9A' or '9B'. The values of DO'98', '99''9A" and '9B' are coded in binary

9.3.6.10 | Key generation
If needed] the number of key generations with the security object is limited to the value of DO'9D' in the dgta

usage parameters nested in DO'AP’. The number of allowed remaining creations is given by the value |of
DO'9E'. The values of DO'9D',and''9E' are coded in binary.

9.3.6.11 | Boolean expression

The boolgan expression DO'BE' under DO'AD' contains:

exprgssion.

— A mqndatory object identifier DO'06', which defines how to use the DOs which follow to build the Boolean

— One or several DOs of the context-specific class, referencing data or DOs with the same syntax as the
general reference DO'60' (see 11.4.2.1) or object locator DO'7F72' (see 9.3.3.3).

NOTE In 9.3.2, the last dash contains a requirement for the presence of a DO'BE'.

9.3.6.12 Password properties template

The password properties template DO'AF' under DO'AD' contains password properties. A DO'06' may be
present in the password properties template.
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If the password template

— contains an OID in a DO'06' that DO'06' shall be the first DO in the password template. The standard or
specification referenced by this OID shall specify further data objects enclosed in the password properties

template.

— does not contain a DO'06' then the template is in conformance to ISO/IEC 7816-15 and may contain any

DO from Table 46 in any order with the meaning and coding specified in Table 46.

Tag | Length | Description

81’ 1 from all values in the verification data history.

The value of verification data history length shall be in the closed interval [0, 8].

Verification data history length: the maximum number of verificationndata valpes that
shall be recorded and maintained. When the verification data is set;-it shall be different

transport format for verification data and new reference data
— '00', direct: data transferred to the ICC is taken asljtis (binary coding)

— '01', numeric: each character is encoded actording to ISO/IEC 10646 "% |(UTF-8)
and shall be element of the closed interval ['30', '39']. Data transferred to|the ICC
shall padded with 'FF' until maximum léngth characters are available.

'82' 1

— '03', alphanumeric, i.e. digit, upper and lower case ASCIl: each charnacter is
encoded according to ISO/IEC 10646 "% (UTF-8) and shall be element of the
closed interval ['30', '39'] or ['41", '5A"] or ['61', '7A']. Data transferred to the ICC shall
padded with 'FF' until maximum length characters are available.

— other values are RFU

'83' 1 Minimum length: minimum number of characters in verification data
'84' 1 Maximum length:“maximum number of characters in verification data

other tags in the context specific class are RFU

9.3.7 Security attributes for logical channels

Allogical channél security attribute DO'S8E' (at most one) may be present in the CPs of any file of
TIbIe 10) and»in any appropriate security environment (SE, see 0). It shall be interpreted acq
Table 47, where:

DO (see
ording to

—t 'Not shareable" means that at most one logical channel shall be available. The physical technolpgy of the

logical channel may be limited.

— "Secured" means that SM keys (see clause 10) shall be available (e.g. established by a
authentication).

previous

— "User authenticated" means that the user shall be authenticated (e.g. a successful password verification).
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Table 47 — Coding of the logical channel security attribute

b8 [ b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
0O|O0O|[O0O]O0(O - - 1 | Not shareable
0O|O0O|[O0O]O0(O - 1 - | Secured
00|00 O 1 - - | User authenticated
— Any other value is RFU.

9.4 See¢urity supportdata-elements

This clauge specifies a collection of security support data elements with rules governing the way theirvalugs
are handled. The security support data elements extend and refine the control reference DOs. The, card may
provide them as generic support to security mechanisms performed by an application. Applications may
reference| them for secure messaging and for security operations (see ISO/IEC 7816-8). This clause specifies
neither sgme characteristics of the security support data elements, e.g. their lengths, nor’the’ algorithms that
alter their|value.

Table 48 — Security support DOs

Tag Value
TA' Set of security support DOs with the following tags
'80 Card session counter
'81 Card session identifier
'82' to|'8E' | File selection counter
'93 Digital signature counter
'9F2X' Internal progression value ('X' is a specific index, e.g. an index referencing a counter of file selections)
'OF 3)Y" External progression value ("Y' is a specific index, €:g>an index referencing an external time stamp)
— Under tag '7A', ISO/IEC JTC 1/SC 17 reserves any other DO.of the context-specific class.

Principles — The card shall maintain and use the.value of security support data elements as follows.

— Updgte is done with new values either’computed by the card, or provided by the outside world, [in
accofdance with the specific rule fora specific type of security support data element.

— Upddte is performed before apy.output is produced for the command causing an update. The update|is
indegendent of the completion-status of the command. If the value is to be used by the application in @an
operdtion that causes an update, the update is performed before the value is used.

— Access to application‘specific security support data elements is restricted to functions performed by the
specific applications:

NOTE The actual\security achieved in a C-RP ultimately depends on the algorithms and protocols specified by the
application|; the card-only provides support with these data elements and associated usage rules.

Data elements — The card may support C-RP security with data elements called progression valugs.
Increased—at-specificevents—throughoutthetifeof thecard;these vatuesaredifferenteachtmethe—card is
activated. Two progression values are specified: a card session counter and a session identifier.

— The card session counter is incremented once during card activation.

— The session identifier is computed from the card session counter and from data provided by the outside
world.

Two types of progression values are specified.

— Internal progression values, if so specified for an application, register the number of times specific events
are performed. The data element shall be incremented after the event; the card may provide a reset
function for these counters which if so specified for an application sets its value to zero. Internal
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progression values cannot be controlled by the outside world and are suitable for use as secured in-card
approximate representations of real time. Their values can be used in cryptographic computations.

— External progression values, if so specified for an application, shall only be updated by a data value from
the outside world. The new value shall be numerically larger than the current value stored in the card.

References — The card may provide access to the value of security support data elements as follows.

— An EF may be present in the MF, e.g. for a card session counter, or in an application DF, e.g. for
application-specific progression values.

—f " Auxiliary DOs, with tags 88", ‘92" and 93' (se€ Table 54) may be present In a control reference|template.
These DOs can be used if the SE supports unambiguous use of these data elements.

—t  Within the interindustry DO'7A’, the context-specific class is reserved for security supportDOs gs listed in
Table 48.

10 Secure messaging

Secure messaging (SM) protects all or part of a C-RP, or a concatenation of-Consecutive data fieldg (payload
fragmentation, see 5.3), by ensuring two basic security functions: data confidentiality and data authIntication.
Secure messaging is achieved by applying one or more security mechahisms. Possibly explicitly identified by
a |cryptographic mechanism identifier template (see 9.2) in the CPs of any DF (see 7.4), each security
mechanism involves a cryptographic algorithm, a mode of operation, a key, an argument (input gata) and
often, initial data.

—t The transmission and reception of data fields may.be interleaved with the processing of security
mechanisms. This specification does not preclude ‘the determination by sequential analysis| of which
mechanisms and which security items shall be used‘for processing the remaining part of the data field.

—t Two or more security mechanisms may use_the same cryptographic algorithm with different Imodes of
operation. The hereafter specified padding rules do not preclude such a feature.

10.1 SM fields and SM DOs

10.1.1 SM protection of command-payloads

An SM payload is an SM command or response SM field, irrespective of its length. If protection of the payload
by secure messaging takes place before possible fragmentation, an oversize SM payload is a partigular case
ofloversize BER-TLV coded\payload, to which the rules given in 5.3 apply.

The format of the payload shall be as defined below (see 10.4), except that its length is not limited by the
lehgth formats and constraints which mandated chaining (see 5.3).

10.1.2 SM‘protection of chained commands and responses

If|there®is a need to protect chained SM command or response data fields individually, fragmentation
ag¢cording to 5.3 shall take place before C-RP protection. Each of the C-RPs shall then be protected (see
10.4) according to the requirements of the security environment.

Fragmentation will yield a sequence of command or response data fields with no ascertained structure. The
CLA INS P1 P2 bytes shall comply with the chaining rules used for fragmentation (see 5.3).

10.1.3 SM DOs

Table 49 shows the SM DOs specified in this document, all in the context-specific class. Some SM DOs (SM
tags '82', '83', 'B0O', 'B1") are recursive, i.e. the plain value field is an SM field.
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In each SM field, bit b1 of the last byte of the tag field (tag parity) of each SM DO (context-specific class)
indicates whether the SM DO shall be included (bit b1 set to 1, odd tag number) or not (bit b1 set to 0, even
tag number) in the computation of a data element for authentication: cryptographic checksum (see 10.2.3.1),
or digital signature (see 10.2.3.2). If present, the DOs of the other classes (e.g. interindustry DOs) shall be
included in the computation. If such a computation occurs, the data element shall be the value field of an SM
DO for authentication (SM tags '8E', '9E') at the end of the SM field.

There are two categories of SM DOs.

— Each basic SM DO (see 10.2) conveys a plain value, or an input or result of a security mechanism.

— Eachl auxiliary SM DO (see 10.3) conveys a control reference template, or a security environment
ident|fier, or a response descriptor template.

NOTE Basic SM DOs are also used to control security operations (see ISO/IEC 7816-8). Auxiliary SM DOs are also
used to manage security environment (see 11.5.11). The global approach to security by secure messaging(shares sevefal
security-re|ated issues with the security operations, i.e. the atomic approach to security. Annex B illustrates the synergy
between the two approaches.

Table 49 — SM data objects

Tag Value
‘80", '81 Plain value not encoded in BER-TLV
'82', '83 Cryptogram (plain value encoded in BER-TLV and including SM DOs’.e. 'an SM field)
'84','85] | Cryptogram (plain value encoded in BER-TLV, but not including SM'DOs)
'86', '87 Padding-content indicator byte followed by cryptogram (plain valde’not encoded in BER-TLV)
'89' Command header (CLA INS P1 P2, four bytes)
'8E' Cryptographic checksum (at least four bytes)
'90', '91 Hash-code
'92','93| | Certificate (data not encoded in BER-TLV)
'94', '95| | Security environment identifier (SEID)
'96', '97 One or two bytes encoding L. in the unsecured«C=RP (possibly empty)
'99' Processing status (SW1-SW2, two bytes; possibly empty)
'9A', '98] | Input data element for the computation of ‘a'digital signature (the value field is signed)
'9C', '90 | Public key

'OF' Digital signature
'A0", 'A1 Input template for the computation‘ef a hash-code (the template is hashed)
'‘A2' Input template for the verification of a cryptographic checksum (the template is included)

'A4','AY | Control reference template-ferauthentication (AT)
'A6', 'A7l | Control reference template for key agreement (KAT)
'A8' Input template for the-verification of a digital signature (the template is signed)
'AA’, 'AH' [ Control reference template for hash-code (HT)
'AC', 'AD}' | Input template for'the computation of a digital signature (the concatenated value fields are signed)
'AE', 'AR' | Input template for'the verification of a certificate (the concatenated value fields are certified)
'BO', 'B1 Plain value_encoded in BER-TLV and including SM DOs, i.e. an SM field
'B2','By [Plain valug~encoded in BER-TLV, but not including SM DOs
'B4', 'BY | Controlreference template for cryptographic checksum (CCT)
'B6', 'B7] | Centrol reference template for digital signature (DST)
'B8', 'BY |Control reference template for confidentiality (CT)
'BA', 'BH' “[Response descriptor template
'BC', 'BD™ | Tnput template for the computation of a digital signature (the template is signed)
'‘BE' Input template for the verification of a certificate (the template is certified)

—In SM fields, ISO/IEC JTC 1/SC 17 reserves any other DO of the context-specific class.
— In order to use those SM DOs out of SM C-RPs, one shall encapsulate them in a DO'7D'.

10.2 Basic SM DOs

10.2.1 SM DOs for encapsulating plain values

Encapsulation is mandatory for SM fields and for data not encoded in BER-TLV. It is optional for BER-TLV, not
including SM, DOs. Table 50 shows SM DOs for encapsulating plain values.
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Table 50 — SM DOs for encapsulating plain values

:2013(E)

Tag Value

'B0', 'B1' Plain value encoded in BER-TLV and including SM DOs (i.e. an SM field)

'B2', 'B3' Plain value encoded in BER-TLV, but not including SM DOs

‘80", '81' Plain value not encoded in BER-TLV
'89' Command header (CLA INS P1 P2, four bytes)

'96', '97" One or two bytes encoding L in the unsecured C-RP (possibly empty)
'99' Processing status (SW1-SW2, two bytes; possibly empty)

10.2.2 SM DOs for confidentiality

Table 51 shows SM DOs for confidentiality. A security mechanism for confidentiality consists‘of.an a
yptographic algorithm in an appropriate mode of operation. In the absence of explicit indication ang
Echanism is implicitly selected for confidentiality, a default mechanism shall apply.

Cn
m

For computing a cryptogram to be preceded by a padding indication, the default mechanism
cipher in “electronic code book” mode, which may involve padding. Padding-for confidentiality
an influence on transmission: the cryptogram (one or more blocks) may be.longer than the plain

For computing a cryptogram not to be preceded by a padding indication, the default mecha
stream cipher. In this case, the cryptogram is the exclusive-or of the'string of data bytes to cong
concealing string of the same length. Concealment thus requires-no padding and the string of ¢

bpropriate
when no

s a block
may have
value.

nism is a
eal with a
ata bytes

Table 52 shows the padding-content indicator byte.

is recovered by the same operation.

Padding and/or content shall be indicated when the plain value is not encoded in BER-TLV. If paddin
bdt is not indicated, the rules specified in 10.2.3.1 apply.

Table 51 —SM DOs for confidentiality

g applies

Tag Value
82','83' | Cryptogram (plain value encaded in BER-TLV and including SM DOs, i.e. an SM field)
84','85' | Cryptogram (plain value encoded in BER-TLV, but not including SM DOs)
86', '87' | Padding-content indicator byte (see Table 52) followed by cryptogram (plain value not encoded in BER-TLV)
Table 52 — Padding-content indicator byte
Value Meaning
'00' No further indication
'01' Radding as specified in 10.2.3.1
'02' N6 padding
"1X' One to four secret keys for enciphering information, not keys ('X' is a bitmap with any value from 'Q' to 'F'")
11" indicates the first key (e.g. an “even” control word in a pay TV system)
12" indicates the second key (e.g. an “odd” control word in a pay TV system)
'13" indicates the first l(ny followed hy the second I(t:\/ (a g2 pnir of controlwords ina pay. T\L ystem)
'2X' Secret key for enciphering keys, not information ('X' is a reference with any value from '0' to 'F')
(e.g. in a pay TV system, either an operational key for enciphering control words, or a management key
for enciphering operational keys)
'3X' Private key of an asymmetric key pair (‘X' is a reference with any value from '0' to 'F'")
'4X Password (X' is a reference with any value from '0' to 'F")
‘80" to '8E' | Proprietary
— Any other value is RFU.
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10.2.3 SM DOs for authentication
Table 53 shows SM DOs for authentication.

Table 53 — SM DOs for authentication

Tag Value
'8E' Cryptographic checksum (at least four bytes)
'90", '91' Hash-code
'92', '93' Certificate (data not encoded in BER-TLV)
'9C', '9D' Public key
'OE' Digital signature
Input DOs (see also ISO/IEC 7816-8)
'9A', '9B' Input data element for the computation of a digital signature (the value field is signed)
‘A0, 'All’ Input template for the computation of a hash-code (the template is hashed)
'A2' Input template for the verification of a cryptographic checksum (the template is included)
'A8' Input template for the verification of a digital signature (the template is signed)
'AC', 'AD' Input template for the computation of a digital signature (the concatenated value fields are signed)
'AE', 'AF' Input template for the verification of a certificate (the concatenated value fields are certified)
'BC', 'Bp' Input template for the computation of a digital signature (the template is signed)
'BE' Input template for the verification of a certificate (the template is certified)

10.2.3.1 | Cryptographic checksum data element

)
=

The computation of a cryptographic checksum involves an initial check block, a secret key and either a blo
cipher algorithm (see ISO/IEC 18033 ")), or a hash-function (see ISQ/IEC 10118 "4).

The computation method may be part of the system specifications. Alternatively, a cryptographic mechanigm
identifier femplate (see 9.2) may identify a standard (e.g. ISO/IEC 9797-1) fixing a computation method.

Unless otherwise specified, the following computation®™method shall be used. The parameters used in this
computatfon method may be defined in the relevant CRT (see Table 55). This standard does not define|a
default CRT.

Under thg control of the key, the algorithm basically converts a current input block of k bytes (typically 8, 16 jor
20) into g current output block of the same size. The computation is performed in the following consecutiye
stages.

Initial stage — The initial stage shall set either one of the following blocks as the initial check block:

— the npll block, i.e. k bytes\set to '00',

— the chaining blockyi.e/a result from former computations, namely for a command, the final check block |of
the previous command and for a response, the final check block of the previous response,

— the initial value'block provided e.g. by the outside world,

— the axifiary block resulting from converting auxiliary data under the control of the key. If the auxiliary dgta
is lesss than k bytes, then bits set to 0 head it up to the block size. 1

Sequential stage(s) — The command header (CLA INS P1 P2) may be encapsulated for protection (SM tag
'89"). However, if bits b8 to b6 of CLA are set to 000 and bits b4 and b3 to 11 (see 5.1), then the first data
block consists of the command header (CLA INS P1 P2) followed by one byte set to '80' and k-5 bytes set to
'00'.

The cryptographic checksum shall include any secure messaging DO having an odd tag number and any DO
with the first byte not from '80' to 'BF'. Those DOs shall be included data block by data block in the current
check block. The splitting into data blocks shall be performed as follows.

— The blocking shall be continuous at the border between adjacent DOs to include.
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— The padding shall apply at the end of each DO to include followed either by a DO not to include, or by no
further DO. The padding consists of one mandatory byte set to '80' followed, if needed, by 0 to k—1 bytes
set to '00", until the respective data block is filled up to k bytes. Padding for authentication has no
influence on transmission as the padding bytes shall not be transmitted.

In this mechanism, the mode of operation is “cipher block chaining” (see ISO/IEC 10116 "®)). The first input is
the exclusive-or of the initial check block with the first data block. The first output results from the first input.
The current input is the exclusive-or of the previous output with the current data block. The current output
results from the current input.

Final stage — put. sum (first
m| bytes, at least four) from the final check block.

10.2.3.2 Digital signature data element

The digital sig[;nature schemes rely on asymmetric cryptographic techniques).(see ISO/IEC 9796
IJO/IEC 14888!"%)). The computation implies a hash-function (see ISO/IEC 10118 ")"The data input consists
ofl the value field of a digital signature input DO, or of the concatenation of the Vvalue fields of DOs [forming a
dipital signature input template. It may be determined by the mechanism specified in 10.2.3.1.

10.3 Auxiliary SM DOs

Table 54 shows auxiliary SM DOs.

Table 54 — Auxiliary'SM DOs

Tag Value
'94', '95' Security environment identifier (SEID)
'‘A4', 'A5' Control reference template valid for authentication (AT)
'A6', 'A7’ Control reference template valid for keyagreement (KAT)
'AA', 'AB' Control reference template valid for hash-code (HT)
'B4', 'B5' Control reference template valid for-eryptographic checksum (CCT)
'B6', 'B7" Control reference template valid for digital signature (DST)
'B8', 'BY' Control reference template valid for confidentiality (CT)
'‘BA', 'BB' Response descriptor template

10.3.1 Control reference templates

Six control reference templates are defined, valid for authentication (AT), key agreement (KAT), hash-code
HT), cryptographic chiecksum (CCT), digital signature (DST) and confidentiality (CT) using either symmetric
ol asymmetric cryptographic techniques (CT-sym and CT-asym).

—

Efch security miechanism involves a cryptographic algorithm in a mode of operation and uses a| key and,
pdssibly, initial data. Such items are selected either implicitly, i.e. known before issuing the conjmand, or
explicitlys-ixe? by control reference DOs nested in control reference templates. Within the control |reference
templates; the context-specific class is reserved for control reference DOs.

| A QN finld thao lact naccoihla nacitian ~Af A ~antral rafarcanecan famnlata 1o ot hafara tha firct NO) o \uh' h th
nlar-SM-field—thelast-pessible-pesition-of-a-controlreference-template-isjust-before-the-first-DO-te-which the

referred mechanism applies. For example, the last possible position of a template valid for cryptographic
checksum (CCT) is just before the first DO to include in the computation.

Each control reference remains valid until a new control reference is provided for the same mechanism. For
example, a command may provide control references for the next command.

10.3.2 Control reference DOs in control reference templates
Each control reference template (CRT) is a set of control reference DOs: a cryptographic mechanism

reference, a file and key reference, an initial data reference, a usage qualifier and, only in a control reference
template for confidentiality, a cryptogram content reference.

© ISO/IEC 2013 — All rights reserved 61


https://standardsiso.com/api/?name=2dc83fe2c24d31131afb6dc1e7c86965

ISO/IEC 7816-4:2013(E)

— The cryptographic mechanism reference denotes a cryptographic algorithm in a mode of operation. The
CPs of any DF (see tag 'AC' in Table 10) may contain cryptographic mechanism identifier templates (see

9.2). Each one indicates the meaning of a cryptographic mechanism reference.

— The file reference (same encoding as in 7.3.2) denotes the file where the key reference is valid. If no file
reference is present, then the key reference is valid in the current DF, possibly an application DF. The key

reference unambiguously identifies the key to use.

— The initial data reference, when applied to cryptographic checksums, indicates the initial check block. If
no initial data reference is present and no initial check block implicitly selected, then the null block applies.
Moreover, before transmitting the first DO for confidentiality using a stream cipher, a template for

confi

Table 55

the contrg

ACRTm
or extend
a key usa

key retry

Table 55 — Control reference DOs in control reference templates

fentiality shall provide auxiliary data for initializing the computation of the string of concealing byies.

ists control reference DOs and indicates to which control reference template they are relevant.
| reference DOs are in the context-specific class.

by contain interindustry DOs, e.g. certificate holder authorization (tag '5F4C', see 0)4in"AT, header |
bd header list (tags '5D' and '4D', see 8.4.4 to 8.4.7) in HT or DST. In any control feference templafe,
ge template under tag 'A3' may associate a file and key reference with a key usage counter and/or
counter. The key usage template contains a set of key usage DOs (see Tahle®5o).

\

st

a

Tag Value AT KAT HT CCT | DST | CT-asym | CT-sym
'80' | Gryptographic mechanism reference X X X X X X X
File and gecurity object references
'81' |1 File reference (for encoding, see 7.3.2) X X X X X X X
'82' |4 DF name (see 7.3.1) X X X X X X X
—+ Reference of a secret key (for direct use) X X X X X
'83' |4 Reference of a public key X X X X X
+ Reference data X
o |1 Reference for computing a session key X X X X
84 -
-+ Reference of a private key X X X X
'A3' | Hey usage template (see text below) X X X X X X X
Initial datia reference: Initial check block
'85' |4 L=0, null block X X X
'86' |4 L=0, chaining block X X X
87 | T L=0, previous initial value block plus one X X
L=k, initial value block X X
Initial datia reference: Auxiliary data elements (see also 10.2.3.1)
8 | T L=0, previous exchanged, challenge plus one X X X X
L>0, no further indication
'89'to |+ L=0, index of a proprietary data element X X
'8D' L>0, value of a/proprietary data element X
'90' |4 L=0, hash-cede-provided by the card X X
91 | T L=0, random number provided by the card X X X X
L>0, random number X X
920 | T L=0s-time stamp provided by the card X X X
L>0,‘time stamp X X
93 | T 20, previous digital signature counter plus one X X X X
>0, digital signature counter X X X
'94' | Challenge or data element for deriving a key X X X
'95' [Usage qualifier byte (see text below) X X X X X X
'8E’_| Cryptogram content reference (see text below) X X

— In a control reference template, ISO/IEC JTC 1/SC 17 reserves any other DO of the context-specific class.
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Table 56 — Key usage DOs

Tag Value
'80' to '84' | File and key references as specified in Table 55
'90' Key usage counter
'91' Key retry counter
— In this context, ISO/IEC JTC 1/SC 17 reserves any other DO of the context-specific class.

In any control reference template for authentication (AT), for key agreement (KAT), for cryptographic
chiecksum (CCT), for confidentiatity (CT)or for digitar signature (DST), @ usage quatiffer byte (tag]'95') may
specify the usage of the template either as a security condition (see 9.3.3 and Table 33), or in complijance with
the MANAGE SECURITY ENVIRONMENT command (see 11.5.11). Table 57 shows the usage qualifier byte.

Table 57 — Coding of the usage qualifier byte

b8 [ b7 | b6 [ b5 ] b4 | b3 | b2 | b1 Meaning
Verification (DST, CCT), Encipherment (CT),
External authentication (AT), Key agreement (KAT)
Computation (DST, CCT), Decipherment (€T),
Internal authentication (AT), Key agreement(KAT)

- - 11 -1 - - | - | - |Secure messaging in response data fields (CCT, CT, DST)
- - - 1 - - - - | Secure messaging in command data fields (CCT, CT, DST)
- | - -1 -11 - - | - ]User authentication, password-based (AT)

- | - -1 -1-11 - | - JUser authentication, biometry)based (AT)

- | - -] -1-1-1x] x ]00(anyother value is RFN)

- - -01-1-1-1-

In| any control reference template for confidentiality’\(CT), a cryptogram content reference (tag [8E') may
specify the content of the cryptogram. The first byte of the value field is mandatory; its name is the cfyptogram
descriptor byte. Table 58 shows the cryptogram.descriptor byte.

Table §8 — Cryptogram descriptor byte

Value Meaning
'00' No further indication

One to four secret keys for enciphering information, not keys (‘X' is a bitmap with any value from|'0' to 'F')

11" indicates the(first key (e.g. an “even” control word in a pay TV system)

1X 12" indicates thejsecond key (e.g. an “odd” control word in a pay TV system)
'13' indicatesthe first key followed by the second key (e.g. a pair of control words in a pay TV system)
Secret key-for enciphering keys, not information (‘X' is a reference with any value from '0' to 'F')

2X' (e.g. imavpay TV system, either an operational key for enciphering control words, or a managemgnt key
for.€nciphering operational keys)

'3X' Rrivate key of an asymmetric key pair (‘X' is a reference with any value from '0' to 'F'")

'4X' Password ('X' is a reference with any value from '0' to 'F'")

'80' to 'FR\. | Proprietary

- Any,other value is RFU.

10.3.3 Security environments

This clause specifies security environments (SE) for referencing cryptographic algorithms, modes of operation,
protocols, procedures, keys and any additional data needed for secure messaging and for security operations
(see ISO/IEC 7816-8). An SE consists of data elements stored in the card or resulting from some computation,
to be processed by the specified algorithms. An SE may contain a mechanism to initialise non-persistent data
to be used in the environment, e.g. a session key. An SE may provide directions for handling computation
results, e.g. storage in the card. An interindustry SE template (tag '7B') describes an SE.

SE identifier— An SE identifier (SEID) may reference any security environment, e.g. for secure messaging
and for storing and restoring by a MANAGE SECURITY ENVIRONMENT command (see 11.5.11).
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— Unless otherwise specified by the application, the value '00' denotes an empty environment where no
secure messaging and no authentication are defined.

— The value 'FF' denotes that no operation can be performed in this environment.

— Unless otherwise specified by the application, the value '01' is reserved for the default SE, always
available. This clause does not specify the content of the default SE; it may be empty.

— The value 'EF' is RFU.

Components — Control reference templates (CRT) may describe various components of an SE. Any relative
control rgference (f;:cc, Ir\cyc: Of data) opcu;ﬂcd with—a—mechantsm—in—the—environment—definitton—shatt-te
resolved with respect to the curDF selected before using the mechanism. Absolute control references '(elg.
absolute path) need not be resolved. Within an SE, components may have two aspects: one being valid for
SM in corpmand data fields and the other for SM in response data fields.

At any tinpe during card operation, a current SE shall be active, either by default or as a result‘of commangs
performed by the card. The current SE contains one or more components among the following>components.

— Some components belong to the default SE associated with the curDF.

— Some¢ components are transmitted in commands using secure messaging.

— Someg components are transmitted in MANAGE SECURITY ENVIRONMENT commands.

— Some¢ components are invoked by an SEID in a MANAGE SECURITY ENVIRONMENT command.

The curreint SE is valid until

— disalfling a physical interface (see 5.1), or

— resetting a logical channel (see 11.1.2), or

— achange of VA (e.g. a change of curDF), or

— a MANAGE SECURITY ENVIRONMENT command (see 11(5.11) setting or replacing the current SE.

In SM, control reference DOs transmitted in a CR¥ shall take precedence over any corresponding contfol
reference| DO present in the current SE.

Certificale holder authorization — AuthentiCation procedures may use card-verifiable certificates, i.e. tefn-
plates thgt can be interpreted and verified by the card by a VERIFY CERTIFICATE operation using a public key
(see ISOJIEC 7816-8). In such a cetrtificate, a certificate holder authorization (e.g. a role identifier) may be
conveyed in an interindustry DO'5E4C'. If such a data element is used in the security conditions to fulfil for
accessing data or functions, (then DO'5F4C' shall be present in the control reference template for
authentication (AT) describing-the authentication procedure.

NOTE In the first edition/of ISO/IEC 7816-9, tag '5F4B' references a certificate holder authorization (data element|of
five or mofe bytes). Intamendment 1 to the first edition of ISO/IEC 7816-6, tag '5F4B' references an integrated circlit
manufactufer identifiér(1-byte data element). Consequently, tag '5F4B' is deprecated in ISO/IEC 7816 .

Access donttol— The card may store security environments used for access control within EFs (see tag '8D'
in Table 10)-¢ontaining interindustry SE templates (tag '7B'). An application may store DOs'7B' in the VA get
by applicatiom sefection (e g generatiom DOs) - Withim the Internaustry SEtemptate (tag—7 8" the context-
specific class is reserved for security environment DOs. As listed in Table 59 for every included SE, the
security environment template contains an SEID DO'80', an optional LCS DO'8A', one or more optional
cryptographic mechanism identifier template(s) (tag 'AC') and one or more CRTs (tags 'A4', 'A6', 'AA’, 'B4', 'B6',
'B8', as SM tags).
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Table 59 — Security environment DOs

Tag Value

'80' SEID (1byte, mandatory)

'8A' LCS (1 byte, see 7.4.10 and Table 14), optional

'‘AC' Cryptographic mechanism identifier template (see 9.2), optional
'Ad', 'A6', 'AA', 'B4', B6', 'B8' CRTs (see 0)

— Under tag '7B', ISO/IEC JTC 1/SC 17 reserves any other DO of the context-specific class.

is

2013(E)

used for

agcess control, e.g. to a file, then the LCS of the file and the LCS of the SE have to match. If no LES|DO'8A' is

sent, then the SE is valid for the activated operational state.

then at least one of the DOs has to be fulfilled (OR condition).

SE retrieval — Any CRT in the current SE may be retrieved by a GET DATA command with INS set tg

~

a|length set to '80' in an extended header). One may also use the GET) option of the MANAGE
ENVIRONMENT command.

10.3.4 Response descriptor template

them for constructing the response data field. The security items (algorithms, modes of operation,
regsponse data field. The following rules apply.

—t The card shall fill each empty primitive ‘basic SM DO.

—t Each CRT present in the response descriptor template shall be present in the response at the s§
with the same control reference'\DOs for security mechanisms, files and keys.

— If the response descriptor template provides auxiliary data, then the respective DO shall bg
the response.

shall be full-in-the response.

In| the SE template, if a CRT carries several DOs with the same tag (e.g. DOs specifyingxa key reference),

'CA', P1-

P2 set to '004D' (extended header, see 8.4.5) and a command data field consisting of an SE template (tag
B') containing one or more pairs, each one consisting of a CRT tag followed\by '80' (see 8.4.1 for the use of

SECURITY

E@dch command data field may contain a response descriptoer template. If present in the command gata field,
the response descriptor template shall indicate the SM DOSs required in the response data field. |nside the
response descriptor template, the security mechanisms,are not yet applied; the receiving entity shall apply

keys and

injtial data) used for processing the command data\field may be different from those used for proqucing the

me place

empty in

— If an empty reference DO for auxiliary data is present in the response descriptor template, then it

—t By the relevant security mechanisms, with the selected security items, the card shall produge all the

requested’basic SM DOs.

10.4 . 'SM impact on command-response pairs

Figure6iftustratesa €-RP:
Command header Command body
| CLA INS P1 P2 | (L field Data field) (Lo field) |
Response body Response trailer
| (Data field) | SW1-SW2 |

Figure 6 — Command-response pair
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The following rules apply for securing a C-RP of the interindustry class (see 5.4.1), i.e. when switching either
bit b4 from 0 to 1 in CLA where bits b8, b7 and b6 are set to 000, or bit b6 from 0 to 1 in CLA where bits b8
and b7 are set to 01. The notation CLA* means that secure messaging is indicated in CLA.

— The secured command data field is an SM field; it shall be formed as follows.

— If a command data field is present (N > 0), then either a plain value DO (SM tags '80', '81', 'B2', 'B3'),
or a DO for confidentiality (SM tags '84', '85', '86', '87') shall convey the N, bytes.

— The command header (four bytes) may be encapsulated for protection (SM tag '89').

WARNIN

— The

Figure 7 ghows the corresponding secured C-RP.

+— one byte, this byte shall become the value field of the L, DO.

4+ two bytes, these two bytes shall become the value field of the L, DO.

esponse consists of:

1+ three bytes, i.e. one byte set to '00' followed by two bytes with any valu€, the two bytes shha

become the value field of the L, DO.

$ecured response data field is an SM field; it shall be interpreted-as follows.

If present, a plain value DO (SM tags '80', '81', 'B2', 'B3') or.a DO for confidentiality (SM tags '84", '8
'B6', '87") conveys the response data bytes.

mpty processing status DO means SW1-SW2 set'to '9000'.

pon whether the new L, field is short or extended. Otherwise, if the L, field for the unprotected

5 — Some implementations encode a three byte L, field into an-L. DO with a 3-byte value field

If present, a processing status DO (SM tag '99') conveys SW1-SW2 encapsulated for protection. The

s p ; W y-by Sti-tags
D6', '97") shall be present. If present, the value of an L, DO shall provide the L, for the unprotécted
}esponse. An empty L, DO ('9600' or '9700') means the maximum, i.e. 256 or 65 536 depending

5,

Command header Command body
| CLA*INS P1 P2 | (New L. field - {Securéd data field = (T-Nc-Data bytes) - (T-'01' or '02'-L¢)}) - (New L, field) |
Response body Response trailer
| Secured data field = (F-N.-Data bytes) - (T-'02-SW1-SW2) | SW1-SW2 |

When bit [01 of INS is set\to 1 (odd INS code, see 5.5), the unsecured data fields are encoded in BER-TLV and
'B2', 'B3', '84%and '85' shall be used for their encapsulation; unless the use of tags '80', '81', '86' and
'87' is spdcified at.application level.

SM tags

Otherwis
'80', l81 |’

Figure 7 — Secured command-response pair

(even INS code, see 5.5), as the format of the data fields to protect is not always apparent, SM ta
6”and '87' are recommended.

hs

— The secured data fields are SM fields; they may contain further or other SM DOs, e.g. a cryptographic
checksum (SM tag '8E') or a digital signature (SM tag '9E') at the end.

— The

new L, field encodes the number of bytes in the secured command data field.

— The new L, field shall be absent when no data field is expected in the secured response data field;
otherwise, it shall contain only bytes set to '00'.

— The response trailer indicates the status of the receiving entity after processing the secured command.

The

66

following specific error conditions may occur.

If SW1-SW2 is set to '6987', then expected secure messaging DOs are missing.
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— If SW1-SW2 is set to '6988', then secure messaging DOs are incorrect.

Annex B provides illustrative examples of secure messaging.

11 Commands for interchange

This clause specifies commands for interchange. It shall not be mandatory for all cards complying with this
document to support all those commands or all the options of a supported command. When interchange is

r

quired, a set of application-independent card services and related commands and options shall b

e used as

Sf

1

hi

S
cq

N
D
pr]

1t

After enabling a physical interface (see 5.1), the VA on the basic logical channel is as‘defined in 1

ecified in clause 12.

.1 Selection

storical bytes (see 12.1.1) or the initial data string (see 12.1.2) may indicate an implicitly selected 3

ibclause 11.1.1 covers the selection of files, applications and DOs. Additienal”DO selection fun

vered in 11.4.2.
DTE Because it is impossible to use a short EF identifier in a SELECT/SELECT DATA command, the FCP
Fs are irrelevant for a SELECT/SELECT DATA command. Thus indirect file referencing (see 7.4.11) never occurs

bcessing of a SELECT/SELECT DATA command.

.1.1 SELECT command

hen completed, the command opens the logical changel (see 5.4.2) numbered in CLA (see 5.4.1)

[.2.2. The
pplication.

ctions are
DO'A2' of

during the

if not yet

opened, and sets a current structure within that logicakchannel. Subsequent commands may implicifly refer to

the current structure through that logical channel.

The selected DF (MF, application DF, DF) becomes current in the logical channel (see 7.2.2 rules @
The previously selected DF, if any, is no longer referred to through that logical channel. After such a

a

The selection of an EF sets a pair of current files: the EF and its parent DF (see 7.2.2 rule f)).

implicit current EF may be referred tothrough that logical channel.

Table 60 — SELECT command-response pair

) and e)).
selection,

CLA As defined jn'5.4.1

INS | 'Ad’
See
P | Tablesd

P2 See.Table 62

L field .4.Absent for encoding N, = 0, present for encoding N; > 0

Data field"Absent or file identifier or path or DF name or tag (according to P1)

Le field | Absent for encoding Ne = 0, present for encoding Ne > 0

Dats fiald Ahcant orcontrolinformation-ftacecordina-to-R2)
o eta— S eH-0t AL AN AR RS LA AR Y reg—to-—r=7

SW1-SW2

See Table 5 and Table 6 when relevant, e.g. '6283', '6284', '6A80', '6A81', '6A82', '6A86', '6A87', '6A88'
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Table 61 — Coding of P1 in the SELECT command

Selection of DO
Select a DO in the current template Tag belonging to the current template
Select parent DO of the constructed
DO setting the current template

b8 | b7 | b6 | b5 | b4 | b3 ] b2 | b1 Meaning | Command data field

0] 0[O0JO([O0] 0] x| x ]Selection by file identifier

0O[O0O[O0O]JO|O]|]O})O]| O |SelectMF,DForEF File identifier or absent
0O]J]O0O[O0OJO[O] 0] 0] 1]SelectchildDF file identifier referencing a DF
0O[O0O[O0OJO]| O] O] 1] O |SelectEFunderthecurrent DF file identifier referencing an EF
ojlofOoOjJoOofOfO]1 1 | Select parent DF of the current DF Absent

olo|odolo !l 1 x——x—)Selectionby-DE name

0O]J]O0fjogofo]1 0 | O ]JSelect by DF name e.g. (truncated) application identifier
O] O0fOjJo([1] 0] x| x |Selection by path

O]JO0OfjoOjgo|[1]0]0 /| 0 ]]Selectfromthe MF Path without the MF identifier
O]J]O0OfJojgof1]0] 0] 1]Selectfromthe current DF Path without the current DF identifier
oOjofjof1]oOo]O}x]|Xx

ofoOfojJ1j0O0]joOjoO]oO

ojofogt1tjojog1]1

Absent

— Any other value is RFU.

— When present in the historical bytes (see 12.1.1) or in EF.ATR/INFO (see 12.2.2), the first software function table (see Table 117
indicates sglection methods supported by the card.

—

Table 62 — Coding of P2 in the SELECT comimand

o
(<]
o
]
o
(=]
o
a
o
H
o
w
o
N

b1 Meaning_;

File or DO occurrence

— First or only occurrence

— Last occurrence

— Next occurrence

— Previous occurrence

X Response data field requirements (see 7.4.2 and Table 8)

0 | - | - |—Return FCI template, optional use of FCI tag and length

1 - - |— Return CP.template, mandatory use of CP tag and length

— Return"FMD template, mandatory use of FMD tag and length

1
1

el Bl (=l £ =) B

= |O[=|O|X

o|o|o |o|o|o|o|o
o|o|o |o|o|o|o|o
(ol [o] o} (o] (o] (o] [e] (o)
o|o|o |o|o|o|o|o
1
1

ofoffofopfg1|07]- - |— Return the tags belonging to the template set by the selection of a
constructed DO as a tag list
OlO0OfJOof[O]1 1 - - | =No'response data if L, field absent, or proprietary if L, field present

— Any other value is RFU.

Unless otherwise specified, the following rules apply to each open logical channel within a hierarchy of DFs.
— Ifthelcurrent EE is~changed, or when there is no current EF, then the security status, if any, specific to the
previpusly selected EF shall be revoked.

— If thg current DF is a descendant of, or identical to the previously selected DF, then the security status
specfficto the previously selected DF shall be maintained.

— If the current DF is neither a descendant of, nor identical to the previously selected DF, then the security
status specific to the previously selected DF shall be revoked. The security status common to all common
ancestors of the previously selected DF and the new current DF shall be maintained.

If P1 is set to '00', then the card knows whether the file to select is the MF, a DF or an EF, either because of a
specific encoding of the file identifier, or because of the command processing context. If P2 is also set to '00'
and the command data field

— provides a file identifier, then that file identifier shall be unique in the following three environments: the
immediate children of the current DF, the parent DF and the immediate children of the parent DF.

— is absent or set to '3F00', then the MF shall be selected.
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If P1 is set to '04', then the command data field is a DF name, which may be an application identifier (see
12.2.3), possibly right truncated. If supported, successive such commands with the same data field shall
select DFs whose names match with the data field, i.e. start with the command data field. If the card accepts
the seELECT command without data field, then all or a subset of the DFs can be successively selected.

If P1 is set to "10', then the command data field is a tag belonging to the current template. The selected DO
becomes the current DO. If the selected DO is constructed, it sets its template as current template. For
handling multiple instances of DOs, the use of bits b1 b2 in P2 (see Table 62) is mandatory.

If the Le f|eId contalns only bytes set to '00‘ then all the bytes correspondlng to the selectlon opt|on should be

] js absent,
the available control information (CPs and/or FMDs) of the selected structure may be recovered through DO
handling (see 11.4.3 and 11.4.4).

11.1.2 MANAGE CHANNEL command

When completed, the command opens or closes a logical channel (see 5.4.2) other\than the basic ¢ne, i.e. a
lopical channel numbered from one to nineteen (the greater numbers are RFU), The reset function fmay apply
tolany logical channel.

Tﬂtoe open function opens an additional logical channel other than the_basic logical channel. Options are
provided for the card to assign a channel number, or for a channel number to be supplied to the card

—t If bits b8 and b7 of P1 are set to 00 (i.e. P1 set to '0Q~because the other six bits are RFU), then
MANAGE CHANNEL shall open a logical channel numbered fform’one to nineteen as follows.

— If P2 is set to '00', then the L, field shall be '01' (shert format) or '000001' (expanded format), and the
response data field shall consist of a single byte for encoding a non-zero channel number| assigned
by the card from '01' to '13".

— IfP2is set from '01' to '13', then it encodes’'an externally assigned non-zero channel numbér and the
L. field shall be absent.

—t After an open function performed from*the basic logical channel (CLA encoding zero as channel number),
the MF or a default application DFshall be implicitly selected as the current DF on the ng¢w logical
channel.

—t After an open function perfermed from a non-basic logical channel (CLA encoding a non-zerp channel
number), the current DE-on*the logical channel numbered in CLA shall be selected according to 7.2.2
rule e) on the new logical~channel.

TTte close function explicifly closes a logical channel other than the basic one. The L, field shall He absent.
er closing, the logical channel shall be available for re-use. If bits b8 and b7 of P1 are set to 10 (i.e. P1 set
to]'80' because theother six bits are RFU), then MANAGE CHANNEL shall close a logical channel numbered from
1 to nineteen as/follows.

—t If P2ds.set to '00', then the logical channel numbered in CLA (a non-zero channel number) shall pe closed.

—t P2 is set from '01' to '13', then the logical channel numbered in P2 shall be closed.

WARNING — The close function may be aborted if CLA indicates neither the basic logical channel nor
the logical channel numbered in P2. P1-P2 codings in the range '8001' to '8013' will be deprecated in
the future.

The reset function explicitly closes and opens again any logical channel defined by CLA. The L. field shall be
absent. After resetting, the VA on the logical channel is defined by 7.2.2. The security status set on this logical
channel shall be revoked.

The command which resets the basic logical channel and closes all additional logical channels shall be sent
on the basic logical channel.

NOTE At APDU level, this function (P1-P2='4001") is equivalent to enabling a physical interface (see 5.1).
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Table 63 — MANAGE CHANNEL command-response pair

CLA As defined in 5.4.1
INS '70'
'0000' opens a logical channel to be numbered in the response data field
'0001't0 '0013" | opens the logical channel numbered in P2
'8000' closes the logical channel numbered in CLA (other than the basic logical channel)
P1-P2 |'8001'to '8013' | closes the logical channel numbered in P2
'4000' resets the logical channel numbered in CLA
'4001' resets the basic logical channel and closes all additional logical channels
other values RFU
Data field | Absent
L. field | | Absent for encoding Ne = 0, present for encoding Ne = 1
Data field | Absent (P1-P2 not set to '0000'), or '01' to '13' (P1-P2 set to '0000")
SW1-SW2 | See Table 5 and Table 6 when relevant, e.g. '6200', '6482', '6881', '6A81'

11.2 Data unit handling

11.2.1 Data units

Within ea
of the EF|
encoded

The card
Table 11§

any file (s
bytes in s

11.22 G

Any comr
on an EF
update, e

Each conpmand of this group may use.gither a short EF identifier or a file identifier. If there is a current EF

the time
correspor

INSP1P
— If bit
RFU
in the

— If bit

the offset is incremented by one for each subsequent data unit. The offset data element is bing
bn the minimum number of bytes. Reference to a data unit not contained in the EF is an error.

can provide a data coding byte (see
) in the historical bytes (see 12.1.1), in EF.ATR/INFO (see 12.2.2) and in the control information

pveral places, then 7.4.5 specifies which data coding byte has to be taken into account.

eneral

only if the security status satisfies the.security attributes defined for the function, namely, read, wrif
[ase, search or compare.

pf issuing the command; then the process may be completed on that EF by just setting all t
ding bits to 0. If the process is completed, then the identified EF becomes current.

p — All the commands of this group shall use bit b1 of INS and bit b8 of P1 as follows.

b1 of INS is-set to 0 and bit b8 of P1 to 1, then bits b7 and b6 of P1 are set to 00 (other values a
, bits b5 t0'b1 of P1 encode a short EF identifier and P2 (eight bits) encodes an offset from 0 to 2

EF referenced by the command.

b9-of INS is set to 0 and bit b8 of P1 to 0, then P1-P2 (fifteen bits) encodes an offset in the curre

ch EF supporting data units, an offset shall reference each data unit. Ffemn zero for the first data un

ee DO'82' in Table 10). The data coding byte fixes a data unit size. If the card provides data codipg

hand of this group shall be aborted if applied to an EF not supporting data units. It can be performgd

it
ry

e,

at

ne

re
b5

EF fr

omU 10 52 7o/.

— Ifbit b1 of INS is set to 1, then P1-P2 shall identify an EF. If the first eleven bits of P1-P2 are set to 0 and
if bits b5 to b1 of P2 are not all equal and if the card and/or the EF supports selection by short EF
identifier, then bits b5 to b1 of P2 encode a short EF identifier (a number from one to thirty). Otherwise,
P1-P2 is a file identifier. P1-P2 set to '0000' identifies the current EF. At least one offset DO'54' shall be
present in the command data field. When present in a command or response data field, data shall be

enca

70

psulated in a discretionary DO'53' (‘73" is deprecated for this use).
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In this group of commands:

— SW1-SW2 set to '63CX' indicates a successful change of memory state, but after an internal retry routine;
X' >"'0" encodes the number of retries; 'X' = '0' means that no counter is provided.

— SW1-SW2 set to '6B00' should be used to indicate that the offset points outside of EF.
11.2.3 READ BINARY command
The response data field gives (part of) the content of an EF supporting data units. If the L, field contains only

bytes set to '00', then all the bytes until the end of the file should be read within the limit of 256 for g short L,
figld, or 65 536 for an extended L, field.

Table 64 — READ BINARY command-response pair

CLA As defined in 5.4.1
INS 'BO' or 'B1'
INS ="'B0' Mandatory offset, possible short EF identifier
PIP2 [ins=mr EF ideniifie, or short EF identifr 22
L. field Absent for encoding N. = 0, present for encoding Nc > 0
Nata field INS ='B0' Absent
INS ="'B1' Offset DO
L field Present for encoding Ne > 0
Hata field INS = 'B0' Data read
INS = 'B1' Discretionary DO for encapsulating data read
d See Table 5 and Table 6 when relevant, e.g. '6281', 16282, '6700', '6981', '6982', '6986', '6A81', '6A82',
$W1-SW2 '6B00"

11.2.4 WRITE BINARY command
The command initiates one of the following*operations into an EF according to the file attributes:

1)| the logical-OR of the bits already present in the card with the bits given in the command data| field (the
logical erased state of the bits of'the file is zero);

2) the write-once of the bits given in the command data field (the command shall be aborted if th¢ string of
data units is not in the logical erased state);
3) the logical-AND of.the bits already present in the card with the bits given in the command datq field (the
logical erased state of the bits of the file is one).

By default, i.e. when a data coding byte is not available (see 11.2.1), operation 1) shall apply in that EF.

Table 65 — WRITE BINARY command-response pair
CLA As defined in 5.4.1

INS ‘DO oD
INS ='D0’ Mandatory offset, possible short EF identifier
P72 [ins=Dr EF identifier, or short EF identifier See 11.2.2

L. field | Present for encoding N; > 0

INS ='DQ" | String of data units to be written

INS ='D1" |offset DO and discretionary DO for encapsulating the string of data units to be written
L. field | Absent for encoding Ne = 0

Data field

Data field | Absent
SW1-SW?2 | See Table 5 and Table 6 when relevant, e.g. '63CX' (see 11.2.2), '6581', '6700', '6981', '6982', '6B00'
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11.2.5 UPDATE BINARY command

The command initiates the update of bits already present in an EF with the bits given in the command data
field. When the process is completed, each bit of each specified data unit will have the value specified in the
command data field.

Table 66 — UPDATE BINARY command-response pair

CLA As defined in 5.4.1
INS 'D6' or 'D7'

INS="D6 NVandatory offset, possibie short EF faentifier
P1P2 1 lins=D7 EF identifiyer, o short EF idenifer See 11.2.2
L. field | | Present for encoding N > 0
Data field INS = 'D6' String of data units to be updated
INS ='D7" Offset DO and discretionary DO for encapsulating the string of updating data Ainits

L. field | [ Absent for encoding Ne = 0

Data field | Absent
SW1-SW2 | See Table 5 and Table 6 when relevant, e.g. '63CX' (see 11.2.2), '6581', '6700', '6981%,°6982', '6B00'

11.2.6 SHARCH BINARY command

The comrmand initiates a search within an EF supporting data units. ThereSponse data field gives the offset|of
a data unjt: the byte string at the returned offset within the EF shall haye/the same value as the search string
in the command data field. The response data field is absent eitherbecause the L, field is absent, or becauge
no matchlis found. If the search string is absent, then the responserdata field gives the offset of the first dgta
unit in a lpgically erased state.

Table 67 — SEARCH BINARY command-response pair

CLA As defined in 5.4.1
INS 'AQ’ or ‘A1
INS ="A0' Mandatory offset, possible short EF identifier
P1P2 | [INs=AT EF identh[iyer, or shrc))rt EF identifier See 11.2.2
L. field | | Absent for encoding N = 0, present for encoding N. > 0
Data field INS ="A0' Absent or search string
INS ="A1" Offset DO and discretionary DO for encapsulating the search string
L. field | | Absent for encoding Ne =\0,)present for encoding Ne > 0
Data field INS ="A0' Absent or offset of the first data unit matching the command data field
INS ="A1" Offset DO indicating the first data unit matching the search string
SW1-SW?2 [ See Table 5 andyTable 6 when relevant, e.g. '6282', '6982', '6B00'

11.2.7 ERASE BINARY command

The comrnand sets (part of) the content of an EF to its logical erased state, sequentially, starting from a givén
offset.

— If INS ="0E/, then, if present, the command data field encodes the offset of the first data unit not to be
erased. This offset shall be higher than the one encoded in P1-P2. If the data field is absent, then the
command erases up to the end of the file.

— If INS ="'0F', then, if present, the command data field shall consist of zero, one or two offset DOs. If there
is no offset, then the command erases all the data units in the file. If there is one offset, it indicates the
first data unit to be erased; then the command erases up to the end of the file. Two offsets define a
sequence of data units: the second offset indicates the first data unit not to be erased; it shall be higher
than the first offset.
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Table 68 — ERASE BINARY command-response pair

CLA As defined in 5.4.1
INS '0OE' or 'OF'

INS ="'0E' Mandatory offset, possible short EF identifier
P1-P2 NS = 0F EF identifiyer, or shrc))rt EF identifier See 11.2.2
L. field | Absent for encoding N = 0, present for encoding N > 0
Data field INS = '0F' Absent or offset of the first data unit not to be erased
INS ='0OF' Absent or one or two offset DOs

L. field | Absent for encoding Ne = 0

Rata-fiald Absant
petaHeta— oS5 HT

JW1-SW2 | See Table 5 and Table 6 when relevant, e.g. '63CX' (see 11.2.2), '6581', '6700', '6981', '6982',,'6BJ0'

11.2.8 COMPARE BINARY function
This function is supported by the COMPARE command (see 11.6.1).

11.3 Record handling

11.3.1 Records

Within each EF supporting records, a record number and/or a réeord identifier shall reference each record.
Reference to a record not contained in the EF is an error.

Referencing by record number — Each record number is unique and sequential.

—t Within each EF supporting a linear structure, the.récord numbers shall be sequentially assighed when
writing or appending, i.e. in the order of creation; the first record (number one) is the first createq record.

—t Within each EF supporting a cyclic structure) the record numbers shall be sequentially assigned in the
opposite order, i.e. the first record (humberone) is the most recently created record.

The following rule is defined for linear structures and for cyclic structures.

—t Zero shall refer to the current recerd, i.e. that record referenced by the record pointer.

have the same record identifier, in which case data contained in the records may be used for discfiminating
between them. If a record'is a SIMPLE-TLV data object in a data field, then the record identifier is the fifst byte of
the data object, i.e. the-SIMPLE-TLV tag.

Rfferencing by record identifier — Each record identifier is provided by an application. Several re¢ords may

Referencing by~record identifier shall induce the management of a record pointer. Enabling g physical
inferface, reseiting a logical channel, a SELECT and any command using a valid short EF idgntifier for
agcessing.@n 'EF may affect the record pointer. Referencing by record number shall not affect the record
painter,

E@chytime a reference is made with a record identifier, the logical position of the target record shall be
indicated: the TiTst or last occurrence, the Next or previous occurrence relative 1o the record pointer.

— Within each EF supporting a linear structure, the logical positions shall be sequentially assigned when
writing or appending, i.e. in the order of creation. The first created record is in the first logical position.

— Within each EF supporting a cyclic structure, the logical positions shall be sequentially assigned in the
opposite order, i.e. the most recently created record is in the first logical position.

The following rules are defined for linear structures and for cyclic structures.

— The first occurrence shall be the record with the specified identifier and in the first logical position; the last
occurrence shall be the record with the specified identifier and in the last logical position.
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— If there is a current record, then the next occurrence shall be the closest record with the specified
identifier but in a greater logical position than the current record; the previous occurrence shall be the
closest record with the specified identifier but in a smaller logical position than the current record.

— If there is no current record, then the next occurrence shall be equivalent to the first occurrence; the
previous occurrence shall be equivalent to the last occurrence.

— Zero shall refer to the first, last, next or previous record in the numbering sequence, independently from
the record identifier.

11.3.2 General

Any comrpand of this group shall be aborted if applied to an EF not supporting records. It can be performed’on
an EF only if the security status satisfies the security attributes defined for the function, namely, read, wrife,
append, Update, search, erase, activate or deactivate.

The records in an EF may support record life cycle. If so, in general deactivated records are not accessible by
the commands READ RECORD, WRITE RECORD, UPDATE RECORD, ERASE RECORD, APPEND RECORD and @OMPARE (RECORD).
If such a command is used, the respective command returns with the status bytes '6287' (at least one of the
referenced records is deactivated). Furthermore, deactivated records shall be igndred; when executing|a
SEARCH RECORD command. Further details and exceptions to the general rules stated‘above are given below

Two commands of this group (READ, UPDATE) may use an odd INS code (data'fields encoded in BER-TLV) for
initiating an action on a part of a given record (partial read, partial update). Theh an offset shall reference eagh
byte inside a record: from 0 for the first byte of the record, the offsét is incremented by one for each
subsequgnt byte of the record. Reference to a byte not contained in{he record is an error. As needed, the
offset data element is binary encoded and referenced by tag '54'. When present in a command or response
data field] data shall be encapsulated in a discretionary DO'53' ('73"is deprecated for this use).

Each conmmand of this group may use a short EF identifier. Ifd¢he process is completed, then the identified EF
becomes|current and the record pointer is reset. If there is\a current EF at the time of issuing the command,
then the grocess may be completed without indicating the’EF (by just setting the corresponding five bits to 0].

P1— Eagh record number or identifier is a number_from one to 254, encoded by a value of P1 from '01' to
'FE'. 0 (emcoded '00'") is reserved for special purpases. 255 (encoded 'FF') is RFU.

NOTE If the number of records exceeds the_ numbering range ('01' to 'FE') of the record handling command, recorfs
can be handled e.g. by using next occurrence option of the record identifier.

P2 — Bitg b8 to b4 are a short EF identifier according to Table 69. Bits 3 to 1 depend upon the command.

Table 69 — Coding of the short EF identifier in P2

b8 [ b7 | b6 | b5 | b4 | b3-Db2 | b1 Meaning
0O[0]JO|O0]O - - - | Current EF

Notlall equal - - - | Short EF identifier (a number from one to thirty)
1] 1 11 1.4 - - - JRFU

In this grqup’ef commands, SW1-SW2 set to '63CX' indicates a successful change of memory state, but after
an internal rétry routine; 'X' > '0' encodes the number of retries; 'X' ='0' means that no counter is provided.

11.3.3 READ RECORD (S) command

The response data field gives the (partial) contents of the addressed record(s) (or the beginning part of one
record) within an EF.

If any record referenced by P1 and P2 is in record LCS DEACTIVATED, the command is processed with warning
'6287' and the response data field shall be empty.

If INS = 'B2' and if the records are SIMPLE-TLV data objects (see 6.1), then Figure 8 illustrates the response
data field. The comparison of N, with the TLv structure indicates whether the unique record (read one record)
or the last record (read all records) is incomplete, complete or padded.
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NOTE If the records are not data objects, then the read-all-records function results in receiving records without
delimitation.

If INS = 'B3', then the command does not support the "read all records" options in P2. It partially reads the
record referenced by P1. The command data field shall contain an offset DO'54' indicating the first byte to be
read in the record. The response data field shall contain a discretionary DO'53' encapsulating the data read.

Table 70 — READ RECORD (S) command-response pair
CLA As defined in 5.4.1

TNT=Y 1nat nat
1TINO D Ul DO

P1 Record number or record identifier ('00' references the current record)
P2 See Table 71

L. field | Absent for encoding N, = 0, present for encoding N¢ > 0

bata field INS ='B2' Absent

INS = 'B3' offset DO

Le field | Present for encoding Ne > 0

bata field INS ='B2' Data read
INS = 'B3' Discretionary DO for encapsulating the data read
W1-SW2 [ See Table 5 and Table 6 when relevant, e.g. '6281, '6282', '6700', '6981",'6982', '6A81, '6A82', '6A83'

[ds)

Table 71 — Coding of P2 in the READ RECORD (S) command

o
-
(=2
~
o
(=]
o
a
=2
=N
o
w

b2 | b1 Meaning

Short EF identifier according.to Table 69

Record identifier in P1

— Read first occurrenceé

— Read last occurrence

— Read next ocgurrence

— Read previous occurrence

Record number in P1

— Read record P1

— Read all records from P1 up to the last (for INS = 'B2' only)

+ Read all records from the last up to P1 (for INS = 'B2' only)

RFU

1
]
1
1
]
aAalalalalajo|o|o|o|oh

=y N el =] Y EYNEY el =]
= O |OIX [ |O|=|O|X

If [the L. field contains only bytes set to '00', then the command should read completely either the single
requested record, or the requested sequence of records, depending on bits 3, 2 and 1 of P2 and within the
limit of 256 for a short‘ly field, or 65 536 for an extended L, field.

Case a — Partial read of one record (the L. field does not contain only bytes set to '00')

Tn (one byte) | L, (one or three bytes) | First bytes of V, |
N: bytes >

Case b — Complete read of one record (the L, field contains only bytes set to '00")
| 1« (one byte) | L. (one or three bytes) | All the bytes of V., |

Case ¢ — Partial read of a sequence of records (the L. field does not contain only bytes set to '00")
| Tn-Ln-Vn | | Tnem - Lnem - Vaem  (First bytes of the record) |
< N; bytes >

Case d — Read several records up to the file end (the L. field contains only bytes set to '00")
| Th-Ln-Vn | | Toem = Lotm = Viem |

Figure 8 — Response data fields with INS = 'B2' when records are SIMPLE-TLV data objects
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11.3.4 WRITE RECORD command

The command initiates one of the following operations into an EF according to the file attributes:

1) the write-once of a record given in the command data field (the command shall be aborted if the record is
not in the logical erased state);

2) the logical-OR of the data bytes of a record already present in the card with the data bytes of the record
given in the command data field;

3) the logical-AND of the data bytes of a record already present in the card with the data bytes of the record
given.in the command data field

By defaull, i.e. when a data coding byte is not available (see 11.2.1), operation 1) shall apply in that EF-

If the recprd referenced by P1 and P2 is in the record LCS DEACTIVATED, the command is processed with
warning '$287' without changing the record content.

When usihg current record addressing, the command shall set the record pointer on the successfully writtgén
record.

If applied|to an EF supporting a cyclic structure with records of fixed size, the “previous” option (bits 3, 2 and 1
of P2 set fo 011) behaves as APPEND RECORD.

Table 72 — WRITE RECORD command-response pair

CLA As defined in 5.4.1
INS 'D2'
P1 Record number ('00' references the current record)
P2 See Table 73
L field | | Present for encoding N > 0
Data field | Record to be written
L. field | | Absent for encoding Ne = 0

Data field | Absent
See Table 5 and Table 6 when relevant;-é.g. '63CX' (see 11.3.2), '6581'", '6700', '6981", '6982', '6986', '6A81[,

SW1-SWp '6A82', '6A83, '6A84', '6A85'
Table 73~—-Coding of P2 in the WRITE RECORD command
b8 | b7 ||b6 | b5 | b4 | b3 | b2.|.b1 Meaning
x | x x| x| x - - | Short EF identifier according to Table 69
- - -1 - - P1 set to '00’

— First record
— Last record
— Next record
— Previous record

Record number in P1

1

1

]

1

1
el [=l(=][=]I=]l~] N
o= |=|0|0]|Xx
o= |0|=|0O|X

— Any othervatae-is-RFo-

If the records are SIMPLE-TLV data objects (see 6.1), then Figure 9 illustrates the command data field.

| Tn (one byte) | L, (one or three bytes) | All the bytes of V,,

Figure 9 — APDU data field (one complete record nesting a SIMPLE-TLV data object)
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11.3.5 UPDATE RECORD command

The command initiates the update of a specific record with the bytes given in the command data field. When
using current record addressing, the command shall set the record pointer on the updated record.

If applied to an EF supporting a linear or cyclic structure with records of fixed size, then the command shall be
aborted if the record size after updating would be different from the size of the existing record.

If applied to an EF supporting a linear structure with records of variable size, then the command may be
carried out when the record size after updating is different from the size of the existing record.

If ppplied to an EF supporting a cyclic structure with records of fixed size, the “previous” option (bits’8, 2 and 1
off P2 set to 011) behaves as APPEND RECORD.

If the record referenced by P1 and P2 is in the record LCS DEACTIVATED, the command is procgssed with
warning '6287' without changing the record content.

IfINS = 'DC' and if the records are SIMPLE-TLV data objects (see 6.1), then Figure 9 illustrates the pommand
data field.

If INS = 'DD', then the command partially updates the record referenceddbyP1. The command data(field shall

cgntain an offset DO'54' for indicating the first byte to be updated in the record and a DO'5B' ('73' is
deprecated for this use) for encapsulating the updating data.

Table 74 — UPDATE RECORD command-response pair

CLA As defined in 5.4.1

INS 'DC' or 'DD'

P1 Record number ('00' references the current record)

P2 See Table 73 (INS ='DC'") or Table 75 (INS'= 'DD')
L. field [ Present for encoding N; > 0
INS ='DC' Updating data
INS ='DD' Offset DO and diScretionary DO for encapsulating the updating data
L. field Absent for encoding N = 0

Data field

[Data field | Absent
\W1-SW2 See Table 5 and Table\6 when relevant, e.g. '63CX' (see 11.3.2), '6581', '6700', '6981', '6982', '6986",
'6A81', '6A82'", '6A83,)6A84', '6A85'

n

Table 75 *— Coding of P2 in the UPDATE RECORD command with INS = 'DD’

B8 | b7 | b6 | b5 [ b4 ] b3 | b2 | b1 Meaning
- - |Short EF identifieraccordingtoTabIe 69

- - - = - 1 x | x JRecord number in P1
- - < - - 1 [ 0 [ 0O |—Replace

- - 2 - - 1 [ 0] 1 ]—Logical AND

- |4 -l -1 -11 1 | 0 |— Logical OR

- - -l - -1 1 1 |— Logical XOR

— Any other value is RFU.

11.3.6 APPEND RECORD command

The command initiates either the writing of a new record at the end of a linear structure, or at the beginning of
a cyclic structure. When using current record addressing, the command shall set the record pointer on the
successfully appended record.

If the command applies to a linear structure full of records, then the command is aborted because there is not
enough memory space in the file.
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If the command applies to a cyclic structure full of records, then the record with the highest record number is
deleted. All other record numbers are incremented by one. The appended record becomes record number one.
If the record with the highest record number is in the record LCS DEACTIVATED the command is processed with
warning '6287' without changing any record content or record number.

If the records in the EF have record life cycle, the LCS of the appended record shall be set to ACTIVATED
unless otherwise specified.

If the records are SIMPLE-TLV data objects (see 6.1), then Figure 9 illustrates the command data field.

Table 76 — APPEND RECORD command-response pair

CLA As defined in 5.4.1
INS 'E2'
P1 '00' (any other value is invalid)
P2 See Table 73 with bits 3 to 1 set to 000 (any other value is RFU)
L. field | | Present for encoding N. > 0
Data field | Record to be appended
L. field | [ Absent for encoding Ne = 0
Data field [ Absent
SWA-SWh See Table 5 and Table 6 when relevant, e.g. '63CX' (see 11.3.2), '6287' 6581%'6700', '6981', '6982', '6986',
[ ['6A81', '6A82', '6A83, '6A84', '6A85'
11.3.7 SEARCH RECORD command
The comfnand initiates a simple or enhanced or proprietary séarch on records stored within an EF. The

search ¢z
given nur

n be limited to records with a given identifier or to.records with a number greater or smaller than|
hber. It can be performed in increasing or in decreasing order of record numbers. The search sta

either from the first byte of the records (simple search),-or from a given offset within the records (enhancs

search), g
field give
commang

In an EF
records s
if the sea

Records

5 the numbers of the records matching, the search criteria within an EF supporting records. T
shall set the record pointer on the first record matching the search criteria.

supporting records of variable siZe with linear structure, the search shall not take into account
ch string is longer than the records, then the card shall abort the command.

vith a record LCS set to-DEACTIVATED shall be ignored during the search.

Table 77 — SEARCH RECORD command-response pair

r from the first occurrence of a given byte within the records (enhanced search). The response dgta

horter than the search string. In an EF supporting records of fixed size with linear or cyclic structure,

a
ts
bd

ne

ne

CLA As defined in'5:4.1
INS '‘A2'
P1 Recaord.number or record identifier ('00' references the current record)
P2 Seé&zlable 78
L field | }Present for encoding N > 0
bits 3 and 2 of P2 not set to 11, simple search Search string

Data field |bits 3, 2 and 1 of P2 set to 110, enhanced search

Search indication (2 bytes, see Table 79) followed b
search string

Yy

bits 3, 2 and 1 of P2 set to 111, proprietary search Proprietary

L, field

Absent for encoding N = 0, present for encoding Ne > 0

Data field | Absent or record number(s)

SW1-SW2 [ See Table 5 and Table 6 when relevant, e.g. '6282', '6982'

— The response data field is absent either because the L. field is absent, or because no match is found.

— The response data field does not give record identifiers because they may not be unique.

78
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In an enhanced search (bits 3, 2 and 1 of P2 set to 110), the command data field consists of a search indica-
tion on two bytes followed by a search string. Table 79 specifies the first search indication byte. According to
the first byte of the search indication, the second byte is either an offset or a value, i.e. the search in the
records shall start either from this offset (see 11.3.2) or after the first occurrence of this value.

Table 78 — Coding of P2 in the SEARCH RECORD command

o
oo
o
N
o
o
o
(3]
(=2
H
o
w

b2 | b1 Meaning

Short EF identifier according to Table 69

Simple search with record- identifier in P1

— Forward from TIrst occurrence

— Backward from last occurrence

— Forward from next occurrence

— Backward from previous occurrence

Simple search with record number in P1

— Forward from P1

— Backward from P1

Enhanced search

1
1
Alalalalajojolo|lof

el Bl (=l (=1 =] e e (=) e | b
e (=1 (=l Bl Bl (=l (= Ik

Proprietary search

Table 79 — Coding of the first byte of the search indication

18 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning

o
o
]

- | - ] The subsequent byte is an offset)(start from that position)

o
RN

The subsequent byte is a valde (start after the first occurrence)

Record identifier in P1

— Forward from first oceurrence

— Backward from-lastoccurrence

— Forward from«next occurrence

— Backward ffom previous occurrence

Record number in P1

— Forward from P1

— Backward from P1

—Forward from next record

== O|OIX = [—=|O|O|X
2 O(=|OIX = [O|—=|O|X

]
1
Alalalalajo|o|o|o|of

— Backward from previous record

- Any other value is RFU.

11.3.8 ERASE RECORD (S)\,command

The command setsCone or more records of an EF to the logical erased state, either the record refefenced by
P{, or the sequence of records from P1, sequentially, up to the end of the file. Erased records shall not be
deleted, and maly still be accessible by WRITE RECORD and UPDATE RECORD commands.

If any record referenced by P1 and P2 is in record LCS DEACTIVATED, the command is processed with warning
'6R87%without changing any record content.

Table 80 — ERASE RECORD (S) command-response pair

CLA As defined in 5.4.1
INS '0C'
P1 Record number ('00' references the current record)
P2 See Table 81
L. field | Absent for encoding N = 0
Data field | Absent
L. field | Absent for encoding Ne = 0
Data field | Absent
SW1-SW2 | See Table 5 and Table 6 when relevant, e.g. '6287', '63CX' (see 11.3.2), '6581", '6700', '6981', '6982', '6986',
'6A81', '6A82', '6A83, '6A84", '6A85'
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Table 81 — Coding of P2 in the ERASE RECORD (S) command

b3

b2

b1

Meaning

Short EF identifier according to Table 69

Record number in P1

— Erase record P1

Al

oO|O|X

= O|X

— Erase all records from P1 up to the last

— Any other value is RFU.

11.3.9 Ag

The comi

not affect

If the EF

bytes '6981".

If an addr

For the &

Independ

Table 82 — ACTIVATE RECORD (s) command-response pair

TIVATE RECORD (S) commarnd

nand sets the record(s) referenced by P1 and P2 to the record LCS ACTIVATED. The command sha
the record pointer.

referenced by P2 does not support record life cycle, the command shall be aborted“with the statys

pssed record is already activated, the command shall return the status bytes<9000'.

ctivation of all records in the record LCS DEACTIVATED, the ACTIVATE EILE"command may be use
ent from the modification of an optionally present file LCS (see 7.4.10) all records will be activated.

o

CLA As defined in 5.4.1
INS '08'
P1 Record number ('00' references the current record)
P2 See Table 83
L. field | | Absent
Data field | Absent
L. field | | Absent

Data field | Absent

SW1-SW

P | See Table 5 and Table 6 when releyant; e.g. '6981', '6982', '6986', '6A82', '6A83'

Table 83 — Coding of P2-in ACTIVATE RECORD(S) or DEACTIVATE RECORD(s) commands

b8 | b7 [|b6 | b5 | b4 | b3 | b2-[\b1 Meaning

x| x || x| x| x ] - {z=7 — |Short EF identifier according to Table 69

- =-11-1-1- 4K} x| x JRecord number in P1

-1 == -1 =M 0 | O |- Activate or deactivate record P1

-1 - -1-42911 0 | 1 |- Activate or deactivate all records from P1 to the last
— Any other valu&'is'RFU.

11.3.10 DEACTIVATE RECORD (s) command

The command sets the record(s) referenced by P1 and P2 to the record LCS DEACTIVATED. The command
shall not affect the record pointer.

If the EF referenced by P2 does not support record life cycle, the command shall be aborted with the status
bytes '6981".

If an addressed record is already deactivated, the command shall return the status bytes '9000'.
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Table 84 — DEACTIVATE RECORD command-response pair

CLA As defined in 5.4.1

INS '06'
P1 Record number ('00' references the current record)
P2 See

Table 83

L. field |Absent

Data field | Absent

L, field [|Absent

ata field [ Absent

[ds)

W1-SW2 | See Table 5 and Table 6 when relevant, e.g. '6981', '6982', '6986', '6A82', '6A83'

11.3.11 COMPARE RECORD function

This function is supported by the COMPARE command (see 11.6.1).

11.4 Data object handling

11.4.1 General
In[this group of commands, SW1-SW2 set to '63CX' indicates a successful change of memory statel, but after
an internal retry routine; 'X' > '0' encodes the number of retries; X"~ '0' means that no counter is proyided.
11.4.1.1 Coding of P1-P2 for even INS codes
Table 85 — Coding of P1-P2 for handling data objects with even INS codes
Value of P1-P2 Meaning
000" Dump a file (see 12(4)
Retrieve a card:driginated query from a card or send a reply to the card (see 12.5)
'0001" to '00FE' BER-TLV tag (one’byte) in P2
'00FF' Special function (see Table 89, Table 91, Table 92 and Table 93)
'0100' to '01FF' Proprietary
'0200' RFU
'0201' to '02FE' SIMRLE-TLV tag in P2
'02FF' Special function (see 11.4.1.1)
"1F1F' to 'FFFF' BER-TLV tag (two bytes) in P1-P2
—t Invalid BER-TLV tags in.the range '01' to 'FE' and "1F1F' to 'FFFF' are RFU.
—t Any other value is\RFU.
fP1 is setto)00', then P2 from '01' to 'FE' shall be a BER-TLV tag on a single byte.
If [P17is 'set to '01', then P2 from '00' to 'FF' shall be an identifier for card internal tests and for groprietary

services meaningful within a given application.

If P1 is set to '02', then P2 from '01' to 'FE' shall be a SIMPLE-TLV tag. The value '0200' is RFU. The value

'02FF' is used either for obtaining all the common SIMPLE-TLV data objects readable in the cont
indicating that the command data field is encoded in SIMPLE-TLV.

If P1-P2 lies from "1F1F' to 'FFFF', then they shall only encode a valid BER-TLV tag on two bytes.

NOTE Many values in the range '"1F1F' to 'FFFF' are not valid BER-TLV tags (see Annex E).
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Coding of P1-P2 for odd INS codes

If bit b1 of INS is set to 1, then, except for the SELECT DATA command, P1-P2 not set to '0000' or 'FFFF' shall
identify a file:

If the first eleven bits of P1-P2 are set to 0 and if bits b5 to b1 of P2 are not all equal and if the card

and/or the file supports selection by short EF identifier, then bits b5 to b1 of P2 encode a short EF
identifier (a number from one to thirty). Otherwise, P1-P2 is a 2-byte file identifier.

P1-P2 set to '3FFF' identifies the current DF.

P1-P2 se
for identif:

P1-P2 se

another tgmplate (see arguments 1, 2 and 3 in Table 86).

11.41.3
If bit b1 o
contain th
object or

Irrespecti

appropriafe data field shall contain the DO(s).

11.4.1.4

When a template is extended by tagged wrappers (see 8.4.8), this extension is only valid for GET DATA a

GET NEXT|
template.

If the ten
relevant t

11.4.1.5

Any comr
the actua

— if apq
— ifthe

It can be
the conte

to '0000' identifies the current EF, unless the command data field provides a file reference DO'§
ing a file.

t to 'FFFF' identifies the current template, unless the command data field provides refefencing

Data fields
f INS is set to 0, if a DO is requested or provided within the current template; then the payload sh
b primitive BER-TLV data object, or the referred template in the case of a-Constructed DO.

e of bit b1 in INS, if a set of DOs is provided or if the content of an EF is requested, then t

Access to the extension of the current template
DATA commands. All other commands handling DOs by their tag only are limited to the ba
Automatic resolution of tagged wrappers (se€\8.4.8) shall not modify the current template.

plate contains one or several wrapper(s), 8.4.8 describes how to recover DOs expected to
b the template.

Execution or rejection conditions

nand of this group shall be aborted if the parameters which select a DO to be accessed do not mat
structures within the card, e.g.:

lied to a structure-(DF or EF) not supporting data objects.

parameters do-not match the actual data object structure

berformed only if the security status satisfies the security conditions defined by the application with
t for the function.

e value field of the data object, i.e., either the referred data element indhe-case of a SIMPLE-TLV data

Al

ne

nd

o
@

pe

\v
>

in

11.4.2 SECECTDATA commmand

11.4.21

General

Provided that it does not modify the LCS of a DO, the SELECT DATA is always granted.

The functions of this command are

— to set a unique selected DO, i.e. the target of the command, as current DO;

— to set a current template as the value field of the selected DO if this DO is constructed;

82

© ISO/IEC 2013 — All rights reserved


https://standardsiso.com/api/?name=2dc83fe2c24d31131afb6dc1e7c86965

ISO/IEC 7816-4:2013(E)

— to set reference data to be compared e.g. with comparison data by a subsequent COMPARE command
(see 11.6.1);

— to modify the VA (see 7.2.1) if the DO to be selected does not belong to the current VA of a current
template. If the command transmits

— an application identifier DO'4F', and no file reference DO'51', it selects an application DF (see 7.2.2
rule d)).

— no DO'4F', but a DO'51', it selects a file (see 7.2.2 rule €) or f)).

— aDO'4F" and a DO'51', it selects an application DF, (see 7.2.2 rule d)), and a file (see 7.2.2 rule €) or
)

— arecord number (see argument 3 in Table 86) it modifies curRecord (see 7.2.2 rule g)

— an offset (see argument 3 in Table 86), it modifies curDataString (see 7.2.2 rule h)

Table 86 — Value of the general reference DO'60' (General reference-template)

Arg. Nested DOs Comment
1 application identifier DO'4F' Optional
Optional, even number of bytes. Valid if the path matchgs the file
2 file reference DO'51' (see Table 7) structure of the current applfication, or of the application referenced
by a DO'4F".
Record number DO'02' Optional. References-a record or a virtual DO'7F70' the|value of
3 Choice followed by Length DO'02' which is a record in an EF
between Offset DO'54' followed by Optional. References a DataString or a virtual DO'7F70' the value
Leng_;th DO'02' ofwhich is a DataString in a transparent EF.
tag list DO'5C’ Nests one tagiepr;epslstr: in the current
- Al t 4 datory i
extended header DO'4D' or | The walue of the extended header starts B%Jr:a?greﬁcri?\ir.]A%glriésm
. Choice 5F?1 (slee ?.4.5hfqr the with a tag p[eser;ttln the current to the current témplate or
between rationale of a choice) emplate to the transient current
masked tag DO'5F8400" References a DO by partial tag. template set|by the
evious argliments
filter DO'7E74¢ References a constructed DO by its previous argy
content
arbitrary number of masked tag DO'5F8400
and/or filter DO'7F71" in any\order; the result | DO'5F8400' references a DO by partial Optional if the DO
% ... Jof applying a mask or filter)to a set of DO is a | tag; DO'7F71' references a constructed |referenced by afgument 4
subset; the result of applying all masks and all DO by its content. is construgted.
filters is the intersecCtion of all of those subsets

Table 87 — SELECT DATA command-response pair

CLA As defined in 5.4.1

INS A5’
<'FO' | Occurrence number of an instance.

P1 'FO' | Select the parent of the DO referenced by curConstructedDO
>'FQ' [RFU

P2 See Table 88
L. field | Absent for encoding N; = 0, present for encoding N; > 0
May be empty if P1="F0'. In other cases at least argument 4 of a general reference DO'60' (see Table 86).
Data field | Other arguments are optional.
All arguments shall be in the same order as in the general reference template.
Le field | Absent for encoding Ne = 0, present for encoding Ne > 0 if response data are required by P2 (see Table 88)

Data field [ Absent or information according to P2.
SW1-SW2 See Table 5 and Table 6 when relevant, e.g., '6202' to '6280', '6281', '6700', '6981', '6982', '6985', '6A81',
'6A88' (DOs not found, i.e., referenced data not found)
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Table 88 — Coding of P2 in SELECT DATA command

o
©o
(=2
~
o
(=]
o
a
o
D
o
w
o
N

b1 Meaning

File or DO occurrence in the current template

— First or only occurrence of a DO after skipping P1 occurrences
— Last occurrence of a DO after skipping P1 occurrences

— Next occurrence of a DO after skipping P1 occurrences

— Previous occurrence of a DO after skipping P1 occurrences
Response data field requirements (see 7.4.2 and Table 8)

X
1 - | - ] Return the data control information (DO'62')

0 = - 1 Return the tag list of the current template (DOQ'SCY (DIR function)
0

0

1
1
1
el el k=l (=1 k.
O~ |O|X

- | - I Return the tag list of the current template (DO'5C") (VIEW function)
Return the tag list of the current template (DO'5C') (DIR function)
followed by the tag list of the current template (DO'5C') (viEw function)

O |O|o|o|o |o|o|o|jo|o
O ([O|0|o|o |[o|o|o|o|o
O |Oo|p|o|o |o|lo|lo|jo|o

1

1

1

el el | =1 (=2
= (O |O]|X

— Any oth¢r value is RFU.

Except when P1 is set to 'F0', processing this command involves a sequence of searches for a match wittin
transient current templates. The search for the last match will take place:

— in the last transient current constructed DO (highest generation) defined by the arguments, when the Igst
tag references either a primitive DO, or a constructed DO with the options “first" or "last". If a matchl|is
found, the selected DO is a child of the last transient constructed DO;

— in thg parent DO of the last transient current constructed DO (highest\but one generation), when the Igst
tag references a constructed DO with the options "next" or "previols”. If a match is found, the select¢d
DO i$ a sibling of the last transient constructed DO;

In the foJlowing examples, "transient current template" denotes the value field of the transient currgnt
constructed DO in which the last match will take place:

P1-P2='00p0" selects the first occurrence of a DO within the transient current template.
P1-P2="01p0' selects the second occurrence of a DO within,the transient current template.
P1-P2="01P1' selects the penultimate occurrence of a DOwithin the transient current template.
P1-P2="00pP1' selects the last occurrence of a DO within the transient current template.
P1-P2='01p2" selects either the second next occurrence of a primitive DO within the transient current template or the
second nekt sibling of the current constructed DO:

A failed SELECT DATA C-RP (SW1>'62","see Table 6) does not modify the current VA.

11.4.2.2 | Basic target definition
Basic target definition usé€syarguments 1, 2 and 4. If the target, i.e. the DO to be selected:

— is not containedhin the current application, the data field shall include an application identifier DO'4F',

— is nof contained in the current file after possible transient application selection, the data field shall inclugle
a file[reference DO'51' when file referencing applies in the application.

The tag of the target shall be:

— either encapsulated in a tag list DO'5C'

— or defined by an extender header list DO'4D' or '5F61' (see 8.4.5 for the reasons for a choice)

— or defined by a masked tag DO'5F8400

— or defined by the content of a constructed DO by a filter DO'7F71'

Conditional argument 3 references a virtual DO'7F70' the value of which is either a record in an EF structured

in records, or a DataString in a transparent EF. The transient current DO'7F70' shall become the current
constructed DO if the mandatory argument does not reference a constructed DO.
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11.4.2.3 Referencing by masked tag DO and filter DO

:2013(E)

If the command references one constructed DO, setting a current template, a conditional argument 5, masked
tag DO'5F8400' or filter DO'7F71' may be present.

If the masked tag DO'S5F8400' is present, the command should return a tag list DO'SC' nesting the
concatenation of all tags of the template matching the masked tag. A masked tag nests two data elements of
the same length, i.e. <mask value> followed by <target tag>. A match with tag <matching tag> happens when:

<mask value> AND <matching tag> = <mask value> AND <target tag>

=

D

1—

of

A
In

in
te)

1—

When required by bit b4 set to 1 in P2, the command should'return a tag list DO'5C' nesting the conc

the filter DO'7F71" is present, the command shall succeed if and only if the value of the filter DO7.F

either a constructed DO belonging to the transient current template; this DO becomes curréent

or a sub-tree (see 8.2.3) of a constructed DO belonging to the transient current template
becomes current.

.4.2.4 GET DATA CONTROL PARAMETERS function

Ds may be present under a tag reserved for the tag allocation authafity (see 8.3.4).

.4.2.5 DIR function

all tags of the current template (possibly including a témplate extension) set by the command.

h actual tag list DO may either be present in the-template, or dynamically generated by the impler
both cases,

DO.
if several instances of the same'DO are present, the tag shall be repeated.
if present, wrapper DOs shall'always appear.
the implementation resolves the indirections, the local tags of the DOs defined in the wrappers m

the tag list (which displays the extended template). If not, they shall not (the tag list displays
mplate).

4.2.6 VvIEWfunction

cgncatenation of tags as in the DIR function, but, according to its needs, an application may exclud
ofle:g,:

hen required by bit b5 set to 1 in P2, the command should return a tag list DO'5C' nesting

71" is:

this DO

V\]hen required by bit b3 set to 1 in P2, the response payload is a DQ'62' (see Table 10) relevant to the
(transiently or finally) current DO, after possible modification of the dataLCS. If DO'62' is not ava

lable, CP

atenation

hentation.

The tags shall be present irrespective of the security attributes or value of data LCS of the corrgsponding

py appear
the base

the same
e the tags

— DOs not readable under the current security status ;

— DOs not in activated state ;

— tagged wrappers when automatic resolving of those is granted (see 8.4.8 and 11.4.2.6).
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11.4.2.7 File-related functions

When argument 4 is absent in the command data field, and argument 3 is present, a successful SELECT DATA
command shall

— set curRecord in case argument 3 contains a record number, or
— set the DataString referenced by argument 3 as curDataString in case argument 3 contains an offset DO.

When arguments 3 and 4 are absent in the command data field, arguments 1 and 2 support the selection of
an application, of a file in the current application, or file within a given application.

11.4.3 GHT DATA/GET NEXT DATA commands - even INS code

Table 89 — GET DATA/GET NEXT DATA command-response pair (even INS codes)

CLA As defined in 5.4.1
'CA' GET DATA
INS T
CC GET NEXT DATA
P1-P2 | | See Table 85, if the special value '00FF' is used the command obtains all DOs\froam the current template

L. field | | Absent for encoding N; = 0
Data field |[Absent

L. field Present for encoding Ne > 0,

Data field |0, 1 or more data bytes according to P1-P2.

See Table 5 and Table 6 when relevant, e.g., '6202' to '6280', '6281', '6700', '6981', '6982', '6985', '6A81’,
'6A88' (data objects not found, i.e., referenced data not found)

SW1-SwWp

11.4.3.1 | General

The main|function of those commands with even,INS code is the retrieval of the value field of a DO belonging
to the curfent template. It may be the content of'an EF supporting DOs.

If there afe several occurrences of astag in the current template, this clause does not define which DO |is
returned by a successful GET DATA because that depends on the definition or the nature or the content of the
DO. GET NEXT DATA has a precise behaviour (see 11.4.3.4).

A requiredd DO or data elemént-shall be absent from the response when the security status does not match |[ts
security afttributes.

11.4.3.2 | seLECT function

After a successful’ GET DATA command of a constructed DO, this DO becomes the current constructed DO.

A succes L o T NEVYT DATA commandcochallimmnact naithar tha otierant MO) oA tho A et
rToT-ot T NEX T DATA- COMTHa S hpatt et e Corrento oo me-Correrterhprate:

11.4.3.3 GET DATA CONTROL PARAMETERS function
When the argument of an even INS GET DATA/GET NEXT DATA is the CP template tag '62', the response payload

is a concatenation of CP DOs (see Table 10) attached to the DOs in the same template. If DO'62' is not
available, CP DOs may be present under a tag reserved for the tag allocation authority (see 8.4.4).
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11.4.3.4 Specific functions of GET NEXT DATA and pointer handling

When there are several occurrences of the same tag in the template, successive GET NEXT DATA commands
shall return their values sequentially. The order in which the values are recovered shall be the same as the
order of those tags recovered by a DIR or VIEW function (see 11.4.2.5 or 11.4.2.6).

Contrary to GET DATA, a successful GET NEXT DATA command shall not impact the VA. The handling of multiple
instances implies that

— atemplate is seen as an ordered list of DOs at the interface between a card and an interface device. The
ferm "ordered Tist” implies that this Tist has a first and a last element. Each [ist element, except the last,
has a next element. Each list element, except the first, has a previous element.

—t a pointer is attached to a logical channel. The default value of this pointer is to be unset. The|pointer is
set by a GET NEXT DATA, PUT DATA, PUT NEXT DATA or UPDATE DATA command (see’11.4.6, 1(1.4.7 and
11.4.8). This pointer shall be unset if any command different from GET NEXT DATA Or PUT NEXT DATA is
transmitted on the same logical channel. The transmission of a command on a’logical channel ghould not
impact the pointer on another logical channel.

When a sequence of DOs supports cyclic management, a GET DATA or GET NEXT DATA command shall recover
first the most recent instance. A further GET NEXT DATA shall recover the rémaining most recent instarce, etc...

When all data elements or DOs have been transmitted by the card in-successive GET NEXT DATA responses, a
further GET NEXT DATA shall be rejected by SW1-SW2 = '6A88'.

11.4.4 GET DATA/GET NEXT DATA command - odd INS codes

11.4.4.1 General

The main function of those commands with odddNS code is the retrieval of the value field of one ¢r several
DPs according to the arguments of the command. The target selection is very close to the SELECT DATA
sglection, except that:

—t the command may return several DOs, whereas a SELECT DATA selects a single DO.
—t Argument 2 of the SELECT<PATA may be replaced by a file identifier in P1-P2, functionally equivialent to a

file reference DO containing one file identifier. If this option is used, the command data field| shall not
feature argument 1 (DO4F").

V\’»Lr;en a GET DATA/GET_NEXT DATA requires one (or several) constructed DO(s), all DOs nested withih shall be
priesent in the response, except:

1) whenrno DO with the required tag is available in the template,

2) «~when the security status does not match its security attributes,

3) __if not explicitly required when the argument of the command is an extended header list

A GET DATA/GET NEXT DATA command may not be rejected if one or several required DOs are unavailable for
one of those reasons. It shall be rejected only if no DO is available.

If there are several occurrences of a tag in the current template, this clause does not define which DO is

returned by a successful GET DATA because that depends on the definition or the nature or the content of the
DO. GET NEXT DATA has a precise behaviour (see 11.4.3.4).
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Table 90 — GET DATA/GET NEXT DATA command-response pair (odd INS codes)

CLA As defined in 5.4.1
'CB' GET DATA
INS 'CD’ GET NEXT DATA
'0000' Current file, except if the data field references a file.
P1-P2 'FFFF' Current template or transient current template possibly set by the data field
other File identifier or short EF identifier (see 11.4.1.2)
values The data field contains neither an application identifier DO'4F' nor a file reference DO'51".
L. field | Present for encoding N¢ > 0
Data field [Identical to data field of SELECT DATA, (see Table 86 and Table 87) except that it may reference several DOs
Le field | | Present for encoding Ne > 0
Data field |0, 1 or more data bytes
SWA1-SWP See Table 5 and Table 6 when relevant, e.g., '6202' to '6280', '6281', '6700', '6981', '6982', '6985), '6A81',
[ ['6A88' (data objects not found, i.e., referenced data not found)

11.4.4.2 | Mandatory argument

The commnand data field shall end with either a tag list DO'5C' (see 8.4.3) or an extended header list DO'4D'

or DO'5F$1' (see 8.4.5), a masked DO'5F8400' or a filter DO'7F71' (see 11.4.2.3);

— In the tag list case, the response data field shall be the concatenation ofthe DOs referenced in the tag l|st,
in th¢ same order. The order may be different from the order of the.DOs in the template. When sevefal
DOs |within the template have the same tag, all those DOs shallcbereturned. One or more DOs may be
absept for security status reasons. An empty tag list requires all.the available DOs.

— In th¢ extended header list case, the response data field shall be the concatenation of the DOs derivgd
from fthe extended header list according to 8.4.6 and 8.4,

— In the masked tag case or in the filter case, the response data field shall be the concatenation of the
matching DOs.

11.4.4.3 | seLECT function

If a GET DATA command with P1-P2 not equal 1o 'FFFF' references a file, the side effect of its success shall pe

to set thid file as current and the current template as value field of the root DO'7F70'.

A succespful GET DATA with a syntax-not defined in the 2" edition of this document shall not impact the VA,

i.e.:

— P1-Pp set to 'FFFF'

— Argument 1 and/or’argument 3 present,

— Argument 4 different from DO'4D' or DO'5C'.

11.4.4.4 | DIR.and VIEW functions

The DIR/VIEW function is supported by an odd INS GET DATA/GET NEXT DATA when its argument is:

— '5C 01 5C' (tag '5C' nested in a tag list DO); the response payload should be a tag list DO'5C' nesting the
response payload defined in 11.4.2.5 or 11.4.2.6.

— '5C 01 5D’ (tag'dD' nested in a tag list DO) the response payload should be a header list DO'5D' nesting
the response payload defined in 11.4.2.5 or 11.4.2.6.

The choice between the DIR and VIEW function is out of scope of this document.
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11.4.4.5 GET DATA CONTROL PARAMETERS function

When the argument of an odd INS GET DATA is '5C 01 62' (tag '62' (CP template tag) nested in a tag list DO),
the response payload should be a DO'62'.

11.4.4.6 Specific functions of GET NEXT DATA (INS ='CD’)

The properties of GET NEXT DATA (INS='CD') with respect to GET DATA (INS='CB') are identical to those of GET
NEXT DATA (INS='CC'" ) with respect to GET DATA (INS='CA', see 11.4.3.4), except that the C-RPs with odd INS
codes return DOs, the C-RPs with even INS codes return data elements (values of DOs).

1—

.4.5 General properties of PUT/PUT NEXT/UPDATE DATA commands

Those commands initiate the modification of the current template contents, by transmitting one

D

NH

11

PU
w

D

D(s), possibly constructed. PUT/PUT NEXT/UPDATE DATA with bit b1 of INS:

set to 0 shall only operate in the current template.

not equal to 'FFFF', before the actual handling of the DO(s). The transient current template sha
the current template if the command succeeds.

stance shall be affected by an UPDATE DATA or PUT DATA C-RP.

TA C-RP.

Whereas PUT DATA and UPDATE DATA commands may~include several DOs in the command data fi

EXT DATA command shall feature one and only oae DO in the command data field.

.4.6 PUT DATA command

th the 2" edition of this document;’the definition or the nature or the content of the DOs shall i
pact on the template content, IfINS is set to 'DB' and P1-P2 is set to 'FFFF', the following rules ap

replace an existing DO©°by a new one.

template. Thissmay result in a duplication of instances within the template.

When the L. field is absent, the even INS PUT DATA command shall add an empty DO or replace 3

D by an ‘empty DO of the same tag as indicated by P1-P2.

Table 91 — PUT DATA command-response pair

br several

set to 1 sets the transient template as the value of the virtual root DO'7E7@’y selected according to P1-P2

| become

the pointer is set by a successful GET NEXT DATA or PUT NEXT,DATA C-RP (see 11.4.3.4) it defines which

the pointer is unset (see 11.4.3.4) curDO (see 7.2.1) defines which DO is affected by an UPDATE DATA or PUT

pld, a PUT

T DATA may have the behaviour and-codings defined for UPDATE DATA (resp PUT NEXT DATA). Cgnsistently

hduce the
Dly:

If PUT NEXT DATA is supported, a PUT DATA of a DO the tag of which already exists in the template shall

If UPDATE DATA-is~supported, a PUT DATA shall ensure that the whole transmitted DO is added to the

h existing

CLA As detined In 9.4.71

INS ‘DA’ or 'DB'

INS = DA’ See Table 85, if the special value '00FF' is used the command data field contains a
P1-P2 concatenation of DOs to be added to or replaced in the current template

INS ='DB' | File identifier or short EF identifier (see 11.4.1.2)

L. field | Present for encoding N¢ > 0, absent for encoding N¢ = 0

Data field

INS ='DA' Data bytes according to P1-P2, or absent to delete the value of a DO.

INS = 'DB' Concatenation of DOs

L. field | Absent for encoding Ne = 0

Data field | Absent

SW1-SW2

'6A84', '6A85'

See Table 5 and Table 6 when relevant, e.g., '63CX (see 11.4.1), '6581', '6700', '6981', '6982, '6985', '6A80', '6A81',
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11.4.7 PUT NEXT DATA command

The command initiates the addition of one DO within the current template. If a DO with the same tag as a DO
to be inserted already exists in the template, it shall add this new instance of the DO within the template. If the
number of instances has not reached its maximum value, PUT NEXT DATA shall add the transmitted DO to the
current template, and set the pointer on the DO which has been put. The outcome of this command depends
on the structure of the DO as given by the data descriptor byte (see Table 13). If the structure is of type

"no information given" and the number of instances has reached its maximum value, PUT NEXT DATA shall
be rejected with SW1-SW2='6A84". Otherwise the new DO is inserted at an arbitrary position in the

ordefed Tist of DO.

"linegr management" and the number of instances has reached its maximum value, PUT NEXT DATA ‘'sh
be rejected with SW1-SW2="6A84". Otherwise if the pointer is

nset, then the new DO shall be appended after the last element of the list.

et, then the new DO shall be inserted such that it becomes the previous list element with respect
he pointed DO.

Al

to

— "cyclic management” and the pointer is
— Uinset, then the new DO shall become the first element of the list.
— sget, then the new DO shall be inserted such that it becomes the nextiist element with respect to the
pointed DO.
Furthermore, if the structure is of type "cyclic management" and after(inserting the new DO into the orderg¢d
list the nymber of instances is greater than the maximum value thenthe DO nearest to the end of the orderé¢d
list having the same tag as the inserted one shall be deleted.
NOTE 1 | The rules for insertion of a new DO are such that_with linear and cyclic management a new DO can pe
inserted atlany position in the ordered list.
NOTE 2 |If the pointer is unset then the cyclic management behaves as the APPEND RECORD for EFs with cyclic structure.
NOTE 3 | If the structure is of cyclic management.and the pointer points to the last element and the number of instances
has reachgd its maximum value then the rules inmiply'that inserting a new DO has no effect to the ordered list.
NOTE 4 | If the instances are explicitlysnumbered, the handling of the instance number (see Table 10) has to pe
dynamic.
NOTE 5 | This version of the standard does not define how the maximum number of instances could be seen at the
card's intefface.
If severa| DOs are tranmsmitted, the command shall be aborted (SW1-SW2 = '6A80'), without changing
anything in the currenttemplate.
Table 92 — PUT NEXT DATA command-response pair
CLA As'defined in 5.4.1
INS ‘N8 or'DQ
INS = 'D8' See Table 85, if the special value '00FF' is used the command data field contains a DO to be
P1-P2 added to the current template
INS ='D9' File identifier or short EF identifier (see 11.4.1.2)
L field Present for encoding N; > 0
) INS ='D8' Data bytes according to P1-P2
Datafield '\Ns="bg" [One DO
L. field | Absent for encoding Ne = 0
Data field | Absent
See Table 5 and Table 6 when relevant, e.g., '63CX' (see 11.4.1),'6581', '6700', '6981', '6982', '6985, '6A80', '6A81',
SW1-SW2 |, v :
6A84', '6A85
90 © ISO/IEC 2013 — All rights reserved
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11.4.8 UPDATE DATA command

Table 93 — UPDATE DATA command-response pair

CLA As defined in 5.4.1

INS 'DE' or 'DF

INS = 'DE' See Table 85, if the special value '00FF' is used the command data field contains a
P1-P2 concatenation of DOs to be processed within the current template

INS ='DF' | File identifier or short EF identifier (see 11.4.1.2)

L. field Present for encoding N > 0, absent for encoding N¢ = 0 (see below)

—=—TDatabytesaecordingtoRPHR2
Pata field INS ="DE or absent to delete the value of a DO

INS ='DF' | One DO (possibly constructed)

Le field [ Absent for encoding Ne = 0

Data field | Absent

EW1-SW2 See Table 5 and Table 6 when relevant, e.g., '63CX (see 11.4.1),'6581', '6700', '6981', '6982", '6985', '6A80’,
i '6A81', '6A84', '6A85'

a

c
u
su
m

m

N

1—

For each DO indicated in the data field, the command shall perform:

To update a constructed DO (see F.3), all templates present in the transmitted DO shall be g
ccessively, starting with the Jowest generation number. The DOs already present in the templatg shall be

This function/is supported by the COMPARE command (see 11.6.1).

1) one of them is the current DO, it shall be updated.

is updated.

Updating a non-empty DO with an empty DO replaces the existing DO by an empty one.
or the creation of a DO, within the current template, if no DO with the same tag already exists.

pdating a primitive DO replaces the existing DO by the transmitted DO.

pdified, and the DOs not présent in the template shall be created in the template. If one or several
pdified are constructed, the)procedure shall be repeated at the next generation, and so on.

4.9 COMPARE.DATA function

-5—Basicsecurity handting

11.5.1 General

either the modification of a DO, within the current template. If several-instances of a DO exist, arjd:

DTE This updates’DOs within a constructed DO without the need to retransmit the whole constructed DQ.

2) if the current DO is not one of the instances, this document does not define which instance jof the DO

or the deletion of a DQO's value field, with the same conditions as above when several instances exist.

rocessed

DOs to be

The security-related procedures, supported by the commands described in this clause, often involve an
ordered sequence including those commands, and commands described in ISO/IEC 7816-8. The use of
security attribute extensions (see 9.3.6.2) supports the description of such sequences at the interface.

The commands of this group reserve P1-P2 for referencing an algorithm and some related reference data (e.g.

a

©

key). If there is a current key and a current algorithm, then the command may implicitly use them.
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P1— Unless otherwise specified, P1 references the algorithm to use: either a cryptographic algorithm or a
biometric algorithm (see ISO/IEC 7816-11). P1 set to '00' means that no information is given, i.e. either the
reference is known before issuing the command, or the command data field provides it.

P2 — Unless otherwise specified, P2 qualifies reference data according to Table 94. P2 set to '00' means that

no information is given, i.e. either the qualifier is known before issuing the command, or the command data
field provides it. The qualifier may be for example a password number or a key number or a short EF identifier.

Table 94 — Coding of the reference data qualifier in P2

b8 | b7 |[b6 ] b5 [ b4 | b3 | b2 | b1 Meaning
OJOfOJO|[O] O] O/ O JNoinformationgiven

or-f-1-1-1- - | - IGlobal reference data (e.g. MF specific password or key)

1 --1-1-1- - | - ] Specific reference data (e.g. DF specific password or key)

- P xlfx] - - - - - ] 00 (any other value is RFU)

- - - x | x | x | x | x JQualifier, i.e. number of the reference data or number of the sécret

NOTE A MANAGE SECURITY ENVIRONMENT command may set an algorithm reference and/or a,multi-byte reference dgta
qualifier (sge Table 51).

In this grpup of commands, SW1-SW2 set to '6300' or '63CX' indicates that the’verification failed, 'X' >=|0'
encodes {he number of further allowed retries. SW1-SW2 set to '6A88' means-reference data not found”.

11.5.2 INJTERNAL AUTHENTICATE command
The command initiates the computation of authentication data by\the card using the challenge data sent by
the interfgce device and a relevant secret (e.g. a key) stored in the card.

— If thelrelevant secret is attached to the MF, then the command may be used to authenticate the card ag a
whole.

— If thelrelevant secret is attached to another DF, then the command may be used to authenticate that DF

Any sucdessful authentication may be subject to completion of prior commands (e.g. VERIFY, SELECT) for
selectiong (e.g. the relevant secret).

4
(2]

The card [may record the number of times the command is issued, in order to limit the number of further us
of the relgvant secret or the algorithm,

NOTE The response data field may include data useful for further security functions (e.g. random number).

Table 95 — INTERNAL AUTHENTICATE command-response pair

CLA As definedin'5.4.1
INS '88'
P1-P2 | | See.14.5.1 and Table 94
L field | | Present for encoding N; > 0
Data fielq [Authentication-related data (e.g. challenge)
L. field [Present for encoding N, > 0

Data field [ Authentication-related data (e.g. response to a challenge)
SW1-SW2 See Table 5 and Table 6 when relevant, e.g. '6300' (see 11.5.1), '63CX' (see 11.5.1), '6581', '6700', '6982',
'6983', '6984', '6A81', '6A82', '6A86', '6A88' (see 11.5.1)

11.5.3 GET CHALLENGE command

The command requires the issuing of a challenge (e.g. a random number for a cryptographic authentication or
a sentence to prompt for a biometric authentication using voiceprints) for use in a security-related procedure
(e.g. EXTERNAL AUTHENTICATE command). The challenge is valid at least for the next command; this clause
specifies no further condition.
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Table 96 — GET CHALLENGE command-response pair

CLA As defined in 5.4.1
INS '84'
P1 See 11.5.1
P2 '00' (any other value is RFU)
L;field | Absent for encoding N = 0
Data field | Absent
L field Present for encoding Ne > 0
Data field [ Challenge
JWH=SW2SeeTabte 5amd Tabte 6 whemntetevant, ©.g. 6700 6A88(see 115 1)
11.5.4 EXTERNAL AUTHENTICATE command
The functions of this command can be performed only if the security status satisfies the&ecurity attfibutes for
thjs operation.
The command conditionally updates the security status using the result (yes or,no) of the computation by the
card based on a challenge previously issued by the card (e.g. by a GET CHALLENGE command), a key possibly
sgcret stored in the card and authentication data transmitted by the interface device.
Any successful authentication requires the use of the last challenge-ebtained from the card. The |card may
relcord unsuccessful authentications (e.g. to limit the number of further uses of the reference data).
The absence of command data field may be used either to, retrieve the number 'X' of further allowed retries
(§W1-SW2 set to '63CX'"), or to check whether the verification'is required or not (SW1-SW2 set to '9400").
MUTUAL AUTHENTICATE function — The MUTUAL AUTHENTICATE function uses the same functionglities as
EXTERNAL and INTERNAL AUTHENTICATE commands. [t iS based upon a previous GET CHALLENGE cominand and
a key, possibly secret, stored in the card. The card and the interface device share authentication-related data,
including two challenges: one issued by the card, another one issued by the interface device.
NOTE The command may be used for implementing authentication as specified in parts 2 and 3 of ISO/IEG 9798 1'%,
Table 97 — EXTERNAL AUTHENTICATE command-response pair
CLA As defined in 5.4.1
INS '82'
P1-P2 See 11.5.1 and Table 94
L. field | Absent for encoding N; = 0, present for encoding N > 0
Data field | Absent orauthentication-related data (e.g. response to a challenge)
L. field | Absentforencoding Ne = 0
Data field | Absént
dwi1-sw2 See Table 5 and Table 6 when relevant, e.g. '6300' (see 11.5.1), '63CX’ (see 11.5.1), '6581', '6700}, '6982',
N '6983', '6984', '6A81', '6A82', '6A86', '6A88' (see 11.5.1)
Table 98 — Command-response pair for MUTUAL AUTHENTICATE function
CLA As defined in 5.4.1
INS '82'
P1-P2 | See 11.5.1 and Table 94
L. field | Present for encoding N > 0
Data field | Authentication-related data
L. field | Present for encoding Ne > 0
Data field | Authentication-related data
SW1-SW2 See Table 5 and Table 6 when relevant, e.g. '6300' (see 11.5.1), '63CX’ (see 11.5.1), '6581', '6700', '6982',
'6983', '6984', '6A81', '6A82', '6A86', '6A88' (see 11.5.1)
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11.5.5 GENERAL AUTHENTICATE command

The command refines the EXTERNAL, INTERNAL and MUTUAL AUTHENTICATE functions; namely, either an entity in
the outside world authenticates an entity in the card (INTERNAL AUTHENTICATE function), or an entity in the card
authenticates an entity in the outside world (EXTERNAL AUTHENTICATE function), or both (MUTUAL AUTHENTICATE
function).

While appropriate for authentication mechanisms involving challenge-response pairs, the EXTERNAL and
INTERNAL AUTHENTICATE commands preclude authentication mechanisms involving witness-challenge-
response triples (see ISO/IEC 9798"%) and more generally multi-step authentication protocols. Those require

ty
status safisfies the security attributes for this operation. Any successful authentication may be. subject [to
completign of prior commands (e.g. VERIFY, SELECT) or selections (e.g. the relevant secret). The-result (yes lor
no) of a dontrol performed by the card may conditionally update the security status. The card"may record the
number of times the function is issued, in order to limit the number of further uses of the relevant secret or the
algorithm| The card may record unsuccessful authentications, e.g. to limit the number ©f, further uses of the
reference|data.

Table 99 — GENERAL AUTHENTICATE command-response_pair

CLA As defined in 5.4.1
INS '86' or '87'

P1-P2 See 11.5.1 and Table 94
L. field Present for encoding N > 0
Data field | Authentication-related data
L. field | | Absent for encoding Ne = 0, present for encoding Ne > 0

Absent (either due to the absence of L. field, e.g. the\last command of an EXTERNAL AUTHENTICATE function,
or if the process is aborted), or authentication-related data
See Table 5 and Table 6 when relevant, e.g. '6300' (see 11.5.1), '63CX' (see 11.5.1), '6581', '6700', '6982',

Data fielq

SW1-SW2 | 5083 '6984' '6AB1", '6A82", '6ABE', '6ABS' (see 11.5.1)
Table 100 — Dynamic authentication DOs for witness-challenge-response triples
Tag Value
'7C' Set of dynamic authentication)DOs with the following tags

'80' [ | Witness (e.g. one or more_positive numbers less than the public modulus in use)

'81'| | Challenge (e.g. one of mdre numbers, possibly 0 less than the public exponent in use)

'82' | | Response (e.g. one-6b more positive numbers less than the public modulus in use)

'83'| | Committed challenge (e.g. the hash-code of a large random number including one or more challenges)
'84' | | Authenticationrcode (e.g. the hash-code of one or more data fields and a witness DO)

'85' | | An ephemeral public key for key agreement technique.

'86' | | Enciphered data

'06'| | OID (see‘text below)

'A0'| | Identification data template

— Under tgg(Z€', ISO/IEC JTC 1/SC 17 reserves any other DO of the context-specific class, if no OID specifies the context otherwise.

When present, each data field shall contain an interindustry template referenced by tag '7C'".
The default context of the GENERAL AUTHENTICATE command(s) regarding the cryptographic protocol in use is
reserved for witness-challenge-response triples (see C.1). In this case in the dynamic authentication template,
the context-specific class is reserved for dynamic authentication DOs as listed in Table 100.

In this case respective context specific DOs shall be sent in the C-RPs, embedded in a template with Tag '7C'
(see Table 100).

94 © ISO/IEC 2013 — All rights reserved


https://standardsiso.com/api/?name=2dc83fe2c24d31131afb6dc1e7c86965

ISO/IEC 7816-4:2013(E)

If the GENERAL AUTHENTICATE COMMAND(S) are used for a multi-step authentication protocol (see C.2), the
respective protocol OID or algorithm reference being associated with an OID shall be included in a preceded
MANAGE SECURITY ENVIRONMENT command (see 11.5.11) in the CRT AT for Authentication and/or shall be
contained in the template with Tag '7C' indicating the protocol specific interpretation of the additionally
embedded context specific DOs sent in the C-RPs.

For the default context, the following rules apply within the interindustry template for dynamic authentication.
— Ifa DO is empty in a template, then it shall be complete in the template in the next data field.

— In the first command data field, the template indicates the dynamic authentication function as follows.

— A witness request, e.g. an empty witness, denotes an INTERNAL AUTHENTICATE function.
— A challenge request, e.g. an empty challenge, denotes an EXTERNAL AUTHENTICATE funetion.

— The absence of empty DO denotes a MUTUAL AUTHENTICATE function. Then unless'the card gborts the
process, the template in the response data field shall contain the same DO s.as the template in the
command data field. The MUTUAL AUTHENTICATE function allows two entities\to)agree on a sgssion key
using a pair of “exponential” data elements referenced by tag '85' (see /key*agreement techniques in
ISO/IEC 11770-30'7),

The dynamic authentication may protect data fields exchanged during-a-session. Both entities maintain a
cyrrent hash-code, updated by including one command or response data-field at a time. The DO'84' conveys
an authentication code resulting from updating the current code by¢including a witness DO'80'. The verifier
syccessively reconstructs a witness and an authentication code: if\the reconstructed witness is not Ojand if the
two codes are identical, then the authentication is successful.

For the default context, C.1 illustrates GENERAL AUTHENTICATE C-RPs for implementing INTERNAL, [EXTERNAL
amnd MUTUAL AUTHENTICATE functions, with extensions to data field authentication and key agreement.

11.5.6 VERIFY command

Table 101 —<VERIFY command-response pair

CLA As defined in 5.4.1
INS '20' or 21"
'00' Normal operation
P1 'FF' set verification status to “not verified”, see last paragraph of this clause
any other value |RRU
P2 See Table 94
L. field | Absent for encoding N = 0, present for encoding N; > 0
Data field INS ='20" Ver?ﬁcat!on data or absent _ .
INS ="24" Verification data DO, and, conditionally, extended header list
L. field | Absent for encoding Ne = 0

[Data field | Absent

WA1-SW2 See Table 5 and Table 6 when relevant, e.g. '6286', '6300' (see 11.5.1), '63CX' (see 11.5.1), '6581], '6700',
'6982', '6983', '6984', '6A81', '6A82', '6A86', '6A88' (see 11.5.1)

[ds)

The command initiates the comparison in the card of stored reference data with verification data sent from the
interface device (e.g. password) or from a sensor on the card (e.g. fingerprint). The security status may be
modified as a result of a comparison. The card may record unsuccessful comparisons (e.g. to limit the number
of further uses of the reference data).

If INS = '20', the command data field is normally present for conveying verification data. The absence of
command data field is used to check whether the verification is required (SW1-SW2 = '63CX' where X'
encodes the number of further allowed retries), or not (SW1-SW2 ='9000").

If INS ='21", the command data field shall convey a verification data DO (e.g. tag '5F2E’, see ISO/IEC 7816-
11), normally not empty. The presence of an empty verification data DO and an extended header list (tag '4D’,
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see 8.4.5) expresses that the verification data come from a sensor on the card. The extended header list
references the verification data DO.

With both INS values, P1="FF' shall only be used with L, and command data field absent. The command shall
set the verification status of the relevant reference data as "not verified".

11.5.7 CHANGE REFERENCE DATA command

The command either replaces reference data stored in the card with new reference data sent from the

interface ; ENn
conditionally replaces them with new reference data sent from the interface device. It can be performed jonly if
the securlty status satisfies the security attributes for this command.
Table 102 — CHANGE REFERENCE DATA command-response pair
CLA As defined in 5.4.1
INS '24' or '25'
P1 '00' or '01' (any other value is RFU)
P2 See Table 94
L. field | | Present for encoding N. > 0
_ g | P1="00" Verification data followed without delimitation by, newreference data
INS =24 —
i P1="01 New reference data
Data field INS = 25 P1="00' Verification data DO followed by new reference data DO
P1="01 New reference data DO
L. field | | Absent for encoding Ne = 0
Data field | Absent
SW1-SWP See Table 5 and Table 6 when relevant, e.g. '6300' (see"11.5.1), '63CX' (see 11.5.1), '6581', '6700', '6987',
[ |'6983', '6984', '6A81'", '6A82', '6A86', '6A88' (see 11.5M)
11.5.8 ENABLE VERIFICATION REQUIREMENT command
The command switches on the requirement to compare reference data with verification data. It can be

performed only if the security status satisfies the security attributes for this command.

Table 103 — ENABLE VERIFICATION REQUIREMENT command-response pair

CLA As defined in 5.4.1
INS '28'
P1 '00' or '01' (any. other value is RFU)
P2 See Table 94
L field | | Absent for'e€ncoding N = 0, present for encoding N > 0
Data field P1 =200 Verification data
P1='01' Absent
L. field | JAbsent for encoding Ne = 0

Data field | Absent

SW1-SW2

'6983', '6984', '6A81', '6A82', '6A86', '6A88' (see 11.5.1)

See Table 5 and Table 6 when relevant, e.g. '6300' (see 11.5.1), '63CX' (see 11.5.1), '6581', '6700', '6982',
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11.5.9 DISABLE VERIFICATION REQUIREMENT command

Table 104 — DISABLE VERIFICATION REQUIREMENT command-response pair

:2013(E)

CLA As defined in 5.4.1
INS '26'
P1 '00', '01' or 100xxxxx where xxxxx is a reference data number (any other value is RFU)
P2 See Table 94
L. field | Absent for encoding N; = 0, present for encoding N, > 0
) P1 ="00" or P1 = 100x xxxx Verification data
Data field | ——— 7 PO
L field | Absent for encoding Ne = 0
Data field | Absent
$W1-SW2 See Table 5 and Table 6 when relevant, e.g. '6300' (see 11.5.1), '63CX' (see 11.5.1), '6581', '670p', '6982',

'6983', '6984', '6A81', '6A82', '6A86', '6A88' (see 11.5.1)

1—

The command switches off the requirement to compare reference data with verification data, ang
switches on the requirement to compare other reference data with verification data. It can be performed only if
the security status satisfies the security attributes for this command.

.5.10 RESET RETRY COUNTER command

The command either resets the reference data retry counter todts‘initial value, or changes refereng

| possibly

e data on

cgmpletion of a reset of the reference data retry counter to<ts ‘initial value. It can be performed ¢nly if the
sgcurity status satisfies the security attributes for this command.
Table 105 — RESET RETRY COUNTER command-response pair
CLA As defined in 5.4.1
INS '2C' or '2D'
P1 '00', '01', '02' or '03' (any other valugtis RFU)
P2 See Table 94
L; field | Absent for encoding N = 0, present for encoding N¢ > 0
P1="03" | Absent
A P1="0Q" |Resetting code followed without delimitation by new reference data
INS ='2C —— -
P1 ='04\"| Resetting code
Hata field P1.='02"' | New reference data
P1.='03" | Absent
INS = 2D' P1 ="'00" | Resetting code DO followed by a new reference data DO
P1="01" | Resetting code DO
P1="02" | New reference data DO
L. field Absent’for encoding Ne = 0
Data field {| Absent
SW1-SW2 See Table 5 and Table 6 when relevant, e.g. '6300' (see 11.5.1), '63CX' (see 11.5.1), '6581",['6700",
'6982', '6983', '6984', '6A81", '6A82', '6A86', '6A88' (see 11.5.1)

11

.5.11 MANAGE SECURITY ENVIRONMENT command

The command prepares secure messaging (see clause 10) and security commands (e.g. EXTERNAL, INTERNAL
and GENERAL AUTHENTICATE, see also PERFORM SECURITY OPERATION in ISO/IEC 7816-8). The command
supports the following functions:

SET, i.e. setting or replacing one component of the current SE;

STORE, i.e. saving the current SE under the SEID given in P2;
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— RESTORE, i.e. replacing the current SE by an SE stored in the card and identified by the SEID given in P2;
— ERASE, i.e. erasing an SE stored in the card and identified by the SEID given in P2.

— RESET, i.e. restoring the default SE after DF or application DF selection ;

— GET SE, i.e. retrieving all control reference DOs pertaining to the current SE

— GETCRT, i.e. retrieving one control reference template pertaining to the current SE

card contpining the master key. Table 109 shows the usage of the MANAGE SECURITY ENVIRONMENT command
for deriving a key. It is assumed that the master key and the algorithm are implicitly selected in the “card
(otherwisg, the MANAGE SECURITY ENVIRONMENT command can additionally select a key and an algorithm).

NOTE Depending on the algorithm reference, the data for deriving a key from a master key may be part of the ingut
data of tHe subsequent command (e.g. EXTERNAL AUTHENTICATE). In this case the usage of théMANAGE SECURITY
ENVIRONMENT command for deriving the key is not necessary.

Table 106 — MANAGE SECURITY ENVIRONMENT command-response'pair

CLA As defined in 5.4.1
INS '22'
P1 See Table 107
P2 See Table 108
L. field | [Absent for encoding N. = 0, present for encoding N; > 0

. GET, STORE, RESTORE, ERASE, RESET Absent
Data fieldl
SET Control reference\DO s (SET)
) SET, STORE, RESTORE, ERASE, RESET Absent for encoding Ne = 0
L. field -
GET Present for encoding Ne > 0
GET SE Concatéhnation of control reference DOs
Data field | GET CRT One control reference template
other Absent

SW1-SWP | See Table 5 and Table 6 when relevant;'e€:g. '6600', '6987', '6988, '6A88' (see 11.5.1)

Table 107 — Coding of P1 in the MANAGE SECURITY ENVIRONMENT command

b8 | b7 |[b6 | b5 [ b4 | b3 | b2 | b1 Meaning
- - - 1 - - - - (1 Secure messaging in command data field
- - 1 - - - - = .I'Secure messaging in response data field

—_
1
1
1
1
1

Computation, decipherment, internal authentication and key agreement
Verification, encipherment, external authentication and key agreement

=l
[
[
1

- - - - 0 | O4\+0 1 | SET

1 1 1 1 0 {01 1 0 |STORE

1 1 1 1 0 0 1 1 | RESTORE
1 1 1 1 0 1 1 1 | RESET

1 1 1 1 0 1 0 0 |ERASE
00|00 1 0] 0| O |GETCRT
0O[01J]|]62) 0] O] O] O | O |GETSE

— Any other value is RFU.

Table 108 — Coding of P2 in the MANAGE SECURITY ENVIRONMENT command

Value Meaning
XX SEID with from interval ['01' .. 'FE] without 'EF' (see 0) if P1 indicates STORE, RESTORE Or ERASE
Qj\ ';\3 Tag of CRT with the meaning from Table 54 present in the command data field
oa mar | If P1indicates SET or GET CRT
B6', 'B8
‘00! if P1 indicates GET SE or RESET

— Any other value is RFU
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Table 109 — Command-response pair for KEY DERIVATION function

CLA As defined in 5.4.1

INS '22'

P1 'X1' (SET, see Table 107)

P2 CRT tag (e.g. 'A4' if an EXTERNAL AUTHENTICATE follows, or 'B4' if a VERIFY CRYPTOGRAPHIC CHECKSUM follows)

L. field | Present for encoding N > 0

Data field | {'94' - L - Data for deriving a key (mandatory)}; SM DOs may be present

Le field | Absent for encoding Ne = 0

Data field | Absent

OS\(/‘(/IZ- See Table 5 and Table 6 when relevant, e.g. '6600', '6987', '6988, '6A88' (reference data not found

1—

The command initiates a comparison of comparison data with reference data;which will be either th

.6 Miscellaneous

.6.1 COMPARE command

e value of

a [primitive DO, or the contents of a record, or the contents of a DataString‘The reference data afe defined
agcording to Table 86. The card shall interpret any individual element relevant for the comparison ag a binary
cgded number. When an interval is provided in the command or response data, the endpoints of that interval
shall have the same type as the data to which they are compared.
Table 110 — cOMPARE command-response pair
CLA As defined in 5.4.1
INS '33'
'00' COMPARE BINARY function, reference value is located in a transparent EF
'01' COMPARE RECORD function; reference value is located in a structured EF
P1 ; - - -
02 COMPARE DATA function; reference value is located in a DO
other RFU
Operation qualifier (for details,see below)
'00' comparison defined by OID
'01' equal
'02' greater than
'03' less than
'04' not equal
P2 '05' element of interval [lowerEndpoint, upperEndpoint]
'06' not element of interval [lowerEndpoint, upperEndpoint]
‘07" the comparison data shall belong to the set of finite values defined by the command
‘98’ the comparison data shall not belong to the set of finite values defined by the command
[09".. '7F] |RFU
['80"..'FF1 | Proprietary
L fields” | Present for encoding N > 0
DQO'06' OID conditional, present if and only if P2="00'
General reference template DO'60' as defined in Table 86.
Mardeatory1BO73felowed-by-a-BDO-with-atagF0te—F2-ortags—F4teo-FF{see-83-5)restr
Data field |choice application defined DOs for referencing the target of the command.
between Object locator DO'7F72' as defined Table 37
Wrapper DO'63' (see 8.4.8).
The data field optionally ends with comparison data encapsulated under DO'53' or DO'73'
Le field [ Absent for encoding Ne = 0, or present for encoding Ne > 0
Data field | Absent or present (see below)
SW1-SW2 | See Table 5 and Table 6 when relevant, e.g. '6282', '6340', '6982'
© ISO/IEC 2013 — All rights reserved
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The comparison data shall be:

— either transmitted in the command data field,

— or known by the card.

By definition the reference value is the number coded in the reference data and the comparison value is the
number coded in the comparison data.

The function of the command (COMPARE BINARY Or COMPARE RECORD Or COMPARE DATA) shall be coded in P1

set to the
The type
_ pP2=
_ p2=
_ p2=
_ pP2=
— P2=

— P2=
the c

— P2=
by th

— P2=
by th

— P2 =
defin

values '00', '01", '02' respectively.

bf the operation is defined by P2 (operation qualifier):

'00": the comparison function is defined by an OID DO'06' in the data field.

'01": the comparison is successful if the reference value is equal to the comparison\value,,
'02": the comparison is successful if the reference value is greater than the ¢omparison value,
'03": the comparison is successful if the reference value is less than the’comparison value,
'04": the comparison is successful if the reference value is not equal to the comparison value,

'05": the comparison is successful if the reference value is element of the closed interval defined
bmmand.

B command.

B command.

'08". the comparison is successfyl if the reference value is not element of the finite set of valu
ed by the command.

— P2 values from interval ['09' .. 'ZE')are RFU.

— P2 values from interval ['80'./'FF'] are proprietary.

The resul
comparis

If the conj

— '01'0

is indicated by the’status word in the command response. SW1-SW2 set to '6340' indicates that t
bn data do not/match the reference data.

parison data is given in the command data field, then for P2 equals

r/02%or '03' or '04' the value shall be given in the value field of DO'53'.

'06": the comparison is successful if the reference value is not element of the closed interval defingd

'07": the comparison is successful if the reference value is element of the finite set of values defingd

Dy

ne

— '05' or '06' the closed interval shall be provided in the value field of DO'73". In this case the DO'73' shall
contain nothing but two DOs'80". The first DO'80" shall contain the lower endpoint of the interval. The
second DO'80' shall contain the upper endpoint of the interval.

given in the value field of a DO'53".

'07 or '08' the set shall be provided in the value field of DO'73'. In this case each value of the set shall be

When the command is successful, an optional response data field may be present when P2='01 or '04' or '05'
or '06'. When present, it shall be the concatenation of two DO'80' defining the endpoints of the closed interval
within which one element matches (P2='01" or '05') or within which no element matches (P2='04' or '06') the
comparison data.

100
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11.6.2 GET ATTRIBUTE command

The command GET ATTRIBUTE retrieves one object attribute of the referenced security object, if the access
conditions for the respective operations are satisfied. The respective security object shall be referenced by a
data object locator in the data field of the command. If an EF or a DO is referenced by the command an empty
attribute reference is mandatory in the object locator template. The respective attribute may be related to a
dedicated security environment or to a dedicated service provided by the referenced security object. The
relevant attribute is retrieved as a BER-TLV object in the data field of the response APDU.

Table 111 — GET ATTRIBUTE command-response pair

CLA As defined in 5.4.1
INS '34' or '35'
P1-P2 |'0000'
L. field |Present for encoding N > 0
Data field INS ='34" | Object locator template (see Table 37)
INS ='35 | Object locator DO'7F72' (see Table 37)
Le field | Present for encoding Ne > 0

Data field | Attributes coded in BER-TLV
JW1-SW2 | See Table 5 and Table 6 when relevant

11.7 Transmission handling

11.7.1 GET RESPONSE command

The command transmits (part of) response APDUs (see.3.4).

Table 112 — GET RESPONSE command-response pair

CLA As defined in 5.4.1

INS 'CO’
P1-P2 |'0000' (any other value is RFU)
L. field | Absent for encoding N; = O
[Data field | Absent
L field Present for encoding«Ng> 0

[Data field | Absent in any erforyCase, or (part of) a response APDU according to Ne
dw1-sw2 See Table 5 and Table 6 when relevant, e.g. '61XX' ('"XX' encodes the number of extra bytes still ayailable
b by a subsequent GET RESPONSE), '6281', '6700', '6A81', '6A82', '6A86', '6CXX'

11.7.2 ENVELOPE command

With INSs=~'C2', the command, or a chain of such commands transmits a payload which shall be a fommand
APDU.

it INS="C3"—the—command;,ora chaimof suchcommmands—transmits—a paytoad-—whicth—stattbe a DO.
Particular uses are:

— When the DO is DO'52' (command to perform), it has the same functionality as 'C2', except that the
response shall be a concatenation of DOs. If the response specified by the nested command is not, it
shall be nested in DO'53".

— When the DO is DO'06' (object identifier), the success of the command (SW1-SW2 = '9000') means that
the card is ready to start a procedure defined by the document referenced by this object identifier. This
procedure, or script, shall comply with the standard APDU syntax. The end of the procedure shall be
defined in the procedure.
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EXAMPLE 1 In order to use IP datagrams at the interface, the specification referred to by the OID shall define the
encapsulation of those datagrams in command and response payloads.

EXAMPLE 2 In order to use at the interface the command syntax derived from the API defined bg/ ISO/IEC 24727-3 [25],
the BER-TLV marshalled requests and confirmations (payloads), also defined in ISO/IEC 24727-3 1 are encapsulated in
the command data fields of ENVELOPE C-RTs with INS="'C3".

NOTE Annex B shows the usage of the ENVELOPE command for secure messaging.

Table 113 — ENVELOPE command-response pair

CLA As definedin 54 1
INS 'C2' or 'C3'
P1-P2 '0000' (any other value is RFU)
L field Present for encoding N > 0
Data field INS ='C2' (Part of) a command APDU
INS ='C3' DO or DO fragment
L. field| | Absent for encoding Ne = 0, present for encoding Ne > 0

Data fielfl | (Part of) a response APDU (INS ='C2"), or (parts of) DO'53' (INS = 'C3' with DO'52');or absent
SW1-SWP | See Table 5 and Table 6 when relevant, e.g. '6700'

12 Application-independent card services

The purppse of card services is to provide interchange mechanisms between a card and an interface device
knowing mothing about each other except that they both comply with this"document. Card services result frgm
any combination of historical bytes (see 12.1.1), the contents of ER:DIR and EF.ATR/INFO (see 12.2.1 and
12.2.2) and sequences of commands. Unless otherwise specifiedievery command APDU uses CLA set to 'Q0',
i.e. no command chaining, no secure messaging and the basic.logical channel.

There is no need for an application to comply with this clause once it has been identified and selected in the
card. An application may use other mechanisms compatible with this document for achieving similar functiors.
Thereford such solutions may not guarantee interchange.

Interindugtry information may also be recovered.by the commands sent on additional logical channels than the
basic logical channel. Furthermore in such {commands any N, may be used. This statement is related to the
paragraph before as well as the information.retrieval in 12.1.1.1, 12.1.2, 12.2.1, 12.2.2 and 12.4.

12.1 Clard identification

This service allows the interfdee device to identify the card and to deal with it. The historical bytes (see 12.1]1)
provide & generic supportto ‘card identification. The card provides information to the outside world on |ts
logical coptent directly,€g! through the card service data byte (see Table 116), and/or indirectly, e.g. through
the initiall access data‘(see 12.1.1.6) indicating an access to a file implicitly selected immediately after
enabling a physical interface (see 5.1). Consequently, the data available at this point, i.e. the initial data string
(see 12.1]2), may-not be subsequently retrievable.

12.1.1 Historical bytes

12.1.1.1 Purpose and retrieval

The historical bytes (string of up to 15 bytes, as defined in ISO/IEC 7816-3) indicate operating characteristics
of the card. When a card answers to reset, the Answer-to-Reset may contain historical bytes.
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When the physical interface does not allow a card to answer to reset, e.g. if it is accessed by Universal Serial
Bus or by radio frequency, the GET DATA command (see 11.4.3) may retrieve:

— historical bytes as the value of DO'5F52'. The command APDU is: '00CA 5F52 OF'. For practical use,
DO'5F52' should belong to the current template after enabling a physical interface (see 5.1).

— the Answer-To-Reset as the value of DO'5F51'. The command APDU is; '00CA 5F51 20'. For practical
use, DO'5F51' should belong to the current template after enabling a physical interface (see 5.1).

12.1.1.2 Structure and COMPACT-TLV data objects

Tie first historical byte is the “category indicator byte”. If the category indicator byte is set to '00'wor|'8X', then
Table 114 summarizes the format of the historical bytes. Any other value indicates a proprietary.format.

If the first historical byte is set to:
—t '00' the remaining historical bytes shall consist of optional consecutive COMPACT-TLV, data object$ followed
by a mandatory status indicator (see 12.1.1.11).

—t '80' the remaining historical bytes shall consist of optional consecutive COMPACT-TLV data objects; the last
one may carry a status indicator in COMPACT-TLV format (see 12.1.1.11):

Any interindustry DO consisting of a tag field set to '4X', a length field. set to '0Y" and a value field ¢f Y bytes
cqn be converted into a COMPACT-TLV data object consisting of a byté._set to 'XY' called “compact hepder” and
a alue field of Y bytes.

Any interindustry data element defined hereafter (see 12.1.4:3 to 12.1.1.10) may be present in EF.ATR/INFO

(see 12.2.2). If present in EF.ATR/INFO, it shall appear inka’DO, i.e. a tag field set to '4X', a length fjeld set to
'0)" and a value field of Y bytes.

Table 114 —(Category indicator byte

Value Meaning
'00' A status indicator shall be present as'the last three historical bytes (see 12.1.1.11)
'80' A status indicator may be preseftin a COMPACT-TLV data object (one, two or three bytes, see 12.1.1.11)
'§1' to '8F' | RFU

- Any other value indicates a proprietary format.

12.1.1.3 Country or issuenindicator

Referenced by a compact header set to either "1Y' or '2Y", this interindustry data element is a country or issuer
infdicator (see also_tags '41' and '42' in Table 16). Table 115 shows the country or issuer indicator.

Table 115 — Country or issuer indicator

Compact header Value
1Y Country code (see ISO 3166-1"!) and optional national data
2Y' Issuer identification number (see ISO/IEC 7812-1"1) and optional issuer data

A country indicator consists of a country code (three quartets with values from '0' to '9', see ISO 3166-15)
followed by subsequent data (at least one quartet). The relevant national standardization body shall choose
those subsequent data (odd number of quartets).

An issuer indicator consists of an issuer identification number (see ISO/IEC 7812-1"!) possibly followed by
subsequent data. The card issuer shall choose those subsequent bytes if any (for encoding, e.g. a Primary
Account Number).

NOTE In ISO/IEC 7812-1:1993, an issuer identification number might consist of an odd number of quartets with a
value from '0' to '9". Then it was mapped into a byte string by setting bits b4 to b1 of the last byte to 1111.
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12.1.1.4 Application identifier

Referenced by a compact header set to 'FY', this interindustry data element is an application identifier (AID,
see 12.2.3, see also tag '4F' in Table 16). If present in the historical bytes or in the initial data string (see
12.1.2), an AID denotes an implicitly selected application (see 12.2.5.1).

12.1.1.5 Card service data

Referenced by a compact header set to '31', this interindustry data element indicates methods available in the
card for supporting services described in the present clause 12. Table 116 shows the card service data byte. If
present in the historical bytes or in the initial data string (see 12.1.2), the card service data byte indicates
whether EF.DIR and/or EF.ATR/INFO (see 12.2.1 and 12.2.2) are present or not, and how to access'the
The absegnce of card service data byte in the historical bytes and in the initial data string indicates)that the
card supgorts only the implicit application selection (default value).

3

12.1.1.6 | Initial access data
Referenceéd by a compact header set to '4Y’, this interindustry data element indicates/a command APQU

assumed|to be the first command after enabling a physical interface (see 5.1).\Thé command APDU [is
specified jn 12.1.2.

12.1.1.7 | Card issuer's data

6

Referenced by a compact header set to '5Y", this interindustry data element is not defined in ISO/IEC 7816
The card fssuer defines a length, a structure and a coding.

Table 116 — Coding of the card-service data byte

b8 | b7 | b6 | b5 ] b4 | b3 | b2 | b1 Meaning
X | x - - - - - - JApplication selection

1 - - |- - - | - 1 - |—Dbyfull DF name

- 11 - | - - - | - ] - |— by partial. DF'name

- - | -1 - 1—inERDIR (see 12.2.1)
- - | - ] - |—inEF.ATR/INFO (see 12.2.2)

X - - - - | DOs available
1

- - - - | x | x | x| - |EF:DIR and EF.ATR/INFO access services

- - - | -1110/{ 0] -A=bythe READ BINARY command (transparent structure)
- - -1 -101]0/| 0 p.-“J—bytheREAD RECORD (s) command (record structure)
- - - | -10/([1] 0} +* |—Dbythe GET DATA command (BER-TLV structure)

- - - - Jany othervalue] - |RFU

- - - - - < - 0 | Card with MF
- - - - - - - 1 JCard without MF
12.1.1.8 | Pre-issuing data
Referenced by a compact header setto oY tf Nternaustry data efemer not defined 1T O ST6 0!

The card manufacturer defines a length, a structure and a coding for a card manufacturer, an integrated circuit
name, an integrated circuit manufacturer, a ROM mask version, an operating system version, etc. This
interindustry data element may contain an integrated circuit manufacturer identifier (see ISO/IEC 7816-6).

12.1.1.9 Card capabilities

Referenced by a compact header set to '71', '72' or '73', this interindustry data element consists of up to three
software function tables. If the length of the data element is

— one byte, then the data element shall consist of the first software function table (see Table 117).
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two bytes, then the data element shall consist of the first software function table as first byte (see
Table 117) and the second software function table as second byte (see Table 118).

three bytes, then the data element shall consist of the first software function table as first byte (see
Table 117), the second software function table as second byte (see Table 118) and the third software
function table as third byte (see Table 119).

Content of the software function tables:

The first software function table indicates selection methods supported by the card.

The second software function table is the “data coding byte”. The data coding byte may alsé-h
as the second byte in the file CP referenced by tag '82' (see Table 10).

The third software function table indicates the ability to chain commands, to handle extended
fields and to manage logical channels.

Table 117 — Coding of the first software function table (selection.methods)

e present

L. and L,

b8

b7 | b6 | bS

b4

b3

b2

b1

Meaning

X X

DF selection (see 7.3)

— by full DF name

— by partial DF name

— by path

— by file identifier

Implicit DF selection

Short EF identifier supporied

Record number supported

Record identifier supported

Table 118 — Coding of the second software function table (data coding byte)

Meaning

EFs of BER-TLV structure supported

Behaviour of write functions

— One-time write

— Proprietary

— Write OR

— Write AND

Data unit size in quartets (from one to 32 768 quartets, i.e. 16 384 by
(power of 2, e.g. 0001 = 2 quartets = one byte, default value)

tes)

Value 'FF' for the first byte of BER-TLV tag fields (see 8.1.1)

— Invalid (used for padding, default value)

— Valid (long private tags, constructed encoding)

Table 119 — Coding of the third software function table
(command chaining. length fields and logical channels)

b3

b2

b1

Meaning

Command chaining (see 5.3.3)

Extended L. and L, fields (see 5.1)

Extended Length Information in EF.ATR/INFO

Logical channel number assignment (see 5.4.2 and 11.1)

— by the card

— by the interface device

Only basic Iog_;ical channel available

Maximum number of logical channels (see 5.4.1)
— Y, zand t not all set to 1 means 4y+2z+t+1, i.e. from one to seven
— vy =z =1t=1 means eight or more
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Application Family Identifier

Referenced by a compact header set to '91', this interindustry data element consists of one byte defined in
ISO/IEC 14443-31"%,

121.1.11

Status indicator

If the category indicator byte is set to '00", then the last three historical bytes shall be a status indicator,

namely a

card LCS (1 byte) followed by two processing status bytes denoted SW1-SW2.

If the catq
set to '81
RFU) at t

— Ifthe
— Ifthe
— Ifthe

LCS shal
reported.
the statug

12.1.2 I

Referenc
(see 12.2

— If the
INS |

— If the
ident

gory indicator byte is set to '80', then an interindustry data element referenced by a compact head
, '82' or '83' may be present as a status indicator on one, two or three bytes (any other length
e end of the historical bytes.

length is one, then the data element is a card LCS.
length is two, then the data element is SW1-SW2.
length is three, then the data element is LCS followed by SW1-SW2.
be interpreted according to 7.4.10 and Table 14; the value '00' indicates“that the status is n

SW1-SW2 shall be interpreted according to 5.6, Table 5 and Table 6; the-value '0000' indicates th
is not reported.

itial data string recovery

bd by a compact header set to '4Y" in the historical bytes (see 12.1.1) or by tag '44' in EF.ATR/INR
2), the interindustry data element called “initial access data” indicates a command APDU.

length is one, then the command APDU is a READ'BINARY command (see 11.2.3) as follows: Cl
P1 P2 set to '00B0 0000' and an L, field set to thefirst and only byte of initial access data.

length is two, then the first byte of initial access data indicates the structure (bit b8) and the short &

fier (bits b5 to b1) of the EF to read, according to Table 120.

— If bit b8 of the first byte is set to 1, then-the command APDU is a READ BINARY command (see 11.2,

s follows: CLA INS set to '00B0Q'\Ifithe bits b5 to b1 are set to 00000 then P1 shall be set to 'Q
therwise P1 shall be set to the.first byte of initial access data, P2 set to '00' and an L, field set to t
econd byte of initial access-data.

— If bit b8 of the first byte is_set to 0, then the command APDU is a READ RECORD (s) command (S§

1.3.3) as follows: CLA INS P1 set to '00B2 01', P2 consisting of bits b8 to b4 set to bits b5 to b1
he first byte of initialaccess data (indicating current EF or a short EF identifier) and bits b3 to b1 s
110, and an Lc.field set to the second byte of initial access data.

— If thellength is five'ormore, then the command APDU consists of the Y bytes of initial access data.

The comrmand ARDU shall be submitted to the card. If the process is completed, then the response data fig
is a string of interindustry DOs every application might be interested in, called the “initial data string”.

S

ot
at

o)

LA

3)
0'
ne

be
of
et

Id

106

Table 120 — Coding of the first byte of initial access data when the length is two

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning

x| -1-1-1-1]-1-1] - |EFstructure

Oy -1-0-1-1-1-1- IRecordstructure

1 - -1 - - - | - [ - ]Transparent structure

- I x| x)-1-1-1-1- J00(anyothervalue is RFU)
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-l -1 -Jolo]o] o] olJCurentEF
- - - not all equal Short EF identifier

12.2 Application identification and selection

This service allows the interface device to know what applications are supported by the card, if any, as well as
how to identify and select them.

.DIR and
E ATR/INFO They contaln a set of DOs. In these EFs, erased or modified DOs may mduce padding before,
bgtween and after DOs (see 8.1.1) in the response data fields of READ BINARY/RECORD(S) commands.

12.21 EF.DIR

This EF indicates a list of applications supported by the card. It contains a set of application temp|ates (see
12.2.4) and/or application identifier DOs (see 12.2.3), in any order. It determines, which commandg shall be
performed in order to select the indicated applications.

If an MF and an EF.DIR are present, EF.DIR shall have the MF as parentfile’and its path shall be '3F002F00'".
A{ MF level, the short EF identifier 30, i.e. 11110 in binary, references EF.DIR.

Iffan MF is not present, EF.DIR may be present and should bel addressable by file identifier '2F00" after
enabling a physical interface (see 5.1).

NOTE The command (sequence) for retrieving the content.depends on the structure of EF.DIR (e.g. see [Table 116)
arjd may be known implicitly by an application in the outside world.

If EF.DIR supports DO handling, or if its contents are not stored in a file, a card may provide its cantents by
thie GET DATA command (see 11.4.3) The respanse data to the command '00CB 2F00 02 5C00 p0' is the
cgncatenation of all DOs which are present in EF.DIR, or would be present if EF.DIR does not actually exist.

If [the card provides this service, the command should be successful at least immediately after gnabling a
physical interface (see 5.1).

12.2.2 EF.ATR/INFO

This EF indicates operating-eharacteristics of the card. It contains a set of interindustry DOs which gannot be
ngsted in EF.DIR, either\because not relevant to application selection, or because there is no EF.DIR.

NOTE EF.ATRANFO was called EF.ATR in the previous edition of this document. As some contactless cards do not
prpvide an ATR(this" terminology was misleading in the contactless card world. The new terminology EF.ATR/INFO is
recommended {{t-may still be called EF.ATR in contact card standards or specifications, and may now be called EF.INFO
in[contactless ¢ard standards and specifications.

Ifan ME and an EF.ATR/INFO are present, EF.ATR/INFO shall have the MF as parent file and its path shall
be '35002F01".

If an MF is not present, an EF.ATR/INFO may be located within an application with its application DF as
parent. Its file identifier shall be '2F01', unless defined otherwise by the application.

NOTE The command (sequence) for retrieving the content depends on the structure of EF.ATR/INFO (e.g. see
Table 116) and may be known implicitly by an application in the outside world.

If EF.ATR/INFO supports DO handling, or if its contents are not stored in a file, a card may provide its
contents by the GET DATA command (see 11.4.3). The response data to the command
'00CB 2F01 02 5C00 00' is the concatenation of all DOs which are present in EF.ATR/INFO, or would be
present if EF.ATR/INFO does not actually exist.
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If the card provides this service, the command should be successful at least immediately after enabling a
physical interface (see 5.1).

NOTE
present.

Information presented in an ATR at interface enabling may supersede information form EF.ATR/INFO,

12.2.3 Application identifier

if

Referenced by a compact header set to 'FY' in the historical bytes (see 12.1.1.4), or by tag '4F' in the initial
data string (see 12.1.2), in EF.ATR/INFO, in EF.DIR and in the management data of any DF (see 7.4), this

interindudiry data element identifies an application.

An appliction identifier (AID) consists of up to sixteen bytes. Bits b8 to b5 of the first byte indicate a-catego
according to Table 121.

Table 121 — Categories of application identifiers

ry

Value Category Meaning
'0"to "9’ - Reserved for backward compatibility with ISO/IEC 7812-1"' (see Annéx D)
‘A International [ International registration of application providers according to ISQHEC 7816-5
'B', 'C' - RFU
'D' National National (ISO 3166-1") registration of application providers.according to ISO/IEC 7816-5
'E' Standard [ Identification of a standard by an object identifier according 1o ISO/IEC 8825-1
'F' Proprietary | No registration of application providers

Figure 10| shows an international AID. It consists of a registered application provider identifier (internatior
RID) on five bytes and optionally, a proprietary application identifier extension (PIX) on up to eleven bytes.

— The

international RID shall uniquely identify an application provider (see ISO/IEC 7816-5).
Bits b8 to b5 of the first byte shall be set to 1040, i.e. the first quartet shall be set to 'A'.

Fach one of the subsequent nine quartets shall be set from '0' to '9'.

— The éxtension has a free encoding. It allows the application provider to identify its different applications.
Registered application provider identifier Proprietary application identifier extension
(International RID, five bytes,\first byte set to 'AX') (PIX, up to eleven bytes)

Figure 11| shows a national AID. It consists of a registered application provider identifier (national RID) on fi
bytes and optionally,a proprietary application identifier extension (P1X) on up to eleven bytes.

— The

Figure 10 — International AID

ationalRID shall uniquely identify an application provider (see ISO/IEC 7816-5).
Lts b8 to b5 of the first byte shall be set to 1101, i.e. the first quartet shall be set to 'D'".

The subsequent three quartets (from '0' to '9') shall form a country code (see ISO 3166-1),

The recommended value of each one of the last six quartets is from '0' to '9".

— The extension has a free encoding. It allows the application provider to identify its different applications.

Registered application provider identifier Proprietary application identifier extension
(National RID, five bytes, first byte set to 'DX') (PIX, up to eleven bytes)
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Figure 11 — National AID
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Figure 12 shows a standard AID. It consists of up to sixteen bytes. The first byte shall be setto 1110 1000, i.e.
to 'E8'. The values 'EQ' to 'E7' and 'E9Q' to 'EF' are RFU. An object identifier (see ISO/IEC 8825-1) shall follow
for identifying a standard specifying an application (see examples in Annex A, e.g. ISO/IEC 7816-11, personal
verification through biometric methods, ISO/IEC 7816-15, cryptographic information application). An
application identifier extension (specified according to the identified standard) may follow for identifying
different implementations.

'E8' | Object identifier (see Annex A) Application-specific application identifier extension

Figure 12 — Standard AID

Figure 13 shows a proprietary AID. It consists of up to sixteen bytes. Bits b8 to b5 of the first-byte shall be set
tol 1111, i.e. to 'F'. In the proprietary category, as application providers are not registered, diffefent gpplication
prioviders may use the same AID.

Rroprietary application identifier (Proprietary AID, up to sixteen bytes, first byte set to 'FX')

Figure 13 — Proprietary AID

g-EUTION —An AID being shorter than five bytes conforms to this document. Some implementations
y require AlDs to be at least five bytes long. This should be taken into account when assigning an
A|D.

12.2.4 Application template and related data elements

Referenced by tag '61', this interindustry template may-be present in EF.ATR/INFO (see 12.2.2), |n EF.DIR
(ske 12.2.1) and in the management data of any DF\(see 7.4).

—t Such a template shall contain one and only one application identifier. If several application idenftifiers are
valid names for the same DF, then each.one should be present in a different application templaté.

—t Such a template may optionally.céntain other interindustry DOs relating to the application as listed in
Table 122 and defined hereaftef.

Table 122 — Interindustry DOs for application identification and selection

Tag Value

'4F' | Application identifier

'50' Application label

'51' File reference

'52' Command’/APDU

'$3', '73' | Discretionary data, discretionary template

5F50' [Uniform resource locator (see IETF RFC 1738 and IETF RFC 2396 ")
'61' Set of application-related DOs

'79' Junder DO'61' this DO indicates a coexistent tag allocation scheme

The following interindustry data elements provide a generic support to application identification and selection.

Application label — Referenced by tag '50', this interindustry data element is not defined in ISO/IEC 7816,
The application provider defines it for use at the man-machine interface, e.g. a trademark to display.

File reference — Referenced by tag '51' (see 7.3.2)

Discretionary data (or template) — Referenced by tag '53' (or '73"), this interindustry data element (or
template) consists of relevant data elements (or nests DOs) defined by the application provider.
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Uniform resource locator — Referenced by tag '5F50', this interindustry data element is a uniform resource
locator (URL) as defined in IETF RFC 1738 ]

7816-4:2013(E)

and IETF RFC 2396 " It points to part of the softwa

required in the interface device to communicate with the application in the card.

12.2.5 Application selection

The card shall support at least one of the following application selection methods.

1) 1

mplicit application selection

re

2)

3)
12.2.5.1
If an app
identifier
presence

identifier
EF.ATR/I

12.2.5.2

A multi-application card shall support the SELECT command with P1=04', P2='00" and a data field containing

to 16 by
successfl

If the car
shall sup
successfl
card matd

the comnpand is implementation-dependent. If ¢the command completes successfully with a partial match

the AID it

or DO'4F').

The card
order to b
AID as th
can be sg

NOTE
be static o

In a multi

— asin

A\pplication selection using an application identifier (AID, see 12.2.3) as DF name

A\pplication selection using EF.DIR or EF.ATR/INFO

Implicit application selection

ication is implicitly selected as a consequence of enabling a physical interface, then an applicati
should be present in the historical bytes (see 12.1.1) or in the initial data string-(see 12.1.2). Such
denotes an implicitly selected application. If an application is implicitly selected with no applicati
n the historical bytes and in the initial data string, then an application-identifier shall be present
NFO (see 12.2.2).

Application selection using AID as DF name

es with the AID of an application that may reside onJothe card. The command shall comple
lly if the AID of an application the card holds matchesdhe data field.

1l capabilities (see 12.1.1.9 and Table 117) specify the card supports selection by truncated AID
bort the SELECT command with P1='04', P2='00' or '02'. In this case the command shall comple
lly if the first part of the AID of any application it holds matches the data field. If multiple AIDs in t
h the input data, the order in which each of these applications is actually selected after completion

shall return the full AID of the seleCted application in the file control or management data (as DO'8
may support a mechanism\.for an application to specify a requirement for a full match of the AID
e successfully selected. The SELECT command shall fail if the application AID matches a truncats
b only selectable application in the card, or ignore the application if other application AIDs match a

lected.

The order in svhieh applications in the card are selected by consecutive SELECT commands with P1='02' m
dynamic, e.g»based on which application was selected most recently in a previous session.

application card an application in the card shall be identified by

DN

a
DN
in

te

it
te
ne
of
of
4|

in
pd
nd

e AID in the proprietary, national or international category, and/or

— one or more AlDs in the standard category.

If the application is selected by specifying an AID in the standard category, the AID returned by the SELECT
command is the AID in the proprietary, national or international category, if such an AID is specified for the

applicatio

12.2.5.3

n.

Application selection using EF.DIR or EF.ATR/INFO

For a multi-application interface device, the use of EF.DIR or EF.ATR/INFO may be more efficient than the
previous method.
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— If an application identifier DO is not part of an application template and not accompanied by a file
reference or command-to-perform DO, then the selection shall use AID as DF name.

— If an application identifier DO is part of an application template together with a file reference DO (see
7.3.2), the value field of which consists of two or more bytes, then the selection by path shall be
performed according to 12.3.

— If an application identifier DO is part of an application template together with one or more command-to-
perform DOs, then the application selection is done by the indicated command(s). If several, they shall be
performed in the order presented in the template.

12.3 Selection by path

This service allows selection of EFs and DFs having file identifiers by using a path, i.e. afile refefence DO
(see 7.3.2) consisting of three or more bytes.

—t When the length is even, the path is either absolute or relative depending on whether the first fwo bytes
are set to '3F00' or not. The last two bytes identify either a DF or an EF.

— For a path to a DF, the selection should be done by one or more.SELECT commands, with CLA INS
P1 P2 L, set to '00A4 0100 02'.

— For a path to an EF, if the length is four or more, the selg&tion should be done by one or more SELECT
commands, with CLA INS P1 P2 L, set to '00A4 0100,02'. The last and possibly only selegtion uses
the last two bytes of the path (an EF identifier) with . CLA INS P1 P2 L, set to '00A4 0200 02'

—t When the length is odd, the path is qualified. It cansists of either an absolute path without '3F00', or a
relative path without the identifier of the current\DF, followed by a byte to use as P1 in ong or more
SELECT commands. The value of P1 fixes the selection method.

— If the value of P1 is '08' or '09', then the card shall support a SELECT command where thg qualified
path specifies P1, L. and the data field and where P2 is set to '00".

— In the other cases, the card shall support one or more SELECT commands with P1 set to th¢ last byte
of the qualified path and P2 L, set to '0002'. Every file along the path shall be selected sequpntially.

12.4 Data retrieval

This service allows thé-interface device to retrieve interindustry data elements used for interchange, before
séglecting an application. Interindustry DOs should be retrieved directly or indirectly from the historjical bytes
(ske 12.1.1), thedinitial data string (see 12.1.2), EF.ATR/INFO (see 12.2.2) and EF.DIR (see 12.2.{1), in that
onder, when present. These interindustry DOs shall be interpreted according to tag allocation schgmes (see
8.3). Standards are entitled to recommend or mandate retrieval of interindustry DOs by GET DATA (se¢ 11.4.3).

12.54<_'Card-originated byte strings

This service allows the card to originate byte strings. For clarity, this clause defines a query as (part of) a card-
originated byte string and a reply as (part of) a response byte string sent by an entity in the outside world; for
example, a complete set of queries may form a command APDU and a complete set of replies a response
APDU, thus allowing communication service from card to interface device and also, from card to card,
possibly through a network.

This clause specifies the following three features.

— How the card shall use SW1-SW?2 as a trigger indicating that the card wants to issue a query, for which
the card possibly expects a reply.
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— How the interface device shall use the GET DATA command with even INS code (see 11.4.3) for retrieving
a query from the card and the PUT DATA command with even INS code (see 11.4.6) for transmitting a reply,
if any, to the card. Such GET DATA and PUT DATA commands shall set P1-P2 to '0000' (see Table 85).

— How queries and replies shall be formatted.
12.5.1 Triggering by the card

SW1-SW2 set to '62XX" with the value of 'XX' from '02' to '80' means that the card has a query of 'XX' bytes
that the interface device should retrieve and for which the card possibly expects a reply.

SW1-SWP set to '64XX' with the value of 'XX' from '02' to '80" means that the card aborted the commandj| a
possible gompletion of the command is conditioned by the recovery of a query of 'XX' bytes, for which.the card
possibly gxpects a reply.

If present|in the historical bytes with a value such as above, SW1-SW2 shall be interpreted as above.
If a PUT DATA command (see 12.5.1, dash 2) for transmitting a reply is aborted with SW1-SW2 set to '64XX',
then
— with B4XX' from '6402' to '6480', the card wants to send at least one more query)of 'XX' bytes;
— with B4XX' set to '6401', the card is expecting an immediate reply.

12.5.2 Queries and replies

For retrieying a query of 'XX' bytes available in the card, the interface device shall send a GET DATA command
with INS set to 'CA', P1-P2 set to '0000' and an L, field set to 'XX'".

— SW1ISW2 set to '62XX" with the value of 'XX' from 02" to '80' means that the interface device shoyld
retrigve a further query of 'XX' bytes and concatenate'it to the already retrieved query before processing
the cprd-originated byte string in the outside world.

— SW1ISW2 set to '9000' means that the card-originated byte string is complete; it may be processed in the
outsifle world.

>

For transinitting a reply to the card, the interface device shall send a PUT DATA command with INS set to 'D
and P1-PR set to '0000'". If the response\byte string is too long for a single command, then several PUT DATA
commands shall be chained (see 5.3.3). Each PUT DATA command transmits a reply and the concatenation [of
the replieg is the response byte string.

12.5.3 Fprmats
The valug of the first byte-of the card-originated byte string indicates a format as follows.

— If thelfirst bytenis set to 'FF', then the subsequent bytes shall encode an initial protocol identifier according
to ISP/IEC\TR 9577 ) the byte strings shall comply with the indicated protocol.

o
(¢}

— Othefwise (i.e. when the first byte is not set to 'FF"), the card-originated byte string and the respon
together shall form a C-RP.

All conditions are relevant to the transmission protocol indicated by the card, except for the proper use of GET
DATA command, PUT DATA command and status bytes SW1-SW2. This clause makes no assumption on the
need for a response and on the entity responsible for the contents of the possible response.

12.6 General feature management
This service allows the card to inform the external world about existing features on the card in a generic way.

A template (DO'7F64') which is possibly extendable in the future by adding additional sub-templates is located
in the card, e.g. in the EF.ATR/INFO (see 12.2.2) and/or in the FCI of any application DF. In general the
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information may apply to all applications. Values specified in application FCI apply to that application only,
possibly superseding values specified in the EF.ATR/INFO. EF.ATR/INFO or an application FCI shall not
contain more than one instance of DO'7F64'. The information may be retrieved by reading EF.ATR/INFO or in
the response data field of a command selecting an application.

This service supports the retrieval of condensed information about installed features and applications. An
interface device may retrieve additional information about installed features and applications as defined by

other standards.

12.6.1 On-card services

This service allows the card to inform the external world about existing on-card features. Nested'int
management template this sub-template consists of a sequence of consecutive octets of bits.
inficates an on-card feature/mechanism. A set bit indicates the existence of this feature on
Table 123 shows already predefined on-card services.

12.6.2 Interface services

ne feature
Each bit
the card.

International standards define a great variety of interfaces which might” be active in pargllel. The
cgmmunication mechanisms of each protocol do not offer any possibilities to indicate the existenc
parallel usage of multi interfaces. This sub-template in the feature-management template ¢
information about existing protocols and the way of communication handling (see Table 123).

Table 123 — Template for Features Management DO'7F64'

e and the
pffers the

Tag | Length

Meaning

'81' Var. | Sub-Template Identifier for On-Card Services

Feature-List [0..n], expandable

b8 | b7 | b6 | b5 | b4 | b3 | b2+ b1 Meaning of bits in the first byte
1 - - - - - - - | Display
- 1 - - - < - - | Biometric Input Sensor
- -1 x| x x| x| x| x J0O00000 (any other value is RFU)

'82' Var. | Sub-Templaté Identifier for Interface Services

Communication Feature-List [0..n], expandable

b8 §b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning of bits in the first byte
NY -1 -1-1-1-1| - - Isimultaneous uses of indicated interfaces possible
0 -1-1-1-1 -1 - Jactivation of at most one of the indicated interfaces possible
-v-1-1-1-1-1-11|T=0according to ISO/IEC 7816-3
-1 -1-1V-1-1-111] - JT=1according to ISO/IEC 7816-3
- - | -} - - 111 -1 lcontactless accordingto ISO/IEC 14443
- - -1-11 -] - - JUSB according to ISO/IEC 7816-12
-b-1-0111-1-1-1- ISWPaccordingto ETSI TS 102613, TS 102 622
- x [ x| - - -] - - 100 (any other value is RFU)

12.6.3 Profile services

This standard defines short cut services for applications, e.g. application selection by AID or path (see
12.2.5.2 and 12.3) Many applications, especially supporting legacy versions, have to supply different
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hardware chips with a variety of features. Terminals of these applications need to identify the application and
the possible feature set of the card in a very fast way.

This identification is provided by the profile service, e.g. in an EF.DIR.

Table 124 — Interindustry DO for application profile identification

Tag Value

'73"' | Application Profile Indicator

12.6.4 Provision of additional information

Detailed
template.
Tag and ¢

12.7 AP

12.7.1 Extended length information

nformation on e.g. peripherals or protocols may be present in the general featuré manageme
This information shall be provided in a constructed DO having a tag within the context'specific clas
ontent of which may be defined in other standards or specifications.

U management

The presé¢nce of extended length information (DO'7F66') is indicated inthé. third software function table of the
card capdgbilities (see

Table 119).

DO'7F66'| may be present in EF.ATR/INFO (see 12.2.2) and/or in the FMD of any Application DF. In the

former case, the information applies to all applications. Values specified in the application FMD only apply
that appli¢

EF.ATR/INFO shall contain at most one instance of DO'7F66'; an application FMD shall contain at most o
instance ¢f DO'7F66'. All DOs nested in DO'7F66"have a variable length.

The command- and response-APDU size' limitations are defined by two integers, each nested in a DO'0

Under taq '7F66":

— The first DO'02' shall contain a positive integer. The number of bytes in a command APDU shall n
exceged this number.

— The $econd DO'02' shall contain a positive integer. If the card does not support response chaining for
parti¢ular C-RP thenin such a C-RP N, shall be set such that the number of bytes in a response AP[
does|not exceedithis number.

12.7.2 List of supported INS codes

ation, possibly superseding values specified in‘the EF.ATR/INFO.

to

ne

N

ot

An INS lis

t DO'SE63' may be present in EF ATR/INFO (see 12 2 2) and/or in the FMD of any Application DI

F

In the former case, the information applies to all appllcat|ons Values specified in application FMD only apply
to that application, possibly superseding values specified in the EF.ATR/INFO.

If DO'5F6

3'is present then EF.ATR/INFO or any application FMD shall contain at most one instance.

The INS list DO'5F63' nests a concatenation of INS bytes supported by the card or application.
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Annex A
(informative)

Examples of object identifiers and tag allocation schemes

For 1ISO standards, the first byte is '28', i.e. 40 in decimal (see ISO/IEC 8825-1). One or more seriep of bytes
follow; bit b8 is set to 0 in the last byte of a series and to 1 in the previous bytes, if there is mote thar one byte.
The concatenation of bits b7 to b1 of the bytes of a series encodes a number. Each number'shall bg encoded
on the fewest possible bytes, that is, the value '80' is invalid for the first byte of a series? The first humber is
thie number of the standard; the second number, if present, is the part in a multi-partistandard.

A$ a first example, {iso(1) standard(0) ic-cards(7816)} references ISO/IEC 7816k

—t 7816 is equal to "1E88', i.e. 0001 1110 1000 1000, i.e. two blocks of seven bits: 0111101 00010d0.

—t After insertion of the appropriate value of bit b8 in each byte, thekencoding of the first series is| therefore
1011 1101 0000 1000, equal to 'BDO8'.

The data element '28 BD08' may be used in AlDs of standard Category (see 12.2.3).
ID = 'E8 28 BD08 0B XX ... XX' (ISO/IEC 7816-11 specifies the application identifier extension XK ... XX').
ID ='E8 28 BD08 OF XX ... XX' (ISO/IEC 7816-15 specifies the application identifier extension 'XX|... XX').

As$ a second example, {iso(1) standard(0) e-auth(9798) part(5)} references ISO/IEC 9798"%. The first series is
obtained as follows.

— 9798 is equal to '2646', i.e. 0010 0110 0400 0110, i.e. two blocks of seven bits: 1001100 100011p.

—t After insertion of the appropriate value of bit b8 in each byte, the encoding of the first series is|therefore
11001100 01000110, equal to 'CC46"

The data element '28 CC46 05 02' references the second mechanism in ISO/IEC 97981"% i.e. GQ2| Such an
identifier may be conveyed inra\DO (tag '06', universal class, see ISO/IEC 8825-1).
DO = {'06 05 28 CC 46 05 02"

A$ a third example, {iso(1) standard(0) mess(9992) part(2)} references 1SO 9992-2'2. The first| series is
obptained as follows!

— 9992 is eqgual to '2708', i.e. 0010 0111 0000 1000, i.e. two blocks of seven bits: 1001110 000100p.

—t After insertion of the appropriate value of bit b8 in each byte, the encoding of the first series is| therefore
11007110 0000 1000, equal to 'CEO8'.

Thedata element is '28 CE08 02' (the second series is '02"). It may be conveyed in a DO.
DO ={'06 04 28 CE 08 02"}

A.2 Tag allocation schemes

Example of default tag allocation scheme

DO1 = {59 02 95 021}
DO2 = {'5F 24 03 97 03 31

DO1 (tag '59', card expiration date) encodes February 1995 as card expiration date (see ISO/IEC 7816-6).
DO2 (tag '5F24', application expiration date) encodes March 31% 1997 as application expiration date.
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Example of compatible tag allocation scheme

DO1 = {78 06' {06 04 28 CE 08 02'}}
DO2 = {'5F 24 03 97 03 31}

DO3 = {'70 04' {!80 02 XX XX}}

DO4 = {'67 06' {’5F 29 03 XX XX XX}}

DO1 (tag '78', compatible tag allocation authority) indicates a compatible tag allocation scheme defined in
1ISO 9992-2 "% referenced by its object identifier. If DO1 appears either in the initial data string (see 12.1.2), or
in EF.ATR/INFO (see 12.2.2), then the tag allocation authority is valid for the entire card. If DO1 appears in
the manafement data of a DF (see 7.4), then the tag allocation authority 1s valid within that DF.

DO2 (tag[5F24', application expiration date) encodes March 31 1997 as application expiration date.

DO3 (tag|'70', interindustry template according to the included tag allocation authority) contains @.DO, tag '8p',
defined in 1ISO 9992-2"?: the meaning of tag '70" is also defined in ISO 9992-2 1'%,

DO4 (tag|67', authentication data template) contains the interchange profile DO, tag '5F29;.

Anotherjexample of compatible tag allocation scheme

DO1 =('5F 24 03 97 03 31'}
DO2 =('70 0C' {06 04 28 CE 08 02"} {'80 04 XX XX XX XX'}}
DO3= {67 06' {'5F 29 03 XX XX XX'}}

DO1 (tag|5F24', application expiration date) encodes March 31°14997 as application expiration date.
DO2 (tag|'70', interindustry template defined according to theiincluded object identifier) contains a DO, tag (6",

which specifies that the subsequent DO, tag '80', is defined in I1SO 9992-2 "2 The meaning of tag '70' is al
defined irf ISO 9992-2 4,

o
o

DO3 (tag|'67', interindustry authentication data template) contains the interchange profile DO, tag '5F29'. Nqte
that it capnot contain DOs defined in 1ISO 9992-21"4 because of the choice not to transmit the interindus{ry
DO with tag '78'.

Example of coexistent tag allocation scheme

DO1 =('79 05' {'06 03 28 XX XX}
DO2 ={'7E 06' {'5F 24 03.97.03 31'}}
DO3 =('70 06" {'XX XX-XX'XX XX XX'}}

DO1 (tag|'79', coexistent tag allocation authority) indicates a coexistent tag allocation scheme defined in|a
standard feferenceéd by an object identifier starting with '28', therefore an ISO standard. Mandatory in such|a
scheme, PO1 shall appear either

— in thelinitial data string (see 12.1.2) or in EF.ATR/INFO (see 12.2.2) if the tag allocation authority is valjd
for the entire card, or

— in the management data of a DF (see 7.4) if the tag allocation authority is valid within that DF.

DO2 (tag '7E') is an interindustry template for nesting interindustry DOs. Note that the interindustry DO
“application expiration date”, tag '5F24", is present, encoding March 31 1997 as application expiration date.

DO3 (tag '70', interindustry template to be interpreted according to the tag allocation authority indicated in
template '79') can only be interpreted according to the standard indicated in the object identifier.
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Annex B
(informative)

Examples of secure messaging

Tlis clause shows the use of secure messaging (see clause 10) and cryptographic checksums(se€ 10.2.3.1)

for each of the four cases of C-RPs defined in ISO/IEC 7816-3.

In[ the examples, the notation T* means that bit b1 of the last byte of the tag field is'set to 1 (ah odd tag
ndimber), i.e. that the SM DO shall be included in the computation of a data element\fap authentication.

In|the examples, the notation CLA* means the use of secure messaging in theldata fields: in CLA (see 5.4.1),
either bits b8, b7 and b6 set to 000 and bit b4 set to 1, or bits b8, b7 and b6-setto 011.

In[the examples, the notation CLA** means that bits b8, b7 and b6 of CLAare set to 000 and bits b4|and b3 to
11, i.e. that the command header shall be included in the computation of a data element for authentigation.

Alternatively the header may be encapsulated in a DO with/tag’ '89', i.e. an SM DO to be included in the
cgmputation of a data element for authentication.

Case 1 shows how bit b3 in the first coding of CLA (see Table 2) mandates the protection of the fommand
hgader by a cryptographic checksum, and how thefunction is optionally supported when using tHe second
cading of CLA (see Table 3). In Case 1, protection:of course applies. The use of bit b3 in the first|coding of
CLA it is not shown in other cases, to simplify the€ examples, and because the outcome is always the same:
add one block at the beginning of the data covered by the cryptographic checksum of a command ARDU.

Case 1 — No command data, no response data

Command header Command body

CLAINS P1 P2 | Absent |

Response body Response trailer

Absent | SW1-SW2 |

Case 1.a —< Status not protected

The assumption is made that the command header is to be protected, as it is the only item to protecf in this C-
RP¢

Command b7 in
header Command body CLA*

CLA* INS New L. field — New data field = {T - L - Cryptographic checksum} 0
P1 P2 New L field - New data field= {T* - L - Command header} {T - L - Cryptographic checksum} 1

If the length of the cryptographic checksum is four bytes, then the new L. field is set to '06' (top line) or '0C'
(bottom line).

New data field = One or two DOs = conditional {T* - L - Command header} then {T - L - Cryptographic
checksum}
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Data covered by the cryptographic checksum:

— first coding of CLA, one block = [CLA*™ INS P1 P2 Padding]
— second coding of CLA, one block = [{T* - L - Command header} - Padding]

The secured response APDU is as follows.

Response body Response trailer

Absent SW1-SW2

Case 1.b|— Status protected

The secufed command APDU is as follows.

Commar|d o7 in
header Command body oL
CLA* INS|P1 New L. field - New data field = {T - L - Cryptographic checksum} -New(Lyfield = '00' 1
New L. field - New data field = {T - L - Command header} {T - L - Cryptographic checksum} -
P2 ind heade 0
New L, field = '00

New data|field = One or two DOs =
conditional {T - L - Command header} always ending with {T - L - Cryptographic checksum}

The diffefence with case 1.a is the New L. field = '00', because the cryptographic checksum belongs [to
response| data which must be required by the presence ofiL.. The data covered by the cryptographic
checksun are the same as in case 1.a.

The secufed response APDU is as follows.

Response body Response trailer

Ngw data field = {T* - L - SW1-SW2} - {T\- L - Cryptographic checksumy}) ‘ SW1-SW2

New data|field = Two DOs = {T* - L -(SW1-SW2} - {T - L - Cryptographic checksum}

Data covgred by the cryptographic checksum = One block = [{T* - L - SW1-SW2} — Padding]

Case 2 —+ No command data, response data

The unsefured C-RP is as follows.

Comiand header Command body

CLAINS P1 P2 ! L. field |

Response body Response trailer

Data field SW1-SW2 |

The secured command APDU is as follows.

Command header Command body

CLA* INS P1 P2 New L. field - New data field - New L. field (one or two bytes set to '00")

118 © ISO/IEC 2013 — All rights reserved



https://standardsiso.com/api/?name=2dc83fe2c24d31131afb6dc1e7c86965

ISO/IEC 7816-4:2013(E)

New data field = Two DOs = {T* - L - N¢} - {T - L - Cryptographic checksum}
Data covered by the cryptographic checksum = One block = [{T* - L - Ng} - Padding].

NOTE If the original L. field is '00' or '000000', the value field may be absent, i.e. the respective DO will be '97 00’
(see 10.4).

The secured response APDU is as follows.

Response body Response trailer

‘ New data field SW1-SW2

New data field = Three DOs =
{T* - L- Plain value} - {T* - L - SW1-SW2} - {T - L - Cryptographic checksum}

Data covered by the cryptographic checksum = one or more blocks, depending on the-plain value, e.g.:
—t One block = [{T* - L - Plain value} {T* - L - SW1-SW2} - Padding]

—t Two blocks = [{T* - L - Plain value, start] - [Plain value, end} - {T* - L~ SW1-SW2} - Padding]
Case 3 — Command data, no response data

The unsecured C-RP is as follows.

Command header Command body

‘ CLA INS P1 P2 L, field - Data field ‘

Response body Response trailer

| Absent SW1-SW2 |

Case 3.a — Status not protected

The secured command APDU is as follows.

Command header Command body

CLA* INS P1HP2 New L. field - New data field

New data field or new command payload = Two DOs
(T* - L="Plain value} - {T - L - Cryptographic checksum}

Data-covered by the cryptographic checksum = one or more blocks, depending on the plain value:
1. [{T*-L- Plain value} - Padding]

2. [{T*-L - Plain value}] - [Padding]

3. [{T*-L - Plain value, start] - [Plain value, end} - Padding]

In example 1, with 8-byte blocks, the maximum L in the plain value DO is 5, in which case the block ends with
one byte of padding.

In example 2, with 8-byte blocks, L in the plain value DO is 6. The DO fills the block, which must be followed
by a full block of padding.
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