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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other internationhl
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical commiitte,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maintenance ate
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for
the different types of document should be noted. This document was drafted in aceordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subjeft
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development 6f the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for.the convenience of users and does npt
constitute an endorsement.

For an explanation on the voluntary nature of standatds, the meaning of ISO specific terms and
expressions related to conformity assessment, as wéll as information about ISO's adherence to the
World Trade Organization (WTO) principles in the/Technical Barriers to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This document was prepared by ISO/IEC JTCA, Information technology, SC 17, Cards and security devices
for personal identification.

© ISO/IEC 2018 - All rights reserved iii


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/foreword.html
https://standardsiso.com/api/?name=a83766425fbdff331181f769471169a3



https://standardsiso.com/api/?name=a83766425fbdff331181f769471169a3

ISO/IEC 7816-4:2013 /Amd.1:2018(E)

Identification cards — Integrated circuit cards —

Part 4:

Organization, security and commands for interchange

AMENDMENT 1: Multiple record handling

Page 17, Table 6
Replace text in the “Meaning” column for SW1 = ‘62 and SW2 = ‘87‘ with the following:

At least one of the referenced records is not processed for some reason, e.g. record deactivatef,
security status not satisfied or conditions of use not satisfied.

Page 74, 11.3.2, second paragraph, third sentence

Replace the description in parentheses with the following:
At least one of the referenced records is not processed;

Page 74, 11.3.2, NOTE

Replace the text of the NOTE with the following:

If the number of records exceeds the numbering range (‘01" to 'FE') of the record handlinjg
command, records can be handled, e.g{by using next occurrence option of the record identifier, ¢r
by using multiple record handling with'record number DO‘02".

Page 74, 11.3.2, sixth paragraph
Replace the text in P2 with thefollowing:

P2 — If bits b8 to b4(are not all equal, these bits are a short EF identifier according to Table 49
and bits b3 to bl depend upon the command. If bits b8 to b1 are set to 11111000 (i.e. P2 = ‘F8°), {2
indicates multipléirecord handling (for details, see 11.3.3 to 11.3.10).

Page 74, Table 69

Replace Table®69 and its title with the following:

Table 69 — Coding of P2

b8, b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
0 0 0 0 0 | — | — | — |CurrentEF
Not all equal — | — | — |Short EF identifier (a number from one to thirty)
1 1 1 1 0 0 0 |Multiple record handling (for details, see 11.3.3 to 11.3.10)

1 1 1 1 Notall zero |RFU

Page 74, 11.3.2
Add the following paragraph after the last paragraph:

In the multiple record handling option of this command group, SW1-SW2 set to ‘6287‘ indicates
that some command processes are done and others are not (e.g. some addressed records are read
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but others are not). SW1-SW2 set to ‘6F00‘ indicates that all command processes are not completed
for different reasons (e.g. record deactivated, security status not satisfied).

Page 75, 11.3.3

Add the following paragraphs before Table 70:

HEINS ="B2'and bits b8 to b1 of P2 are set £ 11111000 e P2 = ‘EZ} then this commandmayread
multiple records in different EFs. The command data field contains one or more record handling
DO‘7F76‘ each containing one file reference DO‘51° and one or more integer DO‘02". The value field
of DO‘51‘ contains a file identifier or a short EF identifier indicating the record structure EF under
current DF. This field may also contain a relative path or an absolute path. The value field of DO;02°
isarecord number to be read from the file referenced by DO‘51‘. DO‘02‘ may indicate recordaumber
over 254. For each DO‘02‘ under DO‘7F76‘ in the command data field, the response\data field
contains a corresponding DO‘53‘ or DO‘04". If the addressed record is readable (i.e. zecord exists,
record is activated and security status satisfies the security attributes) then the (Corresponding
D053 contains the entire record. When present, a DO‘53* denotes an implicit normal processing
without corresponding status bytes, i.e. ‘9000 Otherwise the corresponding DO‘04‘ contains
value of status bytes defined in Table 5 and 6 indicating why the record datais'not read. If at least
one addressed record is not read, the status bytes ‘6287 shall be returneéd*The VA and the record
pointer shall not be changed in case P2 = ‘F8°.

If INS='B2' and P2 = 'F8' and the command data references missing files or files with incompatible
file structure or missing record(s), the command shall be abortéd-with the respective return code
from table 5 or 6 (e.g. command incompatible with file structure-'6981/, file not found '6A82’, record
not found '6A83’, etc.).

Ppge 75, Table 70

Replace the two rows in 'Data field’ with the following:
INS = ‘B2‘ and bits b8 to b1 of P2 set tg : § ‘
11111000 One or more record handling DO‘7F76
Pata field |INS = ‘B2‘ and bits b8 to b1 of R2not set to Absent
11111000
INS = ‘B3’ Offset DO

INS = ‘B2‘ and bits\b8 to b1 of P2 set to Onéa or more C}lSCI‘e'EIIOI.laI‘y data DO'53
11111000 and/or DO‘04‘ containing value of

status bytes.

Pata field |INS = ‘B2and bits b8 to b1 of P2 not set to

11111000 Data read
INS'B3° Discretionary DO for encapsulating the
data read
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Page 75, Table 71

Replace Table 71 with the following table:

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
X | x| x| x| X
VRTINS — | — | — |Short EF identifier according to Table 69
NetaHonre
0 x | x |Record identifier in P1
0 | 0 | 0 |—Read firstoccurrence
0|0 1 |— Read last occurrence
0 1 0 |— Read nextoccurrence
Not all one 0 1 1 |— Read previous occurrence
1 x | x |Record numberinP1
1| 0| 0 |—ReadrecordP1
110 1 |— Read all records from P1 up to the last.(for INS = ‘B2‘ only)
1 | 1 | 0 |—Readallrecords from the last up to.P1 (for INS = ‘B2 only)
1 1 1 1 110!lol o liNs=B2 if;lt;eet;cgr;lorg;irédd(;?; gzllzllore record handling DO‘7F7¢’
— Any other value is RFU.

Page 76, 11.3.4

Add the following paragraph before Table 72:

Page 76, Table 72

Replace one row?Data field* which is command data field with the following:

If bits b8 to bl of P2 are set to 11111000 (i.exP2 = ‘F8°), then this command may write multip
records in different EFs. The command datafield contains one or more record handling DO‘7F7
each containing one file reference DO51 and one or more sets of an integer DO‘02‘ and

discretionary data DO‘53". The value fi€ld of DO‘51‘ contains a file identifier or a short EF identifi¢

indicating the record structure EF under current DF. This field also may contain a relative path

an absolute path. The value field of D002 is a target record number in the file referenced by DO‘5
The value field of DO‘53" is the tecord to be written. DO‘02‘ may indicate record number over 25
This command can be performed only when all addressed records are stored in record structui
EF(s), addressed recordsc-are present and activated, and when the security status satisfies tk
security attributes. If @tleast one addressed record is not written, any of addressed record is n
written. The VA and thérecord pointer shall not be changed in case P2 = ‘F8".

Data field |Bits b8 to b1 of P2 not set to

Bits b8 to b1 of P2 setto 11111000 |One or more record handling DO‘7F76'

11111000 Record to be written

Page 76, Table 73

Replace Table 73 and its title with the following:
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Table 73 — Coding of P2 in the WRITE RECORD command and the UPDATE RECORD command

with even INS code

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
X X X X X
— | — | — |Short EF identifier according to Table 69
(Notall one)
yj X X TPtsetto 00
0 0 0 |— Firstrecord
Not all one 0 0 1 |— Lastrecord
0 1 0 |— Nextrecord
0 1 1 |— Previous record
Not all one 1 0 0 |Record numberinP1
1 1 1 1 1 0 0 0 P1setto ‘00 anq one or more record handling DO‘7E76’ in the
command data field

—+ Any other value is RFU.

T

Add

o)

hge 77, 11.3.5

the following paragraph before Table 74:

IfINS =‘DC‘and bits b8 to b1 of P2 are setto 11111000 (i.e. P2 = ‘F8(),)then this command may update
multiple records in different EFs. The command data field contains one or more record handling
DO‘7F76‘ each containing one file reference DO‘51‘ and one of\more sets of an integer DO‘02‘ and a
discretionary data DO‘53". The value field of DO‘51‘ contadns a file identifier or a short EF identifier
indicating the record structure EF under current DF. This field also may contain a relative path or
an absolute path. The value field of DO‘02° is a targetré&cord number in the file referenced by DO‘51".
The value field in DO‘53‘ is the updating data fer'the target record. DO‘02‘ may indicate record
number over 254. This command can be performed only when all addressed records are stored in
record structure EF(s), addressed records are'present and activated, and when the security status
satisfies the security attributes. If at least'one addressed record is not updated, any of addressed
record is not updated. The VA and the record pointer shall not be changed in case P2 = ‘F8".

Puge 77, Table 74

eplace one row ‘Data field* which-isscommand data field with the following:

Pata field Updating data

INS = ‘DC‘ and bits'b8 to bl of P2 set to
11111000

INS = ‘DC‘ andbits b8 to b1l of P2 not set to

One or more record handling DO‘7F76°

11111000

Offsets DO and discretionary DO for

NQPP encapsulating the updating data

T

ge 78, 11736

Add thefollowing paragraph before Table 76:

I bits h8 to b1 of P2 are setto0 11111000 (i e P2 = 'FR) then this command may append multiple

records to different EFs. The command data field contains one or more record handling DO*7F76
containing one file reference DO‘51‘ and one or more discretionary data DO‘53". The value field of
DO‘51‘ contains a file identifier or a short EF identifier indicating the record structure EF under
current DF. This field also may contain a relative path or an absolute path. The value field of DO*53‘is
the record to be appended. This command can be performed only when all addressed EFs are record
structure and have enough space for appending record, and when the security status satisfies the
security attributes. If at least one of the records is not appended, any of records is not appended to
the addressed EFs. The VA and the record pointer shall not be changed in case P2 = ‘F8".
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Page 78, Table 76

Replace the row 'P2‘ with the following:

P2 See Table Amd.1-1

Page 78, Table 76

Replace one row 'Data field* which is command data field with the following:

Bits b8 to b1l of P2 setto 11111000  |One or more record handling DO‘7F76°

Data field |Bits b8 to bl of P2 not set to
11111000

Record to be appended

Page 78
Add the following table after Table 76:

Table — Amd.1-1 — Coding of P2 in the APPEND RECORD command

b8 |b7 |b6 |b5 (b4 |b3 [(b2 |bl Meaning
X X X X X
(Not all one)

— | — | — |Short EF identifier according to Table 69

Not all one 0 0 0 [Command data field containing record to be appended
1|11 1] 1]0] 0] o |oneormorerecord handling DO'7F76"
— Any other value is RFU.

Page 78, 11.3.7
Replace the first sentence with the following;:

If bits b8 to bl of P2 are not set t0°11111000 (i.e. P2 = ‘F8), this command initiates a simple ¢r
enhanced or proprietary search.onrecords stored within one addressed EF.

Page 78, 11.3.7
Add the following paragraphafter the first paragraph:

If bits b8 to bl of P2.are set to 11111000 (i.e. P2 = ‘F8*), this command initiates a search on records
stored within one or more addressed EFs (search through multiple EFs). Two options are providgd
for search through multiple EFs such as simple and enhanced search through multiple EFs. The
command data field contains one record handling DO‘7F76". The search covers all activated records
in all the EFs addressed by file reference DOs. The response data field gives one or more recoxd
handling DO‘7F76' each containing one file reference DO‘51‘ with one or more integer DO‘02‘. DO*511
gives'file reference to an EF storing the record matching the search criteria. Value field of DO‘02° |s
the record number indicating the record matching the search criteria. DO‘02‘ may indicate recoyd
number over 254. This command can be performed on each activated record in each EF when the
security status satisfies the security attribute. If the command data references missing files or filgs
with incompatible file structure, the command shall be aborted with the respective return code

om-table-5-o0r-6-{e.a-commandincompatiblesarith Q beture—6981' file notfound—-64A82' @

For simple search through multiple EFs, record handling DO‘7F76‘ contains one or more file reference
DO‘51 and one discretionary data DO‘53‘ (see Table Amd.1-2). The value field of each DO‘51‘ contains
a file identifier or a short EF identifier indicating the record structure EF under current DF. This field
also may contain a relative path or an absolute path. The value field of DO‘53" is a search string. The
search covers all activated records in all the EFs addressed by file reference DOs.
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For enhanced search through multiple EFs, record handling DO‘7F76‘ contains one or more file
reference DO‘51", one optional record selection DO’AQ’, one search configuration DO’A1’, and one
search string DO’A3’ (see Table Amd.1-3).

The record selection DO’AQ‘ in a record handling DO‘7F76‘ contains either one or more record
number range DO’BO‘ or one record number list DO’B1‘ (see Table Amd.1-4). One record number
range DO’B0‘ contains two DO‘02°. The first DO‘02* encodes the start record number to search and

o)

the second DO02" encodes the number of records to search from the start record number. The value
0 of the first data object indicates the last record. The value 0 of the second data object indicates
that all records from the start record number are searched. The search order in ascending oy
descending from the start record number is indicated in a search configuration parameter DOf80°
(see Table Amd.1-6) in a search configuration DO’A1‘ (see Table Amd.1-5). The absence of a £ecord
selection indicates that all records in all addressed EFs are searched.

The search configuration DO’A1° in a record handling DO‘7F76‘ contains one_configuration
parameter DO‘80‘ and one optional search window DO’BO‘ (see Table Amd:}5). A search
configuration parameter indicates search order, step-width for searching, and search termination
(see Table Amd.1-6). A search window contains two DO‘02‘. The first DO‘02~encodes the offset
indicating the search starting position in the records. The second DO‘02‘cencodes the number of
bytes for searching from the offset in the records. The value 0 of this datd ebject indicates all bytes
from the offset in the records are searched. If the first DO‘02‘ is empty, it indicates the number of
bytes indicated by the second DO‘02* at the end of the records are se¢arched, e.g. ‘B0 05 02 00 02 01
03‘ encodes the last 3 bytes of the records are searched.

The search string DO’A3 in a record handling DO‘7F76‘ contains either one search string interval
DO’BO‘ or one search string set DO’B1° (see Table Amd.17).A search string interval contains one
search string lower bound DO‘81‘ and one search string*upper bound D0’82". The value field of
these DOs are interpreted as a binary representation{of the lower / upper bound value. A search
string set contains one or more sets of one single search string DO‘81‘ and one optional binary filter
DO‘5F71". The single search string in a DO’81" and the corresponding binary filter in a DO’5F71’
shall have the same length. If present, the binaryfilter DO'5F71' follows immediately subsequent to
the related single search string DO'81'". If mare than one DO'81' is present, the search is successful,
if at least one match is found (logical OR)¢

ige 78, Table 77

eplace the first 'Data field row with-the following:

Bits b8 to b4 of P2.not set to 11111 and bits
b3 to b2 of P2 notset to 11, simple search

Bits b8 to b4.of P2 not set to 11111 and bits|Search indication (2 bytes, see Table 79)
b3 to bl.of P2 set to 110, enhanced search |followed by search string

Search string

Pata feld | P8 to b1 of P2 set to 11111000, search
its 0blo setto , searc . . ;
thréugh multiple EF One record handling DO‘7F76
Bits b8 to b4 of P2 not set to 11111 and bits Proprietar
b3 to bl of P2 set to 111, proprietary search p y
Repldce the second 'Data field' row with the following:
Bits b8 to b1 of P2 set to 11111000, search |Absent, or one or more record handling
Data field |through multiple EF DO‘7F76°
Others Absent or record number(s)

Page 79, Table 78
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b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
X X X X X
— | — | — |Short EF identifier according to Table 69
(Not all one)
0 X x |Simple search with record identifier in P1
0 0 0 |— Forward from first occurrence
0 0 1 |— Backward from last occurrence
0 1 0 |— Forward from next occurrence
0 1 1 |— Backward from previous occurrence
Not all one - - -
1 0 x |Simple search with record number in P1
1 0 0 |— Forward from P1
1 0 1 |— Backward from P1
1 1 0 |Enhanced search
1 1 1 |Proprietary search
Search through multiple EFs
1 1 1 1 1 0 0 0
P1setto ‘00°
— Any other value is RFU.

Page 79, 11.3.7
Add the following tables after Table 79:

Table — Amd.1-2 — Record handling for simple search through multiple EFs

Tag Value Occurrence
‘7F76° |Record handling DOs
‘51° | File reference DO Atleast once
‘53 | Diseretionary DO Once, mandatory

Table — Amd.1-3 —{Record handling for enhanced search through multiple EFs

Tag Value Occurrence Note
‘7F76:5}Record handling DOs
‘51" |File reference DO Atleast once
‘A0‘ | Record selection DOs Once, optional See Table Amd.1-4
‘A1" |Search configuration DOs Once, mandatory |See Table Amd.1-5
‘A3‘ |Search string DOs Once, mandatory See Table Amd.1-7

Table — Amd.1-4 — Record se

lection for enhanced search through multiple EFs

Tag Value Occurrence
‘AQ° Record selection DOs
‘B0 Record number range DOs Atleast once
Choice ‘02° | Start record number Once
between ‘02 | Number of records to search Once
those ‘B1° Record number list DOs Once
‘02 | Record number Atleast once
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Table — Amd.1-5 — Search configuration for enhanced search through multiple EFs

Tag Value Occurrence Note
‘Al Search configuration DOs
‘80° Search configuration param- |Once, mandatory |See Table Amd.1-6
eter
‘Bo* Search-windowbBOs Onee;optionat
‘02° | Offset Once
‘02° | Number of bytes Once

Table — Amd.1-6 — Coding of search configuration parameter

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
x| —|—|—|— | —| — | — |Searchorder
0| —|—|—1|—|—|— | — |Searchinrecord number ascending order
1| —|—|—|—|— | —| — |Searchinrecord number descending,order
—| x| —|—|— | — | — | — |Step-width for search
— 10| —|—|—1|— | —| — |Byte-wise
1|1 === |- Search string-wise, i.e. thelength of search string

is the step-wise

— | — | — | — |Configuration for search’termination

— | — | — | — |Search all addressédrecords in all addressed EFs

Terminate seafch for one EF after first matching
— | — | — | — |RFU
— | — | — | — |Terminatésearch for all EFs after first matching

|

|
== OO X
R O[Rr|O| X

|

|

|

|

— | — | —|— 1| x| x| x| x |00004any other value is RFU)

Table — Amd.1-7 — Search string,for enhanced search through multiple EFs

Tag Value Occurrence
‘A3° Search string DOs
‘B0 Search string interval DOs Once
‘81° |Search string lower bound Once, mandatory
‘82° |Search string upper bound Once, mandatory
Choice ‘B1° Search string set DOs Once
between 81 |Sinel I stri Atl
those ingle search string tleast once
Binary filter providing a binary
) . |mask to be used in a logical AND . (o
SF71 operation onto the data to be Optional for each DO'81
compared

Ppge 79711.3.8

=

p]nr‘p the first sentence with the fn]lnwing'

If bits b8 to b4 of P2 are not set to 11111, the command sets one or more records of an EF to
the logical erase state, either the record referenced by P1, or the sequence of records from P1,
sequentially, up to the end of the file.

Add the following paragraph after the first paragraph:

If bits b8 to b1 of P2 setto 11111000 (i.e. P2 = ‘F8‘), the command sets one or more records in different
EFs referenced by the command data field to the logical erase state. The command data field contains
one or more record handling DO‘7F76‘ each containing one file reference DO‘51‘ and one or more
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