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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establish
technica
and non
technolo
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patent rights identified during the development of the document will be in the. Introduction and/or on the ISQ
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revised.
15:2004

ISO/IEC
cards:

—  Part]
—  Part|

—  Part

led by the respecitive organization to deal with pariicular fields of technical aciivity. 1ISO and JE
committees collaborate in fields of mutual interest. Other international organizations, government
governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation
jy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

edures used to develop this document and those intended for its further maintenancécare described
D/IEC Directives, Part 1. In particular the different approval criteria needed for the)different types ¢
t should be noted. This document was drafted in accordance with the editorial rules of the
Directives, Part 2 (see www.iso.org/directives).

=

is drawn to the possibility that some of the elements of this document.may be the subject of patent
O and IEC shall not be held responsible for identifying any or all suehCpatent rights. Details of any

ent declarations received (see www.iso.org/patents).

—

e name used in this document is information given for_thé convenience of users and does ng
b an endorsement.

kplanation on the meaning of ISO specific terms and\expressions related to conformity assessment
s information about ISO's adherence to the WTQ\principles in the Technical Barriers to Trade (TBT
bllowing URL: Foreword - Supplementary information

~

mittee responsible for this document is ISQJEC JTC 1, Information technology, Subcommittee SC 17,
d personal identification.

bnd edition cancels and replaces_the'first edition (ISO/IEC 7816-15:2004), which has been technically
It also incorporates the Amendments ISO/IEC 7816-15:2004/Amd. 1:2007 and ISO/IEC 7816
Amd. 2:2008 and the Technical Corrigendum ISO/IEC 7816-15:2004/Cor. 1:2004.

—

7816 consists of the following parts, under the general title Identification cards — Integrated circul

1: Cards with-coptacts — Physical characteristics
2: Cardstwith contacts — Dimensions and location of the contacts

3: €ards with contacts — Electrical interface and transmission protocols

—  Part

—  Part

—  Part

—  Part

—  Part

— Part

4: Organization, security and commands for interchange

5: Registration of application providers

6: Interindustry data elements for interchange

7: Interindustry commands for Structured Card Query Language (SCQL)
8: Commands and mechanisms for security operations

9: Commands for card management
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— Part 10: Electronic signals and answer to reset for synchronous cards

— Part 11: Personal verification through biometric methods

— Part 12: Cards with contacts — USB electrical interface and operating procedures
— Part 13: Commands for application management in a multi-application environment

— Part 15: Cryptographic information application
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Introduction

Integrated circuit cards with cryptographic functions can be used for secure identification of users of
information systems, as well as for other core security services such as non-repudiation with digital signatures

and distri
a framew

bution of enciphering keys for confidentiality. The objective of this part of ISO/IEC 7816 is to provide
ork for such services based on available International Standards. A main goal has been to provide a

solution
internatid

the requirements for interoperability.

A numbeg

public key certificate infrastructure and flexible management of user and entity authentication.

This part
docume

— acommon core is identical in both documents;

— thos components of PKCS #15 which do not relate to IC cards have been removed.

This part

hal may be used in large-scale systems with several iSSuers ol compatible cards, providing-iqr
nal interchange. It is flexible enough to allow for many different environments while still preserving

D

r of data structures have been provided to manage private keys and key fragments te, support

of ISO/IEC 7816 is based on PKCS #15 v1.1 (see Reference [9]). The relationship between thesg
ts is as follows:

of ISO/IEC 7816 includes enhancements to meet specific IC-Card requirements.

Vi
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Identification cards — Integrated circuit cards — Part 15:
Cryptographic information application

O 0O - =

—

1

T

I

his part of ISO/IEC 7816 specifies an application in a card. This application contains..inform
ryptographic functionality. This part of ISO/IEC 7816 defines a common syntax and format
ryptographic information and mechanisms to share this information whenever appropriate:

he objectives of this part of ISO/IEC 7816 are to

supports the following capabilities:

his_part of ISO/IEC 7816 does not cover the internal implementation within the card and/or the outsi

Conna
oCtopPt

facilitate interoperability among components running on various platforms (platform neutral),

enable applications in the outside world to take advantage of producis and components from
manufacturers (vendor neutral),

enable the use of advances in technology without rewriting application-level software (application
and

maintain consistency with existing, related standards while expanding upon them only where n
and practical.

storage of multiple instances of cryptographic information in a card;
use of the cryptographic information;

retrieval of the cryptographic information, a key factor for this is the notion of “Directory File
provides a layer of indirection between objects on the card and the actual format of these objects

cross-referencing of the’cryptographic information with DOs defined in other parts of ISO/IEC 78
appropriate;

different authentication mechanisms;

multiple \«Cryptographic algorithms (the suitability of these is outside the scope of this
ISO/IEC 7816).

ation on
for the

multiple

neutral),

pcessary

57, which

16 when

part of

e world.

is“not mandatory for implementations complying with this International Standard to support al

options

described.

In case of discrepancies between ASN.1 definitions in the body of the text and the module in Annex A,
Annex A takes precedence.
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO 9564-1, Final services — Personal Identification Number (PIN) management and security — Part 1: Basic

principle
ISO/IEC

ISO/IEC
notation

ISO/IEC

specificat

ISO/IEC

ISO/IEC

E—anTd TequiTerents for PIiNS T card-based system
7816 (all parts), Identification cards — Integrated circuit cards with contacts
8824-1, Information technology — Abstract Syntax Notation One (ASN.1): Specification” of bas

8824-2, Information technology — Abstract Syntax Notation One (ASN.1): Information obje
on

8824-3, Information technology — Abstract Syntax Notation One (ASN.1): Constraint specification

8824-4, Information technology — Abstract Syntax Notation One (ASN.1): Parameterization of ASN.

specifications

ISO/IEC
(BER), G

ISO/IEC
key and

ANSI X9

8825-1, Information technology — ASN.1 encoding rules:\Specification of Basic Encoding Rule
anonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

9594-8, Information technology — Open Systems [nterconnection — The Directory — Part 8: Publig
hitribute certificate frameworks

62, Public Key Cryptography for the Financial ‘Services Industry: The Elliptic Curve Digital Signatur,

Algorithmp (ECDSA)

3 Ter
For the (g
3.1
absolute
path that
3.2

applicat
data stru

[SOURC

ms and definitions

urposes of this document, the-following terms and definitions apply.

path
starts with the file_idéntifier '3F00’

on
ctures, data elements and program modules needed for performing a specific functionality

E: ISO/IEC 7816-4:2013, 3.3, modified]

—

(7]

)

3.3

application identifier
data element that identifies an application in a card

Note 1 to

3.4

entry: Adapted from ISO/IEC 7816-4.

application provider
entity providing the components required for performing an application in the card

[SOURC

E: ISO/IEC 7816-4:2013, 3.7, modified]
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35
authentication information object
cryptographic information object that provides information about authentication related data

EXAMPLE A password.

3.6
authentication object directory file
elementary file containing authentication information objects

7

inary coded decimal

umber representation where a number is expressed as a sequence of decimal digits and each-dec
encoded as a four bit binary number

.8
ardholder
erson to whom the card was issued

.9
ard issuer
rganization or entity that issues cards

.10
certificate directory file
lementary file containing certificate information objects

11
certificate information object
cryptographic information object that provides information about a certificate

.12
ommand
essage that initiates an action and solicits a response from the card

13

ryptographic information application

pplication in a card that contains information on cryptographic information objects, other secu
lements and their intended use

14
ryptographic infermation object
structured information contained in a CIA, which describes a cryptographic data element

XAMPLE A public key or a certificate.

.15

ataycontainer information object

cryptograpnic information object that provides Information about a data container
EXAMPLE Afile.

3.16
data container object directory file
elementary file containing data container information objects

3.17

dedicated file
structure containing file control information, and, optionally, memory available for allocation

© ISO/IEC 2016 - All rights reserved
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[SOURCE: ISO/IEC 7816-4:2013, 3.19]

3.18

Directory

DIR file

optional elementary file containing a list of applications supported by the card and optional related data
elements

[SOURCE: ISO/IEC 7816-4:2013, 3.22, modified]

3.19
elementary file
set of dafa units or records or data objects sharing the same file identifier and the same security attribate(s)

[SOURCE: ISO/IEC 7816-4:2013, 3.23, modified]

3.20
file identifier
data elerment (two bytes) used to address a file

[SOURCE: ISO/IEC 7816-4:2013, 3.27]

3.21
function
process accomplished by one or more commands and resultant actions

3.22
master fjle
unique dedicated file representing the root in a card using ashierarchy of dedicated files

[SOURCE: ISO/IEC 7816-4:2013, 3.33, modified]
Note 1 to fentry: The MF has file identifier ‘3F00’.

3.23
message
string of [bytes transmitted by the interface device to the card or vice versa, excluding transmission-oriented
charactefs

3.24
object djrectory file
mandatory elementary file containing information about other CIA directory files

3.25
passwotid
data thatfmay be.required by the application to be presented to the card by its user for authentication purposs

[SOURCE:ISO/IEC 7816-4:2013, 3.37]

3.26
path
concatenation of file identifiers without delimitation

[SOURCE: ISO/IEC 7816-4:2013, 3.38]
3.27

private key directory file
elementary file containing private key information objects
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3.28
private key information object
cryptographic information object that provides information about a private key

3.29

provider
authority who has or who obtained the right to create a dedicated file in the card

[SOURCE: ISO/IEC 7816-4:2013, 3.41]

.30
ublic key directory file
lementary file containing public key information objects

.31
ublic key information object
cryptographic information object that provides information about a public key

.32
record
string of bytes referenced and handled by the card within an elementary file-of record structure

[FOURCE: ISO/IEC 7816-4:2013, 3.43]

.33
relative path
ath that starts with the file identifier of the current DF

.34
slecret key directory file
lementary file containing secret key informatiori<objects

.35

slecret key information object

cryptographic information object that-provides information about a secret key
.36

template

set of data objects forming.the value field of a constructed data object

ote 1 to entry: Adaptedfrom ISO/IEC 7816-6.

Symbolgand abbreviated terms

.1 Symbols
R dedicated file x, where x is the acronym of the file
EF.x elementary file x, where x is the acronym of the file

‘0'to'9’and ‘A'to ‘F hexadecimal digits

4.2 Abbreviated terms
For the purposes of this part of ISO/IEC 7816, the following abbreviated terms apply.

AID application identifier
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AOD authentication object directory
BCD binary-coded decimal

CD certificate directory

CDE cryptographic data element

CIA cryptographic information application

ClO cryptographic information object
C-RP command —response pair

Cv card-verifiable

DCOD  data container object directory
DDO discretionary data object

DF dedicated file

DH Diffie-Hellman

DSA digital signature algorithm

EC elliptic curve

EF elementary file

IDO interindustry data object, as defined in ISGHEC 7816-6
IFD interface device

KEA key exchange algorithm

MF master file

oD object directory

PKCS public-key cryptography standard
PrkbD private_Key-directory

PuKD public’key directory

RSA Rivest-Shamir-Adleman

SKD secret key directory

SPKI simple public key infrastructure

ucs universal multiple-octet coded character set (see ISO/IEC 10646)
URL uniform resource locator

uTC coordinated universal time

UTF-8 UCS transformation format 8
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WTLS  wireless application protocol transport layer security

5 Conventions

This part of ISO/IEC 7816 presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and
values are referenced in normal text, they are differentiated from normal text by presenting them in the bold
Helvetica typeface. The names of commands, typically referenced when specifying information exchanges
between cards and IFDs, are differentiated from normal text by displaying them in Courier.

If-the-items— ; g or-letters)—then-the ' idered steps
im a procedure.

§ Cryptographic information objects

g.1 General

—

his part of ISO/IEC 7816 provides

- descriptions of objects describing cryptographic information contained in the card,

—+ descriptions of the intended use of this information,

—+ ways to retrieve this information (when appropriate),

—+ an abstract syntax for the information which provides the basis for encodings, and

—+ an object model for the information.

Tlhe information, which also may include access cantrol information, is described in the form of CIOs.

g.2 CIO classes

—

his part of ISO/IEC 7816 defines four.Classes of CIOs as follows:

— cryptographic key information objects;

— certificate information/objects;

- data container information objects;

— authentication)information objects.

Tlhe logical structure of these ClOs is shown in Figure 1. The object class of cryptographic key information
dbjects <has” three subclasses: private key, secret key, and public key information objects. CIQs inherit
attributes from higher-level classes and may be instantiated on cards.
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Cryptographic
Information Object

Cryptographic Certificate Data Container Authentication
Key Infqrmation Information Information Information
Object Object Object Object

/ AN

6.3 Attributes

All CIOs
and attril

AN
ARV RN ANVARN

Private | | secret Public cv X.509 Other Data Data Pass- ||Biometric| | External
Key Key Key Certificate | | Certificate | | Certificate File Object word Data Authént.
Info Info Info Info Info Info Info Info Info Info Info

Object [ [ object || object Object Object Object Object | | Object Object || Object Object

Figure 1 — CIO class hierarchy

[72)

have a number of attributes. Type-specific attributes are always present. Group-specific attribute
utes common to all ClOs may be inherited as shown in Figure 2. Attributes are defined in Clause 8.

Common CIO Class-specific Sub-classsspecific Type-specific
Attributes > CIO Attributes CIO Attributes

A 4

CIO Attributes v

6.4 Ad

CDEs cgn be private, meaning that they are protected against unauthorized access, or public. Access (read

write, ef
authentiq
based us
from rea

7 CId

71 O

ACIOis
the CDE

under other dedicated files, in which case, they are referenced to from the DF.CIA.

7.2 IC

Figure 2 — Attribute inheritance concept

cess restrictions

c.) to private CDEs is described by “authentication information objects (which also includes
ation procedures). Conditional access(ffom a cardholder’s perspective) is achieved with knowledgd
er information, biometric user information, or cryptographic means. Public CDEs are not protected
j-access.

files

erview

contained in an_€lementary file, and refers, in general, to a CDE; a CIO may in some cases contain
directly. A dedicated file (DF.CIA) contains CIO elementary files. Certain CIO files may be present

card\requirements

Cards s

all r‘nmply with the apprnprintn parts of ISOUEC 7816 when ||Qing

— hierarchic logical file systems,

— direct or indirect application selection,

— access control mechanisms,

— read operations, and

— cryptographic operations.
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7.3 Card file structure

A typical card supporting this part of ISO/IEC 7816 will have the following layout:

DF.CIA

EF.ClAlnfo
|
EF.OD
@ . ‘ <
OTE1  For the purpose of this part of ISO/IEC 7816, EF.DIR is only,néeded on cards that do not support g
election using AID as DF name as defined in ISO/IEC 7816-4 or when-mdltiple CIAs reside on a single card.

zZ _w =

OTE 2  Square element files are mandatory for this part of ISO/EC 7816 (see Table 1). MF may not be s¢
nterface (see ISO/IEC 7816-4).

Figure 3 — Exampleiecontents of DF.CIA

Qther possible topologies are discussed in Annex:C. The contents and purpose of each file and dire
described below.
1.4 EF.DIR

his file (file identifier: ‘2F00’) shall_if present, contain one or several application templates as d

=

SO/IEC 7816-4. The application template (tag ‘61’) for a CIA shall at least contain the following IDOs:
—+ application identifier (tag-4F’), value defined in 7.5.5;

—+ path (tag ‘51’), value supplied by application provider; if Path is missing, it denotes a virtual DH
CIO files of which are hosted by an application, either implicitly known or defined by the CIOL
‘73).

—+ CIODD®: (tag ‘73’) conditional, with odfPath and cialnfoPath reference ClOs; it shall be present
missing.

Other IDOs from ISO/IEC 7816-4 may, at the application provider’s discretion, be present as well. In

EF.DCOD

pplication

ben at the

ctory are

efined in

F.CIA the
DDO (tag

f Path is

particular,

it TS TECOmMEeEnded thatappiication providers inciude botiT the “Discretionary data objects  data object
and the “Application label” data object (tag ‘50’). The application label shall contain a UTF-8 encoded

(tag ‘73")
label for

the application, chosen by the application provider. The “Discretionary data objects” data object shall, if

present, contain a DER-encoded (ISO/IEC 8825-1:1998) value of the ASN.1 type CIODDO:

CIODDO ::= SEQUENCE {

providerld OBJECT IDENTIFIER OPTIONAL,

odfPath Path OPTIONAL,

cialnfoPath [0] Path OPTIONAL,

aid [APPLICATION 15] OCTET STRING (SIZE(1..16)),
(CONSTRAINED BY {-- Must be an AID in accordance with ISO/IEC 7816-4--})
OPTIONAL,
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securityFileOrObject SET OF SecurityFileOrObject OPTIONAL,
... -- For future extensions
} -- Context tag 1 is historical and shall not be used

NOTE 1

NOTE 2

PKCS #15 uses this tag.

In accordance with ISO/IEC 7816-4, and when present in an application template, the tag [APPLICATION 19]

('73") replaces the CIODDO SEQUENCE ('30') tag, due to implicit tagging. See D.8 for an example.

NOTE 3

When located under a DF or an ADF other than DF.CIA, the by-default FilelD and Short EF Identifier of EF.OD

and EF.CIAInfo are respectively as defined in Table 1 unless specified otherwise by the discretionary data object CIODDO

or explicit]

qg

N

¥

The proy
The odfH
EF.CIAIn
way for
sacrificin
template
between

applicatipn to which this CIA applies. The securityFileOrObject optional extension of CIODDO container refef

to securi
be order

becurityFileOrObject ::= SEQUENCE {

.|. -- For future extensions

file 1D detinition Is preterred.

label Label OPTIONAL,

communicationMode CommunicationMode OPTIONAL,
fileOrObjectPath Path,

cioSecurityld INTEGER OPTIONAL,

protocol OBJECT IDENTIFIER OPTIONAL,

index [O] INTEGER (0..cia-ub-index) OPTIONAL}
precondition [1]INTEGER (0..cia-ub-index) OPTIONAL)

iderld component, if present, shall contain an object identifier uniquely identifying the CIA providey.
Path and cialnfoPath components shall, if present, contain paths to elementary files EF.OD and
fo respectively or to constructed data objects nesting-these files' respective contents. This provides ja
ssuers to use non-standard file identifiers for these files or, alternatively, data objects tags withoyt
g interoperability. If data objects are employed;;they shall be constructed without control parameter
(see ISO/IEC 7816-4). It also provides card issuers with the opportunity to share ClAlnfo filgs
ClAs, when several ClAs reside on oné card. The aid component shall, if present, indicate the

S

y protocol descriptors, i.e. OIDs nested’in a logical data structure, of which the execution priority shall
bd according the index value of the.precondition attribute. securityFileOrObject components are

fileOrObjectPath: path to the\file or data object nesting a set of OIDs and further protocol relevant
parameter denoting security protocols,

ndex: attribute index assigned to SecurityFileOrObject,
precondition: crosséreference to the index of the SecurityFileOrObject protocol(s) of which th
pxecution is mandated prior to the current SecurityFileOrObject ones,

abel: attribute-that may serve to identify the security file or object,

communicatiohMode: physical interface as defined in 8.2.8 and to which the protocols listed in
fileOrObjéctPath apply. If the required communication mode cannot be fulfilled by the IFD, the
SecurityFiteOrObject may be not accessible by the IFD,

cioSecurityld: identifier used as cross-reference to the authentication object required for the

D

In case

preleminary protocol to be executed by the IFD, and
protocol: determines which of the possibly multiple protocols defined in fileOrObjectPath referenced
structures is to be used.

the ICC wants to enforce a high level of privacy, CIODDO may only contain SecurityFileOrObject

structure to indicate to the IFD the preliminary protocol(s) to perform. If multiple SecurityFileOrObject
containers are present, which do not refer to each other as precondition, they are meant as alternatives. For
examples of EF.DIR content with privacy-enabling features, see Table C.1; the table provides EF.DIR
description for the file system topology on Figure C.5 and shows how securityFileOrObject component is

impleme

10

nted to ensure data minimization principle through access control according to ISO/IEC 7816-4.
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The use of a EF.DIR file will simplify application selection when several CIAs reside on one card. Its use is
described in ISO/IEC 7816-4.

If within the application template for a CIA, one or more nested application templates (tag '61") are present,
they may contain the application identifier (tag '4F'). Each application template corresponds to an application

to which this CIA applies.

7.5 Contents of DF.CIA

75.1 OQverview

-

Table 1 — Elementary files in DF.CIA

able 1 lists elementary (mandatory and optional) files in the DF.CIA, along with their reserved-file ig
ile types (linear record or transparent) are indicated in the last column.

entifiers.

File Mandatory | (Default) File identifier | Short EF identifier File type

CIAInfo X 5032 12 Transparent

OD X 5031 1 Linear record or transparent
AODs Linear record or transparent
PrkDs Linear record or transparent
PuKDs Linear record or transparent
SKDs Linear record or transparent
CDs Linear record or transparent
DCODs Linear record or transparent

‘5033

Reserved for historical

easons

=+ -

—

715.2 ClAInfo EF

- version aumber;

— card.characteristics (e.g. read only).

he-following information may be found:

he ClAInfo EF shall€gntain information about the card and its capabilities, pertaining to the use of G
bllowing informationyshall always be present:

IO0s. The

— CIA serial number;

— manufacturer identification;

— card label;

— allocated security environments;

— file structures;

© ISO/IEC 2016 - All rights reserved
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— supported algorithms;
— issuer identification;
— holder authentication;
— time of last update.

753 EF.OD

The objgct directory file (EF.OD) is an elementary file, unless specified otherwise by CIODDO, which ma
contain references to other CIO EFs. Figure 4 shows the relationship between EF.OD and other CIO ERs*(fq
a reasor| of simplicity, only one referenced file of each type is shown). The ASN.1 syntax for the contents ¢
EF.OD ig described in 8.3.

PuKD reference

—_— /

PrkD reference

SKD reference /.
CD reference

AOD reference

PDCOD reference

Figure 4 — Indirect retrieval of-€lOs using EF.OD

—_- = <

7.5.4 QIO directory files

Each CIQ directory file contains CIOs of a certain kind:

— private key directory files contain private key information objects;

— publjc key directory files contain puklic key information objects;

— secret key directory files contain-secret key information objects;

— certificate directory files Contain certificate information objects;

— datg{ container object directory files contain data container information objects;
— authlentication object directory files contain authentication information objects.

Multiple ClOdirectory files of the same kind may be present in a DF.CIA.

The object directory file EF.OD is unique and contains references to CIO directory files.
NOTE 1 If a CIO directory file of a certain kind exists in a DF.CIA, it will usually not be empty.
NOTE 2  CIO directory files may also be found in other DFs in the card.

NOTE 3 CIlOs can be stored directly in an EF.OD (without any indirection) or in CIO directory files. CDEs can likewise
be stored directly in CIOs or be referenced by them.

The use of indirection simplifies personalization, allows for more flexible access rules, and is recommended.

When CIOs reference CDEs that are logically linked (e.g. a private key CIO and a corresponding public key
CIO), the CDEs shall have the same CIO identifier.
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Figure 5 describes the general structure of these files.

CIO[x] #1
______ CloX]#2 ____] CDE[x] #2
Clobd Haa ] e e e = = =
NoINITATTTTT ~ ~ —'
\\\ JEPRSN— N
h T "/’ - \\\\
' CDE[x] #n )
NOTE Letter x stands for the kind of the information object which holds the information.

Figure 5 — Indirect retrieval of CDEs using-CIOs
71.5.5 DF.CIA selection

he AID of a DF.CIA consists of two fields, the standard identifier E8 28 BD 08 OF (mandatory), ¢
bllowed by either

=+

or

provider identifier from registration category*'A' or 'D' (see ISO/IEC 7816-4).

—

he length of the AID shall not exceed 16-bytes. The format of the AID is therefore:

< Application Identifier (AID) >

ptionally

— a one-byte index in the range ‘00’ to ‘7F’, followed,by a proprietary application identifier extensipn (P1X),

— a (possibly right-truncated) AID (e.g. of .an;application using this CIA) using a registered application

E8 | 28BDO80OF Index (00-7F) | Proprietary application identifier extension (PIX)

or

E8-[\-28BD0O80F | Ax/Dx |Remainderofcategory'A'or'D'AID

\L

<1 5 bytes >< up to 11 bytes

Figure 6 — AID formats

DF.CIA{may be selected using its AID by cards supporting direct application selection.

o

|\ OTE Eorhictarieal raacane NME CIA mav, ha calactad nocima tha AN AN NN NN NN 62 EN AR 42 E2 21 21 2
= O TSt T eSO oo oty eSSt e ouSmgtrc/ oo oo oo o 9SO U D 4SO T o159,

If direct application selection is not possible, an EF.DIR file with contents as specified in 7.4 shall be used.

When several DF.CIAs reside on one card, they may be distinguished by information in the application
template in EF.DIR. It is recommended that the application label (tag ‘50’) also be present to simplify the man-

machine interface (e.g. vendor name in short form).

© ISO/IEC 2016 - All rights reserved
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8 Information syntax in ASN.1

8.1 Guidelines and encoding conventions

This part

of ISO/IEC 7816 uses ASN.1 [see ISO/IEC 8824 (all parts)] to describe ClOs. When stored in a card,

DER-encoding of CIO values are assumed. Annex A contains a complete specification in ASN.1 of all CIOs;
the text of this clause is explanatory only.

The contents of a CIO directory file is the concatenation of 0, 1 or more DER-encoded values of the same

type; see,

e o Annex D
~J

NOTE
related lig

positions pf extended bits.

8.2 Bgsic ASN.1 defined types

8.2.1

q

Identifier
The Iden
same Idg
8.22 R

Referenc
uniq
mult

This typq
255, mul

8.23 L

Label ::=
This typd
8.24 (C
Credentid
i

X

Keyldentifiers KEY-IDENTIFIER ::={

o

In this part of ISO/IEC 7816, BIT STRING type can be declared as extensible with extension markers providg
t is always numbered with consecutive numbers and it is recommended accordingly to enforce consecutiv

D

entifier

::= OCTET STRING (SIZE (0..cia-ub-identifier))

tifier type is used as a CIO identifier. For cross-reference purposes, twgjor more CIOs may have th
ntifier value. One example of this is a private key and one or more corresponding certificates.

¢

eference
p ::= CHOICE {

eByteRef INTEGER (0..cia-ub-reference),
ByteRef [1] OCTET STRING(SIZE(4..20))

is used for generic reference purposes; for .amultiple-byte reference or a reference value exceeding
iByteRef may be used.

abel

UTF8String (SIZE(O..cia-ub-label))

is used for all labels (i.e. userassigned object names).
redentialldentifier
lldentifier {KEY-IDENTIFIER : IdentifierSet} ::= SEQUENCE {

(Type KEY-IDENTWIFIER.&id ({IdentifierSet}),
HValue KEY-IDENTIFIER.&Value ({IdentifierSet{@idType})

5suérAndSerialNumber
ssuerAndSerialNumberHash

subjectKeyHash
issuerKeyHash
issuerNameHash
subjectNameHash
pgp2Keyld
openPGPKeyld

ubjectkeyid

certificateHolderReference,

}

.. -- For future extensions

KEY-IDENTIFIER ::= CLASS {
&id INTEGER UNIQUE,

14
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&Value
} WITH SYNTAX {
SYNTAX &Value IDENTIFIED BY &id

}

The Credentialldentifier type is used to identify a particular key or certificate. There are currently nine
members in the set of identifiers for private keys and certificates, Keyldentifiers.

issuerAndSerialNumber: The value of this type shall be a SEQUENCE consisting of the

issuer’s

distinguished name and the serial number of a certificate which contains the public key associated with

byl

the private key.

issuerAndSerialNumberHash: As for issuerAndSerialNumber but the value is an OCTET)STRIN
contains a SHA-1 hash value of this information in order to preserve space.

subjectKeyld: The value of this type shall be an OCTET STRING with the(same value
subjectKeyldentifier certificate extension in an ISO/IEC 9594-8 certificate whichcontains the p
associated with the private key. This identifier can be used for certificate chain traversals.

subjectkeyHash: An OCTET STRING which contains the SHA-1 hash of the/public key associated
private key.

issuerKeyHash: An OCTET STRING which contains the SHA-1 hash of the public key used to
requested certificate.

G which

as the
ublic key

with the

sign the

issuerNameHash: An OCTET STRING that contains a SHA<Y hash of the issuer's name as it appears in the

certificate.

NOTE  This identifier can, in conjunction with the subjectNameHash identifier, also be used for certifid
construction.

ate chain

subjectNameHash: An OCTET STRING that\¢entains a SHA-1 hash of the subject’'s name as it appears in

the certificate.
pgp2Keyld: An OCTET STRING (SIZE(8)) that contains a PGP2 key identifier.
NOTE PGP 2 key identifiers, are defined in IETF RFC 4880 (see Reference [4]).

openPGPKeyld: An OCTET/'STRING (SIZE (8)) that contains an OpenPGP key identifier.

NOTE OpenPGP.key identifiers are defined in IETF RFC 4880 (see Reference [4]).

certificateHolderReference: An OCTET STRING that denotes the holder of an ISO/IEC 781
verifiable certificate and that is used as subject key identifier to reference the public key of the
holder.

.2.5 «ReferencedValue and Path

6-8 card
ertificate

eferencedValue ::= CHOICE {

path Path,
url URL
} -- The syntax of the object is determined by the context

URL ::= CHOICE {

url CHOICE {printable PrintableString, ia5 IA5String},
urlWithDigest [3] SEQUENCE {

url IA5String,

digest DigestinfoWithDefault

}
}

Path ::= SEQUENCE {

efidOrTagChoice CHOICE {

© ISO/IEC 2016 - All rights reserved
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efidOrPath OCTET STRING,
tagRef  [0] SEQUENCE {

tag OCTET STRING,
efidOrPath OCTET STRING OPTIONAL

appFileRef [1] SEQUENCE  {

}

aid [APPLICATION 15] OCTET STRING,
efidOrpath OCTET STRING

appTagRef [2] SEQUENCE{

aid [APPLICATION 15] OCTET STRING,

A Refere

(captured by the url choice) or a reference to a file on the card (the path identifier). The syntax of the value

determin

In the pal
record fil
can be 3
comman
transparg
segment
comman
tag are u

NOTE
When efi
— emp

— one
be g

— two

— long
or re

— long
ISO

tag OCTET STRING,
efidOrPath OCTET STRING OPTIONAL

h
ndex INTEGER (0..cia-ub-index) OPTIONAL,
ength [0] INTEGER (0..cia-ub-index) OPTIONAL
(WITH COMPONENTS {..., index PRESENT, length PRESENT}|
WITH COMPONENTS{..., index ABSENT, length ABSENT})

hcedValue is a reference to a ClO value of some kind. This can either be same external referencg

[ZI1)

ed by the context.

th case, identifiers index and length may specify a specific location within the file. If the file is a linea
P, index, when present, shall specify the record number (in the ISOAEC 7816-4 definition) and lengt
et to 0 (if the card’s operating system allows an L. parameter equal to ‘00’ in a ‘READ RECORI
0). Lengths of fixed records may be found in the ClAInfo file as well (see 8.10). If the file is

ent file, index, when present, shall specify an offset within the file, and length, the length of th
(index would then become parameter P1 and/or P2 and‘length the parameter Le in a ‘READ BINAR
). By using index and length, several objects may be'stored within the same transparent file. aid an
sed for referencing from CIA of logical data structures located in application context.

2D =

NECEEY)

o

From the above follows that a length of 0 indicatés -that the file pointed to by efidOrPath is a linear record file.

dOrPath is

ty, no file is referenced by it,

byte long, it references a shert' EF identifier in the most significant five bits (bits b3, b2 and bl shdl
et to 0),

pytes long, it references a file by its file identifier,

er than two bytes'and consists of an even number of bytes, it references a file either by an absolute
lative path (i.6. concatenation of file identifiers), and

er thantwo bytes and consists of an odd number of bytes, it references a qualified path (se
IEG(7816-4).

D

In the url

case, the URL may eilther be a simple URL or a URL In combination with a cryptographic hash or the

object stored at the given location. In the urlWithDigest case, assuming that the CIO card is protected against
unauthorized data modifications, the digest component will protect the externally protected object against
unauthorized modifications too.

NOTE

The URL syntax is defined in IETF RFC 3986 (see Reference [3]).

8.2.6 ObjectValue

ObjectValue { Type } ::= CHOICE {
indirect ReferencedValue,
direct  [0] Type,

16
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... == For future extensions

}

An object value of type ObjectValue type shall, unless otherwise mentioned, be stored by indirect reference
(i.e. by pointing to another location where the actual value resides).

8.2.7 PathOrObjects

PathOrObjects {ObjectType} ::= CHOICE {

path Path,

objects [0] SEQUENCE OF ObjectType,
... -- For future extensions

}

he PathOrObjects type is used to reference sequences of objects residing either within the OD or in another
fle. If the path alternative is used, the referenced file shall contain the concatenation of, 0,01 or mgre DER-
ncoded values of the given type. Any number of 'FF' or '00' octets may occur before; between or [after the
alues without any meaning (i.e. as padding for unused space or deleted values)."The path alteqnative is
trongly recommended (see Note 4 in 7.5.4).

0w < O =

8.2.8 CommonObjectAttributes

NOTE This type is a container for attributes common to all CIOs.

Q

ommonObjectAttributes ::= SEQUENCE {
label Label OPTIONAL,
flags CommonObjectFlags OPTIONAL,
authld Identifier OPTIONAL,
userConsent INTEGER (1..cia-ub-userConsent) OPTHONAL,
accessControlRules SEQUENCE SIZE (1..MAX) OF ‘AccessControlRule OPTIONAL,
currentLCS LifeCycleStatus OPTIONAL;

} (CONSTRAINED BY {-- authld should bé present if flags.private is set.
-- It shall equal an authID in one authentication object in the AOD --})

JommonObjectFlags ::= BIT STRING {
private 0),
modifiable ),
internal )

} -- Bit (2) is present forthistorical reasons and shall not be used

AccessControlRule ::= SEQUENCE {

accessMode AccessMode,

securityConditien”  SecurityCondition,
communicationMode CommunicationMode OPTIONAL,
lifeCycleStatus LifeCycleStatus OPTIONAL,
verifLitmitDates RangeOfDate OPTIONAL,

.N>~JFor future extensions

}

AccessMode ::= BIT STRING {
read (O)

update (1),
execute (2),
delete (3),
attribute (4),
pso_cds (5),
pso_verif (6),
pso_dec (7),
pso_enc (8),
int_auth (9),
ext_auth (10)

}
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CommunicationMode::= BIT STRING {
contact (0),
contactLess (1),
usb (2),
nfc (3),
contactC6 (4)

}

LifeCycleStatus::= ENUMERATED {creation(0), init(1), op-activated(2), op-deactivated(3), termination(
proprietafy(b),...}

RangeOfpate ::= SEQUENCE {
startDate GeneralizedTime OPTIONAL,
endDate [0] GeneralizedTime  OPTIONAL

SecurityGondition ::= CHOICE {
lways NULL,

quthld Identifier,
juthReference AuthReference,
ot [0] SecurityCondition,
and [1] SEQUENCE SIZE (2..cia-ub-securityCongditions) OF SecurityCondition,
qr [2] SEQUENCE SIZE (2..cia-ub-securityCanditions) OF SecurityCondition,

. -- For future extensions

X

AuthRefefence ::= SEQUENCE {
uthMethod  AuthMethod,
eldentifier Reference OPTIONAL

~ noa)

AuthMetHod ::= BIT STRING {secureMessaging(0), extAuthentication(1), userAuthentication(2), always(3)}

The labgl is purely for display purposes (man‘machine interface), for example, when a user has several

certificatgs for one key pair (e.g. “bank certificate”, “e-mail certificate”).

The flag$ component indicates whether the particular object is private or not and whether it is of type read
only or not. A private object may only be accessed after proper authentication (e.g. password verification). |f
an object is marked as modifiable, it should be possible to update the value of the object. If an object is both
private apd modifiable, updating-is only allowed after successful authentication, however.

The authld component<ives, in the case of a private object, a cross-reference back to the authentication
object uded to protect this object (for a description of authentication objects, see 8.9).

The usefConsent-component gives, in the case of a private object (or an object for which access conditions
has been specified), the number of times an application may access the object without explicit consent from
the user|(e;g. ‘a value of 3 indicates that a new authentication will be required before the first, the 4th, the 7t
etc. accessy areHmay-enforee-this-vatbere-g—th he—tse—o Fite j e
A value of 1 means that a new authentication is required before each access.

The accessControlRules component gives an alternative, and more fine-grained, way to inform a host-side
application about security conditions for various methods of accessing the object in question. Any Boolean
expression in available authentication methods is allowed. If a certain access mode is not allowed, there shall
be no access control rule for it (i.e. it is implicit). If this component is not present, access control rules will have
to be deduced by other means. The authReference option allows for a closer coupling with other parts of
ISO/IEC 7816, through the reference to Security Environments and identification of the class of authentication
method (authMethod).
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The AccessMode component gives information of access mode to the object or its attribute. read, update,
execute, and delete are access mode for the object itself and attribute is for its attribute change, for example,
resetting key retry counter.

Other access mode attributes are intended for the completion of the execute access mode meaning. Those
further attributes are to be set along with execute attribute to describe the action. pso_cds is for PERFORM
SECURITY OPERATION (PSO) COMPUTE DIGITAL SIGNATURE command, pso_verify for PSO VERIFY
CERTIFICATE command, pso_dec for PSO DECIPHER command, pso_enc for PSO ENCIPHER command,
int_auth for INTERNAL AUTHENTICATE command, and ext _auth for EXTERNAL AUTHENTICATE
command.

he CommunicationMode component indicates for which physical interface the accessControlRulg applies.
he nfc option relates to Near Field Communication protocol (see ISO/IEC 18092); the usb option felates to
niversal Serial Bus protocol (see ISO/IEC 7816-12); the contactC6é option is provided for {egacy cafds using
pontact C6 for programming power required to write or to erase the internal non-volatile memory (see
SO/IEC 7816-3); the contactLess option relates to proximity cards supporting ISO/IEC 14443; the¢ contact
ption relates to cards with contacts (see ISO/IEC 7816-3). These options are ac€ording the transport type
escriptor as per ISO/IEC 7816-4:2012, 7.4.12.1.

QO — 0O C —

—

he LifeCycleStatus component indicates the life cycle status to which the_ AccessControlRule applies for any
fle or data object (see ISO/IEC 7816-4:2012, 7.4.12 for definitions).

—h

— creation: Creation state

— init: Initialisation state

— op-activated: Operational (activated)

— op-deactivated: Operational (deactivated)
— termination: Termination state

— proprietary: Proprietary state

he verifLimitDates component is optional and provides the time interval during which the AccessCoptrolRule
b which it is attached is allowgd for verification; outside the limit dates indicated by either both gr one of
tartDate and endDate attributes, the AccessControlRule cannot be verified anymore. To achieve the fit
etween verifLimitDates and\the actual date, i.e. date of the day, when AccessControlRule verificatiop occurs,
time-stamped token may;“as example, be delivered to the card to check the date of the day. As application
xamples: (1) an IFD-presents its certificate with extension denoting a range of dates; if the verificgtion limit
ates indicated in Access Control rules (startDate, endDate) fit the range presented in the certificate} the IFD
an authenticate™to’the card and access the authorized services accordingly; (2) A cryptographijc object
fespan can bé/sét to a determined interval of time, between startDate and endDate, so that, once thie validity
eriod after.card issuance is elapsed, the cryptographic object is locked and may require a specific activation
D resume. Each time this object is requested by the outside world, a timestamp may be presented to|the ICC;
B) A quality control procedure on batches of cards protected by a password based mechanism (of which the
assword should only be known to the card owner) may resort to a temporary password for qualify control

=0 Q D O O un =

ToT =T

— startDate and endDate components shall be encoded as a DO with a tag of [UNIVERSAL 24] class
(ASN.1 encoding rules, ISO/IEC 8825-1), i.e. DO’'18’, and nested within a SEQUENCE. See D.9 for
GeneralizedTime encoding guidelines conformant to ISO/IEC 8825-1.

NOTE 1 When the accessControlRules component and the authID component both are present, information in the
accessControlRule component takes precedence. This can occur for backwards-compatibility reasons.

NOTE 2  Since properties related to access control can be deduced, e.g. by studying EFs FCI, such information is
optional and not necessary when these circumstances applies (see also ISO/IEC 7816-4).
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NOTE 3  The access control information represented in these structures reflects access control rules in the card but is
not necessarily used as such by the card.

NOTE 4  When present, currentLCS component may reflect the LifeCycleStatus of the CIO.
NOTE 5 If implemented by the card, verifLimitDates attribute may require recording by the card of the first trusted

time reference delived to the card, i.e. timestamp for the current date from a trusted party, which may be updated each
time a more recent subsequent timestamp is presented to the card, or rejected otherwise.
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2.9 CommonKeyAttributes

CommonKeyAttributes ::= SEQUENCE {

iD Identifier,
usage KeyUsageFlags,
native BOOLEAN DEFAULT TRUE,

accessFlags KeyAccessFlags OPTIONAL,
keyReference KeyReference OPTIONAL,
startDate GeneralizedTime OPTIONAL,

aadbat Al CanaralizadTiaa ORTIAONAL
crtoatt oottt ranrZCoT e o TTOTNR LT,

=

N

T
d

k

algReference [1] SEQUENCE OF Reference OPTIONAL,
... -- For future extensions

}

eyUsageFlags ::= BIT STRING {
encipher 0),
decipher ),
sign (2,
signRecover 3),
keyEncipher (4),
keyDecipher 5),
verify (6),
verifyRecover @),
derive (8),
nonRepudiation 9)
}

eyAccessFlags ::= BIT STRING {
sensitive 0),
extractable Q),
alwaysSensitive 2),
neverExtractable 3),
cardGenerated 4)
}

eyReference ::= INTEGER

bject and its corresponding private“key information object are stored on the same card. In this ¢
formation objects shall share the 'same identifier (which may also be shared with one or several ¢
formation objects; see 8.2.15).

he usage component (encipher, decipher, sign, signRecover, keyEncipher, keyDecipher, verify, verify
erive and nonRepudiation) signals the possible usage of the key. Actual algorithms and methods

these operations are“implicit and not defined in this part of ISO/IEC 7816. To map between ISO/IE

eyUsage flags for‘public keys, CIO flags for public keys, and CIO flags for private keys, use Table 2.

he iD component shall be unique for'each key information object, except when a public key information

ase, the
ertificate

Recover,
used for
C 9594-8
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Table 2 — Mapping between CIO key usage flags and ISO/IEC 9594-8 key usage flags

Key usage flags for public keys in
ISO/IEC 9594-8 public key certificates

Corresponding CIO key
usage flags for public keys

Corresponding CIO key usage
flags for private keys

DataEncipherment Encipher Decipher
DigitalSignature, keyCertSign, cRLSign

(signature algorithms without message Verify Sign
recovery)

DigitalSignature, keyCertSign, cRLSign

(signaturg algorithms with message VerifyRecover SignRecover
recovery

KeyAgreément Derive Derive
KeyEncigherment KeyEncipher KeyDecipher

NonRepydiation

NonRepudiation

NonRepudiation

NOTE 1
NOTE 2

Implementations should verify that all key usage flags for a particular key pair is consistent.
Only those ISO/IEC 9594-8 key usage flags that are relevant for this part of ISO/IEC 7816 fiave been given a mapping.

The natlve component identifies whether the cryptographic algorithms) associated with the key are

implemepted in the card hardware.

The interpretation of the KeyAccessFlags bits shall be as follows:

senditive indicates that the key material cannot be revealed;in plaintext outside the card,;

if ex{ractable is not set, the key material cannot be extracted from the card, even in encrypted form;

neve

The acce

The keyH
a card-S
ISO/IEC

NOTE
values, al

The startDate ahd endDate components, if present, indicate the period during which the key is valid for use.

The al

alwagysSensitive indicates that the key has always been sensitive;

cardGenerated indicates that the key was randomly generated on the card.

rExtractable indicates that the key has never been extractable;

5sFlags component may besabsent in cases where its value can be deduced by other means.

eference component is-only applicable for cards with cryptographic capabilities. If present, it contain
pecific reference toythe key in question (for further information, see ISO/IEC 7816-4 an
7816-8).

[oNN7))

The value of\the keyReference component is intended for use in key reference DOs (ISO/IEC 7816-4) and arfy
50 negative-values, are conceivable.

comnonant idantifinc Alaarithm e tha lkkavs,  pmnavg
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dAlgorithm values from the EF.CIAInfo file.

TGOS

8.2.10 CommonPrivateKeyAttributes

Common

name

PrivateKeyAttributes ::= SEQUENCE {
Name OPTIONAL,

keyldentifiers [0] SEQUENCE OF Credentialldentifier {{Keyldentifiers}} OPTIONAL,

generalName

22

[1] GeneralNames OPTIONAL,
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keyUsageConstraints [2] KeyUsageConstraints OPTIONAL,
... -- For future extensions
}
(CONSTRAINED BY {-- if keyUsageConstraints present, CommonObjectAttributes.userConsent should be set--})

The name component, when present, names the owner of the key, as specified in a corresponding certificate’s
subject component.

Values of the keyldentmers component can be matched to identifiers from external messages or protocols to
party to

imdicate which key was used. A number of mechanisms for |dent|fy|ng a key are supported (see 8.2: 4).

Tlhe generalName component, when present, provides other ways to identify the owner of the key:

N

eyUsageConstraints ::= SEQUENCE {
keyUsageConstraintsFlag BIT STRING {
immediateUsage (0)

}
refOID OBJECT IDENTIFIER OPTIONAL,
...-- For future extensions

}

QommonPrivateKeyAttributes.keyUsageConstraintsFlag: this component indicates whether
- the interface device is not allowed to send a C-RP between the preparation phase and the usage|phase
on the logical channel used for key usage, i.e immediate¥sage set to 1, or

— that the interface device may send one or severarC-RP(s) between the preparation phase and the usage
phase, on arbitrary logical channels, i.e. immediateUsage not set.

he OID reference refOID, if present, shall provide details for key usage constraints. If both usefConsent
ttribute (see 8.2.8) and keyUsageConstraifits component are implemented, userConsent shall be cprrelated
ith keyUsageConstraints to set the number of times an application may access the key object withouit explicit
onsent from the user.

2.11 CommonPublicKeyAttributes

Q O s Q@

Q

ommonPublicKeyAttributes (7= SEQUENCE {
name Name OPTIONAL,
trustedUsage [0j\USage OPTIONAL,
generalName [t} GeneralNames OPTIONAL,
keyldentifiers\{2] SEQUENCE OF Credentialldentifier {{Keyldentifiers}} OPTIONAL,
.. -- For future extensions

)
The interpretation of the name, generalName and keyldentifiers components |of the
JommonPublicKeyAttributes type shall be the same as for the corresponding componenty of the

Q

ommonPrivateKeyAttributes.

TL > > (T} PR H + £ lasala 1o ol 1 H 4+ + b h
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cardholder (see 8.2.15).
NOTE The exact semantics of “trust” is outside the scope of this part of ISO/IEC 7816.
8.2.12 CommonSecretKeyAttributes

CommonSecretKeyAttributes ::= SEQUENCE {
keyLen INTEGER OPTIONAL, -- keylength (in bits)
.. -- For future extensions

)
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The optional keyLen component signals the key length used, in those cases where a particular algorithm can
have a varying key length.

8.2.13 GenericKeyAttributes

GenericKeyAttributes ::= SEQUENCE {
keyType CIO-ALGORITHM.&objectldentifier ({AllowedAlgorithms}),
keyAttr CIO-ALGORITHM.&Parameters ({AllowedAlgorithms}{@keyType})

}
AllowedAlgorithms CIO-ALGORITHM ::={...}

This type is intended to contain information specific to a key of a given kind. The definition of \the
AllowedAlgorithms information object set is deferred, perhaps to standardized profiles or to pratocol
implemeptation conformance statements. The set is required to specify a table constraint on the components
of GenericKeyAttributes.

8.2.14 KleyInfo

Keylnfo {ParameterType, OperationsType} ::= CHOICE {
paramsAndOps SEQUENCE {

parameters ParameterType,

operations OperationsType OPTIONAL

h

eference Reference -- Historical, not to be used

j
NOTE PKCS #15 uses the reference option.

This typ¢, which is an optional part of each private and public Key type, contains either algorithm-specif
details gbout the parameters of the key and operations supported by the card or a reference to suc
informatipn. If present, algorithm-specific values _override any values referenced by th
CommonfKeyAttributes.algReference component.

D =5 O

8.2.15 JommonCertificateAttributes

Common(ertificateAttributes ::= SEQUENCE {

iD Identifier,

quthority BOOLEAN DEFAULT(FALSE,

ipentifier Credentialldentifier {{Keyldentifiers}} OPTIONAL,
g¢ertHash [0] CertHash OPTIONAL,

trustedUsage [1] Usage OPTIONAL,

i

Hentifiers [2] SEQUENCE OF Credentialldentifier {{Keyldentifiers}} OPTIONAL,
alidity [4] Validity OPTIONAL,

J. -- For future extensions

¥ -- Context tag [3] iS-+eserved for historical reasons

NOTE PKCS #15 uses gontext tag [3].

Usage ::9§ SEQUENEEY{

keyUsageKeyUsage OPTIONAL,

extKeydsage SEQUENCE SIZE (1..MAX) OF OBJECT IDENTIFIER OPTIONAL,

J. =Faorfuture extensions

K (WITH COMPONENTS {..., keyUsage PRESENT} | WITH COMPONENTS {..., extKeyUsage PRESENT})

When a public key in a certificate referenced by a certificate information object corresponds to a private key
referenced by a private key information object, then the information objects shall share the same value for the
iD component. This requirement simplifies searches for a private key corresponding to a particular certificate
and vice versa. Multiple certificates for the same key shall share the same value for the iD component.

The authority component indicates whether the certificate is for an authority (e.g. certification authority) or not.

The identifier component is present for historical reasons only and the identifiers component shall be used
instead.
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The certHash component is useful from a security perspective when a certificate is stored externally to the
card (the url choice of ReferencedValue) since it enables a user to verify that no one has tampered with the
certificate.

The trustedUsage component indicates one or more purposes for which the certified public key is trusted by
the cardholder. Object identifiers for the extkeyUsage component may be defined by any organization with a
need. For actual usage, the intersection of the indicated usage in this component and the keyUsage extension
(if present) in the certificate itself should be taken. If the trustedUsage component is absent, all usage is
possible.

NOTE 1  The exact semantics of “trust” is outside the scope of this part of ISO/IEC 7816.

=z

OTE 2 To find a cardholder certificate for a specific usage, use the commonKeyAttributes.usage ‘comppnent and
ollow the cross-reference (commonKeyAttributes.iD) to an appropriate certificate.

—

Tlhe identifiers component simplifies the search of a particular certificate when the ‘requester kngws (and
conveys) some distinguishing information about the requested certificate. This can, be used, for gxample,
when a user certificate has to be chosen and sent to a server as part of a user authentication, and the server
provides the client with distinguishing information for a particular certificate. Use_of the subjectNameldash and
igsuerNameHash alternatives may also facilitate fast chain building.

Tlhe validity component provides information about the certificate's validityperiod.
8.2.16 GenericCertificateAttributes

GenericCertificateAttributes ::= SEQUENCE {

certType CIO-OPAQUE.&id ({AllowedCertificates}),

certAttr CIO-OPAQUE.&Type ({AllowedCertificates{@certType})
}

AllowedCertificates CIO-OPAQUE ::={...}

Tlhis type is intended to contain information\specific to a certificate of any kind. The definition of the
AllowedCertificates information object set~js deferred, perhaps to standardized profiles or to| protocol
implementation conformance statements, The set is required to specify a table constraint on the components
af GenericCertificateAttributes.

8.2.17 CommonDataContainerObjectAttributes

JommonDataContainerObjectAttributes ::= SEQUENCE {
applicationName Label OPTIONAL,

applicationOID OBJECT IDENTIFIER OPTIONAL,
iD Identifier OPTIONAL,

... -- For future'extensions

} (WITH.EOMPONENTS {..., applicationName PRESENT}
| WITH\COMPONENTS {..., applicationOID PRESENT})

—

he applicationName component is intended to contain the name or the application to which [the data
ontainer.object in question “belongs”.

Q

TlheZapplicationOID component is intended to contain the registered object identifier for the application to
which the data container object in question ‘belongs’.

In order to avoid application name collisions, at least the applicationOID alternative is recommended. As
indicated in ASN.1, at least one of the components has to be present in a value of type
CommonDataContainerObjectAttributes.

The iD component may be used to associate a certain data container object with some other CIO, e.g. a
private key information object.

8.2.18 CommonAuthenticationObjectAttributes

CommonAuthenticationObjectAttributes ::= SEQUENCE {
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authld Identifier OPTIONAL,
authReference Reference OPTIONAL,
seldentifier [0] Reference OPTIONAL,
... -- For future extensions

}

The authld shall be a unique identifier. It is used for cross-reference purposes from private CIOs.

The authReference component, when present, shall contain a value of a “key reference” object (see
ISO/IEC 7816-4), which is the way to reference these keys in Security Environments.

The seldentifier component, when present, identifies the security environment to which the authentication
object bglongs.

8.2.19 dIO type

This type is a template for all kinds of ClOs. It is parameterized with object class attributespobject subclas
attributeg and object type attributes.

7]

CIO {ClagsAttributes, SubClassAttributes, TypeAttributes} ::= SEQUENCE {

¢ommonObjectAttributes CommonObjectAttributes,
glassAttributes ClassAttributes,
qubClassAttributes [0] SubClassAttributes OPTIONAL,
typeAttributes [1] TypeAttributes

j

8.3 CIPChoice type

CIOChoide ::= CHOICE {

privateKeys [0] PrivateKeys,
publicKeys [1] PublicKeys,
trustedPublicKeys [2] PublicKeys,
decretKeys [3] SecretKeys,
gertificates [4] Certificates,
trustedCertificates [5] Certificates,
usefulCertificates [6] Certificates,
dataContainerObjects [7] DataContainerObjects,
gquthObjects [8] AuthQbjects,
.. -- For future extensions
j
PrivateKgys ::=  PathOrObjects {PrivateKeyChoice}
PublicKeys ::= PathOrObjects {PublicKeyChoice}
SecretKelys ::= PathOrObjects {SecretKeyChoice}
Certificates ::= PathOrObjects {CertificateChoice}

DataContainerObjects »= PathOrObjects {DataContainerObjectChoice}
AuthObjdcts ::= «PathOrObjects {AuthenticationObjectChoice}

EF.OD shall‘contain the concatenation of 0, 1 or more DER-encoded CIOChoice values. Any number of ‘FF’ qr
'00" octefs~may occur before, between, or after the values without any meaning (i.e. as padding for unused
space or delete values). A specific choice may appear more than once In the file (which may be done, for
example, to apply different access control rules to separate collections of objects of the same type).

It is expected that an EF.OD entry will usually reference a separate file (the path choice of PathOrObjects)
containing CIOs of the indicated type. An entry may, however, hold ClOs directly (the objects choice of
PathOrObjects).

The trustedPublickeys component references public key information objects describing public keys that are
trusted by the cardholder for some purpose, such as being the trust point (root) for certificate path processing.

The certificates choice references certificate information objects describing certificates issued to the card or
the cardholder.
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The trustedCertificates component references certificate information objects describing certificates trusted by
the cardholder for their indicated purposes. For instance, CA certificates referenced by this component may
be used as trust points (roots) during certificate path processing.

To maintain the desired trust in given certificates and/or public keys, their associated CIOs within trustedCertificates and/or
trustedPublickeys components need appropriate protection against modification (i.e. appropriate access control). This
protection shall apply to the EF.OD file, any CIO file referenced by the trustedCertificates or trustedPublicKeys components,
and any actual key or certificate file referenced from the individual ClOs.

A usefulCertificates component references certificate information objects describing certificates that do not
belong in either a trustedCertificates or certificates component. It may be used to store either end-entity or CA
ceTtficates that may be USerll, €.0. a ceruicate 1or a colleague’s encrypton Key or intermegiate CA
certificates to simplify certificate path processing.

8.4 Private key information objects

8.4.1 PrivateKeyChoice

HrivateKeyChoice ::= CHOICE {
privateRSAKey PrivateKeyObject {PrivateRSAKeyAttributes},
privateECKey [0] PrivateKeyObject {PrivateECKeyAttributes},
privateDHKey [1] PrivateKeyObject {PrivateDHKeyAttributes},
privateDSAKey [2] PrivateKeyObject {PrivateDSAKeyAttributeS};
privateKEAKey [3] PrivateKeyObject {PrivateKEAKeyAttributes?,

genericPrivateKey [4] PrivateKeyObject {GenericKeyAttributeS},
... -- For future extensions

}

rivateKeyObject {KeyAttributes} ::= CIO {
CommonKeyAttributes, CommonPrivateKeyAttributes)KeyAttributes}

o)

—

his type contains information pertaining to a private~key. Each value consists of attributes comman to any
bject, any key, any private key and attributes particutar to the key.

(@)

8.4.2 Private RSA key attributes

HrivateRSAKeyAttributes ::= SEQUENCE {

value Path,
modulusLength INTEGER;j *- modulus length in bits, e.g. 1024
keyInfo KeyInfo {NULL, PublicKeyOperations} OPTIONAL,

... -- For future extensions

}
he interpretation of the-eomponents shall be as follows.

—

— PrivateRSAKeyAttributes.value: The value shall be a path to a file containing a private RSA key. If there is
no need to.specify a path to a file, the path value may be set to the empty path.

—+ PrivatéRSAKeyAttributes.modulusLength: On many cards, one needs to format data to be signed prior to
sending the data to the card. In order to be able to format the data in a correct manner, the length of the
keyshall be known. The length shall be expressed in bits, e.g. 1 024.

—  PTiVateRSAREYATTIbUTES Keyimfo- informmatiom about parameters thatapplies tothis keyarmdoperations the
card can carry out with it. The values override any ClAInfo.supportedAlgorithms value referenced by the
CommonKeyAttributes.algReference component. The component is not needed if the information is
available through other means.

8.4.3 Private elliptic curve key attributes

PrivateECKeyAttributes ::= SEQUENCE {
value Path,
keylnfo Keylnfo {Parameters, PublicKeyOperations} OPTIONAL,
... -- For future extensions

}
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The interpretation of the components shall be as follows.

— PrivateECKeyAttributes.value: The value shall be a path to a file containing a private elliptic-curve key. If
there is no need to specify a path to a file, the path value may be set to the empty path.

— PrivateECKeyAttributes.keylnfo: See corresponding component in 8.4.2.
NOTE 1  For Parameters definition, this part of ISO/IEC 7816 references the module from ANSI X9.68:1998.

NOTE 2 __The OID referencing ANSI X9.62 is updated in this part of ISO/IEC 7816 (see Annex A) to solve the conflict
identified jon {iso(1) member-body(2) us(840) ansi-x962(10045) module(4) 1} that incidentally referred to both ECBSA
signature$ with SHA1 and to ANSI X9.62 module.

8.4.4 Private Diffie-Hellman key attributes

PrivateDHIKeyAttributes ::= SEQUENCE {

alue Path,

Keyinfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
.. -- For future extensions

X

The interpretation of the components shall be as follows.

— PrivfiteDHKeyAttributes.value: The value shall be a path to a file a private,Diffie-Hellman key. If there is n
need to specify a path to a file, the path value may be set to the empty path.

O

— PrivateDHKeyAttributes.keyInfo: See corresponding component.in‘8.4.2.
8.4.5 Private DSA key attributes

PrivateD$AKeyAttributes ::= SEQUENCE {

alue Path,

Keyinfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
J. — For future extensions

X

The interpretation of the components shall peyas follows.

— PrivateDSAKeyAttributes.value: The\value shall be a path to a file containing a private DSA key. If there
no need to specify a path to a file, the path value may be set to the empty path.

(7]

— PrivateDSAKeyAttributes keyinfo: See corresponding component in 8.4.2.
8.4.6 PFrivate KEA key-attributes

PrivateKEAKeyAttributes ::= SEQUENCE {

alue Path,

Keylnfo SKeylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
J. - For future extensions

j
The interpretation of the components shall be as follows.

— PrivateKEAKeyAttributes.value: The value shall be a path to a file containing a private KEA key. If there is
no need to specify a path to a file, the path value may be set to the empty path.

— PrivateKEAKeyAttributes.keyInfo: See corresponding component in 8.4.2.
8.4.7 Generic private key information objects

This type is intended to contain information specific to a private key of any kind. See 8.2.13.
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8.5 Public key information objects
8.5.1 PublicKeyChoice

PublicKeyChoice ::= CHOICE {

publicRSAKey PublicKeyObject {PublicRSAKeyAttributes},
publicECKey [0] PublicKeyObject {PublicECKeyAttributes},
publicDHKey [1] PublicKeyObject {PublicDHKeyAttributes},
publicDSAKey [2] PublicKeyObject {PublicDSAKeyAttributes},
publicKEAKey [3] PublickeyObject {PublicKEAKeyAttributes},
gereriePublekey HPubhekeyobieetfcererekeyAtiribates):

... -- For future extensions

}

ublicKeyObject {KeyAttributes} ::= CIO {
CommonKeyAttributes, CommonPublicKeyAttributes, KeyAttributes}

o)

—

his type contains information pertaining to a public key. Each value consists of attributes commgn to any
bject, any key, any public key and attributes particular to the key.

(@]

8.5.2 Public RSA key attributes

HublicRSAKeyAttributes ::= SEQUENCE {

value ObjectValue {RSAPublicKeyChoice},
modulusLength INTEGER, -- modulus length in bits, e.g. 1024
keyInfo KeylInfo {NULL, PublicKeyOperations} OPTIONAL,
... - For future extensions

}

HSAPublicKeyChoice ::= CHOICE {

raw RSAPublicKey,

spki [1] SubjectPublicKeyinfo, -- See ISO/IE€9594-8. Must contain a public RSA key.
... — For future extensions

}

HSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER
}

Tlhe interpretation of the components-shall be as follows.

—+ PublicRSAKeyAttributes(value: The value shall be a path to a file containing either an
RSAPublicKkeyChoice \alue or (some card-specific representation of) a public RSA key.

—+ PublicRSAKeyAttributes.modulusLength: On many cards, one shall format data to be encrypted prior to
sending the data to the card. In order to be able to format the data in a correct manner, the length of the
key shall be known. The length shall be expressed in bits, e.g. 1 024.

—+ PubliCRSAKeyAttributes.keyInfo: See corresponding component in 8.4.2.

8.5.3\ Public elliptic curve key attributes

PublicECKeyAttributes ::= SEQUENCE {
value ObjectValue {ECPublicKeyChoice},
keylnfo KeyInfo {Parameters, PublicKeyOperations} OPTIONAL,
... -- For future extensions

}
ECPublicKeyChoice ::= CHOICE {
raw ECPoint, -- See ANSI X9.62,
spki SubjectPublicKeyinfo, -- See ISO/IEC 9594-8. Must contain a public elliptic-curve key
... — For future extensions
}

The interpretation of the components shall be as follows.
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— PublicECKeyAttributes.value: The value shall be a path to a file containing either an ECPublicKeyChoice
value or (some card-specific representation of) a public elliptic curve key.

— PublicECKeyAttributes.keyInfo: See corresponding component in 8.4.2.
8.5.4 Public Diffie-Hellman key attributes

PublicDHKeyAttributes ::= SEQUENCE {

value ObjectValue {DHPublicKeyChoice},

keylnfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
J. - For future extensions

X

DHPublicKeyChoice ::= CHOICE {

aw DHPublicNumber,

9pki SubjectPublicKeylnfo, -- See ISO/IEC 9594-8. Must contain a public D-H key.
J. — For future extensions

}
DHPublicNumber ::= INTEGER

The interpretation of the components shall be as follows.

— PublicDHKeyAttributes.value: The value shall be a path to a file containigg either a DHPublicKeyChoic
valug or (some card-specific representation of) a public D-H key.

4]

— PublicDHKeyAttributes.keyinfo: See corresponding component in 842,
8.5.5 PHublic DSA key attributes

PublicDSAKeyAttributes ::= SEQUENCE {

alue ObjectValue {DSAPublicKeyChoice},

Keyinfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
. -- For future extensions

X

DSAPublicKeyChoice ::= CHOICE {

rfaw DSAPublicKey,

gpki SubjectPublicKeylnfo, -- See ISO/IEC 9594-8. Must contain a public DSA key.
.J. — For future extensions

}
DSAPublicKey ::= INTEGER

The interpretation of the companents shall be as follows.

4]

— PublicDSAKeyAttributéslvalue: The value shall be a path to a file containing either a DSAPublicKeyChoic
valup or (some card=specific representation of) a public DSA key.

— PublicDSAKeyAttributes.keyInfo: See corresponding component in 8.4.2.

8.5.6 PHublic KEA key attributes

PublicKEAKeyAttributes ::= SEQUENCE {
value ObjectValue {KEAPublicKeyChoice},
keylnfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
... -- For future extensions

}

KEAPublicKeyChoice ::= CHOICE {
raw KEAPublicKey,
spki SubjectPublicKeylnfo, -- See ISO/IEC 9594-8. Must contain a public KEA key.
... — For future extensions

}
KEAPublicKey ::= INTEGER
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The interpretation of the components shall be as follows.

— PublicKEAKeyAttributes.value: The value shall be a path to a file containing either a KEAPublicKeyChoice
value or (some card-specific representation of) a public KEA key.

— PublicKEAKeyAttributes.keyInfo: See corresponding component in 8.4.2.
8.5.7 Generic public key information objects

This type is intended to contain information specific to a public key of any kind. See 8.2.13.

8.6 Secret key information objects

8.6.1 SecretKeyChoice

n

ecretKeyChoice ::= CHOICE {
algindependentKey SecretKeyObject {SecretKeyAttributes},
genericSecretKey  [15] SecretKeyObject {GenericKeyAttributes},
... -- For future extensions
} -- Note: Context tags [0] — [14] are historical and not to be used

NOTE PKCS #15 uses these tags.

n

ecretKeyObject {KeyAttributes} ::= CIO {
CommonKeyAttributes, CommonSecretKeyAttributes, KeyAtiributes}

—

his type contains information pertaining to a secret key. Each/value consists of attributes commqgn to any
bject, any key, any secret key and attributes particular to the key.

(@]

8.6.2 Algorithm independent key attributes

hese objects represent secret keys available fortuse in various algorithms or for derivation of othpr secret
eys.

=~ -

n

ecretKeyAttributes ::= SEQUENCE {
value ObjectValue { OCTET.STRING },
... - For future extensions

}
he interpretation of the componrent shall be as follows.

—

— SecretKeyAttributes-value: The value shall be a path to a file either containing an OCTET STRING pr (in the
case of a card, capable of performing secret-key operations) some card-specific representation df the key.

8.6.3 GenericSecretKey type

—

his type is-intended to contain information specific to a secret key of any kind. See 8.2.13.

8.7 «Certificate information objects

o 2 | o i L ol o
1.1 e atceriuive

CertificateChoice ::= CHOICE {

x509Certificate CertificateObject {X509CertificateAttributes},
x509AttributeCertificate [0] CertificateObject {X509AttributeCertificateAttributes},
spkiCertificate [1] CertificateObject {SPKICertificateAttributes},
pgpCertificate [2] CertificateObject {PGPCertificateAttributes},
wtlsCertificate [3] CertificateObject {WTLSCertificateAttributes},
x9-68Certificate [4] CertificateObject {X9-68CertificateAttributes},
cvCertificate [5] CertificateObject {CVCertificateAttributes},

genericCertificateObject  [6] CertificateObject {GenericCertificateAttributes},
... -- For future extensions

}
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CertificateObject {CertAttributes} ::= CIO {
CommonCertificateAttributes, NULL, CertAttributes}

This type contains information pertaining to a certificate. Each value consists of attributes common to any
object, any certificate and attributes particular to the certificate.

872 X

X509Certi

.509 certificate attributes

ficateAttributes ::= SEQUENCE {

value ObjectValue { Certificate },

subject Name OPTIONAL,

q

X

The inter

— X504
DER
be f

— X504
X504
corr
as fq
prov

873 X

X509Attri
i

)
The inter

— X504
cont
whe

— X504
thes|
certi

— X504
obje

. -- For future extensions

. -- For future extensions

ssuer [0] Name OPTIONAL,
erialNumber CertificateSerialNumber OPTIONAL,

pretation of the components shall be as follows.
CertificateAttributes.value: The value shall be a ReferencedValue either identifying @file containing

encoded certificate at the given location or a URL pointing to some location where the certificate can
bund.

D

CertificateAttributes.subject, X509CertificateAttributes.issuer and

CertificateAttributes.serialNumber: The semantics of these components.is the same as for the
bsponding components in ISO/IEC 9594. The values of these compgnents shall be exactly the same
r the corresponding components in the certificate itself. The reason for making them optional is to

ide some space-efficiency since they already are present in thé.certificate itself.
.509 attribute certificate attributes

buteCertificateAttributes ::= SEQUENCE {

alue ObjectValue { AttributeCertificate },

ssuer GeneralNames OPTIONAL,

erialNumber CertificateSerialNumber OPTIONAL,

ttrTypes [0] SEQUENCE OF OBJECT IDENTIFIER OPTIONAL,

pretation of the components shall be  as follows.

D

AttributeCertificateAttributes.value: The value shall be a ReferencedVvalue identifying either a fil
aining a DER encoded attribute certificate at the given location or a URL pointing to some locatio
re the attribute certificate can be found.

=)

AttributeCertificateAttributes.issuer and X509AttributeCertificateAttributes.serialNumber: The values ¢f
e componentS_shall be exactly the same as for the corresponding components in the attribute
ficate itself.\Phey may be stored explicitly for easier lookup.

=

AttributeCertificateAttributes.attrTypes: This optional component shall, when present, contain a list ¢
ct identifiers for the attributes that are present in this attribute certificate. This offers an opportunity fd

=

appl

cations to search for a particular attribute certificate without reading and parsing the certificate itself.

874 S

NOTE

PKI certificate attributes

SPKI certificates are defined in IETF RFC 2693 (see Reference [5]).

SPKICertificateAttributes ::= SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type },

}

.. -- For future extensions

The interpretation of the component shall be as follows.

32
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— SPKICertificateAttributes.value: The value shall be a ReferencedValue identifying either a file con

taining a

SPKI certificate at the given location or a URL pointing to some location where the certificate can be

found.
8.7.5 PGP (Pretty Good Privacy) certificate attributes

NOTE PGP certificates are defined in IETF RFC 4880 (see Reference [4]).

PGPCertificateAttributes ::= SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type },
... - For future extensions

¥
he interpretation of the component shall be as follows.

—

— PGPCertificateAttributes.value: The value shall be a ReferencedValue identifying either{a, file con
PGP certificate at the given location or a URL pointing to some location where the certificate can

8.7.6 WTLS certificate attributes

=z

OTE WTLS certificates are defined in the “Wireless Transport Layer Segcurity Protocol” specificd
eference [10]).

TLSCertificateAttributes ::= SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type },
... -- For future extensions

}
he interpretation of the component shall be as follows.

< 1

—

—  WTLSCertificateAttributes.value: The value shall be a.ReferencedValue identifying either a file cor
WTLS encoded certificate at the given location or-a URL pointing to some location where the ¢
can be found.

8.7.7 ANSI X9.68 ldomain certificate attributes

NOTE X9.68 domain certificates are definéd in ANSI X9.68:2-2001 (see Reference [12]) but not availablg
from the ANSI catalog, and may become obsalete in the future.

X9-68CertificateAttributes ::= SEQUENCE'{
value ObjectValue { CIO-OPAQUE.&Type },
... -- For future extension$

}
he interpretation of the component shall be as follows.

—

—  X9-68CertificateAttributes.value: The value shall be a ReferencedValue identifying either a file cor
DER or PER~(see ISO/IEC 8825-2) encoded domain certificate at the given location or a URL p
some location where the certificate can be found.

8.7.8 Cardverifiable certificate attributes

NOTE Card verifiable certificates are defined in ISO/IEC 7816-8. Their main use is in public-key ba
ajuthentication methods.

taining a
be found.

tion (see

taining a
ertificate

anymore

taining a
binting to

sed card

CVCertificateAttributes ::= SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type},
certificationAuthorityReference OCTET STRING OPTIONAL
... -- For future extensions
}

The interpretation of the component shall be as follows.

1 ANSI X9.68 is not available in the ANSI catalog. This data type is only for backward compatibility and may become

obsolete in a future edition.
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— CVCertificateAttributes.value: The value shall be a ReferencedValue identifying either a file containing an
ISO/IEC 7816-8 Card verifiable certificate at the given location or a URL pointing to some location where
the certificate can be found.

— CVCertificateAttributes.certificationAuthorityReference: The value of this component shall be exactly the
same as for the corresponding component in the card verifiable certificate.

8.7.9 Generic certificate attributes

This type is intended to contain information specific to a certificate of any kind. See 8.2.16

8.8 Data container information objects
8.8.1 [DataContainerObjectChoice

DataContainerObjectChoice ::= CHOICE {

gpaqueDO DataContainerObject {OpaqueDOAttributes},
is07816DO [0] DataContainerObject {ISO7816DOALttributes},
qidDO [1] DataContainerObject {OidDOAttributes},

JJ. -- For future extensions

X

DataContainerObject {DataObjectAttributes} ::= CIO {
CommonDataContainerObjectAttributes, NULL, DataObjectAttributes}

This typg contains information pertaining to a data container object. Each'value consists of attributes common
to any object, any data container object and attributes particular to the data container object.
8.8.2 Qpaque data container object attributes

Interpretation of these objects is left to applications accessingthem.

OpaqueDOAttributes ::= ObjectValue {CIO-OPAQUE.&Type}
8.8.3 ISO/IEC 7816 data object attributes

EF.DCOP may contain information about ene-or several IDOs. These objects shall follow a compatible tag
allocatio scheme as defined in ISO/IEC 7816-4.

ISO781600Attributes ::= ObjectValue {CIO-OPAQUE.&Type}
(CONSTRAINED BY {-- All such data container objects shall be defined in accordance with ISO/IEC 7816-4 --})

Each iso[r816DO entry in an ER.DCOD will therefore reference a file, which shall conform to ISO/IEC 7816-4.
By using|these data contajner-objects, applications enhance interoperability.

—

When the CDE being{reférenced is a data object to be retrieved, e.g. in a GET DATA” command, the direq
choice of ObjectValue’shall be used and the CIO-OPAQUE.&Type value shall be the data object’s tag.

8.8.4 [Data container information objects identified by OBJECT IDENTIFIERS

This type_pravides a way to stare search and retrieve data container ohjects with assigned ohject identifiers.
An example of this type of information is any ASN.1 ATTRIBUTE (see ISO/IEC 9594-6).

OidDOAttributes ::= SEQUENCE {
id CIO-OPAQUE.&id ({AllowedOidDOs}),
value CIO-OPAQUE.&Type ({AllowedOidDOs}H@id})

}
AllowedOidDOs CIO-OPAQUE ::={...}
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8.9 Authentication information objects
8.9.1 AuthenticationObjectChoice

AuthenticationObjectChoice ::= CHOICE {

pwd AuthenticationObject { PasswordAttributes },

biometricTemplate [0] AuthenticationObject{ BiometricAttributes},

authKey [1] AuthenticationObject {AuthKeyAttributes},

external [2] AuthenticationObject {ExternalAuthObjectAttributes},

internal [3] AuthenticationObject{InternalAuthObjectAttributes},
Corfutura aviancionc

}

>

uthenticationObject {AuthObjectAttributes} ::= CIO {
CommonAuthenticationObjectAttributes, NULL, AuthObjectAttributes}

—

his type contains information about a particular authentication method. Each authentication object s
distinct CommonAuthenticationObjectAttributes.authlD, enabling unambiguous authehtication obje
Dr private objects.

= Q

8.9.2 Password attributes
g89.2.1 General

HasswordAttributes ::= SEQUENCE {

hall have
ct lookup

PTIONAL,

pwdFlags PasswordFlags,
pwdType PasswordType,
minLength INTEGER (cia-lb-minPasswordLength..cia-ub-minPasswordLength),
storedLength INTEGER (0..cia-ub-storedPasswordLength),
maxLength INTEGER OPTIONAL,
pwdReference [0] Reference DEFAULT O,
padChar OCTET STRING (SIZE(1)) OPTIONAL,
lastPasswordChange GeneralizedTimetOPTIONAL,
path Path OPTIONAL;
verifDataHistoryLength [1] INTEGER (0..cia-ub-storedVerifDataValueNumber) Of
cioSecurityld [2] INTEGER OPTIONAL,
... -- For future extensions
}
HasswordFlags ::= BIT STRING.{
case-sensitive (0),
local 1),
change-disabled ),
unblock-disabled ),
initialized (4),
needs-padding 5),
unblockingPassword (6),
soPassword ),
disable-allowed (8),
integrity-protected 9),
confidentiality-protected  (10),
exchangeRefData (1),
resetRetryCounterl (12),
resetRetryCounter2 (13),
context-dependent (14),
multiStepProtocol (15)

} (CONSTRAINED BY { -- ‘unblockingPassword’ and ‘soPassword’ cannot both be set, and
dependent’ supersedes both ‘integrity-protected’ and ‘confidentiality-protected’ when set--})

PasswordType ::= ENUMERATED {bcd, ascii-numeric, utf8, half-nibble-bcd, is09564-1, ...}

The interpretation of these types shall be as follows.

— PasswordAttributes.pwdFlags: This component signals whether the password
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36

is case-sensitive, meaning that a user-given password shall not be converted to all-uppercase before
presented to the card (see below),

is local, meaning that the password is local to the application to which it belongs,

can be reset by means of a RESET RETRY COUNTER command with P1 = '00’
(resetRetryCounterl and resetRetryCounter2 are not set), P1 = ‘01’ (only resetRetryCounter2 is set),
P1 ='02' (only resetRetryCounterl is set) or P1 = ‘03’ (both bits are set), with (resetRetryCounterl,
resetRetryCounter?2),

N

NOTE A pwd, which is not “local”, is considered “global”. A local password may only be used to protect data
within a given application. For a local password, the lifetime of verification is not guaranteed and it may have fo
be re-verified on each use. In contrast to this, a successful verification of a global password means)that the
verification remains in effect until the card has been removed or reset or until a new verification of, the same
password fails. An application, which has verified a global password, can assume that the password remair|s
valid, even if other applications verify their own, local passwords, select other DFs, etc.

is change-disabled, meaning that it is not possible to change the password,
is unblock-disabled, meaning that it is not possible to unblock the password,

is initialized, meaning that the password has been initialized,

needs-padding, meaning that, depending on the length of the given password and the stored length,
the password may need to be padded before being presented to-the card,

is an unblockingPassword (see ISO/IEC 7816-4, resetting.code), meaning that this password may b|
used for unblocking purposes, i.e. to reset the retry codnter of the related authentication object to if
initial value,

»n D

is a soPassword, meaning that the password is asecurity officer (administrator) password,

NOTE Since passwords are described by CIOs, other authentication objects may protect them. This gives
vay to specify the password that can be used\to unblock (i.e. reset retry counter for) another password and I¢
he authlD of a password information object point to an unblocking password authentication object.

- QD

is disable-allowed, meaning that the password might be disabled,

shall be presented to the Jcard with secure messaging (integrity-protected) except if contex
dependent attribute is set\which overrides both integrity-protected and confidentiality-protected,

—

shall be presented\to the card encrypted (confidentiality-protected) except if context-dependen
attribute is set whieh overrides both integrity-protected and confidentiality-protected,

-

is context-dependent, meaning it may be presented either secured (confidentiality and/or integrity) d
in plain‘text depending on the context, e.g. physical interface, trusted or non-trusted environment,
reader~or PinPad capabilities; if set, this attributes supersedes both integrity-protected and
confidentiality-protected,

can be changed by just presenting new reference data to the card or if both old and new reference
data needs to be presented. If the bit is set, both old and new reference data shall be presented;
otherwise, only new reference data needs to be presented (exchangeRefData), and

is multiStepProtocol enabled when to be implicitly verified by a multi-step authentication protocol. The
protocol parameters are determined by an optional OID given in SecurityFileOrObject.protocol and/or
may be either obtained with GET DATA command after activation of the ICC or with READ BINARY
command from a file specified in SecurityFileOrObject.fileOrObjectPath.

PasswordAttributes.pwdType: This component determines the type of password:
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— bed (binary coded decimal, each nibble of a byte shall contain one digit of the password);

— ascii-numeric {each byte of the password contains an ASCII (see Reference [2]) encoded digit};

— utf8 (each character is encoded in accordance with UTF-8);

— half-nibble-bcd (lower nibble of a byte shall contain one digit of the password; upper nibble shall

contain ‘F’);

tse9564-1{enceding-raccordance-with-1S0-9564-1)

PasswordAttributes.minLength: Minimum length (in characters) of new passwords (if allowed\to change).

PasswordAttributes.storedLength: Stored length on card (in bytes). Used to deduce' the nd
padding characters needed. Value can be set to 0 and disregarded if pwdFlags ifdicate that p
not needed (i.e. no padding characters are sent to the card).

PasswordAttributes.maxLength: On some cards, passwords are not padded and there is therefor,
to know the maximum password length (in characters) allowed.

PasswordAttributes.pwdReference: This component is a card-specific reference to the passw

mber of
hdding is

e a need

ord. 1t is

anticipated that it can be used as a ‘P2’ parameter in the ISONMEC 7816-4 'VERIFY’ command, when

applicable. If not present, it defaults to the value 0.

PasswordAttributes.padChar: Padding character to use‘{usually ‘FF or ‘00’). Not needed if

bwdFlags

indicates that padding is not needed for this card. If. the'PasswordAttributes.pwdType is of type bcd, then

padChar should consist of two nibbles of the same*value, any nibble could be used as the
nibble”. E.g. ‘55’ is allowed, meaning padding witl 01012’ but ‘34’ is illegal.

PasswordAttributes.lastPasswordChange: -ThiS component is intended to be used in applicat
require knowledge of the date the password last was changed (e.g. to enforce password €
policies). When the password is not set.(or never has been changed), the value shall be (using t
notation defined in ISO/IEC 8824=1) ‘000000000000Z’. As another example, a password chg
January 6, 1999 at 1934 (7 34 RM)UTC would have a lastPasswordChange value of ‘1999010619

PasswordAttributes.path: Path to the DF in which the password resides. The path shall be seleq
host application before @doing a password operation, in order to enable a suitable authenticatio
for the password opetation. If not present, a card-holder verification shall always be possible td
without a prior ‘SEILECT’ operation.

PasswordAttribGtes.verifDataHistoryLength: Maximum number of verification data values that
recorded and.maintained; its range is within the closed interval [0, 8].

PasswordAttributes.cioSecurityld: identifier used as cross-reference back to the SecurityFilg
caontaining a protocol descriptor verifying and requiring this password for the execution of a pr
protocol by the IFD.

‘padding

ons that
Xpiration
he value-
nged on
B400Z’.

ted by a
h context
perform

shall be

OrObject
eliminary

8.9.2.2 Encoding a supplied password

Convert the password in accordance with the password type.

The steps taken by a host-side application to encode a user-supplied password to something presented to the
card shall be as follows.

1) If the password is a utf8 password, transform it to UTF-8: x = UTF8(password). Then, if the case-

sensitive bit is off, convert x to uppercase: x = NLSUPPERCASE(x) (NLSUPPERCASE
dependent uppercase).
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2)

3)

4)

b) If inglicated in the pwdFlags component, pad x to the right with the padding character, padChar, to stored
length storedLength: x = PAD(X, padChar, storedLength).

c) Ifth
algorithms and keys to the converted and formatted password.

d) Pregent the password to the card.

EXAMPLE (ascii-) Numeric password 1234, stored length 8 bytes, and padding charactér 'FF’ gives that the valu
presented to the card will be ‘31323334FFFFFFFF.

8.9.3 Biometric reference data attributes

This typ

referenceé data with presented biometric verification data, contains~information about the stored biometr
reference data ("template™).

BiometrigAttributes ::= CHOICE {
hiometricTemplateAttributes BiometricTemplateAttributes,

byit [APPLICATION 96] BiometricInformationTemplate,
k

X

Biometrid

biometr

-- Shall

SEQU
maj

biometricinformationTemplate OCTET STRING,

-S
}

Biometriq
--Shall c

Biometriq
K

If the password is a bcd password, verify that each character is a digit and encode the characters as
BCD digits: x = BCD(password).

If the password is an ascii-numeric or iso9564-1 password, verify that each character is a digit in the
current code-page and, if needed, encode the characters as ASCII digits: x = ASCIlI(password).

If the password is a half-nibble-bcd password, verify that each character is a digit and encode the
characters as BCD in the lower half of each byte, setting each upper nibble to ‘Fie": x = Half-
BCD(password).

b pwdFlags.integrity-protected or pwdFlags.confidentiality-protected bits are set, apply the appropriate

[¢]

b, only relevant to cards capable of performing authenticatiohs by comparing stored biometr

[23K%)

itGroup [APPLICATION.97] BiometricInformationTemplateGroup

InformationTemplate ::= CHOICE {

icinformationTemplate OCTET STRING,

contain an ISO/IEC 7816-11 BiometrieAnformation Template value
ENCE {

BITLength INTEGER OPTIONAL,

hall contain an ISOAEC 7816-11 BiometricInformationTemplate value

InformationTeémplateGroup ::= OCTET STRING
ntain amSQ/IEC 7816-11 Biometric Information Template group template value

TemplateAttributes ::= SEQUENCE {
ioFlags BiometricFlags,

1

mplateld BiometricTemplateldentifier

bioType BiometricType,
bioReference Reference DEFAULT 0,
lastChange GeneralizedTime OPTIONAL,
path Path OPTIONAL,

}

. -- For future extensions

BiometricTemplateldentifier ::= CHOICE {
oid OBJECT IDENTIFIER,
issuerld OCTET STRING,

}

38
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BiometricFlags ::= BIT STRING {

local Q),
change-disabled ),
unblock-disabled 3),
initialized 4),
disable-allowed (8),
integrity-protected 9),
confidentiality-protected  (10)
}

BiometricType ::= CHOICE {
fihgnrDrihf EingnrDrithfnrm:\tinn’
iris [0] IrisInformation,
chained [1] SEQUENCE SIZE (2..cia-ub-biometricTypes) OF BiometricType,

... -- For future extensions

}

HingerPrintinformation ::= SEQUENCE {

hand ENUMERATED {left, right},

finger ENUMERATED {thumb, pointerFinger, middleFinger, ringFinger, littleRinger},
}

Ifisinformation ::= SEQUENCE {
eye ENUMERATED ({left, right},
... -- For future extensions

}

f present along with a biometricinformationTemplate value, the BiomegtricInformationTemplate.maxBITLength
ttribute determines the maximum size in byte unit allocated to a‘further Biometric Information Template|for
nroliment during post-issuance, i.e. size of DO'7F60' (see ISONEC 7816-11).

D Q =

he BiometricAttributes type provides for two distinct ways to present information about stored biometric reference
ata as follows:

- through information specific to this part of ISO/IEC 7816 (the biometricTemplateAttributes compongnt);

o —

—+ through information defined in ISO/IEC 7816-11 (the bit and bitGroup components) which may cgnform to
ISO/IEC 19785-3 TLV-encoded CBEFE Patron Format for use with smartcards or other tokens (see
ISO/IEC 19785-3) and for which the-ASN.1 object identifier is {iso registration-authority cbeff(19785)
biometric-organization(0) jtc1-se37(257) patron-format(1) tlv-encoded(5)}.

NOTE BiometricTemplateAttributes attributes list is not defined according to ISO/IEC 7816-11 gnd likely
to be deprecated in futureyrevisions of this part of ISO/IEC 7816.

Tlhe semantics of the cgmponents of the BiometricTemplateAttributes type is as follows.

- BiometricAttributes.bioFlags: Same as for PasswordAttributes.pwdFlags but replace “password” with
“biometrical reference data”.

-+ BiométricAttributes.templateld: This component identifies the data structure that has to be sent to| the card.

— _‘BiometricAttributes.bioType: This component determines the type of biometrical information stored in the
card, e.g. the right pointer finger. The "chained" component means that more than one biometric feature
has to be presented within the same verification process, possibly by using chained commands, in order
for authentication to succeed.

— BiometricAttributes.bioReference, BiometricAttributes.lastChange, and BiometricAttributes.path: As for
corresponding components in PasswordAttributes, but replace “password” with “biometrical reference
data”.

NOTE Attention drawn on consistency issue: The value of biometricTemplateAttribute may reflect the biometric
reference data of the CIO.
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8.9.4 Authentication objects for external and internal authentication

NOTE

This subclause describes ways to authenticate to the card or to perform internal or mutual authentication

including internal authentication implicitly specified by external authentication.

ExternalAuthObjectAttributes ::= CHOICE {
authKeyAttributes  AuthKeyAttributes,
certBasedAttributes [0] CertBasedAuthenticationAttributes,

}

Internal A
c
a

... -- For fliture extensions

}

AuthKeyA
q

q

X

CertBase
q
q

X

The inter

— Auth
is a
— Auth
auth

— Cert
refe
exe(

— Cert
certi
ina

. -- For future extensions

|. -- For future extensions

.. -- For future extensions

L I

thObjectAttributes—=SEQUENGCE{
oSecurityld INTEGER OPTIONAL,
thKeyAttributes AuthKeyAttributes,

\ttributes ::= SEQUENCE {
erivedKey BOOLEAN DEFAULT TRUE,
uthKeyld Identifier,

dAuthenticationAttributes ::= SEQUENCE {
ha OCTET STRING,
ioSecurityld INTEGER OPTIONAL,

pretation of these types shall be as follows.

[oN

KeyAttributes.derivedKey: This component specifiesswhether the authentication key stored in the car
Herived key (i.e. an individual key), a group key,or a master key, used for deriving individual keys.

KeyAttributes.authKeyld: This component-specifies the identifier (CommonKeyAttribute.iD) of th
entication key as, for instance, described’iti‘an EF.SKD.

D

BasedAuthenticationAttributes.cioSecurityld: This component specifies an identifier used as cross
ence to the authentication object_to be verified and required for the preleminary protocol to b
uted by the IFD.

]

BasedAuthenticationAttrifutes.cha: This component specifies the certificate holder authorization ¢
ficate holder authorization template coding information on the basis of object identifiers as presente

veri

completed, then the cha is set as valid and access to private objects protected within this certificate
holder’s authorization granted.

For symmetric ralesauthentication, the authKeyAttributes choice should be selected, whereas for asymmetric ro
authenticationy the-certBasedAttributes choice should be selected.

8.10

card-verifiable certificate (see ISO/IEC 7816-6). If a card-verifiable certificate containing this value
ed and the authentication procedure with the corresponding key pair has been successful

T < N O =

[¢]

ryptographic information file, EF.CIAInfo

This type contains general information about DF.CIA and the card.

ClAlInfo ::= SEQUENCE {
version INTEGER {v1(0),v2(1)} (V1|v2,...),
serialNumber OCTET STRING OPTIONAL,
manufacturerID Label OPTIONAL,
label [0] Label OPTIONAL,
cardflags CardFlags,
selnfo SEQUENCE OF SecurityEnvironmentinfo OPTIONAL,
recordinfo [1] Recordinfo OPTIONAL,
supportedAlgorithms [2] SEQUENCE OF Algorithminfo OPTIONAL,
issuerld [3] Label OPTIONAL,
40 © ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=f5e40b46e73835a96828df69ab633ff7

ISO/IEC 7816-15:2016(E)

holderld [4] Label OPTIONAL,

lastUpdate [5] LastUpdate OPTIONAL,

preferredLanguage PrintableString OPTIONAL, -- In accordance with IETF RFC 5646
profilelndication [6] SEQUENCE OF ProfileIndication OPTIONAL,

... -- For future extensions
} (CONSTRAINED BY { -- Each AlgorithmInfo.reference value shall be unique --})

CardFlags ::= BIT STRING {
readonly 0),
authRequired (1),
prnGeneration (2)

1 Bit(3isreserved-for-historicalreasens
J \~7

SecurityEnvironmentinfo ::= SEQUENCE {

se INTEGER,
owner OBJECT IDENTIFIER OPTIONAL,
aid OCTET STRING

(CONSTRAINED BY {-- Must be encoded in accordance with ISO/IEC 7816-4 --}) OPTIONA
... -- For future extensions

}

RecordInfo ::= SEQUENCE {

oDRecordLength [0] INTEGER (0..cia-ub-recordLength) OPTIONAL,
prKDRecordLength [1] INTEGER (0..cia-ub-recordLength) OPTIONAL;
puKDRecordLength [2] INTEGER (0..cia-ub-recordLength) OPTIONAL;
sKDRecordLength  [3] INTEGER (0..cia-ub-recordLength) OPTIONAL,
cDRecordLength [4] INTEGER (0..cia-ub-recordLength) OPTIONAL,
dCODRecordLength [5] INTEGER (0..cia-ub-recordLength) @PTIONAL,
aODRecordLength  [6] INTEGER (0..cia-ub-recordLength) OPTIONAL

—

}
Algorithminfo ::= SEQUENCE {
reference Reference,
algorithm CIO-ALGORITHM.&id({AlgorithmSet}),
parameters CIO-ALGORITHM.&Parameters({AlgorithmSet}{@algorithm}),
supportedOperations CIO-ALGORITHM:& Operations({AlgorithmSet}{ @algorithm}),
objld CIO-ALGORITHM.&objectldentifier ({AlgorithmSet}{@algorithm}),
algRef Reference"©OPTIONAL
}
LiastUpdate ::= CHOICE {
generalizedTime GeneralizedTime,
referencedTime ReferencedValue,

... - For future extensiofis
}(CONSTRAINED BY-{--/The referencedValue shall be of type GeneralizedTime --})

HrofileIndication ::= CHOICE {

profileOID OBJECT IDENTIFIER,
profileName \-UTF8String,

... -- For faturée extensions

}
HF.ClAInfg shall contain one DER-encoded value of type ClAlnfo.

—

he interpretation of the ClAInfo type shall be as follows.

— CIAInfo.version: TS component shaftbe setto vz for this edition of this part of TSOAEC 7816. Future
editions may use other values. A ClAInfo value shall not be rejected solely because it has an unknown
version number.

NOTE  The version number v1 is used in the equivalent structure in PKCS #15.

— ClAInfo.serialNumber: This component shall contain the CIA's unique serial number, as chosen by the
application provider.

— ClAInfo.manufacturerID: This optional component shall, when present, contain identifying information
about the card manufacturer, UTF-8 encoded.
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42

— [to indicate whether the elementary files EF.OD, EF.PrKD, EF.PuKD, EF.SKD, EF.CD,EF.DCOD an

— [if they are linear record files, whether they are of fixed-length or not (if.they are of fixed Iengt%

ClAInfo.label: This optional component shall, when present, contain identifying information about the
application.

ClAInfo.cardflags: This component contains information about the card per se. Flags include: If the card is
read-only, if there are cryptographic functions that require a user to be authenticated, and if the card
supports pseudo-random number generation.

ClAInfo.selnfo: This optional component is intended to convey information about pre-set security
environments on the card and the owner of these environments. The definition of these environments is
currently out of scope for this part of ISO/IEC 7816; see further ISO/IEC 7816-4. The aid component
indigates the (card) application for which the security environment is applicable.

ClAlhfo.recordinfo: This optional component has two purposes:

=

EF.AQOD are linear record files or transparent files (if the component is present, they. shall be lineg
record files; otherwise, they shall be transparent files);

corresponding values in RecordInfo are present and not equal to zero and-indicates the record leng
If some files are linear record files but not of fixed length, then correSponding values in Recordin
shall be set to zero).

ClAlhfo.supportedAlgorithms: The intent of this optional componentiis\to indicate cryptographic algorithm
assqciated parameters, operations and algorithm input formats’sdpported by the card. The referenc
component of Algorithminfo is a unique reference that is used:for cross-reference purposes from PrkD
and |PuKDs. Values for the algorithm component are for private use. Values of the supportedOperation
component (compute-checksum, compute-signature, verify<checksum, verify-signature, encipher, deciphe
hash and derive-key) identifies operations the card can perform with a particular algorithm. The objl
component indicates the object identifier for the algerithm. The algRef component indicates the identifie
used by the card for denoting this algorithm (and_which occurs at the card interface as a parameter of, e.
an “EXTERNAL AUTHENTICATE” command).

O SO0 0noon

NOTE Values for the algorithm component_may be chosen from, and interpreted as, mechanism numbers |n
PKCE #11 (see Reference [8]).

ClAlpfo.issuerld: This optional component shall, when present, contain identifying information about the
card issuer (e.g. the card issuer).

ClAlhfo.holderld: This optional component shall, when present, contain identifying information about the
cardholder (e.g. the cardholder).

ClAlhfo.lastUpdate: This optional component shall, when present, contain (or refer to) the date of the lagt
update of files\in" the CIA. The presence of this component, together with the ClAinfo.serialNumber
component,_will enable host-side applications to quickly find out whether they have to read EF.OD,
EF.CD, .ete: or if they can use cached copies (if available). The referencedTime alternative of the
LastUpdate type is intended for those cases when EF.CIAInfo needs to be write-protected.

ClAInfo.preferredLanguage: The preferred language of the cardholder, encoded in accordance with
IETF RFC 5646.

ClAlInfo.profilelndication: This optional component shall, when present, indicate profiles of this part of
ISO/IEC 7816, which the card has been issued in conformance with.

NOTE ltis left to other specifications to define standardized profiles of this part of ISO/IEC 7816.
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Annex A
(normative)

ASN.1 module

This Annex includes all ASN.1 type, value and information object class definitions contained in this part of

ISO/IEC 7816, in the form of the ASN.1 module CryptographicinformationFramework.

votoaranhiclnformationEramework fiso(l) standard(0) 781615 1%
PA J L C \77 \~7 J

(w)

EFINITIONS IMPLICIT TAGS ::=
BEGIN
MPORTS

informationFramework, authenticationFramework, certificateExtensions, attributeCertificateDefinitions
FROM UsefulDefinitions {joint-iso-itu-t(2) ds(5) module(1) usefulDefinitions(0) 7}

>

ttributeCertificate
FROM AttributeCertificateDefinitions attributeCertificateDefinitions

Name
FROM InformationFramework informationFramework

Jertificate, CertificateSerialNumber, SubjectPublicKeyInfo, Algorithmldéntifier, Validity
FROM AuthenticationFramework authenticationFramework

GeneralName, GeneralNames, KeyUsage
FROM CertificateExtensions certificateExtensions

vs)

iometricinformationTemplate , BiometricInformationTemplateGroup
FROM CBEFF-SMARTCARD-BIDO{iso standard\19785 modules(0) types-for-smartcard(8)}

>

LGORITHM-IDENTIFIER
FROM PKCS-5 {iso(1) member-body(2)us(840) rsadsi(113549) pkcs(1) pkcs-5(5) modules(16) pkcs-5

HCPoint, Parameters
FROM ANSI-X9-62 {iso(1)imember-body(2) us(840) ansi-x962(10045) module(5) 1}

OQomainParameters
FROM ANSI-X9-42 {iso(1) member-body(2) us(840) ansi-x942(10046) module(5) 1};

-{A.1 Upper and lewer bounds

cla-ub-identifier INTEGER ::= 255
cja-ub-reference INTEGER ::= 255
cja-ub-index INTEGER ::= 65535
cja-ub-tabel INTEGER ::= cia-ub-identifier
cja-lb~minPasswordLength INTEGER ::= 4
cja=tb-minPasswordLength INTEGER ::=8
cla-ub-storedPasswordLength INTEGER ::=64
cia-ub-recordLength INTEGER ::= 16383
cia-ub-userConsent INTEGER ::= 32767
cia-ub-securityConditions INTEGER ::= 255
cia-ub-biometricTypes INTEGER ::= 127
cia-ub-storedVerifDataValueNumber INTEGER ::=

-- A.2 Basic types

-A21

Identifier ::= OCTET STRING (SIZE (0..cia-ub-identifier))
-A.22
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Reference ::= CHOICE {
uniqueByteRef INTEGER(O..cia-ub-reference),
multiByteRef [1] OCTET STRING(SIZE(4..20))

}

-A23

Label ::= UTF8String (SIZE(0..cia-ub-label))

-A24

Credentiglldentifier {KEY-IDENTIFIER : IdentifierSet} ::= SEQUENCE {

ipType REY-IDENTIFIER&T ({Tdentifiersety);
idValue KEY-IDENTIFIER.&Value ({IdentifierSet}{@idType})

X

Keyldentifiers KEY-IDENTIFIER ::= {
issuerAndSerialNumber
issuerAndSerialNumberHash
qubjectKeyld
qubjectKeyHash
issuerKeyHash
issuerNameHash
qubjectNameHash
pogp2Keyld
q
q

penPGPKeyld
ertificateHolderReference,
.J. — For future extensions

X

KEY-IDENTIFIER ::= CLASS {

&id INTEGER UNIQUE,

L Value

WITH SYNTAX {

BYNTAX &Value IDENTIFIED BY &id

M en S O

IssuerAngSerialNumber ::= SEQUENCE {
iesuer Name,

derialNumber CertificateSerialNumber

]
issuerAngiSerialNumber KEY-IDENTIFIER®:=

{SYNTAX IssuerAndSerialNumber IDENTIFIED BY 1}

issuerAngiSerialNumberHash KEY-IDENTIFIER ::=
{SYNTAX OCTET STRING IDENTIFIED BY 3}

subjectKeyld KEY-IDENFIFIER ::=
{SYNTAX OCTET STRING IDENTIFIED BY 2}
+ From ISO/IEC 9594-8 certificate extension

subjectKeyHashKEY-IDENTIFIER ::=
{SYNTAX OCTET STRING IDENTIFIED BY 4}

+ Assumes SHA-1.hash of DER encoding of IssuerAndSerialNumber

issuerKeyHash KEY-IDENTIFIER =
{SYNTAX OCTET STRING IDENTIFIED BY 5}

issuerNameHash KEY-IDENTIFIER ::=
{SYNTAX OCTET STRING IDENTIFIED BY 6}
-- SHA-1 hash of DER-encoded issuer name

subjectNameHash KEY-IDENTIFIER ::=
{SYNTAX OCTET STRING IDENTIFIED BY 7}
-- SHA-1 hash of DER-encoded subject name

pgp2Keyld KEY-IDENTIFIER ::=
{SYNTAX OCTET STRING (SIZE(8)) IDENTIFIED BY 8}

openPGPKeyld KEY-IDENTIFIER ::=

44
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{SYNTAX OCTET STRING (SIZE(8)) IDENTIFIED BY 9}

certificateHolderReference KEY-IDENTIFIER ::=
{SYNTAX OCTET STRING IDENTIFIED BY 10}

-A.25

ReferencedValue ::= CHOICE {
path Path,
url URL

} -- The syntax of the object is determined by the context

Ll‘\l olloyd

o= L
L .. = CITUICL

url CHOICE {printable PrintableString, ia5 IA5String},
urlWithDigest [3] SEQUENCE {
url IA5String,
digest DigestinfoWithDefault
}
}

QD

g-id-shal Algorithmldentifier {{DigestAlgorithms}} ::={
algorithm id-shal,
parameters SHA1Parameters : NULL
}

d-shal OBJECT IDENTIFIER ::= {iso(1) identified-organization(3) oiw(14) secsig(3) algorithms(2) 26 }
HA1Parameters ::= NULL

igestinfowithDefault ::= SEQUENCE {
digestAlg Algorithmldentifier {{DigestAlgorithms}} DEFAULT alg-id-shal,
digest OCTET STRING (SIZE(8..128))

(n =

(w)

(w )

igestAlgorithms ALGORITHM-IDENTIFIER ::= {
{NULL IDENTIFIED BY sha-1},
... -- For future extensions

{NOTE DigestAlgorithms is defined\:as’ an open type that is constrained in this part of ISO/IEC 7]

816 to a

-{unique identifier, i.e. sha-1 valuating)to the default value NULL, but it may be extended to further |algorithm
-Jfidentifiers,for sha-2.
Hath ::= SEQUENCE {
efidOrTagChoice CHOICE {
efidOrPath, OCTET STRING,
tagRef J0] SEQUENCE {
tag OCTET STRING,
efidOrPath OCTET STRING OPTIONAL
5
appFileRef [1] SEQUENCE ({
aid [APPLICATION 15] OCTET STRING,
efidOrpath OCTET STRING
b
appTagRef [2] SEQUENCE({
aid [APPLICATION 15] OCTET STRING,
tag OCTET STRING,
efidOrPath OCTET STRING OPTIONAL
}
b
index INTEGER (0..cia-ub-index) OPTIONAL,
length [0] INTEGER (0..cia-ub-index) OPTIONAL
} WITH COMPONENTS {..., index PRESENT, length PRESENT}|
WITH COMPONENTS{..., index ABSENT, length ABSENT})
-A26
ObjectValue { Type } ::= CHOICE {
indirect ReferencedValue,
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-A27

direct [0] Type
}

PathOrObjects {ObjectType} ::= CHOICE {

-A.28

path Path,
objects [0] SEQUENCE OF ObjectType,
... - For future extensions

}

CommonpPbjectAttributes ::= SEQUENCE {

Ipbel Label OPTIONAL,

flags CommonObjectFlags OPTIONAL,

authld Identifier OPTIONAL,

userConsent INTEGER (1..cia-ub-userConsent) OPTIONAL,
q

ccessControlRules SEQUENCE SIZE (1..MAX) OF AccessControlRule OPTIONAL,
JJ. -- For future extensions

} (CONSTRAINED BY {-- authld should be present if flags.private is set.

- It shall equal an authID in one authentication object in the AOD --})

CommonpPbjectFlags ::= BIT STRING {

private (0),
hodifiable 1),
internal 2

}-- Bit (2) is present for historical reasons and shall not be used

AccessControlRule ::= SEQUENCE {

l)ccessMode

F: AccessMode,
gecurityCondition

q

I

SecurityCondition,
CommunicationMode OPTIONAL,
LifeCycleStatus OPTIONAL,
RangeOfDate OPTIONAL,

ommunicationMode
feCycleStatus
erifLimitDates

. -- For future extensions

X

AccessMpde ::= BIT STRING {

ead 0),
Update (1),
gxecute (2),
delete  (3),
gttribute (4),
pso_cds (5),
pso_verif (6),
pso_dec (7),
pso_enc (8),
int_auth (9),
¢xt_auth (10)
}

SecurityGondition ::= CHOICE {

always NULL,
authld Identifier,
authReference AuthReference,
not [0] SecurityCondition,
and [1] SEQUENCE SIZE (2..cia-ub-securityConditions) OF SecurityCondition,
or [2] SEQUENCE SIZE (2..cia-ub-securityConditions) OF SecurityCondition,
... -- For future extensions
}
AuthReference ::= SEQUENCE {
authMethod  AuthMethod,
seldentifier INTEGER OPTIONAL
}

46
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AuthMethod ::= BIT STRING {secureMessaging(0), extAuthentication(1), userAuthentication(2), always(3)}

CommunicationMode::= BIT STRING {

contact 0),
contactLess (1),
usb 2),
nfc ),
contactCé6 4)
}
LifeCycleStatus::= ENUMERATED {creation(0), init(1), op-activated(2), op-deactivated(3), termination(4),

proprietary(s),...J

HangeOfDate ::= SEQUENCE {

startDate GeneralizedTime OPTIONAL,
endDate [0] GeneralizedTime  OPTIONAL,
}
-{A.2.9
JommonKeyAttributes ::= SEQUENCE {
iD Identifier,
usage KeyUsageFlags,
native BOOLEAN DEFAULT TRUE,
accessFlags KeyAccessFlags OPTIONAL,
keyReference KeyReference OPTIONAL,
startDate GeneralizedTime OPTIONAL,
endDate [0] GeneralizedTime OPTIONAL,
algReference [1] SEQUENCE OF Reference OPTIONAL,
... -- For future extensions
}
KeyUsageFlags ::= BIT STRING {
encipher (0),
decipher Q),
sign 2),
signRecover ),
keyEncipher (4),
keyDecipher 5),
verify (6),
verifyRecover (5
derive (8),
nonRepudiation 9
}
KeyAccessFlags ::=-BIFFSTRING {
sensitive 0),
extractable Q),
alwaysSensitive 2),
neverExtractable 3),
cardGenerated ()]
¥

KeyReference ::= INTEGER

-A.2.10

CommonPrivateKeyAttributes ::= SEQUENCE {

name
keyldentifiers
generalName

keyUsageConstraints

Name OPTIONAL,

[0] SEQUENCE OF Credentialldentifier {{Keyldentifiers}} OPTIONAL,

[1] GeneralNames OPTIONAL,
[2] KeyUsageConstraints OPTIONAL,

... -- For future extensions

(CONSTRAINED BY {-- if keyUsageConstraints present, CommonObjectAttributes.userConsent should be set--})

KeyUsageConstraints ::
keyUsageConstraintsFlag

= SEQUENCE {
BIT STRING {
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immediateUsage (0)

h
refOID OBJECT IDENTIFIER OPTIONAL,
...-- For future extensions

}

-A211

CommonPublicKeyAttributes ::= SEQUENCE {
name Name OPTIONAL,

trustedUsage [0] Usage OPTIONAL,

generalName [1] GeneralNames OP [TONAL,

keyldentifiers [2] SEQUENCE OF Credentialldentifier {{Keyldentifiers}} OPTIONAL,
.. -- For future extensions

}
~-A212

CommonecretKeyAttributes ::= SEQUENCE {
keyLen INTEGER OPTIONAL, -- keylength (in bits)
J. -- For future extensions

X
~A.2.13

GenericKleyAttributes ::= SEQUENCE {

keyType CIO-ALGORITHM.&objectldentifier ({AllowedAlgorithms}),

keyAttr CIO-ALGORITHM.&Parameters ({AllowedAlgorithms}{@keyType})
j

AllowedAlgorithms CIO-ALGORITHM ::={...}
-A.2.14

Keylnfo {ParameterType, OperationsType} ::= CHOICE {
paramsAndOps SEQUENCE {

parameters ParameterType,

operations OperationsType OPTIONAL

h
eference Reference -- Historical,“not to be used
X
-A215
Common[ertificateAttributes ::= SEQUENCEY{
iD Identifier,
guthority BOOLEAN DEFAULT FALSE,
igentifier Credentialldentifier {{Keyldentifiers}} OPTIONAL,
gertHash [0] CertHash OPTIONAL,
trustedUsage [1] Usage OPTIONAL,
i

ifentifiers [2}-SEQUENCE OF Credentialldentifier {{Keyldentifiers}} OPTIONAL,
alidity [4}WValidity OPTIONAL,

¥ -- Context tag [3] is reserved for historical reasons

3 SEQUENCE {
KeyUsage KeyUsage OPTIONAL,
gxtKeyUsage SEQUENCE SIZE (1..MAX) OF OBJECT IDENTIFIER OPTIONAL,

} (WITH COMPONENTS {..., keyUsage PRESENT} | WITH COMPONENTS {..., extKeyUsage PRESENT})

CertHash ::= SEQUENCE {
hashAlg [0] EXPLICIT Algorithmldentifier OPTIONAL,
certld [1] EXPLICIT Certld OPTIONAL,
hashVal BIT STRING
}(CONSTRAINED BY {-- hashVal is calculated over the whole DER-encoded certificate --})

Certld ::= SEQUENCE {

Usage ::

issuer GeneralName,
serialNumber CertificateSerialNumber
}
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-A.2.16

GenericCertificateAttributes ::= SEQUENCE {
certType CIO-OPAQUE.&id ({AllowedCertificates}),
certAttr CIO-OPAQUE.&Type ({AllowedCertificates}{@certType})

}
AllowedCertificates CIO-OPAQUE ::={...}
-A217

CommonDataContainerObjectAttributes ::= SEQUENCE {
applicationName Label OPTIONAL,

applicationOID OBJECT IDENTIFIER OPTIONAL,

iD Identifier OPTIONAL,

... -- For future extensions

} (WITH COMPONENTS {..., applicationName PRESENT}| WITH COMPONENTS /.-,

HRESENT})

-{A.2.18

QommonAuthenticationObjectAttributes ::= SEQUENCE {
authld Identifier OPTIONAL,

authReference Reference OPTIONAL,
seldentifier [0] Reference OPTIONAL,
... - For future extensions

}

1A.2.19

QIO {ClassAttributes, SubClassAttributes, TypeAttributes} ::= SEQUENCE {
commonObjectAttributes CommonObjectAttributes,

appli

classAttributes ClassAttributes,
subClassAttributes [0] SubClassAttributes GRTIONAL,
typeAttributes [1] TypeAttributes
}
-{A.3 CIOs
dlOChoice ::= CHOICE {
privateKeys [0] PrivateKeys,
publicKeys [1] PublicKeys,
trustedPublicKeys [2]-PublicKeys,
secretKeys [8] SecretKeys,
certificates [4] Certificates,
trustedCertificates [5] Certificates,
usefulCertificates [6] Certificates,
dataContainerObjects [7] DataContainerObjects,
authObjects [8] AuthObjects,
... -- For futurg-extensions
}
HrivateKeys ::=") “PathOrObjects {PrivateKeyChoice}
HublicKeys~«£ PathOrObjects {PublicKeyChoice}
SecretKeys' ::= PathOrObjects {SecretKeyChoice}
(ertificates ::= PathOrObjects {CertificateChoice}
atacontamerobjects = Pathorobjects {DataComtamerobjectChoiTe}
AuthObjects ::=  PathOrObjects {AuthenticationObjectChoice}
-- A.4 Private key information objects
-A41
PrivateKeyChoice ::= CHOICE {
privateRSAKey PrivateKeyObject {PrivateRSAKeyAttributes},
privateECKey [0] PrivateKeyObject {PrivateECKeyAttributes},
privateDHKey [1] PrivateKeyObject {PrivateDHKeyAttributes},
privateDSAKey [2] PrivateKeyObject {PrivateDSAKeyAttributes},
privateKEAKey [3] PrivateKeyObject {PrivateKEAKeyAttributes},

genericPrivateKey [4] PrivateKeyObject {GenericKeyAttributes},
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... - For future extensions
}

PrivateKeyObject {KeyAttributes} ::= CIO {
CommonKeyAttributes, CommonPrivateKeyAttributes, KeyAttributes}

-A42

PrivateRSAKeyAttributes ::= SEQUENCE {
value Path,
modulusLength INTEGER, -- modulus length in bits, e.g. 1024
keyInfo KeylInfo {NULL, PublicKkeyOperations} OPTIONAL,

= frrd & H
. TUTNTUTUTT TALTTTIOTUTTOS

-A43

PrivateECKeyAttributes ::= SEQUENCE {

alue Path,

Keyinfo Keylnfo {Parameters, PublicKeyOperations} OPTIONAL,
JJ. -- For future extensions

X
~A44

PrivateDHIKeyAttributes ::= SEQUENCE {

alue Path,

keyinfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL
. -- For future extensions

X
~A45

PrivateD$AKeyAttributes ::= SEQUENCE {

Jalue Path,

keyinfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
.J. — For future extensions

X
~A46

PrivateKEAKeyAttributes ::= SEQUENCE {

yalue Path,

keyIinfo Keylnfo {DomainParameters; PublicKeyOperations} OPTIONAL,
JJ. -- For future extensions

X
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-- A.5 Public key information objects

-A5.1

PublicKeyChoice ::= CHOICE {
publicRSAKey PublicKeyObject {PublicRSAKeyAttributes},
publicECKey [0] PublicKkeyObject {PublicECKeyAttributes},
publicDHKey [1] PublicKeyObject {PublicDHKeyAttributes},
publicDSAKey [2] PublickeyObject {PublicDSAKeyAttributes},
publicKEAKey [3] PublickeyObject {PublicKEAKeyAttributes},
UCI 11T ;\.Pu b:;bll\c_y [4] Pu b:;b;\cbeijt{GCl 11T ;bll\C_yAttl ibutca},
... -- For future extensions
}

o)

ublicKeyObject {KeyAttributes} ::= CIO {
CommonKeyAttributes, CommonPublicKeyAttributes, KeyAttributes}

-{A5.2

HublicRSAKeyAttributes ::= SEQUENCE {

value ObjectValue {RSAPublicKeyChoice},
modulusLength INTEGER, -- modulus length in bits, e:9.1024
keyInfo KeyInfo {NULL, PublicKeyOperations}MOPTIONAL,
... -- For future extensions

}

HSAPublicKeyChoice ::= CHOICE {
raw RSAPublicKey,
spki [1] SubjectPublicKeyinfo, -- See ISQAEC 9594-8. Must contain a public RSA key.

}

HSAPublicKey ::= SEQUENCE {
modulus INTEGER;
publicExponent INTEGER

}
-|A5.3

ublicECKeyAttributes ::= SEQUENCE {
value ObjectValue {ECPublicKeyChoice},
keyinfo Keylbfo{Parameters, PublicKeyOperations} OPTIONAL,
... -- For future-éxtensions

o)

}
HCPublicKey€hoice ::= CHOICE {
raw ECPoint, -- See ANSI X9.62,
SpPKi SubjectPublicKeyinfo, -- See ISO/IEC 9594-8. Must contain a public elliptic curve key
}
- ADSZ

PublicDHKeyAttributes ::= SEQUENCE {
value ObjectValue {DHPublicKeyChoice},
keyInfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
... -- For future extensions

}
DHPublicKeyChoice ::= CHOICE {
raw DHPublicNumber,
spki SubjectPublicKeyinfo, -- See ISO/IEC 9594-8. Must contain a public D-H key.
}
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DHPublicNumber ::= INTEGER
--Ab55

PublicDSAKeyAttributes ::= SEQUENCE {
value ObjectValue {DSAPublicKeyChoice},
keylnfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
... - For future extensions

}
DSAPublicKeyChoice ::= CHOICE {
raw DSAPublicKey,
93 P:’\I Subjcutpub:;b;\cyillfu, il SCC :SCII:EC 9594‘8 Muot bUIIta;II A }Jub:lb DSA Ir\cy
j

DSAPublicKey ::= INTEGER

-Ab5.6

PublicKEAKeyAttributes ::= SEQUENCE {

alue ObjectValue {KEAPublicKeyChoice},

Keyinfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL
. -- For future extensions

X

KEAPublicKeyChoice ::= CHOICE {
rfaw KEAPublicKey,
pki SubjectPublicKeylnfo, -- See ISO/IEC 9594-8. Must contain a public KEA key.

7.

)
KEAPublicKey ::= INTEGER

-- A.6 Sedret key information objects
-A6.1

SecretKelyChoice ::= CHOICE {

dlgindependentKey SecretKeyOhject {SecretKeyAttributes},
genericSecretkKey  [15] SecretKeyObject {GenericKeyAttributes},
. -- For future extensions

¥ -- Note: Context tags [0}= [#4] historical and not to be used

SecretKelyObject {KeyAttributes})::= CIO {
CommonKeyAttribUtes, CommonSecretKeyAttributes, KeyAttributes}

-A.6.2

SecretKepAttributes-.s SEQUENCE {
alue ObjectValue { OCTET STRING },
J. -- Forsfuture extensions

}

-- A7 Certifieatetrfermation-objects

-A71

CertificateChoice ::= CHOICE {
x509Certificate CertificateObject {X509CertificateAttributes},
x509AttributeCertificate [0] CertificateObject {X509AttributeCertificateAttributes},
spkiCertificate [1] CertificateObject {SPKICertificateAttributes},
pgpCertificate [2] CertificateObject {PGPCertificateAttributes},
wtlsCertificate [3] CertificateObject {WTLSCertificateAttributes},
x9-68Certificate [4] CertificateObject {X9-68CertificateAttributes},
cvCertificate [5] CertificateObject {CVCertificateAttributes},

genericCertificateObject  [6] CertificateObject {GenericCertificateAttributes},
... -- For future extensions

52 © ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=f5e40b46e73835a96828df69ab633ff7

}

CertificateObject {CertAttributes} ::= CIO {
CommonCertificateAttributes, NULL, CertAttributes}

-AT2
X509CertificateAttributes ::= SEQUENCE {

value ObjectValue { Certificate },
subject Name OPTIONAL,
issuer [0] Name OPTIONAL,

serialNumber CertificateSerialNumber OPTIONAL,

ISO/IEC 7816-15:2016(E)

= £ " H
e - DU TULUTT TALTTTIOTUITO

-1A.7.3

X

509AttributeCertificateAttributes ::= SEQUENCE {
value ObjectValue { AttributeCertificate },
issuer GeneralNames OPTIONAL,
serialNumber CertificateSerialNumber OPTIONAL,
attrTypes [0] SEQUENCE OF OBJECT IDENTIFIER OPTIONAL,
... -- For future extensions

}
-A7.4

PKICertificateAttributes ::= SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type },
... -- For future extensions

}

\n

-1A.75

HGPCertificateAttributes ::= SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type },
... -- For future extensions

}
-|A7.6

WTLSCertificateAttributes ::= SEQUENCE
value ObjectValue { CIO-OPAQUE.&Type },
... -- For future extensions

}
- AT.7

H9-68CertificateAttributes ::=.SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type },
... -- For futurg-éxtensions

}
-A7.8

VCertificateAttributes ::= SEQUENCE {

valire ObjectValue { CIO-OPAQUE.&Type},
certificationAuthorityReference  OCTET STRING OPTIONAL,
... - For future extensions

1

Q

-- A.8 Data container information objects
-AB81

DataContainerObjectChoice ::= CHOICE {
opaqueDO DataContainerObject {OpaqueDOAttributes},
iso7816DO [0] DataContainerObject {ISO7816DOAttributes},
0idDO [1] DataContainerObject {OidDOAttributes},
... -- For future extensions

}

DataContainerObject {DataObjectAttributes} ::= CIO {
CommonDataContainerObjectAttributes, NULL, DataObjectAttributes}
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-A8.2
OpaqueDOAttributes ::= ObjectValue {CIO-OPAQUE.&Type}
--A.83

ISO7816DOAttributes ::= ObjectValue {CIO-OPAQUE.&Type}
(CONSTRAINED BY {-- All such data container objects shall be defined in accordance with ISO/IEC 7816-4 --})

-A84

OidDOAttributes ::= SEQUENCE {
id CIO-OPAQUE.&id ({AllowedOidDOs}),

\ ah r=y G'g QPAQ| |E LTvuna (AllovwadOidDOslLaidl)
} DA LAl d R S - V)
AllowedQidDOs CIO-OPAQUE ::={...}

-- A.9 Authentication information objects

-A91

AuthentidationObjectChoice ::= CHOICE {
pwd AuthenticationObject { PasswordAttributes },
hiometricTemplate [0] AuthenticationObject{ BiometricAttributes},
quthKey [1] AuthenticationObject {AuthKeyAttributes},
gxternal [2] AuthenticationObject {ExternalAuthObjectAttributes},
internal [3] AuthenticationObject{InternalAuthObjectAttributes},

. -- For future extensions

X

AuthentidationObject {AuthObjectAttributes} ::= CIO {
CommonAuthenticationObjectAttributes, NULL, AuthObjectAttributes}

-A9.2
PasswordAttributes ::= SEQUENCE {
pwdFlags PasswordFlags,
pwdType PasswordType,
minLength INTEGER (cia-lb-minPasswordLength..cia-ub-minPasswordLength),
gtoredLength INTEGER (0..cia-ub-stefedPasswordLength),
maxLength INTEGER OPTIONAL,
pwdReference [0] Reference DERAULT O,
padChar OCTET STRING:(SIZE(1)) OPTIONAL,
IpstPasswordChange GeneralizedTime OPTIONAL,
path Path OPTIONAL,
erifDataHistoryLength [1] INTEGER (0..cia-ub-storedVerifDataValueNumber) OPTIONAL,
gioSecurityld [2JINTEGER OPTIONAL,
JJ. -- For future extensions
j
PasswordFlags ::= BIT STRING-{
¢ase-sensitive 0),
Ipcal 1),
¢hange-disabled 2),
unblock-disabled 3),
ipitialized (4),
eedsspadding (5),
unbleckingPassword (6),
qoPassword ),
disabte—attowed (8);
integrity-protected 9),
confidentiality-protected  (10),
exchangeRefData (11),
resetRetryCounterl (12),
resetRetryCounter2 (13),
context-dependent (14),
multiStepProtocol (15)

} (CONSTRAINED BY { -- ‘unblockingPassword’ and ‘soPassword’ cannot both be set, and ‘context-
dependent’ supersedes both ‘integrity-protected’ and ‘confidentiality-protected’ when set-- })

PasswordType ::= ENUMERATED {bcd, ascii-numeric, utf8, half-nibble-bcd, is09564-1, ...}
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-A93

BiometricAttributes ::= CHOICE {
biometricTemplateAttributes BiometricTemplateAttributes,
bit [APPLICATION 96] BiometricInformationTemplate,
bitGroup [APPLICATION 97] BiometricInformationTemplateGroup
}

BiometricInformationTemplate ::= CHOICE {
biometricinformationTemplate OCTET STRING,
--Shall contain an ISO/IEC 7816-11 Biometric Information Template value

cEaollENoE f
SO TINTT

maxBITLength INTEGER OPTIONAL,
biometricinformationTemplate OCTET STRING,
--Shall contain an ISO/IEC 7816-11 BiometricInformationTemplate value

}

vs)

iometricinformationTemplateGroup ::= OCTET STRING
-{ Shall contain an ISO/IEC 7816-11 Biometric Information Template group template value

BiometricTemplateAttributes ::= SEQUENCE {

bioFlags BiometricFlags,
templateld BiometricTemplateldentifier,
bioType BiometricType,

bioReference Reference DEFAULT 0,
lastChange GeneralizedTime OPTIONAL,
path Path OPTIONAL,

... -- For future extensions

}

BiometricTemplateldentifier ::= CHOICE {
oid OBJECT IDENTIFIER,
issuerld OCTET STRING,

... == For future extensions

}

BiometricFlags ::= BIT STRING {
local (1),
change-disabled 2),
unblock-disabled 3),
initialized (4),
disable-allowed (8),
integrity-protected 9),
confidentiality-protected  (10)
}

BiometricType #=CHOICE {
fingerPrint FingerPrintinformation,
iris [0] IrisInformation,

chained [1] SEQUENCE SIZE (2..cia-ub-biometricTypes) OF BiometricType,
. -- For future extensions

}

FmgerPrinunformation ..— SEQUENCE{
hand ENUMERATED {left, right},
finger ~ ENUMERATED {thumb, pointerFinger, middleFinger, ringFinger, littleFinger}
}

Irisinformation ::= SEQUENCE {
eye ENUMERATED {left, right},
... -- For future extensions

}
~A9.4

ExternalAuthObjectAttributes ::= CHOICE {
authKeyAttributes  AuthKeyAttributes,
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certBasedAttributes [0] CertBasedAuthenticationAttributes,
... - For future extensions

}

InternalAuthObjectAttributes ::= SEQUENCE {
cioSecurityld INTEGER OPTIONAL,
authKeyAttributes AuthKeyAttributes,

... - For future extensions
} (CONSTRAINED BY {-- at least one out of protocol and description attributes shall be present --})

AuthKeyAdttr = {
derivedKey BOOLEAN DEFAULT TRUE,
quthKeyld Identifier,
. -- For future extensions

X

CertBasefdAuthenticationAttributes ::= SEQUENCE {
¢ha OCTET STRING,

g¢ioSecurityld INTEGER OPTIONAL,

J. -- For future extensions

}
-- A.10 Crlyptographic and card information

CIAInfo :}= SEQUENCE {

ersion INTEGER {v1(0),v2(1)} (V1|v2,...),
gerialNumber OCTET STRING OPTIONAL,
manufactureriD Label OPTIONAL,
Ipbel [0] Label OPTIONAL,
¢ardflags CardFlags,
gelnfo SEQUENCE OF SecurityEnvironmentinfo OPTIONAL,
necordinfo [1] Recordinfo OPTIONAL,
qupportedAlgorithms [2] SEQUENCE OF Algorithmnfo OPTIONAL,
issuerld [3] Label OPTIONAL,
holderld [4] Label OPTIONAL,
lpstUpdate [5] LastUpdate OPTIONAL,
preferredLanguage PrintableString ORTIONAL, -- In accordance with IETF RFC 5646
profilelndication [6] SEQUENCE OF Profilelndication OPTIONAL,

JJ. -- For future extensions
Y (CONSTRAINED BY { -- Each AlgorithmiInfo.reference value shall be unique --})

CardFlagp ::= BIT STRING {
neadonly (0),
quthRequired (1),
prnGeneration (2)
¥ -- Bit (3) is reserved fof historical reasons

SecurityBnvironmentinfo ::7SEQUENCE {

e INTEGER,
gwner  OBJECTYDENTIFIER OPTIONAL,
qid OCTET STRING

|. -- Far future extensions

}
RecordInfo = SEQUENCE {

(CONSTRAINED BY {-- Must be encoded in accordance with ISO/IEC 7816-4 --}) OPTIONAL,

oDRecordLength [0] INTEGER (0..cia-ub-recordLength) OPTIONAL,
prKDRecordLength [1] INTEGER (0..cia-ub-recordLength) OPTIONAL,
puKDRecordLength [2] INTEGER (0..cia-ub-recordLength) OPTIONAL,
sKDRecordLength  [3] INTEGER (0..cia-ub-recordLength) OPTIONAL,
cDRecordLength [4] INTEGER (0..cia-ub-recordLength) OPTIONAL,
dCODRecordLength [5] INTEGER (0..cia-ub-recordLength) OPTIONAL,
aODRecordLength  [6] INTEGER (0..cia-ub-recordLength) OPTIONAL

}
Algorithminfo ::= SEQUENCE {
reference Reference,
algorithm CIO-ALGORITHM.&id({AlgorithmSet}),
parameters CIO-ALGORITHM.&Parameters({AlgorithmSet}{ @algorithm}),
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supportedOperations CIO-ALGORITHM.&Operations({AlgorithmSet}{ @algorithm}),
objld CIO-ALGORITHM.&objectldentifier ({AlgorithmSet}{ @algorithm}),
algRef Reference OPTIONAL

}

CIO-ALGORITHM ::= CLASS {
&id INTEGER UNIQUE,
&Parameters,
&Operations Operations,
&objectldentifier OBJECT IDENTIFIER OPTIONAL
} WITH SYNTAX

RADRAN

}
I0-OPAQUE ::= TYPE-IDENTIFIER

T 0O

ublicKkeyOperations ::= Operations

perations ::= BIT STRING {
compute-checksum (0), -- H/W computation of checksum
compute-signature (1), -- H/W computation of signature

Q

verify-checksum (2), -- H/W verification of checksum
verify-signature (3), -- H/W verification of signature
encipher (4), -- H/W encryption of data
decipher (5), -- H/W decryption of data

hash (6), -- H/W hashing

generate-key (7), -- H/W key generation
derive-key (8) -- H/W key derivation

}

(@]

a-alg-null CIO-ALGORITHM ::={
PARAMETERS NULL OPERATIONS {{generate-key}} ID*1}

AlgorithmSet CIO-ALGORITHM ::= {
cia-alg-null,
... - See PKCS #11 for possible values for the\&id component (and parameters)

}

LlastUpdate ::= CHOICE {
generalizedTime GeneralizedTime,
referencedTime ReferencedValue ,

... -- For future extensions
}(CONSTRAINED BY {-«Ihe value for referencedTime shall be of type GeneralizedTime --})

rofilelndication ::= CHOICE{
profileOID OBJECT IDENTIFIER,
profileName ~UTF8String,
... -- For future extensions

o)

}
-{A.11 CIO DDO
JIODDO ::= SEQUENCE {
providerld OBJECT IDENTIFIER OPTIONAL,
odfPath Path OPTIONAL,
cialnfoPath [0] Path OPTIONAL,
aid [A PPLICATION 1R] OCTETSTRING

(CONSTRAINED BY {-- Must be an AID in accordance with ISO/IEC 7816-4--}) OPTIONAL,

securityFileOrObject SET OF SecurityFileOrObject OPTIONAL,

... -- For future extensions
} -- Context tag 1 is historical and shall not be used

SecurityFileOrObject ::= SEQUENCE {

label Label OPTIONAL,
communicationMode CommunicationMode OPTIONAL,
fileOrObjectPath Path,

protocol OBJECT IDENTIFIER OPTIONAL,
cioSecurityld INTEGER OPTIONAL,
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index [0] INTEGER (0..cia-ub-index) OPTIONAL,
precondition [1] INTEGER (0..cia-ub-index) OPTIONAL,
... -- For future extensions

}

END
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Annex B
(informative)

CIA example for cards with digital signature and authentication

functionality

B.1 General

—h

Tlhis Annex describes an example of the CIA suitable for electronic identification purposes and regy
pr it. The example includes requirements both for cards and for host-side applications making use-of

B.2 CIOs

Private keys: A CIO card should contain at least two private keys, of which one-should be used

irements

cards.

or digital

signature purposes only (key usage flags: any combination of sign, signRecover;”and nonRepudigtion). At

least one of the other keys should be possible to use for client/server authentication and have {

he value

sign and/or decipher set in its key usage flags. Authentication CDEs or encipherment shall protect all

private keys. Usage of the signature-only key should require cardholder,verification with an authe
CDE used only for this key. The key length shall be sufficient for inténded purposes.

ntication

Private key types for this example are RSA keys, elliptic curve‘keys (this example places no reftrictions

on the domain parameters other than the ones mentioned above) and DSA keys.

Secret keys: CDEs of this type may or may not be present on the card, depending on the application

provider’s discretion. There is no requirement for host:side applications to handle these keys.

Public keys: CDEs of this type may or may not be present on the card, depending on the application

provider’s discretion. There is no requirementfor host-side applications to handle these keys.

Certificates: For each private key, at least one corresponding certificate should be stored in the ¢

ard. The

certificates shall be of type X509Certificate. If an application provider stores CA certificates op a card

which supports the ISO/IEC 7816-4 logical file organization, and which has suitable file

access

mechanisms, then it is recommended that they are stored in a protected file. This file shall be pointed to
by a CD file which is only modifiable by the card issuer or the application provider (or not modifiaple at all).

This implies usage of the-trustedCertificates choice in the CIOChoice type.

Data container objects: CDEs of this type may or may not be present on the card, depending on the

application provider's discretion. There is no requirement for host-side applications to hang
objects.

le these

Authentication objects: At least one authentication CDE shall be present on the card, controlling gccess to

protected CDEs. A separate authentication CDE should be used for the signature-only key, if sy
exist=Any use of the signature-only private key should require a new user authentication. In the
passwords, any positive verification of one password shall not enable the use of security
associated with another password.

Passwords shall be at least four characters (BCD, UTF-8 or ASCII) long.

ch a key
e case of
services

When a password is blocked after consecutive incorrect password verifications, the password may only
be unblocked through a resetting code or a special unblocking procedure, defined by the card issuer.
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Figure B.1 — File relationships in DF.CIA

cess control

Ind elementary files in it.

eys shall be private objects and should be marked as sensitive. Files, which contain private key$
e protected against removal and/or overwriting. The following access conditions shall be set fq

=
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Table B.1 — Recommended file access conditions

File Access conditions

DF.CIA Create: User authentication or External authentication
Delete: External authentication

EF.CIAInfo Read: Always
Update: User authentication or External authentication or Never
Append: Never

FF.OD Read: Always
Update: External authentication
Append: External authentication

FF.AOD Read: Always
Update: Never
Append: User authentication or External authentication

FF.PrkD, EF.PuKD, EF.SKD, EF.CD and Read: Always or User authentication
FF.DCOD

Update: User authentication or External’authentication or Neve
Append: User authentication or External authentication or Nevef

FF.CD containing references to trusted Read: Always

ertificates Update: External autheptication or Never

Append: External authentication or Never

Dther EFs in DF.CIA Read: Always or:User authentication
Update: User‘@uthentication or External authentication or Neve
Append: User authentication or External authentication or Nevef

NOTE 1 External authentication is described in ISO/IEC 7816-4.
NOTE 2 External authentication should include securelmessaging as described in ISO/IEC 7816-4.

fl an application provider wants to protect"a CIO directory file with an authentication object, then by defaulf, the first
aluthentication object in EF.AOD shall be"used. For further protection measures, see CIODDO extensions in 7.4.
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Annex C
(informative)

Example topologies

MF

EF.PrkD

CDEs

Py

- CDEs

Figure

C F.OD EF.CIAlInfo EF.PrkD

C.1 — Example with three applications (cryptographic data elements are stored outside the

EF.DIR

CIA)

MF

DF2

Y

EF.CD EF.AOD EF.PrkD G;D EF.AO[>

]

4 1

Figure C.2 — Example with three applications (only EF.OD and EF.CIAInfo in DF.CIA)
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MF
EFDIR | [—| DF.CIA; »  DF1 [
EF.DIR contains
information about [—| DF.CIA; » DF2 | |
relationships between
DF.CIAx and DF.x

Figure C.3 — Example of usage of EF.DIR

pce

I T~

<
[ Sooss e

Figure C.5 — Application DF hosting DF.CIA files
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Table C.1 — EF.DIR description with privacy enabling features (see topology on Figure C.5)

1st
generation

2nd
generation

3rd
generation

4th
generation

5th
generation

6th
generation

Description

61-L

4F-L-E8 28 BD

02 O

Standard identifier of a

oot

(mandatory)

B-GlA-deneting-the
presence of a DF.CIA
application.

The PIX is not enceded to
prevent traceability or
identification-of the bearer
through'some AID specifics

The’DF.CIA is virtual with itg
CIO files hosted in an
application, i.e. the SELECT
on DF.CIA is executed on
this application; the respong
to this SELECT is out of
scope of this part of
ISO/IEC 7816.

1]

51-L-Path
(conditional)

At application provider’'s
discretion, Path is missing if
selection by DF name is
employed.

Not recommended because
the Path may deliver
identifiable card topology.

50-L-label
(optional)

At application provider’'s
discretion, the label is
intended for IFD display ang
not for implementation or
interpretation purposes. If
used, label shall be neutral
and specific to a group of
cards, e.g. national cards.

78-L-

CIODDO discretionary data
object.

30-L

CIODDO SEQUENCE.

4F-L (conditional)

AID of the application to
which the CIA referenced
under this template applies.
Its use is constrained by:
either DO'4F’ or DO'5F50’
should be present in
CIODDO. DO'4F’ may allow
for traceability or group
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identification; accordingly, it
is preferable to use
DO'5F50'.

30-L

SET of
SecurityFileOrObject

30-L

SecurityFileOrObject
SEQUENCE

0C-L (optional)

UTF8String codetlabel
denoting as.exampl|e the
SecurityFileOrObject
purpose, e.g. “CardAccess”.

03-L (optional)

BIT 'STRING coded
communicationMgde
describing the phygical
interface which the [protocols
listed in
SecurityFileOrObject

apply.

30-L (mandatory)

Path SEQUENCE pointing to
the file or object hogting the
security protocols gpening
access to CIA contgnts.

02-L (optional)

INTEGER coded
cioSecurityld crosg
reference to the
authentication obje¢t
required for the preliminary
protocol to be execlited by
the IFD.

06-L (optional)

May be employed tp
determine which offthe
possibly multiple prptocols
defined in fileOrObjjectPath
referenced structures is to be
used.

AO-L (optional)

Recommended attrjbute
index assigned to
SecurityFileOrObject. May

be skipped it implicitly
known.

Al-L (optional)

Recommended cross-
reference to the index of the
SecurityFileOrObject
protocol(s) of which the
execution is mandated prior
to the current
SecurityFileOrObject ones.
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5F50-L (optional)

interindustry data element
nested under ‘61’ template
and serving as uniform
resource locator (URL) as
defined in IETF RFC 1738
and IETF RFC 2396 (see
ISO/IEC 7816-4, 12.2.4,
Table 122). It points to part
of the software required in

the-interface-devicete
communicate with the
application in the cardt can
lead the terminal to leok up
the AID of the application to
which the ClA-referenced
under this.template applies.
This DOSF50' may be used
to,prevent exposing to the
outside world any applicatio
AID likely to allow for
traceability or group
identification. DO’5F50’
should be mutually exclusive
with DO’4F".

-

1%

NOTE 1
are hoste
SecurityH

NOTE 2

ileOrObject components are met.

The main attention is brought on data minimization principle. The,most important information for discoverability
[ in CIODDO component. The IFD can access DF.CIA contents only once the security measures required by

DO'73' may contain cialnfoPath and efodPath in case’explicit file ID definition is preferred.
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Annex D
(informative)

Examples of CIO values and their encodings

D.1 General

Each subclause of this Annex, e.g. D.x refers to one of the EFs defined in the card file structu

re. Each

sjubClause comprises tnree sections as 10lIowWs.

—+ Thefirst one, e.g. D.x.1, gives the names and sample values of DEs relevant to a DER cogstruct
ASN.1 value notation defined in ISO/IEC 8824-1.

—+ The second one, e.g. D.x.2, merges the ASN.1 syntax with the indication conStructed/prim
sample values and length thereof.

—+ The third one, e.g. D.x.3, gives the actual hexadecimal DER-coding as read-from the file.

—

he three sections display the values in different formats in order to show the various ways in w
ould appear in specifications based on this part of ISO/IEC 7816.

(@]

n the first section, simple quotes denote a hexadecimal string, the usual 7816 notation. They are fol
H', which is also a common notation, e.g. >0202”H. Double guotes denote UTF-8 strings (printal
"ICIA application. Braces denote an object identifier; e'g. {1 2 840 113549 1 15 4 1}; see, for
BO/IEC 7816-4, Annex B for transcoding into a hexadecimal string.

the second section, the prefix Ox denotes a hexadecimal string, a usual programming nota
x3TF005015 is equivalent to “3F005015” in thetusual 7816 notation. A number without this prefix
a decimal, e.g. a value of 12 is equivalent{¢’its hexadecimal coding 0xOc or “0C”. Tags are
etween brackets []. The tag number is given in decimal. The tag class is indicated in the bracket, ¢

template appear at the same level of indentation.

Iin order to improve-understanding, line numbering is added in D.2.

0.2 EF.OD

0.2.1 ASN.1 value notation

on in the

tive, the

nich they

owed by
ble), e.g.
nstance,

ion, e.g.
means it
ndicated
xcept for
of b6 in

n level of
itive DO:

e indentation rules are the.same as in the second section. Thus, all headers of DOs belonging to he same

1 privateKeys :

3 efidOrPath '4401'H
h

4 certificates :

5 path : {

6 efidOrPath '4402'H
h

7 dataContainerObjects :

8 path : {

9 efidOrPath '4403'H
h

10 authObjects :
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11 path : {
12 efidOrPath '4404'H
}

D.2.2 ASN.1 description, tags, lengths and values

CIOChoice CHOICE

1 privateKeys : tag = [0] constructed; length = 6
PrivateKeys CHOICE
2 path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
3 efidOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 2
0x4401
Cl®Choice CHOICE
4 ¢ertificates : tag = [4] constructed; length = 6
Certificates CHOICE
5 path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length‘z 4
6 efidOrPath OCTET STRING: tag = [UNIVERSAL 4] primitivej;tength = 2
0x4402
CI¢Choice CHOICE
7 dataContainerObjects : tag = [7] constructed; length =\6
DataContainerObjects CHOICE
8 path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
9 efidOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 2
0x4403

CIQ@Choice CHOICE
10 authObjects : tag = [8] constructed; length = 6
AuthObjects CHOICE

11 path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
12 efidOrPath OCTET STRING: tag.= [UNIVERSAL 4] primitive; length = 2
0x4404

D.2.3 Hexadecimal DER-encoding

1 AO0|06
2 30 04
3 04 02
44 01
4 A4]06
5 30 04
6 04 02
44 02
7 A7|06
8 30 04
9 0402
44 03
10 A8|06
11 30 04
12 04 02
44 04

D.3 EF.CIAInfo

D.3.1 ASN.1 value notation

cialnfoExample ClAInfo ::={
version V2,
serialNumber '159752222515401240'H,
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manufacturer|D "Acme, Inc.",
cardflags {

prnGeneration

}
}

D.3.2 ASN.1 description, tags, lengths and values

CIAInfo SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 30
version INTEGER: tag = [UNIVERSAL 2] primitive; length = 1
1
serralNumber OCIET STRINGI Tag = [UNITVERSAL 4] primrtive; fength = 9
0x159752222515401240

manufacturerlID Label UTF8String: tag = [UNIVERSAL 12] primitive; length 10
0x41636d652c20496e632¢e
cardflags CardFlags BIT STRING: tag = [UNIVERSAL 3] primitive; length =

0x0520

N

0.3.3 Hexadecimal DER-encoding

30 1E
02 01
01
04 09
15 97 52 22 25 15 40 12 40
0C OA
41 63 6D 65 2C 20 49 6E 63 2E
03 02
05 20
0.4 EF.PrkD

n this example, two private keys are referred to. Other key-related files, i.e. EF.PuKD and EF.SKD, [have the
ame structure. It is expected that the relevant public keys will also be referenced in EF.PuKD with the same
abels.

o

[).4.1 ASN.1 value notation

privateRSAKey : {
commonObjectAttributes {
label "KEY1'
flags { private },
authld '0XH
b
classAttributes {
iD(45'H,
usage { decipher, sign, keyDecipher }

subCIassAttr’ibutes {
keyldentifiers {

{

idType 4,
idValue ParameterString : '4321567890ABCDEF'H
}

}
|3
typeAttributes {
value {
efidOrPath '4B0O1'H

h
modulusLength 1024
}
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privateRSAKey : {
commonObjectAttributes {

label "KEY2",
flags { private },
authld '02'H

h

classAttributes {

iD '46'H,
usage { sign, nonRepudiation }

subClassAttributes {

typ

}

D42 A

Priv
pr

PAttributes {

ateKeyChoice CHOICE

¢ommonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length= 13

kKeyldentitiers {

idType 4,
idValue ParameterString : '1234567890ABCDEF'H
}
}
h

value {
efidOrPath '4B02'H

h
modulusLength 1024
}

SN.1 description, tags, lengths and values
vateRSAKey SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 59

label Label UTF8String: tag = [UNIVERSAL 12] primitive; length = 4
0x4b455931
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitive;
length=2
0x0780
authld Identifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
0x01
tlassAttributes CommonKeyAttributes SEQUENCE: tag = [UNIVERSAL 16] con-
ttructed; length = 7
iD Identifier OCTET-STRING: tag = [UNIVERSAL 4] primitive; length = 1
0x45
usage KeyUsageFElags BIT STRING: tag = [UNIVERSAL 3] primitive; length = 2
0x0264
tubClassAttributes @ tag = [0] constructed; length = 19
CommonPravateKeyAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed;
length-="17
keyldentifiers SEQUENCE OF: tag = [0] constructed; length = 15
SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 13

1

idType INTEGER: tag = [UNIVERSAL 2] primitive; length
4

idvalue OpenType
0x4321567890abcdef

typeAttributes : tag = [1] constructed; length = 12

PrivateRSAKeyAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed;
length = 10
value Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
efidOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 2
0x4b01
modulusLength INTEGER: tag = [UNIVERSAL 2] primitive; length = 2
1024

PrivateKeyChoice CHOICE
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privateRSAKey SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 60
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 13
label Label UTF8String: tag = [UNIVERSAL 12] primitive; length = 4

0x4b455932
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitive;
length=2
0x0780
authld ldentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
0x02
classAttributes CommonKeyAttributes SEQUENCE: tag = [UNIVERSAL 16] cqgn-
structed; length = 8
iD Identifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length 3 1
0x46
usage KeyUsageFlags BIT STRING: tag = [UNIVERSAL 3] primitive; lendth = 3
0x062040

subClassAttributes : tag = [0] constructed; length = 19
CommonPrivateKeyAttributes SEQUENCE: tag = [UNIVERSAL \16] constructed;
length = 17

keyldentifiers SEQUENCE OF: tag = [0] constructed; length = 15
SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 13
idType INTEGER: tag = [UNIVERSAL 2] primrtive; length
4
idvalue OpenType
0x1234567890abcdef

typeAttributes : tag = [1] constructed;“dength = 12
PrivateRSAKeyAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed;
length = 10

value Path SEQUENCE: tag = [UMIVERSAL 16] constructed; length = 4
efidOrPath OCTET STRING:“tag = [UNIVERSAL 4] primitive; length = 2
0x4b02
modulusLength INTEGER: tag = [UNIVERSAL 2] primitive; length = 2
1024

[.4.3 Hexadecimal DER-encoding

1

30 3B
30 0D
0C 04
4B 45 569 31
03 02
07 80
04 01
01
30 OF
04 01
45
03 02
02 64

AU 15
30 11
AO OF
30 OD
02 01
04
04 08
43 21 56 78 90 AB CD EF
Al OC
30 OA
30 04
04 02
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4B 01
02 02
04 00
30 3C
30 OD
0C 04
4B 45 59 32
03 02
07 80
04 01
02
30 08
04 01
46
03 03
06 20 40
AQ 13
30 11
AO OF
30 OD
02 01
04
04 08
12 34 56 78 90 AB CD Ek
Al OC
30 OA
30 04
04 02
4B 02
02 02
04 00
D.5 ER.CD
D.5.1 ASN.1 value notation
x509Certificate : {
commonObjectAttributes {
label "CERT1",
flags { }
classAttributes {
iD'45'H
h
typpAttributes.f
valueiindirect :
path : {
efidOrPath '4331'H

i
}

h
x509Certificate : {
commonObjectAttributes {
label "CERT2",

flags { }

classAttributes {
iD '46'H
13
typeAttributes {
value indirect :
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path : {
efidOrPath '4332'H
}
}
}

D.5.2 ASN.1 description, tags, lengths and values

CertificateChoice CHOICE

x509Certificate SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 27
commonObjectAttributes CommonObjectAttributes SEQUENCE:
Tag = [UNTVERSALC 1I6] constructed; Tength = 10
label Label UTF8String: tag = [UNIVERSAL 12] primitive; length 35
0x4345525431
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitive;
length=1
0x00

classAttributes CommonCertificateAttributes SEQUENCE: tag.= [UNIVERSAL 16]
constructed; length = 3
iD ldentifier OCTET STRING: tag = [UNIVERSAL 4] prinmitive; length 5 1
0x45
typeAttributes : tag = [1] constructed; length =(8
X509CertificateAttributes SEQUENCE: tag = [UNTVERSAL 16] constructgd;
length = 6
value CHOICE
indirect ReferencedValue CHOICE
path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
efidOrPath OCTET STRING: tag.= [UNIVERSAL 4] primitive;
length = 2
0x4331
CertificateChoice CHOICE
x509Certificate SEQUENCE: tag = fUNIVERSAL 16] constructed; length
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 10
label Label UTF8Stringg tag = [UNIVERSAL 12] primitive; length = 5
0x4345525432
flags CommonObjectkEbags BIT STRING: tag = [UNIVERSAL 3] primitive;
length=1
0x00
classAttributes-CommonCertificateAttributes SEQUENCE: tag = [UNIVERSAL 16]
constructed;- Iength = 3
iD ldentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length 3 1
0x46
typeAtfributes : tag = [1] constructed; length = 8
X509€ertificateAttributes SEQUENCE: tag = [UNIVERSAL 16] constructdgd;
length = 6
value CHOICE
indirect ReferencedValue CHOICE
path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length |= 4
efidOrPath OCTET STRING- tag = JUNIVERSAI 47 primitive;
length = 2
0x4332

D.5.3 Hexadecimal DER-encoding

>

30 1B
30 OA
0C 05
43 45 52 54 31
03 01
00
30 03
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04 01
45
Al 08
30 06
30 04
04 02
43 31
30 1B
30 OA
0C 05
43 45 52 54 32
03 01
00

30 03
04 01
46
Al 08
30 06
30 04
04 02 43 32

D.6 EH.AOD

D.6.1 ASN.1 value notation

pwd : {
commonObjectAttributes {

label "PIN1",

flags { private }

ESAttributes {

authld '01'H

h

typpAttributes {

pwdFlags { change-disabled, initialized;'needs-padding },
pwdType bcd,

minLength 4,

storedLength 8,

padChar 'FF'H

cl

QD

}

b

pwd : {

corpmonObjectAttributes§
label "PIN2",
flags { private}
h

classAttributes){
authtd-02'H
}v

typpAttributes {
p\Alr{El:\gc { r‘hnngﬂ_r\licnhlnd' initinli7mr|' nnndc_pndr\ling }‘
pwdType bcd,
minLength 4,
storedLength 8,
padChar 'FF'H,
path {
efidOrPath '3F0050150100'H

}

}
}
D.6.2 ASN.1 description, tags, lengths and values

AuthenticationObjectChoice CHOICE
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pwd SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 37
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 10
label Label UTF8String: tag = [UNIVERSAL 12] primitive; length = 4
0x50494e31
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitive;
length=2
0x0780
classAttributes CommonAuthenticationObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 3
authld Identifier OCTET STRING: tag = [UNIVERSAL 4] primitive; lendth =1
0x01
typeAttributes : tag = [1] constructed; length = 18
PasswordAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed;
length = 16
pwdFlags PasswordFlags BIT STRING: tag = [UNIVERSAL 3]‘primitive}
length = 2
0x022c
pwdType PasswordType ENUMERATED: tag = [UNIVERSAL\.10] primitive;
length=1
0
minLength INTEGER: tag = [UNIVERSAL 2] primitive; length = 1
4
storedLength INTEGER: tag = [UNIVERSAL/2] primitive; length
8
padChar OCTET STRING: tag = [UNIVERSAL 4] primitive; length
Oxff
AuthenticationObjectChoice CHOICE
pwd SEQUENCE: tag = [UNIVERSAL 16] -eonstructed; length = 47
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 10
label Label UTF8String: tag“= [UNIVERSAL 12] primitive; length = 4
0x50494e32
flags CommonObjectFlags. BIT STRING: tag = [UNIVERSAL 3] primitive;
length=2
0x0780
classAttributes CoemmonAuthenticationObjectAttributes SEQUENCE:
tag = [UNIVERSAL.16] constructed; length = 3
authld ldentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; lendth =1
0x02
typeAttrihotes : tag = [1] constructed; length = 28
PasswordAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed;
length™= 26
pwdFlags PasswordFlags BIT STRING: tag = [UNIVERSAL 3] primitive}
length = 2
0x022c
pwdType PasswordType ENUMERATED: tag = [UNIVERSAL 10] primitive;
length=1
Q

1
=

1
=

minLength INTEGER: tag = [UNIVERSAL 2] primitive; length = 1
4

storedLength INTEGER: tag
8

padChar OCTET STRING: tag
OxFf

path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 8
efidOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 6

0x3f0050150100

1

[UNIVERSAL 2] primitive; length

[UNIVERSAL 4] primitive; length = 1
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D.6.3 Hexadecimal DER-encoding

30 25
30 OA
0C 04
50 49 4E 31
03 02
07 80
30 03
04 01
01

Al 12
30 10
03 02
02 2C
0A 01
00
02 01
04
02 01
08
04 01
FF
30 2F
30 OA
0C 04
50 49 4E 32
03 02
07 80
30 03
04 01
02

30 1A
03 02
02 2C
0A 01
00
02 01
04
02 01
08
04.01
FF
30 08
04 06
3F 00 50 15 01 00

D.7 EF.DTCOD

D.7.1 ASN.1 value notation

opaqueDO : {

commonObjectAttributes {
label "OBJECTL1",
flags { private, modifiable },
authld '02'H
h

classAttributes {
applicationName "APP"
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13
typeAttributes indirect :
path : {
efidOrPath '4431'H,
index 64,
length 48
}
}

D.7.2 ASN.1 description, tags, lengths and values

DatacontainerobjectChoice CHUICE
opaqueDO SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 39
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 16
label Label UTF8String: tag = [UNIVERSAL 12] primitive; length = 7
0x4f424a45435431
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3} primitive;
length=2
0x06c0
authld ldentifier OCTET STRING: tag = [UNIVERSAL &Y primitive; leng
0x02
classAttributes CommonDataContainerObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 5
applicationName Label UTF8String: tag = JUMVERSAL 12] primitive;
length= 3
0x415050
typeAttributes : tag = [1] constructeds: length = 12
OpaqueDOAttributes CHOICE
indirect ReferencedValue CHOICE
path Path SEQUENCE: tag = .[UNIVERSAL 16] constructed; length =

efidOrPath OCTET STRING:" tag = [UNIVERSAL 4] primitive; lengt
0x4431

index INTEGER: tagcs [UNIVERSAL 2] primitive; length = 1
64

length INTEGER:tag = [0] primitive; length = 1
48

0.7.3 Hexadecimal DER-encoding of DCOD

30 27
30 10
0C 07
4F 42 4A 45 43 54 31
03702
06 CO
04 01
02
80 05
0C 03

th = 1

10
h =2

A1—56—756
Al OC
30 OA
04 02
44 31
02 01
40
80 01
30
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D.8 Application template (within the EF.DIR)
In this example, only one application template IDO (i.e. an ApplicationTemplate) is shown.

D.8.1 ASN.1 value notation

applicationTemplateExample ApplicationTemplate ::={
aid 'A000000063504B43532D3135'H,
label "RSA DSI",
path '3F005015'H,
ddg {

providerld {12 8401135491154 1},
aid 'FAB123456789'H

}
}

D.8.2 ASN.1 description, tags, lengths and values in ApplicationTemplate

53

ApplicationTemplate SET: tag = [APPLICATION 1] constructed; length
aid OCTET STRING: tag = [APPLICATION 15] primitive; length =12

(xa000000063504b43532d3135

label UTF8String: tag = [APPLICATION 16] primitive; length = 7

0x52534120445349

path OCTET STRING: tag = [APPLICATION 17] primitive;~kength = 4

0x3F005015

ddgo : tag = [APPLICATION 19] constructed; lengthi=) 12

DDOTemplate OpenType

providerld OBJECT IDENTIFIER: tag = [UNIVERSAL 6] primitive; length = 10

{12840 113549 1 15 4 1 }

aid OCTET STRING: tag = [APPLICATION 5] primitive; length = 6

D.8.3 Hexadecimal DER-encoding of ApplicationTemplate

61 33
4F OC
AO 00 00 00 63 50 4B 4353 2D 31 35
50 07
52 53 41 20 44 53 49
51 04
3F 00 50 15
T3 14
06 OA
2A .86 48 86 F7 OD 01 OF 04 01

4F 06

FA B1 23 45 67 89

D.9 GeneralizedTime encoding guidelines

The following rules are given as guidelines conformant to ISO 8825-1 and applying to GeneralizedTime Type
encoding.

a) The value of type GeneralizedTime is a character string of type VisibleString with lexical restrictions as a
string of the form "YYYYMMDDhh[mm[ss[(.|,)ffff]]]" standing for a local time, with four digits for the year
(YYYY), two for the month (MM), two for the day (DD) and two for the hour (hh), followed by two digits for
the minutes (mm) and two for the seconds (ss) if required, then a dot or a comma, and a number
indicating the fractions of second, the maximum precision depending on the application (see ISO/IEC
8601), e.g. if the expiration date is August 10th 2011 at 7:30PM, the value field of GeneralizedTime DO is
"201108101930".
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b) A string conforming to (a) and followed by the letter "Z" would denote a UTC time (Greenwich meridian
time or Greenwich Main Time), e.g. if expiration date according to Greenwich Main Time is 8AM on
August 10th 2011, the value field of GeneralizedTime DO is "201108100800Z".

c) A string conforming to (a) and followed by a string "(+|-)hh[mm]" entails that the GeneralizedTime is the
difference between the string of (a) and the second string, whereby giving the time lag if required, e.g. if
expiration date local time is 8AM on August 10th 2011 and co-ordinated universal time is 12 noon on
August 10th 2011, the value field of GeneralizedTime DO is "201108100600-0400".

The following range of values is valid for (a) : YYYY (0000 to 9999), MM (01 to 12), DD (01 to 31), hh (00 to
23), mm (00 to 59), ss (00 to 59).

—

he string value "YYYYMMDDhh[mm([ss][(.|,)ffff]]]" shall be encoded as ASCII to Hex then encapsulated in DO
18' for GeneralizedTime.
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Annex E
(informative)

Examples of the use of the cryptographic information application

E.1 General

The pur
informati
program
thus, cre
Each cla
1)

2)

3)

4)

5)

A transciiption of the ASN.1 encoding of the cryptegraphic information application listed in Annex A was used

for all ex
decoders

E.2 En
E21 Q
This is al
E.2.2 A

privateK

O

pose of this informative Annex is to provide practical examples of the use of the cryptograph
bn application. By providing sample program code for each example, programmers canssee th
matic connection between high-level ASN.1 representations and low-level BER representatjons, an
hte more efficient and more compact software that uses the cryptographic information application.

[oNN0)]

Lise in the Annex is a free-standing example and consists of four paragraphs.
Description of the example.

A specification of the example described in paragraph (1) in commented 1SO/IEC 7816-15 ASN.[L
constructs, using the formal value notation defined in ISO/IEC 8824-1:

Annotated code in the ISO/IEC 9899 TC2 C programming langdage for BER encoding and decoding
according to the ASN.1 specification of paragraph (2).

BER encoding of the example as produced by the encoder of paragraph (3). Two examples als|
include graphic representations of the BER at the end.of the Annex.

@]

The source code provided in paragraph (3) was.compiled and run to generate the output shown i
paragraph (4).

>

bmples. A free, publically-available ASN:1 compiler was used to generate the BER encoders and
from this ASN.1.

coding of a private key.

ryptographic information application example description
n example of an ISO/IEC 7816-15 RSA private key.

SN.1 encoding of an RSA private key

Pys objects { -- SEQUENCE OF --

privateRSAKey { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --

80

label "4b455931"H == "KEY1" =
flags "80°H,
authld "41444d*H -- "ADM" --,
userConsent 1

3.

classAttributes { -- SEQUENCE --

iD "9b"H,

usage "2040°H,
native TRUE,
accessFlags "98°H,
keyReference 10
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*

*

subClassAttributes { -- SEQUENCE --
keyldentifiers { -- SEQUENCE OF --
{ -- SEQUENCE --
idType 5,

idvalue "3132333435363738"H -- ''12345678"

}
}.
typeAttributes { -- SEQUENCE --
value indirect path { -- SEQUENCE --

efidOrPath "3Ff004041°H

-
modulusLength 1024

}
}

.2.3 Code encoding and decoding from the ASN.1

o3

* Encoding of a Private Key as a Data Object in EF.OD
y

unsigned int I;

ClOChoice *cio;

PrivateKeyChoice *prk, **prkp;
Credential ldentifier *crid, **cridp;

bid Partl5PrivateKey(const char *label,
unsigned char objectFlags,
unsigned char *authld,
unsigned int authldLength,
unsigned int userConsent,
unsigned char native,
unsigned char *iD, unsigned, int iDLength,
unsigned short usageFlags;
unsigned char accessklags,
unsigned int keyReference,
unsigned int identifierType,
unsigned char *external ldentifier,
unsigned char, *path, unsigned int pathLength,
unsigned int modulusLength
D)

PrivateKey@bject PrivateRSAKeyAttributes pattr = { 0 };
CommonObjectAttributes commonObjAttr ={0};
CommonKeyAttributes commonKeyAttr ={0};

CommonPrivateKeyAttributes commonPrivateKeyAttr = { 0 };

PrivateRSAKeyAttributes privateRSAKeyAttr ={0};
Path pathOctets ={03};
AsnOcts issuerHash ={0};

char commonObjectFlags[1] = { O };
AsnBits commonFlagsAsnBits = { 3, commonObjectFlags };

char keyUsage[2] = { 0 };
AsnBits keyUsageAsnBits = { 10, keyUsage };

char keyAccessFlags[1] = { 0 };
AsnBits keyAccessFlagsAsnBits = { 5, keyAccessFlags };

/*
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*x
*xk

*x

*/

Section 8.3 The CIOChoice type

"EF.OD shall contain the concatenation of 0, 1, or more DER-encoded ClOChoice values."

cio = (ClIOChoice *)calloc(l, sizeof(PrivateKeyChoice));

cio->choiceld = CIOCHOICE_PRIVATEKEYS;

/*

**x

"1t is expected that an EF.OD entry will usually reference a separate file (the path

**

c
h

**

hoice of PathOrObjects) containing Cl0s of the indicated
bld C10s directly (the objects choice of PathOrObjects),

type. An entry may, however,
ifT the objects and the EF.OD

*x
*x

*x

/*

*k

e

—

*x

(9]

*x
*/
prkp

o)

*prkp
prk->
prk->

pattr
pattr
pattr]
pattr]

/*
*x
-
*/
commo
commo

->p.privateKeys
->p.privateKeys->choiceld = PATHOROBJECTS_PRIVATEKEYCHOICE_OBJECTS;
->h_privateKeys->a.objects = AsnListNew(sizeof (void*));

ile have the same access control requirements."

thOrObjects{PrivateKeyChoice}

(PrivateKeys *)calloc(1l, sizeof(PrivateKeys));

Ction 8.4.1 PrivateKeyChoice

his type contains information pertaining to a private key. Each value
bnsists of attributes common to any object, any key, any_private key,
hd attributes particular to the key."

= (PrivateKeyChoice **)AsnListAppend(cio->a.privateKeys->a.objects);
= prk = calloc(l, sizeof(PrivateKeyChoice));

Choiceld = PRIVATEKEYCHOICE_PRIVATERSAKEYs

B _privateRSAKey = &pattr;

.commonObjectAttributes
_.classAttributes

. subClassAttributes

. typeAttributes

&commonObjAttr;
&commonKeyAttr;
&commonPrivateKeyAttr;
&privateRSAKeyAttr;

ction 8.2.8 CommohObjectAttributes

his type is_a{cContainer for attributes common to all CI0s."

hObjAttralabel .octs
NOb JAttr. label .octetLen

_strdup(label);
strlen(label);

commo

If\h: tlanclng — oAby e -

commonObjAttr.flags

oectt1agSTog Sojecte1TagSs

commonFlagsAsnBits;

commonObjAttr.authld.octetLen=authldLength;

commonObjAttr.authld.octs

authld;

commonObjAttr._userConsent = &userConsent;

/*

** Section 8.2.9 CommonKeyAttributes

*k

** “The 1D field shall be unique for each key information

82

© ISO/IEC 2016 - All rights reserved

object, except when a public


https://standardsiso.com/api/?name=f5e40b46e73835a96828df69ab633ff7

**

ISO/IEC 7816-15:2016(E)

** Kkey information object and its corresponding private key object are stored on

** the same card. In this case, the information objects shall share the same

** jdentifier (which may also be shared with one or several certificate information
objects ..."

*/

commonKeyAttr._iD.octs = iD;
commonKeyAttr.iD.octetLen = iDLength;

keyUsage[0] = (unsigned char)(usageFlags>>8);
keyUsage[1] = (unsigned char)(usageFlags);

commonKeyAttr.usage = keyUsageAsnBits;

keyAccessFlags[0] = accessFlags;
commonKeyAttr.accessFlags= keyAccessFlagsAsnBits;

commonKeyAttr_native = &native;
commonKeyAttr_keyReference = &keyReference;

/*
** Section 8.2.10 CommonPrivateKeyAttributes
**
** "The name field, when present, names the owner of the keys. as specified in a
** corresponding certificate"s subject field.
**
**  Values of the keyldentifiers field can be matched €o identifiers from external
** messages or protocols to select the appropriateskey to a given operation."
*/
commonPrivateKeyAttr._keyldentifiers =
(CommonPrivateKeyAttributesSeqOf *)AsnListNew(sizeof (void*));

cridp = (Credentialldentifier **)AsnListAppend(commonPrivateKeyAttr._keyldentifiers);

*cridp = crid = (Credentialldentifier *)calloc(l, sizeof(Credentialldentifier));

issuerHash.octs = _strdup(external ldentifier);
issuerHash.octetlLen = strlen(externalldentifier);

crid->idType = identifierType;
crid->idvValue.value—s .&issuerHash;
SetAnyTypeByInt(&Cerid->idvalue), identifierType);

/*

** Section“8-4.2 Private RSA Key Attributes

**k

** "RrivateRSAKeyAttributes.value: The value shall be a path to a file containing
*% \a-private RSA key. If there is no need to specify a path to a file, the path
** % value may be set to the empty path."

X/
7

privateRSAKeyAttr._value = (ObjectValue *)calloc(l, sizeof(ObjectValue));
privateRSAKeyAttr.value->choiceld = OBJECTVALUE_INDIRECT;
privateRSAKeyAttr.value->a.indirect =

(ReferencedValue *)calloc(l, sizeof(ReferencedValue));

privateRSAKeyAttr.value->a.indirect->choiceld = REFERENCEDVALUE_PATH;

pathOctets.efidOrPath.octs = (char *)calloc(l, pathLength);
memcpy(pathOctets.efidOrPath.octs, path, pathLength);
pathOctets.efidOrPath.octetlLen = pathLength;
privateRSAKeyAttr.value->a.indirect->a.path = &pathOctets;
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privateRSAKeyAttr _modulusLength = modulusLength;

/-k

** Print the Private Key Data Object
*/

PrintClOChoice(stdout, cio, 3);

/*
** BER Encode the Private Key Data Object
*/
BERLephgth = BEncClOChoiceContent(gb, cio);
3
/-k
** Decodjing of a Private Key as a Data Object in EF.OD
*/
PrivateKpyObject PrivateRSAKeyAttributes *PrivateRSAKey(unsigned char *BER, unsigned\int BERLength)
{
SBuf b;
GenBuff *gb;
unsighed int bytesDecoded = O;
ENV_T)PE env;
Cl0Chpice *cio;
AsnTap tagldO;
AsnLep elmtLenO;
if(setymp(env) = 0) exit(0);
cio =| calloc(1l, sizeof(ClOChoice));
SBufilpstallData(&b, BER, BERLength);
SBuftpGenBuf (&b, &gb);
tagldD = BDecTag(gb, &bytesDecoded,_ehv);
elmtLpnO = BDecLen(gb, &bytesDecoded,\.env);
/*
** Defode the RSA Private Key Data Object
*/
BDecCllOChoiceContent(gb {tagld0, elmtLenO, cio, &bytesDecoded, env);
returp ((PrivateKeyChoice *)(cio->a.privateKeys->a.objects->first->data))->a.privateRSAKey;
}
E.2.4 BER encoding
<EF_0D>

Oxa0,0x51,0xa0,0x4f,0x30,0x4d,0x30,0x12,0x0c,0x04,0x4b,0x45,0x59,0x31,0x03,0x02,
0x05,0x80,0x04,0x03,0x41,0x44,0x4d,0x02,0x01,0x01,0x30,0x12,0x04,0x01,0x9b,0x03,
0x03,0x06,0x20,0x40,0x01,0x01,0xff,0x03,0x02,0x03,0x98,0x02,0x01,0x0a,0xa0,0x13,
0x30,0x11,0xa0,0x0f,0x30,0x0d,0x02,0x01,0x05,0x04,0x08,0x31,0x32,0x33,0x34,0x35,
0x36,0x37,0x38,0xal,0x0e,0x30,0x0c,0x30,0x06,0x04,0x04,0x3f,0x00,0x40,0x41,0x02,
0x02,0x04,0x00

</EF_0OD>

Table E.1 is a diagrammatic representation of this BER encoding.
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Table E.1 — EF.PrKD of RSA private key

ISO/IEC 7816-15:2016(E)

Data type
AO | 51 | CIOChoice: Private key data object
AO | 4F | PrivateKeyChoice: Private RSA Key
30 | 4D | Private RSA Key object
30 | 12 | Common object Attribute
0C | 04 | label 4B, 45, 59, 31 UTFBString
03 | 02 | flags 05, 80 BIT BTRING
04 | 03 | auth Id 41, 44, 44 OCTET
STRING
02 | 01 | userConsent | 01 INTEGER
30 | 12 | Common Key Attrribute
04|01 ]|iD 9B OCTET
STRING
03 | 03 | usage 06, 20, 40 BIT BTRING
01 | 01 {\native FF BOQLEAN
03| 02 | accessFlags 03, 98 BIT BTRING
02 | 01 | keyReference | OA INTEGER
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Table E.1 (continued)

AO | 13 | Common Private Key Attribute

30 | 11 | Sequence

AO | OF | keyldentifier

30 | OD | Sequence

02 | 01 | idType 05 INTEGER

60 | 08 | idVvalue 31, 32, 33, 34, 35, (36, | OpenType

37,38
Al | Oe | Private RSA key attribute
30 | OC | Sequence
30 | 06 | Path
04 | 04 | efidOrPath 3F, 00, 40, 41 OCTET
STRING
02 | 02 | modulusLength 04, 00 INTEGER

E.3 Encoding of a protected data container

E.3.1 Qryptographic information application example description

A data container object with two security conditions, one for READ and one for UPDATE. The data in the data
containef is a BER-TLV. The secret key:SK-1 shall be verified in order to change password AO-1.

E.3.2 ASN.1 encoding of the-protected data container object

dataConthinerObjects objects”{ -- SEQUENCE OF --
1s07816D0 { -#"SEQUENCE --
commonObyectAttributes { -- SEQUENCE --
labelV~*444f2d31*H -- "DO-1" --,
flags "40°H,
accessControlRules { -- SEQUENCE OF --
{ -- SEQUENCE --
accessMode "80°H,
securityCondition or { -- SEQUENCE OF --
authld "414f2d31*H -- "AO-1" --,
authld "414f2d32"H -- "A0-2" --

3
3.
{ -- SEQUENCE --
accessMode "40°H,
securityCondition and { -- SEQUENCE OF --
authld "414f2d31*H -- "AO-1" --,
authld "414f2d32"H -- "A0-2" --

}
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}
3
classAttributes { -- SEQUENCE --

1.
typeAttributes direct "80020102°H

}

authObjects objects { -- SEQUENCE OF --

P oY VBT NPaY o
PWe—Y OTCQUTINCT

commonObjectAttributes { -- SEQUENCE --

label "414f2d31*H -- "AO-1" --,
flags "40"H

1.

classAttributes { -- SEQUENCE --
authld "414f2d31"H -- "AO-1" --,

authReference 1,
seldentifier 2

1.

typeAttributes { -- SEQUENCE --
pwdFlags "0400°H,
pwdType 1,
minLength 4,
storedLength 12,
maxLength 8,
padChar “"ff*H - " " ——,
path { -- SEQUENCE --

efidOrPath "3f004045°H

}

}

pecretkKeys objects { -- SEQUENCE OF --
genericSecretkey { -- SEQUENCE --
commonObjectAttributes\{ -- SEQUENCE --

(7))

label "534b2d31°"H “=- *"'SK-1" --,
flags "40°H,
authld "414f2d31"H -- "AO-1" --
3,
classAttribhutes { -- SEQUENCE --
iD 7534b2d31"H -- "'SK-1" --,

usage* "0200°H,
native TRUE,
accessFlags "10°H,
keyReference 10

T

subClassAttributes { -- SEQUENCE --
keyLen 64

3

typeAttributes { -- SEQUENCE --
keyType {2 8},
keyAttr "58"H

}

}

¥
E.3.3 Code from the ASN.1 for encoding and decoding BER

/*

** Encoding of a Protected Data Object
*/
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void DataObject(unsigned
unsigned
unsigned
unsigned

))

CIOChoice *cio;

char *label,

char objectFlags,
char *passwordl,
char *password2

DataContainerObjectChoice *dco, **dcop;
AccessControlRule *acr, **acrp;

SecurityCondition

*sc, **scp;

Secur]|
Secur]
AsnOc
AsnOc

Commo|
Commo|
1S078

DataC

Crede
Path
AsnOc

char com
AsnBi

char
AsnBi
char
AsnBi

char
AsnBi

authl
authl

authl

authlp2.octs = strdup(password?);

/*

** Dajta Object~Choice

*/

cio =| (CloChoice *)calloc(l, sizeof(DataContainerObjectChoice));

cio->choiceld = CIOCHOICE_DATACONTAINEROBJECTS;

cio_ b Aot O tarnarOhs = {Datal tarnarOhs + XNecallaocdl o3 C T4 2 ¥a) tarnarObha AN
b—dataCentainerobjects—(Patatontatnerobjects—)calHeed—sizeof(Patatentainerobjects))

ityCondition
ityCondition

securityConditionl;
securityCondition2;

ts authldl;
ts authld2;

hObjectAttributes commonObjectAttr
[L6DOAttributes i1so7816DOAttributes
bntainerObject 1S07816DOAttributes pattr
htial ldentifier credentialldentifier
pathOctets

ts dataObjectValuel

monObjectFlags[1]
ts commonFlagsAsnBits

pcessControlRuleFlagsli[1]
ts acessControlRuleAsnBitsl
hcessControlRuleFlags2[1]
ts acessControlRuleAsnBits2

LsageFlagBits[2]
ts usageFlagsAsnBits

01.octetlLen = strlen(passwordl);
H1.octs = strdup(passwordl);

02 _octetlLen = strlen(password?);

{
hDataContainerObjectAttributes commonDataContainerObjectAttributes ={
{

={0};
={0};
= { sizeof(dovaluel), dovaluel };
={0}

= {.2, commonObjectFlags };

={ 0}
= { 4, acessControlRuleFlagsl };
={0}:
= { 4, acessControlRuleFlags2 };

={0}:
= { 10, usageFlagBits };

cio->a.dataContainerObjects->a.objects = AsnListNew(sizeof (void*));
cio->a.dataContainerObjects->choiceld = PATHOROBJECTS_DATACONTAINEROBJECTCHOICE_OBJECTS;

dcop = (DataContainerObjectChoice **)AsnListAppend(cio->a.dataContainerObjects->a.objects);
*dcop = dco = calloc(l, sizeof(DataContainerObjectChoice));
dco->choiceld = DATACONTAINEROBJECTCHOICE_1S07816D0;

dco->a.is07816D0 = &pattr;
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pattr._commonObjectAttributes = &commonObjectAttr;
pattr._classAttributes &commonDataContainerObjectAttributes;

pattr._subClassAttributes = NULL;
pattr._typeAttributes = &is07816DOAttributes;
/*

** Common Object Attributes

*/

commonObjectAttr.label .octetLen = strlen(label);
commonObjectAttr.label._octs = label;

commonObjectFlags[0] = objectFlags;
commonObjectAttr.flags = commonFlagsAsnBits;

commonObjectAttr._accessControlRules = AsnListNew(sizeof (void*));

acrp = (AccessControlRule **)AsnListAppend(commonObjectAttr.accessControlRiles);
*acrp = acr = calloc(l, sizeof(AccessControlRule));

acessControlRuleFlags1[0] = (unsigned char)(READ_FLAG);

acr->accessMode = acessControlRuleAsnBitsl;

securityConditionl.choiceld = SECURITYCONDITION_SEACOS_OR;
securityConditionl.a.seacos_or = AsnListNew(sizeof (void*));

scp = (SecurityCondition **)AsnListAppend(securityConditionl<a.seacos_or);

*scp = sc = calloc(l, sizeof(SecurityCondition));

sc->choiceld = SECURITYCONDITION_AUTHID;

sc->a.authld = &authldl;

p = (SecurityCondition **)AsnListAppend(securityConditionl.a.seacos_or);

*scp = sc = calloc(l, sizeof(SecurityCondition));
sc->choiceld = SECURITYCONDITION_AUTHID;
sc->a.authld = &authld2;

acr->securityCondition = &securityConditionl;

acrp = (AccessControlRule **)AsnListAppend(commonObjectAttr.accessControlRules);
*acrp = acr = calloc(l, sizeof(AccessControlRule));
acessControlRuleFlags2[0] = (unsigned char)(UPDATE_FLAG);

acr->accessMode = acessControlRuleAsnBits2;

securityCondition2.choiceld, =*SECURITYCONDITION_SEACOS_AND;
securityCondition2.a.seacos_and = AsnListNew(sizeof (void¥*));

scp = (SecurityCondition~**)AsnListAppend(securityCondition2.a.seacos_and);
*scp = sc = calloc(ly .sizeof(SecurityCondition));

sc->choiceld = SECYRTITYCONDITION_AUTHID;

sc->a.authld =C&authldl;

scp = (SecurityCondition **)AsnListAppend(securityCondition2.a.seacos_and);
*scp = sc_=(calloc(l, sizeof(SecurityCondition));

sc->choieeld = SECURITYCONDITION_AUTHID;

sc->a-authld = &authld2;

acrs>securityCondition = &securityCondition2;

y e

** Common Data Container Object Attributes
*/

/*

** ]SO/IEC 7816 Data Object Attributes

*/

is07816D0OAttributes.choiceld = OBJECTVALUE DIRECT;

iso7816DOAttributes.a.direct.value = &dataObjectValuel;
SetAnyTypeByInt(&(iso7816DOAttributes.a.direct), issuerKeyHash);

© ISO/IEC 2016 - All rights reserved

89


https://standardsiso.com/api/?name=f5e40b46e73835a96828df69ab633ff7

ISO/IEC 7816-15:2016(E)

/*

** Print the Data Object

*/

PrintCl0Choice(stdout, cio, 3);

/-k
** BER Encode the Data Object
*/
BERLength += BEncClOChoiceContent(gb,cio);
}
void Paspword(const char *label,
unsigned char objectFlags,
unsigned char *authld,
unsigned int authReference,
unsigned int seReference,
unsigned char *iD,
unsigned char *path, unsigned int pathLength,
unsigned short pwdFlags,
unsigned int pwdType,
unsigned int minimumLength,
unsigned int storedLength,
unsigned int maximumLength,
unsigned char paddingCharacter

{

CIOChoicg *cio;

90

AuthepticationObjectChoice *auth, **authp;
AuthepticationObject_PasswordAttributes pattr

CommohObjectAttributes commonObjAttr
CommohAuthenticationObjectAttributes commonAuthenticationObjectAttr
PasswprdAttributes passwordAttributes

Path pathOctets
AsnOcfts padChar

char
AsnBi
char
AsnBi

commonObjectFlags[1]

ts commonFlagsAsnBits
passwordFlags[2]

ts passwordFlagsBits

/*
** Aufthentication Object Choice
*/
cio =| (CloChoice *)calloc(l, sizeof(AuthenticationObjectChoice));
cio->choiceld = CIOCHOICE_AUTHOBJECTS;

= AuthNhs +

io->b—aUthobi FAVSN | VL R S-EPUN JAVIT 2 Nal PP TR g
cio
erareHEr et

{ 2, commonObjectFlags };
={03};
= { 12, passwordFlags };

o eets haertoBeetes 7T oI 5—SHECOTC o eetesy))s

cio—>a.authObjects->choiceld = PATHOROBJECTS_AUTHENTICATIONOBJECTCHOICE_OBJECTS;

cio->a.authObjects->a.objects = AsnListNew(sizeof (void*));

authp = (AuthenticationObjectChoice **)AsnListAppend(cio->a.authObjects->a.objects);

*authp = auth = calloc(l, sizeof(AuthenticationObjectChoice));
auth->choiceld = AUTHENTICATIONOBJECTCHOICE_PWD;

auth->a.pwd = &pattr;
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pattr.commonObjectAttributes = &commonObjAttr;
pattr._classAttributes &commonAuthenticationObjectAttr;
pattr._subClassAttributes = (AsnNull *)NULL;
pattr._typeAttributes &passwordAttributes;

/*

** Common Object Attributes

*/

commonObjAttr.label.octs = _strdup(label);
commonObjAttr.label _octetLen = strlen(label);

ISO/IEC 7816-15:2016(E)

commonObjectFlags[0] = objectFlags;
commonObjAttr.flags = commonFlagsAsnBits;

/*

** Common Authentication Object Attributes

*/

commonAuthenticationObjectAttr._authld.octs = iD;
commonAuthenticationObjectAttr.authld.octetlLen = strlen(iD);

commonAuthenticationObjectAttr.authReference = &authReference;
commonAuthenticationObjectAttr.seldentifier = &seReference;

/*

** Password Attributes

*/

ppsswordFlags[0] = (unsigned char)(pwdFlags>>8);
passwordFlags[1] = (unsigned char)(pwdFlags);
passwordAttributes.pwdFlags = passwordFlagsBitss;

passwordAttributes.pwdType = pwdTypeg
passwordAttributes.minLength minimumlength;
passwordAttributes.storedLength = steredlLength;
passwordAttributes.maxLength (AsnInt *)calloc(l, sizeof(Asnint));
*passwordAttributes.maxLength _\=‘maximumLength;

padChar.octetLen = 1;

padChar.octs = (char *)eaMNoc(1,1);
padChar.octs[0] = paddingCharacter;
passwordAttributes padChar = padChar;

pathOctets.efidOrPath.octs = path;
pathOctets._efidOrPath.octetLen = pathLength;
passwordAtEributes.path = &pathOctets;

/*

*% Rrint the Authentication Data Object
*/

Forintflctd It 3 LA W2 WELLA

FerirEfF(stdott— )

PrintCl0Choice(stdout, cio, 3);

/*
** BER Encode the Authentication Data Object
*/
BERLength += BEncCl0ChoiceContent(gb,cio);
}
void SecretKey(const char *label,
unsigned char objectFlags,
unsigned char *authld,
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unsigned short usageFlags,
unsigned int keyReference,
unsigned char *iD,

unsigned int keyLength

Cl0Choice *cio;
SecretKeyChoice *sk, **skp;

SecretKeyObject_GenericKeyAttributes pattr ={0};
CommohObjectAttributes commonObjAttr ={0};
CommohKeyAttributes commonKeyAttr ={0};
CommohSecretKeyAttributes commonSecretkKeyAttr = { 0 };
GenerfickeyAttributes genericKeyAttr ={0};

Path pathOctets ={0};

AsnOclts keyOidOcts ={0};

AsnOcfts keyAttrOcts ={0};

AsnOifd keyOid ={0};

char pommonObjectFlags[1] ={0};

AsnBijts commonFlagsAsnBits = { 2, commonObjectFlags/};
char keyUsage[2] ={0};

AsnBifts keyUsageAsnBits = { 9, keyUsage ¥;
char keyNativeAsnBool = FALSE;

char keyAccessFlags[1] ={0};

AsnBifts keyAccessFlagsAsnBits = { 4, keyAccessFlags };
/-k

** Sefcret Key Choice

*/

cio =| (CI0Choice *)calloc(l, sizeof(SecretKeyChoiee));

cio->choiceld = CIOCHOICE_SECRETKEYS;

cio->p.secretKeys = (SecretKeys *)calloc(l1,.s¥zeof(SecretKeys));
cio->p.secretKeys->choiceld = PATHOROBJECTS. SECRETKEYCHOICE_OBJECTS;
cio->p.secretKeys->a.objects = AsnListNew(sizeof (void*));

skp =| (SecretKeyChoice **)AsnListAppend(cio->a.secretKeys->a.objects);
*skp F sk = calloc(l, sizeof(SecretKeyChoice));

sk->choiceld = SECRETKEYCHO1CE_GENERICSECRETKEY;

sk->al.genericSecretKey = &pattr;

pattr| commonObjectAttributes = &commonObjAttr;
pattr| classAttributes = &commonKeyAttr;
pattr| subClassAttributes = &commonSecretKeyAttr;
pattr| typeAttributes = &genericKeyAttr;

/*

** Common Object Attributes

*/

commonObjAttr.label._octs = label;
commonObjAttr.label .octetLen = strilen(label);

commonObjAttr.authld.octetLen = strlen(authld);
commonObjAttr.authld.octs = authld;

commonObjectFlags[0] =
commonObjAttr.flags =

objectFlags;
commonFlagsAsnBits;
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