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In the field of information technology, ISO and IEC have established a joint technical committee; ISO/IEC JTC 1.
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Introduction

The need for standardization of check character systems was determined by the following considerations:

a) of the multitude of systems in use, many have very similar characteristics, and much of the variety fails to
pravide any significant benefit;

b) few of the existing systems have been thoroughly verified mathematically and several have sexious defects;

c) the|variety of systems undermines the economics of products which generate or validate check characpers, and
frefiuently prevents the checking of interchanged data.

Therefore a small set of compatible systems were selected to cope with various,application needs; they were
validafled, and within the constraints of each application, offer high protection against typical transcription and
keying]| errors.

Existing check character systems as specified in ISO 2108, ISO 2894 and,ISO 6166 are used in special application
fields {ISO 2894 has been withdrawn). These do not however, achigve‘the error detection rate of the| systems
specifigd in this International Standard.

Annex| A summarizes the criteria to be considered when selécting a check character system specifiedl in this
Interngtional Standard for a particular application.

Annex| B provides an example of a method by which thisistandard may be applied to an alphabet that has more
than 2P characters.

© ISO/IEC 2003 — Al rights reserved \"
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INTERNATIONAL STANDARD

ISO/IEC 7064:2003(E)

Information technology — Security techniques —

Check character systems

1 Stope

1.1 [This International Standard specifies a set of
check ¢haracter systems capable of protecting strings
againsf errors which occur when people copy or type
data. [The strings may be of fixed or variable length
and mhy have character sets which are

a) nuperic (10 digits: 0 to 9);

b) alphabetic (26 letters: A to Z); and

c) alphanumeric (letters and digits).

Embedded spaces and special characters are ignored-

1.2 |This International Standard specifies «gonfor-
mance|requirements for products described.as’/gener-
ating ¢heck characters or checking strings using the
systents given in this International Standard.

1.3 These check character systems/can detect:

a) all ingle substitution efrors (the substitution of a
sifigle character for(mnother, for example “4234”
fof “1234)”;

b) allfor nearlyall(single (local) transposition errors
(the transpesition of two single characters, either
adjacent/or with one character between them, for
exlample “12354” or “12543” for “12345");

a) permit both error detection and automatic correc-
tion;

b) detect deliberate falsification; and

c) check strings «inferchanged solely betwpen ma-
chines.

1.5 This\International Standard is for uselin infor-
mationinterchange between organizations. [t is also
strongly recommended for use in internal infgrmation
systems.

2 Terms and definitions

For the purposes of this International Standard, the
following terms and definitions apply.

2.1 check character: Added character which may
be used to verify the accuracy of the stiing by a
mathematical relationship to that string.

2.2 check character system: Set of rules|for gen-
erating check characters and checking sffrings in-
corporating check characters.

2.3 supplementary check character: Check
character which does not belong to thq charac-
ter set of the strings which are to be prtected.

2.4 modulus: Integer used as a divisor of ah integer

c) all or nearly all circular shift errors (circular shifts
of the whole string to the left or right);

d) a high proportion of double substitution er-
rors (two separate single substitution errors in
the same string, for example “7234587” for
“1234567)”; and

e) a high proportion of all other errors.

1.4 This International Standard excludes systems
designed specifically to:

© ISO/IEC 2003 — All rights reserved

dividend in order to obtain an integer remainder.

2.5 congruence: Property of a set of integers which
differ from each other by a multiple of the mod-
ulus. Congruence is indicated by the symbol =.
For example, 39 = 6 (mod 11) indicates that 39
and 6 are congruent with respect to the modulus
11, i.e., 39 — 6 = 33, which is a multiple of 11.

2.6 radix: Base of a geometric progression.
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3 Symbols and notation

Throughout ISO/TEC 7064 the following symbols and
notation are used.
a; Numerical value of the character in position 4.

1 Index of the character position.

M Modulus.

4.2 Hybrid systems

The hybrid systems are listed in Table 2 and specified
in Clauses 9 and 10. The hybrid systems each use
two moduli in the calculation. One modulus is equal
to, and the other is one greater than, the number
of characters in the character set of the string to be
protected. These hybrid systems always provide a
check character within the character set of the string
to be protected.

n Nurhber of characters in a string, including the
cleck character.

P;, S;} V Integers which are used in the calculation
of| the check character to store an intermediate
repult.

r Radjx.
w; Wdight for the polynomial method.
X, * $upplementary check characters.

:= A pymbol denoting the ‘set equal to’ operation
uded in the procedural specifications of check
chlaracters, which indicates that the value of the
infeger on the left side of the symbol shall be
mhpde equal to the value of the expression on the
right side of the symbol.

= A symbol denoting ‘congruence’ (see Clause 2.5).

|[as A [symbol denoting the unique integer betwedn) 1
arfd M that is the remainder after dividing\by M;
if [this remainder is zero then the valieNV shall
b¢ substituted.

|41 f\ symbol denoting the uniquéiinteger between
0 pnd M that is the remainder-after dividing by
M + 1; the remainder is never zero after this op-
erption.

(mod M) A symbol denoting the unique integer be-
tween 0 and M 21 that is the remainder after
diyiding by M

4 'Tlypes'of systems

5 Compliance and designation

5.1 Strings

Strings protected by one,df the systems spgcified in
this International Standatd for the relevant|applica-
tion comply with thig§ International Standard.

5.2 Check character generating products

5.2.1  Products (implemented either in |[software
or hardwaré) that are described as generating check
characters to this International Standard without fur-
ther'qualification shall be capable of generating check
cliaracters for all systems in this Internationjal Stan-
dard.

5.2.2 The description of products which do[not gen-
erate check characters for all the systems in this Inter-
national Standard shall specify those systems which
they do cover, for example “generates checlf charac-
ters in accordance with ISO/IEC 7064, MOIp 11-2”.

5.3 Checking products

5.3.1 Products (implemented either in software or
hardware) that are described as checking sfrings to
this International Standard without further qualifica-
tion shall be capable of using all the systenis in this
International Standard.

5.3.2 The description of products whi¢h check
strings using only certain of the systems in tlis Inter-
national Standard shall specify those systerhs which

+£1 < £ 1 dal

This International Standard specifies two types of sys-
tems:

a) pure systems (Clauses 6, 7 and 8) and
b) hybrid systems (Clauses 9 and 10).

4.1 Pure systems

The pure systems are listed in Table 1 and specified
in Clauses 6, 7 and 8. They each use a single modulus
for all stages of the calculation.

1 P 3
ther—deo—eover—for—example—eheeks—strints using

ISO/IEC 7064, MOD 11-2”.

5.4 System designation

5.4.1 Normally the full designation of each system
as given in Tables 1 and 2 shall be used, for example
“ISO/IEC 7064, MOD 11-2".

NOTE — Abbreviations to forms such as “MOD 11”
will create confusion with the similar systems using
modulus 11.

© ISO/IEC 2003 — All rights reserved
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Table 1 — Pure systems

Check character
system designation?

Application

Number and type of
check characters?

ISO/IEC 7064, MOD 11-2
ISO/IEC 7064, MOD 37-2

ISO/IEC 7064, MOD 97-10
ISO/IEC 7064, MOD 661-26

Numeric strings
Alphanumeric strings

Numeric strings
Alphabetic strings

1 digit or the supplementary check character “X”
1 digit or letter or the supplementary check

Wy ”

character “x
2 digits
2 letters

ISC o Zooc 4 NINTIN 1971 90
/llJ\/ V0T, WU 147 17JU

ALl . oo,
X PITaITONTCTTC ST TITES

e WA SNRPR 1 odde
~ ulélbb ULl ICUUTLS

1 The first number following “MOD” in the designation is the modulus and the second number is the radix.

2 The first two systems may produce a supplementary check character outside the character set of the string to be cl
ISO/IEL 7064, MOD 11-2 check characters are “0” to “9” plus “X”, and ISO/IEC 7064, MOD 37-2 check characters are

and “A’l

be possible to avoid issuing those strings which yield the supplementary check character. If neither the.supplementary che

can be

to “Z”, plus “x”). Where the supplementary check character is not acceptable and a single check character is requl

olerated nor can the strings yielding it be avoided, then the hybrid systems may be used instead.

Table 2 — Hybrid systems

Check character
system designation’

Application

Number and type of
check characters

ISO/IEC 7064, MOD 11,10
ISO/IEC 7064, MOD 27,26
ISO/IEC 7064, MOD 37,36

Numeric strings
Alphabetic strings
Alphanumerio strings

1 digit
1 letter
1 digit or letter

5.4.2

1 The two numbers following “MOD” in the'designation are the two moduli.

Where there is a special need for brevity, for

example when it is necessary to accompany~a’trans-
mitted| data element by an indication of\tlie system

used t
cated in Table 3 may be used.

protect it, the single digit designations indi-

Fable 3 — Single digit designations

6 Specification of pure systems

6.1 Formula

A character string satisfies the check when:

Zai 1 =1 (mod M),
i=1

hecked (i.e.,
“077 tO “977

b
red, it may

k character

Check charactersystem Designation where
ISO/IEC 7064;,)MOD 11-2 1
I1SO/IEC 7064; MOD 37-2 2
I$O/IEC %064, MOD 97-10 3 n is the number of characters in the sfring, in-

190 /I@ 7064, MOD 661-26 4 cluding check character(s);

ISPZEC 7064, MOD 1271-36 5 i is the index of the character position|starting
ISO/IEC 7064, MOD 11,10 6 from the right (1.e., for the rightmost character,
ISO/IEC 7064, MOD 27,26 7 i = 1), disregarding spaces and special charac-
ISO/IEC 7064, MOD 37,36 8 ters;

No check character or 0 a; is the value of the character in position i as
non-standard system defined in Table 4:

© ISO/IEC 2003 — All rights reserved

r is the radix (i.e., the basis for the geometric
progression); and

M is the modulus.
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6.2 Calculation

Any calculation procedure which satisfies the formula
may be used.

6.3 Check character position Table 4 — Values assigned to characters
The check character(s) shall be placed at the right- Value in Value in Value in
most end of the string. Charac- | systems for | systems for | systems for
ter numeric alphabetic alpha-
StTmgs StTInEs TIeric
7 (omputational methods for pure Shrings
systems with one check character 0 0 0
1 1 1
Two basic computational methods for the pure sys- 2 2 2
tems hre defined in this International Standard. 3 3 3
These Jare the pure system recursive method and the 4 4 4
pure system polynomial method. Both yield the same 5 5 5
result find require the same number of multiplications 6 6 6
and additions. The polynomial method requires more 7 7 7
memotly, as the system weights need to be stored. 8 3 3
9 9 9
7.1 Pure system recursive method X! 10
A 0 10
7.1.1 | Computation B 1 11
. L C 2 12
In the|recursive method the string is processed char- D 3 13
acter By character from left to right. E 4 14
The algorithm for generating the check character a; F 5 15
can bg¢ described as follows. With the index j~= G 6 16
1...(n— 1), where n is the number of characters in H 7 L7
the strjing including the check character, and defining I 8 18
P; = (for j =1, calculate: J 9 19
K 10 20
Sj = Pj + Gy — 91 L 11 21
Py = S;-r, M 12 02
N 13 23
where O 14 24
P 15 25
ad—;+1 is the chafagter value; Q 16 26
R 17 27
r |s the radix! S 18 08
T 19 29
Next o shallbe chosen so that U 20 30
A% 21 31
P, +a =1 (mod M) W 99 2
or X 23 33
a1 := (1 - P,) (mod M), Y 24 34
7 25 35
2 36

The algorithm for verifying the check character a; can
be described as follows. With the index j = 1...n,
where n is the number of characters in the string in-
cluding the check character, and defining P; = 0 for
7 =1, calculate:

Sj = Pitanjn

Pj+1 = Sj Ty,

1 for ISO/IEC 7064 MOD 11-2.
2 for ISO/IEC 7064 MOD 37-2.

© ISO/IEC 2003 — All rights reserved
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The string is assumed to be correct if
Sp =1 (mod M).

Alternatively, the procedure for generating the check
character a; can be repeated. This string is as-
sumed to be correct if the generated check character cor-
responds to the existing character a.

7.1.2 Example

ISO/IEC 7064:2003(E)

7.2 Pure system polynomial method
7.2.1 Computation

The polynomial method for the pure systems is com-
puted by multiplying the value for each character in
the string by r*~! or by r*~! (mod M), which is de-
noted by the weight w;. A list of the first fifteen values
of r*=1 (mod M) for all the pure systems is given in
Table 6.

Assumle that the string “0794” is to be provided with
a check character using the check character system
ISO/IEC 7064, MOD 11-2.

Here M = 11, r = 2 and n = 5 (i.e., 4 characters plus
1 check character).

The calculation may then be as set out in Table 5.

In this| example, the final product P, is equal to 100.
This vilue plus the check character is to be congruent
to 1 (fnod 11). As 100 is itself congruent to 1 (mod
11), tHe check character value must be zero, and the
full prgtected string is “07940”, as the check character
is appg¢nded to the right of the string.

To chdck the string, the steps j = 1 to 5 above are
computed as shown, but with the check character
value, P, being included in the calculation; if the result
is congruent to 1 (mod 11), the string is accepted as
valid.

NPTES

1 [If at any stage the product Pj41 or'the sum Sj is
grpater than the modulus M, multiples of the mod-
ulpis may be discarded and the.intéger remainder be
used for further calculations. \In the calculations in

Tgble 5:
P; = 14 Dbutieould be 14-11 = 3
S3 = 23 dHutTould be 23-22 = 1
Py = 465/but could be 46—44 = 2

2 | The walid check character values in the system
ISP /HEC 7064, MOD11-2 are 0 to 10. If the value

Multiply the character values by their Weiglhts7 and
then add the products. Strings including the check
character are valid if the sum of these prgducts is
congruent to 1 (mod M).

7.2.2 Example

The computation to genérate the check chalacter by
the polynomial method for the same string used in
the example of Clause 7.1.2, i.e., “0794", is:

Charaéteér position i: 5 4 3 2 1

Weight 207! (mod 11): 5 8 4 2 |1
Character value a;: 07 9 4

Products: 0 56 36 8

Sum of products: 0+56+36+8 = 100

The sum, which in this case is 100, plus the check
character must be congruent to 1 (mod11)| As 100
itself is congruent to 1 (mod 11), the check dharacter
value must be zero, and the full protected [string is
“07940”. Note that the check character is appended
to the right of the string.

To check the string with this method, multiply each
character value (including the check charactpr value)
by the weight associated with its position; [sum the
products and divide by 11 to get the remainder. If
the remainder equals 1 the check is satisfigd. The
computation to check the full protected strirg is:

of|th€)check character is 10, it is represented by the Cx%lariftgieo/swlojlﬁ\ E g ::) z 11
supplementary check character “X”. If the original TR N
string had been the shorter string “079”, then at the Character value a;: 07 9 40
end of step 3 the value is 46: Products: 0 56 36 8 0
Sum of products: 0+56+36+8+0 = 100

46 =2 (mod 11);
as 2+ 10 = 1 (modll) the complete string is
“079X”'

To verify the string after step 3 we would have
46 + 10 = 56, which is congruent to 1 (mod 11), thus
satisfying the check.

© ISO/IEC 2003 — All rights reserved

=1 (mod 11)

thus satisfying the check.

NOTE — The rightmost position, i.e., the position with
the weight 7° = 1, is reserved for the check character, so
the rightmost position of the original string (without the
check character) is associated with a weight of r, here 2.


https://standardsiso.com/api/?name=3b76631166e670d6ec6bcf3026adc916

ISO/IEC 7064:2003(E)

Table 5 — Example for the pure recursive method

Product Next Intermediate | Intermediate Product
Step | carried + character = sum sum x Radix = carried
forward value (see NOTE 1 forward
of Clause 7.1.2) (see NOTE 1
of Clause 7.1.2)
J Pj + n—j+1 = Sj Sj X r = Pj+1
T 0 F 0 = Y 0 Y/ = Y
2 0 + 7 = 7 7 X 2 = H
3 14 + 9 = 23 23 X 2 = 46
4 46 + 4 = 50 50 X 2 = 100
5 100+ check character is to be congruent to 1 (mod 11)
Table 6 — Pure system weights
Pgsition index 15 14 13 12 11 10 9 8 _ N~ 6 5 4 3 2 1
ISO/TEC 7064, MOD 11-2 5 8 4 2 1 6 3 79 10 5 8 4 2 1
ISO/IEC 7064, MOD 37-2 30 15 26 13 25| 31 34 <¥7 27 32| 16 8 4 2 1
ISO/IEC 7064, MOD 97-10 53 15 50 5 49| 34 8INJ76 27 90 9 30 310 1
ISO/IEC 7064, MOD 661-26 | 129 488 273 341 547 | 199.389 498 70 562 | 225 390 15 26 1
ISP/IEC 7064, MOD 1271-36 | 769 904 590 87 532 | 166)428 718 373 893 | 625 900 25 36 1

N(QPTE — Weights are shown for the first fifteen positions only., Thé series can be extended indefinitely, using the formula

wg|:= r*~1 (mod M), where wj; is the weight for position 3.

8 (Jomputational methods for «pure
systems with two check characters

8.1 Computation

The computation of the check characters for these sys-
tems proceeds precisely as iri~the systems with one
check gharacter until the final stage, where an addi-
tional ptep is required ifi-gystems with a radix other
than 1J0 to extract the two character values for the
check fharacters. «(For the check character system
ISO/IEC 7064, MOD 97-10, see Clause 8.4.) Denote
the result befére'the final stage with V. The two check
characfer Aalues can be found by dividing the result
V by fheradix r. The integer quotient is the check

meric character values given in Table 4, th¢ steps 1
through 6 indicated in Table 7 are taken. Note that
embedded spaces are ignored as state in Clajise 1.1.

The final step (Step 7) is the calculation of the check
value: it consists of subtracting the last Pjfi; (mod
M) from M + 1. Thus:

1271 41 = 1272
Then 1272 — 1132 = 140

To get the individual character values that make up
V' = 140, divide by the radix 36; this yields alquotient
of 3 and a remainder of 32.

character value for the position : = 2 and the remain-
der is the check character value for the position ¢ = 1,
or

ai

V(mod r)

as = (V—ay)/r.

8.2 Example using recursive method

To compute the two check characters for the string
“ISO 79” with the system ISO/IEC 7064, MOD 1271
36, using the recursive method and the alphanu-

The quotient 3 is the value of the check character in
position (i = 2) and the remainder 32 is the value
of the check character in position (¢ = 1). Using the
character values in Table 4, these correspond to the
characters 3 and W, so the full protected string is
“ISO 793W”.

To check this string, steps 1 to 5 are carried out pre-
cisely as shown above, but steps 6 and 7 are as in
Table 8:

1272 = 1 (mod 1271), thus satisfying the check.

© ISO/IEC 2003 — All rights reserved
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Table 7 — Example for the pure recursive method with two check characters

Product Next Inter- Inter- Product
Step | carried + character = mediate | mediate x Radix = Product (mod 1271)
forward value sum sum carried forward
7 Pj + Ap—j+1 = Sj Sj X r = Pj+1 Pj+1 (IIlOd M)
1 0 + 18 = 18 18 x 36 = 648 648
2 648  + 28 = 676 676 X 36 = 24336 187
J 37 T 24 = 21T 21T 36 = 7590 2471
4 1241 + 7 = 1248 1248 x 36 = 44928 443
i 443+ 9 = 452 452 X 36 = 16272 1020
( 1020+ 0f = 1020 1020  x 36 = 36720 1132
t Since the position occupied by the first check character is still empty at this stage, its value is zerg,
Thble 8 — Example verification for the pure recursive method with) two check charactlers
61020 + 3 = 1023|1023 x 36 = 368281 1240 (mod 1271)
711240 4+ 32 = 1272 (see 1)

8.3 Example using polynomial method

The procedure for computing the two check charac-
ters for the example in Clause 7.2, the string “ISO

79”7, by the polynomial method using the weights from

Table {f and the character values from Table'6 is indi-

cated In Table 9. The procedure descxibed in Step 7

of Clafise 8.2 is then followed, giving~T1SO 793W”.

8.4 implified proceduréfor ISO/IEC 7064,
OD 97-10

For this system, .the procedures described in

Clausd 8.2 and 8.3.can be followed.

Howevgr, sincelitnormal decimal notation the digits
are algeady weighted by the powers of the radix 10,
a simpllified“procedure may be adopted. Append two

L. fo\wd [ AN + +1

1272 = 1 (mod 1271), thus satisfying the check.

1 The last character value is just added in and the sum is\tiot multiplied by the radix.

value as
original

e step 3: determine the check character
(97 4+ 1) — 54 = 44 and append it to the
string to give 79444.

For checking, divide the string by 97; if the r¢gmainder
is 1 the check is satisfied.

9 Specification for hybrid systems

9.1 Formula

For the hybrid systems, the number M of characters
in the character set shall be even.

A character string incorporating a check dharacter
generated by a standard hybrid formula satisfies the
check when:

zeros te—the—strine—and—divide
remainder from 98. The two digits in the result are
the check characters.

Dy I oaotratt o

For the string “794” the procedure is:

e step 1: append two zeros to occupy the check
character positions: 79400;

e step 2: divide by 97, to give the quotient 818 and
the remainder 54; and

© ISO/IEC 2003 — All rights reserved

(o (M +an)llar - 2) g1 +an—1)lla - 2) [m4
+...Fa)mw=1,

where
n is the number of characters in the string, including
the check character;

i is the index of the character position counting from
the right (i.e., for the rightmost character, i = 1),
disregarding spaces and special characters;
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Table 9 — Example for the polynomial method with two check characters

Character position i: 7 6 5
Weight w;: 373 893 625
Character value a;: 18 28 24
Products: 6714 25004 15000

Sum of products: 6714  +

25004 + 15000 + 6300 + 225

4 3 2 1

900 25 36 1
7 9
6300 225

— 53243
= 1132 (mod 1271)

a; ist
in
M an

of]
ch

ar is
yAS

|I\/[+1
re]

9.2

The cl
end of

10

There
checkiy
system

WAR
to the
this ca
not be

10.1

10.1.1

he value of the character in position i as defined
Table 4;

M 4+ 1 are the two moduli, where the value
M is equal to the number of characters in the
aracter set;

the remainder after dividing by M; if this is
ro then the value M shall be substituted; and

s the remainder after dividing by M + 1; the
mainder is never zero after this operation.

Check character position

eck character shall be placed at the rightmost
the character string.

Computational method for hybrid
by stems

is only one basic method for generating and
hg the character strings protectéd by the hybrid
s. This is the hybrid system Teeursive method.

NING — Computational methods analogous
pure system polynemial method do NOT in
e produce the sanie~result and therefore can
used.

Hybrid¢ystem recursive method

Computation

In the

rectirsive method the string is nrocessed char
(=] I

|lar is the remainder after dividing by~M; |f this is
zero then the value M shall be substituted;

|pr+1 is the remainder after diwiding by M |+ 1; the
remainder is never zero after this operation.

Gn—j+1 is the charactenvalue.

Next a; shall be, chesen so that
P, +a; =1 (mod M)

. a;:=(1—-P,) (mod M).

The algorithm for verifying the check charactpr a; can
be described as follows. With the index j + 1...n,
where n is the number of characters in the dtring in-
cluding the check character, and defining P| = 0 for
j =1, calculate:

Sj =
Pj+1 =

P |p41 + Gn—jt1
Sillar - 2.
The string is assumed to be correct if

Sp =1 (mod M).

Alternatively, the procedure for generating the check
character a; can be repeated. This stridg is as-
sumed to be correct if the generated check charagter cor-

responds to the existing character a;.

10.1.2 Example

acter by character from left to right.

The al

can be described as follows.

gorithm for generating the check character a;
With the index j =

1...(n —1), where n is the number of characters in

the str

ing including the check character, and defining

P; = M for j =1, calculate:

where

Si = Pjlmy1 +an—ji1

Piy1 = Sillm -2,

Assume that the string “0794” is to be provided with
a check character by the system ISO/IEC 7064, MOD
11,10, so that M =10, M +1 =11 and n = 5 (i.e.,
four characters plus one check character).

The calculation may be as set out in Table 10.

Therefore, the check character value is 5 and the full
protected string is “07945”. It should be noted that
the check character is appended to the right of the
original string.
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Table 10 — Example for the hybrid system recursive method

ISO/IEC 7064:2003(E)

Product Next Inter- Adjusted Adjusted
Step | carried + character = mediate | intermediate x 2 = Product product
forward value sum sum carried forward
J p; +  Gpjp1 = S; Sillo x 2 = Py Pji1 |
1 10 + 0 = 10 10 X 2 = 20 9
2 9 + 7 = 16 6 X 2 = 12 1
T F 9 = 10 10 = 20 9
4 9 + 4 = 13 3 x 2 = 6 6
] 6 + the check character is congruent to 1 (mod 10)

To chdck the string, the steps 1 to 5 in Table 10 are
computed as shown, but with the check character 5
being ncluded in the calculation. The result must be
congruent to 1 (mod 10).
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Annex A

(informative)

Criteria for the selection of check character systems for applications

Criterl
ble 11

b for the choice of the system, shown in Ta-
are:

a) chafacter set of the string to be protected (column

2)

b) cha
al
2
ch
th
ch
ch
aq

c¢) the
ad
te
wi
ti
ch

d) per
th
1i}

racter set of check characters (column 3): for
systems other than ISO/IEC 7064, MOD 11—
hnd 37-2, this character set is the same as the
aracter set of the string to be protected. For
ose two systems either a supplementary check
aracter is required or strings yielding check
aracter value for the supplementary check char-
ter should not be used;

number of check characters (column 4); the
ceptability of having two check characters (in
fms of cost or other constraints) must be
ighed against the benefit of the higher protec-
n accorded by the systems requiring two check
aracters;

centage of undetected errors (column(), i.e.,
e percentage of errors of each type which are
ely to remain undetected. Theerror types are:

1. single substitution — substitution of a sin-
gle character for another;

2. single transposition,—- the transposition of
single characters,\adjacent (d = 1) or with
one character i between (d = 2);

3. double supstitution — two separate single
substitubion errors in the same string;

4. circular shift — circular shift of the strings
towthe left or right [the detection rate shown

is for cirenlar shifts of moderate distances

to be used as guidance only where firm statistics are

not available. Considerable deviation may\bé

encoun-

tered in practice. The figures in Table-11 afre based

on the following typical range of fréequencies

single substitution 60 to 85 &
single transposition; 'd’= 1 5 to 15 %
single transposition; d = 2 1to 2%
double substitition 5to 15 b
circular shift 0to 5
other 1to 10 [%

The pereentage of undetected errors reflects|the per-

formance of the check character systems in isolation.
It _isngood practice to combine check charafter sys-
tems with other checks, such as consistency checks,

character type and string length checks, for
a string length check will detect all deletion
sertions of characters.

only (d < 10)];
5. other — all errors not defined above;

6. residual error (column 6).

The residual error gives a typical range of undetected

errors

of all types per 100000 errors.

The lower figure is a typical best case for favourable

mixes

of error types. The higher figure is for un-

favourable mixes (for example, above average occur-
rence of types not always detected). These figures are

10

bxample,

and in-
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