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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
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1 Abstract

The Swordfish Scalable Storage Management API (“Swordfish”) defines a RESTful interface and a standardized data
model to provide a scalable, customer-centric interface for managing storage and related data services. It extends the
Redfish Scalable Platforms Management API Specification (DSP0266) from the DMTF.
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2 Scope

Swordfish extends the Redfish Scalable Platforms Management API Specification, as defined by ISO 30115 It defines
a comprehensive, RESTful API for storage management that addresses block storage, file systems, object storage, and
storage network infrastructure. It is centered around common operational and business concerns of storage

management, including:

¢ Configuration and provisioning

e Monitoring

Eventland log management N

Performance assessment

e Diagnpstics 8
e Fault fletection and remediation QJO')%
e Securlty Q
e Accounting and resource consumption ()\\Q/
Swordfishjs storage model is built around well-defined classes of service, whic ide a means to map high-level

business gpals and objectives to specific, storage-based actions and requireQeQS, in a clear and consistent way that
can be appjlied uniformly across a broad spectrum of storage configurations and storage types (e.g., block sforage, file
systems, opject stores). Common storage management functionalitsy\ ered by class of service includes sngpshots,

replicatior}, mapping and masking, and provisioning. 2
$

The Redfish specification provides the protocols and a coresset of data models and behaviors for the management of
systems. Iff defines the elements and behaviors that are&\andatory for all Redfish implementations. Additignally it
defines adflitional elements and behaviors that can b@chosen by system vendors or manufacturers. The
specificatipns also defines points at which OEBQ@ystem vendor) extensions can be provided by a given
implementation. The specifications specifies hormative requirements for Redfish Services and associated rhaterials,
such as Redfish Schema files. The Re [;eciﬁcations does not set requirements for Redfish clients, but jill

indicate what a Redfish client shou in order to access and utilize a Redfish Service successfully and effectively.

The Swordfish specification {fines additional data models and behaviors for the management of storage systems
and storage infrastructur@ ordfish implementation shall conform to all requirements specified in the Redfish

Qv

Swordfishis suitable for a wide range of storage, from small-scale object drives, integrated RAID cards or RBODs

specificatipns.

providing StOFage services, to external disk arrays or file servers, to infrastructure providing storage servicgs for

converged, hyperscale and large scale cloud environments.

This document defines the Swordfish Scalable Storage Management API.

Swordfish SSM .y )
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2.1 Audience Assumptions

As Swordfish is designed as an extension of the Redfish specification, this document is written with the presumption
that the reader has a detailed understanding of ISO 30115 and any updates or clarifications introduced by the DMTF.

This document cannot be fully understood without that context.

Swordfish SSM PO -
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3 Normative References

3.1 Overview

The documents listed in Table 3 is indispensable for the application of this document. For dated references, only the

edition cited applies. For undated references, the latest edition of the referenced document (including any

amendments) applies.

3.2 Approved references
Table 3: Approved normative references

Tag Title (Version) Author URL

ISO- Data elements and ISO/IEC | http://www.iso.org/iso/home/store/catalogue_ics/

8601 interchange formats catalogue_ detail_icshtm?csnumber=70907
— Information
interchange —
Representation of
dates and times —
Part 1: Basic rules

Swordfish SSM R — e
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Table 3: Approved normative references, cont.

Tag Title (Version) Author URL

ISO- ISO/IEC ISO/IEC http://isotc.iso.org/livelink/livelink/

Direct Directives, Part fetch/2000/2122/4230450/4230456/
2 ISO_IEC_Directives Part_2
Principles and Principles_and_rules_for_the
rules for the structure_and_drafting_of ISO_and_IEC
structure and documents
drafting of ISO -2016%287th_edition%29-_PDF.pdf?
and IEC nodeid=17667902&vernum=-2
documents
(Seventh
Edition, 2016)

OData Open Data OASIS https://www.oasis-
Protocol (v. 4.0) open.org/standards#odatav4.0

RFC3986 Uniform The Internet http://www.rfc-base.orgy/tkt/rfc-3986.txt
Resource Society
Identifier (URI):
Generic Syntax
(2005)

CSDL Common OASIS http: #docs.oasis-open.org/odata/
Schema odata/v4.0/odata-v4.0-part3-csdl.html
Definition
Language (4.0)

ITIL ITIL Glossary ITIL https: //www.axelos.com/Corporate/media/
(2011) Files/Glossaries/

ITIL,_2011_Glossary_GB-vi-0.pdf

Units The Unified Regenstrief http://unitsofmeasure.org/trac
Code for Units Institute,
of Measyre Inc. and the
(v2,0.9) UCUM

Organization

SPC-4 SCSI Primary T10 http://www.techstreet.com/cgi-
Commands - 4 bin/joint.cgi/incits
(SPC-4) INCITS
513-2015

Features Swordfish SNIA https://redfish.dmtf.org/registries/swordfish/v1/
Features SwordfishFeatureRegistry.1.0.1.json
Registry, version
1.0.1
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Table 3: Approved normative references, cont.

Tag

Title (Version)

Author

URL

Messages

Swordfish
Message
Registry, version
1.0.2

SNIA

https://redfish.dmtf.org/registries/swordfish/v1/
Swordfish.1.0.2.json

EnergyStar

ENERGY STAR
Data Center

Storage Version

EPA

https://www.energystar.gov/sites/default/files/ ENERGY
STAR Data Center Storage Final Version 1.1 Specification
Rev. April 2019.pdf

1.1 Updated
Program
Requirements —
April 1, 2019

ISO-20448

Information
technology —
TLS
specification for

storage systemsi

ISO/IEC

https: //www.iso.org/standard/68622html

ISO-30115

ISO/IEC
30115(en)
Information
technology —
Redfish scalable
platforms
management
API specification

ISO/IEC

https: //www.ise;org/standard/53235.html

3.3 Referencesunder development

None defiped in thisS. document.

3.4 Other references

None defined in this document.

Swordfish SSM
API Specification

© ISO/IEC 2021 - All rights reserved

Page 16 0f205


https://standardsiso.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

4 Terms and Detfinitions

4.1 Overview

In this document, some terms have a specific meaning beyond the normal English meaning. Those terms are defined

in this clause. New terms, frequently used Redfish terms.

4.2 Swordfish-specific Terms
4.2.1 Definitions
Table 4 sujnmarizes the terms are used in this document.
Table 4: Swordfish terms
Term Definition
Entity An instance of a schema element.
Model A set of entities and the relationships between them that define the semantics,
behavior and state of that set.
OData A REST-based service that allows resources, identified using Uniform Resource
service Locators (URLs) and defined\n-a model, to be published and edited by Web clients
using simple HTTP messages.
Resourde A central element in(a'thodel, which represents a physical construct or a logical
service, and is further defined by other model entities.
Schema A formal language representation of a model that conforms to a metamodel.
Service A partietldr resource that is directly accessed via an OData service entry point. This
Documgnt | reselifce serves as a starting point for locating and accessing the other resources and
associated metadata that together make up an instance of a Swordfish service.
Swordfish An extension to the Redfish Service that conforms to the Swordfish specification, and
service provides REST-tul storage management functionality.

4.2.2 Symbols and abbreviated terms

None in this document.

Swordfish SSM
API Specification

© ISO/IEC 2021 - All rights reserved

Page 17 0f205


https://standardsiso.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

4.3 Reference to Redfish terms

Many terms in this document were originally defined in the Redfish Specification. Some of the more common terms

and definitions are reproduced in Table 5, as an aid to the reader.

Table 5: Redfish terms

Term Definition (as of 16 August 2019)

OData The Open Data Protocol, as defined in OData-Protocol.

OData Resource that provides information about the service root for generic OData clients.

Service

Documgnt

Redfish Defines Redfish Resources according to OData schema representation. You cah

Schema directly translate a Redfish Schema to a JSON Schema representation.

Redfish Implementation of the protocols, resources, and functions that delivefh€ interface

service that this specification defines and its associated behaviors for one ©r)more managed
systems.

Request A message from a client to a service.

Service Resource that serves as the starting point for locating'and accessing the other

Root resources and associated metadata that together amake up an instance of a Redfish
Service.

Swordfish SSM © ISO/IEC 2021 - All rights reserved
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4.4 Keywords (normative language terms)

This document conforms to ISO/IEC Directives, Part 2 for keyword usage. The most common terms and their

intended meanings are summarized in Table 6.

Table 6: Normative language terms

Term(s) Meaning

shall / Used to identify objectively verifiable criteria to be fulfilled and from which no

shall not deviation is permitted if compliance with the document is to be claimed

should Used to identify a suggested possible choice or course of action deemed to be

should particularly suitable without necessarily mentioning or excluding others

not

may / Used to convey consent or liberty (or opportunity) to do something

need not

can / Expected or conceivable material, physical or causal outcome

cannot

must Identifies a constraint or obligation on the user of the docdment, typically due to one
or more legal requirements or laws of nature, that is n¢p stated as a provision of the
standard
NB: “must” is not an alternative for “shall”, and Should only be used for constraints
that arise from outside this standard

Swordfish SSM © ISO/IEC 2021 - All rights reserved Page 19 0f 205
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5 Swordfish Overview

5.1 Introduction

The Swordfish Scalable Storage Management API (“Swordfish”) defines a RESTful interface and a standardized data
model to provide a scalable, customer-centric interface for managing storage and related data services. It extends the
Redfish Scalable Platforms Management API Specification (DSP0266) from the DMTF.

5.2 Relation to Redfish

, e . L,::::::::::::::::::::::::_\V,,Z\I,,,,, .
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o Shorgetysiers s/ ComputerSystem \% | }
el ® [redfish/vl : s\ : !
s| 1
i O ! 1
R I |
Chassis i Storage :
Chassis : : 1
|
i 1
N | ‘
i \ |
: QO : |
I P | )
| (Z) StorageControllers | |
N . Y I X : ;
[ ; :
|

i
i ndpoint - i NG’ |
\ﬂ \_‘é _ i
e Ty Sy !

e o ——{-d-- [ PR S

"
SMIA
. Consist=ncyGroups
SworHfish Consistency Group .
h

FileSystem

‘StorageGroup ﬁi‘,m, e |
FileShares
EndpointGroup ClientEndpointG roups
FileShares .

.
EndpointGroup B—SgwerEndpointGrDu ps—

v Volumes

Volume

AllocatedVolumes
L

| storagePool I j&toragePDDls

_______________________________________________\

Figure 1: Extension Overview
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The Swordfish service interface extends the Redfish service interface, as illustrated in Figure 1. As such, a Swordfish
service is a Redfish service and includes all required elements of the Redfish model.

Storage systems managed by the Swordfish service are located in the ServiceRoot via the StorageSystems
resource collection. They are modeled using Redfish ComputerSystems. The physical infrastructure is modeled

using Redfish Chassis.

As modeling for storage systems may cover both logical and physical constructs, Swordfish management clients that
are focused on logical storage management use cases may choose to manage functionality entirely by way of logical
resources.

Each Swovldﬁsh service is accessed via well known URLs on the system supporting the Swordfish Service. Since
Swordfishlis an extension of Redfish, these URLs are the same as for accessing the Redfish defined @spects|of the
service.

5.3 Storage System Models

Swordfish|has been designed to support a broad range of configurations, Feéquirements, size and complexity, as well
as logical gnd physical architectures. As a result, there are two primary methods of modelling the storage system for
a Swordfish implementation:

1. Swordfish Integrated Configuration
The SIC uges the same ComputerSystem model instantiation as the server where the physical element resides.

The logical storage controller is modeled using:the Redfish storage and storageController resources| The
Storage tesource is located in the Redfish.hierarchy contained by Computersystems, typically running gs
ApplicatiopServers. The physical infrasfructure is modeled using Redfish chassis. Managed resources ar¢
connected|to the storage resourcel including volumes the StoragePools. These relationships are illustrated in

Figure 2.

Swordfish SSM s
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Chassis
Chassis

StorageControllers

Sworffish’

Figure|2: Integrated Configuration Overview \Q)
LN

This configuration works well when the storage system can be modeled bme?ly instantiating a new Storage object
within an ¢xisting computer system. An example of a Storage System ftQQ integrated configuration is shown in
Figure 3. \\

B

Chassis (:\JE

= .
L ENIA
o _volumes_|

Swordfish

i
1
1
1
I
I
I
I
1
I
AllocatedVolumes. :
I
1
1
1
1
1
I
1

@E StoragePool . SwrageFools

Drives.

. H Links.Drives
Drive

Figure 3: Integrated Configuration Example
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2. Swordfish Standalone Configuration

The SSC uses separate ComputerSystem/StorageSystem model instantiation(s) to represent/model the logical

controller(s) for the system.

The logical storage controller is modeled using Redfish a ComputersSystems with properties set as a
StorageSystem. The physical infrastructure is modeled using Redfish chassis. Managed resources are then
connected to the Storage resource, including volumes, StoragePools, ConsistencyGroups, and

StorageGroups. These relationships are illustrated in Figure 4.

StorageSystems

[redfish/vl hassi—— 1=

Chassis Storage
Chassis

Sworpfish

Figure|4: Standalone Configuration Overview

This configuration works well when the storage system needs a new ComputerSystem instance to model the logical

controller{ An example of a Storage System for a hosted service configuration is shown in Figure 5.
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Figure|5: Standalone Configuratiom-Example

5.4 The ServieceRoot and ServiceContainer entities

5.4.1 Olverview

A GET of /redfish/v1 will return the ServiceRoot entity. A GET of /redfish/v1/odata will return the
ServiceContainer instances that represents the OData service document. Each of these instances provides links to

the remainder of the system.
The following are the elements utilized for Swordfish management.

e Systems: Areference to a Systems resource collection;

e Chassis: Areference to a Chassis resource collection;

Swordfish SSM -
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e StorageSystems: A reference to a StorageSystems resource collection.

5.4.2 The Systems resource collection

A resource collection that references a set of ComputerSystem resources that each represents a general purpose
application server. Each ComputerSystem resource will have an entry with the value of “ApplicationServer” in its
HostingRoles property. A particular ComputerSystem resource can be in both the StorageSystems collection and

the Systems collection.

5.4.3 The Chassis resource collection

—

A resourcq collection that references a set of Chassis resources. Each Chassis resource repfesents physicd
containerg, (i.e. sheet-metal confined spaces and logical zones like racks, enclosures, chdssis and all other
containerg). Subsystems (like sensors), which operate outside of a system’s data plane)(theaning the resourfes are not

accessible o software running on the system) are linked either directly or indireetly through this resource.

5.4.4 The StorageSystems resource collection

A reference to a ComputerSystemCollection with members®ftype ComputersSystem that support storage
services. These ComputerSystem resources represent systéms that support Swordfish storage management services.
They will lhave an entry with the value of “StorageServer in their HostingRoles property.A resource collgction that
referenceqa set of ComputerSystem resources that each represents a storage server. Each ComputerSystfem
resource Will have an entry with the value of /SterageServer” in its Host ingRoles property. A particular
ComputerSystem resource can be a member of both the StorageSystems resource collection and the Syjstems

resource cpllection.

5.5 Swordfish'model overview

5.5.1 The Storage resource

The storage system exposes logical storage, associated resources and related functionality. Storage service resources

can be found in the service root or service container via the StorageSystem resource collection, and are attached to

the storage object within the StorageSystem (ComputerSystem).

The following are the principal properties of Storage that point to resources managed or defined by the storage

system:

e Drives: Areference to a collection that collects Drive resources used for storage.
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e Enclosures: A reference to a resource collection that collects Chassis resources that contain storage related

resources.

e Endpoints: A reference to a resource collection that collects Endpoint resources used to access storage.

e EndpointGroups: Areference to a resource collection that collects EndpointGroups resources.
e FileSystems: Areference to a resource collection that collects FileSystem resources.

e StorageGroups: A reference to a resource collection that collects StorageGroup resources.

e ConsistencyGroups: Areference to a resource collection that collects ConsistencyGroup resources.

e StoragePools: Areference to a resource collection that collects StorageGroup resources.

e Volumes: Areference to a resource collection that collects volume resources.

5.5.1.1 The Endpoint resource

Endpoints
to a partic

5.5.1.2 T]

The Endpq

5.5.1.3 T]

Consisteng

hlar protocol.

ne Endpoint Collection resource

int Group is resource collection that references a set of Endgio Init resources.

ne ConsistencyGroup resource

represent one end of a protocol specific connection that supports sending or receivinig messageq according

yGroups represent a set of volumes that are mafiaged consistently and collectively as a group, to allow

system andl application level activities to be performed,on a set of data that spans volumes. This activities ifclude

device-levi

When Con

collection

5.5.1.4 T}

The cons

resources.

bl replication activities as well as systemdevel functions, such as reset.

s constructed from a subsetofithe volumes collection of the Storage resource.

ne ConsistencyGreup Collection resource

stencyGroupCollection is a resource collection that references a set of ConsistencyGrouy

SistencyGroups are implemented, they are attached to a Storage resource and its internal volymes

5.5.1.5T

ne Storageroup resource

StorageGroups represent a set of volumes that are managed as a group in order to facilitate mapping and masking, in

which the volumes of a storage group are collectively exposed or hidden to a set of clients.

The set of volumes is specified by the Mapped Volumes attribute. Mappedvolumes is a resource collection of the

Mapped Volume construct (a tuple of a pointer to a volume and a corresponding Logical Unit Number for that

volume).
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The set of client endpoints to which the volumes can be exposed is specified by the
ClientEndpointGroupsattribute. The ClientEndpointGroup resource specifies a collection of EndpointGroup

resources.

The set of server endpoints to which the volumes can be exposed is specified by the
ServerEndpointGroupsattribute. The ServerEndpointGroup resource speciﬁes a collection of EndpointGroup

resources.

5.5.1.6 The StoragePool resource

The stordgePool resource represents unassigned storage capacity that can be used to produce storage vglumes or

other storgge pools.

The followfing are the principal properties of StoragePool that are used to identify resoureesprovisioned or

supported|by the storage pool:

e Allo¢atedvolumes: A reference to a resource collection that collects volume\resources that have be

1)
=]

provigioned from the storage pool.
e Allog¢atedPools: Areference to a resource collection that collects S€oragePool resources that havg been

provigioned from the storage pool.

5.5.1.7 The Volume resource

Volume resource represents a block-addressable container of storage, sometimes referred to as a “Logical Pnit”,

“LU”, “LUN”, or “StorageVolume” in the storage indtistry.

5.5.1.8 The FileSystem resource

This Filepystem resource represents a file system. Each FileSystem may contain a collection of Fi 1eShares that

can be prefented to hosts.
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6 Features and Profiles

6.1 Overview

Features are high-level descriptions of functionality which an implementation uses to advertise what functionality it

currently supports, and for some features, is capable of supporting.

The detail
definition

Profiles ar
order to a

storage co

The Sword
supports.

6.2 R

Supporte
capabilitie

an implemn

Swordfish
SNIA.SwQ

Features d
mechanisn

as defined

bd definitions required to describe to implementers how to implement a feature are written in,pi

files. A feature is generally represented in one (but may be more) profile definition file, or profil

ofile

9%

e detailed descriptions that describe down to the individual property level what functignality is equired in

Ivertise features. Different profile definitions can exist for the same feature type b for various {

hfigurations: Swordfish.Block.Provisioning, Swordfish.File.Provisioning

fish Features Registry shall be used to advertise what standard and OefiFéatures an implement

equirement for SupportedFeatures

dFeatures entries in the Features registry represent the client’s primary initial runtime view
5 of a Swordfish implementation. Wathout properly formed entries in this registry, there is no vig
entation’s functionality.

implementations shall infplément the Features registry and advertise at least the

rdfish.Discovery Supported feature in order to be considered a Swordfish implementation.

efine coarse-grained sets of functionality. In order to advertise a feature (using the SupportedH
h in the SuppertedFeatures Registry), the implementation must support the complete set of fund

in the eexresponding profile.

The Sword

ypes of

ation

of the
ibility to

eature

tionality

fish Features Registry publishes the official list of supported SNIA Features, and provides a high

-level

description of their functionality. Many of those features are self-explanatory (e.g., local replication, remote

replication), but there are some features where additional context is appropriate:

e Class of Service

¢ Energy Star for Storage

6.3 EnergyStar for Storage Feature
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The EnergyStar for Storage Feature and profile has been created to formalize the requirements from the ENERGY

STAR Data Center Storage Program Requirements on storage products. The profile indicates what properties

Swordfish implementations need to support in order to properly instrument EnergyStar reporting capability. This

functionality is intended to support EnergyStar data gathering requirements as part of the EnergyStar certification

process.

6.4 Class of Service Feature

6.4.1 Oyverview

Swordfish
capable of]

direction 1

The Class
sets of aval

When Clag
StorageSel
StorageSel

6.4.2 (ass of Service Model

For Swordfish with a class of servicg-intérface, the following two models apply. Either model choice result

same storg

1. Integiated Service Configuration

The storag
Storaged

Computer]

supports a ClassOfService feature. The ClassOfService functionality suppofts-systems th4
providing a greater level of management automation, where a higher-level sgt 8f/goals is providg

ather than requiring parameterized inputs for all configuration actions.

f Service feature uses a combination of device-defined capabilities to.structure LinesOfService,

lable functionality in a given system, that can then be grouped tégether to provide classes of ser}

s of service functionality is implemented, the Swordfish fuhctionality may be entirely exposed th
vice resource. Each Swordfish StorageService is located i1 the ServiceRoot (and ServiceContaing

vices resource collection.

ge service, regardless ofjthe storage system model.

ontro¥er resource collections. The storage resource is located in the Redfish hierarchy con

Systems, typically running as ApplicationServers. The physical infrastructure is modeled using

t are

ed as

which are

rice.

rough the
br) via the

in the

e systemsAndnaged by the Swordfish storage service are modeled using the Redfish storage reIource and

ained by
Redfish

Chassis.

T'hese relationships are shown 1n Figure 6.
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Chassis
Chassis

Storage Services

PN .
. StorageService
Sworlfish

Figure|6: Integrated Service Overview \Q)
LN

This configuration works well when the storage service is hosted by a stora@ Qsource within a computer system. An

example of a Storage Service for an integrated service configuration is Q@n in Figure 7.

N
Nate: This diagram and the discussion of the conﬁguratioﬂ&scription have been simplified slightly to avoid

copfusion. A full implementation would likely include@%itional links to the logical storage controller

regources.
RNE
xO
O
>
>
o
S
Q
Q~
S
<X
)
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Figure|7: Integrated Service Emmpl@’ .
2. Hosted Service Configuration ()

The storage systems manag the Swordfish storage service are located in the ServiceRoot (and

Servicedontainer)vi StorageSystems resource collection. They are modeled using Redfish
hy.

ComputerSystemséVe

in Figure §.
?\

7o)

sical infrastructure is modeled using Redfish Chassis. These relationships afe shown
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Figure|8: Hosted Service Overview
g\\

This configuration works well when the storage system hosts the storage sa@lg directly. An example of a Storage

Service for a hosted service configuration is shown in Figure 9. Q
N\

N
Nate: This diagram and the discussion of the conﬁguratioﬂ&scription have been simplified slightly to avoid
copfusion. A full implementation would likely include@%itional links to the logical storage controller

regources.
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Figure|9; Hosted Service Example

6.4.3 ServiceRoot Additions

When the StorageService feature is implemented, the following is added to the serviceRoot:

e StorageServices: Aresource collection that references a set of StorageService resources. Each

StorageService resource represents the resources and behaviors supported by that storage service.
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6.4.4 The StorageService resource

6.4.4.1 Principal Properties

The storage service is hosted on a storage system and exposes logical storage, associated resources and related

functionality. Storage service resources can be found in the service root or service container via the

StorageS

ervices resource collection.

The following are the principal properties of StorageService that point to resources managed or defined by the

Storage se

e Clas

resou
e Drivd
e Encl

resou
e Endp
e File]
e Endp
® Storg
® Storg
e Volur

e Host]

6.4.4.2 C

The follow
support:

® Datal
® Dataf
enabl
stand

® Dataf

VIUC,

esOfService: Areference to a resource collection that specifies the supported C1assofiservi
ces.

bs: A reference to a resource collection that collects Drive resources used for storage.

sures: A reference to a resource collection that collects Chassis resources thatcontain storage 1
ces.

ints: A reference to a resource collection that collectsEndpoint resetirees used to access stora
ystems: A reference to a resource collection that collects FileSydtem resources.

intGroups: A reference to a resource collection that collects&€ndpointGroups resources.
geGroups: Areference to a resource collection that collegts St orageGroup resources.
gePools: Areference to a resource collection that collects St orageGroup resources.

es: Areference to a resource collection that collectsvolume resources.

ngSystem: A reference to the Computersystém instance that hosts this StorageService.

apabilities and Lines of ServiceRoot

ing properties each define a setof attributes, which describe capabilities that the storage service

rotectionLoSCagahpilities: Replicas that protects data from loss.
ecurityLoSCapabilities: Data security service level requirements. The data security chara
 the storage-system to be used in an environment where compliance with an externally-specifie
ird or stahdards is required. Examples of such standards include FIPS-140, HIPAA and PCIL.

toxag&LoSCapabilities: Provisioning and access characteristics for storage of the data.

e IOCopnedtivityLoSCapabilities: IO connectivity requirements for access to the data.

ce

elated

oe.

may

rteristics

| security

e TOPerformancelLoSCapabilities: IO performance requirements for access to the data.

In each of the above, not all combinations of attribute values defined within a capability are likely to be supported by

the storage service.

Known, supported combinations of attribute values are used to construct entries in the LinesOfService array

property. Not all attributes of a line of service entry need be specified (i.e. some may be Null). If an attribute has no

value, the storage service may choose any supported values when provisioning for that entry. Otherwise, the line of

service attribute values specifies the kind or level of service to be provided.
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6.4.4.3 The ClassOfService resource

E)

A class of service represents a choice of utility or warranty offered to customers by a service. (ITIL uses the term

service option. See the Normative References.)

Each ClassOfService resource is a uniquely named description of the characteristics of one choice of utility or

warranty for a service. Each ClassoOfService is a description of the kind and quality of service to provide and is

not intended to describe how the service provides that service.

Each c1assofservice is defined by an aggregation of lines of service. Supported lines of service are listed in the

corresponfling capabilities atiributes of the storage Service, (See above).
Currently flefined lines of service are:

e Data Protection: Describes the characteristics of a replica that protects data from loss.

e Data $ecurity: Describe data security service level requirements. The data security clfasacteristics enalple the

storag

standards is required. Examples of such standards include FIPS-140, HIPAA@nd PCI.
¢ Data $torage: Describes provisioning and access characteristics for storage’of the data.
e 10 Copnectivity: Describes IO connectivity requirements for access to.tlie data.

¢ 10 Pefformance: Describes the IO performance requirements for &¢céss to the data under a particular

Some adveé

changeabl

A service 1

capabilitie

6.4.4.4"T

When a Sy
now prese
conformar
on the con
of service

The follow

e system to be used in an environment where compliance with an externally~Specified security s

e and are intrinsic to the implementation.

hay support creation or modification of C1as§0fService resources. All must be consistent with

5 of the service.

he StoragePool resource

bordfish implementation advertises support for the Class of Service feature, the StoragePool 14
hts a new method tofthe client to allocate unassigned storage capacity. This is automated by the {
ce to one or more-elasses of service. Requests to StoragePool shall automatically allocate capa
straints of theseélected class of service and any other selected parameters, with priority given to

bonstraints,

ing are the principal properties of sStoragePool that are used to identify resources provisioned

supported

by the storage pool related to Class of Storage:

tandard or

workload.

rtised ClassOfService resources are created by the service implementation. These are generally not

the

source
ystem as
city based

the class

or

e ClassesOfService: Areference to a resource collection that specifies the set C1assOfService resources that

can be specified when provisioning resources from the storage pool.

e DefaultClassOfService: Areference to the default cClassofService resources used for provisioning from

the storage pool.

6.4.4.5 The Volume resource
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Volume resource represents a block-addressable container of storage, sometimes referred to as a “Logical Unit”,
“LU”, “LUN”, or “StorageVolume” in the storage industry. Volumes optionally adhere to a C1assOfService, which
defines added functionality. Examples include:

e Access capabilities

Capacity and capacity sources

Consumption tracking (e.g., LowSpaceWarningThresholdPercents)

Replication details

StorageGroup Information

6.4.4.6 Tlhe FileSystem resource

In a Swordfish implementation that advertises support for the Class of Service feature, File systems repres¢nt file-

addressable capacity that are conformant to a ClassOfService.
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7 Schema Considerations

7.1 Schema Introduction

7.1.1 Overview

A Swordfi{
Redfish-dq

for Swordfish-defined schema. The Swordfish model focuses primarily on the logical model of a Storage sy:

does not 1«

available H

Swordfish

the Comm

CSDL elempents used to define Swordfish schema.

7.1.2 Swordfish Extension of the Redfish ServiceRoot

The Redfis

The first is
support Sy
Wit}l the V4

For implementations that advertise support for the ClassofService feature, the implementation shall in|

collection
efficient m

supporting

h implementation is a Redfish implementation, and as such it minimally includes support for’sg

rfined schema, including ServiceRoot and ComputerSystem. Swordfish implementations jinclide)

bquire full representation of a physical instantiation. This is left to the implementerto complete

edfish schema models.

schema is conformant with the rules used to define Redfish schema. Redfish schema is conform
pn Schema Definition Language, see CSDL. This section provides additional definition and conte

h serviceRoot has properties that provide ageess to Swordfish resources.

StorageSystems. This property refererices a collection of ComputerSystem resources that eq
vordfish functionality. Each such Cosgutersystem shall have an entry in its Host ingRoles pr

llue of StorageServer.

bf StorageServicesatithe serviceRoot with at least one member. The collection provides th
eans to search acrossall StorageService resources, regardless of which ComputerSystemis

 the service.

7.2 Default values and NULLABLE attributes |

me
support
stem and

Tom

hnt with
xt for the

ch
bperty

stantiate a

b client an

The interaction of Nullable and Defaultvalue needs to be clearly understood by both implementers and client

developers. The possible combinations of are summarized in Table 7. The table contains:

e Nullable: True, if a given property may be NULL

o DefaultValue: True, if a default value is provided for a given property

e Client: True, if a client value is supplied for a given property in a query or response

¢ Result: The resultant value of the given property. One of:
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o

o

Null: Null

o

o

Error: Error state

o

C: The client-provided value
D: The default value

I: Implementation defined

Table 7: Default and Nullable Interaction

Nullable DefaultValue Client Value

T T T C

T T T D

T F T C

T F F Ior Null

F T T C

F T F D

F F T ¢

F F F I or Error

7.3 Common schema annotations

Table 8 lisfs common annotation used in the definition of\Swordfish, for details see OData Capabilities Vocpbulary,

OData Corfe Vocabulary, OData Measures Vocabulary,-and Redfish Extensions,

Table 8: Schema annotations

Name Applies to Description
AllowahjeValues Parameter The set of allowable values for a parameter
AutoEXIPand NavigationProperty If true, return expand the target element
AutoExILandReferences NavigationProperty If true, return references to the target element

Swordfish SSM TEC 9091 - Al okt racen

API Specification

© ISO/IEC 2021 - All rights reserved

Page 38 0205


https://standardsiso.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

Table 8: Schema annotations, cont.

Name Applies to Description
Conformancelevel | EntityContainer Specifies OData conformance level
Deprecated All Specifies that the element may be removed in

future major revisions, but shall continue to be
supported as specified in the current revision.
Description All A brief description of a model element
LongDescription All A normative description of a model element
Maximym Parameter, Maximum value that an Integer property or
Property parameter may have
Minimujm Parameter, Minimum value that an integer property or
Property parameter may have
Pattern Parameter, Specifies a pattern that the value shall‘match
Property
Permissjons NavigationProperty, Access permission for the property.
Property
Required NavigationProperty, If true, property is reguired to be supported by the
Property service. The defaultis optional. See Required
Properties
RequiredOnCreate | NavigationProperty, If true, property is required on creation. See
Property Requiiréd Properties
Unit Property Fhe unit of measure for the value.

7.4 Property implementation requirements

The client fand the implementeyshould understand that, regardless of the schema declaration, an implemepter may

choose to hot implementaproperty. If not implemented, a representation of the property will not be present in a

reply. Thid should net Be confused with a response that indicates that a property has been implemented, biit has no

value (i.e. propertyName = null).

There are peveral factors that could affect the implementation choice. Implementation requirements can b¢ defined

in many documents. At a minimum, a developer should review, in order: 1. the Redfish specification, 2. this

document, and 3. associated profile specifications.
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7.5 Schema repository

The primary online source for the Swordfish schema shall be co-located on the DMTF schema site with the Redfish
schema: http://redfish.dmtf.org/schemas/swordfish Developers may also download the schema as part of the

Swordfish bundle from snia.org (refer to snia.org/swordfish for pointers to the bundle locations).

Implementations should refer either to the versions available on the dmtf.org site or to locally provided instances of

the schema.

7.6 Referencing other schemas

Swordfish|directly references many Redfish schemas when functionality is already defined and can be levefraged.
Other Redfish schema may be added by inference or directly to implementations. Exanaples are available ip the

Swordfishmockups.
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8 Implementation requirements

8.1 Security

E)

This document generally adheres to the security requirements defined in the Redfish Specification. It extends the

Redfish security model in one important way:

e Sword

Specification for Storage Systems.

8.2 G

8.2.1 Redfish elements

The Sword

service angl all required elements of the Redfish model shall be present in a Swordfish model.

Swordfish[functionality shall not conflict with any previously*defined Redfish functionality but it may add {
extend it, 4nd it may add additional constraints on Redfish functionality.

Additionallly, any functionality desired in a Swordfish implementation that is specified in Redfish shall foll

requireme

8.2.2 S

8.2.2.10

A Swordfid

client subs

[fish implementations shall implement TLS as per the guidance 1n ISO/IEC 20648 and the TLS

eneral constraints

nts as specified in the Redfish speéification.

torage Events

verview

h impleméntation should implement an event service. Redfish defines the Event Service framey

cription model, event delivery mechanism, as well as standard message registries. Swordfish ext

fish service interface extends the Redfish service interfacéAs such, a Swordfish service is a Redffish

O or

w the

hork,
ends the

Lagn ctrinc o e dn oA 0] acaca raoictminc that nr\wvnnv\r\nr] o Suznerdfch cnnns

services

standard &

A Qe P Al 1 1fio
Ie55age L\/alutl IeSto-proviae-aaaitonaressage u,&xuuu,o It EOrTeSpenatoOWeraSH—5pecic

and properties.

The Redfish event service publishes a list of event types supported, and maintains a list of clients that have

subscribed. Each subscription maps clients, subscribed events, and the resources that generate them.
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8.2.2.2 Message Registry Selection and Management

Swordfish constrains the existing event model to provide a more consistent handling of event notifications and the

related messages, in order to assure that client systems can easily and consistently parse and respond to system-level

events.

8.2.2.3 Required Usage

The Resource Event Message Registry defines the underlying messaging model, and shall be used to map

mess.
e The R
gener:
The S
If the
the m|

8.2.2.4 R

e Stand
¢ OEM

encouraged. (submissions should be sent to the SNIA Feedback Portal)

8.3D

Each Sworldfish implementation supports$ithe following well-known URLs, as defined in Redfish. Specifical

e /Red]
imple
e /Red]

inforn

shall getrieve the walue of an instance of a ServiceRoot EntityType as defined in the ServiceRoot

e /Red{

ZES t0 TEeSOUTTES 0T StUTage TmplementatiorTs:
edfish Base Message Registry shall be used to support HTTP connection/error/protocol issuiés, 4

hl errors.

Swordfish service implements Redfish tasks (i.e., long-running operations), the-iniplementation

bssages defined in the Task Event Message Registry to report status.

lecommended Usage

hrd Messages should be used, wherever possible.

messages should be avoided. Suggestions for clarification or expansion of the existing registries §

iscovering Swordfish resources

Fi sh, which contains one'ar more version properties for the integrated Swordfish and Redfish
entation, starting with*vi.
Fish/v1, which-dddresses a ServiceRoot instance, which defines the Redfish default principall

hation for vefsion 1 implementation of an integrated Redfish and Swordfish service. A GET oper.

principatstarting information for the same version 1 implementation of an integrated Redfish and Swr

vordfish Message Registry shall be used as a supplement for the resource event messdage registry.

ind

shall use

\re

INg

starting
htion to it
1.xml file.

Fish/Ayd/odata, which addresses a ServiceContainer instance, which defines OData conformant

rdfish

service. A GET operation shall retrieve the value of an instance of a ServiceContainer EntityContainer as
defined in the ServiceRoot_vi.xml file.

Note: Since the serviceContainer is required to return an @odata.context value of /redfish/v1, all

other elements accessed via it will be the same elements found via the ServiceRoot.

Note: A Swordfish service is a Redfish service with extensions to support storage management. No additional

service entry-points are necessary.
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Both the ServiceRoot and ServiceContainer contain a resource collection named Systems that lists
ComputerSystem instances. A ComputerSystem instance that supports Swordfish defined services will have a

value of “StorageServer” in an entry of its Host ingRoles property.
The serviceContainer additionally has a Service attribute that references the ServiceRoot resource.

Regardless of starting point, the property values of the serviceRoot instance enable navigation to all other

resources exposed by the Swordfish service.

8.4 (lassOfService requirements

Each cladsofservice shall include at least one line of service. The providing server shall assure that the[line of

service values of a ClassOfService collectively represent a supported choice of servicey

8.5 StorageSystems requirements

For Hostegl Service Configurations, this property of the serviceRoop references a collection of ComputerSystem
resources that each support Swordfish functionality. Each CompiiberSystem included in the StorageSyskems
entry in the ServiceRoot shall have:

e anenfry in its Host ingRoles property with the valte of StorageServer

e at leagt one entry in its StorageServices.Members property.

For Integrited Service Configurations, the StorageSystems concept is realized through the StorageContrplier

resource. Fach storageController ilstantiated as a Swordfish StorageSystem shall have:

e at leagt one entry in its StoxageController.Links property StorageServices collection identifyjng related

StorgqgeServices

8.6 Entity Sets

The Swordfish model does not currently expose any explicitly defined entity sets. OData specifies that an entity set is
defined for each NavigationProperty that is defined as a collection and that has the ContainsTarget attribute set to
true. In all other cases, Swordfish assumes that an entity set is defined globally within the implementation for each
entity type. This is effectively the same as if the entity sets were explicitly defined in the ServiceRoot entity container.

8.7 Addressing entities within a collection
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An instance (entity) of an EntityType is uniquely identified within its entity set by its key. The URI for the reference
may specify the key using one of two general strategies

1. OData recommends specifying the key value within parenthesis following the path segment that identifies the
referencing entity set. (See clause “Canonical URL” in in OData)

2. Redfish common practice is to use an alternative form that adds a path segment having the value of the key
following the path segment that identifies the referencing collection. (See clause “Alternate Key-as-Segment
Syntax” in OData.)

A Swordfish implementation shall support both strategies

8.8 Addressing members of a ResourceCollection

Redfish specifies that subclasses of ResourceCollection shall include a Members colle¢tion property (See clause

“Collection resource response” in DSP0266)

Redfish allows a POST request to a ResourceCollection to be equivalent to the same POST request to the Members
property df that ResourceCollection. For a particular ResourceCollectigh, ¥ a Swordfish implementation sypports
either form, it shall support both.

It is common practice in Redfish to also eliminate the Membet$ property from any request URI that navigates
through a fype hierarchy that includes a Member within a ResourceCollection. Care should be taken when defining
and using p ResourceCollection subclass to not introduce ambiguities when an explicit reference to a Members
property i$ dropped from a request URL.

8.9 HTTP status codes

8.9.1 Overview

Status codgs are generally defined as part of the general HTTP protocol definition. In addition, the Redfish
specificatipn-calls out general usage for HTTP status codes. This section provides additional usage guidancg and

. . -
constraintsfor-Swordfish 1luplelucutdu01m.

In some instances, Redfish and Swordfish expand the standard use of HTTP status codes by associating additional
system status with specific status codes. In addition, error response data may be included via standardized message

registry entries. The specific messaging requirements will be defined in the following sections.

In cases where Swordfish adds additional constraints or expands on the Redfish handling of a given issue, this
document will include both a clause reference (relative to the 1.7.0 version of the Redfish specification), and a small

wording extract for additional context. For example:
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Swordfish refines the requirements in x.y.z of the Redfish Specification: Redfish has no constraint on
external storage functionality torequire that all references to external storage functionality shall be

compliant with the current release of Swordfish.

8.9.2 Create

If a request to create a resource can be completed successfully without additional time, the Redfish service shall
return a status code of 201, and the body of the response shall contain the JSON representation of the newly created

resource.

N
If the creafe resource request has been accepted, but no information about the resource can be rem';ﬁ/at this point,

the Redfish service shall return a status code of 204. The payload of the response shall be emp ,Og) the Lpcation

header sh4ll contain the resource URI. The client will be required to poll the appropriate re@ce to determine both

when and |f the operation is complete. O
NZ

Swordfish|refines the requirements in clauses 7.5.1 and 12.2 of the Redfish Speci@@l n.
AS
If a request to create a resource cannot be completed without additional time,é#e implementation shall:

¢ Populate an initial object. It shall contain, at a minimum, a valid ~required properties (e.g., ID, name), and

Statud.State; 8\\§\
. [13 @ »
e Set Stptus.State of the partially populated resource to Cls@mg ;
¢ Returh the appropriate status code, based on the f@gdving guidance:

o If a Task Service has been implementgd\ﬂl}?{edﬁsh service shall return a status code of 202, with the
Lpcation header set to the URI of t}@sk Monitor. Once the provider has returned a Task Monitpr to the
client, the Client can then querysthe provided task URI to track the task completion status. Upon fask
bmpletion, a GET against tl@ sk monitor may return a status code of 201, and the body of the message
hall contain the create tgdurce, provided the task monitor URI remains valid . Refer to the Redfish Task
[anager document%@l or the lifecycle of the task monitor URI.

= . O

o If a Task Servi s not been implemented, the Redfish service shall return a status code of 201, ind the
bdy of ponse shall contain the URI of the skeletal resource created as part of accepting th¢ request.
he cli ill be required to poll the URI provided to determine when the operation is complete

A

e Update Statuis State for the object, once the create operation completes

- o

8.9.3 Update, Replace, Delete

If a request to modify or delete a resource can be completed without additional time, the Redfish service shall return
a status code of 200, and the body of the response shall contain the JSON representation of the modified (or deleted)

resource.

If the resource modification or deletion request has been accepted, but no information about the resource can be
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returned at this point, the Redfish service shall return a status code of 204. The payload of the response shall be
empty. The client will be required to poll the appropriate collection to determine both when and if the operation is

complete.

If a request to modify a resource cannot be completed without additional time, the implementation shall:
e Set Status.State of the partially populated resource to “Updating” or “Deleting”, as appropriate;
e Return the appropriate status code, based on the following guidance:

e If a Task Service has been implemented, the Redfish service shall return a status code of 202, with the Location
header set to the URI of the Task Monitor. Once the provider has returned a Task Monitor to the clingi, the
Clienf| can then query the provided task URI to track the task completion status. Upon task co orl, a GET

againgt the task monitor may return a status code of 201, and the body of the message shall o’qr;lt in th¢ created

resoufce, provided the task monitor URI remains valid . Refer to the Redfish Task M codocumenhation for

the lifecycle of the task monitor URI. O
N

e If a Tgsk Service has not been implemented, the Redfish service shall return é@s code of 200, and the body
of the|response shall contain the URI of the skeletal resource created as ngq\o
will b¢ required to poll the URI provided to determine when the oper@éo@is complete.

accepting the request. [The client

e For a1 update or replace request, the implementation shall upd@%tatusﬁtate for the resource, once the modify

operation completes. ‘\0

&

. o
8.9.4 Actions R\
xO
Swordfish [supports the approach to Actions m\r\@l‘?; of the Redfish Specification: Actions are Redfish
operations that do not easily map,@ RESTful interface semantics. These types of

operations may not directly @t properties in the Redfish Resources.

Swordfish [refines the requireme@ 1n 7.10 of the Redfish Specification: Services shall support thgq POST

method tlo send action(s.o Resources.

If a Task Sprvice has Ql‘implemented, the Redfish service shall return a status code of 202, with the Locdtion
header set{to the the Task Monitor. Once the provider has returned a Task Monitor to the client, th¢ Client
can then ge Qs rovided task URI to track the task completion status. Once the task has completed sucgessfully, a
GET againfstithe task monitor shall return the created object.

If a Task Service has not been implemented, the Redfish service shall return a status code of 200, and the body of the
response shall contain the URI of the skeletal resource created as part of accepting the request. The client will be
required to poll the URI provided to determine when the operation is complete. When processing ACTIONS, the
handling of HTTP status codes is slightly different than that seen when processing CREATE or MODIFY requests.
The HTTP status code is used to reflect the acceptance and formatting of the request. The outcome of any requested
processing is reflected in the body of the returned message and its associated Error response structure. For example,
a properly formatted request to execute a system reset may return an HTTP status code of 200 (OK), to reflect that

the request has been received, was validly formatted, and has been accepted for processing, while the reset of the
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system may not complete successfully. The Error response structure would contain further detail of the success of
failure of the system reset. The implementation must check both the HTTP status code and the underlying Error
response message structure to confirm the successful execution of the ACTTON.
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9 Swordfish type definitions

9.1 Overview

The following sections define the schema and type definitions that make up a Swordfish implementation. Each data

type or entity within the schema includes a description that defines its implementation requirements and their

interaction

9.2C

0.2.1 P

The prope
any Respo

ommon properties

roperties defined for all Redfish schemas

Table 9: Common Properties

Property Datatype

Attributes

Notes

@odat:l.context string

read-only

Fhe @odata.context property is a URLto a
metadata document with a fragment
describing the data (typically rooted at the
top-level singleton or collection). Technically
the metadata document only has to define, or
reference, any of the types that it directly
uses, and different payloads could reference
different metadata documents. However,
since the @odata.context provides a root URL
for resolving relative references (such as
@odata.id’s), we return the canonical

metadata document.

rties summarized in Table 9 are included in every Redfish schemd, and therefore may be encountered in

hse payload. They are documented here to avoid repetition iw/'tlie Resource Guide tables for each schema.

@odataid String

Tead-ony

The @odataid property isa string that

indicates the unique identifier of a resource.
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Table 9: Common Properties, cont.
Property Datatype | Attributes Notes

@odata.type string read-only The @odata.type property is a URL fragment that

indicates the type of the resource.

Description string read-write The Description property is used to convey a

human-readable description of the resource.

Id string read-write The Id property of a resource uniquely identifies
the resource within the Resource Collection that

contains it. The value of Id is unique within a

Resource Collection.

Name string read-write The Name property is used to convey a human
readable moniker for a resource. The typofthe
Name property is a string. The value of'Name is
NOT necessarily unique across resource instances

within a Resource Collection.

Oem { } object read-write This is the manufacturer /provider specific
extension moniker uséd to divide the Oem object

into sections. SeedheResource schema for details

on this property:

9.2.2 Liinks

The Links property represents the links associatediwith the resource, as defined by that resource’s schema

All associated reference properties defined fgr a resource are nested under the Links property. All directly

referenced (subordinate) properties defined-for a resource can be found from the root of the resource.

9.2.3 Actions

The Action}s property coutains the actions supported by a resource.

9.2.4 QEM

definition.

The OEM property is used for OEM extensions.

9.2.5 RelatedItem

The RelatedItem property is represented as a set of links. The links point to a resource, or part of a resource, as

defined by that resource’s schema definition.
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This representation is not intended to be a strong linking methodology like other references. Instead it is used to
show a relationship between elements or sub-elements in disparate parts of the service. For example, Fans may be in
one area of the system and Processors in another area of the system. It could be that the relationship between the
two is not obvious. The RelatedItem property can be used to show that one is related to the other. In this example, it

might indicate that a specific fan is cooling a specific processor.

0.2.6 Status

9.2.6.1 Qverview

The statys property is common to many Redfish schema. Its attributes are summarized in Tablg 10:

Table 10: Status property attributes

Health| string read- | This represents the health state of this resgutce in the
(enum) only absence of its dependent resources. Se€ Health in
Property Details, below, for the pgssibte values of this
property.
HealthRollup string read- | This represents the overaltiiealth state from the view of

(enum) | only this resource. See HealthRollup in Property Details,
below, for the possible values of this property.

Oem¢{ } object read- Oem extension object.
write
State string read- This indicates the known state of the resource, such as if it

(enum) only isehabled. See State in Property Details, below, for the

possible values of this property.

9.2.6.2 Property details

Health:

This reprefents the heglth state of this resource in the absence of its dependent resources. Its possible valugs are
summariz¢d in Table 11.

Table 11: Health ENUM values, cont.

string Description
Critical A critical condition exists that requires immediate attention.
OK Normal.
Warning A condition exists that requires attention.
HealthRollup:
Swordfish SSM TR 9091 - Al vichte roacon
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This represents the overall health state from the view of this resource. Its possible values are summarized in Table

12.
Table 12: HealthRollup ENUM values
string Description
Critical A critical condition exists that requires immediate attention.
OK Normal.
Warning A condition exists that requires attention.
State:
This indicqtes the known state of the resource, such as if it is enabled. Its possible values are\simmarized in Table 13.
Table 13: State ENUM values, cont.
string Description
Absent This function or resource is not present or not detected.
Disabledl This function or resource has been disabled.
Enabled This function or resource has been enabled;
InTest This function or resource is undergoingtesting.
Quiescefl The element is enabled but only processes a restricted set of commands.
Standby(Offline This function or resource is.efabled, but awaiting an external action to
activate it.
StandbyfSpare This function or regoyirce is part of a redundancy set and is awaiting a
failover or other external action to activate it.
Starting| This function-or resource is starting.
UnavailjbleOffline | This function or resource is present but cannot be used.
Updating Theelement is updating and may be unavailable or degraded.
Swordfish SSM TEC 9091 — Al riahie racar
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9.2.7 Location

9.2.7.1 Location properties overview

The properties of a Location object are summarized in Table 14.

Table 14: Location Properties

Property Type Notes
AltitudeMeters number | read- The altitude of the resource in meters.
(m) only
(null)
Info string read- This indicates the location of the resource,
only
(null)
InfoFormat string read- This represents the format of the\Info property.
only
(null)
Latitude number | read- The latitude resouste,
(deg) only
(null)
Longitugle number | read- The longitude resource in degrees.
(deg) only
(null)
Oem { } object read- Oem extension object. See the Resource schema
write for details on this property.
PartLocption { object read- Postal address of the addressed resource.
write
LocationpOrdinalValue namber | read- The number that represents the location of the
only part. If LocationType is slot and this unit is in slot
(null) 2 then the LocationOrdinalValue will be 2.
LocationType string read- The type of location of the part, such as slot, bay,
(enum) only socket and slot. See LocationType in Property
Details, below, for the possible values of this
property.
Orientation string read- The orientation for the ordering of the slot
(enum) only enumeration used by the LocationOrdinalValue
property. See Orientation in Property Details,
below, for the possible values of this property.
Swordfish SSM TEC 9091 - Al okt racen
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Property Type Notes
Reference string (enum) read-only
ServiceLabel string read-only (null)
¥
Placement { object read-write
Rack string read-write (null)
RackOffset number read-write (null)
RackOfflsetUnits string (enum) read-write
Row string read-write (null)
¥
PostalAdldress { object read-write
AdditionpalCode string read-write (Aull)
Building string read-write{null)
City string readswrite (null)
Commuhity string nead-write (null)
Country] string read-write (null)
District string read-write (null)
Division string read-write (null)
Floor string read-write (null)
GPSCoojrds string read-write (null)
HouseNumber hitmber read-write (null)
HouseNumberSuffix string read-write (null)
Landmark string read-write (null)
LeadingfStreetDirection string read-write (null)
Location string read-write (null)
Swordfish SSM TEC 9091 - Al okt racen
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Table 14: Location properties, cont.

Property Type Notes

Name string read-write (null)
Neighborhood string read-write (null)
POBox string read-write (null)
PlaceType string read-write (null)
PostalCode string read-write (null)
Road string read-write (null)
RoadBrjinch string read-write (null)
RoadPoptModifier string read-write (null)
RoadPr¢Modifier string read-write (null)
RoadSe¢tion string read-write (null)
RoadSupBranch string read-write (null)
Room string read-write (null)
Seat string read-wyite\null)
Street string read>write (null)
StreetSyffix string read-write (null)
Territorfy string read-write (null)
TrailingftreetSuffix string read-write (null)
Unit string read-write (null)
b

9.2.7.2 Property details

Location[l'ype:

The type df location of thepart, such as slot, bay, socket and slot. The enum’s potential values are sumamrigzed in

Table 15.

Table 15: LocationType ENUM values
sFring Description
Bay Defines a bay as the type of location.
Connector Defines a connector as the type of location.
Slot Defines a slot as the type of location.
Socket Defines a socket as the type of location.
Swordfish SSM TEC 9091 - Al okt racen
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The orientation for the ordering of the slot enumeration used by the LocationOrdinalValue property. The enum’s

potential values are sumamrized in Table 16.

Table 16: LocationType ENUM values

string Description
BackToFront Defines the ordering for the LocationOrdinalValue is back to front.
BottomToTop Defines the ordering for the LocationOrdinalValue is bottom to top.

FrontToBaek

Pefinesthe-ordert HAE {-'nv- Ln Loecat 1onOrds nn“7n1 Heis fvnn-i- 1o bhael

TCTITIC T tIIC-OTTITrT cTotroTIoT O TOTIC TOTtTI

LeftToRlight Defines the ordering for the LocationOrdinalValue is left to right.

RightTolLeft Defines the ordering for the LocationOrdinalValue is right to left.

TopToBpttom Defines the ordering for the LocationOrdinalValue is top to bottom.
RackOffsetUnits:

The type df Rack Units in use. The enum’s potential values are sumamrized in~'able 17.

Table 17: LocationType ENUM values

strihg Description
EIA 31 Defines a rack unit as being equal to 1.75.i1444.45 mm).
OpenU Defines a rack unit as being equal to 48 mm (1.89 in).
Referende:

The referejnce point for the part location. Thiss used to give guidance as to the general location of the part. The

enum’s pofential values are sumamrizedin Table 18.

Fable 18: LocationType ENUM values

stripg Description
Bottom Defines the part as being in the bottom of the unit.
Front Defines the part as being in the front of the unit.
Left Defines the part as being in the left of the unit.
Middle Defines the part as being in the middle of the nnit
Rear Defines the part as being in the rear of the unit.
Right Defines the part as being in the right of the unit.
Top Defines the part as being in the top of the unit.

9.3 Complex Types
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The Table 19 defines a number of complex types that are used frequently in Swordfish schema. Multiple references

to each complex type may be seen in later sections. For detailed definitions and properties contained in each

complex type, refer to the schema definitions as referenced in the table.

Table 19: Common complex types

Type
b Notes
Name
Capacity {} This composition may be used to represent storage capacity. The sum of the values

in Data, Metadata,and Snapshot shall be equal to the total capacity for the

datastare See the r‘qhqnify vi-1 oschema for details
T ==

CapacityInfo | This composition may be used to represent the utilization of storage capacity. See

{ the Capacity.vi_1_o0 schema for details.

IOStatisfics See the IOStatistics.vi_0_ 1 schema for details on this property.

it
Table 19: Common complex types, cont.

Tlype Name Notes

IOWorkjoad {} This structure may be used to describe-an’/IO Workload. See the
IOPerformanceloSCapabilities.vi_©x0 schema for details.

IOWorkloadComponent{} | This structure may be used to describe a component of an 10

workload. See the IOPerformanceLoSCapabilities.vi_1_1 schema for
details.

Replicalnfo {}

The value shall defifié the characteristics of a replica. See the
StorageReplicalnfo.vi_1_0 schema for details.

ReplicaRequest {}

See the DataProtectionLineOfService.vi_1_0 schema for details.

Schedulk {}

Schedule a series of occurrences. See the Schedule.vi_1 0 schema for
details.

9.4 CapacitySource 1.1.2

9.4.1 Decription

This composition may be used to represent the source and type of storage capacity. At most one of the

ProvidingDrives, ProvidingVolumes, ProvidingMemoryChunks, ProvidingMemory or ProvidingPools properties may

have a value. If any of ProvidingDrives, ProvidingVolumes, ProvidingMemory or ProvidingPools reference more

than one resource, allocation of capacity across those resources is implementation dependent.
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The properties defined for the CapacitySource 1.1.2 object are summarized in Table 20.

Table 20: CapacitySource 1.1.2 properties

Property Type Notes
@odata.etag | string The value of this property shall be a string that is defined by the
ETag HTTP header definition in RFC7232.
read-
—
Action$ object The Actions property shall contain the available actions for this
(vi.1.2+) {¢ resource.
Description string This object represents the description of this resource. The(esource
values shall comply with the Redfish Specification-des¢tibed
read- requirements.
only
(null)
Id string This property represents an identifier fof.the resource. The
resource values shall comply with th€ Redfish Specification-
read- described requirements.
only
required
Name string This object represents the name of this resource or array member.
The resource values shall comply with the Redfish Specification-
read- described requirements. This string value shall be of the ‘Name’
only reserved-word format.
required
Oem {}| object This property shall contain the OEM extensions. All values for
properties that this object contains shall conform to the Redfish
Specification-described requirements. See the Resource schema for
details on this property.
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Table 20: CapacitySource 1.1.2 properties, cont.

Property Type Notes
ProvidedCapacity { object The value shall be the amount of space that has been
provided from the ProvidingDrives, ProvidingVolumes,
ProvidingMemory or ProvidingPools.
Data { object The value shall be capacity information relating to
provisioned user data.

AllocatedBytes integer The value shall be the number of bytes currently
(By) allocated by the storage system in this data store for this

data type.
read-
write
(null)

(JonsumedBytes integer The value shall be the number of logical Hytes currently
(By) consumed in this data store for this data type.
read-
only
(null)

(GuaranteedBytes integer The value shall bezthe number of bytes the storage
(By) system guaranteés can be allocated in this data store for

this data tyge.
read-
write
(null)

HrovisionedBytes | integer The value shall be the maximum number of bytes that
(By) can be allocated in this data store for this data type.
read-
write
(null)

¥
IsThinProvisioned bootean H-the-vatueis fa}bc, the Lapabity shattbe fuﬂy altocated:
The default value shall be false.
read-
only
(null)
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Table 20: CapacitySource 1.1.2 properties, cont.

Property Type Notes
Metadata { object The value shall be capacity information relating to
provisioned system (non-user accessible) data.

AllocatedBytes integer | The value shall be the number of bytes currently
(By) allocated by the storage system in this data store for this

data type.
read-
write
(null)

(JonsumedBytes integer | The value shall be the number of logical bytes currently
(By) consumed in this data store for this data type.
read-
only
(null)

(GuaranteedBytes integer | The value shall be the number of-bytes the storage
(By) system guarantees can be-dllgcated in this data store for

this data type.
read-
write
(null)

HrovisionedBytes | integer | The valug shall be the maximum number of bytes that
(By) canbe allocated in this data store for this data type.
read-
write
Gull)

¥
Snapshot { object The value shall be capacity information relating to
provisioned snapshot or backup data.
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Table 20: CapacitySource 1.1.2 properties, cont.

Property Type Notes
AllocatedBytes integer | The value shall be the number of bytes currently
(By) allocated by the storage system in this data store for this
data type.
read-
write
(null)
ConsumedBytes integer | The value shall be the number of logical bytes currently
(By) consumed in this data store for this data type.
read-
only
(null)
GuaranteedBytes integer | The value shall be the number of bytesitlie storage
(By) system guarantees can be allocated"ini this data store for
this data type.
read-
write
(null)
ProvisionedBytes integer | The value shalkbe the maximum number of bytes that
(By) can be allogated in this data store for this data type.
read-
write
(null)
b
¥
Provid¢dClassOfServiCe | object The value shall reference the provided ClassOfService
{ from the ProvidingDrives, ProvidingVolumes,
ProvidingMemoryChunks, ProvidingMemory or
ProvidingPools.
@odata.id string The value of this property shall be the unique identifier
for the resource and it shall be of the form defined in
read- the Redfish specification.
only
b
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Table 20: CapacitySource 1.1.2 properties, cont.

Property Type Notes

ProvidingDrives { object | If present, the value shall be a reference to a
contributing drive or drives. Contains a link to a
resource.

@odata.id string Link to Collection of Drive. See the Drive schema for
details.
read-
only

b

ProvidingMemory (v1.1+) { object If present, the value shall be a reference to the
contributing memory.

@odata.id string The value of this property shall be the unique-identifier
for the resource and it shall be of the ferfn defined in
read- the Redfish specification.
only

b

ProvidingMemoryChunks | object | If present, the value shall be a reference to the

(v1.1+) { contributing meméty'chunks.

@odata.id string The value of this'property shall be the unique identifier
for the resgurce and it shall be of the form defined in
read- the Redfish specification.
only

}

ProvidingPools { object °| If present, the value shall be a reference to a
contributing storage pool or storage pools. Contains a
link to a resource.

@odata.id string Link to Collection of StoragePool. See the StoragePool
schema for details.
read-
only
b
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Table 20: CapacitySource 1.1.2 properties, cont.

Property Type Notes
ProvidingVolumes | object | If present, the value shall be a reference to a contributing
{ volume or volumes. Contains a link to a resource.
@odata.id string Link to Collection of Volume. See the Volume schema for
details.
read-
only
b
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9.5 ClassOfServiceCollection

9.5.1 URIs

/redfish/v1/StorageServices/{StorageServiceld}/ClassesOfService
/redfish/v1/StorageServices/{StorageServiceld}/StoragePools/{StoragePoolld}/ClassesOfService

9.5.2 Properties
The propefties defined for the ClassOfServiceCollection object are summarized in Table 21.
Table 21: ClassOfServiceCollection properties
Property Type Notes
@odata.etag string | The value of this property shall be & string that is
defined by the ETag HTTP headerdefinition in
read- RFC7232.
only
Description string | This object represents'the description of this resource.
The resource vatues shall comply with the Redfish
read- Specification-described requirements.
only
(null)
Membérs [ { array The value of each member entry shall reference a
ClassOfService or LineOfService resource.
@odata.id stfing | Link to a LineOfService resource. See the Links
section and the LineOfService schema for details.
read-
only
1
Memb¢rs@odata.nextLink | string | The value of this property shall be a URI to a resource,
with the same @odata.type, containing the next set of
read- partial members.
only
Name string | This object represents the name of this resource or
array member. The resource values shall comply with
read- the Redfish Specification-described requirements.
only This string value shall be of the ‘Name’ reserved word
format.
Swordfish SSM TEC 9091 - Al okt racen

API Specification

© ISO/IEC 2021 - All rights reserved

Page 63 0f205


https://standardsiso.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

Table 21: ClassOfServiceCollection properties, cont.

Property Type

Notes

Oem {} object

This property shall contain the OEM extensions. All values for properties
contained in this object shall conform to the Redfish Specification-
described requirements. See the Resource schema for details on this

property.

9.6 ComsistencyGroup 1ot

9.6.1 Decription

A collection of volumes grouped together to ensure write order consistency across all ghdse volumes. A mai

hagement

operation pn a consistency group, such as configuring replication properties, applies o all the volumes within the

consistencly group.

9.6.2 URIs

/redfish/vj/StorageServices/{StorageServiceld}/Consistency&roups/{ConsistencyGroupld}
/redfish/vji/StorageServices/{StorageServiceld}/Volumes/iVolumeld}/ConsistencyGroups/{ConsistencyGroupld}

/redfish/vji/Systems/{ComputerSystemlId}/Storage/{Storageld}/ConsistencyGroups/{ConsistencyGroupId}

9.6.3 Properties

The propefties defined for the ConsistencyGroup 1.0.1 object are summarized in Table 22.

Fdble 22: ConsistencyGroup 1.0.1 properties

Property Type Notes
@odatj.etag |Cstring The value of this property shall be a string that is defined by the ETag
HTTP header definition in RFC7232.
read-
only
Actions { object | The Actions property shall contain the available actions for this
resource.
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Table 22: ConsistencyGroup 1.0.1 properties, cont.

Property

Type

Notes

#ConsistencyGroup.AssignReplicaTarget {} object

This action shall be used
to establish a replication
relationship by assigning
an existing consistency
group to serve as a target
replica for an existing

source consistency

group. For more
information, see the

Actions section belab.

#CopsistencyGroup.CreateReplicaTarget {} object

This action shall-be used
to create a new
consisteney group
reséuice to provide
expanded data
protection through a
replica relationship with
the specified source
consistency group. For
more information, see
the Actions section

below.

b

#CopsistencyGroup.RemoveReplicaReélationship object

This action shall be used
to disable data
synchronization between
a source and target
consistency group,
remove the replication
relationship, and
optionally delete the
target consistency group.

For more information,

see the Actions section

below.
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Table 22: ConsistencyGroup 1.0.1 properties, cont.

Property Type Notes
#ConsistencyGroup.ResumeReplication {} object This action shall be
used to resume the
active data
synchronization

between a source
and target
consistency group,

without otherwise
altering the
replication
relationshipnFor
more iftformation,
seetlte’Actions

seetion below.

b

#CopsistencyGroup.ReverseReplicationRelationship object,

This action shall be
used to reverse the
replication
relationship
between a source
and target
consistency group.
For more
information, see the
Actions section

below.

#CopsistencyGroup.SplitReplication {} object

This action shall be
used to split the
replication
relationship and
suspend data
synchronization

between a source

and target
consistency group.
For more
information, see the
Actions section

below.
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Table 22: ConsistencyGroup 1.0.1 properties, cont.

Property Type Notes
#ConsistencyGroup.SuspendReplication | object This action shall be used to
{ suspend active data
synchronization between a
source and target consistency
group, without otherwise
altering the replication
relationship. For more
information, see the Actions
section below.
b
ConsistencyMethod string The property shall setthe
(enum) consistency methoduised by
this group. Fox\the possible
read- propertyvalues, see
write CongistericyMethod in Property
(null) détatls.
ConsistencyType string The property shall set the
(enum) consistency type used by this
group. For the possible
vead- property values, see
write ConsistencyType in Property
(null) details.
Description string This object represents the
description of this resource.
read- The resource values shall
only comply with the Redfish
(null) Specification-described
requirements.
Id string This property represents an
identifier for the resource. The
read- resource values shall comply
OFH with-the Redfish-Speeifieation
required | described requirements.
Swordfish SSM TEC 9091 - Al okt racen

© ISO/IEC 2021 - All rights reser‘ ed
API Specification / ig v Page 67 0f 205


https://standardsiso.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

Table 22: ConsistencyGroup 1.0.1 properties, cont.

Property Type Notes
IsConsistent | boolean The value of this property shall be set to true when the consistency
group is in a consistent state.
read-
only
(null)
Links { object This property shall contain links to other resources that are related
to this resource.
OetJl { object This property shall contain the OEM extensions. All values for
properties contained in this object shall conform to the Redfish
Specification-described requirements. See the Resource schenia for
details on this property.
}
Name string This object represents the name of this resource ‘ar’array member.
The resource values shall comply with the Redfish Specification-
read- described requirements. This string value shall be of the ‘Name’
only reserved word format.
required
Oem {} object This property shall contain, {He/OEM extensions. All values for
properties that this objectcontains shall conform to the Redfish
Specification-describedtequirements. See the Resource schema for
details on this preperty.
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Table 22: ConsistencyGroup 1.0.1 properties, cont.

Property Type Notes

Replicalnfo { object | This property shall describe the replication relationship between

this storage group and a corresponding source storage group. See
the StorageReplicalnfo schema for details on this property.

D serve as

@odata.id string Link to a Replicalnfo resource. See the Links section and the
StorageReplicalnfo schema for details.
read-
only
b
ReplicgTargets | array The value shall reference the target replicas that are sourced by.this
[{ replica.
@odata.id string The value of this property shall be the unique identifigr for the
resource and it shall be of the form defined in the Redfish
read- specification.
only
1
Status ((} object | The property shall contain the status‘of the ConsistencyGroup. See
the Resource schema for detail§n this property.
Volumes [ { array An array of references to vglitmes managed by this storage group.
@odata.id string Link to a Volume resqurce. See the Links section and the Volume
schema for details-
read-
only
1]
9.6.4 Actions
9.6.4.1 AksignReplicaTarget
This actiorp shall be used to establish a replication relationship by assigning an existing consistency group t
a target replica for an existng SOUrce Consistency group.
URlIs:

/redfish/v1/StorageServices/{StorageServiceld}/ConsistencyGroups/{ConsistencyGroupld}/Actions/ConsistencyGr
oup.AssignReplicaTarget
/redfish/v1/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/ConsistencyGroups/{ConsistencyGroupld}/
Actions/ConsistencyGroup.AssignReplicaTarget
/redfish/v1/Systems/{ComputerSystemlId}/Storage/{Storageld}/ConsistencyGroups/{ConsistencyGroupld}/Actions
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/ConsistencyGroup.AssignReplicaTarget

Parameters

The parameters for the action (which can be included in the POST body to the URI shown in the ‘target’ property of
the action) are summarized in Table 23.

Table 23: #ConsistencyGroup.AssignReplicaTarget action parameters

Parameter Type Notes
ReplicaType string This parameter shall contain the type of replica
nnnn 1 paloti ool + o b anaodad Ton sbh o o oo bhlg
\\/llulll.} L\/Luuullolllt} U'UvC LIvaltCUu. 1'Ur orie IJU\)OLUL(/
property values, see ReplicaType in Property
required | details.
ReplicaUpdateMode string This parameter shall specify the replica updlate
(enum) mode. For the possible property valyes, see
ReplicaUpdateMode in Propertydétails.
required
TargetConsistencyGroup | string This parameter shall contdin the Uri to the
existing consistency gtgup.
required

9.6.4.2 (reateReplicaTarget

This action shall be used to create a new consistency group resource to provide expanded data protection through a

replica relftionship with the specified source consistency group.

URIs:

/redfish/vji/StorageServices/{StorageServiceld}/ConsistencyGroups/{ConsistencyGroupld}/Actions/ConsjstencyGr

oup.Creat¢ReplicaTarget

/redfish/vj/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/ConsistencyGroups/{ConsistencyGroupld}/
Actions/CnsistencyGroup:CréateReplicaTarget
/redfish/vjt/Systems/{CamputerSystemlId}/Storage/{Storageld}/ConsistencyGroups/{ConsistencyGrouplq}/Actions
/ConsisterjcyGroupiCreateReplicaTarget

Parameters

The parameters for the action (which can be included in the POST body to the URI shown in the ‘target’ property of
the action) are summarized in Table 24.
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Table 24: ConsistencyGroup.CreateReplicaTarget action parameters, cont.

Parameter Type Notes
ConsistencyGroupName | string This parameter shall contain the Name for the
target consistency group.
required
ReplicaType string This parameter shall contain the type of replica
(enum) relationship to be created. For the possible
property values, see ReplicaType in Property
required | details.
RepiicaUpdateMode string This parameter shall specify the replica update
(enum) mode. For the possible property values, see
ReplicaUpdateMode in Property details.
required
TargetStoragePool string This parameter shall contain the Urito'the existing
StoragePool in which to create tha target
required consistency group.

9.6.4.3 RemoveReplicaRelationship

This actior shall be used to disable data synchronization betweef’a source and target consistency group, remove the

replicatior] relationship, and optionally delete the target consistency group.

URlIs:

/redfish/vj/StorageServices/{StorageServiceld}{ConsistencyGroups/{ConsistencyGroupld}/Actions/ConsjstencyGr

oup.RemoyeReplicaRelationship

/redfish/vj/StorageServices/{StorageSerticeld}/Volumes/{Volumeld}/ConsistencyGroups/{ConsistencyGroupld}/
Actions/ConsistencyGroup.RemoveReplicaRelationship
/redfish/vj/Systems/{ComputerSystemld}/Storage/{Storageld}/ConsistencyGroups/{ConsistencyGroupId}/Actions

/Consister]cyGroup.RemoveReplicaRelationship

Parameters

The paranjetersifor the action (which can be included in the POST body to the URI shown in the ‘target’ prpperty of
the action] ate Summarized in Table 25.
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Table 25: #ConsistencyGroup.RemoveReplicaRelationship action parameters

Parameter Type Notes
DeleteTargetConsistencyGroup | boolean This parameter shall indicate whether or
not to delete the target consistency group
optional as part of the operation. If not specified,
the system should use its default behavior.
TargetConsistencyGroup string This parameter shall contain the Uri to the
existing target consistency group.
required

9.6.4.4 ResumeReplication

This action shall be used to resume the active data synchronization between a source and target consistenc

without otherwise altering the replication relationship.

URls:

y group,

/redfish/vji/StorageServices/{StorageSeruviceld}/ConsistencyGroups/{ConsistencyGroupld}/Actions/ConsjstencyGr

oup.ResurheReplication

/redfish/vj/StorageServices/{StorageSeruviceld}/Volumes/{Volumeld}/ConsistencyGroups/{ConsistencyGroupld}/
Actions/CnsistencyGroup.ResumeReplication
/redfish/vj/Systems/{ComputerSystemlId}/Storage/{Storageld}/ConsistencyGroups/{ConsistencyGrouplq}/Actions

/Consister]cyGroup.ResumeReplication

Parameters

The paranjeters for the action (which can be ineluded in the POST body to the URI shown in the ‘target’ pr:

the action] are summarized in Table 26,

Table 26: #ConsistencyGroup.ResumeReplication action parameters

Parameter Type Notes
TargetConsistencyGroup string This parameter shall contain the Uri to the
existing target consistency group.
required

bperty of

9.6.4.5 ReverseReplicationRelationship

This action shall be used to reverse the replication relationship between a source and target consistency group.

URIs:

/redfish/v1/StorageServices/{StorageServiceld}/ConsistencyGroups/{ConsistencyGroupld}/Actions/ConsistencyGr

oup.ReverseReplicationRelationship

/redfish/v1/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/ConsistencyGroups/{ConsistencyGroupld}/
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Actions/ConsistencyGroup.ReverseReplicationRelationship
/redfish/v1/Systems/{ComputerSystemlId}/Storage/{Storageld}/ConsistencyGroups/{ConsistencyGroupld}/Actions
/ConsistencyGroup.ReverseReplicationRelationship

Parameters

The parameters for the action (which can be included in the POST body to the URI shown in the ‘target’ property of
the action) are summarized in Table 27.

Table 27: ConsistencyGroup.ReverseReplicationRelationship action parameters

_ Parameter Tvpe Notes

TargetConsistencyGroup | string This parameter shall contain the Uri to the
existing target consistency group.

required

9.6.4.6 SplitReplication

This actior shall be used to split the replication relationship and suspend data Synchronization between a source and

target congistency group.
URIs:

/redfish/vj/StorageServices/{StorageServiceld}/ConsistencyGradps/{ConsistencyGroupld}/Actions/ConsjstencyGr
oup.SplitReplication
/redfish/vj/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/ConsistencyGroups/{ConsistencyGroupId}/
Actions/C¢nsistencyGroup.SplitReplication
/redfish/vj/Systems/{ComputerSystemld}/Starage/{Storageld}/ConsistencyGroups/{ConsistencyGroupId}/Actions
/Consister]cyGroup.SplitReplication

Parameters

The paranjeters for the action fwhich can be included in the POST body to the URI shown in the ‘target’ prpperty of
the action] are summarized4mTable 28.

Table 28: #ConsistencyGroup.SplitReplication action parameters

Parameter Type Notes
TargetConsistencyGroup | string This parameter shall contain the Uri to the
existing target consistency group.
required
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9.6.4.7 SuspendReplication

This action shall be used to suspend active data synchronization between a source and target consistency group,

without otherwise altering the replication relationship.

URIs:

/redfish/v1/StorageServices/{StorageServiceld}/ConsistencyGroups/{ConsistencyGroupld}/Actions/ConsistencyGr
oup.SuspendReplication
/redfish/v1/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/ConsistencyGroups/{ConsistencyGroupld}/

1 3 Yal Q AR 12 3
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/redfish/vj/Systems/{ComputerSystemlId}/Storage/{Storageld}/ConsistencyGroups/{ConsistencyGroupl

/Consister]cyGroup.SuspendReplication

Parameters

The paranjeters for the action (which can be included in the POST body to the URI shewr in the ‘target’ pr

the action] are summarized in Table 29.

Table 29: #ConsistencyGroup.SuspendReplication action,parameters

Parameter Type Notes

TargetConsistencyGroup | string This parameter-shall contain the Uri to the

existing target consistency group.

required

9.6.5 Property details

9.6.5.1 CpnsistencyMethod

The propefty shall set the consisten¢y method used by this group.

The valueqd defined for the-€onsistencyMethod ENUM are summarized in Table 30.

Table 30: ConsistencyMethod ENUM values

/}/Actions

bperty of

string Description
HotStanidby | Supports consistency method commonly orchestrated using application-specific
code.
Other Supports consistency method orchestrated using vendor-specific code.
VASA Supports VMware consistency requirements, such as for VASA and VVOLs.
VDI Supports Microsoft virtual backup device interface (VDI).
VSS Supports Microsoft VSS.
9.6.5.2 ConsistencyType
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The property shall set the consistency type used by this group.

The values defined for the ConsistencyType ENUM are summarized in Table 31.

Table 31: ConsistencyType ENUM values

string

Description

ApplicationConsistent | Orchestration exists to either flush or halt pending IO to ensure

operations occur in a transactionally consistent manner.

CrashConsistent

Requested operations are either triggered or instituted without regard to

pending I0.

9.6.5.3 ReplicaType

This pararheter shall contain the type of replica relationship to be created.

The valueqd defined for the ReplicaType ENUM are summarized in Table 32.

Table 32: ReplicaType ENUM values

string Description

Clone This enumeration literal shall indicate that repli¢ation shall create a point in
time, full copy the source.

Mirror This enumeration literal shall indicatedhat replication shall create and
maintain a copy of the source.

Snapshqt This enumeration literal shalldndicate that replication shall create a point in
time, virtual copy of the so@rce.

TokenizedClone | This enumeration litetal shall indicate that replication shall create a token
based clone.

9.6.5.4 ReplicaUpdateMode

This pararpeter shall spééify the replica update mode.

The valueg definedfor the ReplicaUpdateMode ENUM are summarized in Table 33.
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Table 33: ReplicaUpdateMode ENUM values

string Description
Active This enumeration literal shall indicate Active-Active (i.e. bidirectional)
synchronous updates.
Adaptive This enumeration literal shall indicate that an implementation may switch

between synchronous and asynchronous modes.

Asynchronous | This enumeration literal shall indicate Asynchronous updates.

Synchronous This enumeration literal shall indicate Synchronous updates.

9.7C

9.7.1 U

/redfish/v]
/redfish/v
/redfish/v

9.7.2 P

The prope

pnsistencyGroupCollection

RIs
| /StorageServices/{StorageServiceld}/ConsistencyGroups

| /StorageServices/{StorageServiceld}/Volumes/{Volumeld}/€onsistencyGroups
| /Systems/{ComputerSystemlId}/Storage/{Storageld}/CousistencyGroups

roperties

rties defined for the ConsistencyGroupColection object are summarized in Table 34.
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Table 34: ConsistencyGroupCollection properties, cont.

Property Type Notes

@odata.etag string The value of this property shall be a string that is
defined by the ETag HTTP header definition in

read- RFCy232.
only

Description string This object represents the description of this resource.

The resource values shall comply with the Redfish
read- Specification-described requirements.
only
(null)

Membérs [ { array The value of each member entry shall reference-a
ConsistencyGroup resource.

@odata.id string Link to a ConsistencyGroup resource. Seethe Links
section and the ConsistencyGroup §chema for details.
read-
only

+]

Memb¢rs@odata.nextLink | string The value of this property shall be a URI to a
resource, with.thie same @odata.type, containing the

read- next set of partial members.
only

Name string Thisobject represents the name of this resource or
atrray member. The resource values shall comply with

read- the Redfish Specification-described requirements.
ofily This string value shall be of the ‘Name’ reserved word
format.

Oem {} object | This property shall contain the OEM extensions. All
values for properties contained in this object shall
conform to the Redfish Specification-described
requirements. See the Resource schema for details on
this property.
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9.8 DataProtectionLoSCapabilities 1.1.3

9.8.1 Decription

The capabilities to protect data from loss by the use of a replica. The requirements shall be met collectively by the

communication path and the replica. There should be one instance associated to a class of service for each replica.

Each replica independently should have a class of service that describes its characteristics.

0.8.2 U

/redfish/v

[RIs

| /StorageServices/{StorageServiceld}/DataProtectionLoSCapabilities

9.8.3 Properties
The propefties defined for the DataProtectionLoSCapabilities 1.1.3 object are Sémmarized in Table 35.
Table 35: DataProtectionLoSCapabilities 1.1.3 pfroperties
Property Type Notes
@odatj.etag | string The value of this property shall be a string that is defined by the
ETag HTTP header definition in RFCy232.
read-
only
Action object The Actionss property shall contain the available actions for this
(v1.1+) <T} resouree.
Descriﬂ)tion string This.object represents the description of this resource. The resource
yalues shall comply with the Redfish Specification-described
read- requirements.
only
(ouilD)
Id string This property represents an identifier for the resource. The
resource values shall comply with the Redfish Specification-
read- described requiremnerts:
only
required
Identifier {} object The value shall be unique within the managed ecosystem. See the
vi_9 1.v1_g_1schema for details on this property.
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Table 35: DataProtectionLoSCapabilities 1.1.3 properties, cont

Property

Type

Notes

Links {

object

The value of this property shall
contains links to other resources
that are not contained in this

resource.

Oem {}

object

This property shall contain the
OEM extensions. All values for

properties contained in this

object shall conform to the
Redfish Specification-described
requirements. See the Restéurce

schema for details onthis

property.

SupportedReplicaOptions [ {

array

The collectioprshall contain
known andSupported replica
Classes©f"Service.

@odata.id

string

read-

only

The value of this property shall
be the unique identifier for the
resource and it shall be of the
form defined in the Redfish
specification.

3]

SupportedReplicaOptions@odata.count integer

The value of this property shall
be an integer representing the

read- number of items in a collection.
only
b
Name string This object represents the name
of this resource or array
read- member. The resource values
only shall comply with the Redfish
required | Specification-described
requirements. This string value
shall be of the ‘Name’ reserved
word format.
Swordfish SSM B 90191 — AN b e o

API Specification

© ISO/IEC 2021 - All rights reserved

Page 79 0205


https://standardsiso.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

Table 35: DataProtectionLoSCapabilities 1.1.3 properties, cont

Property Type Notes

Oem {} object This property shall contain the OEM
extensions. All values for properties that
this object contains shall conform to the
Redfish Specification-described
requirements. See the Resource schema
for details on this property.

SupportedLinesOfService [ { array The collection shall contain known and
supported DataProtectionLinesOfSeryice.
@odata.id string The value of this property shalhbe'the
unique identifier for the resgurce andl|it
read- shall be of the form defingd in the
only Redfish specification.
11
SupportedMinLifetimes [ ] array The value‘f each entry shall be an ISQ
(string, 8601 duration that specifies the minirhum
null) lifepimie required for the replica.
read-
write
SuppofrtedRecoveryGeographicObjectives | _array The value of each entry shall specify 4|
[] (string supported failure domain. The

(enum)) enumeration literals of this enumeration

shall represent a geographic scope in

read- which all components within that scope
write have similar vulnerabilities. For the
(null) possible property values, see

SupportedRecoveryGeographicObjectives
in Property details.
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Table 35: DataProtectionLoSCapabilities 1.1.3 properties, cont.

Property Type Notes
SupportedRecoveryPointObjectiveTimes | array The value of each entry shall
[] (string, specify a supported ISO 8601 time
null) interval defining the maximum
source information that may be lost
read- on failure. In the case that
write IsIsolated = false, failure of the
domain is not a consideration.
Suppo]‘tedRecoveryTimeObjectives [] array The value of each entry shall
(string specify an enumerated value that
(enum)) indicates a supported expectation
for the time required to aceess an
read- alternate replica. In the case that
write IsIsolated = false, faiture of the
(null) domain is not@-¢onsideration. The
enumeratien literals shall
represent the relative time
required to make a replica
available as a source. For the
possible property values, see
SupportedRecoveryTimeObjectives
in Property details.
SupportedReplicaTypes [ ] array The value of each entry shall
(string specify a supported replica type.
(enum)) The enumeration literals may be
used to specify the intended
read- outcome of the replication. For the
write possible property values, see
(null) SupportedReplicaTypes in
Property details.
SupportsIsolated boolean A value of true shall indicate that
allocating a replica in a separate
read- fault domain is supported. The
write default value for this property is
(null) false.
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9.8.4 Property details

9.8.4.1 SupportedRecoveryGeographicObjectives

The value of each entry shall specify a supported failure domain. The enumeration literals of this enumeration shall

represent a geographic scope in which all components within that scope have similar vulnerabilities.
The values defined for the SupportedRecoveryGeographicObjectives ENUM are summarized in Table 36.

Table 36: SupportedRecoveryGeographicObjectives ENUM values

strin

oS

Description

Datacenter A facility that provides communication, power, or cooling infrastructure to a co-

located set of servers, networking and storage.

Rack A container within a datacenter that provides communication, power, or cooling to a
set of components.

RackGrgup | A set of racks that may share common communication, power, grieooling.

Region A set of resources that are required to be either geographically or politically isolated
from resources not in the resources.

Row A set of adjacent racks or rackgroups that may share common communication,
power, or cooling.

Server Components of a CPU/memory complex thatshare the same infrastructure.

9.8.4.2 SupportedRecoveryTimeObjectives

The value pf each entry shall specify an enumetated value that indicates a supported expectation for the tifne
required tp access an alternate replica. In'the case that IsIsolated = false, failure of the domain is not a congideration.

The enumeration literals shall represent the relative time required to make a replica available as a source.

The valueq defined for the SupportedRecoveryTimeObjectives ENUM are summarized in Table 37.
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Table 37: SupportedRecoveryTimeObjectives ENUM values

string Description
Nearline Access to a replica shall be consistent with switching access to a different path

through a different front-end interconnection infrastructure. Some inconsistency

may occur. A restore step may be required before recovery can commence.

Offline Access to a replica may take a significant amount of time. No direct connection to
the replica is assumed. Some inconsistency loss may occur. A restore step is likely
to be required.

OnlineActive Access to svnchronous replicas shall be instantaneous.

OnlinePassive | Access to a synchronous replica shall be consistent with switching access to a
different path the same front-end interconnect. A restore step shall not be

required.

9.8.4.3 SupportedReplicaTypes

The value pf each entry shall specify a supported replica type. The enumeratiotiliterals may be used to spegify the

intended dutcome of the replication.
The valueq defined for the SupportedReplicaTypes ENUM are summarized in Table 38.

Table 38: SupportedReplicaTypes ENUM values, cont.

string DeSseription
Clone This enumeration literal shall indicate that replication shall create a point in

time, full copy the source.

Mirror This enumeration litefal’shall indicate that replication shall create and

maintain a copy ofithe source.

—+

Snapshd This enumeration literal shall indicate that replication shall create a point in

time, virta copy of the source.

TokenizgdClone This@numeration literal shall indicate that replication shall create a token
based clone.

9.9 atadoCCurty O

9.9.1 Decription

This resource may be used to describe data security capabilities.

0.9.2 URIs
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/redfish/v1/StorageServices/{StorageServiceld}/DataSecurityLoSCapabilities

9.9.3 Properties

The properties defined for the DataSecurityLoSCapabilities 1.1.3 object are summarized in Table 39.

Table 39: DataSecurityLoSCapabilities 1.1.3 properties

Property Type Notes
@odata.etag string The value of this property shall be a string that is defined by the
ETag HTTP header definition in RFC7232.
read-
only
Action object The Actions property shall contain the available actions foDthis
(v1.1+) {T} resource.
DescriJ)tion string This object represents the description of this resource. The resource
values shall comply with the Redfish Specification-described
read- requirements.
only
(null)
Id string This property represents an idéntifier for the resource. The
resource values shall comply with the Redfish Specification-
read- described requirements:
only
required
Identiffer {} object The value identifies this resource. The value shall be unique within
the managed ecosystem. See the v1_9 1.v1_9 1 schema for details
on fhis property.
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Table 39: DataSecurityLoSCapabilities 1.1.3 properties, cont.

Property Type Notes
Name string This object represents the name of this
resource or array member. The
read- resource values shall comply with the
only Redfish Specification-described
required | requirements. This string value shall be
of the ‘Name’ reserved word format.
Oem {} object This property shall contain the OEM
extensions. All values for properties
that this object contains shall conformy
to the Redfish Specification-descfibed
requirements. See the Resour¢eschema
for details on this propetrty.
SupportedAntivirusEngineProviders | array The entry values shathspecify
[] (string, supported AntiVicds providers.
null)
read-
write
SupportedAntivirusScanPolicies [ ] array The enumeration literal shall specify
(string supported policies that trigger an
(enum)) AntiVirus scan. The enumberation
literals shall specify types of antivirus
read- scan triggers. For the possible property
write values, see
(null) SupportedAntivirusScanPolicies in

Property details.
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Table 39: DataSecurityLoSCapabilities 1.1.3 properties, cont.

Property Type Notes
SupportedChannelEncryptionStrengths array The enumeration literal shall specify supported
[] (string key sizes in a symmetric encryption algorithm

(enum)) (AES) for transport channel encryption. The

enumeration literals shall specify Key sizes in a

read- symmetric encryption algorithm, (see NIST SP
write 800-57 part 1
(null) (http: /csrc.nist.gov/publications/nistpubs/800-

57/sp800-57_part1_rev3_general.pdf). |For the
possible property values, see

SupportedChannel EncryptionStrengthd in
Property details.
SupportedDataSanitizationPolicies [ ] array The enumeration literal shall specify supported
(string data sanitization policies. The enumbergtion

(enum)) literals shall speeify types of data sanitization

policies. Forthe possible property valuds, see

read- SupportédDataSanitizationPolicies in Property
write details.
(null)

SupportedHostAuthenticationTypes [ ] array The enumeration literal shall specify supported
(string authentication types for hosts (servers) ¢r

(enum)) initiator endpoints. The enumeration literals
shall specify authentication algorithms. fFor the

read- possible property values, see
write SupportedHostAuthenticationTypes in
(null) Property details.
SupportedLinesOfService [ { array The collection shall contain supported
DataSecurity service options.
@odata.id string The value of this property shall be the uhique
identifier for the resource and it shall bg of the
read- form defined in the Redfish specificatiof.
only
1
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Table 39: DataSecurityLoSCapabilities 1.1.3 properties, cont.

Property Type Notes
SupportedMediaEncryptionStrengths array The enumeration literal shall specify supported
[] (string key sizes in a symmetric encryption algorithm

(enum)) (AES) for media encryption.

read-
write

(null)

The enumeration literals shall specify Key [sizes
in a symmetric encryption algorithng (sée NIST
SP 800-57 part 1
(http:/csre.nist.gov/publications/nistpubs{800-
57/sp800-57_part1_rey3_general.pdf). Fdr the
possible property valies; see
SupportedMedigEnciryptionStrengths in
Property details.

SuppoftedSecureChannelProtocols [ ] array The enuthgration literal shall specify suppprted
(string protocdls that provide encrypted
(enum)) communication. The enumeration literals $hall
specify types of Secure channel protocols. For

read- the possible property values, see
write SupportedSecureChannelProtocols in Property
(nall) details.

SupportedUserAuthenticationTypes array The enumeration literal shall specify suppprted
1 (string authentication types for users (or programe).
(enum)) The enumeration literals shall specify

authentication algorithms. For the possibld

read- property values, see
write SupportedUserAuthenticationTypes in
(null) Property details.

9.9.4 Property details

9.9.4.1 SupportedAntivirusScanPolicies

The enumeration literal shall specify supported policies that trigger an AntiVirus scan. The enumberation literals
shall specify types of antivirus scan triggers.

The values defined for the SupportedAntivirusScanPolicies ENUM are summarized in Table 40.
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Table 40: SupportedAntivirusScanPolicies ENUM values

string Description
None This enumeration literal specifies No trigger.
OnFirstRead This enumeration literal specifies to trigger on first read.
OnPatternUpdate This enumeration literal specifies to trigger on antivirus pattern file update.
OnRename This enumeration literal specifies to trigger on object rename.
OnUpdate This enumeration literal specifies to trigger on object update.

9.9.4.2 SupportedChannelEncryptionStrengths

The enumIration literal shall specify supported key sizes in a symmetric encryption algorithm (AES) for transport

channel e

The valueq defined for the SupportedChannel EncryptionStrengths ENUM.afe summarized in Table 41.

cryption. The enumeration literals shall specify Key sizes in a symmetricencryption algorithm,
SP 800-57 part 1 (http:/csre.nist.gov/publications/nistpubs/800-57/sp800-57_ patti_rev3_general.pdf).

Table 41: SupportedChannelEncryptionStrength$. ENUM values

string Description
Bits_o This enumeration literal specifies thapithere is no key.
Bits_ 114 This enumeration literal specifies'@3DES 112 bit key.
Bits_128 This enumeration literal specifies an AES 128 bit key.
Bits_192 This enumeration literal specifies an AES 192 bit key.
Bits_256 This enumeration literal specifies an AES 256 bit key.

9.9.4.3 SupportedDataSanitizationPolicies

see NIST

The enumération literalshiall specify supported data sanitization policies. The enumberation literals shall gpecify
types of d4ta sanitizatiéon policies.

The valueg defined for the SupportedDataSanitizationPolicies ENUM are summarized in Table 42.
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Table 42: SupportedDataSanitizationPolicies ENUM values

Description

Clear

This enumeration literal specifies to sanitize data in all user-addressable
storage locations for protection against simple non-invasive data recovery
techniques.

CryptographicErase | This enumeration literal specifies to leverages the encryption of target data

by enabling sanitization of the target data’s encryption key. This leaves only
the ciphertext remaining on the media, effectively sanitizing the data by

preventing read-access. For more information, see NIST800-88 and

ISO/IEC 27040.

None

This enumeration literal specifies no sanitization.

9.9.4.4 SupportedHostAuthenticationTypes

The enumeration literal shall specify supported authentication types for hosts (servers) or initiator endpoints. The

enumeratipn literals shall specify authentication algorithms.

The valueq defined for the SupportedHostAuthenticationTypes ENUM are'summarized in Table 43.

Table 43: SupportedHostAuthenticationTypes ENUM values, cont.

string

Description

None

This enumeration literal specifies No authéntication.

Passwonld

This enumeration literal specifies Password/shared-secret: Absent an distributed

authentication infrastructure, thig is'what is typically done.

PKI

This enumeration literal specifies a Public Key Infrastructure. Customers with the
highest assurance requirements roll PKI out to hosts and users (it is more common for
hosts than users. Uset: PKI-based authentication has significant operational
complications and administrative overheads, e.g., smart cards may be involved.

Ticket

This enumeration literal specifies Ticket-based (e.g., Kerberos): This is the most
common‘class of authentication infrastructure used in enterprises. Kerberos is the
best Kinown example, and Windows usage of that via Active Directory is so widely
deployed as to be a de facto standard. In other areas (e.g., academia) there are
comparable ticket-based systems.

9.9.4.5 SupportedMediaEncryptionStrengths

The enumeration literal shall specify supported key sizes in a symmetric encryption algorithm (AES) for media

encryption. The enumeration literals shall specify Key sizes in a symmetric encryption algorithm, (see NIST SP 800-
57 part 1 (http: /csrc.nist.gov/publications/nistpubs/800-57/sp800-57_part1_rev3_general.pdf).

The values defined for the SupportedMediaEncryptionStrengths ENUM are summarized in Table 44.
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Table 44: SupportedMediaEncryptionStrengths ENUM values

string Description
Bits_o This enumeration literal specifies that there is no key.
Bits_112 This enumeration literal specifies a 3DES 112 bit key.
Bits_128 This enumeration literal specifies an AES 128 bit key.
Bits_192 This enumeration literal specifies an AES 192 bit key.
Bits_256 This enumeration literal specifies an AES 256 bit key.

9.9.4.6 SlupportedSecureChannelProtocols

The enumgration literal shall specify supported protocols that provide encrypted communication/The enumeration
literals sh4ll specify types of Secure channel protocols.

The valueq defined for the SupportedSecureChannelProtocols ENUM are summarizedini able 45.

Table 45: SupportedSecureChannelProtocols ENUM values, cont.

string Description
IPsec This enumeration literal specifies Internet Protocgd Security (IPsec), as defined
by IETF RFC 2401
None This enumeration literal specifies no encrygtion.

RPCSE(_GSS | This enumeration literal specifies RPCiaccess to the Generic Security Services
Application Programming Interfacg (GSS-API), as defined by IETF RPC 2203.

TLS This enumeration literal specifies Transport Layer Security (TLS), as defined by
ISO/IEC 20648

9.9.4.7 SupportedUserAuthenticationTypes

The enumeration literal shall specify supported authentication types for users (or programs). The enumergtion
literals shdll specify authentjcation algorithms.

The valued defined £0% ‘the SupportedUserAuthenticationTypes ENUM are summarized in Table 46.
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Table 46: SupportedUserAuthenticationTypes ENUM values

string

Description

None

This enumeration literal specifies No authentication.

Password

This enumeration literal specifies Password/shared-secret: Absent an distributed
authentication infrastructure, this is what is typically done.

PKI

This enumeration literal specifies a Public Key Infrastructure. Customers with the
highest assurance requirements roll PKI out to hosts and users (it is more common for
hosts than users. User PKI-based authentication has significant operational

complications and administrative overheads, e.g.. smart cards mav be involved.

Ticket

This enumeration literal specifies Ticket-based (e.g., Kerberos): This is the most
common class of authentication infrastructure used in enterprises. Kerberos is the
best known example, and Windows usage of that via Active Directory is so widély
deployed as to be a de facto standard. In other areas (e.g., academia) there ate

comparable ticket-based systems.

9.10 PataStorageLoSCapabilities 1.2:1

9.10.1 Decription

Each instance of DataStorageL.oSCapabilities describeseapabilities of the system to support various data stprage

service options.

9.10.2 URIs

/redfish/vj/StorageServices/{StorageServiceld}/DataStorageLoSCapabilities

9.10.3 Properti€s

The propeftiesSidefined for the DataStorageLoSCapabilities 1.2.1 object are summarized in Table 47.
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Table 47: DataStoragel.oSCapabilities 1.2.1 properties

Property Type Notes
@odata.etag string The value of this property
shall be a string that is defined
read- by the ETag HTTP header
only definition in RFC7232.
Actions (v1.1+) {} object The Actions property shall
contain the available actions
for this resource.
DescriJ)tion string This object represents the
description of this resource:
read- The resource values shall
only comply with the Redfish
(null) Specification-deseribed
requirements,
Id string This property represents an
identifier for the resource. The
read- fesource values shall comply
only with the Redfish Specification-
required> | described requirements.
Identiffer {} objeet The value shall be unique
within the managed
ecosystem. See the
v1_9 1.vi_ 9 1schema for
details on this property.
MaximumRecoverableCapacitySourceCount | integer The maximum number of
(v1.2+) capacity source resources that
read- can be supported for the
write purpose of recovery when in
(null) the event that an equivalent
capacity source resource fails.
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Table 47: DataStorageLoSCapabilities 1.2.1 properties

Property Type Notes
Name string This object represents the name of this
resource or array member. The resource
read- values shall comply with the Redfish
only Specification-described requirements. This
required | string value shall be of the ‘Name’ reserved
word format.

Oem {} object This property shall contain the OEM
extensions. All values for properties that this
object contains shall conform to the Redfish
Specification-described requirements. Séeythe
Resource schema for details on thisproperty.

SupportedAccessCapabilities [ array Each entry specifies a storage aceess

] (string capability. StorageAccessCapability

(enum)) enumeration literals maybe used to describe
abilities to read or write storage. For the

read- possible propertfjvalues, see

write SupportedAgecéssCapabilities in Property

(null) details.

SupportedLinesOfService [ { array The egllection shall contain known and

supported DataStorageLinesOfService.
@odata.id string The value of this property shall be the unique
identifier for the resource and it shall be of
réad- the form defined in the Redfish specification.
only

11

SupportedProvisioningPolicies array This collection specifies supported storage

[] (string allocation policies. The enumeration literals

(enum)) may be used to specify space provisioning
policy. For the possible property values, see
read- SupportedProvisioningPolicies in Property
write details.
(tl)
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Table 47: DataStorageLoSCapabilities 1.2.1 properties, cont.

Property Type Notes
SupportedRecoveryTimeObjectives array This collection specifies supported
[] (string expectations for time to access the

(enum)) primary store after recovery. The

enumeration literals shall represent the

read- relative time required to make a replica

write available as a source. For the possible

(null) property values, see
SupportedRecoveryTimeObjectives in
Property details.

SupportsSpaceEfficiency boolean The value specifies whether storage

compression or deduplication is

read- supported. The default valug for this

write property is false.

(null)

9.10.4 Property details

9.10.4.1 $upportedAccessCapabilities

Each entry specifies a storage access capability. StorageAccessCapability enumeration literals may be used fo
describe abilities to read or write storage.

The valueq defined for the SupportedAccessCapabilities ENUM are summarized in Table 48.

Table 48: SipportedAccessCapabilities ENUM values

string Description
Append This enumeration literal shall indicate that the storage may be written only to
append’
Execute] This value shall indicate that Execute access is allowed by the file share.
Read This enumeration literal shall indicate that the storage may be read.

Streamihg This enumeration literal shall indicate that the storage may be read sequentially.

Write This enumeration literal shall indicate that the storage may be written multiple

times.

WriteOnce | This enumeration literal shall indicate that the storage may be written only once.
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9.10.4.2 SupportedProvisioningPolicies

This collection specifies supported storage allocation policies. The enumeration literals may be used to specify space

provisioning policy.
The values defined for the SupportedProvisioningPolicies ENUM are summarized in Table 49.

Table 49: SupportedProvisioningPolicies ENUM values

string Description
Fixed This enumeration literal specifies storage shall be fully allocated.
Thin This enumeration literal specifies storage may be over allocated.

9.10.4.3 BupportedRecoveryTimeObjectives

This colledtion specifies supported expectations for time to access the primary store aft€r recovery. The enfimeration

literals shdll represent the relative time required to make a replica available as a sodrge.
The valueq defined for the SupportedRecoveryTimeObjectives ENUM are summmarized in Table 50.

Table 50: SupportedRecoveryTimeObjectives ENUM values, cont.

string Description
Nearling Access to a replica shall be consistent with~sWitching access to a different path

through a different front-end interconsection infrastructure. Some inconsistency

may occur. A restore step may be required before recovery can commence.

Offline Access to a replica may take a significant amount of time. No direct connection to
the replica is assumed. Somie’inconsistency loss may occur. A restore step is likely

to be required.

OnlineActive Access to synchronous replicas shall be instantaneous.

OnlinePassive | Access to a synchronous replica shall be consistent with switching access to a
different.path the same front-end interconnect. A restore step shall not be

required.

9.11 DriveCollection

0.11.1 URIs

/redfish/v1/StorageServices/{StorageServiceld}/Drives
/redfish/v1/StorageServices/{StorageSeruviceld}/FileSystems/{FileSystemlId}/CapacitySources/{CapacitySourceld}/
ProvidingDrives
/redfish/v1/StorageServices/{StorageSeruviceld}/StoragePools/{StoragePoolld}/CapacitySources/{CapacitySourcel
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d}/ProvidingDrives

/redfish/v1/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/CapacitySources/{CapacitySourceld}/Provid

ingDrives

9.11.2 Properties

The properties defined for the DriveCollection object are summarized in Table 51.

Table 51: DriveCollection properties

Property Type Notes
@odata.etag string | The value of this property shall be a string that is
defined by the ETag HTTP header definition in
read- RFC7232.
only
Description string | This object represents the description‘of this resource.
The resource values shall complywith the Redfish
read- Specification-described requitéments.
only
(null)
Membeérs [ { array The value of each entry of this property shall
reference a Drive resource.
@odata.id string | The valuglof this property shall be the unique
identifier for the resource and it shall be of the form
read- |. defined in the Redfish specification.
only
1
Membé¢rs@odata.nextLink |_string | The value of this property shall be a URI to a resource,
with the same @odata.type, containing the next set of
read- partial members.
only
Name string | This object represents the name of this resource or
array member. The resource values shall comply with
read- the Redfish Specification-described requirements.
only This string value shall be of the ‘Name’ reserved word
format.
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Table 51: DriveCollection properties, cont.

Property Type Notes

Oem {} object | This property shall contain the OEM extensions. All values for properties
contained in this object shall conform to the Redfish Specification-
described requirements. See the Resource schema for details on this

property.

) I | MW PR P
0.12 prapomtGroup 1.2°0

9.12.1 Decription

An EndpointGroup represents a collection of endpoints that are managed as a unit. Brgfouping together afcollection
of Endpoints, the EndpointGroup allows a collection of entities from differing sourées or hosts to be manigulated
uniformly fand efficiently.

For any giyen EndpointGroup, all of its endpoints act exclusively as eithef server endpoints or client endpqints, as
indicated lpy the value of the EndpointType property. Similarly, each:Endpoint within a group has the sam¢

AccessState.

A server of client may define multiple EndpointGroup entities that access the same set of resources or fungtionality.
A group may be designated as preferred, which signifies,that access should be directed through its members in
preferencq to the Endpoints listed in other EndpointGroups. If the value of EndpointType is Server, an
Endpoint(froup entity can be used to represent tatget port group as defined by SCSI. In that mode, the valye of the
TargetEndpointGroupldentifier should corréspond to the target port group number. (See clause “Device
Identificatjon VPD page” as defined in the\SCSI Primary Commands specification.)

9.12.2 URIs

/redfish/vji/StorageSerices/{StorageServiceld}/EndpointGroups/{EndpointGroupld}
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9.12.3 Properties

The properties defined for the EndpointGroup 1.2.0 object are summarized in Table 52.

Table 52: EndpointGroup 1.2.0 properties

Property Type Notes
@odata.etag string The value of this property shall be a string that is defined by the
ETag HTTP header definition in RFC7232.
read-
only
AccessPtate string Access to all associated resources through all aggregated endpoings
(enum) shall share this access state. For the possible property values, see
AccessState in Property details.
read-
write
(null)
Action object The Actions property shall contain the avajlable actions for this
(v1.1+) {T} resource.
DescriJ)tion string This object represents the description of this resource. The
resource values shall comply with*the Redfish Specification-
read- described requirements.
only
(null)
Endpoints [ { array The value of eachrentry shall reference an Endpoint resource.
@odata.id | string The valugofthis property shall be the unique identifier for the
resougce and it shall be of the form defined in the Redfish
read- spécification.
only
11
GroupType string The group contains only endpoints of a given type Client/Initiator
(€num) or Server/Target. If this endpoint group represents a SCSI target
group, the value of GroupType shall be Server. For the possible
read- property values, see GroupType in Property details.
write
(null)
Id string This property represents an identifier for the resource. The
resource values shall comply with the Redfish Specification-
read- described requirements.
only
required
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Table 52: EndpointGroup 1.2.0 properties, cont.

Property Type Notes
Identifier object The value shall be unique within the managed ecosystem. See the
{ vi_9_1.vi_9_1schema for details on this property.
Links { object This structure shall contain references to resources that are not
contained within this resource.
Oem {} object This property shall contain the OEM extensions. All values for
properties contained in this object shall conform to the Redfish
Specification-described requirements. See the Resource schema for
details on this property.
b
Name string This object represents the name of this resource or array membér. The
resource values shall comply with the Redfish Specification-described
read- requirements. This string value shall be of the ‘Name’ réserved word
only format.
required
Oem {}| object This property shall contain the OEM exten$ions. All values for
properties that this object contains shatliconform to the Redfish
Specification-described requirements."See the Resource schema for
details on this property.
Preferted | boolean A value of True in this propgrty shall indicate that access to the
associated resource threligh the endpoints in this endpoint group is
read- preferred over accessithrough other endpoints. The default value for
write this property is:false.
(null)
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Table 52: EndpointGroup 1.2.0 properties, cont.

Property

Type

Notes

TargetEndpointGroupldentifier | integer

read-
write

(nulD)

If this endpoint group represents a SCSI target
group, the value of this property shall contain
a SCSI defined identifier for this group, which
corresponds to the TARGET PORT GROUP
field in the REPORT TARGET PORT GROUPS
response and the TARGET PORT GROUP field
in an INQUIRY VPD page 85 response, type 5h

1dentifier. See the INCITS SAM-5 specitication.

9.12.4 ]

0.12.4.1 /

Access to 4

The values

\ccessState

Property details

1] associated resources through all aggregated endpoints shall sharethis access state.

defined for the AccessState ENUM are summarized in Table 53

Table 53: AccessState ENUM values, cont.

string Description

NonOptjmized | Inthe context of this enumeration literal, each endpoint shall be in an
Active/NonOptimized state.

Optimized In the context of this enumeration literal, each endpoint shall be in an
Active/Optimized staté.

Standby In the context of this'enumeration literal, each endpoint shall be in a Standby
state.

Transitipning In the comtext of this enumeration literal, at least one endpoint shall be
transitioning to a new AccesState.

Unavailfble In€he context of this enumeration literal, each endpoint shall be in an
tnavailable state.

9.12.4.2 Group1ype

The group contains only endpoints of a given type Client/Initiator or Server/Target. If this endpoint group

represents a SCSI target group, the value of GroupType shall be Server.

The values defined for the GroupType ENUM are summarized in Table 54.
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Table 54: GroupType ENUM values

string Description
Client The group contains the client (initiator) endpoints.
Server The group contains the server (target) endpoints.

9.13 EndpointGroupCollection

9.13.1 UURIs

/redfish/vji/StorageServices/{StorageServiceld}/EndpointGroups

9.13.2 Properties

The propefties defined for the EndpointGroupCollection object are summatized in Table 55.

Table 55: EndpointGroupCollection properties

Property Type Notes
@odatg.etag string | The value of this property shall be a string that is
defined biy;the ETag HTTP header definition in
read- RFCz232.
only
Description string \|) This object represents the description of this resource.
The resource values shall comply with the Redfish
read- Specification-described requirements.
only
(null)
Membérs [ { array The value of each member entry shall reference an
endpoint group resource.
@odata,id string Link to a EndpointGroup resource. See the Links
section and the EndpointGroup schema for details.
read-
only
1
Members@odata.nextLink | string | The value of this property shall be a URI to a resource,
with the same @odata.type, containing the next set of
read- partial members.
only
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Table 55: EndpointGroupCollection properties, cont.

Property Type Notes

Name string This object represents the name of this resource or array member. The
resource values shall comply with the Redfish Specification-described

read- requirements. This string value shall be of the ‘Name’ reserved word
only format.

Oem {} object | This property shall contain the OEM extensions. All values for properties
contained in this object shall conform to the Redfish Specification-
described requirements. See the Resource schema for details on this
property.

9.14 FeaturesRegistry 1.0.0

9.14.1 Decription

This resoufrce shall be used to represent a Feature registry for a Redfishiniplementation.

9.14.2 Properties

The propefties defined for the FeaturesRegistry 1.0,0-gbject are summarized in Table 56.

Table 56: FeaturesRegistry 1.0.0 properties

Property Type Notes
@odatg.etag | string The value of this property shall be a string that is defined by the ETag
HITP header definition in RFC7232.
read-
only
Actions$ {} object | The Actions property shall contain the available actions for this
resource.
Description string This object represents the description of this resource. The resource
vatues shattcomply witi the RedfishrSpecification-described
read- requirements.
only
(null)
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Table 56: FeaturesRegistry 1.0.0 properties, cont.

Property Type Notes
Features { object The pattern property shall represent
the suffix to be used in the Featureld
* and shall be unique within this
required” message registry.
(pattern) { object Property names follow regular
expression pattern “[A-Za-z0-9]+”
CorrespondingProfileDefinition string If present, the value shall define a
profile definition that contains the
read- named profile declaration.
only
required
(null)
Description string The value shall be(a'detailed
description of thefeature.
read-
only
required
(null)
HeatureName string The value shall be the unique name
of the feature prefixed by the
read- defining organization separated by a
only period (e.g. ‘vendor.feature’).
required
(null)
Version string The value shall uniquely identify the
version of the feature, using the
read- major.minor.errata format.
only
required
(null)
¥
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Table 56: FeaturesRegistry 1.0.0 properties, cont.

Property Type Notes
(pattern) {} [ array, Property names follow regular expression pattern “*([a-zA-
1 boolean, 7 1[a-zA-Zo-9_1*)?@(odata| Redfish| Message)\.[a-zA-Z_][a-
integer, zA-Z0-9_1*$”
number,
object,
string
(null)
b
Id string This property represents an identifier for the resoutege: The
resource values shall comply with the Redfish Spe¢ification-
read-only described requirements.
required
Langugge string The value of this property shall bea stfing consisting of an
RFC 5646 language code.
read-only
required
Name string This object represents-the name of this resource or array
member. The reggurce values shall comply with the Redfish
read-only Specificatiom=described requirements. This string value shall
required be of the"iName’ reserved word format.
Oem {}| object Thisptoperty shall contain the OEM extensions. All values for
properties that this object contains shall conform to the
Redfish Specification-described requirements. See the
Resource schema for details on this property.
OwningEntity sting The value of this property shall be a string that represents the
publisher of this registry.
read-only
required
RegistIIyPreﬁx string The value of this property shall be the prefix used in IDs
which uniquely identifies all of the Features in this registry as
read-only belonging to this registry.
required
RegistryVersion | string The value of this property shall be the version of this message
registry. The format of this string shall be of the format
read-only majorversion.minorversion.errata.
required
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This resource shall be used to represent a shared set of files with a common directory structure.

9.15.2 Properties

The propefties defined for the FileShare 1.1.3 object are summarized in Table 57.

Table 57: FileShare 1.1.3 properties

Property Type Notes
@odata.etag string The value of this property shall be a.gtring that is
defined by the ETag HTTP headefr definition in
read- RFC7232.
only
Action$ (v1.1+) {} object The Actions property 8hdll contain the available
actions for this resource.
CASupported boolean The value of #hyié property shall indicate that
Continuous Availability is supported. Client/Server
read- mediated recovery from network and server failure
write witl’application transparency. This property shall be
(nulD) NULL unless the FileSharingProtocols property
includes SMB. The default value for this property is
false.
DefaultAccessCapabilities array The value of this property shall be an array
[] (string containing entries for the default access capabilities
(enum)) for the file share. Each entry shall specify a defaul
access privilege. The types of default access can
read- include Read, Write, and/or Execute.
only StorageAccessCapability enumeration literals may be
(null) used to describe abilities to read or write storage.

For the possible property values, see
DefaultAccessCapabilities in Property details.
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Table 57: FileShare 1.1.3 properties, cont.

Property Type Notes

Description string This object represents the description of this

resource. The resource values shall comply
read- with the Redfish Specification-described
only requirements.
(null)

EthernetInterfaces { object The value shall be a link to an
EthernetInterfaceCollection with members
that provide access to the file share.

@odata.id string The value of this property shall be the unique
identifier for the resource and it shall he/of
read- the form defined in the Redfish spéeification.
only

by

ExecuteSupport boolean | The value of this property shall indicate
whether Execute decess is supported by the

read- file share. Theglafault value for this property
only is false.
(null)
FileSharePath string The value of this property shall be a path
(relative to the file system root) to the
read- exported file or directory on the file system
only where this file share is hosted.
()
FileShareQuotaType string If FileShareQuotaType is present, a value of
(enum) Soft shall specify that quotas are not enforced,
and a value of Hard shall specify that writes
read- shall fail if the space consumed would exceed
write the value of the FileShareTotalQuotaBytes
(null) property. For the possible property values,
see FileShareQuotaType in Property details.

FileShirreRemainingQuotaBytes integer If present, the value of this property shall

(By) indicate the remaining number of bytes that
may be consumed by this file share.

read-

only

(null)
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Table 57: FileShare 1.1.3 properties, cont.

Property Type Notes
FileShareTotalQuotaBytes | integer If present, the value of this property shall indicate
(By) the maximum number of bytes that may be
consumed by this file share.
read-
write
(null)
FileSharingProtocols [ ] array This property shall be an array containing entries
(string for the file sharing protocols supported by this file
(enum)) share. Each entry shall specify a file sharing
protocol supported by the file system. The valires
read- shall indicate the file sharing protocols supported
only by the file system. At least one value shall be
(null) present. For the possible property valiies, see
FileSharingProtocols in Property details.
Id string This property represents afiidentifier for the
resource. The resourc€ values shall comply with the
read- Redfish Specification-described requirements.
only
required
Links { object The Lipks property, as described by the Redfish
Specification, shall contain references to resources
that are related to, but not contained by
(subordinate to), this resource.
ClassOfService { object This value shall be a link to the ClassOfService for
this file share.
@odata.id string The value of this property shall be the unique
identifier for the resource and it shall be of the form
read- defined in the Redfish specification.
only
b
FileSystem { object The value shall be a link to the file system
containing the file share. See the FileSystem schema
for details on this property.
@odata.id string Link to a FileSystem resource. See the Links section
and the FileSystem schema for details.
read-
only
¥
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Table 57: FileShare 1.1.3 properties, cont.

Property Type Notes
Oem {} object This property shall contain the OEM
extensions. All values for properties contained
in this object shall conform to the Redfish
Specification-described requirements. See the
Resource schema for details on this property.

by

LowSpaceWarningThresholdPercents array This property shall be an array containing

[1] (%) entries for the percentages of file share

(integer, capacity at which low space warning'events are

null) be issued. A
LOW_SPACE_THRESHOIp,“WARNING

read- event shall be triggered gach time the

write remaining file share-capacity value becomgs
less than one of+thie values in the array. The
following shalDbe true: Across all
CapacitySqurces entries, percent =
(SUM(AllocatedBytes) -
SBM(ConsumedBytes))/SUM(AllocatedBytes).

Name string This object represents the name of this
resource or array member. The resource

read- values shall comply with the Redfish

orily Specification-described requirements. Thik

required | string value shall be of the ‘Name’ reserved
word format.

Oem {}| object This property shall contain the OEM
extensions. All values for properties that this
object contains shall conform to the Redfish
Specification-described requirements. See|the
Resource schema for details on this propefty.

RemainingCapacityPercent (vi.1+) integer If present, this value shall return
([(SUM(AllocatedBytes) -

rocd SUM(ConsumedBytesH/SEMAHeeatedBytes))
only * 100 represented as an integer value.
(null)
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Table 57: FileShare 1.1.3 properties, cont.

Property Type Notes
RootAccess boolean | The value of this property shall indicate whether Root access is
allowed by the file share. The default value for this property is false.
read-
only
(null)
Status {} object This value of this property shall indicate the status of the file share.
See the Resource schema for details on this property.
WritePolicy | string The value of this property shall define how writes are replicated to
(enum) the shared source. For the possible property values, see WritePolicy
in Property details.
read-
only
(null)

9.15.3 Property details

9.15.3.1 DefaultAccessCapabilities

The value pf this property shall be an array containing entriés for the default access capabilities for the file|share.

Each entry shall specify a defaul access privilege. The-types of default access can include Read, Write, and jor

Execute. SforageAccessCapability enumeration litdrals may be used to describe abilities to read or write stqrage.

The valueqd defined for the DefaultAccessCapabilities ENUM are summarized in Table 58.

Table 58: DefaultAccessCapabilities ENUM values

string Description
Append This enungéxation literal shall indicate that the storage may be written only to
append.
Execute| This value shall indicate that Execute access is allowed by the file share.
Read This enumeration literal shall indicate that the storage may be read.

Streamihg

This enumeration literal shall indicate that the storage may he read qunpn’rinﬂv

Write This enumeration literal shall indicate that the storage may be written multiple
times.
WriteOnce | This enumeration literal shall indicate that the storage may be written only once.
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9.15.3.2 FileShareQuotaType

If FileShareQuotaType is present, a value of Soft shall specify that quotas are not enforced, and a value of Hard shall
specify that writes shall fail if the space consumed would exceed the value of the FileShareTotalQuotaBytes property.

The values defined for the FileShareQuotaType ENUM are summarized in Table 59.

Table 59: FileShareQuotaType ENUM values

string Description
Hard This value shall indicate that quotas are enabled and enforced.
Soft This value shall indicate that quotas are enabled but not enforced.

9.15.3.3 FileSharingProtocols

This propgrty shall be an array containing entries for the file sharing protocols supportéd by this file share| Each
entry shall specify a file sharing protocol supported by the file system. The values siiall'indicate the file sharing
protocols gupported by the file system. At least one value shall be present.

The valueg defined for the FileSharingProtocols ENUM are summarized in\Table 60.

Table 60: FileSharingProtocols ENUM\values

string Description

NFSv3 This value shall indicate that NFSv3, as defined in RFC 1813, is supported by the
file system.

NFSv4_lo This value shall indicate that NFSv4, as defined in RFC 7530, is supported by the
file system.

NFSv4_ju This value shall indicaté that NFSv4.1, as defined in RFC 5661, is supported by the
file system.

SMBv2 |0 This value shall ifidicate that Server Message Block version 2.0 is supported by the
file system,

SMBv2_|1 This~aliie shall indicate that Server Message Block version 2.1 is supported by the
filesystem.

SMBv3_|0 This value shall indicate that Server Message Block version 3.0 is supported by the
file system.

SMBv3_o_2 | This value shall indicate that Server Message Block version 3.0.2 is supported by
the file system.

SMBv3_1_1 This value shall indicate that Server Message Block version 3.1.1 is supported by
the file system.
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The value of this property shall define how writes are replicated to the shared source.

The values defined for the WritePolicy ENUM are summarized in Table 61.

Table 61: WritePolicy ENUM values

string Description
Active This enumeration literal shall indicate Active-Active (i.e. bidirectional)
synchronous updates.
Adaptivg This enumeration literal shall indicate that an implementation may switch
between synchronous and asynchronous modes.
Asynchrjonous | This enumeration literal shall indicate Asynchronous updates.
Synchrgnous This enumeration literal shall indicate Synchronous updates.

9.16 FileShareCollection

9.16.1 PURIs

/redfish/vji/Storage/{Storageld}/FileSystems/{FileSystenisid}/ExportedShares
/redfish/vji/StorageServices/{StorageServiceld}/FileSystems/{FileSystemsId}/ExportedShares

9.16.2 Properties

The propefties defined for the FileShareCollection object are summarized in Table 62.

Table 62: FileShareCollection properties

Property Type Notes
@odata.etag |~string | The value of this property shall be a string that is defined by the ETag
HTTP header definition in RFC7232.
read-
only
Description string | This object represents the description of this resource. The resource
values shall comply with the Redfish Specification-described
read- requirements.
only
(null)
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Table 62: FileShareCollection properties, cont.

Property Type Notes

Members [ { array This property shall contain references to the members

of this FileSystem collection.
@odata.id string Link to a FileShare resource. See the Links section
and the FileShare schema for details.
read-
only

11

Membe¢rs@odata.nextLink | string The value of this property shall be a URI to a
resource, with the same @odata.type, containing the

read- next set of partial members.
only

Name string This object represents the name of thiS¢esource or
array member. The resource values.shall comply with

read- the Redfish Specification-desctibed requirements.
only This string value shall be af/the ‘Name’ reserved word
format.

Oem {}| object | This property shall.contain the OEM extensions. All
values for propétties contained in this object shall
conform to.the Redfish Specification-described
requirendents. See the Resource schema for details on
this property.

9.17 FileSystem 1.2.2

9.17.1 Decription

This resoufrce shall'he'used to represent an instance of a hierarchical namespace of files.

9.17.2 URIs

/redfish/v1/Storage/{Storageld}/FileSystems/{FileSystemld}
/redfish/v1/StorageServices/{StorageServiceld}/FileSystems/{FileSystemlId}
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The properties defined for the FileSystem 1.2.2 object are summarized in Table 63.

Table 63: FileSystem 1.2.2 properties, cont

Property Type Notes
@odata.etag string The value of this property shall be a string that is defined by
the ETag HTTP header definition in RFC7232.
read-
oy
Access{Capabilities | array This property shall be an array containing entries for the
[] (string supported IO access capabilities. Each entry shall specify-a
(enum)) current storage access capability. StorageAccessCapahility
enumeration literals may be used to describe abjlities to read
read- or write storage. For the possible property vakdes, see
write AccessCapabilities in Property details.
(null)

Action$ (v1.1+) {} object The Actions property shall contaif'the available actions for
this resource.

BlockSjzeBytes integer The value of this propertisshall be the block size of the file

(By) system in bytes.
read-

only

(null)

Capacity {} object The Value of this property shall be the capacity allocated to
the file system in bytes. See the CapacitySource.vi_o_o
schema for details on this property.

CapacifySources [ areay This property shall be an array containing entries for all the

{ capacity sources for the file system. Each entry shall provide
capacity allocation information from a named resource.

@odata.id, string Link to a CapacitySource resource. See the Links section and
the CapacitySource schema for details.
read-
only
11
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Table 63: FileSystem 1.2.2 properties, cont

Property Type Notes

CasePreserved boolean This property shall indicate that the case of file names is

preserved by the file system. A value of True shall indicate
read- that case of file names shall be preserved.
write
(null)

CaseSensitive boolean This property shall indicate that case sensitive file names are

supported by the file system. A value of True shall indicate
read- that file names are case sensitive.
write
(null)
CharacterCodeSet array This property shall be an array containing entries for,the
[] (string character sets or encodings supported by the fil¢-system.
(enum)) Each entry shall specify a character set engoding supported
by the file system. The values shall indieafe the character
read- code standards supported by the fileGystem. For the possible
write property values, see Character€ogdeSet in Property details.
(null)
ClusterSizeBytes integer This value shall specify the minimum file allocation size
(By) imposed by the file system. This minimum allocation size
shall be the smallest amount of storage allocated to a file by
read- the file system:"Under stress conditions, the file system may
write allocate storage in amounts smaller than this value.
(null)

Description string This object represents the description of this resource. The

resource values shall comply with the Redfish Specification-
read~ described requirements.
only
(rull)

ExportgdSharés { object This property shall be an array of exported file shares of this
file system. Each entry shall define an exported file share of
this file system. Contains a link to a resource.
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Table 63: FileSystem 1.2.2 properties, cont
Property Type Notes
@odata.id string Link to Collection of FileShare. See the FileShare schema for
details.
read-
only
b
Id string This property represents an identifier for the resource. The
resource values shall comply with the Redfish Specification-
read- described requirements.
only
required
Identiffers (v1.1.1+) array This property shall contain a list of all known dyrable names
[{}] (object) for this file system. This type shall contain ang,additional
identifiers for a resource. See the v1_9 1.01)'9 1 schema for
details on this property.
ImportedShares array The value shall be an array of imgerted file shares.
(vi.o1+)[{
ImportedShare
read-
write
1
IOStatistics (v1.2+) object The-alde shall represent IO statistics for this FileSystem. See
{ the IOStatistics schema for details on this property.
Links { object This property shall contain links to other resources that are
related to this resource.
ClagsOfService object This value shall be a link to the ClassOfService for this file
{ System.
@odata.id string The value of this property shall be the unique identifier for
the resource and it shall be of the form defined in the
read- Redfish specification.
onty
by
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Table 63: FileSystem 1.2.2 properties, cont

Property Type Notes
Oem {} object This property shall contain the OEM
extensions. All values for properties
contained in this object shall conform to
the Redfish Specification-described
requirements. See the Resource schema
for details on this property.
ReplicaCollection [ { array This property shall be an array of links to
replicas for this file system. Each entry
shall be a link to a replica for this file
system.
@odata.id string Link to another FileSystem reséurce.
read-
only
]
ReplicaCollection@odata.count integer | The value®fthis property shall be an
integer-<reépresenting the number of items
read- in azeollection.
only
SpareResourceSets (vi.2+) [ { array Each referenced SpareResourceSet shall
contain resources that may be utilized to
replace the capacity provided by a failed
resource having a compatible type.
@odata.id string Link to a SpareResourceSet resource. See
the Links section and the
read- SpareResourceSet schema for details.
only
1
SpareResourgeSets@odata.count | integer | The value of this property shall be an
integer representing the number of items
read- in a collection.
only
}
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Table 63: FileSystem 1.2.2 properties, cont

Property Type Notes

LowSpaceWarningThresholdPercents array This property shall be an array containing

[] (%) entries for the percentages of file system
(integer, capacity at which low space warning events
null) are be issued. A

LOW_SPACE_THRESHOLD_WARNING

read- event shall be triggered each time the
write remaining file system capacity value becomes

less than one of the values in the array. j[he
following shall be true: Across all

CapacitySources entries, percent =

(SUM(AllocatedBytes) -
SUM(ConsumedBytes)) /SUM(AllocatedBytes).
MaxFileNameLengthBytes integer If specified, this valugsHall specify the
(By) maximum lengthCef a file name within thelfile
system.
read-
write
(null)
Name string This object represents the name of this
resource or array member. The resource
read values shall comply with the Redfish
only Specification-described requirements. This

required | string value shall be of the ‘Name’ reservedl

word format.

Oem {} object This property shall contain the OEM
extensions. All values for properties that this
object contains shall conform to the Redfigh
Specification-described requirements. See{the

Resource schema for details on this property.

RecovdrableCapacitySourceCount integer The value is the number of available capadgity

(v1.2+) source resources currently available in thd
read- event that an equivalent capacity source
write resource fails.
(null)

RemainingCapacity {} object The value of this property shall be the

remaining capacity allocated to the file system
in bytes. See the CapacitySource.vi_o_o

schema for details on this property.
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Table 63: FileSystem 1.2.2 properties, cont

Property Type Notes
RemainingCapacityPercent | integer | If present, this value shall return
(v1.1+) {[(SUM(AllocatedBytes) -
read- SUM(ConsumedBytes)]/SUM(AllocatedBytes)} *
only 100 represented as an integer value.
(null)
Replicalnfo { object If this file system is a replica, this value shall
describe its replication attributes. This value shall
not be present if this file system is not a replica. A
file system may be both a source and a replica. Seé
the StorageReplicalnfo schema for details on this
property.
@odata.id string Link to a ReplicaInfo resource. See the\Links section
and the StorageReplicalnfo schema for details.
read-
only
b
ReplicaTargets (v1.2.1+) [ { array The value shall reference the target replicas that are
sourced by thisreplica.
@odata.id string The valueof this property shall be the unique
identifier for the resource and it shall be of the form
read- defined in the Redfish specification.
only
1

9.17.4 Property detail$

9.17.4.1 AccessCapabilities

This propgrty shall'be an array containing entries for the supported IO access capabilities. Each entry shall|specify a

current stqréage access capability. StorageAccessCapability enumeration literals may be used to describe abflities to

read or write storage.

The values defined for the AccessCapabilities ENUM are summarized in Table 64.
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Table 64: AccessCapabilities ENUM values

string Description
Append This enumeration literal shall indicate that the storage may be written only to
append.
Execute This value shall indicate that Execute access is allowed by the file share.
Read This enumeration literal shall indicate that the storage may be read.

Streaming This enumeration literal shall indicate that the storage may be read sequentially.

Write This enumeration literal shall indicate that the storage may be written multiple

ames.

WriteOnice | This enumeration literal shall indicate that the storage may be written only once.

9.17.4.2 CharacterCodeSet

This propgrty shall be an array containing entries for the character sets or encodingssupported by the file $ystem.

Each entry shall specify a character set encoding supported by the file system. Théalues shall indicate thg character

code standards supported by the file system.

The valueq defined for the CharacterCodeSet ENUM are summarized ifw'Table 65.

Table 65: CharacterCodeSet ENUM values

string Deseription

ASCII This value shall indicate thafthé ASCII character encoding is supported by
the file system.

ExtendgdUNIXCode | This value shall indicate that Extended Unix Code character encoding is
supported by the file system.

ISO202p This valuesshall indicate that ISO-2022 character encoding is supported by
the file system.

ISO885¢9_1 This'yalue shall indicate that ISO-8859-1 character encoding is supported
by'the file system.

UCS_2 This value shall indicate that the UCS-2 character encoding is supported by
the file system.

Unicods This value shall indicate that Unicode characer encoding is supported by
the-fite-systen:

UTF_16 This value shall indicate that the UTF-16 character encoding is supported
by the file system.

UTF_8 This value shall indicate that the UTF-8 character encoding is supported by
the file system.
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9.18 FileSystemCollection

0.18.1 URIs

/redfish/v1/Storage/{Storageld}/FileSystems/{FileSystemsId}/ExportedShares/{FileShareld}
/redfish/v1/StorageServices/{StorageServiceld}/FileSystems/{FileSystemsId}/ExportedShares/{FileShareld}

9.18.2 Properties
The propefties defined for the FileSystemCollection object are summarized in Table 66.
Table 66: FileSystemCollection properties
Property Type Notes
@odata.etag string | The value of this property shall be & string that is
defined by the ETag HTTP headerdefinition in
read- RFC7232.
only
Description string | This object represents'the description of this resource.
The resource vatuies shall comply with the Redfish
read- Specification-described requirements.
only
(null)
Membérs [ { array This property shall contain references to the members
of this FileSystem collection.
@odata.id stfing | Link to a FileSystem resource. See the Links section
and the FileSystem schema for details.
read-
only
11
Memb¢rs@odata.nextLink | string | The value of this property shall be a URI to a resource,
with the same @odata.type, containing the next set of
read- partial members.
only
Name string | This object represents the name of this resource or
array member. The resource values shall comply with
read- the Redfish Specification-described requirements.
only This string value shall be of the ‘Name’ reserved word
format.
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Table 66: FileSystemCollection properties, cont.

Property Type Notes

Oem {} object | This property shall contain the OEM extensions. All values for properties

contained in this object shall conform to the Redfish Specification-
described requirements. See the Resource schema for details on this

property.

[ T - 1O Q e
0.19 rIosStedotoragesServices

0.19.1 URIs

/redfish/vji/Systems/{ComputerSystemlId}/HostedServices/StorageServices

9.19.2 Properties

The propefties defined for the HostedStorageServices object are summarized in Table 67.

Table 67: HostedStorageServices\properties

Proprzrty Type Notes
@odatzl.etag string | The value of this property shall be a string that is defined by the ETag
HTTP header defimition in RFC7232.
read-
only
Description string | This @bjéct represents the description of this resource. The resource
values shall comply with the Redfish Specification-described
read- requirements.
only
@aull)
Members [ { array The value of each member entry shall reference a StorageService
resource.
@odata:id—string | Link to a StorageService Tesource. See the Links section and the
StorageService schema for details.
read-
only
11
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Table 67: HostedStorageServices properties, cont.

Property Type Notes

Members@odata.nextLink | string The value of this property shall be a URI to a

resource, with the same @odata.type, containing the

read- next set of partial members.

only
Name string This object represents the name of this resource or
array member. The resource values shall comply with
read- the Redfish Specification-described requirements.
only This string value shall be of the ‘Name’ reserved word
format.
Oem {}| object | This property shall contain the OEM extensions.’All

values for properties contained in this objeét-shall
conform to the Redfish Specification-deseribed
requirements. See the Resource schema for details on

this property.

9.20 [OConnectivityLoSCapabilities 1.1.3

0.20.1

Decription

Each inst‘I;:e of IOConnectivityLoSCapabilities.describes capabilities of the system to support various 10

Connecti

0.20.2

/redfish/v]

service options.

[URIs

| /StorageServi¢es)/ {StorageServiceld} /I0ConnectivityLoSCapabilities

Swordfish SSM - -
API Specification

© ISO/IEC 2021 - All rights reserved

Page 122 0205


https://standardsiso.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

9.20.3 Properties

ISO/IEC 5965:2021(E)

The properties defined for the IOConnectivityLoSCapabilities 1.1.3 object are summarized in Table 68.

Table 68: IOConnectivityLoSCapabilities 1.1.3 properties

Property Type Notes
@odata.etag string The value of this property shall be a string
that is defined by the ETag HTTP header
read- definition in RFC7232.
only
Action$ (v1.1+) {} object The Actions property shall contain the
available actions for this resource.
Description string This object represents the descriptiofof this
resource. The resource values shall comply
read- with the Redfish Specification=déscribed
only requirements.
(null)
Id string This property reptesents an identifier for the
resource. The ¥esource values shall comply
read- with the Redfish Specification-described
only requiretents.
required
Identifjer {} object The value identifies this resource. The value
shall be unique within the managed
ecosystem. See the vi_9 1.v1_9 1 schema for
details on this property.
MaxSujpportedBytesPerSecond ™ | integer The value shall be the maximum bytes per
(By/s) second that a connection can support.
read-
write
(null)
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Table 68: I0ConnectivityLoSCapabilities 1.1.3 properties, cont.

Property Type Notes
MaxSupportedIOPS (v1.1+) integer The value shall be the maximum IOPS that a
([101/s) connection can support.
read-
write
(null)
Name string This object represents the name of this resource or

array member. The resource values shall comply

read- with the Redfish Specification-described
only requirements. This string value shall be of thé
required | ‘Name’ reserved word format.

Oem {}| object This property shall contain the OEM gxtensions.

All values for properties that this-gbject contains
shall conform to the Redfish<Spécification-
described requirements, S€e'the Resource schema
for details on this preperty.

SupportedAccessProtocols | array Access protocolssupported by this service option.
[] (string NOTE: SMB+NFS* requires that SMB and at least
(enum)) one of NFSy3 or NFXv4 are also selected,

(i.e. {'SMB’, ‘NFSv4’, 'SMB+NFS’}). For the possible

read- property values, see SupportedAccessProtocols in
write Property details.*
(null)

SupportedLinesOfService array The collection shall contain known and supported

[{ IO0ConnectivityLinesOfService.

@odata.id string The value of this property shall be the unique
identifier for the resource and it shall be of the

read- form defined in the Redfish specification.
only

1

9.20.4 Property details

9.20.4.1 SupportedAccessProtocols

Access protocols supported by this service option. NOTE: SMB+NFS* requires that SMB and at least one of NFSv3 or

NFXv4 are also selected, (i.e. {'SMB’, ‘NFSv4’, ‘SMB+NFS*’}).

The values defined for the SupportedAccessProtocols ENUM are summarized in Table 69.
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Table 69: SupportedAccessProtocols ENUM values

string Description

AHCI This value shall indicate conformance to the Intel Advanced Host Controller
Interface (AHCI) Specification.

FC This value shall indicate conformance to the T11 Fibre Channel Physical and
Signaling Interface Specification.

FCoE This value shall indicate conformance to the T11 FC-BB-5 Specification.

FCP This value shall indicate conformance to the INCITS 481: Information
e

FICON This value shall indicate conformance to the ANSI FC-SB-3 Single-Byte
Command Code Sets-3 Mapping Protocol for the Fibre Channel (FC)
protocol. Fibre Connection (FICON) is the IBM-proprietary name forythis
protocol.

FTP This value shall indicate conformance to the RFC114-defined\Ffile Transfer
Protocol (FTP).

GenZ This value shall indicate conformance to the Gen-Z €ore Specification.

HTTP This value shall indicate conformance to the Hypertext Transport Protocol
(HTTP) as defined by RFC3010 or RFC56621.

HTTPS This value shall indicate conformance to, the Hypertext Transfer Protocol
Secure (HTTPS) as defined by RFC2068 or RFC2616, which uses Transport
Layer Security (TLS) as defined By RFC5246 or RFC6176.

I2C This value shall indicate cofiformance to the NXP Semiconductors I12C-bus
Specification.

iSCSI This value shall indieate conformance to the IETF Internet Small Computer
Systems Interface (iSCSI) Specification.

iWARP This valué.shall indicate conformance to the RFC5042-defined Internet Wide
AreaRBMA Protocol iWARP) that uses the transport layer mechanisms as
défmed by RFC5043 or RFC5044.

MultiPrptocol This value shall indicate conformance to multiple protocols.

NFSv3 This value shall indicate conformance to the RFC1813-defined Network File
System (NFS) protocol.

NFSv4

NVMe This value shall indicate conformance to the Non-Volatile Memory Host
Controller Interface Specification.

NVMeOverFabrics | This value shall indicate conformance to the NVM Express over Fabrics
Specification.
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Table 69: SupportedAccessProtocols ENUM values, cont.

string Description

OEM This value shall indicate conformance to an OEM-specific architecture and additional
information may be included in the OEM section.

PCle This value shall indicate conformance to the PCI-SIG PCI Express Base Specification.

RoCE This value shall indicate conformance to the Infiniband Architecture Specification-
defined RDMA over Converged Ethernet Protocol.

RoCEv2 | This value shall indicate conformance to the Infiniband Architecture Specification-
defined RBMA-over-Conversed Hthernet Protoeshrerston2:

SAS This value shall indicate conformance to the T10 SAS Protocol Layer Specification.

SATA This value shall indicate conformance to the Serial ATA International Organizatiof:
Serial ATA Specification.

SFTP This value shall indicate conformance to the RFC114-defined SSH File Traunsfer
Protocol (SFTP) that uses Transport Layer Security (TLS) as defined by RFC5246 or
RFC6176.

SMB This value shall indicate conformance to the Server Message Block (SMB), or Common
Internet File System (CIFS), protocol.

TCP This value shall indicate conformance to the IETF-defined Tranmission Control
Protocol (TCP). For example, RFC7414 defines the roadmap of the TCP specification.

TFTP This value shall indicate conformance to the JETF-defined Trivial File Transfer
Protocol (TFTP). For example, RFC1350 défines the core TFTP version 2 specification.

UDP This value shall indicate conformance'to the IETF-defined User Datagram Protocol
(UDP). For example, RFC768 defines the core UDP specification.

UHCI This value shall indicate conformance to the Intel Universal Host Controller Interface
(UHCI) Specification, Enlianced Host Controller Interface Specification, or the
Extensible Host Controller Interface Specification.

USB This value shalldndicate conformance to the USB Implementers Forum Universal Serial
Bus Specifieafion.

9.21 JOPerformanceLoSCapabilities 1.1.3

9.21.1 Decription

Each instance of IOPerformanceLoSCapabilities shall describe the capabilities of the system to support various IO

performance service options.
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0.21.2 URIs
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/redfish/v1/StorageServices/{StorageServiceld}/IOPerformanceLoSCapabilities

9.21.3 Properties

The properties defined for the IOPerformanceLoSCapabilities 1.1.3 object are summarized in Table 70.

Table 70: I0Performancel.oSCapabilities 1.1.3 properties

Property Type Notes
@odata.etag string The value of this property shall be a string that is
defined by the ETag HTTP header definition in
read- RFC7232.
only
Actions (v1.1+) {} object The Actions property shall contain tha‘available
actions for this resource.
Description string This object represents the description of this resource.
The resource values shabl'eomply with the Redfish
read- Specification-described requirements.
only
(null)
Id string This propérty represents an identifier for the resource.
Thefesource values shall comply with the Redfish
read- Specification-described requirements.
only
required
Identiffer {} object The value shall be unique within the managed
ecosystem. See the vi_9 1.v1_9 1 schema for details
on this property.
IOLimitingIsSuppeorted | boolean If true, the system should limit IOPS to
MaxIOOperationsPerSecondPerTerabyte * (Volume
read- Size in Terabytes). Otherwise, the system shall not
write inforce a limit. The default value for this property is
(null) false.
MaxSamplePeriod string The value shall be an ISO 8601 duration specifying the
(s) maximum sampling period over which average values
are calculated.
read-
write
(null)
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Table 70: IOPerformancelLoSCapabilities 1.1.3 properties, cont.

Property Type Notes

MinSamplePeriod string The value shall be an ISO

(s) 8601 duration specifying
the minimum sampling

read- period over which

write average values are

(null) calculated.

MinSupportedloOperationLatencyMicroseconds | integer The value shall be the

(us) minimum supported
average IO latency in

read- microseconds calculated

write over the SamplePeriod.

(null)

Name string This opject represents the

nant€ of this resource or

read- dray member. The

only resource values shall

required | comply with the Redfish
Specification-described
requirements. This string
value shall be of the
‘Name’ reserved word
format.

Oem {}| object This property shall
contain the OEM
extensions. All values for
properties that this object
contains shall conform to
the Redfish Specification-
described requirements.
See the Resource schema
for details on this
property.

SupportedlOWorkloads [ { array The value shall be a
collection of supported
workloads.
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Table 70: IOPerformanceLoSCapabilities 1.1.3 properties, cont.

Property Type Notes
Components [ { array The value shall be an array of I0 workload component
descriptions.

AveragelOBytes integer The value shall be the expected average I/O size.

(By)

read-
write
(null)

Iuration string The value of each entry shall be an ISO 8601 duration

(s) that shall specify the expected length of time that ghis
component is applied to the workload. This attribute

read- shall be specified if a schedule is specifiedzand otherwise

write shall not be specified.

(null)

IDAccessPattern | string The enumeration literal shall be ‘the expected access

(enum) pattern. For the possible pieperty values, see
IOAccessPattern in Property details.

read-

write

(null)

HercentOfData integer The value shall be the expected percent of the data

(%) referenced by the workload that is covered by this
component.

read-

write

(ull)

HercentOfIOPS integer The value shall be the expected percent of the total IOPS
(%) for this workload that is covered by this component.
read-
write
(null)

Schedule {} object The value shall specifies when this workload component
is applied to the overall workload. See the vi_2 1.v1 2 1
schema for details on this property.

’1]
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Table 70: IOPerformanceLoSCapabilities 1.1.3 properties, cont.

Property Type Notes
Name string | The value shall be a name of the workload. It should be
constructed as OrgID:WorkloadID. Examples:
read- ACME.:DSS, ACME:DSS-REP, ACME: Exchange,
write ACME:OLTP, ACME:OLTP-REPA. An organization
(null) may define a set of well known workloads.
11
SupportedLinesOfService array The value shall be a collection supported IO
[{ performance service options.
@odata.id string | The value of this property shall be the unique identifiet
for the resource and it shall be of the form defidegin
read- the Redfish specification.
only
11

9.21.4 Property details

9.21.4.1 JOAccessPattern

The enumgration literal shall be the expected access pattern.

The valueq defined for the IOAccessPattern ENUM-are summarized in Table 71.

Table 71: IOAccessPattern ENUM values

siring Description

RandonReadAgain | Use ofthisenumeration literal shall indicate an access pattern of random
reads®f cached data.

RandomReadNew Use of this enumeration literal shall indicate an access pattern of random
reads of uncached data.

ReadWifite Use of this enumeration literal shall indicate a Uniform distribution of reads
and writes.

SequentialRead Use of this enumeration literal shall indicate a sequential read pattern of
access.

Sequential Write Use of this enumeration literal shall indicate a sequential write pattern of
access.

9.22 LineOfService 1.0.0
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This service option is the abstract base class for other ClassOfService and concrete lines of service.

9.22.2 Properties

The properties defined for the LineOfService 1.0.0 object are summarized in Table 72.

Table 72: LineOfService 1.0.0 properties, cont.

Property Type Notes
@odatj.etag | string The value of this property shall be a string that is defined by the
ETag HTTP header definition in RFC7232.
read-
only
Description string This object represents the description of this resguree. The resource
values shall comply with the Redfish Specifigation-described
read- requirements.
only
(null)
Id string This property represents an identifier for the resource. The
resource values shall comply'with the Redfish Specification-
read- described requirements.
only
required
Name string This objectrepresents the name of this resource or array member.
The resource values shall comply with the Redfish Specification-
read- deseribed requirements. This string value shall be of the ‘Name’
only reserved word format.
required
Oem {}| object This property shall contain the OEM extensions. All values for
properties that this object contains shall conform to the Redfish
Specification-described requirements. See the Resource schema for
details on this property.
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9.23 LineOfServiceCollection

0.23.1 URIs

/redfish/v1/StorageServices/{StorageServiceld}/ClassesOfService/{ClassOfServiceld}/DataProtectionLinesOfServic
e /redfish/v1/StorageServices/{StorageServiceld}/ClassesOfService/{ClassOfServiceld}/DataSecurityLinesOfService
/redfish/v1/StorageServices/{StorageServiceld}/ClassesOfService/{ClassOfServiceld}/DataStorageLinesOfService

/redfish/v1/StorageServices/{StorageServiceld}/ClassesOfService/{ClassOfServiceld}/I0ConnectivityLinesOfServic

€

/redfish/vji/StorageServices/{StorageServiceld}/ClassesOfService/{ClassOfServiceld}/I0PerformanceLingsOfServic
e /redfishfv1/StorageServices/{StorageServiceld}/LinesOfService/DataProtectionLinesOfService
/redfish/vji/StorageServices/{StorageServiceld}/LinesOfService/DataSecurityLinesOfService
/redfish/vj/StorageServices/{StorageServiceld}/LinesOfService/DataStorageLinesOfSeryice
/redfish/vji/StorageServices/{StorageServiceld}/LinesOfService/I0OConnectivity LinesQfService
/redfish/vji/StorageServices/{StorageServiceld}/LinesOfService/IOPerformancelinesOfService

9.23.2 Properties

The propefties defined for the LineOfServiceCollection object are simmarized in Table 73.

Table 73: LineOfServiceCollegtion properties

Property Type Notes
@odatg.etag | string | The value of this property shall be a string that is defined by the ETag
HTTP headerdefinition in RFC7232.
read-
only
Description string | This-object represents the description of this resource. The resource
values shall comply with the Redfish Specification-described
read- requirements.
only
(null)
Membérs T array The value of each member entry shall reference a LineOfService
ITSUULILTT.
Swordfish SSM TRC 9091 AT v ot e

API Specification

© ISO/IEC 2021 - All rights reserved

Page 132 0205


https://standardsiso.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

Table 73: LineOfServiceCollection properties, cont.

Property Type Notes
@odata.id string Link to a LineOfService resource. See the Links
section and the LineOfService schema for details.
read-
only

+]

Members@odata.nextLink string

The value of this property shall be a URI to a

resource, with the same @odata.type, containing the

read- next set of partial members.
only
Name string This object represents the name of this resouréeor
array member. The resource values shall cofiply with
read- the Redfish Specification-described requjrements.
only This string value shall be of the ‘Nafi¢’ reserved word
format.
Oem {}| object | This property shall contaithé OEM extensions. All

values for properties eontained in this object shall
conform to the Redfish Specification-described
requirements. See the Resource schema for details on

this property.

9.24

9.24.11]

The values

SpareResourceSet;1.0.1

Decription

define a set of spares of a particular type.
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9.24.2 Properties

The properties defined for the SpareResourceSet 1.0.1 object are summarized in Table 74.

Table 74: SpareResourceSet 1.0.1 properties

Property Type Notes
@odata.etag string The value of this property shall be a string that is defined by
the ETag HTTP header definition in RFC7232.
read-
raval "‘l L
only
Action$ (v1.0.1+) {} object The Actions property shall contain the available actions for,
this resource.
Description string This object represents the description of this resourte, The
resource values shall comply with the Redfish Specification-
read- described requirements.
only
(null)
Id string This property represents an identifier for the resource. The
resource values shall comply With the Redfish Specification-
read- described requirements.
only
required
Links { object This structure-shall contain references to resources that are
not contained within this resource.
Oem {} object This property shall contain the OEM extensions. All values
for- properties contained in this object shall conform to the
Redfish Specification-described requirements. See the
Resource schema for details on this property.
OnHandSpares | array The type of resources in the set.
[{
@odata.id string The value of this property shall be the unique identifier for
the resource and it shall be of the form defined in the
read- Redfish specification.
ont 7]
1
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Table 74: SpareResourceSet 1.0.1 properties, cont.

Property Type Notes
OnHandSpares@odata.count integer The value of this property shall be
an integer representing the number
read- of items in a collection.
only
ReplacementSpareSets [ { array Other spare sets that can be utilized

to replenish this spare set.

@odata.id string Link to another SpareResourceSet
resource.
read-
only
;1
ReplacementSpareSets@odata.count | integer The value of this property shall be
an integer representing the number
read- of items in &collection.
only

}

Name string This object represents the name of
this resource or array member. The

read- resource values shall comply with

only the Redfish Specification-described

required | requirements. This string value
shall be of the ‘Name’ reserved
word format.

Oem {} object This property shall contain the
OEM extensions. All values for
properties that this object contains
shall conform to the Redfish
Specification-described
requirements. See the Resource
schema for details on this property.

OnHarndlocation {} object The location where this set of
spares is kept. See the
vl 5 o.w1_5_o0 schema for details
on this property.
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Table 74: SpareResourceSet 1.0.1 properties, cont.

Property Type Notes

OnLine boolean This set shall be available online.

read-
write

(null)

ResourceType string The type of resources in the set.

read-
write

(nulD)

TimeT¢Provision string Amount of time needed to make an on-hand resouréeyavailable

as a spare. Pattern: -?P(D)?(T(H)?(M)?((.)?S)?)?
read-
write

(nulD)

TimeT¢Replenish | string Amount of time to needed replefish consumed on-hand

resources. Pattern: -?P(D)?(T(H)?(M)?((.)?S)?)?
read-
write

(null)

0.25 |

9.25.1]

StorageGroup 1.2.1

Decription

The primajry purposes of/thie collection shall be to govern access to the storage by clients or to add service

requireme
made avalil

collected 6

nts for thé members of the collection. Access to the collected storage by a specified set of hosts shall be

lable @sunavailable atomically. Requirements specified by the class of service shall be satisfied
letaent to which they apply. The storage group may contain: block, file, or object storage; local

by each

Ssforage

system access points through which the collection is made available; and hosts, or host access points to which the

collection is made available.

9.25.2 URIs

/redfish/v1/Storage/{Storageld}/StorageGroups/{StorageGroupld}
/redfish/v1/Storage/{Storageld}/Volumes/{Volumeld}/StorageGroups/{StorageGroupld}
/redfish/v1/StorageServices/{StorageServiceld}/StorageGroups/{StorageGroupld}
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/redfish/v1/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/StorageGroups/{StorageGroupld}

9.25.3

Properties

The properties defined for the StorageGroup 1.2.1 object are summarized in Table 75.

Table 75: StorageGroup 1.2.1 properties

Property Type Notes
@odata.etag string The value of this praperty shall be a string
that is defined by the ETag HTTP header
read- definition in RFC7232.
only
AccessPtate string The value of this property shall describe
(enum) the access characteristics of thiS storage
group. All associated logical units through
read- all aggregated ports shall share this access
write state. For the pesstble property values, see
(null) AccessStatgin Property details.
Actions { object The Actiens property shall contain the
avail@ble actions for this resource.
#StorageGroup.ExposeVolumes | object Exposes the storage of this group via the
{ target endpoints named in the
ServerEndpointGroups to the initiator
endpoints named in the
ClientEndpointGroups. The property
VolumesAreExposed shall be set to true
when this action is completed. For more
information, see the Actions section below.
#StorageGroup.HideVolumes {} object Hide the storage of this group from the

initiator endpoints named in the
ClientEndpointGroups. The property
VolumesAreExposed shall be set to false

when this action is completed. For more

mnformation, see the Actions section below.
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Table 75: StorageGroup 1.2.1 properties, cont.

Property Type Notes
AuthenticationMethod string The value of this property must be what kind of
(v1.2+) (enum) authentication that the endpoints in this

StorageGroup understands. For the possible
read- property values, see AuthenticationMethod in
write Property details.

(null)

ChaplInfo (vi.2+) [ { array The value of this property must reflect the
authentication used by this specific endpoint. For
example, if this endpoint represents an initiator,
and AuthenticationMethod is CHAP or
Mutual CHAP, the Credentials fields
CHAPUsername and CHAPSecret myst be used. If
this endpoint represents a target endpoint and
AuthenticationMethod is Muti@CHAP, then
Mutual CHAPUsername and-Mutual CHAPSecret
must be used.

InitijatorCHAPPassword | string The value of this property shall be the shared secret
for CHAP authentication.
read-
write
(null)
InitjatorCHAPUser string If present, this property is the initiator CHAP
username for authentication. For example, with an
read- 1SCSI scenario, use the initiator iQN.
write
(null)
TargetCHAPUser string The value of this property shall be the CHAP

Username for 2-way CHAP authentication. For
read- example, with an iSCSI scenario, use the target iQN.
write In a FC with DHCHAP, this value will be a FC
(null) WWN.

TargetPassword: string Thevalueofthispropertyshall- be-the CHAP Seeret
for 2-way CHAP authentication.
read-
write
(null)
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Table 75: StorageGroup 1.2.1 properties, cont.

Property Type Notes
11
ClientEndpointGroups array An array of references to groups of client-side
[ endpoints that may be used to make requests to the
storage exposed by this StorageGroup. If null, the
implementation may allow access to the storage via any
client-side endpoint. If empty, the implementation shall
not allow access to the storage via any client-side
endpoint.
@odata.id string Link to a EndpointGroup resource. See the Links
section and the EndpointGroup schema for details.
read-
only
iy
Description string This object represents the description of this resource.
The resource values shall cafaply with the Redfish
read- Specification-described4egirements.
only
(null)
Id string This propertyarepresents an identifier for the resource.
The resouree values shall comply with the Redfish
read- Specification-described requirements.
only
required
Identiffer {} objeet The value shall be unique within the managed
ecosystem. See the vi_9_1.v1_9g 1 schema for details on
this property.
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Table 75: StorageGroup 1.2.1 properties, cont.

Property Type Notes
Links { object This property shall contain links to other
resources that are related to this
resource.
ChildStorageGroups [ { array An array of references to StorageGroups
are incorporated into this StorageGroup.
@odata.id string Link to another StorageGroup resource.
read-
only

1
ChildStorageGroups@odata.count | integer | The value of this property shallbe an

integer representing thember of

read- items in a collections
only
ClagsOfService { object The ClassOfSérvice that all storage in

this StorageGroup conforms to.

@odata.id string The%alue of this property shall be the
unique identifier for the resource and it
read- shall be of the form defined in the

only Redfish specification.
¥
Oem {} object This property shall contain the OEM
extensions. All values for properties
contained in this object shall conform to
the Redfish Specification-described
requirements. See the Resource schema
for details on this property.
Par¢ntStoragéGroups [ { array An array of references to StorageGroups
that incorporate this StorageGroup.
@odata.id string Link to another StorageGroup resource.
read-
only
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Table 75: StorageGroup 1.2.1 properties, cont.

Property Type Notes

1]

ParentStorageGroups@odata.count | integer The value of this property shall be an
integer representing the number of

read- items in a collection.
only
b
MappegVelames{or+H+ BEFRY Anarray-eotmapped-volames
managed by this storage group.

LoglcalUnitNumber string If present, the value is a SCSI Logicdl

Unit Number for the Volume;
read-
write
(null)

Volyme { object The value shall reference a mapped
Volume.-S¢e the Volume schema for
detailg’on this property.

@odata.id string Eink to a Volume resource. See the
Links section and the Volume schema
read- for details.
only.
¥
1
Membé¢rsAreConsistent boolean The value of this property shall be set
to true if all members are in a
read- consistent state. The default value for
write this property is false.
(null)
Name string This object represents the name of
this resource or array member. The
read- resource values shall comply with the
only Redfish Specification-described
required requirements. This string value shall
be of the ‘Name’ reserved word
format.
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Table 75: StorageGroup 1.2.1 properties, cont.

Property Type Notes

Oem {} object | This property shall contain the OEM extensions. All
values for properties that this object contains shall
conform to the Redfish Specification-described
requirements. See the Resource schema for details on this
property.

Replicalnfo { object | This property shall describe the replication relationship
between this storage group and a corresponding source
storage group. See the StorageReplicalnfo schema for
details on this property.

@odata.id string Link to a Replicalnfo resource. See the Links sectipnrf'and
the StorageReplicalnfo schema for details.
read-
only

¥

ReplicaTargets (v1.1.1+) array The value shall reference the target replicas that are

[{ sourced by this replica.

@odata.id string The value of this propeity shall be the unique identifier
for the resource and’it shall be of the form defined in the
read- Redfish specifigation.
only

1

ServerEndpointGroups array Anvarray of references to groups of server-side endpoints

[{ that may be used to make requests to the storage exposed
by this storage group. If null, the implementation may
allow access to the storage via any server-side endpoint. If
empty, the implementation shall not allow access to the
storage via any server-side endpoint.

@odata.id string Link to a EndpointGroup resource. See the Links section
and the EndpointGroup schema for details.
read-
only
11
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Table 75: StorageGroup 1.2.1 properties, cont.

Property Type Notes
Status {} object The property shall contain the status of the StorageGroup.
See the Resource schema for details on this property.
Volumes [ { array An array of references to volumes managed by this storage
group.
@odata.id string Link to a Volume resource. See the Links section and the
Volume schema for details.
read-
only

]

VolumesAreExposed | boolean | The value of this property shall be set to true if stondge

volumes are exposed to the paths defined by the client and

read- server endpoints. The default value for thisproperty is
write false.
(null)

9.25.4

9.25.4.1

Exposes th

endpoints

action is ¢
URlIs:

/redfish/v
/redfish/v

xposeVolujmes

/redfish/v
olumes
/redfish/v

Actions

HxposeVolumes

e storage of this group via the target endpoints named in the ServerEndpointGroups to the initig
named in the ClientEndpointGroups. Tlte property VolumesAreExposed shall be set to true whe|
mpleted.

| /Storage/{Storageld}/StorageGroups/{StorageGroupld}/Actions/StorageGroup.ExposeVolum
| /Storage/{Storageid}/Volumes/{Volumeld}/StorageGroups/{StorageGroupld}/Actions/Storag

| /StorageServices/{StorageServiceld}/Volumes/{Volumeld}/StorageGroups/{StorageGroupld}

itor
n this

S

eGroup.E

| /StorageSeivices/{StorageServiceld}/StorageGroups/{StorageGroupld}/Actions/StorageGroup.ExposeV

Actions/S

torageGroup.ExposeVolumes

Parameters

(This action takes no parameters.)
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9.25.4.2 HideVolumes

Hide the storage of this group from the initiator endpoints named in the ClientEndpointGroups. The property
VolumesAreExposed shall be set to false when this action is completed.

URIs:

/redfish/v1/Storage/{Storageld}/StorageGroups/{StorageGroupld}/Actions/StorageGroup.HideVolumes
/redfish/v1/Storage/{Storageld}/Volumes/{Volumeld}/StorageGroups/{StorageGroupld}/Actions/StorageGroup.H
ideVolumes

/redfish/vifStorageServiees SrereSertreeta OrAgeGrotps srerteGron i AchonststoraseGret
umes
/redfish/vj/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/StorageGroups/{StorageGraupId}{ Actions/S
torageGrofip.HideVolumes

. HideVol

Parameters

(This actign takes no parameters.)

9.25.5 Property details

9.25.5.1 AccessState

The value pf this property shall describe the access charactéristics of this storage group. All associated logi¢al units
through al| aggregated ports shall share this access state.

The valueq defined for the AccessState ENUM are summarized in Table 76.

Table 7z6:-AccessState ENUM values, cont.

stripg Description

NonOptjmized | In the contgxt of this enumeration literal, each endpoint shall be in an
Active/NonOptimized state.

Optimized B$he context of this enumeration literal, each endpoint shall be in an
Active/Optimized state.

Standby In the context of this enumeration literal, each endpoint shall be in a Standby
state-

Transitioning In the context of this enumeration literal, at least one endpoint shall be

transitioning to a new AccesState.

Unavailable In the context of this enumeration literal, each endpoint shall be in an

unavailable state.
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9.25.5.2 AuthenticationMethod

The value of this property must be what kind of authentication that the endpoints in this StorageGroup understands.

The values defined for the AuthenticationMethod ENUM are summarized in Table 77.

Table 77: AuthenticationMethod ENUM values

string Description

CHAP iSCSI Challenge Handshake Authentication Protocol (CHAP) authentication is
used.

DHCHAP Diffie-Hellman Challenge Handshake Authentication Protocol (DHCHAP) is an
authentication protocol used in Fibre Channel. DHCHAP implies that only
properties ‘TargetCHAPUser’ and ‘TargetPassword’ need to be present.

Mutual(HAP iSCSI Mutual Challenge Handshake Authentication Protocol (CHAP)
authentication is used.

None No authentication is used.

9.26 StorageGroupCollection

9.26.1 URIs

/redfish/vji/Storage/{Storageld}/StorageGroups
/redfish/v}i/Storage/{Storageld}/Volumes/{}olirneld}/StorageGroups
/redfish/vjt/StorageServices/{StorageSeryiceld}/StorageGroups
/redfish/vji/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/StorageGroups
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9.26.2 Properties

The properties defined for the StorageGroupCollection object are summarized in Table 78.

Table 78: StorageGroupCollection properties, cont.

Property Type Notes

@odata.etag string The value of this property shall be a string that is
defined by the ETag HTTP header definition in

read- RFC7232.
only

Description string This object represents the description of this resourge.

The resource values shall comply with the Redfish
read- Specification-described requirements.
only
(null)

Membérs [ { array The value of each member entryshall reference a
StorageGroup resource.

@odata.id string Link to a StorageGroup resource. See the Links
section and the StoragéGroup schema for details.
read-
only

+]

Membé¢rs@odata.nextLink | string The maltie of this property shall be a URI to a
rdsource, with the same @odata.type, containing the

read- next set of partial members.
only

Name string This object represents the name of this resource or
array member. The resource values shall comply with

read- the Redfish Specification-described requirements.
only This string value shall be of the ‘Name’ reserved word
format.

Oem {} object | This property shall contain the OEM extensions. All
values for properties contained in this object shall
confornrto-the Redfish-Specification-described
requirements. See the Resource schema for details on
this property.
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9.27 StoragePool 1.3.1

9.27.1 Decription

A container of data storage capable of providing capacity conforming to one of its supported classes of service. The
storage pool does not support IO to its data storage.

ITIE-L

0.27.2 PR1s

/redfish/vji/Storage/{Storageld}/FileSystems/{FileSystemlId}/CapacitySources/{CapacitySourceld}/ProvidingPools
/{StoragePoolld} /redfish/v1/Storage/{Storageld}/StoragePools/{StoragePoolld}
/redfish/vji/Storage/{Storageld}/StoragePools/{StoragePoolld}/AllocatedPools/{AllocatedPoolld}
/redfish/vj/Storage/{Storageld}/StoragePools/{StoragePoolld}/CapacitySources/{CapdacitySourceld}/PrpvidingPo
ols/{ProvidingPoolld} /redfish/v1/Storage/{Storageld}/Volumes/{Volumeld}/AlldcatedPools/{StorageP¢olld}
/redfish/vj/Storage/{Storageld}/Volumes/{Volumeld}/CapacitySources/{CapacitySourceld}/ProvidingPpols/{Stor
agePooll
/redfish/vj/StorageServices/{StorageServiceld}/FileSystems/{FileSysteymld}/CapacitySources/{CapacitySourceld}/
ProvidingPools/{StoragePoolld} /redfish/v1/StorageServices/{StorageServiceld}/StoragePools/{StorageRoolld}
/redfish/vj/StorageServices/{StorageServiceld}/StoragePools/{StoragePoolld}/AllocatedPools/{AllocatelPoolld}
/redfish/vji/StorageServices/{StorageSeruviceld}/StoragePoqls/{StoragePoolld}/CapacitySources/{CapacitySourcel
d}/ProvidingPools/{ProvidingPoolld}
/redfish/vji/StorageServices/{StorageServiceld}/Volames/{Volumeld}/AllocatedPools/{StoragePoolld}
/redfish/vj/StorageServices/{StorageServiceld} Nielumes/{Volumeld} /CapacitySources/{CapacitySourcefd}/Provid
ingPools/{StoragePoolld}

9.27.3 Properties

The propefties defined fop-the StoragePool 1.3.1 object are summarized in Table 79.

Table 79: StoragePool 1.3.1 properties

Property Type Notes

@odatar.etag string The value of this property shall be a string that is defined by the ETag
HTTP header definition in RFC7232.

read-
only
Actions object | The Actions property shall contain the available actions for this
(v1.3+) {} resource.
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Table 79: StoragePool 1.3.1 properties, cont.

Property Type Notes
AllocatedPools { object The value of this property shall contain a reference to the
collection of storage pools allocated from this storage pool.
Contains a link to a resource.
@odata.id string Link to Collection of StoragePool. See the StoragePool schema
for details.
read-
only
b
AllocatedVolumes | object The value of this property shall contain a reference to the
{ collection of volumes allocated from this storage pool,
Contains a link to a resource.
@odata.id string Link to Collection of Volume. See the Volume,schema for
details.
read-
only
}
BlockSjzeBytes integer | Maximum size in bytes of #ie’blocks which form this Volume.
(By) If the block size is variable, then the maximum block size in
bytes should be spetified. If the block size is unknown or if a
read- block concept istiot valid (for example, with Memory), enter a
only 1.
(null)
Capacity {} object The value of this property shall provide an information about
the actual utilization of the capacity within this storage pool.
See the CapacitySource.vi_o_o0 schema for details on this
property.
CapacifySources [ array Fully or partially consumed storage from a source resource.
{ Each entry shall provide capacity allocation data from a named
source resource.
@odata.id string Link to a CapacitySource resource. See the Links section and
the f’npnm'nymlw’o schema for details
read-
only
11
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Table 79: StoragePool 1.3.1 properties, cont.

Property Type Notes
ClassesOfService { object This property shall contain references to all classes of
service supported by this storage pool. Capacity allocated
from this storage pool shall conform to one of the
referenced classes of service. Contains a link to a
resource.
@odata.id string Link to Collection of LineOfService. See the
LineOfService schema for details.
read-
only
b
Comprgssed (v1.3+) boolean | This property shall contain a boolean indicatorif the
StoragePool is currently utilizing compression or not.
read-
write
(null)
Deduplicated (v1.3+) boolean | This property shall contaify aboolean indicator if the
StoragePool is currentRrutilizing deduplication or not.
read-
write
(null)
Defaul{ClassOfService object If present, this property shall reference the default class

(v1.2+) 1 of service for entities allocated from this storage pool. If
the ClassesOfService collection is not empty, then the
value of this property shall be one of its entries. If not
present, the default class of service of the containing
StorageService entity shall be used.
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Table 79: StoragePool 1.3.1 properties, cont.

Property Type Notes
@odata.id | string The value of this property shall be the unique identifier for the
resource and it shall be of the form defined in the Redfish
read- specification.
only

b

Description string This object represents the description of this resource. The
resource values shall comply with the Redfish Specification-

read- described requirements.

only

(null)
Encrypted boolean This property shall contain a boolean indicator if the StoragePool is
(v1.3+) currently utilizing encryption or not.

read-

write

(null)

Id string This property represents an identifier'for the resource. The
resource values shall comply withithe Redfish Specification-

read- described requirements.
only
required

Identiffer {} object The value identifies this resource. The value shall be unique within
the managedcegeosystem. See the vi_9 1.v1_9_1schema for details
on this property.

IOStatistics object TheXalue shall represent IO statistics for this StoragePool. See the

(v1.2+) {} [OStatistics schema for details on this property.

Links { object The Links property, as described by the Redfish Specification, shall
contain references to resources that are related to, but not
contained by (subordinate to), this resource.
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Table 79: StoragePool 1.3.1 properties, cont.

Property

Type

Notes

DedicatedSpareDrives (vi.2+) [ {

array

The value of this property shall be a
reference to the resources that this
StoragePool is associated with and
shall reference resources of type
Drive. This property shall only contain
references to Drive entities which are

currently assigned as a dedicated

spare and are able to support this

StoragePool.

@odata.id

string

read-
only

The value of this property shall beythe
unique identifier for the resounce and
it shall be of the form defined in the
Redfish specification}

]

DediicatedSpareDrives@odata.count

integer

read-

only

The value of this property shall be an
integer-fepresenting the number of

items\in a collection.

DefaultClassOfService {

object

If present, this property shall
reference the default class of service
for entities allocated from this storage
pool. If the ClassesOfService
collection is not empty, then the value
of this property shall be one of its
entries. If not present, the default
class of service of the containing

StorageService entity shall be used.

@odata.id

string

read-
only

The value of this property shall be the
unique identifier for the resource and
it shall be of the form defined in the
Redfish specification.
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Table 79: StoragePool 1.3.1 properties, cont.

Property Type Notes
Oem {} object This property shall contain the OEM
extensions. All values for properties contained
in this object shall conform to the Redfish
Specification-described requirements. See the
Resource schema for details on this property.
SpareResourceSets (vi.2+) [ { array Each referenced SpareResourceSet shall
contain resources that may be utilized to
replace the capacity provided by a failed
resource having a compatible type,
@odata.id string Link to a SpareResourceSet regpfivce. See the
Links section and the SparéResourceSet
read- schema for details.
only
1
SpareResourceSets@odata.count integer The valuef this property shall be an integer
represénting the number of items in a
read- colleetion.
only
by
LowSppceWarningThresholdPercents array Each time the following value is less than pne
[1 %) of the values in the array the
(integer, LOW_SPACE._ THRESHOLD_WARNING
null) event shall be triggered: Across all
CapacitySources entries, percent =
read- (SUM(AllocatedBytes) -
write SUM(ConsumedBytes))/SUM(Allocated Bytes).
MaxBl¢ckSizeBytes (Lr2i1+) integer If present, the value is the maximum block
(By) size of an allocated resource. If the block size
is unknown or if a block concept is not valjd
read- (for example, with Memory), this property
only shall be NULL.
(null)
Name string This object represents the name of this
resource or array member. The resource
read- values shall comply with the Redfish
only Specification-described requirements. This
required | string value shall be of the ‘Name’ reserved
word format.
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Table 79: StoragePool 1.3.1 properties, cont.
Property Type Notes

Oem {} object This property shall contain the OEM
extensions. All values for properties that this
object contains shall conform to the Redfish
Specification-described requirements. See the

Resource schema for details on this property.

RecoverableCapacitySourceCount | integer The value is the number of available capacity
(v1.2+) source resources currently available in the
read- event that an equivalent capacity source
write resource fails.
(null)
RemaihingCapacityPercent * integer If present, this value shall returd
(vi1+)* {[(SUM(AllocatedBytes) -
read- SUM(ConsumedBytes)]/SUM(AllocatedBytes))
only * 100 represented as\aVinteger value.
(null)

Status (} object The properhshall contain the status of the
StorageP@al. See the Resource schema for
details on this property.

SupportedProvisioningPolicies array This collection shall specify all supported

(v1.3H)1] (string storage allocation policies for the Storage Pool.

(enum)) The enumeration literals may be used to

specify space provisioning policy. For the

read- possible property values, see
write SupportedProvisioningPolicies in Property
(null) details.

SupportedRAIDTypes (vi.§H)1{ ] array This collection shall contain all the RAIDType

(string values supported by the storage pool. For the
(enum)) | possible property values, see
SupportedRAIDTypes in Property details.
read-

only

ESLY]
oty

9.27.4 Property details

9.27.4.1 SupportedProvisioningPolicies

This collection shall specify all supported storage allocation policies for the Storage Pool. The enumeration literals
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may be used to specify space provisioning policy.
The values defined for the SupportedProvisioningPolicies ENUM are summarized in Table 80.

Table 80: SupportedProvisioningPolicies ENUM values

string Description
Fixed This enumeration literal specifies storage shall be fully allocated.
Thin This enumeration literal specifies storage may be over allocated.

9.27.4.2 SupportedRATDTypes

This colledtion shall contain all the RAIDType values supported by the storage pool.
The valueq defined for the SupportedRAIDTypes ENUM are summarized in Table 81.

Table 81: SupportedRAIDTypes ENUM values

string Description

RAIDoO A placement policy where consecutive logical blocks of data aresuniformly distributed
across a set of independent storage devices without offering@ny form of redundancy.
This is commonly referred to as data striping. This form<of RAID will encounter data

loss with the failure of any storage device in the setx

RAIDO( A placement policy that creates a RAID o strip&$et over two or more RAID o sets. This
is commonly referred to as RAID 0+0. Thisform of data layout is not fault tolerant; if
any storage device fails there will be dataloss.

RAIDo1 A data placement policy that creatgs 8 mirrored device (RAID 1) over a set of striped
devices (RAID 0). This is commienly referred to as RAID 0+1 or RAID 0/1. Data stored
using this form of RAID is.able to survive a single RAID 0 data set failure without data
loss.

RAID1 A placement polieyswhere each logical block of data is stored on more than one
independent storage device. This is commonly referred to as mirroring. Data stored
using this€oym of RAID is able to survive a single storage device failure without data
loss.

RAID10 Avplacement policy that creates a striped device (RAID 0) over a set of mirrored
devices (RAID 1). This is commonly referred to as RAID 1/0. Data stored using this

LDATD :c obla + b RATD 1 b uath data

£z g akaraca daxman forliawng 100 Aoa AT 21
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loss.
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Table 81: SupportedRAIDTypes ENUM values, cont.

string

Description

RAID10E

A placement policy that uses a RAID o0 stripe set over two or more RAID 10 sets.
This is commonly referred to as Enhanced RAID 10. Data stored using this form
of RAID is able to survive a single device failure within each nested RAID 1 set

without data loss.

RAID10Triple

A placement policy that uses a striped device (RAID 0) over a set of triple
mirrored devices (RAID 1Triple). This form of RAID can survive up to two

failures in each triple mirror set without data loss.

RAID1E

A placement policy that uses a form of mirroring implemented over a set of
independent storage devices where logical blocks are duplicated on a pair of
independent storage devices so that data is uniformly distributed across the
storage devices. This is commonly referred to as RAID 1 Enhanced. Datastored
using this form of RAID is able to survive a single storage device failure without

data loss.

RAID1T}iple

A placement policy where each logical block of data is migrored three times
across a set of three independent storage devices. Thig'is'eommonly referred to as
three-way mirroring. This form of RAID can survivé.two device failures without

data loss.

RAID3

A placement policy using parity-based protegtion where logical bytes of data are
uniformly distributed across a set of independent storage devices and where the
parity is stored on a dedicated indepgéndent storage device. Data stored using this
form of RAID is able to survive asingle storage device failure without data loss. If
the storage devices use rotating media, they are assumed to be rotationally
synchronized, and the data stripe size should be no larger than the exported block

size.

RAID4

A placement poliey using parity-based protection where logical blocks of data are
uniformly distributed across a set of independent storage devices and where the
parity js’stored on a dedicated independent storage device. Data stored using this
formdof RAID is able to survive a single storage device failure without data loss.

RAID5

Afplacement policy using parity-based protection for storing stripes of ‘n’ logical
blocks of data and one logical block of parity across a set of ‘n+1" independent

storage devices where the parity and data blocks are interleaved across the

Storage devices. Data stored using this torm ot RAID 1S able to Survive a singie
storage device failure without data loss.

RAID50

A placement policy that uses a RAID o stripe set over two or more RAID 5 sets of
independent storage devices. Data stored using this form of RAID is able to

survive a single storage device failure within each RAID 5 set without data loss.
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Table 81: SupportedRAIDTypes ENUM values, cont.

string

Description

RAID6

A placement policy using parity-based protection for storing stripes of ‘n’ logical
blocks of data and two logical blocks of independent parity across a set of ‘n+2’
independent storage devices where the parity and data blocks are interleaved across
the storage devices. Data stored using this form of RAID is able to survive any two

independent storage device failures without data loss.

RAID60

A placement policy that uses a RAID o0 stripe set over two or more RAID 6 sets of

independent storage devices. Data stored using this form of RAID is able to survive

two device failures within each RAID 6 set without data loss.

RAID6P

A placement policy that uses parity-based protection for storing stripes of ‘n’ logicab
blocks of data and three logical blocks of independent parity across a set of ‘n+3-
independent storage devices where the parity and data blocks are interleavéd dcross
the storage devices. This is commonly referred to as Triple Parity RAID, Data stored
using this form of RAID is able to survive any three independent storage device

failures without data loss.

9.28 StoragePoolCollection

0.28.1 URIs

/redfish/vj/Storage/{Storageld}/FileSystems/{FileSystemlId}/CapacitySources/{CapacitySourceld}/ProvidingPools
/redfish/vj/Storage/{Storageld}/StoragePools
/redfish/vj/Storage/{Storageld}/StoragePools/{StoragePoolld}/AllocatedPools
/redfish/vj/Storage/{Storageld}/StoragePools/{StoragePoolld}/CapacitySources/{CapacitySourceld}/PrpvidingPo
ols /redfish/v1/Storage/{Storageld}/Volumes/{Volumeld}/AllocatedPools
/redfish/vj/Storage/{Storageld} /Volumes/{Volumeld}/CapacitySources/{CapacitySourceld}/ProvidingPpols
/redfish/vj/StorageSeryiees/{StorageServiceld}/FileSystems/{FileSystemld}/CapacitySources/{CapacityJourceld}/
ProvidingPools /redfish/v1/StorageServices/{StorageServiceld}/StoragePools
/redfish/vj/StorageServices/{StorageServiceld}/StoragePools/{StoragePoolld}/AllocatedPools
/redfish/vj/StorageServices/{StorageServiceld}/StoragePools/{StoragePoolld}/CapacitySources/{CapacitySourcel

d}/ProvidingPools/redfish/vi/StorageServices/{Storageserviceid}/ Votumes;/{ Votumeld}/Attocated Poots

/redfish/v1/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/CapacitySources/{CapacitySourceld}/Provid

ingPools

9.28.2 Properties

The properties defined for the StoragePoolCollection object are summarized in Table 82.
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Table 82: StoragePoolCollection properties

Property Type Notes

@odata.etag string The value of this property shall be a string that is
defined by the ETag HTTP header definition in

read- RFCy232.
only

Description string This object represents the description of this resource.

The resource values shall comply with the Redfish
read- Specification-described requirements.
only
(null)

Membérs [ { array The value of each member entry shall reference-a
StoragePool resource.

@odata.id string Link to a StoragePool resource. See thé€ Links section
and the StoragePool schema for details.
read-
only

+]

Membe¢rs@odata.nextLink | string The value of this property shall be a URI to a
resource, with.thie same @odata.type, containing the

read- next set of partial members.
only

Name string Thisobject represents the name of this resource or
atrray member. The resource values shall comply with

read- the Redfish Specification-described requirements.
ofily This string value shall be of the ‘Name’ reserved word
format.

Oem {} object | This property shall contain the OEM extensions. All
values for properties contained in this object shall
conform to the Redfish Specification-described
requirements. See the Resource schema for details on
this property.

9.29 StorageReplicalnfo 1.3.0

9.29.1 Decription

This entity shall define the characteristics of a replica.
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9.29.2 Properties

The properties defined for the StorageReplicalnfo 1.3.0 object are summarized in Table 83.

Table 83: StorageReplicalnfo 1.3.0 properties

Property Type Notes
@odata.etag | string The value of this property shall be a string that is defined by the
ETag HTTP header definition in RFC7232.
read-
—
Action$ object The Actions property shall contain the available actions for this
(vi.2+) {} resource.
Description string This object represents the description of this resource. The(esource
values shall comply with the Redfish Specification-des¢tibed
read- requirements.
only
(null)
Id string This property represents an identifier fof.the resource. The
resource values shall comply with th€ Redfish Specification-
read- described requirements.
only
required
Name string This object represents the name of this resource or array member.
The resource values shall comply with the Redfish Specification-
read- described requirements. This string value shall be of the ‘Name’
only reserved-word format.
required
Oem {}| object This property shall contain the OEM extensions. All values for
properties that this object contains shall conform to the Redfish
Specification-described requirements. See the Resource schema for
details on this property.
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Collection of resources that the system can make available to one or more host systems. The collection can contain:

block, file, or object storage; local system access points through which the collection is made available; hosts, or host

access points to which the collection is made available.

0.30.2 IURIs

/redfish/vj/StorageServices/{StorageServiceld}

9.30.3 [Properties

The propefties defined for the StorageService 1.4.0 object are summarized in Table 84.

Table 84: StorageService 1.4.0 properti€s

Property Type Notes
@odata.etag string The value of this property shall be a
string that is defined by the ETag HTTP
read* header definition in RFC7232.
only
Actions$ { object | The Actions property shall contain the
available actions for this resource.
#StgrageService.SetEncryptionKey | object | This defines the name of the custom
& action supported on this resource. For
more information, see the Actions
section below.
}
ClasseqOfSexvice { object | The value of each entry in the array shall
reference a ClassOfService supported by
this service. Contains a link to a
resource.
@odata.id string Link to Collection of LineOfService. See
the LineOfService schema for details.
read-
only
b
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Table 84: StorageService 1.4.0 properties, cont.

Property Type Notes
ClientEndpointGroups { object | The value of each entry in the array shall
reference an EndpointGroup. Contains a link to a
resource.
@odata.id string Link to Collection of EndpointGroup. See the
EndpointGroup schema for details.
read-
only
by
ConsistencyGroups (v1.3+) { object The value of each entry in the array shall
reference a ConsistencyGroup. Contains ddirk to
a resource.
@odata.id string Link to Collection of ConsistencyGtoup. See the
ConsistencyGroup schema fer\details.
read-
only
}
DataProtectionLoSCapabilities | object | The value shallreference the data protection
(v1.2+) | capabilities of this service. See the
DataProtectionLoSCapadbilities schema for
details on this property.
@odata.id string Link to a DataProtectionLoSCapabilities
resource. See the Links section and the
read- DataProtectionLoSCapadbilities schema for
only details.
b
DataSedcurityLoSCapabilities object | The value shall reference the data security
(V1.2+) 1 capabilities of this service. See the
DataSecurityLoSCapabilities schema for details
on this property.
@odataid string Link to a DataSecurityLoSCapabilities resource.
Seethre timks sectiomarmd the
read- DataSecurityLoSCapabilities schema for details.
only
b
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Table 84: StorageService 1.4.0 properties, cont.
Property Type Notes
DataStorageLoSCapabilities | object | The value shall reference the data storage
(v1.2+){ capabilities of this service. See the
DataStorageLoSCapabilities schema for details on
this property.
@odata.id string Link to a DataStorageLoSCapabilities resource. See
the Links section and the
read- DataStorageLoSCapabilities schema for details.
only
¥
Defaul{ClassOfService object | If present, this property shall reference the defatlt
(v1.2+) 1 class of service for entities allocated by thi§kstorage
service. This default may be overridden by the
DefaultClassOfService property valyes within
contained StoragePools.
@odata.id string The value of this property shall be the unique
identifier for the resgitee and it shall be of the form
read- defined in the Redfish specification.
only
b
Description string This-dbyject represents the description of this
résource. The resource values shall comply with the
read- Redfish Specification-described requirements.
only
(aull)
Drives{ object | A collection that indicates all the drives managed by
this storage service. Contains a link to a resource.
@odata.id string Link to Collection of Drive. See the Drive schema for
details.
read-
only
}
EndpointGroups { object | The value of each entry in the array shall reference
an EndpointGroup. Contains a link to a resource.
b
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Table 84: StorageService 1.4.0 properties, cont.

Property Type Notes
@odata.id string Link to Collection of EndpointGroup. See the
EndpointGroup schema for details.
read-
only
Endpoints { object The value of each entry in the array shall
reference an Endpoint managed by this
service.
@odata.id string The value of this property shall be the unique
identifier for the resource and it shall be ofrthe
read- form defined in the Redfish specification!
only
¥
FileSystems { object An array of references to FileSystems managed
by this storage service.¢Contains a link to a
resource.
@odata.id string Link to Collectign’of FileSystem. See the
FileSystem-sghema for details.
read-
only
b
Id string This property represents an identifier for the
resource. The resource values shall comply
read- with the Redfish Specification-described
only requirements.
required
Identifjer {} object The value identifies this resource. The value
shall be unique within the managed
ecosystem. See the vi_9 1.v1_9 1 schema for
details on this property.
I0ConnectivityLoSCapabilities | object The value shall reference the IO connectivity
(V1.2+) 1 Papnhﬂiﬁpq of this service _See the
I0ConnectivityLoSCapabilities schema for
details on this property.
@odata.id string Link to a IOConnectivityLoSCapabilities
resource. See the Links section and the
read- I0ConnectivityLoSCapabilities schema for
only details.
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Table 84: StorageService 1.4.0 properties, cont.

Property Type Notes

by

IOPerformanceLoSCapabilities object | The value shall reference the IO performance

(v1.2+){ capabilities of this service. See the
IOPerformanceLoSCapadbilities schema for
details on this property.

@odata.id string Link to a IOPerformanceLoSCapabilities
resource. See the Links section and the
read- IOPerformanceLoSCapabilities schema for
only details.

}

IOStatjstics (vi.2+) {} object The value shall represent IO statisties for this
StorageService. See the IOStatiStics schema
for details on this property.

LinesOffService (v1.4+) [ { array The value of each enjry shall reference a
LineOfService coliéction defined for this
service.

@odata.id string Link to Celléction of LineOfService. See the
Line@fService schema for details.
read-
only

1]

Links { gbject | This property shall contain links to other
resources that are related to this resource.

DataProtectionLoSCapabilities | object | The value shall reference the data protection

{ capabilities of this service. See the
DataProtectionLoSCapabilities schema for
details on this property.

@odata.id string Link to a DataProtectionLoSCapabilities
resource. See the Links section and the
read- DataProtectionLoSCapabilities schema for
oTty detaits:
¥
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Table 84: StorageService 1.4.0 properties, cont.

Property Type Notes
DataSecurityL.oSCapabilities { object | The value shall reference the data security
capabilities of this service. See the
DataSecurityLoSCapabilities schema for
details on this property.
@odata.id string Link to a DataSecurityLoSCapabilities
resource. See the Links section and the
read- DataSecurityLoSCapabilities schema for
only details.
¥
DataStorageLoSCapabilities { object | The value shall reference the data storfage
capabilities of this service. See the
DataStorageLoSCapadbilities sChema for
details on this property.
@odata.id string Link to a DataStoragel.oSCapabilities
resource. See the Links section and the
read- DataStoragelzoS€apadbilities schema for
only details.
¥
DefaultClassOfService { object | Ifpresent, this property shall reference the
default class of service for entities allocated
by this storage service. This default may be
overridden by the DefaultClassOfService
property values within contained
StoragePools.
@odata.id string The value of this property shall be the unique
identifier for the resource and it shall be of
read- the form defined in the Redfish specification.
only
¥
HosringSystem The value shall reference the
ComputerSystem or StorageController that
read- hosts this service.
write
IOConnectivityLoSCapabilities | object | The value shall reference the IO connectivity
{ capabilities of this service. See the
I0ConnectivityLoSCapabilities schema for
details on this property.
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API Specification

© ISO/IEC 2021 - All rights reserved

Page 164 of205


https://standardsiso.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

Table 84: StorageService 1.4.0 properties, cont.

Property Type Notes
@odata.id string Link to a IOConnectivityLoSCapabilities
resource. See the Links section and the
read- IOConnectivityLoSCapabilities schema for
only details.
¥
IOPerformanceLoSCapabilities | object The value shall reference the 10

{ performance capabilities of this service.
See the IOPerformanceLoSCapabilities
schema for details on this property.

@odata.id string Link to a IOPerformanceLoSCapabilities
resource. See the Links section and the
read- IOPerformanceLoSCapabilifies schema for
only details.
¥
Oem {} object This property-§dall contain the OEM
extensions{All values for properties
containeg'in this object shall conform to
the-Redfish Specification-described
requirements. See the Resource schema
for details on this property.

}

Name string This object represents the name of this
resource or array member. The resource

read- values shall comply with the Redfish

only Specification-described requirements. This

required | string value shall be of the ‘Name’ reserved
word format.

Oem {}| object This property shall contain the OEM
extensions. All values for properties that
this object contains shall conform to the
Redfish Specification-described
requirements. See the Resource schema
for details on this property.

Table 84: StorageService 1.4.0 properties, cont.
Property ‘ Type ‘ Notes
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