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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electro
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through

technical
that are
technical

committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of docu :
IEC Diregtives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and [EC draw attention to the possibility that the implementation of this document.may in
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity orapplicabili
claimed patent rights in respect thereof. As of the date of publication of this document, 3SO and IE
received [notice of (a) patent(s) which may be required to implement this document:- However, impl

the IS0/

volve the
Lty of any
C had not
bmenters

are cautiponed that this may not represent the latest information, which may bé gbtained from the patent

databasel available at www.iso.org/patents and https://patents.iec.ch. 1SOand IEC shall not
responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and
constitutle an endorsement.

be held

does not

For an eyplanation of the voluntary nature of standards, the meahing of ISO specific terms and expressions
related J'? conformity assessment, as well as information.about ISO's adherence to the Woild Trade

Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forew

brd.html.

In the IEC, see www.iec.ch/understanding-standards.

This doqument was prepared by Joint Technical?Committee ISO/IEC JTC 1, Information technology,

Subcommittee SC 42, Artificial intelligence.

Any feedback or questions on this document should be directed to the user’s national s
body. A| complete listing of these ~bodies can be found at www.iso.org/members.h

tandards
'ml and

www.ieclch/national-committees.
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Introduction

Artificial intelligence (AI) systems have the potential to create incremental changes and achieve new levels
of performance and capability in domains such as agriculture, transportation, fintech, education, energy,
healthcare and manufacturing. However, the potential risks related to lack of trustworthiness can impact Al
implementations and their acceptance. Al applications can involve and impact many stakeholders, including
individuals, organizations and society as a whole. The impact of Al applications can evolve over time, in
some cases due to the nature of the underlying data or legal environment. The stakeholders should be made
aware of their roles and responsibilities in their engagement. While detailed Al-related standards can serve
the interest of technical experts involved in engineering and development, this document provides a macro-
level context of the Al application life cycle, to facilitate multi-stakeholder communication, engagement and

acceptange.

This docfiment contains guidance for Al applications based on a common framework, to provide
macro-leyvel perspectives. The framework incorporates “make”, “use” and “impact” perspective
incorporites Al characteristics and non-functional characteristics such as trustwogsthiness
management. The guidance can be used by standards developers, application @developers a

interest
an Al ap
their rol
stakehol
and knoy
evolving
characte

This doc

— this

— an approach to identifying an Al application’s stakeholders, context, functional characteristics

func

— anA
cons

— guid

» oo«

parties to provide answers to the question: “What are the characteristics and considef
lication?”. The stakeholders are mapped to various stages of the Al system life cycle, hig]
ps and responsibilities and making them aware of the processes toyfollow to enable a
ler engagement for the Al application. These stakeholders can have various levels of Al
ledge. Since Al applications can differ from non-Al software applications due to their con
nature and aspects of trustworthiness, all stakeholders should be made aware of A
Fistics.

iment provides:

Hocument’s motivation and objectives (Clause 4);

fional characteristics (Clause 5);

application framework that can be uséd-to answer the question: “What are the characterti
derations of an Al application?” (Clause 6);

hnce for Al applications based onthe make, use and impact perspectives (Clause 7).

multiple
s. It also
and risk
hd other
ations of
hlighting
coherent
bxpertise
Linuously
[-specific

and non-
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International Standard ISO/IEC 5339:2024(en)

Information technology — Artificial intelligence — Guidance
for Al applications

1 Scope

This docpment provides guidance for identifying the context, opportunities and processesfor developing
and applying Al applications. The guidance provides a macro-level view of the Al application| context,
the stakg¢holders and their roles, relationship to the life cycle of the system, and common @Alvagplication

characteristics and considerations.

2 Normative references

The folloying documents are referred to in the text in such a way that some or allof their content constitutes
requirenjents of this document. For dated references, only the edition cited applies. For undated rgferences,
the latest edition of the referenced document (including any amendments)\applies.

ISO/IEC R2989:2022, Information technology — Artificial intelligence — Artificial intelligence congepts and
terminolagy

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 22989:2022 and the following
apply.

[SO and [EC maintain terminology databases for mse in standardization at the following addresses:

— ISO (Qnline browsing platform: available@t https://www.iso.org/obp

— IEC Hlectropedia: available at https://Www.electropedia.org/

3.1
Al appli¢ation
use of Alfwith functional characteristics that operates in stakeholder contexts to deliver an intendgd result

3.2
cloud sefvice
one or mpre capabilities offered via cloud computing (3.6) invoked using a defined interface

[SOURCE; ISO/IE€-22123-1:2023, 3.1.2]

3.3
private ¢lotid
cloud deployment model (3.5) where cloud services (3.2) are used exclusively by a single cloud service customer
(3.4) and resources are controlled by that cloud service customer

[SOURCE: ISO/IEC 22123-1:2023, 3.2.4]

3.4
cloud service customer
party that is in a business relationship for the purpose of using cloud services (3.2)

Note 1 to entry: A business relationship does not necessarily imply financial agreements.

© ISO/IEC 2024 - All rights reserved
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[SOURCE: ISO/IEC 22123-1:2023, 3.3.2, modified —"acting in a cloud service customer role" changed to "in a

business

3.5

relationship for the purpose of using cloud services", Note 1 to entry added]

cloud deployment model
way in which cloud computing (3.6) can be organized based on the control and sharing of physical or virtual
resources

Note 1 to entry: The cloud deployment models include community cloud, hybrid cloud, private cloud and public cloud.

[SOURCE
3.6

:ISO/IEC 22123-1:2023, 3.2.1]

cloud co
paradig
with self;

Note 1 to

storage equipment.

[SOURCH

puting
for enabling network access to a scalable and elastic pool of shareable physical or virtual
service provisioning and administration on-demand

entry: Examples of resources include servers, operating systems, networks, software, applica

: [SO/IEC 22123-1:2023, 3.1.1, modified — Note 2 to entry deleted]

4 MoTvations and objectives

This doc
of an Al
commun

The form

— thed
and

— the s
subje

— cominon Al application functional and_hon-functional characteristics and considerations.

5 Al application context and characteristics

5.1 Es
This clau

system life cycle stagés in accordance with ISO/IEC 22989:2022, Clause 6 and ISO/IEC 5338 [1l. Fq

the stage

— Who
valu

ment establishes guidance based on the question: “What aréthe characteristics and consi
application?” It provides a basis for a common understanding among stakeholders to
cation, engagement and acceptance of an Al applicatioh,

ulation of this document is as follows:

ontext of an Al application described with respect to Who (stakeholders), What, When, Wh
How at various stages of an Al system life cyele;

takeholders - Al stakeholder roles suchyas Al provider, Al producer, Al customer, Al pa
bct, consumers, community and relevant authorities;

fablishing appreach for Al application context
se describes-the approach for establishing the Al application context. This document us

s, various stakeholders, processes and relationships are defined and mapped thus:

The stakeholders (e.g. entities, persons or groups) associated with the context whose inte
ps.can be served, and whose concerns can be addressed.

esources

fions, and

lerations
promote

ere, Why

rtner, Al

es the Al
r each of

rests and

— What: Activities associated with the context, such as

— Al system and application capabilities

— types of decisions being supported by the Al application.

— How

: Specific methods associated with the context, such as

— degree of human involvement in decision-making (e.g. autonomous or semi-autonomous)

— Al system in an augmentation role (e.g. decision support, human-system collaboration)

© ISO/IEC 2024 - All rights reserved
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— algorithmic processes
— sources, collection and provision of data
— deployment as a product or service

— When: Associated with the temporal context, i.e. a process in a particular stage of the Al system life
cycle, or a temporal activation of a process, such as the frequency of an application. This depends on the
context established in “What”.

— Where: Location associated with the context, i.e. where the Al application is used; internal to the
organization (e.g. for operations) or external to the organization (e.g. with customers); the deployment
mode of the application (e.g. on-premise, as a cloud service or through third parties).

— Whyt The external causal and explanatory structures associated with the context, i.e. part)of the value
proppsition to the “Who” such as the customers, users and community, shows the application’s rationale,
objeg¢tives, benefits, considerations and impacts including economic, social, societal, efe.

5.2 Alfpplication context

Figure 1 [shows a typical Al application context with its stakeholders, processes.and relationships|together
with the different stages of an Al system life cycle.

© ISO/IEC 2024 - All rights reserved
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Al system life cycle

Design and Deployment,
development, i

lopm operation and
verification

and validation monitoring

When (in stage)

Re-evaluation

1
: |
Who/what | | Continuous Reti ¢
Data | | validation etiremen
. . "
providers I "
Y : ]
What/how | i
: I
Al model | TR © X A -
development P What/héw/
I Who/what/ What/how/ where/when
What/how @ I how where What- temporal) Whojwhy
Al system I applicatipd
s I 1 Al- Interpal or
Al capabilities e‘;iiﬁﬁil OArI Al capabilitiss augmented external Al
system | | application application decision- custoers,
: providers making Al upers
Who/what | IWho/whyI Who/whyI
Al | | Regulators
| and policy Commynity
developers I TElETE

Who/Why |

Al producer

Al customers

Al stakeholder
other stakeholder
process

Al system life cycle'stage

stage transitien
communication

organizational boundary

Al'application characteristics (see 5.4)

Figure 1 — Typical Al application context

Other stakeholders are those in the community who are not involved with the development or use of the
Al application but are still impacted or regulators and policy makers who have impact on the deployment
of the application. The relationships between stakeholders include communication and exchanges. The
organizational boundary is used to delineate what is inside or outside of the producer’s organization
(e.g. pre-deployment vs. post-deployment). In certain cases, the Al application provider can be part of the
producer’s organization but have an external role. The three Al application characteristics (see 5.4) are also

reflected in Figure 1.

© ISO/IEC 2024 - All rights reserved
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5.3 Stakeholders and processes

5.3.1 General

Figure 1 shows the relationship among the stakeholders (Who), their roles (What), (Where) and (When) the
processes (What) are employed (How).

Figure 1 also shows that the producer, customer, regulators and community (Who) also have value
considerations (Why) at stake in this context.

5.3.2 Al stakeholders

5.3.2.1
The Al st

General

akeholders described here play one or more different roles and sub-roles in various stag

Al system life cycle. The name of the stakeholder is also indicative of its role or sub-role as des

ISO/IEC’

5.3.2.2

An Al pr
services
objective
life cycle
the Al sy

5.3.2.3

An Al de
and serv
verificati
individud
5.3.2.4

An Al cug

an Al cu

12989:2022, 5.109.

Al producer

pducer (Who) is an organization or entity that designs, develops,tests and deploys prd
fhat use one or more Al systems. The Al producer takes on these roles as part of its orgai
(Why, e.g. profit as well as value creation for its customers), These roles span the whole 4
(When) and include management decisions about the inception and termination or retir
Stem.

Al developer

veloper (Who) is an organization or entity that is concerned with the development of Al
ces for the producer. The roles can include model and system design, development, implem
on and validation (What) in the pre-deployment stages of the Al system life cycle (W
11 Al developer can be a member of the'producer’s organization or a contractor or partner.

Al customer

tomer (Who) is an organizatien or entity that uses an Al product or service either directly

tomer, e.g. engagement,\product purchase or service subscription. The customers’ role sp3

provisio% to Al users. There is a basiness relationship between an Al application provider (see 5.3

system li
product

and part
of the Al

An Al cug
a busines
is a third

fe cycle (When) since they create the demand, realize the value and sustain the viability

cipate in the verification and validation, deployment, operation and monitoring, retireme
system life eyele.

tomer oAl user (see 5.3.2.5) can be part of the Al application provider’s organization (int
s funetion department) or have an arms-length relationship (external, e.g. the application
-party service provider) (Where).

es of the
cribed in

ducts or
nization’s
\[ system
ement of

products
entation,
hen). An

ror by its
.2.6) and
ns the Al
of the Al

Why). They are often consulted by the Al producer during the inception to determine requiirements

nt stages

brnal, e.g.
provider

5.3.2.5

Al user

An Al user (Who) is an organization or entity that uses Al products or services. An Al user can be an
individual from the community (Who) or a member of the customer organization or entity. A customer can
also be a user. An Al user does not have to be an Al customer [i.e. has a business relationship with the Al
application provider (see 5.3.2.6)]. An Al user’s role is usually centred around the operation and monitoring
stage of the Al system life cycle (When) to realize value from use of the Al product or service (Why).

© ISO/IEC 2024 - All rights reserved
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5.3.2.6 Al application provider

In general, an Al application provider is an organization or entity that provides products or services that uses
one or more Al systems. In the Al application context, an Al application provider (Who) is an organization or
entity that provides the capabilities from an Al system (such as reasoning and decision-making) in the form
of an Al application (What) as a product or service (How) to internal or external customers as described in
ISO/IEC 22989:2022.

NOTE An Al application provider in this document is analogous to an Al product or service provider in
ISO/IEC 22989:2022.

An AI apphcatlon prov1der can be 1nternal (part of the Al producers orgamzatlon) or external (such as

2 ica around
the deplyment stage in the Al system 11fe cycle (When) They can also part1c1pate in earher gtages by
contributing about potential application domains, locations, customers and users, decisionctypes and the
particuldrities of the deployment environment.

5.3.2.7 | Al partner

An Al pqrtner is an organization or entity that provides services to the Al preducer and Al agplication
provider(as part of a business relationship.

5.3.2.8 | Data provider

A data prjovider (Who) is an organization or entity that is concernedwith providing data used by Aljproducts
or services. A data provider either collects or prepares data (What),’or both for use by the Al producer’s Al
model. The data provider can be a partner of the Al producer.

The rold of a data provider is usually centred aroudd pre-deployment stages (When). I} certain
circumst@ances, such as where the Al system employs machine learning models, the data provider cdn also be
involved fin the post-deployment stages to collect and prepare data for continuous validation (When).

5.3.3 (ther stakeholders

5.3.3.1 | General

Other stgkeholders include those in{he community that are not involved in the production or use|of the Al
applicatipn but are still impacted, é.g. consumers. Regulators and policy makers whose mandate cap have an
impact irf the Al application context are also in this category.

5.3.3.2 | Community

The use [of Al techndlegy can have impacts beyond the individual customer and user and affg¢ct other
communjty members (Who) (e.g. consumers, family, neighbours, work colleagues, social circle, affiliates).

5.3.3.3 | Regulators and policy makers

A regula cot (‘VAV,hUJ ts—aatthorit oyt the lut,a}u_y where—the—Ad ayyubauuu 1S dcylu_ycd atret optt ted, and
which has jurisdiction governing the use of Al technology based on existing legal requirements. Even though
compliance to legal requirements is assessed by regulators in the deployment, operation and monitoring
stages, the Al provider and other early stage stakeholders should identify applicable risks and regulation
and provide solutions to avoid barriers to achieve original objectives.

Al applications can be deployed in jurisdictions that have different regulations related to the collection and
use of data, as well as their operations.

A policy maker (Who) is an authority in the locality where the Al application is deployed and operated that
sets the legal requirements governing the use of Al technology.

© ISO/IEC 2024 - All rights reserved
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5.3.4 Processes

5.3.4.1 General

A process is a function or activity that transforms a specified input into a desired output. In the context of an
Al application, the processes described in this clause are related to input data (What) that are transformed
(How) by the Al system into its capabilities (What). These capabilities are to be deployed (How, Where) in an
Al application (What) to augment a user’s decision-making (What, How, When).

5.3.4.2 Al system

to perfonm certain functions such as reasoning and decision-making, as described in ISO/IEC 22989:2022.
These fuhctions produce “What the Al system can do”, i.e. the Al system capabilities. How theselcapabilities
ced depends on the configuration and construction of the Al model (see 5.3.4.3) and|the field
involved/e.g. computer vision, image recognition, natural language processing, machine-translatiop, speech
synthesi$, data mining and planning.

5.3.4.3 | Al model and development

An Al mqdel is a mathematical representation of a process (What) that foris-the core of an Al system (see
5.3.4.2). [The Al model can be developed from different technologies, such as neural networks,| decision
trees, Bajesian networks, logic sentences and ontologies. These models.are used to make predictions or to
computeldecisions to support the functions of the Al system as described in ISO/IEC 22989:2022, 8|.3.

Informatjion required for the model’s development can be derived from machine learning by processing
prepared data with an algorithm (How). The data are prepared from sources appropriate for the domain
and decision-making environment of the Al application (see 5.3.4.4). Alternatively, informatioh can be
derived from human-engineered declarative or procedural knowledge and human expertise can b used in
logic programming and rule-based systems for makinginferences (How) (see ISO/IEC 23053:2022,{7.1[13]).

5.3.4.4 | Al application

The Al syjstem capabilities (see 5.3.4.2) are-applied to a decision-making environment in a particular domain,
including agriculture, transportation, fintech, education, energy, healthcare, manufacturing ahd many
others. This “application” can include incoerporating other non-Al capabilities, features and customizations to
meet system specifications as well-asithe needs of customers or users. The Al application provider packages
Al systern capabilities into a deployable Al application (What), which in turn performs its own ynique Al
applicatipn capabilities. An Al~application can be deployed as a product or service by the Al apgplication
provider| The level of autonfation of the Al application is discussed in 5.3.4.6. The level of automati¢n can be
found in [SO/IEC 22989;2022, 5.13.

An example is an AI<system that provides natural language understanding (NLU) capabilities|that are
packaged with a<onversation builder and sentiment analysis functions to create a chatbot deplgyed as a
cloud serjvice for-enline interaction with users (e.g. the use case in Clause A.3). Another examplg is an Al
system thatprovides image processing capabilities with deep learning that is used in a medical djagnostic
environmhént as an anomaly detecting Al application for biomedical imaging. The Al application uses
visualizafion of the training and evaluation data bul System capabilities and 1nterfaces for
pathologists in evaluating images(3l.

5.3.4.5 Al service

An Al service is an activity performed for the Al customer or user (How) that is based on an Al application’s
capabilities. The deployment of the service can be on-premise (e.g. Clause A.2) or as a cloud service (Where)
(e.g. Clause A.3).

© ISO/IEC 2024 - All rights reserved
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5.3.4.6 Al-augmented decision-making

In a typical decision-making scenario, the decision maker is faced with the following: a set of uncertain
events each with a probability of happening; a set of actions that can be taken in response to the events; a
set of outcomes based on actions taken and certain events actually happening. To reduce the uncertainty
of predicting events, the decision maker can seek to gain a more accurate estimate of the probability of
events happening. This can be done by collecting pertinent data about the decision environment and process
them within the context of the decision into information to form predictions. Given these predictions and
the decision criteria such as to maximize the expected value of the decision, the decision maker’s expertise
can then be used to determine which action to take based on the expected value of each outcome and take
the best course of action. In some cases, external intelligence is also consulted in making the decision.

In the cotextof amrATapptication, itisthe toot thiata decision maker uses to performrsome of thegejtasks. As
shown ir] Figure 1, the collection and preparation of data to be processed by the Al model (see 5:3.4.3) are
done for the Al system (see 5.3.4.2). The Al model makes predictions that can contribute to decision-making
and courgpes of action.

The Al application is designed for a certain level of automation. On one end of the speetrum, the decjision and
action arfe taken by the Al application without human intervention. On the other end,;the recommjendation
of the Alfapplication is used to augment the knowledge and expertise of the decision maker who ulltimately
makes the decision and takes the action. The decision-making can occur when scheduled, triggered by
sensor off event when needed (When).

5.4 Alfpplication functional characteristics

An Al application can be distinguished from a non-Al applicatién by its possession of one or mdre of the
following functional characteristics:

a) An Al application is built with the capabilities of apnAl system that implements a model t;i acquire
inforlmation and processes with or without human“intervention by algorithm or programnping. The
model can be implemented with supervised, semi-supervised, or unsupervised machine legrning or
programmed rules. The acquisition of information to build the model can also include the processes
related to how the information is used.

b) An Al application applies optimizatiens’ or inferences made with the model to augment decisions,
predictions or recommendations in‘\atimely manner to meet specific objectives. Other capabilities,
featyres and customization are wsually added to uniquely fit the needs of the specific domain and
decigion environment as well as‘that of the Al customers and Al users. The form of optimization and
inference output to be applied“depends on the model being built. The output is used to augment the
intelligence of the user immaking decisions, predictions and recommendations. The application can
react and respond in a dynamic environment, including in real-time.

c) An Al applicationds)updated in some cases and the model, system or application are impfoved by
evaltiation of intetaction outcomes. The outcomes from interaction with users are evaluated pased on
the gerformance metrics of the model and used for continuous learning and improvement.

The relafionship between these three numbered characteristics and the stakeholders within the gontext of
an Al application are reflected in Figure 1.

5.5 Al application non-functional characteristics and considerations

5.5.1 General
The Al application functional characteristics are described in 5.4. The non-functional characteristics of an Al

application should also be considered by the stakeholders when making decisions about the Al application.
This clause introduces Al application-specific non-functional requirements.

© ISO/IEC 2024 - All rights reserved

8


https://standardsiso.com/api/?name=b7fc59d94a4644e721082d0772383331

ISO/IEC 5339:2024(en)

5.5.2 Trustworthiness

5.5.2.1 General

Trustworthiness is a non-functional and essential characteristic of an Al system. It refers to the
characteristic that signifies that the system meets the expectation of its stakeholders in a verifiable way as
described in ISO/IEC 22989:2022, 5.15; as well as expressing its quality as being dependable and reliablel2l.
The trustworthiness of an Al application is based on the trustworthiness of its Al system and any additional
incorporated capabilities, features and customization. The different trustworthiness perspectives of
stakeholders (make, use, impact) are discussed in Clause 7.

The elements of trustworthiness are briefly introduced in this clause (from ISO/IEC TR 24028:2020[2]).
Further flevelopment of trustworthiness has been undertaken in other International Standard§ such as
ISO/IEC 25059 [41.

5.5.2.2 | Al robustness

Al robustness is the ability of an Al system to maintain its level of performance, as intefided by its dejvelopers,
and reqyired by its customers and users, under any circumstances (see ISO/1EG.22989:2022, 5]15.2 and
ISO/IEC TR 24029-1 [3], ISO/IEC 24029-2 [6] for robustness of neural networks).

5.5.2.3 | Al reliability

Al reliabjlity is the ability of an Al system or any of its subcomponénts to perform its required functions
under stdted conditions for a specific period of time (see [SO/IEC 22989:2022, 5.15.3).

5.5.2.4 | Al resilience

Al resilignce is the ability of an Al system to recover aperational condition quickly following 3 fault or
disruptivfe incident. Some fault tolerant systems can opéerate continuously after such an incident, albeit with
degraded capabilities (see ISO/IEC 22989:2022, 5.15:4).

5.5.2.5 | Al controllability

Al contrgllability is the characteristic of'ani Al system whose functioning can be intervened by an|external
agent (sef ISO/IEC 22989:2022, 5.15.5).

5.5.2.6 | Al explainability

Al explajnability is the chaFracteristic of an Al system which can express important factors inflyencing a
decision,|prediction or recommendation in a way that humans can understand (see ISO/IEC 22989:2022
5.15.6).

5.5.2.7 | Al predictability

Al predidtability is the characteristic of an Al system that enables reliable assumptions by stakeholders of its
behaviour and the output as described in ISO/IEC 22989:2022, 5.15.7. ISO/IEC TR 24028:2020[2] discusses
this from the perspective of unpredictability.

5.5.2.8 Al transparency

Al transparency enables the stakeholders to be informed of the purpose of the Al system, how it was
developed and deployed (see ISO/IEC 22989:2022, 5.15.8). This involves communicating information such
as goals, limitations, definitions, assumptions, algorithms, data sources and collection, security, privacy and
confidentiality protection and level of automation. A discussion of traceability, an element of transparency,
as a potential source of ethical concern can be found in ISO/IEC TR 24368:2022[7l.
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5.5.2.9 Al verification and validation

Al verification is the confirmation that an Al system was built right and fulfils specified requirements. Al
validation is the confirmation with objective evidence that the requirements for a specific intended use of
the Al application have been fulfilled (see ISO/IEC 22989:2022, 5.16). ISO/IEC 25059[4] describes software
engineering validation and verification methods that are applicable to an Al system.

5.5.2.10 Al bias and fairness

A biased Al system can behave unfairly to humans (or certain subgroups). Fairness is a human perception
and is based on personal and societal norms and beliefs. Unfair behaviour of Al systems can have negative,
even harmful and devastative, impact on individuals or groups (see ISO/IEC 22989:2022, 5.15.9, see also
discussign in ISO/IEC TR 24027:202118]),

5.5.3 Risks and risk management

5.5.3.1 | General

Risks, as|with trustworthiness, are non-functional property of Al systems. Al systeéms, such as trjaditional
software|systems, operate within a spectrum of risk [2], which is determined by the severity of the potential
impact of a failure or unexpected behaviour and the impacted individual$-or societies.l2] RisKs can be
mitigatedl by risk management practices. The extent of risk managementsiindertaken by an organization
depends [on its “risk appetite”. In some cases where the adversity level(is high the “concern” can become a
risk manpgement “objective” at all stages of the Al system life cycle~In this clause, the elements of fisks and
risk manpgement are introduced (see ISO/IEC 23894[2]).

5.5.3.2 | Risk management framework and processing

A risk management framework “to assist the organization in integrating risk management intq specific
activitied and functions” that are specific to the deyvelopment, provision or offering, or use of Al systems
is introdpiced in ISO/IEC 23894:2023, Clause 5[9].-The processes associated with the Al-specific pctivities
and fundtions include systematic application ef_policies, processing and practices in assessing, [treating,
reporting and mitigating the risks are detailed-in ISO/IEC 23894:2023, Clause 6[2],

5.5.4 Hthics and societal concerns

5.5.4.1 | General

On the ope hand, Al technology has the potential to provide huge benefits to societies, organizations and
individugls. On the other haund, the application of Al technology also gives rise to potential and widg¢-ranging
ethical apd societal corcerns. Common ethical concerns relate to the means of collecting, procegsing and
disclosing of personal/data, conceivably with biased opinions, that feed opaque machine learning |decision-
making dlgorithmswhich are not explainable (see ISO/IEC TR 24368:2022, 6, 8[Z]).

5.5.4.2 | Ethical framework

An Al ethicatframework cam be buitt omrexisting ethicat frameworks suchas virtuat ethics; utititarianism,
deontology and others (see considerations in ISO/IEC TR 24368:2022[7]). This clause describes the approach
for establishing an Al application context as described in ISO/IEC TR 24368:2022, 7.2[71). Organizations
contemplating the development and use of Al in responsible ways can consider adoption of various Al
principles (ISO/IEC TR 24368:2022, 6.2[7] and further discussed in Clause 8). Key themes associated with
the Al principles include accountability, safety and security, transparency and explainability, fairness and
non-discrimination, human control of technology, professional responsibility, promotion of human values,
international human rights, respect for international norms of behaviour, community involvement and
development, respect for the rule of law, sustainable environment and labour practices (see also examples of
how to build socially acceptable Al in ISO/IEC TR 24368:2022, Clause 8 [7]).
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Societal concerns

The use of Al technology has the potential to impact a wide range of societal stakeholders beyond the
customers and users. These stakeholders can be members of the community where the Al technology is
deployed or even future generations who will live with the impact of the technology on the quality-of-
life of the physical and work environment. It is the responsibility of the organization contemplating the
development and use of Al technology to recognize its social responsibility and undertake stakeholder
identification and engagement to address the impact of the technology (see ISO 26000:2010[101),

5.5.4.4

Legal requirements and issues

Al technology is new and the legal requirements associated with its development, deployment and use are

not yet Widely defined. Some regions have instituted legal requirements governing certain asps
technology and applications (e.g. facial recognition for law enforcement), and a wide range of prop

been ma
regional,

6 Stakeholders’ perspectives and Al application framework

6.1 General

The Al application context described in 5.2 forms the foundation of the Al\application framework d

this claus
and cons

6.2 Stjkeholders’ perspectives

The Al ppplication framework described here incorporates the perspectives of different g
stakeholdlers. These groups have dissimilar perspectives on the Al application based on their inten

objective

used in Higure 2 as a demarcation between the different groups of stakeholders. These perspecti

on the Al

e and debated. Currently there are no coordinated and cohesive legal requirements at thq
national or international levels concerning Al technology.

e. The Al application framework can be used to answer the question: “What are the chara
derations of an Al application?”

non

application and its functional characteristics, non-functional characteristics and consider

cts of Al
psals has
domain,

efined in
Cteristics

roups of
tions and

s. They are "make", "use" and "impact" andvare shown in Figure 2. An organizational boyindary is

ves focus
ations.
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Al Data N
developers providers ‘/‘
e Al
Al ya customers,
producer ya Al users
Make A
. Use
-
Al
application | | Al
providers Al characteristics
application and considerations
Regulators
and policy Impact Community
makers
Key
Al stakeholder
other stakeholder

[]
[]
()| process
—>

direction of view

—_ —| organizational boundary
Figure 2 — Al application - stakeholders’ perspectives

The "make" perspective emanatesfrom the Al producers, Al developers and data providers whq produce
the Al agplication. The Al provider-shares some of this perspective since they can have a role in|both the
productipn and deployment of*the Al application. The Al customer and Al user have the "use" perspective
since thely are the ones whg-employ the Al application to augment their decision-making. The conlmunity’s
perspectjve is from the wiew of how it is being impacted by the deployment of the Al applicafion. The
regulatof’s perspectiyeis’'on whether the deployment of the Al application complies with legal requlirements
(promulgated by palicy makers) of the locality and jurisdictional impact on the product or servige if non-
compliarit.

6.3 Aljapplication framework

The Al application framework is represented in Figure 3. Table 1 establishes the relationship between the
stakeholders (rows) and their make and use perspectives (columns). Table 2 establishes the relationship
between the stakeholders (rows) and their impact perspective (column). Table 3 expands on the Al
characteristics of the processes (How) and the context of the stakeholders’ involvement. The Al application
framework as a combined view from Tables 1, 2 and 3 is shown in Figure 3.
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Perspectives Make Use Impact
Stakeholders
Who
What
How
Context When
Where
Table 1 Table2
Why
Subclause
references
Characteristics
Al hon-functional
Considerations
Subclause references
. Subclause
Al characteristics Processes What How
references
Table 3

F

pt

§

fure 3 — Al application framework as combined view with Table 1, Table 2 and Tabl

1
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Table 1 — Al application framework — Make and use perspectives

Perspectives Make Use
Stakeholders Al produc- | Data provid- | Al develop- | Al appl_lcatlon Al cus- Al users
ers ers ers providers tomers
WhO ° ° ° °
What (see Al
characteristics in . . . .
Table 3)
How (see Al Build. appl
characteristics in d PP, Build Build Build Apply Apply
Table 3) update
C Designand | Designand
ontext
development; |development;| Deployment, All stacs Deployment,
When All stages | Verification | Verification | operation and o § operation and
and valida- | and valida- monitoring monitoring
tion tion
Where . o . . . o
Why . . ° ° ° °
Subclause refer-| ;| , 7.1.3 7.1.4 7.1.5 7.2.2 7.2.2
ences
Al non- Characteristics Trustworthiness, risks @nd management
functionpl | Considerations Ethics, societal concerns, {€gal requirements and issues
Subclauge references 5.5.2,5.5.3,5.5.4

¢ = Stakehplder’s role(s) in context.

Table 2 — Al application framework — Impact perspective

Perspectives Impact
Stakeholders Community |Regulators and
policy makers
Context Who . .
What . .
How o .
When Deployment, Deployment,
operation and | operation and
monitoring monitoring
Where o .
Why ° °
Subclause refer- |7.3.2 7.3.3
ences
Characteristics Trustworthiness, risks and
Al non-func- management
tional Considerations Ethics, societal concerns, legal

requirements and issues

Subclause references

5.5.2,5.5.3,5.5.4

» = Stakeholder’s role(s) in context.
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Table 3 — Al application framework — Al characteristics

Al Characteristics Processes What How Subclause ref-
erences
Built with the capabilities of an Al
system t.hat 1mpl§ments amodel to Al model develop-
acquire information and processes ] [ ]
. . . . ment, Al system
with or without human intervention by
algorithm or programming
Applies optimizations or inferences
made with the model to augment deci- Al application, 5.4
sions, predictions or recommendations | Al-augmented [ | |
in a tinrety Tmammer to meet specific decistorrTmaking
TT objectives
Updates and improvements made to the . .
o Continuous vali-
model, syfstem or application by evalua- : [ [ ]
. . . dation
tion of interaction outcomes
m = Al chalracteristics in context.

7 Guigdance for Al applications

7.1 General

This clause provides recommendations for the stakeholders to recegnize their roles and responsibilities as

well as be made aware of opportunities in making, using or responding to the impact of the Al ap
The funcfional characteristics (see 5.4) and non-functional characteristics (see 5.5) of the Al applig
considered in this guidance.

The guidpnce is formulated as a set of questions that each type of stakeholder should be asking 3
their rolgs and responsibilities based on the perspectives in Figure 2 and the framework in Table 3
these qué¢stions can lead to opportunities for the stakeholders to explore further aspects of an Al ap
such as dpplicability of relevant International Standards for the specific application. Annex A proy
use case§ where answers to some of the questions recommended here are used to fill in the Al ap
framewofrk in Table 3.

7.1.1 General

The stakeholders with the make-perspective are those that work for or partner with the Al prq
design, develop, verify, validate and provide data for the Al system, which in turn is deployed
applicatipn.

7.1.2 Al producer pérspective
The Al pfoducershould at least address the following considerations:

— Who|are'the Al customers and Al users?

plication.
ation are

s part of
. Some of
plication
ides two
plication

ducer to
as an Al

— Who are the Al developers? Are they qualified and skilled employees or contractors?
— Who are the Al application providers and their relationship with the Al producer?

— Who are the stakeholders in each stage of the Al system life cycle (see ISO/IEC 22989:2022, C
What is the Al system and its capabilities? What algorithm is the Al model based on?

— What are the Al characteristics of the Al application?

lause 6)?

— What data are used to create the Al model? What is the source of these data? Who are the data providers

and their partners?
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What are the trustworthiness and risk concerns of the Al application? What is being done to assess and
mitigate these concerns? [s a risk management system in place for the organization? ([21.2])

What are the ethics, societal concerns, security, confidentiality, privacy and other legal requirement
considerations in producing and deploying the Al application? How are they being addressed[Z1?

What is the technological ecosystem for the accessible deployment of the Al application?
What is the overall quality of the Al system?[4].[5]

How is the Al application built, applied and updated? How is the Al model trained or programmed? How
robust is the Al modellel.lZ]? When (in which stage of Al system life cycle) the model building, application
and updates will be reviewed? Where is the model built, applied and updated, on site or using a cloud
service? When (in which stage of Al system life cycle) should the Al producer be involved to repssess Al
charfcteristics in context?

Whefe is the Al application to be deployed, on-premise or as a cloud service? Where willthe Al agplication
be developed? Where are the Al developers located? Where are the data sources.located? Where, in
termls of, geographical location will the Al application be deployed?

Whylis the Al application being developed into a product or service? What is¢he potential valie for the
Al prloducer and Al customer? What are the opportunities and courses ofaction?

Wholis the Al producer? Employer, partner or customer?

Whaf data are being collected and what is the source?’ How are the data collected, stored, processed,
provjsioned and fed into the Al model (for machine learning applications, see ISO/IEC 5259-4:—1) [14)? [s
a dala management system employed (for machine'learning applications, see ISO/IEC 5259-3:—+2) [13])?

What is the domain, geographical and other providence of the data being collected? What are the
applicable boundary conditions of the Al.model developed from these data?

What are the sources and nature restrictions for gathering the required training data?

How|is the quality of the collected\data measured and validated (for machine learning applicdtions see
ISO/JEC 5259-2:—3) [111)? What)are the trustworthiness and bias concerns of the data? What is being
dond to assess and mitigate these concerns (see ISO/IEC TR 24028:2020,[2] ISO/IEC TR 24027:4021[81))?

How|are data being collected, validated and used to update the Al model during the opergtion and
mairltenance stage?How are collected data secured, protected and used appropriately in compliance
with|internal policies and data sovereignty requirements?

Whehp (in which stages of Al system life cycle) the data availability and quality need to be reasgessed?

Where is the source location of the data? Where are the data to be processed, on-premise or using a cloud
serv]cé?lh which geographic location?

Why specific data are needed in the context of the Al application?

7.1.4 Al developer perspective

The Al developer should at least address the following considerations:

Who is the Al user, data provider and Al producer?

1y
2)
3)

Under preparation. Stage at the time of publication: ISO/IEC DIS 5259-4:2023.
Under preparation. Stage at the time of publication: ISO/IEC DIS 5259-3:2023.
Under preparation. Stage at the time of publication: ISO/IEC DIS 5259-2:2023.
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What is the relationship between the Al developer and Al producer? Employee or contractor?

What are the qualifications and skills required of the Al developers?

What Al model is employed, trained or programmed? How is the Al model being designed, developed,
validated and verified into the functional characteristics of the Al system? What processes are involved?

What are the technological and ecosystem requirements needed to deploy the Al system as an accessible
Al application?

What are the algorithms used for data processing? What are the criteria for data quality? What are the
criteria for output quality? What are criteria for validation and verification? What are the criteria for

mod

el update?

How
dond

Whe
Whe
Why

715 A

The Al aj

Who
Wha

Wha
well

are data pre-processed? How is the quality of data determined? How is the algorithim
? How are the model requirements adapted?

h (in which stage of Al system life cycle) are the context and requirements assessed?
e the Al application can be deployed, locally or as a cloud service?

is the Al application being developed into a product or service? Why the Specific model is

\[ application provider perspective

plication provider should at least address the following considerations:

are the Al customers and Al users and how do they employ the Al application?

[ is the relationship between the Al producer and the Al application provider? Employer or

are the Al characteristics of the application? What are its capabilities, capacity and throy
ps constraints and limitations?

Wha
use

What are the operational analytics of the Al application and how are they monitored?

What are the impacts of the ALdpplication on its customers, users and community?

How

and
serv
char

How
Whe
Are

are the technological and ecosystem reguirements for the Al customers and Al users to a
e Al application? What are the failutie recovery provisions?

ipdates are to bhe‘reviewed? Where is the model built, applied and updated, on site or a
ces? When (inrwhich stages of Al system life cycle) should the producer be involved to re
hcteristics in context?

are risksumanaged in the deployment of the Al application?

h (ih which stage of Al system life cycle) are the context and requirements assessed?

selection

used?

partner?

ighput as

rcess and

is the Al application built) applied and updated? How is the Al model trained or programmnied? How
robulst is the Al model[2],[8]2When (in which stages of Al system life cycle) the model building, ap

plication
s a cloud
hssess Al

nere any applicable boundaries 1or the recommended, acceptable or responsible use

application? Are these part of the legal requirements in the software license?

of the Al

Where is the Al application being deployed? What legal requirements apply to the functional and non-
functional characteristics of the Al application’s domain? Who are the regulators?

Why is the Al application being developed into a product or service?

© ISO/IEC 2024 - All rights reserved

17


https://standardsiso.com/api/?name=b7fc59d94a4644e721082d0772383331

ISO/IEC 5339:2024(en)

7.2 Use perspective

7.2.1 General

The stakeholders with the use perspective are those Al customers and Al users that employ the Al application
to augment their decision-making (see 5.3.4.6).

7.2.2 Al customer and Al user perspective

The Al customer and Al user should at least address the following considerations:

— Whatis the relationship between the Al application provider and Al customer or Al user?

— Wha} are the Al customers’ and Al users’ (and as community members) considerations i

Al a
appl

— Whaf data are collected in using the Al application and how are they being used {fer machine

appl

backlinto the Al model for continuous learning and improvement?

— What are the trustworthiness and risk considerations of the Al application being used? Wha
dond to assess and mitigate these concerns[2]?

— Whag are the transparency and explainability aspects of the Al application supplied by the Al g

— What are the ethical and societal concerns in using the Al application? How are they addressed:

plication? What are some of the governance implications involved in organizations-whe
cation is employed (see ISO/IEC 38507:2022[121)?

cations, see Reference [11])? What are the data governance policies in place? Are the data

ising the
re the Al

learning
being fed

L is being

rovider?

?

— What decision-making will be augmented by the Al application? What is the level of automation? Who is

goin

— Howl|do the Al customers and Al users access the-output of the Al application to augment their

mak

— Whe

Al application deployed and accessed?WHat are the legal requirements for deployment?

— Why
7.3 Imfpact perspective

7.3.1 (General

The comﬂlunity in which the Al application is deployed and its consumers in it can be impact

use. Exa
informat

regulatof whoiisan authority in the locality and has jurisdiction governing the use of Al technolo
on legal fequirements promulgated by policy makers.

b to evaluate the effectiveness of the Al applicatishrand what metrics are being used?

ng? How are the performance and effectiveness of the Al application being measured?

h (in which stage of Al system life cycle) are the context and requirements assessed? Wh

ples include' the use of Al applications in surveillance, loan application, delivery of hed
on dissemination in social media. The deployment of an Al application can be impactd

decision-

bre is the

is the Al application being employed? What are the potential values in employing the Al application?

ed by its
lth care,
d by the
gy based

7.3.2 Community perspective

The community in which the Al application is deployed should at least address the following considerations:

— Who are the consumers? What are their particular concerns as a member of the community?

— What data are collected in using the Al application and how are they being used? What are the privacy

conc

erns?

— How is the community and consumers in it being impacted by the employment of the Al application? How
is this impact being measured, how often and by whom? What are the community’s recourses for adverse
impacts?

© ISO/IEC 2024 - All rights reserved

18


https://standardsiso.com/api/?name=b7fc59d94a4644e721082d0772383331

ISO/IEC 5339:2024(en)

When (in which stage of Al system life cycle) the Al customer feedback or requirements are to be assessed
and reassessed?

7.3.3 Regulator and policy maker perspective

Regulators and policy makers should at least address the following considerations:

Who are the consumers? What are their particular concerns as a member of the community?

What is the mechanism through which legal requirements are made for the deployment of the Al
application (e.g. top-down or bottom-up)? How is the Al application being used and how does the

employment impact the community? Who is the responsible party (e.g. Al provider, Al customer, Al
user}?

Whehp (in which stage of Al system life cycle) are the legal requirements assessed or reassessed?

Whefe is the Al application being deployed? What are the applicable legal requirements? Hpw is the
deplpyment going to be monitored for compliance? Who is the responding party foraVviolationp

Whylis the Al application being employed? What are the potential values in employing the Al application?
What are potential, positive or adverse impacts on the community?
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Annex A
(informative)

Use cases

Two use

cases are presented to illustrate the applicability of this document based on the context

stakeholdlers and processes (see 5.3), Al characteristics (see 5.4) captured in the Al application fr
(see Claulse 6, Table 2 and Table 3). Some of the cells are filled in with answers from questions’suggested in

Clause 7.

A.2 Fujitsu™ 4 Limited - detecting defects in wind turbine blades

(see 5.2),
hmework

The use ¢ase from Fujitsu Limited deals with an Al application that uses deeptearning to train an glgorithm

to detecf

defects in a wind turbine blade to augment quality control and inspection decisior]-making.
The stakeholders, context and Al characteristics of this application are‘shown in Table A.1, Tablg

A.2 and

Table A.3 based on the Al application framework (see 6.3) (refer to Figure 3 for a combined vi¢w of the

framewofrk).
Table A.1 — Al application framework — Make perspective for Fujitsu Limited use case
Perspectives Make
Stakeholders Al producers Data provid-| | developers Al apph_cation pro-
ers viders
Ultrasonic
Who Fujitsu Limited scanner Fujitsu Limited Fujitsu Limited
vendor
What Provides | Develops the Al Takes theldevel-
(see Al char- Responsible for the entire data from | system includ- | oped Al sydtem and
acteristics in system ultrasonic | ingthe trained | provides itfas an Al
Table A.3) scanners model application
How
(see AI Fha.r- Build, apply, update Build Build Build
acteristics if
Context Table A.3)
Design, de- .
When All stages velop, verify, De51_gn, deyelop, Deploy, operate,
: verify, validate monifor
validate
Where Producer Producer Customer gremises
Thaxnradcaric avaactad o
Fhe-produceris-expeeted-te
provide a good Al application
for the customer because of
Why a good understanding of the

objective and requirements
of the Al application through
dialogues with the customer

Empty cells denote no information was provided.

4) Fujitsu™ is a trademark of Fujitsu Limited. This information is given for the convenience of users of this document
and does not constitute an endorsement by ISO or IEC of this product.
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Table A.2 — Al application framework — Use and impact perspectives
for Fujitsu Limited use case

Perspectives Use Impact
Stakeholders Al customers Al users Community | Regulators and policy
makers
For example, for the EU
Professional Utility com- | market: the European
uality controller panies, users | Commission’s Direc-
Who Wind turbine manufacturer (i]ns eg,tor of man: and neigh- tor-General (DG) for
pufacturer bours of wind | internal market, indus-
turbine try, entrepreneurship
and SMEs
What
How Apply Apply
When Deploy, operate, monitor Deploy, operate, | Deploy, oper- | Déeploy, operdte, mon-
! ! monitor ate, monitor itor
Where . Customer prem-
Customer premises :
ises
Any defects when a blade is in
operation cannot only prove
Context catastrophic but also inflict
major damage to the manufac-
turer’s reputation. The manu- | Professional qual*
fact_urer prqduces over 5000 1ty_controllers Neighbours | The regulator ensures
wind turbine blades every and inspegtors of .
. of the wind the safety of prod-
year for use in on and offshore | the manufacturer . . . .
: . : turbine sites | ucts with applicable
wind farms. Each blade can are inferested in Are appre- requirementk for the
be up to 75 min length and their'increased - app q T
Why . . L ... | hensive about | manufacturing process
takes a highly skilled profes- | productivity with
; ! . any damage | of huge prodycts such
sional quality controller up ta«}& the Al applica- caused b as wind turbihe blades
6 h to evaluate the scanning tion as well as a defectiv}:a and liability of defec-
data in the quality assuranee | the performance wind turbine tive rgducts
process. With the Al sy'stem | (accuracy) of the p
the evaluation time-isi;reduced | Al application
by 80 %, which translates into
cost savings, reduced produc-
tion lead times, and increased
productivity
Empty cells denoted no information wds provided.

© ISO/IEC 2024

- All rights reserved

21



https://standardsiso.com/api/?name=b7fc59d94a4644e721082d0772383331

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Motivations and objectives 
	5 AI application context and characteristics 
	5.1 Establishing approach for AI application context 
	5.2 AI application context 
	5.3 Stakeholders and processes 
	5.3.1 General 
	5.3.2 AI stakeholders 
	5.3.3 Other stakeholders 
	5.3.4 Processes 

	5.4 AI application functional characteristics 
	5.5 AI application non-functional characteristics and considerations 
	5.5.1 General 
	5.5.2 Trustworthiness 
	5.5.3 Risks and risk management 
	5.5.4 Ethics and societal concerns 


	6 Stakeholders’ perspectives and AI application framework 
	6.1 General 
	6.2 Stakeholders’ perspectives 
	6.3 AI application framework 

	7 Guidance for AI applications 
	7.1 General 
	7.1.1 General 
	7.1.2 AI producer perspective 
	7.1.3 Data provider perspective 
	7.1.4 AI developer perspective 
	7.1.5 AI application provider perspective 

	7.2 Use perspective 
	7.2.1 General 
	7.2.2 AI customer and AI user perspective 

	7.3 Impact perspective 
	7.3.1 General 
	7.3.2 Community perspective 
	7.3.3 Regulator and policy maker perspective 


	Annex A (informative)  Use cases 
	Bibliography 

