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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
SO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
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Fectives, Part 2 (see www.iso.org/directives or www.iec.ch/members expetts/refdocs).
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(@) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability
d patent rights in respect thereof. As of the date of publication of this document;ISO and IEC h

datab
respo

Any ti
consti

For an|
relate
Organj
In the

This flocument was prepared by~ Joint Technlcal Committee ISO/IEC JTC 1, Information tech

Subcol

Any f]
body.
WWW.

se available at www.iso.org/patents and https://patents.iec.ch. ISO/9nd IEC shall not b¢
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fute an endorsement. O

explanation of the voluntary nature of standards, the mear;1<ng of ISO specific terms and exprg
1 to conformity assessment, as well as-information “bout 1SO's adherence to the World
zation (WTO) principles in the Technical Barriers to Tr;de (TBT) see www.iso.org/iso/foreworc
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[EC, see www.iec.ch/understanding-standards.
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A complete listing of these &oa'les can be “found at www.iso.org/members.htm
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Introduction

Artificial intelligence (AI) systems have the potential to create incremental changes and achieve new levels
of performance and capability in domains such as agriculture, transportation, fintech, education, energy,
healthcare and manufacturing. However, the potential risks related to lack of trustworthiness can impact Al
implementations and their acceptance. Al applications can involve and impact many stakeholders, including
individuals, organizations and society as a whole. The impact of Al applications can evolve over time, in
some cases due to the nature of the underlying data or legal environment. The stakeholders should be made
aware of their roles and responsibilities in their engagement. While detailed Al-related standards can serve
the interest of technical experts involved in engineering and development, this document provides a macro-

level dontext of the ATl application Iife cycle, to facilitate multi-stakeholder communication, engagement and
acceptiance.

This
macro
incorp
manag
intere
an Al

their 1
stakel
and ki
evolvi
charad

This d

» oo«

-level perspectives. The framework incorporates “make”, “use” and “impact” perSpectives.
orates Al characteristics and non-functional characteristics such as trustworthiness an
ement. The guidance can be used by standards developers, application_developers and
sted parties to provide answers to the question: “What are the characteristics’and considerat
hpplication?”. The stakeholders are mapped to various stages of the Al syStein life cycle, highli
oles and responsibilities and making them aware of.the processes té/follow to enable a co

jowledge. Since Al applications can differ from non-Al software ap‘;i}i ations due to their contin
hg nature and aspects of trustworthiness, all“stakeholders \S)h()\lld be made aware of Al-s
teristics.

pcument provides: O™

— thiis document’s motivation and objectives (Clause 4); <3

— ar

— ar
CQ

N\

nsiderations of an Al application?” (Clause 6);

idance for Al applications based.ofxthe make, use.and impact perspectives (Clause 7).

N

N

ocument contains guidance for Al applications based on a common framework, to provide multiple

[t also
d risk
other
ons of
chting
herent

older engagement for the Al application. These stakeholders can h%va various levels of Al expertise

lously
becific

approach to identifying an Al application’s stakéholders, context, functional characteristics and non-
fulnctional characteristics (Clause 5);

Al application framework that can be used to answer the/question: “What are the characteristics and
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International Standard ISO/IEC 5339:2024(en)

Information technology — Artificial intelligence — Guidan
for Al applications

1 Scope

This document provides guidance for identifying the context, opportunities andprocesses for deve
and applying Al applications. The guidance provides a macro-level view of.the Al application’c
the sthkeholders and their roles, relationship to the life cycle of the system, and common. Alvappli
charagdteristics and considerations.

2 Nprmative references

The fo]lowing documents are referred to in the text in such a waythat some or all of the1r content cons

requirements of this document. For dated references, only the edition cited a phes For undated refeq

the latlest edition of the referenced document (including any-amendments){applies.
o)

ISO/IHC 22989:2022, Information technology — Artificial intelligence —\‘Artificial intelligence concep
termirfology Q
X

N
'® .\

3 Terms and definitions
AN ).
N

ce

loping
ntext,
cation

[itutes
ences,

ts and

For the purposes of this document, the:terms and definjtions given in [SO/IEC 22989:2022 and the following
Q\

apply.

;\
[SO and [EC maintain terminology.databases for\}éé in standardization at the following addresses:

— ISP Online browsing platform: availabl(i atthttps://www.iso.erg/obp

— IHC Electropedia:available at https:fAvww.electropedialorg/

31 AN\\

Al application Y

use of |AI with functional charactemstlcs that operates in stakeholder contexts to deliver an intended fesult
3.2 22

cloudservice

one orjmore capabilities offered via cloud computing (3.6) invoked using a defined interface

[SOURCE: ISO/IEC 22123-1:2023, 3.1.2]

3.3

privatecloud

cloud depleyiren Stomer

(3.4) and resources are controlled by that cloud service customer
[SOURCE: ISO/IEC 22123-1:2023, 3.2.4]

3.4
cloud service customer
party that is in a business relationship for the purpose of using cloud services (3.2)

Note 1 to entry: A business relationship does not necessarily imply financial agreements.

© ISO/IEC 2024 - All rights reserved
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[SOURCE: ISO/IEC 22123-1:2023, 3.3.2, modified —"acting in a cloud service customer role" changed to "in a
business relationship for the purpose of using cloud services", Note 1 to entry added]

3.5
cloud

deployment model

way in which cloud computing (3.6) can be organized based on the control and sharing of physical or virtual
resources

Note 1 to entry: The cloud deployment models include community cloud, hybrid cloud, private cloud and public cloud.

[SOURCE: ISO/IEC 22123-1:2023, 3.2.1]

3.6
cloud computing
paradjgm for enabling network access to a scalable and elastic pool of shareable physical or virtualres
with splf-service provisioning and administration on-demand
Note 1| to entry: Examples of resources include servers, operating systems, networks, software, applicatios
storag¢ equipment.
[SOURCE: ISO/IEC 22123-1:2023, 3.1.1, modified — Note 2 to entry deleted] ‘s
NI
. .. s . \
4 Motivations and objectives o
NS
This dpcument establishes guidance based on the question: “What aregghe'characteristics and consider
of an Al application?” It provides a basis for a common understdnding among stakeholders to pr
commpinication, engagement and acceptance of-an/Al application:
<
The fo

— thle context of an Al application described with resp\e‘c't to Who (stakeholders), What, When, Wher

ar

— thle stakeholders - Al stakeholder roles suc;}lkas Al provider; Al'producer, Al customer, Al part

rmulation of this document is as follows: D
N
d How at various stages of an-Al system life cycle;
A\

bject, consumers, community and relev\ant authorities;

mmon Al application functional ar{d\r{lon-functional characteristics and considerations.

N

[ application context and characteristics
S

\

Establishing appgo?éh for Al application context

ause describes thesapproach for establishing the Al application context. This document uses
i life cycle stages in accordance with ISO/IEC 22989:2022, Clause 6 and ISO/IEC 5338 [11. For ¢
ges, various.stakeholders, processes and relationships are defined and mapped thus:

ho: The-stakeholders (e.g. entities, persons or groups) associated with the context whose interes
lues ¢an be served, and whose concerns can be addressed.

su
— cd
5 A
5.1
This.c
systen
the st4
— W
V3
— W

purces

s, and

ations
omote

e, Why

her, Al

the Al
ach of

tsand

o, A

Fixzits 2 satad il 1 ntast ko
racctrvcrCsSasSoCracC vy rerr crirCCOTItCXT, Sutiras

— Al system and application capabilities

— types of decisions being supported by the Al application.

— How: Specific methods associated with the context, such as

— degree of human involvement in decision-making (e.g. autonomous or semi-autonomous)

— Al system in an augmentation role (e.g. decision support, human-system collaboration)

© ISO/IEC 2024 - All rights reserved
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— algorithmic processes
— sources, collection and provision of data

— deployment as a product or service

— When: Associated with the temporal context, i.e. a process in a particular stage of the Al system life
cycle, or a temporal activation of a process, such as the frequency of an application. This depends on the

context established in “What”.

— Where: Location associated with the context, i.e. where the Al application is used; internal to the
organization (e.g. for operations) or external to the organization (e.g. with customers): the deployment

mpde of the application (e.g. on-premise, as a cloud service or through third parties).

Whhy: The external causal and explanatory structures associated with the'context, i.e. part)of theg value
prjoposition to the “Who” such as the customers, users and community, shows the application’s rat

onale,

olhjjectives, benefits, considerations and impacts including economic, social, societal, ete.

5.2 Al application context
Figurd 1 shows a typical Al application context with its stakeholders, processes and relationships together
with the different stages of an Al system life cycle. N L
O
A

© ISO/IEC 2024 - All rights reserved
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and validation

: /
When (in stage) I 1 l ‘
: I
Who/what l | Continuous Datieom ant
— | : - Taton o —edrerment—
providers | |
Y : I
What/how | I
I

Key

b
Y

Al model e et -
development |1 ® What/how/ |
: 1 Who/what/ What/how/ whereé/when I
What/how ® I how where Whlat— (temporal) Who/why |
. I application
Al Sy§t.e.m Internal or ca;l));bilitit‘ Al- Internal d¢r |
Al capabilities | external Al Al N augmented external Al | |
system | | application application decision- ctffomers, |
: providers usery I
Who/what | IWho/whyI N Who/why1 |
Al | | Regulators O |
| and policy Y Community| |
developers I makers O |
Who/Why i ‘AT A e ikl -
Al producer)
&
Al ‘cu'st\omers
<
Al stakeholder Y
] X
:l other stakeholder W
S
A
] process N
1.
:> Al system life cycle stage
Q
= ) stage transiti(ﬁ"
> communication

organizational boundary

Alapplication characteristics (see 5.4)

Figure 1 — Typical Al application context

Other stakeholders are those in the community who are not involved with the development or use of the
Al application but are still impacted or regulators and policy makers who have impact on the deployment
of the application. The relationships between stakeholders include communication and exchanges. The
organizational boundary is used to delineate what is inside or outside of the producer’s organization
(e.g. pre-deployment vs. post-deployment). In certain cases, the Al application provider can be part of the
producer’s organization but have an external role. The three Al application characteristics (see 5.4) are also

reflected in Figure 1.

© ISO/IEC 2024 - All rights reserved
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5.3 Stakeholders and processes

5.3.1

General

Figure 1 shows the relationship among the stakeholders (Who), their roles (What), (Where) and (When) the
processes (What) are employed (How).

Figure 1 also shows that the producer, customer, regulators and community (Who) also have value
considerations (Why) at stake in this context.

5.3.2

Al stakeholders

5.3.2.

The A
Al sys|
[SO/IE

5.3.2.7

An Al
servic
object
life cy
the Al

5.3.2.]

An Al
and se
verifid

indiviglual Al developer can be a member of theproducer’s organization or a contractor or partner.

5.3.2.4

An Al
provis
an Al ¢
systen
produ
and p4
of the

An Al
a busi

|  General

stakeholders described here play one or more different roles and sub-roles in varigus stages

€ 22989:2022, 5.19.

. Al producer
AN
L
producer (Who) is an organization or entity that designs, develops; tests and deploys prody
ps that use one or more Al systems. The Al producer takes on thesgiroles as part of its organiz

ve (Why, e.g. profit as well as value creation for-its'customers). hese roles span the whole Al s

system.

'® .\

) 8

8 Al developer N
\

developer (Who) is an organization or entity thats concerned with the development of Al pr

rvices for the producer. The roles can include mo’&‘el and system design, development, implemen
ation and validation (What)'in the pre-deployment stages-of'the Al system life cycle (Whe

-

N,
. Al customer A
NS
rustomer (Who) is an organization or entity that uses an Al product or service either directly o

ion to Al users! There is a buSiness relationship between an Al application provider (see 5.3.2.
ustomer; e.g: engagement, product purchase or service subscription. The customers’ role spans
1 life cycle (When) since_they create the demand, realize the value and sustain the viability of
ct (Why). They are ofteh consulted by the Al producer during the inception to determine requirg
rticipate in the yetification and validation, deployment, operation and monitoring, retirement
Al'system life eycle.

customer oAl user (see 5.3.2.5) can be part of the Al application provider’s organization (intern
hess function department) or have an arms-length relationship (external, e.g. the application pr]

of the

tem life cycle. The name of the stakeholder is also indicative of its‘role or sub-role as descriped in

cts or
ation’s
ystem

cle (When) and include management decisions about the ingeption and termination or retirenjent of

bducts
tation,
n). An

by its
6) and
the Al
the Al
ments
stages

al, e.g.
ovider

is a third-party service provider) (Where).
5.3.2.5 Al user

An Al user (Who) is an organization or entity that uses Al products or services. An Al user can be an
individual from the community (Who) or a member of the customer organization or entity. A customer can
also be a user. An Al user does not have to be an Al customer [i.e. has a business relationship with the Al
application provider (see 5.3.2.6)]. An Al user’s role is usually centred around the operation and monitoring
stage of the Al system life cycle (When) to realize value from use of the Al product or service (Why).

© ISO/IEC 2024 - All rights reserved
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5.3.2.6 Al application provider

In general, an Al application provider is an organization or entity that provides products or services that uses
one or more Al systems. In the Al application context, an Al application provider (Who) is an organization or
entity that provides the capabilities from an Al system (such as reasoning and decision-making) in the form
of an Al application (What) as a product or service (How) to internal or external customers as described in
ISO/IEC 22989:2022.

NOTE An Al application provider in this document is analogous to an Al product or service provider in
ISO/IEC 22989:2022.

An Al application-provider can-be internal (part of the Al nroducer’s organization) or external {suich as
rr r A | ls) J U

a thir@-party product or service provider). An Al application provider’s role is:usually centred)qround
the dgployment stage in the Al system life cycle (When). They can also participate in earlier\stages by
contriputing about potential application domains, locations, customers and users, decision types apd the
particplarities of the deployment environment.

5.3.2.7 Al partner

An Al|partner is an organization or entity that provides services to the Al producer and Al application
provider as part of a business relationship.

72
\
)
\:‘)\
NS
A data|provider (Who) is an organization or entity thatis concerned with providing data used by Al prpducts
or seryices. A data provider either collects or prepares data (Whaﬁ, or both for use by the Al producer’s Al

model} The data provider can be a partner of the Al producer. <,\" )

5.3.2.8 Data provider

The rple of a data provider is usually ‘centred around~pre-deployment stages (When). In dertain
circumstances, such as where the Al system employs mag¢hine learning models, the data provider can glso be
involved in the post-deployment stages:to collect and prepare data for continuous validation (When).

5.3.3 | Other stakeholders ~

5.3.3.]1 General A
NS

Other stakeholders include those in.theZcommunity that-are not involved in the production or use of|the Al
applicption but are still impacted .€}§. consumers. Regulators and policy makers whose mandate can hgve an
impacf in the Al'application conféxt are also in this category.

®
N\ ¢

5.3.3.2 Community .\

The upe’of Al technology can have impacts beyond the individual customer and user and affect| other
commjinity membérs(Who) (e.g. consumers, family, neighbours, work colleagues, social circle, affiliates).

5.3.3.3 Regulators and policy makers

A regylator (Who) is an authority in the locality where the Al application is deployed and operated, and

h' hl-. nnnnnnnn Aictian gouarnin g thaonca of ATrach o dloguarhoacad o Ao riunaglagal vaoivan ot c Doy +L1 h
W lc ITdao JHA IOoUICLIvUIT 6UV\41 lll116 CIIC UuoC Uil \-\.f\'llll\.ll\.ls_y vdoTcuUu UIll \'Alo\—lll6 lbsul I \4\1“!1 CITICIILO. LVOCIT Ul Oug

compliance to legal requirements is assessed by regulators in the deployment, operation and monitoring
stages, the Al provider and other early stage stakeholders should identify applicable risks and regulation
and provide solutions to avoid barriers to achieve original objectives.

Al applications can be deployed in jurisdictions that have different regulations related to the collection and
use of data, as well as their operations.

A policy maker (Who) is an authority in the locality where the Al application is deployed and operated that
sets the legal requirements governing the use of Al technology.

© ISO/IEC 2024 - All rights reserved
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Processes

5.3.4.1 General

A process is a function or activity that transforms a specified input into a desired output. In the context of an
Al application, the processes described in this clause are related to input data (What) that are transformed
(How) by the Al system into its capabilities (What). These capabilities are to be deployed (How, Where) in an

Al app

lication (What) to augment a user’s decision-making (What, How, When).

5.3.4.2 Al system

An Al
to per
These
are pf
involv
synthg¢

5.3.4.]

An Al
5.3.4.7
trees,
compy

Infornpation required for the model’s development can be derjved from machine learning by prod

prepa
and d
derive
logic p

5.3.4.4

The Al
includ
others
meet §
Al sys
applic
provid
found

An lex
packa
cloud

systen
envird
visual

system is an engineered system that is designed, developed, verified and validated by the Al px
form certain functions such as reasoning and decision-making, as described in ISO/IEC 22989
functions produce “What the Al system can do”, i.e. the Al system capabilities. How these capal
oduced depends on the configuration and construction of the Al model (see 5.3.4.8)and th
bd, e.g. computer vision, image recognition, natural language processing, machine translation, {
sis, data mining and planning.

8 Al model and development ‘s

AN

model is a mathematical representation of a process (What) that form$ the core of an Al syste
). The Al model can be developed from different.technologies, é‘x.t\sﬁ as neural networks, dg
Bayesian networks, logic sentences and ontologies. These models)ate used to make prediction
te decisions to support the functions of the Al'system as described in ISO/IEC 22989:2022, 8.3.

red data with an algorithm (How). The data are preparéd from sources appropriate for the d
bcision-making environment of the Al applicationi{see 5.3.4.4). Alternatively, information (
d from human-engineered declarative or proceduralknowledge and human expertise can be y
rogramming and rule-based syStems for makingi}nferences (How) (see ISO/IEC 23053:2022, 7.1

=

} Al application <

!

system capabilities (see 5.3.4.2) aregpplied to a decision-nmiaking environment in a particular d
ng agriculture, transportation, thech, education; energy, healthcare, manufacturing and
. This “application” can include ihcorporating other non-Al capabilities, features and customizat
ystem specifications as well as.the needs of customers or users. The Al application provider pa
tem capabilities into a deplayable Al application (What), which in turn performs its own uni
ition capabilities. An Al a;fplication can be deployed as a product or service by the Al applj
er. The level of automafion of the Al application is discussed in 5.3.4.6. The level of automation
in ISO/IEC 22989:2022;5.13.

bmple is an Al system that provides natural language understanding (NLU) capabilities th
red with a cenversation builder and sentiment analysis functions to create a chatbot deployd
Kervice for,online interaction with users (e.g. the use case in Clause A.3). Another example if
1 that prevides image processing capabilities with deep learning that is used in a medical diag
nment as an anomaly detecting Al application for biomedical imaging. The Al applicatiol
Zation of the training and evaluation data built around the Al system capabilities and interfa

ducer
:2022.
bilities
e field
peech

m (see
cision
5 or to

essing
omain
an be

sed in
[13]),

bmain,
many
ons to
rkages
que Al
cation
can be

at are
dasa
an Al
nostic
h uses
res for

pathol

ogisTS T evatuating imagest1

5.3.4.5 Al service

An Al service is an activity performed for the Al customer or user (How) that is based on an Al application’s
capabilities. The deployment of the service can be on-premise (e.g. Clause A.2) or as a cloud service (Where)
(e.g. Clause A.3).
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5.3.4.6 Al-augmented decision-making

In a typical decision-making scenario, the decision maker is faced with the following: a set of uncertain
events each with a probability of happening; a set of actions that can be taken in response to the events; a
set of outcomes based on actions taken and certain events actually happening. To reduce the uncertainty
of predicting events, the decision maker can seek to gain a more accurate estimate of the probability of
events happening. This can be done by collecting pertinent data about the decision environment and process
them within the context of the decision into information to form predictions. Given these predictions and
the decision criteria such as to maximize the expected value of the decision, the decision maker’s expertise
can then be used to determine which action to take based on the expected value of each outcome and take
the best course of action. In some cases, external intelligence is also consulted in makingthe decision.

In the context of an Al application, it is the tool that a decision maker uses to perform'some of these tagks. As
showr] in Figure 1, the collection and preparation of data to be processed by the'Al model (see'\5:3.4(3) are
done fpr the Al system (see 5.3.4.2). The Al model makes predictions that can-contribute to detiSion-making
and cqurses of action.

The Al application is designed for a certain level of automation. On one‘end of the spectrim, the decisipn and
action|are taken by the Al application without human intervention.'On the other end, the recommen{dation
of the [Al application is used to augment the knowledge and expettise of the decisioh maker who ultiately
makeq the decision and takes the action. The decision-making can occur wheh scheduled, triggered by
sensof or event when needed (When). \\\
A

\S
O

An Aljapplication can be distinguished from a non-Al appllcatlor;<by its possession of one or more|of the
followfing functional characteristics:

5.4 Al application functional characteristics

a) An Al application is built with the capabilities of an<AI system that implements a model to afcquire
information and processes with or without humaQ intervention by algorithm or programming. The
mpdel can be implemented with supervised, serhissupervised, or unsupervised machine learning or
prlogrammed rules. The acquisition of 1nf0rn{amon to build the model can also include the profcesses
related to how the information is used. QX

b) Anp AI application applies optimizatiqus™~or inferences. made with the model to augment degjsions,
prjedictions or recommendations in §q1mely manner to"meet specific objectives. Other capalfilities,
feptures and customization are u§ually added to ‘uniquely fit the needs of the specific domaln and
dgcision enviranment as well as that of the Al customers and Al users. The form of optimizati¢n and
in{erence output to be applied‘ﬁepends on the model being built. The output is used to augmgnt the
intelligence jof the user in mﬁking decisions, predictions and recommendations. The applicati¢n can
refact and respond in adynamic environment, including in real-time.
G-
c) An-Al applicationzisstpdated in some cases and the model, system or application are improyed by
evjaluation of intenaction outcomes. The outcomes from interaction with users are evaluated baged on
thle performaneemetrics of the model and used for continuous learning and improvement.

The rdlationship’between these three numbered characteristics and the stakeholders within the confext of
an Al g@pplidation are reflected in Figure 1.

5.5 I'application non-functional cnaracteristics and considerations

5.5.1 General
The Al application functional characteristics are described in 5.4. The non-functional characteristics of an Al

application should also be considered by the stakeholders when making decisions about the Al application.
This clause introduces Al application-specific non-functional requirements.
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5.5.2 Trustworthiness

5.5.2.1 General

Trustworthiness is a non-functional and essential characteristic of an Al system. It refers to the
characteristic that signifies that the system meets the expectation of its stakeholders in a verifiable way as
described in ISO/IEC 22989:2022, 5.15; as well as expressing its quality as being dependable and reliablel2l.
The trustworthiness of an Al application is based on the trustworthiness of its Al system and any additional
incorporated capabilities, features and customization. The different trustworthiness perspectives of
stakeholders (make, use, impact) are discussed in Clause 7.

The elements of trustworthiness are briefly introduced in this clause (from ISO/IEC TR 24028:2020[2]).
Furth¢r development of trustworthiness has been undertaken in other International Standards /spich as
ISO/IHC 25059 [41.

5.5.2. Al robustness

Al robpstness is the ability of an Al system to maintain its level of performance, as intended by its developers,
and rgquired by its customers and users, under any circumstances (see ISO/IEG:22989:2022, 5.15[2 and

ISO/IHC TR 24029-1 [5], ISO/IEC 24029-2 (8] for robustness of neural networks). A
74
\

5.5.2.3 Al reliability o O

Al reliability is the ability of an Al system or any of'its subcomponents'to perform its required furctions

5.5.2.

S
Al resjilience is the ability of an Al system to recover @perational condition quickly following a fault or
disrugtive incident. Some fault tolerant.systems can operate continuously after such an incident, albejt with
degra

5.5.2.5 Al controllability \

Al controllability is the characteristic of Q}AI system whose functioning can be intervened by an eyternal
agent [see ISO/IEC 22989:2022, 5.15.5).J

\
5.5.2.6 Alexplainability (3
Al explainability is the characteristic of an Al system which can express important factors influerjcing a
decisipn, prediction or Iﬁco‘mmendation in a way that humans can understand (see ISO/IEC 22989:2022
5.15.6).

5.5.2.7 Al predictability

Al prefictability is the characteristic of an Al system that enables reliable assumptions by stakeholderss of its
behavjouthand the output as described in ISO/IEC 22989:2022, 5.15.7. ISO/IEC TR 24028:202012 disfusses
this frpm-the perspective of unpredictability.

5.5.2.8 Al transparency

Al transparency enables the stakeholders to be informed of the purpose of the Al system, how it was
developed and deployed (see ISO/IEC 22989:2022, 5.15.8). This involves communicating information such
as goals, limitations, definitions, assumptions, algorithms, data sources and collection, security, privacy and
confidentiality protection and level of automation. A discussion of traceability, an element of transparency,
as a potential source of ethical concern can be found in ISO/IEC TR 24368:2022[71.
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5.5.2.9 Al verification and validation

Al verification is the confirmation that an Al system was built right and fulfils specified requirements. Al
validation is the confirmation with objective evidence that the requirements for a specific intended use of
the Al application have been fulfilled (see ISO/IEC 22989:2022, 5.16). ISO/IEC 25059[4] describes software
engineering validation and verification methods that are applicable to an Al system.

5.5.2.10 Al bias and fairness

A biased Al system can behave unfairly to humans (or certain subgroups). Fairness is a human perception
and is based on personal and societal norms and beliefs. Unfair behaviour of Al systems.can have negative,
even Harmful and devastative, impact on individuals or groups (see ISO/IEC 22989:2022, 5.15.9,;sge also
discugsion in ISO/IEC TR 24027:2021[81),

5.5.3 | Risks and risk management

5.5.3.1 General

Risks,|as with trustworthiness, are non-functional property of Al'systems. Al systems, such as tradjftional
software systems, operate within a spectrum of risk [2], which.is determined by/the severity of the potential
impac} of a failure or unexpected behaviour and the impacted individyal§ or societies.[2] Risks ¢an be
s . . Y ) .
mitigated by risk management practices. The extent of risk manageme‘rﬁiundertaken by an organization
depenfls on its “risk appetite”. In some cases where the.adversity level'isthigh the “concern” can beqome a
risk mlanagement “objective” at all stages of the Al system life cycle. I@this clause, the elements of risks and
risk management are introduced (see ISO/IEC 23894(2]). X

N
'® .\

5.5.3.2 Risk management framework andprocessing, .
N
A riskl management framework “to assist the organization in integrating risk management into specific

activitlies and functions” that are specific to the devéldpment, provision or offering, or use of Al systems
is intrpduced in ISO/IEC 23894:2023, Clause 59 -Fhe processes associated with the Al-specific actlivities
and fynctions include systematic application ofypolicies, processing and practices in assessing, tr¢ating,
reporfling and mitigating therisks are detaileg,in ISO/IEC 23894:2023, Clause 6[21.,

N
5.5.4 | Ethics and societal concerns .
5.5.4.1 General S
¢ O

On th¢ one hand, Al technology has the potential to provide huge benefits to societies, organizations and
indivigluals..On the otherga:gn‘d, the application of Al technology also gives rise to potential and wide-ranging
ethical-and societal concerns. Common ethical concerns relate to the means of collecting, processing and
disclosing of personaldata, conceivably with biased opinions, that feed opaque machine learning defision-

An Al jethical framework can be built on existing ethical frameworks such as virtual ethics, utilitarignism,
deont i T i . =T i roach
for establishing an Al application context as described in ISO/IEC TR 24368:2022, 7.2[Z1). Organizations
contemplating the development and use of Al in responsible ways can consider adoption of various Al
principles (ISO/IEC TR 24368:2022, 6.2[7] and further discussed in Clause 8). Key themes associated with
the Al principles include accountability, safety and security, transparency and explainability, fairness and
non-discrimination, human control of technology, professional responsibility, promotion of human values,
international human rights, respect for international norms of behaviour, community involvement and
development, respect for the rule of law, sustainable environment and labour practices (see also examples of
how to build socially acceptable Al in ISO/IEC TR 24368:2022, Clause 8 [7]).
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5.5.4.3 Societal concerns

The use of Al technology has the potential to impact a wide range of societal stakeholders beyond the
customers and users. These stakeholders can be members of the community where the Al technology is
deployed or even future generations who will live with the impact of the technology on the quality-of-
life of the physical and work environment. It is the responsibility of the organization contemplating the
development and use of Al technology to recognize its social responsibility and undertake stakeholder
identification and engagement to address the impact of the technology (see ISO 26000:2010[10]),

5.5.4.4 Legal requirements and issues

Al technology is new and the legal requirements associated with its development,.deployment and.yse are
not yet widely defined. Some regions have instituted legal requirements governing certain aspects of Al
technglogy and applications (e.g. facial recognition for law enforcement), and a-wide range of proposals has
been made and debated. Currently there are no coordinated and cohesive legal requirements-at the dpmain,
regional, national or international levels concerning Al technology.

6 Stakeholders’ perspectives and Al application framework

S

(
6.1 (eneral N
k%)
The Al application context described in 5.2 forms the foundation of the Qfapplication framework defined in
this clpuse. The Al application framework can be used to answer the cwestion: “What are the charactéristics
and cdnsiderations of an Al application?” &«
6.2 Btakeholders’ perspectives
s
The Al application framework described here incorporates the perspectives of different groyips of
stakeljolders. These groups have dissimilar perspectives‘on the Al application based on their intentiops and
objectjves. They are "make", "use” and "impact" andare shown in Figure 2. An organizational boundary is
used ip Figure 2 as a demarcation between the\dffferent groups.of stakeholders. These perspectiveg focus

on the| Al application and its funetional charagcteristics, non-functional characteristics and consideratjons.
\\
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Figure 2 — Al application - stakeholders’ perspectives
N\

hake" perspective emanateswfrom the Al producers, Al developers and data providers who pi
application. The Al providet*shares some of this perspective since they can have a role in bg
ction and deployment of the Al application. The Al customer and Al user have the "use" perspg
hey are the ones whoremploy the Al application to augment their decision-making. The commj
pctive is from the @iew of how it is being impacted by the deployment of the Al applicatio

lgated by pelicy makers) of the locality and jurisdictional impact on the product or service
ant.

Al application framework

oduce
th the
ective
inity’s
n. The
ments
f non-

The A

application framework is represented in Figure 3. Table 1 establishes the relationship betwe

en the

stakeholders (rows) and their make and use perspectives (columns). Table 2 establishes the relationship
between the stakeholders (rows) and their impact perspective (column). Table 3 expands on the Al
characteristics of the processes (How) and the context of the stakeholders’ involvement. The Al application

framework as a combined view from

Tables 1, 2 and 3 is shown in Figure 3.
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®

Figure 3 — Al apqliga‘tion framework as combined view with Table 1, Table 2 and Table 3
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Table 1 — Al application framework — Make and use perspectives

Perspectives Make Use
Stakeholders Al produc- | Data provid- | Al develop- | Al appl_lcatlon Al cus- Al users
ers ers ers providers tomers
WhO o ° ° ° ° °
What (see Al
characteristics in . . . . .
Table 3)
. Ho“i (S-eeL-AI .| Build, apply, B . . A Apply
CIIdI dCLCT ISUICS 11T DUIIt DUIIu DUIIu nlJlle np i
Table 3) update
C Designand | Designand
ontekt
development; |development;| Deployment, All stagt Deployment,
When All stages | Verification | Verification | operatien and § operatign and
and valida- | and valida- monitoring monitgring
tion tion
Where ° ° ° ° ¢ .
Why L (] o ° p<s °
4
- “ ¥4
Subclause refer-|, ; 71.3 7.1.4 715\ 7.2.2 7.2.2
ences N\
Al non- Characteristics Trustworthiness, risks a}rd management
funct*mal Considerations Ethics, societal concerns,{l'ega requirements and issues
Subcliuse references 5.5.2,5.5.3,5.5.4 g \

£

e = Stakeholder’

s role(s) in context.

<

.\)

Table 2 — Al application frameym:k — Impact perspective
. \

Perspectives

N\

Impact

Stakeholders \;.

X

Community,

Regulators and
policy makers

Context \{W\ho o .
\\\\ What . .
M
N How o .
\
N\ When Deployment, Deployment,
X operation and | operation and
R monitoring monitoring
( ) - Where . .
Why ° °
Subclause refer- |7.3.2 7.3.3
ences
Characteristics Trustworthiness, risks and
Al non-func- management
tional Considerations Ethics, societal concerns, legal

requirements and 1ssues

Subclause references

5.5.2,5.5.3,5.5.4

» = Stakeholder’s role(s) in context.
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Table 3 — Al application framework — Al characteristics

Al Characteristics Processes What How Subclause ref-
erences
Built with the capabilities of an Al
system t.hat 1mpl§ments amodel to Al model develop-
acquire information and processes ment. Al svstem [ [ ]
with or without human intervention by ’ y
algorithm or programming
Applies optimizations or inferences
made with the model to augment deci- Al application, 5.4
sions,[predictions or recommendations | Al-augmented [] [
in ajtimely manner to meet specific decision-making
objectives
Updatps and improvements made to the . .
o Continuous vali-
model, system or application by evalua- dati [ [ ]
. . . ation
ion of interaction outcomes
m = Al fharacteristics in context.
7 Guidance for Al applications 73
O
7.1 eneral N\
This cJause provides recommendations for the stakeholders to re«:gg??ize their roles and responsibilities as
well a3 be made aware of opportunities in making, using or responding to the impact of the Al applitation.
The functional characteristics (see 5.4) and non=functional characteristics (see 5.5) of the Al application are
considered in this guidance. O
N
The ghiidance is formulated as a set of ‘questions that.qa'\éh type of stakeholder should be asking as part of
their roles and responsibilities based on the perspectives in Figure 2 and the framework in Table 3. Spme of
these uestions can lead to opportunities for the stakeholders to explore further aspects of an Al appljcation
such as applicability of relevant International Standards for the(specific application. Annex A provides two
use cases where answers to(some of the questions recommended here are used to fill in the Al application
framework in Table 3. \
\\\
7.1.1 | General )
\
-~
The sfakeholders with the malge}f)erspective are those that work for or partner with the Al prodycer to
design, develop; verify, validate and provide data for the Al system, which in turn is deployed as|an Al
. \S
applic

7.12
The A
— W

htion. A

Al producer pérspective
producershould at least address the following considerations:

ho arethe Al customers and Al users?

— W

ho_are the Al developers? Are they qualified and skilled employees or contractors?

— W

ho are the Al application providers and their relationship with the Al producer?

— Who are the stakeholders in each stage of the Al system life cycle (see ISO/IEC 22989:2022, Clause 6)?

w
— W

hat is the Al system and its capabilities? What algorithm is the Al model based on?

hat are the Al characteristics of the Al application?

— What data are used to create the Al model? What is the source of these data? Who are the data providers
and their partners?
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What are the trustworthiness and risk concerns of the Al application? What is being done to assess and
mitigate these concerns? [s a risk management system in place for the organization? ([2}.2])

What are the ethics, societal concerns, security, confidentiality, privacy and other legal requirement
considerations in producing and deploying the Al application? How are they being addressed[Z?

What is the technological ecosystem for the accessible deployment of the Al application?
What is the overall quality of the Al system?[4].[5]

How is the Al application built, applied and updated? How is the Al model trained or programmed? How
robust is the Al modell®l.l71? When (in which stage of Al system life cycle) the modelbuilding, appljcation
arjd updates will be reviewed? Where is the model built, applied and updated;.on site or using,d cloud
service? When (in which stage of Al system life cycle) should the Al producer be'involved toxeasgess Al
cHaracteristics in context?

Wihere is the Al application to be deployed, on-premise or as a cloud service? Where wilkthe Al application
bg developed? Where are the Al developers located? Where are.the data sources)ocated? Where, in
tefms of, geographical location will the Al application be deployed?

Wihy is the Al application being developed into a product or-service? What is’th'e potential value for the
Al producer and Al customer? What are the opportunities'and courses ofattion?
\
)
Cﬂ\

~

)

Wio is the Al producer? Employer, partnerorcustomer? </

Wihat data are being collected and what'is the sourcé?-How are the data collected, stored, prodessed,
pijovisioned and fed into the Al model (for machine lqarning applications, see ISO/IEC 5259-4:—1) [I41)? [s
a flata management system employed (for machin&learning applications, see ISO/IEC 5259-3:—2)|[13])?

What is the domain, geographical and oth‘e‘:f\providence of'the data being collected? What afre the

agplicable boundary conditions of the Al model developed.from these data?
\\

Wihat are the sources.and nature restristions for gathering the required training data?

N\
How is the quality of the collected*data measured and validated (for machine learning applicatidns see
ISP/IEC 5259-2¢=-3) 111)? What\are the trustworthiness and bias concerns of the data? What i being
dqne to assess'and mitigate(these concerns (see ISO/IEC TR 24028:2020,[2] ISO/IEC TR 24027:2021(81)?

w are.data being collected, validated and used to update the Al model during the operatign and
hintenance stage? ﬁo{/v are collected data secured, protected and used appropriately in compliance
th internal polic¢i€s and data sovereignty requirements?

here is:the source location of the data? Where are the data to be processed, on-premise or using a cloud

H

m

w

When (in which stages of Al system life cycle) the data availability and quality need to be reassesped?
W

serviee?In which geographic location?

rreoreroTe

Wh(r cnacificdata aranacodad in tha contavt aoftha Al annlicatinn?
Ty opeo ettt ar e e ettt e ot T O et pp

7.1.4 Al developer perspective

The Al developer should at least address the following considerations:

Who is the Al user, data provider and Al producer?

1
2)
3)

Under preparation. Stage at the time of publication: ISO/IEC DIS 5259-4:2023.
Under preparation. Stage at the time of publication: ISO/IEC DIS 5259-3:2023.
Under preparation. Stage at the time of publication: ISO/IEC DIS 5259-2:2023.
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What is the relationship between the Al developer and Al producer? Employee or contractor?

What are the qualifications and skills required of the Al developers?

What Al model is employed, trained or programmed? How is the Al model being designed, developed,
validated and verified into the functional characteristics of the Al system? What processes are involved?

What are the technological and ecosystem requirements needed to deploy the Al system as an accessible
Al application?

What are the algorithms used for data processing? What are the criteria for data quality? What are the

Ccr

iteria for output quality? What are criteria for validation and verification? What are the crite

ia for

m

H
dd

W
W
W

7.1.5

The A

W
Al

bdel update?

ne? How are the model requirements adapted?
hen (in which stage of Al system life cycle) are the context and requirements assessed?

here the Al application can be deployed, locally or as a cloud service?

v
-

hy is the Al application being developed into a product or. service? Why th/especific model is us

\
)
Al application provider perspective \“,,\

o
application provider should at least address the-following considerations:

\
ho are the Al customers and Al users and how do they emplgy the Al application?
<
hat is the relationship between the Al producer and tthI application provider? Employer or pa
N

hat are the Al characteristics of the application? \W’hat are its capabilities, capacity and through
bll as constraints and limitations? .
A\
hat are the technological.and ecosystem r\e,q‘hirements for the Al customers and Al users to acce
e the Al application? What are the failure recovery provisions?

N,

hat are the operational analytics osfx\t\ﬁe Al application and how are they monitored?

hat are the impacts of the Al application on its customers, users and community?

\\\

bw is the Al application builf, applied and updated? How is the Al model trained or programmed
bust is the Al modell2],[812When (in which stages of Al system life cycle) the model building, appl
d updates are to b(e.né\}iewed? Where is the model built, applied and updated, on site or as 3
rvices? When (in-which stages of Al system life cycle) should the producer be involved to reasg
aracteristics imcentext?

w are risksthanaged in the deployment of the Al application?
hen (iffwhich stage of Al system life cycle) are the context and requirements assessed?

eCthere any applicable boundaries for the recommended, acceptable or responsible use of

w are data pre-processed? How is the quality of data determined? How.is the algorithm selection

bd?

rtner?

put as

ss and

? How
cation
cloud
ess Al

the Al

a

piication? ATe these part of the tegal TeqUuITEMments I the SoftWare Hcense?

Where is the Al application being deployed? What legal requirements apply to the functional and non-

fu

nctional characteristics of the Al application’s domain? Who are the regulators?

Why is the Al application being developed into a product or service?
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7.2 Use perspective

7.2.1

General

The stakeholders with the use perspective are those Al customers and Al users that employ the Al application
to augment their decision-making (see 5.3.4.6).

7.2.2

Al customer and Al user perspective

The Al customer and Al user should at least address the following considerations:

— W

— W
Al
ag

Al
— W

7.3

7.3.1

The-¢
use. E

hat is the relationship between the Al application provider and Al customer. or-Al user?

hat are the Al customers’ and Al users’ (and as community members). considerationsin’usi
application? What are some of the governance implications involved in‘organizations,where
plication is employed (see ISO/IEC 38507:2022[121)?

hat data are collected in using the Al application and how are they being used {for machine le
plications, see Reference [11])? What are the data governance policies in place” Are the data be
ck into the Al model for continuous learning and improvement?

AN
[

hat are the trustworthiness and risk considerations©f the Al appllcat,gon being used? What is
ne to assess and mitigate these concerns[2]? \.}

AN\

hat are the transparency and explainability aspects of the Al application supplied by the Al pro

hat are the ethical and societal concerns in‘using the Al 99pli%ation? How are they addressed?
¢

hat decision-making will be augmented by the Al application? What is the level of automation?
ing to evaluate the effectiveness of the Al applicationand what metrics are being used?

\
w do the Al customers and AL users access the output of the Al application to augment their de
hking? How are the performance and effectikeness of the Al application being measured?

hen (in which stage of Al system life cycle) are the context.and requirements assessed? Wherg
application deployed-and accessed"\w lrat are the legal requirements for deployment?

hy is the Al application being eleByed? What are'the potential values in employing the Al applid

. \
mpact perspective >
..

Q

-
.
-

mmunity in which the Al application is deployed and its consumers in it can be impacted

General

inforIJation dissemination in social media. The deployment of an Al application can be impacted

regul
on leg

tor who.is/an authority in the locality and has jurisdiction governing the use of Al technology
h] requirements promulgated by policy makers.

7.3.2

ng the
the Al

hrning
ng fed

being

vider?

Who is

rision-

is the

ation?

by its

kamples include’ the use of Al applications in surveillance, loan application, delivery of health care,

by the
based

i ve
Ve

The community in which the Al application is deployed should at least address the following considerations:

— Who are the consumers? What are their particular concerns as a member of the community?

— What data are collected in using the Al application and how are they being used? What are the privacy
concerns?

— How is the community and consumers in it being impacted by the employment of the Al application? How
is this impact being measured, how often and by whom? What are the community’s recourses for adverse
impacts?
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— When (in which stage of Al system life cycle) the Al customer feedback or requirements are to be assessed
and reassessed?

7.3.3 Regulator and policy maker perspective

Regulators and policy makers should at least address the following considerations:

Who are the consumers? What are their particular concerns as a member of the community?

What is the mechanism through which legal requirements are made for the deployment of the Al
application (e.g. top-down or bottom-up)? How is the Al application being used.and how does the

e
uf

W

W
de

W

Wihat are potential, positive or adverse impacts on the community? Qs

ptoyment impact the community? Who 1S the responsibie party (€.g. Al provider, Al CUsto
er)?

hen (in which stage of Al system life cycle) are the legal requirements assessed or reassessed?

here is the Al application being deployed? What are the applicable.legal requirements? How|
ployment going to be monitored for compliance? Who is the responding party fe¥/a violation?

hy is the Al application being employed? What are the potential values in employing the Al applic
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Annex A
(informative)

Use cases

A.1 General
Two upe cases are presented to illustrate the applicability of this document based on the context)(Sge 5.2),
stakeholders and processes (see 5.3), Al characteristics (see 5.4) captured in the Al application‘framework
(see Clause 6, Table 2 and Table 3). Some of the cells are filled in with answersfrom questions suggested in
Clausd 7.
A.2 Fujitsu™ 4 Limited - detecting defects in wind turbine blades
The uge case from Fujitsu Limited deals with an Al application.that uses deepdearning to train an alggrithm
to detlect defects in a wind turbine blade to augment quality control ar\d inspection decision-making.
The stlakeholders, context and Al characteristics of this application arelslrown in Table A.1, Table Al.2 and
Table A.3 based on the Al application framework (see'6.3) (refer toFigire 3 for a combined view|of the
framepork). O
X
Table A.1 — Al application framework — Make pers‘p’eétive for Fujitsu Limited use case
Perspectives g Make
Stakeholders Al producers QN[ Pata provid- |-, developers Al application pro-
ers viders
& Ultrasonic
Who Fujitsu Limited scanner Fujitsu Limited Fujitsu Limifted
Ny vendor
What \\\ Provides | Develops the Al Takes the devel-
(see Al char- Respons\il}le for the entire data from | system includ- | oped Al system and
acteristics in system ultrasonic | ingthe trained | providesitaspn Al
TableA.3) .\\\\ scanners model application
How ( X
(sée Alchar- (& pyjiq apply, update Build Build Build
acteristics ifir ’ ’
Contekt Table AG3)
Design, de- .
When All stages velop, verify, De51_gn, deyelop, Deploy, operpte,
: verify, validate monitor
validate
Where Producer Producer Customer premises
The producer is expected to
prnvidn a gnnd Al npp]ir‘:finn
for the customer because of
Why a good understanding of the

objective and requirements
of the Al application through
dialogues with the customer

Empty cells denote no information was provided.

4) Fujitsu™ is a trademark of Fujitsu Limited. This information is given for the convenience of users of this document
and does not constitute an endorsement by ISO or IEC of this product.
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Table A.2 — Al application framework — Use and impact perspectives
for Fujitsu Limited use case

Perspectives Use Impact
Stakeholders Al customers Al users Community | Regulators and policy
makers
For example, for the EU
Professional Utility com- | market: the European
quality controller, panies, users | Commission’s Direc-
Who Wind turbine manufacturer inspector of man-' and neigh- tor-General (DG) for
p"th‘mr bours of wind | internal market, indus-
“““““““ . turbine try, entrepreneurship
and SMEs
What
How Apply Apply
When Deploy, operate, monitor Deploy, operate, Deploy, oper- Deploy, operate,(mon-
monitor ate, monitor itor
Where . Customer prem-=
Customer premises . -
ises
Any defects when a blade is in \%.
operation cannot only prove X \\\
Contekt catastrophic but also inflict 5
major damage to the manufac- N
turer’s reputation. The manu- | Professional qual<
facturer produces over 5 000 ity controllgﬁs Neighbours | The resulator ensures
wind turbine blades every and inspectors of oft%e wind the Sgafet of phod-
year for use in on and offshore | the manufacturer bi . . hy lp bl
wind farms. Each blade can are interested in turbine sites ucts .Wlt appfl a he
Wh be up to 75 min length and their increased are appre- requirements fqr the
y . : s ... | hensive about | manufacturing pfocess
takes a highly-skilled profes- |poductivity with d fh ducts h
sional quality controller up to«}\ “the Al applica- any aglla;ge © ggg prob_uc ] 1sudc
6 h to evaluate the scanning’/ | tion as well@as C?iu?e . yo|as vglln btlln,; m? ) ? es
data in‘the quality assurarce | the performance a gtec é‘.’e an t}a H ydo cte ec
procCess. With the Al system | (accuracy) ofthe windturbine tve products
the evaluation time¥§+educed | Al application
by 80 %, which tri(igslates into
cost savings, reduced produc-
tion lead times;and increased
productivity

Empty|cells denoted no information, was provided.

N\ ¢

-
PY
-
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