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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of docunent should be noted. This document was drafted in accordance with the editorial rules of the ISO/
[EC Dir¢ctives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and IEC draw attention to the possibility that the implementation of this documentmay invplve the
use of (p) patent(s). ISO and IEC take no position concerning the evidence, validity or @pplicability of any
claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IEC|had not
received notice of (a) patent(s) which may be required to implement this document."However, implementers
are caufioned that this may not represent the latest information, which may be\.obtained from th¢ patent
databage available at www.iso.org/patents and https://patents.iec.ch. ISOxarid IEC shall not pe held
respongible for identifying any or all such patent rights.

Any trade name used in this document is information given for the ‘convenience of users and does not
constityte an endorsement.

For an dxplanation of the voluntary nature of standards, the meanihg of ISO specific terms and expfessions
related |to conformity assessment, as well as informationabout ISO's adherence to the Worlfl Trade
Organigation (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewofd.html.
In the IEC, see www.iec.ch/understanding-standards.

This ddcument was prepared by Joint Technical“Committee ISO/IEC JTC 1, Information technology,
Subcom[mittee SC 42, Artificial Intelligence.

Alist offall parts in the ISO/IEC 5259 series can*be found on the ISO and IEC websites.

Any fe¢dback or questions on this docsument should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.htinl and
www.iec.ch/national-committees.
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Introduction

Data-supported decision-making brings new challenges to data quality management in data analytics and
artificial intelligence (Al) based on machine learning (ML). Issues in data quality, such as incomplete, false
or outdated data, can adversely affect analytics and ML processes and outcomes. Data from various sources,
including structured data (e.g. relational databases) and unstructured data (e.g. documents, images,
audios), can be directly consumed into the data life cycle for analytics and ML model development. Data
are transformed in each stage of the data life cycle of analytics and ML. A holistic standardized approach to
control, produce and deliver sufficient high-quality data is necessary for data analytics and ML models to be
safe, reliable and interoperable. To develop credible data quality management for analytics and ML, intrinsic
data quality International Standards_including cancepts and use cases_characteristics and measnrements,

management requirements, and process framework, can be considered.

This ddcument is a part of the ISO/IEC 5259 series. This document builds upon the ISO))800( series,
[SO/IE(Q 25012 and ISO/IEC 25024. The purpose of this document is to describe a data quality,model through
the def]nition of data quality characteristics and data quality measures based on,ISO/IEC 25012 and
ISO/IE(Q 25024. Data quality models can be extended or modified according to this doCument.

© ISO/IEC 2024 - All rights reserved
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)pe

cument specifies a data quality model, data quality measures and guidance on reporting data
pntext of analytics and machine learning (ML).

cument is applicable to all types of organizations who want to achieve theirdata quality obje

rmative references

bwing documents are referred to in the text in such a way that some or all of their content con
ments of this document. For dated references, only the edition cited applies. For undated ref
5t edition of the referenced document (including any améndments) applies.

5259-1, Artificial intelligence — Data quality for analytics and machine learning (ML) —
v, terminology, and examples

25024, Systems and software engineering:5- Systems and software Quality Requireme
on (SQuaRE) — Measurement of data quality

22989, Information technology —  Artificial intelligence — Artificial intelligence conce
jogy

'ms and definitions

purposes of this document, the terms and definitions given in ISO/IEC 5259-1, ISO/IEC 22
wing apply.

IEC maintain tefminology databases for use in standardization at the following addresses:

Online browsing platform: available at https://www.iso.org/obp

Electrepéedia: available at https://www.electropedia.org/

quality

ctives.

stitutes

Prences,

Part 1:

hts and

pts and

D89 and

data

re-interpretable representation of information in a formalized manner suitable for communication,
interpretation, or processing

Note 1 to entry: Data can be processed by humans or by automatic means.

[SOURC

E: ISO/IEC 2382:2015, 2121272]

© ISO/IEC 2024 - All rights reserved
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data frame
set of data records represented by a specific domain or purpose, with a shared structure of data items

Note 1 to entry: A data frame is two-dimensional, like a table with rows and columns. The term is specifically used in
analytics and ML, e.g. in the R language, while other languages use “data set” to mean the same thing. In this document,

“dataset

3.3

” has a more generic meaning.

data type
categorization of an abstract set of possible values, characteristics, and set of operations for an attribute

refers to

em with
ption for

Note 1 tgemtryExamptes of data types are CHardacter Strings, texts, tates, TUIDers, TTages aird Sourdas:
[SOURCE: ISO/IEC 25024:2015, 4.16]

3.4

data vallue

content|of data item

Note 1 t¢ entry: In ISO/IEC 25012:2008, 5.1.1, it is specified that from the inherent point ef ¥iew, data quality
data itself such as data domain values and possible restrictions.

Note 2 t¢ entry: Number or category assigned to an attribute of a target entity by-making a measurement.
[SOURCE: ISO/IEC 25024:2015, 4.17]

3.5

empty fata item

data item whose data value (3.4) has no value, i.e. Null or None

Note 1 tp entry: This definition in general signifies non-existerice of a data value (i.e. Null or None). A data if
string dqta type can be an empty data item by using eitherthe empty string or Null. However, there is an exce
some application a string can be empty (e.g. “”) but not:Null and hence not imply an empty data item.

3.6

entity

concretp or abstract thing in the domain-thder consideration

[SOURCE: I1SO 8000-2:2022, 3.3.3]

3.7

raw data

data in |ts originally acquired; direct form from its source before subsequent processing
[SOURCE: 1SO 5127:2047%3.1.10.04]

3.8

target data

data (3.]1) uséd-in an analytics or ML task whose quality is measured

39

target population

population of interest in the analytics or ML project to which inferences are to be made

3.10

data quality subject

entity (3.6) affected by data quality

© ISO/IEC 2024 - All rights reserved
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3.11

quality measure element

measure defined in terms of a property and the measurement method for quantifying it, including optionally
the transformation by a mathematical function

[SOURCE: ISO/IEC 25024:2015, 4.32]

3.12

quantity

property of a phenomenon, body, or substance, where the property has a magnitude that can be expressed
as a number and a reference

[SOURCE:TSO/TEC Guide 99:2007, T.T, modified — Notes to entry deleted.]

3.13
quantity value
numberand reference together expressing magnitude of a quantity (3.12)

[SOURCE: ISO/IEC Guide 99:2007, 1.9, modified — Examples deleted.]

3.14
measufement function
algorithim or calculation performed to combine one or more quality measureelements (3.11)

[SOURCE: ISO/IEC 25021:2012, 4.7, modified — Definition revised.]

3.15
measufement result

result of measurement
set of guantity values (3.13) being attributed to a measusahd together with any other available felevant
informdtion

[SOURCE: ISO/IEC Guide 99:2007, 2.9, modified — Notes to entry deleted.]

3.16
measure
<noun>|variable to which a value is assigned’as the result of measurement

Note 1 tp entry: The plural form “measures” is used to refer collectively to base measures, derived measfires and
indicatofs.

[SOURCE: ISO/IEC/IEEE 15939:2017, 3.15]

3.17
measure
<verb> make a measuirement

[SOURCE: ISO/IEC25000:2014, 4.19]

3.18
boundipgbox
rectangular region enclosing annotated object

Note 1 to entry: The major and minor axes of the rectangle are parallel to the edges of the images. For rotated boxes,
the polygon annotation is to be used.

[SOURCE: ISO/IEC 30137-4:2021, 3.3]

3.19
cluster
automatically induced category of elements that are part of the dataset and that share common attributes

Note 1 to entry: Clusters do not necessarily have a name.

© ISO/IEC 2024 - All rights reserved
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[SOURCE: ISO/IEC 23053:2022, 3.3.2]

3.20

clustering algorithm
algorithm which groups clusters (3.19) from input data

Note 1 to entry: Examples of clustering algorithms include centroid-based clustering, density-based clustering,
distribution-based clustering, hierarchical clustering and graph-based clustering.

3.21

overfitting
<machine learning> creating a model which fits the training data too precisely and fails to generalize on

new da]a

Note 1

training
number
model is

Note 2 ]
training
when th

[SOURC

3.22
fidelity,
degree
percept

[SOURC
3.23

o entry: Overfitting can occur because the trained model has learned from non-essential featars
data (i.e. features that do not generalize to useful outputs), excessive noise in the training data[e.g. ¢
of outliers), a significant mismatch between training data and production data distributions or beg
too complex for the training data.

0 entry: Overfitting can be identified when there is a significant difference between errors meas
data and on separate test and validation data. The performance of overfitted.models is especially i
bre is a significant mismatch between training data and production data.

E: ISO/IEC 23053:2022, 3.1.4]

to which a model or simulation reproduces the state andvbehaviour of a real-world objec
on of areal-world object, feature, condition, or chosen standard in a measurable or perceivable

E: 1SO 16781:2021, 3.1.4]

maintajinability

ability ¢
can per
procedy
Note 1t
Note 2 t
Note 3 t
[SOURC

3.24

fa functional unit, under given conditions of use, to be retained in, or restored to, a state in
form a required function when maintenance is performed under given conditions and usin
res and resources

entry: maintainability: term'and definition standardized by ISO/IEC [ISO/IEC 2382-14:1997].
entry: 14.01.06 (2382)
E: [SO/IEC 23822015, 2123027]

reliability

consistg

EXAMPI|

ncy with'which an assessment measures

E An assessment will have low reliability if two assessment forms are of unequal difficulty or

ks in the
xcessive
ause the

ured on
mpacted

L or the
manner

which it
b stated

entry: The term used in IEV 191-02-07 is “maintainability performance” and the definition is the sae.

foverage

or if they

e are errors in the scoring procedures or in the reporting of scores.

[SOURC
3.25

E: ISO/IEC 23988:2007, 3.21]

validity
extent to which an assessment achieves its aim by measuring what it is supposed to measure and producing
results which can be used for their intended purpose

Note 1 to entry: An assessment has low validity if the results are unduly influenced by skills which are irrelevant to
the stated aims of the assessment.

[SOURC

E: ISO/IEC 23988:2007, 3.25]

© ISO/IEC 2024 - All rights reserved
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4 Symbols and abbreviated terms

Al
CSV
HDF
JSON
ML

artificial intelligence
comma separated values
hierarchical data format
JavaScript object notation

machine learning

[P
PII

QM
UML

5 Da
learni

51 D

Figure 1
Figure

model a
for data
assigne
measur
also be

Target ¢

internet protocol
personally identifiable information
quality measure

unified modelling language

fa quality components and data quality models for analytics and machine
ng

ata quality components in data life cycle

| shows data quality components aligned with the data life‘cycle model shown in ISO/IEC 5259
B, which can support data quality management processes. ISO/IEC 5259-1 defines a data
s a defined set of data quality characteristics. Thedata quality characteristic provides a fra
quality requirements, implementation and evaluation methods. Data quality measures are v
l to which values are the results of measurements of data quality characteristics. Data
bs are used to assess whether the data meet’data quality requirements. Data quality meast
1sed to monitor and report data quality,

lata are the data subject to data quality measurements. Target data can be raw data or data

underg

testing,|validation, production and output data in the context of the use of analysis and ML (as dg
in ISO/IEC 23053).1] Target data can'be formed as either data items or datasets. A data item consig

item na|
number

— acqg
— acd
— acqg

The tar
analytig

ne one or more processes or transformations. Target data for measuring quality can be t

e, data value and data.type representing a domain of values (e.g. character strings, text
s, images, sounds). A dataset can be classified into three forms:

llection of data items;
llection of data records;
llection of\data frames.

pet data can be unlabelled or labelled depending on the association with data labels in th
scor ML task.

11:2024,
quality
mework
hriables
quality
res can

Fhat has
raining,
scribed
ts of an
5, dates,

e use of

NOTE

This document makes no distinction between data structures, such as structured data, semi-structured
data and unstructured data, or data roles, such as master data, transaction data and reference data.

Data quality reports are documents that express data quality requirements, the data quality model of data
quality characteristics, data quality measures, the results of data quality measurements and an assessment
of whether the data meet data quality requirements.

© ISO/IEC 2024 - All rights reserved
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Iteration

N

Data Data Data Data Data
planning acquisition preparation provisioning decommissioning ISO/[EC
J 5259-1

Data
requirements

/ \ ISO/IEC
Data quahty management process 5259-2
Data quality models
; : Data quality reports
Target data Data quality measures |

-
Key
:] Stage where data are processed
|:| Data quality component
—

Primary development pathway
-------- > Dependency
«—> Feedback pathway

Figure 1 — Data quality components in data life cycle for analytics and ML

5.2 Dpta quality model

The dath quality model provides a framework for specifying data quality requirements and evaluating data
quality.|In practice, a data quality model brings together data quality subjects, data quality characferistics
and datja quality requirements, for the context of €he use of the data. The organization can specjfy data
quality models by selecting data quality characteristics and measures to achieve target quality requirements
for target data. Figure 2 provides a UML diagtam of the relationships between the components of the data
quality model.

A data ysage scope describes how and.where the data can be used in an analytics or ML task and hqw it fits
into an Al system.

EXAMPIE The data can be usedto train a deep neural network ML model to predict product sales basgd on the
features|of a marketing strategy=~The model can be trained and deployed using cloud services.

A data quality subject represents an entity affected by data quality. A data quality characteristicis a dategory
of data quality attribdutes that bear on data quality (e.g. accuracy, completeness, precision). A data| quality
requirement describesproperties or attributes of the data along with acceptance criteria relative to the data
usage s¢ope. Acceptance criteria can be quantitative or qualitative.

© ISO/IEC 2024 - All rights reserved
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When o
regardi
with the
are incq
and me
compar
require
describ
organiz

ISO 80d
charact
industr
general
of a sof
dates, 1
complet
precisig

The ISQ
manage
product
how the
and ML
ML mod
and datf

DataUsageScope
+scope
subjects requirements
DataQualitySubject @ DataQualityModel DataQualityRequirement
1.* 1.%

[

characteristics
o

DataQualityCharacteristic

Figure 2 — Data quality model

g importance and impact. In addition, it is crucial to balance the ‘cost of data quality mang

rporated into the data quality model. The organization ean‘select the data quality charac
asures that correspond to their needs and requirenients. Data quality should be asse
ng the results of selected data quality measures against established targets as established
ments. Any failures to achieve data quality requirements should be mitigated. ISO/IEC 5
s the requirements and recommendations of a data’quality management system to be applie
ation.

0-8[3] and ISO/IEC 25012[4] describe data“quality models. ISO 8000-8 defines three datal
bristics as being syntactic (format), sémantic (meaning), and pragmatic (usefulness) to

data quality model for data retained in a structured format within a computer system a
tware product. ISO/IEC 25012 takes into account all data types (e.g. characters, string
umbers, images, sounds). ISO/IEC 25012 provides fifteen data quality characteristics: a
eness, consistency, credibility, currentness, accessibility, compliance, confidentiality, ef
n, traceability, understandability, availability, portability and recoverability.

8000 series[3] addnesses various aspects of data quality such as data governance, data
ment (including-processing) and maturity assessment. The ISO/IEC 25000 serieslél ad
(software, systéms, data, services) quality requirements and evaluation. This document d
data quality~characteristics of ISO/IEC 25012 can be applied to a data quality model for a
Furtherimore, this document defines additional characteristics that can contribute to higher
els andiapplications, as shown in Figure 3. Organizations should use the data quality charac
a_duality measures described in this document whenever possible. However, the data

charact

ne quality characteristic affects another, trade-offs can be madé-by evaluating each requlirement

gement

 priority of data quality requirements in determining how data‘'quality characteristics and measures

eristics
csed by
by data
259-3(2]
d by the

quality
support

al data generally as a product of bfisiness and manufacturing processes. ISO/IEC 25012 defines a

5 a part
5, texts,
Ccuracy,
Ficiency,

quality
dresses
pscribes
halytics
-quality
eristics
quality

bristics in this document cannot comprehensively cover aspects that support all organi

zations’

needs regarding data quality. Organizations may design their own data quality model by extending the data
quality characteristics and data quality measures to fit their data requirements.

NOTE1 See Annex A for information on designing and documenting measurement functions.
NOTE 2  See Annex E for a comparison between the data quality characteristics in ISO/IEC 25012 and those in this
document.
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| Data quality model for analytics and ML

Adapted data quality
characteristics

Inherent data quality

Inherent and system-dependent

System-dependent

Additional data quality

characteristics

e Auditability
e Balance

e Diversity

o Effectiveness

characteristics data quality characteristics data quality
characteristics * Identifiability
Accuracy o Accessibility Relevanee
Completeness ¢ Compliance e Availability « Representativengs
Consistency ¢ Confidentiality «  Portability o Similarity
Credibility o Efficiency «  Recoverability e Timeliness
Currentness e Precision

¢ Traceability
¢ Understandability

6 Da

6.1 G
Data qu
identifig
quality

Data quality model defined ISO/IEC 25012

Figure 3 — Data quality characteristics for@nalytics and ML

ta quality characteristics and quality measures

eneral

ality characteristics and measures are used to specify and verify data quality requirem
bd attributes for target data. Each data>quality characteristic is associated with one or mc
measures for quantification. A dataquality measure is a variable to which a value is assigne

ents for
re data
d as the

result of a measurement function. The data quality measures in this document are selected based on the

context

NOTE 1

of data quality measures.

NOTE 2

In the d
dataset
data va

data cafp causean‘incorrect analysis result or the creation of an ML model that does not meet requir

The org

of use of analytics and ML.

Annex B shows a framewdrk for providing common vocabularies and relationships between the conpponents

Annex C and Annex-Dshow how quality measures are grouped from different perspectives.

ontext of analytics and ML, the overall quality of a training dataset, a validation dataset ¢
can be just ds’important as the quality of the individual data values in the dataset. Even thoug
ue in a dataset is accurate, a dataset that does not correctly reflect the underlying distrib

hnization should document the target data for each data quality measure.

NOTE 3

r a test
th every
ution of
ements.

€haracteristics for statistical measures (nn' arrnccﬂr\ﬂlfn hw authorized Users;

istency,

aAccuracy con
J7

currentness, understandability, relevance, tlmelmess)[7] as deflned by institutions such as the United Nations
Statistics Division (UNSD) and European Statistics (EUROSTAT) can also be used to assess whether the quality of a
dataset meets requirements.

The data quality measures and measurement functions in this document should be used when appropriate.
Refer to Annex A in cases where the user of this document needs to create a new, bespoke data quality
measure and data quality measurement function. Any quality measure, when using modified or newly
defined, shall select data quality characteristics defined in this document and shall provide the rationale for
changes in accordance with ISO/IEC 25024:2015, Clause 2.
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6.2 Inherent data quality characteristics

6.2.1

6.2.1.1

Accuracy

General

Accuracy of a dataset is the degree to which data items in the data set have the correct data values or correct
data labels. ISO/IEC 25012 describes accuracy as the degree to which data values have attributes that
correctly represent the true value of the intended attributes. ISO/IEC 25012 further describes accuracy in
terms of:

— synllfact'lc accuracy which considers the closeness of the data values to a Set of syntactically corr
vallies in a relevant domain;

— Seénj

vallies in a relevant domain.

Adatai
correct
construl
testing
to bein

For a sy
the infe
labellin

— cor
— cor
— cor
EXAMPI

If the ph
interpre

EXAMPI

If the number 100 is entered as 1000-in training data, a regression model can fail to correctly calculate the ¥

the relat

6.2.1.2
Table 1

antic accuracy which considers the closeness of the data values to a set of semantically corr

fem is syntactically correct if its data value is the same type as its explicit data type and sema
if its data value has an expected value corresponding to the ML task. MLrmodels are mathg
cts, which means that low syntactic or semantic accuracy of the data values in training, va

Correct.

Fence accuracy of a trained model. Factors that should be codsidered for measuring the acc
b include:

Fectness of label values;

Fectness of labelled tags;

Fectness of label sequence contents.
E1l

Fase “lazy dog” is entered as “lIzy dg” andML-based natural language understanding system can fail to
L the phrase.

E2

ed feature and if the entry.Was made in the production data, inferences can be incorrect.

QMs for accuracy

provides data quality measures for accuracy in a specific context of use of analytics and ML.

pct data

bct data

ntically
matical
idation,

br production datasets can cause the model itself to be incorrect or the inferences made by the model

[pervised learning classification system, the correctness of thelabel sequence contents can affect

iracy of

orrectly

veight of
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Table 1 — Accuracy measures

ID Name Description Measurement function
Acc-ML-1 Syntactic data See ISO/IEC 25024:2015, Table 1 See ISO/IEC 25024:2015, Table 1
accuracy
Acc-ML-2 Semantic data See ISO/IEC 25024:2015, Table 1 See ISO/IEC 25024:2015, Table 1
accuracy
Acc-ML-3 Data accuracy See ISO/IEC 25024:2015, Table 1 See ISO/IEC 25024:2015, Table 1
assurance
Acc-ML-4 Risk of dataset See ISO/IEC 25024:2015, Table 1 See ISO/IEC 25024:2015, Table 1
inaccuracy
Acc-l\hL-S Data model accu- See ISO/IEC 25024:2015, Table 1 See ISO/IEC 25024:2015, Tahle 1
racy
Acc-NIL-6 Data accuracy See ISO/IEC 25024:2015, Table 1 See ISO/IEC 25024;2015, Tahle 1
range
Acc-NIL-7  |Datalabel accuracy| Does data label correctly assign to A
each element in the dataset? B
where
A is the number of data labels thdt pro-
vide the'appropriate required informa-
tion;
B1is the number of data labels defiined in
the dataset.
6.2.2 [Completeness
6.2.2.1| General
[SO/IE(Q 25012 describes completeness in terms of data having values for all expected attributes and entity
instances. In some cases, ML algorithms can fail\when they encounter one or more empty data jtems in
training, validation or testing datasets. Additionally, trained ML models can also fail when productjon data
containp null data values.
Measurgs for completeness can help ML practitioners meet their data requirements and can [ndicate
whether additional imputation steps should be taken as described in ISO/IEC 5259-4.[8]
The comppleteness characteristic of the labelled data in a dataset is relative. In different scenatfios, the
meanin;g of completeness can be different and should be considered with a specific usage scope. Factors that
should lpe considered for measuring the completeness of a dataset include:
— Thgcompletenessofddatasetbeingused foran ML-based image classification should check the unfabelled
sanjples in a dataset, which cannot be directly used in supervised ML.
— Thdcompletenessofadatasetbeingused foran ML-based objectdetectionshould checktheincompleteness
of labelled®bounding boxes on objects.
In particalar, 1t is common in real life that a sample has multlple ob]ects in various categorles sipce it is
difficul g [ [ 1S case, to

measure the completeness of the dataset for an ML based i 1mage recogmtlon the following factors should be

considered:

— there exists any target object in a sample;

— all target objects are categorized;

— all target objects detected are labelled with bounding boxes or other methods.

EXAMPLE 1

© ISO/IEC 2024 - All rights reserved
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A completeness measure for a dataset indicates that the dataset is missing more than half of the data values for the zip
code feature. The data scientist decides the zip code feature is not a necessary predictor for their classification task

and elec

ts to remove the zip code feature from the training, validation, testing and production datasets.

EXAMPLE 2

A compl

eteness measure for a dataset being used for an ML regression task indicates that one percent of the data

values for a feature that is a good predictor are empty. The rest of the data has a normal distribution. The data scientist

chooses

to fill the null data values with the statistical mean of the available data values.

EXAMPLE 3

A completeness measure for a dataset being used for an ML clustering task indicates that a small number of records

have ondgor more empty data items. 1'he data scientist chooses to delete those records Irom the training data

EXAMPIE 4

A compl

values t@ the target number of data items expected for the proper fidelity of the dataset.

6.2.2.2
Table 2

bteness measure for value occurrences in a dataset for an ML classification task is the ratio of mis{ing data

QMs for completeness

provides data quality measures for completeness in a specific context of.se of analytics and|ML.
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Table 2 — Completeness measures

ID Name Description Measurement function
Com-ML-1 |Value completeness| Ratio of data items with no null data A
values to the total number of data B

items in the dataset where at least
one data item exists

where

A is the number of data items whose
value is not null;

B is the total number of data items in
the dataset where at least one data item

exists.
Com-ML-2 Value occurrence Ratio of the number of occurrences A
completeness of a given data value to the expected B

number of data value occurrences, where

described in the data quality require-
ment, in data items with the same
domain in a dataset

A is the number of occunrences of the
data value in the datartems;
B is the expectedhumber of occufrrences
of that data valt@in data items with the

same domain_ih the dataset.

Com-ML-3 Feature complete- | Ratio of data items, associated with A
ness a feature, with no null data values to E
the total number of data items associ-

ated with the feature

wheré

AJs the number of data items, asgociated
with the given feature, with no npll data
values;
B is the total number of data itens,
associated with the given featurg in the
dataset where at least one data ifem

exists.
Com-ML-4 Record complete- | Ratio of non-empty-data records to A
ness the total number'of data records in E

a dataset where at least one data where

record exists A is the number of non-empty dafa re-

cords in the dataset;
B is the total number of data recdrds

in the dataset where at least one data
record exists.

Com-ML-5 |Label completeness| Ratio of unlabelled or incompletely A
labelled samples in a dataset 1 B
where

A is the number of unlabelled or jncom-
pletely labelled samples;
Bis the number of all samples in the
dataset.

6.2.3 |Consistency

6.2.3.1 General

ISO/IEC 25012 describes consistency in terms of the data being coherent with other data and free of
contradictions. Consistency is a key aspect of data used for ML as the features used in training data should
together provide a model that permits correct inferences on production data. Additionally, ML can be
literal in its interpretation of data values. Duplicate records can cause over-weighting of certain features.
Contradictions between features in training data can cause a trained model to perform below requirements.

© ISO/IEC 2024 - All rights reserved
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The data quality of a training data depends on the consistency of the labels assigned to similar data items.
To improve the performance of machine learning models, data labels is needed to be assigned consistently to
avoid inconsistencies.

EXAMPLE

A web form is used to collect voter preferences for political candidates. An organized group of people floods the site
with entries for their favourite candidate. When used to train an ML model, these duplicate data can cause the model
to over-weight a particular candidate when making inferences for people who have characteristics similar to those
who flooded the web form.

6.2.3.2 QMs for consistency

Table 3 provides data quality measures for consistency in a specific context of use of analytics andML.

Table 3 — Consistency measures

1) Name Description Measuremeént function
Con-ML-1 Data record con- | The ratio of duplicate records in the A
sistency dataset 1 )
where
A is the-number of duplicate records in the
dataset;
B isthe total number of records in the
dataset.
Con-ML-2 Data label consist- | Consistency of data labels of simidar A
ency data items B
where
A is the number of pairs of similar items
that have been given the same labe];
Bis the total number of comparisons made
between labels of similar items.
Con-ML-3 Data format con- See ISO/IEC25024:2015, Table 3 See ISO/IEC 25024:2015, Tablg 3
sistency
Con-ML-4 Semantic consist- See ISO/1EC 25024:2015, Table 3 See ISO/IEC 25024:2015, Tablg 3
ency

6.2.4 [Credibility

6.2.4.1| General

ISO/IE(Q 25012 defines.eredibility in terms of the degree to which data has attributes that are regdrded as
believalple by users,in a specific context of use. Credibility is applicable for single data items, for|related
data itejms in a.data record and for the entire dataset. The context in which the data are used car] impact
its perdeived.trieness and believability. Data can be perturbed during processing (e.g. transit, storage,
computption)‘'by authorized and unauthorized parties. An emerging concern for ML is unauthorized parties
perturbiing training, validation, testing and production data to deliberately render trained mqdels as
unusable or to manipulate the inferences made by a trained model.

Processes used in data preparation can change the data without changing its meaning (e.g. normalization,
splitting or combining features). In these cases the data maintain its credibility.

EXAMPLE 1

A dataset is used to train, validate and test an ML model which then fails to achieve the required performance on
production data. A security audit indicates that an unauthorized party has randomly changed data values in the
training dataset.

EXAMPLE 2

© ISO/IEC 2024 - All rights reserved
13


https://standardsiso.com/api/?name=7352122e7282b011adab4f7829c88b28

ISO/IEC 5259-2:2024(en)

A training dataset contains numerical features which have widely varying ranges. A data scientist elects to normalize
the data values for these features to make them more comparable. Although the data values can be changed after
being normalized, they are still credible as the meaning has not changed within the context of ML.

EXAMPLE 3

The credibility of the preparation of certain types of datasets can be improved in some circumstances using a
randomness statistical method to compose the sample cases.

EXAMPLE 4

The credibility of the preparation of a dataset can be improved by declaring the data provenance of the data in the
data life cycle framework (see ISO/IEC 8183:2023, 6.6).1

6.2.4.2 QMs for credibility

Table 4 provides data quality measures for credibility in a specific context of use of analytics and M.

Table 4 — Credibility measures

1D Name Description Measurement function
Cre-NIL-1 Values credibility See ISO/IEC 25024:2015, Table 4 See lSO/IEC 25024:2015, Talle 4
Cre-NIL-2 Source credibility See ISO/IEC 25024:2015, Table 4 SeeISO/IEC 25024:2015, Tahle 4
Cre-NIL-3 Data dictionary See ISO/IEC 25024:2015, Table 4 See ISO/IEC 25024:2015, Tahle 4
credibility
Cre-NIL-4 Data model credi- See ISO/IEC 25024:2015, Table.4 See ISO/IEC 25024:2015, Tahle 4
bility

6.2.5 |Currentness

6.2.5.1| General

ISO/IEQ 25012 describes data currentness in terms of being the right age relative to the use of the data.
For ML, currentness can be in terms of an age fange that is appropriate for the ML task. For example, data
about pgople can be incomplete for undet-represented populations prior to shifts in regulations a\Id social
norms. ML models based on economic data collected over several decades can be incorrect if the ¢lata are
not cortected for inflation, exchange.rates and other factors that vary with time. The issues arising due to
the variations in the production data, compared to the data used to train and test the model, are ggnerally
known fs data-drift issues andcan’be addressed by ensuring the currentness of the data.

Dataset{ currentness can he-described in terms of what is the overall time period that the datase} covers
(e.g. imyiges or sentences-collected from 2010 until 2021), time period between the last date of a data item
and curyrent date (e.g,“8 )months) and what is the update cycle (e.g. every 6 months). Currentness should be
considefed a compaosite metric based on these three aspects.

EXAMPIE 1

An ML 1nodel used to predict future sales consistently misses the actual sales amount. Upon investigatjon, it is
determi]red that the training data from 10 years of sales transactions was used to create the model but the dafa values
were not adjusted for inflation.

EXAMPLE 2

An ML model is used to classify which candidate a particular person can vote for. The model was trained on voting
records from the prior 20 years. Certain under-represented groups didn’t regularly vote until the last 10 years. The ML
model consistently fails to correctly predict the choices made by under-represented voters.

6.2.5.2 QMs for currentness

Table 5 provides data quality measures for currentness in a specific context of use of analytics and ML.
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Table 5 — Currentness measures

ID Name Description Measurement function
Cur-ML-1 Feature current- | Ratio of data items for a feature in A
ness the dataset that falls within the ac- B
ceptable range of dates as specified |\, here
in the Orgigli?&orﬁgn(ita quality A is the number of data items for a feature
q that falls within the required age range;
B is the total number of data items for the
feature.
Cur-ML-2 Record current- |Ratio of data records in the dataset A
ness where all data 1items 1n the record B
fall within the required age range |\ here
A is the number of data recordsthat fall
within the required age ranhge;
Bis the total number of-data recordp in the
dataset.
6.3 Inherent and system-dependent data quality characteristics
6.3.1 |Accessibility
6.3.1.1| General
ISO/IE( 25024 describes that accessibility refers to the degree to which data can be accessed in afspecific
context|of use, particularly by people who need assistive technglogy or special configuration because|of some
disability. In addition, seamless access to datasets and easy deployment of datasets through appfopriate
tools shpuld be provided for analytics and ML.
6.3.1.2 QMs for accessibility
Table 6 provides data quality measures for accessibility in a specific context of use of analytics and ML.
Table)6 — Accessibility measures
1D Name Description Measurement function
Acs-ML-1 User accessibility See ISO/IEC 25024:2015, Table 6.1 See ISO/IEC 25024:2015, Talhle 6.1
Acs-NIL-2 Data format acces- See ISO/IEC 25024:2015, Table 6.2 See ISO/IEC 25024:2015, Table 6.2
sibility
Acs-NIL-3 Data agcessibility | Ratio of accessible records in the data- A
set E
where
A is the number of accessible records
in the dataset;
B is the total number of data refords in

6.3.2 Compliance

6.3.2.1 General

ISO/IEC 25012 describes compliance in terms of the data meeting regulations, standards, conventions or
other rules. For example, personal data used for analytics or ML can be subject to legal and regulatory
requirements. Likewise, data users can have their own compliance requirements and certification schemes
can have compliance requirements.
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Table 7 provides data quality measures for compliance in the context of use of analytics and ML.

Table 7 — Compliance measures

ID

Name

Description

Measurement function

Cmp-ML-1 Data item compli-

ance

Degree to which data items meet
compliance requirements

where
A is the number of data items that meet

A

B

compliance requirements;

B is the total number of data items i
dataset.

L the

6.3.3 |Efficiency

6.3.3.1

General

Efficiengy refers to the degree to which data have attributes that can be processed and provide the €
perfornjance levels by using the appropriate amounts and types of resources-in a specific context of
examplg, the efficiency of the data format is important when sharing trainingdatasets, especially when
size is Igrge (e.g. CSV, HDF, JSON). Also, an optimal size of the dataset in mémory can reduce the training

6.3.3.2

QMs for efficiency

Table 8 provides data quality measures for efficiency in a spegific context of use of analytics and ML

Table 8 — Efficiency measures

xpected
use. For
the data
cost.

1D

Name

Description

Measurement function

Eff-M

L-1 Data format effi-
ciency

See ISO/IE€'25024:2015, Table 9.2

See ISO/IEC 25024:2015, Tah

le 9.2

Eff-M

L-2 Data processing
efficiency

SeedSQ/IEC 25024:2015, Table 9.2

See ISO/IEC 25024:2015, Tah

le 9.2

Eff-M

L-3 Risk of wasted
space

See ISO/IEC 25024:2015, Table 9.2

See ISO/IEC 25024:2015, Tah

le 9.2

6.3.4 |Precision

6.3.4.1
1SO/IEQ

of ML p

General

25012 . describes precision as the data being exact or providing discrimination. ISO/IE
providels an example of precision in terms of the number of decimal places for a real number. In the

ecision, as expressed by the number of decimal places for the value of a data item, can a
weight pf-@Dgiven feature in a trained ML model. For example, a feature with many data item value

[ 25024

context

ﬂfect the

of 99.4

can achieve a greater weight than another feature where the same value has been rounded down to 99.
Likewise, a feature whose values were rounded up can have a greater weight than a feature with more
precision. When specifying data requirements for precision, data users should consider the overall effect on
the trained ML model.

6.3.4.2

QMs for precision

Table 9 provides data quality measures for precision in a specific context of use of analytics and ML.
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Table 9 — Precision measures

ID Name Description Measurement function
Pre-ML-1 Precision of data See ISO/IEC 25024:2015, Table 10.1 See ISO/IEC 25024:2015, Table 10.1
values
6.3.5 Traceability
6.3.5.1 General

Traceability refers to the degree to which data has attributes that provide an audit trail of access to the data

and any

6.3.5.2
Table 1

changes made to the data 1n a specific context of use.

QMs for traceability

) provides data quality measures for traceability in a specific context of use of analytics and

Table 10 — Traceability measures

ML.

I Name Description Measurement function
Tra-ML-1 Traceability of data | See ISO/IEC 25024:2015, Table 11.1 See ISO/IEC 25024:2015, Tabl¢ 11.1
values
Tra-ML-2 User access tracea- | See ISO/IEC 25024:2015, Table 11.2 See ISO/IEC 25024:2015, Tablg 11.2
bility
Tra-ML-3 Data values tracea- | See ISO/IEC 25024:2015, Table 14.2 See ISO/IEC 25024:2015, Tablg 11.2
bility
6.3.6 [Understandability
6.3.6.1| General
ISO/IEQ 25012 describes understandability in-terms of users being able to read and interpret the data.
Additionally, understandability includes theuse of appropriate symbols, units and languages. ML| models
can fail|to perform to requirements if dnjts for features are used inappropriately. Understandability is an
importgnt characteristic for supporting the explainability of the Al system and helping the stakgholders
interacqwith the Al system's production data (inference label or weight data of the ML).
For natfiral language processing-tasks, inappropriate use of human languages and symbols can caupe tasks
such as[anguage understanding and generation to fail.
While the data quality~-measures described in this document are quantitative, the humans using fata for
ML also|make qualitative assessments about the data. Appropriate use of symbols, units and langudges can
assist ir making quialitative judgments.
6.3.6.2 QMsfor understandability
Table 11 prmridpc data r}nqlify measures for nndprchndnhilify ina cppr‘ifir‘ contextofuse nF;\n:\]yfirc nd ML.
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Table 11 — Understandability measures

ID Name Description Measurement function
Und-ML-1 Symbols under- See ISO/IEC 25024:2015, See ISO/IEC 25024:2015, Table 12.1
standability Table 12.1
Und-ML-2 Semantic under- See ISO/IEC 25024:2015, See ISO/IEC 25024:2015, Table 12.1
standability Table 12.1
Und-ML-3 Data values under- See ISO/IEC 25024:2015, See ISO/IEC 25024:2015, Table 12.1
standability Table 12.1
Und-ML-4 Data representa- See ISO/IEC 25024:2015, See ISO/IEC 25024:2015, Table 12.2
tion understanda- Table 12.2
bility
6.4 System-dependent data quality characteristics
6.4.1 |[Availability
6.4.1.1| General
Availabllity refers to the degree to which datasets can be retrieved by autharized users or applicatigns for a
specific|task of analytics or ML in the data acquisition stage of the data liféCycle.
6.4.1.2| QMs for availability
Table 12 provides data quality measures for availability in the .cofitext of use of analytics and ML.
Table 12 — Availability measures
1D Name Description Measurement function
Ava-ML-1 Data availability | See ISO/IEC 2502452015, Table 13 See ISO/IEC 25024:2015, Table13
ratio
6.4.2 [Portability
6.4.2.1| General
ISO/IEQ 25012 describes the pdrtability data quality characteristic in terms of the ability to move dgta from
one sysfem to another, withih a‘specified context, while preserving its quality.
Data uded in analytics @nd ML can undergo processing on multiple systems. For example, datal can be
acquirefl for ML on oxe system, data quality processes can be performed on the data using a second system
and the|data can thef be transferred to a third system to train an ML model.
If the quality efthe data (i.e. that it meets requirements) is not maintained when the data are trangsferred
from ornje systeém to another then the trained ML model itself can fail to meet requirements.
NOTE Reqgiirementsfor-dataportabilityare-established-aspartof the datarequirementsportenoftheldata life

cycle and are system and environment dependent.

6.4.2.2

QMs for portability

Table 13 provides data quality measures for portability in the context of use of analytics and ML.
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Table 13 — Portability measures

ID Name Description Measurement function
Por-ML-1 Data portability | See ISO/IEC 25024:2015, Table 14 See ISO/IEC 25024:2015, Table 14
ratio
Por-ML-2 Prospective data | See ISO/IEC 25024:2015, Table 14 See ISO/IEC 25024:2015, Table 14
portability

6.4.3 Recoverability
6.4.3.1 __General
Recovelability refers to the degree to which datasets can be maintained and preserved at a specifiq level of

operatitt]ns and quality, even in the event of failure, for a specific task of analysis and ML in data-preparation

and pro

6.4.3.2
Table 14

isioning stages of the data life cycle, especially with a large volume of datasets.

QMs for recoverability

L provides data quality measures for recoverability in the context of use/0f-analytics and ML.

Table 14 — Recoverability measures

11 Name Description Measurement function
Rec-ML-1 |Datarecoverability| See ISO/IEC 25024:2015, Table 15 See ISO/IEC 25024:2015, Table 15
ratio
Rec-NL-2 Feature recovera- Degree to which features,ofa A
bility ratio dataset transferred in stages-are B
recoverable where
A is the number of features of the dgtaset
successfully recovered;
Bis the features of the dataset can e man-
aged by backup and restore procedijires.
6.5 Additional data quality characteristics
6.5.1 [Auditability
6.5.1.1| General
For the|purposes of thistdocument, auditability refers to the characteristic of a dataset that all o1 part of
the datgset has undérgone an audit or that the data are available to relevant stakeholders for the purposes
of condyicting audits:-’Auditing of datasets used for analytics and ML can contribute to the credibilify of the
data angl can be-required for compliance with requirements.
EXAMPIE
A datasetof immages s usSed for image Tecognition and 15 tabetied by a tiiTd=party COMtractor. To ensure that the images

are labelled properly, the organization uses another third party to audit a subset of the labelled images.

6.5.1.2

QMs for auditability

Table 15 provides data quality measures for auditability in a specific context of use of analytics and ML.
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Table 15 — Auditability measures

ID Name Description Measurement function
Aud-ML-1 Audited records | Ratio of the records in the dataset A
that were audited E
where

that were audited;

dataset.

A is the number of records in the dataset

B is the total number of records in the

Aud-ML-2 Auditable records | Ratio of the records in the dataset A

that are available for audit. B
where

available for audit;

dataset.

A is the number of records i the dakaset

B is the total numberof1records in the

6.5.2

6.5.2.1

Forad
if the dT

be even
meanin
the size|

The ball
comput

EXAMPI|

When cd
the real-

EXAMPI

In an M|
failure ol
noisy da

EXAMPI

In an MI|

Balance

General

bful to business logic, resolution, brightness, the width-to-height ratio of labelled boundin

ance of a dataset can affect a part of the overall performance of an ML model. For an M
br vision system, the balance of the dataset should be considered.

E1l

world data, ML models can fail due tonoisy data introduced by faintness or vagueness.

E2

fa.

E3

aset, the balance refers to the distribution of the samples forallfeatures of the dataset. For gxample,
taset represents X number of categories of data items, thetumber of samples per category should
y distributed for the dataset to be balanced. For an imdge ‘dataset, such features can include labels

b boxes,

of labelled bounding boxes and any others that potentially influence the ML model performdnce.

L-based

nsiderable differences of the brightness'or the resolution exist between the samples of a training datjaset and

-based classification system,the presence of an imbalanced category of sample population can resylt in the
f rare instance discovery and classification. Such instances can even be wrongly categorized or iderftified as

-based object‘detection system, significant differences in the width-to-height ratios or the size of Jounding

boxes can lead todnigonsistency in the size of detected objects, given a fixed size of the receptive field. Cons¢quently,

this can

Althoug

h/the examples presented here relate to images, the concept of balance can also be applied

Pa ES5

hlso cause a loss of generalizability if extra multi-size object checks or adjustment approaches are nof applied.

Lo other

types o

6.5.2.2

oo

QMs for balance

Table 16 provides data quality measures for balance in a specific context of use of analytics and ML.
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Table 16 — Balance measures

ID

Name

Description

Measurement function

Bal-ML-1

Brightness bal-
ance

Reciprocal of the maximal ratio
of the brightness difference of an
image sample over the aver-
aged brightness of samples in a
dataset

A

B
where
A is the average value of brightness of the
samples;
Bis the maximum value of absolute differenc-
es between the brightness value of each image
in the sample and A.

Bal-

L-2

Resolution balance

Reciprocal of the maximal ratio

of the resolution difference of an
image sample over the averaged
resolution of samples in a dataset

A

B
where
A is the average value of resdliition of the
samples;
B is the maximum value of absolute differenc-
es between the resoltition value of eacl image
in the sample and 4.

Bal-M

L-3

Balance of images
between catego-
ries

Reciprocal of the maximal ratio

of the category size (number of

contained samples) difference

over the averaged category size
of a dataset

A

B
where

A is thé.average category size of the dafaset;

BAs,the maximum value of absolute diffferenc-
es'between the size of each category inj the
dataset and A.

Bal-M

Bounding box
height to width
ratio balance

Reciprocal of the maximal ratio
of the bounding box height'to
width ratio difference,over the
averaged bounding box height to
width ratio of the\samples in a
dataset

A4
B
where

A is the averaged bounding box with h¢ight to
width ratio over all the samples in the Hataset;

Bis the maximum value of absolute differenc-
es between bounding box with height §o width
ratio of each sample in the dataset and|A.

Bal-M

Category bounding
box area balance

Reciprocal of the maximal ratio
ef'the averaged bounding box
area of a category over the aver-
aged bounding box area of all the
samples in a dataset

A

B
where

A is the averaged bounding box area oyer all
the samples in the dataset;
Bis the maximum value of absolute differenc-
es between averaged bounding box arga of

each category in the dataset and A.

© ISO/IEC 2024 - All rights reserved

21



https://standardsiso.com/api/?name=7352122e7282b011adab4f7829c88b28

ISO/IEC 5259-2:2024(en)

Table 16 (continued)
ID Name Description Measurement function
Bal-ML-6 Sample bounding | Reciprocal of the maximal ratio A
box area balance of the bounding box area of a B

sample over the averaged bound-
ing box area of all the samples in
a dataset

where

A is the averaged bounding box area over all
the samples in the dataset;

B is the maximum value of absolute differenc-

es between averaged bounding box area of
each sample in the dataset and A.

Bal-ML-7 Label proportion | Dilference I proportion of data A=B
balance items from different two data |where
categories having a certain label

A is the proportion of data items in catpgory
value

C, having label value L in thedataset, ile.

nﬁ;L) /ng;

Bis the proportion of.data items in catpgory

Cp having label value L“in the dataset, ile.

"E;L) /ng;

n, is the number of data items belonging to
category Cy;
ngis thénumber of data items belonging to
category Cp (not Cy);
ngths the number of data items havinp label
value L in category Cy;

ngL) is the number of data items having label
value L in category Cp.

Bal-ML-8 | Label distribution | Divergence between the(label f(A,B)
balance distribution and theuniform  |ywhere
label distribytion

A is the label distribution of data itemg with
distinct values of labels in the dataset yinder
assessment, i.e. [n;1/n, n;,/n, ..., n y/n
B is the uniform label distribution of djita
items, i.e. [n/N, n/N, ..., n/N];
fis a function measuring divergence bg¢tween
two distributions such as Kullback-Leipler
Divergence, Jensen-Shannon Divergende, Lp-
norm, Total Variation Distance, and Kolmogor-
ov-Smirnov test statistic;
N and n is the number of distinct label yalues
and the total number of data items, in the
dataset, respectively;
n;;is the number of data items having the i-th
label value of {L;,L,,...,Ly } in the datas¢t.

6.5.3 |Diversity

6.5.3.1 General

Diversity of a dataset refers to the difference between samples in terms of the target data. In a dataset used
for an ML model, an adequate difference between samples is important. Ifall or most data records in a dataset
are alike, an ML model trained from that dataset can have the risk of overfitting and consequently being
less generalizable. The diversity of a dataset represents the degree to which the dataset contains various
ranges of different features, values, labels, clusters or sources among individual data. Data enhancement by
generative ML models can improve the data diversity, but these approaches can fail if the diversity of the
original dataset is limited. Diversity is closely related to representativeness and balance. It is a data quality
characteristic that can be used to evaluate a dataset's fidelity.
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Measurement of diversity can be done in the context of the specific target data, as determined by the ML
task requirements.

6.5.3.2 QMs for diversity

Table 17 provides data quality measures for diversity in a specific context of use of analytics and ML.

Table 17 — Diversity measures

ID Name Description Measurement function
Div-ML-1 Label richness Ratio of distinct labels in a A
dataset. B
where

A is the number of distinct labels inthe’dataset;
B is the number of data items in the dataset.

Div-ML-2 Relative label Portion of the number of indi- A
abundance vidual data (i.e. data item, data E
record, data frame) having the where
same label in a dataset A is the number of individual data in whichfhave
target labels;
B is the numberofindividual data in the dafaset.
Div-ML-3 Category size Ratio of categories where the A
diversity number of categorized data B

items is lower than a threshold
defined by quality require-
ments.

where

A.s the number of categories where the number of
categorized data items is lower than the thfeshold
of the quality requirement;

Bis the number of categories in total.

6.5.4 |Effectiveness

6.5.4.1| General

Effectiveness of a dataset indicates whether the dataset meets requirements for use in a specific ML{task.

EXAMPIE 1

For an ML-based computer vision‘system, the dataset effectiveness can be the lowest acceptable ratio at which the
number pfimages with brightness or resolution lower than a required threshold divided by the total number dqf images
or video} in the dataset.

EXAMPIE 2

For an ML-based imgage classification system, the dataset effectiveness can refer to the lowest acceptable ratio of the
number pf images:in a category divided by the total number of images in the dataset.

EXAMPIE-S3

For an ML-based object detection system, the dataset effectiveness can refer to the lowest acceptable ratio of the
number of images whose area values in the bounding boxes are below a required threshold divided by the total number
of images or videos in the dataset.

6.5.4.2 QMs for effectiveness

Table 18 provides data quality measures for effectiveness in a specific context of use of analytics and ML.
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Table 18 — Effectiveness measures

ID Name Description Measurement function
Eft-ML-1 Feature effective- | Ratio of samples with acceptable A
ness feature in a dataset B
where
A is the number of the samples with accept-
able feature;
Bis the number of all samples in the data-
set.
Eft-ML-2 Category size ef- | Ratio of categories where the num- A
fectiveness ber of categorized samples 1s lower B
than a threshold where
A is the number of categories|wherd the
number of categorized samples is Iqwer
than a threshold;
B is the number of categories in tot4l.
Eft-ML-3 Label effectiveness | Ratio of samples with acceptable 4
label in a dataset B
where
A is thelnumber of the samples with accept-
abledabel;
Bis‘the number of all samples in the¢ data.
6.5.5 [Identifiability
6.5.5.1| General
ISO/IEQ 29100[19] describes identifiability as the capability to identify a personally identifiable infofmation
(PII) principal directly or indirectly on the basis ofié’given set of PII. It is important to understand yhether
any PII|in a dataset can be used to identify a~PIl principal as legal requirements in some jurisfictions

can resfrict such activity. De-identification processes can be applied to training, validation, tesf]
ion data to reduce the possibility efidentifiability.

product

EXAMPI|

An ML rhodel is trained on search efnigine queries for the purpose of targeted advertising. The dataset incl

user’s IH
remove {
anonym

6.5.5.2

E

he IP address before the\dataset is split into training, validation and testing datasets. Where approp|
zation process can be-applied to production data passed to the model.

address which is considened to be PII in some jurisdictions. Anonymization is applied to the d

QMs for identifiability

ing and

ludes the

taset to

riate the

Table 19 provides data quality measures for identifiability in a specific context of use of analytics and ML.

Table 19 — Identifiability measures

ID Name Description Measurement function
Idn-ML-1 Identifiability ratio | Ratio of data records in the dataset A
that can be used for identifiability B

where
A is the number of data records that

contain data items that can be used for
identifiability, either on their own or in
conjunction with other data items;

B is the number of data records in the
dataset.
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6.5.6 Relevance

6.5.6.1 General

For the purposes of this document, relevance refers to the degree to which a dataset (assuming that it is
accurate, complete, consistent, current, etc.) is suitable for a given context.

For ML, relevance can mean that the selected features in training data and their data values are good
predictors for the target variable.

EXAMPLE

An ML nfodel Ts used to determine the creditworthiness of people. The training data are representative of thp sample
of the pgpulation expected to appear in the production data. The training data include relevant featuressucH as prior
credit history, income, job tenure and net worth which are good predictors of creditworthiness. The training flata also
include the height and weight of each person. Statistical tests show no correlation of height and weightto pripr credit
history gnd are deemed to be poor predictors of future credit performance. To improve the overallrelevanfe of the
dataset, the height and weight features are dropped.

6.5.6.2 QMs for relevance

-

Table 2() provides data quality measures for relevance in a specific context of-use of analytics and M

Table 20 — Relevance measures

I Name Description Measurement function
Rel-ML-]L Feature relevance |Ratio of features in the datasetthat A
are relevant to the given context B
where

A is the number of features in the d3taset

deemed to be relevant in the contexit of the
use of the data;
B is the total number of features in the
dataset.

Rel-ML-P Record relevance |Ratio of récords in the dataset that A
are relevant to the given context B
where

A is the number of record in the datpset
deemed to relevant in the context of the
use of the data;
B is the total number of records in the
dataset.

6.5.7 |Representativeness

6.5.7.1| General

1SO 202521411 defines representativeness as the degree to which a dataset reflects the target population
being studied. For supervised ML, a training dataset can be considered as a subset of a larger population
and the production data as a target population to which inferences can be made. When the training data
do not sufficiently represent the production data, the trained ML model can fail to perform as required.
ISO/IEC TR 24027112] describes data biases derived from the data selection process or data labelling process.

The representativeness data quality characteristic is related to the relevance data quality characteristic
in that a dataset that does not represent the target population under study is unlikely to provide good
predictors for the target variable.

EXAMPLE 1
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A facial recognition system trained only on images of humans with light skin tones can fail to correctly identify
individuals when applied to images of humans with dark skin tones.

EXAMPLE 2

A predictive maintenance system trained only on data from electric motors can fail to correctly predict needed
maintenance when applied to internal combustion engines.

6.5.7.2

QMs for representativeness

Table 21 provides data quality measures for representativeness in a specific context of use of analytics and ML.

Table 21 — Representativeness measure

1D Name Description Measurement function
Rep-ML-1 Representa- Ratio of relevant attributes found A
tive-ness ratio in the subjects of a target popula- B
tion to the at‘g‘lt)utets found in the |\ here
atase A is the number-of target attributes|in the
dataset;
B is the number of relevant attributps in a
specificcontext.
6.5.8 [Similarity
6.5.8.1| General

The similarity of a dataset refers to the similarity betweéen samples in terms of interesting f

This is
using s
(see IS
ISO/IEQ
among §

relevant for classification tasks (see ISO/IEC 23053:2022, 6.2.3) which are typically impl¢g

D/IEC 23053:2022, 6.2.4) which are typically implemented using unsupervised learni
23053:2022, 7.3). Both classification and:clustering tasks require an adequate level of di
amples to perform successfully (see ISOZ/IEC TR 24027:2021, 5.2)

An ML model trained on a dataset containing quite similar images (e.g. that are generated by a slig

of pixel
In this (
shift th
of seed
approaq

Further
and M f
compar
vectors

6.5.8.2

based on a few seed images) can-have the risk of overfitting and consequently less generali
ase, it is possible to considefithe application of data manipulation approaches, such as rotaf
it can improve the generalizability of the ML model. These approaches cannot work if the
images is limited. In this case, the proportion of the similar samples should be checked.
h is to consider clusténing algorithms with concept drift mitigation methods.[13]

measures identify*data similarity through a geometrical approach: i.e. a dataset of N data
batures can béepresented such as N vectors in an M-dimensional space, so it can be analy
ed using thetools of geometry; in particular, similarity can be associated to the mutual po
in the space.

QMs for similarity

batures.
mented

upervised learning (see ISO/IEC 23053:2022,~7.2). This is also relevant for clusterir:E tasks

g (see
[ference

rht shift
zability.
ion and
number
Another

records
sed and
bition of

Table 22 provides data quality measures for similarity in a specific context of use of analytics and M
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Table 22 — Similarity measures

ID Name Description Measurement function
Sim-ML-1 Sample similarity | Ratio of similar samples in a data- A
set 1 B
where
A is the number of all samples in the data-
set;
B is the number of the clusters, resulting
from a clustering algorithm, on all samples
of the dataset (NOTE 7).
Sim-NIL-Z Samples tightness | Tightness of normalized dataset A-b
where
A is the max eigenvalue of G &
Bis the min eigenvalue of G 2:
Sim-NIL-3 |Samples independ- | Ratio of Principal Component Anal- A
ency ysis (PCA) and dataset dimension 1 B
where
A is the numbet,of principal components
with PCA method with 95 % coverage of
eigenvalues’sum (NOTE 3);
B is thetotal number of dataset dimpnsions.
a G i$ a matrix with M rows and M columns and is equal to @, .., T P, ;. (NOTE 1.
NOTE1 |® .., is the normalized dataset, calculated from ®y,\ (NOTE 2) after subtracting from each column its mean, and
normaligation to 1. Visually, normalized data fit a hypersphere with a radius'éf one and centred in the origin (M < N .13

NOTE 2

NOTE 3
biggest,

NOTE 4
NOTE 5
(hyper)e

NOTE 6
modifica

NOTE 7
equal to

@, is an N-by-M matrix, with N data records (vectors) and Mfeatures (dimensions).

hosen in order to represent 95 % of their sum.[15]

Cpxm is an M-by-M matrix, with M rows and M columns-and is equal to @ .., T @ p1ean (NOTE 5).

cbmean
llipsoid with eigenvectors as axis and centred fn-the origin.

tion.

A measurement of zero means the least similarity. The similarity measure yields zero when the number of s§
the number of clusters indicatingithat no sample is similar to another.

The number of principal components K <M is the smallesthtimber of eigenvalues of C);, ), (NOTE 4), starting[from the

is calculated from @, after subtracting from each column of its mean. Visually, normalized data ¢},

Principal components can be selected with criteria or percentage different. Annex A shows an example of jmeasure

an fitan

mples is

6.5.9

6.5.9.1

Timeliness

General

Timelin|

ss refers te-the latency (i.e. AT;) between the time when a phenomenon occurs and the ti

e when

the datd recordéd)for that phenomenon are available for use. Timeliness differs from currentnesq in that
currenthess is the AT, between the time a data sample is recorded and the time it is used. Timelinesp can be
a compgnent of relevance in that if the AT; between a phenomenon and the availability of its corresponding
data saiple is too great, it can no longer be a good predictor in the context of ML. For example, ML fasks on
streaming data (e.g. analysis of securities transactions, reinforcement learning, search queries) can make
use of continuous learning and inferencing in near real-time.

6.5.9.2

QMs for Timeliness

Table 23 provides data quality measures for timeliness in a specific context of use of analytics and ML.
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Table 23 — Timeliness measures

ID Name Description Measurement function
Tml-ML-1 Timeliness of data | The ratio of data items which meet A
items timeliness requirements B
where

A is the number of data items in the
that meet timeliness requirements;
B is the number of data items in the
set.

dataset

data-

7 Implementing a data quality model and data quality measures for an analy,
or ML|task

A generpl process for implementing a data quality model and related data quality measures'for an a

or ML t4
— Selg

— For|each data quality characteristic, select appropriate data quality measturés from this docuni
rework them until they are useful for the application.

— If ofher, or additional, data quality measures are needed to assess-the quality of the data, devg
or more new data quality measures and data quality measurement functions such as the ex3
AnI

sk can include:

ct data quality characteristics from this document that are appropriate for the analytics or ]

ex A.

tics

halytics

ML task.

ent and

lop one
mple in

— Reyise the data quality requirements with acceptance-griteria for each data quality measyre (e.g.

mirimum or maximum threshold value, range of values):

— Apj

for pnalytics and ML (see ISO/IEC 5259-1).
— Assess whether each data quality measurement result meets requirements.
— Assess whether the overall dataset megts requirements.
— Ifngeded, apply data quality impreveément processes (see ISO/IEC 5259-4).

— Corltinuously monitor and impyove data quality and validate the data quality process over the |
of the analytics or ML task_(e.g. apply data quality measurement functions whenever the dat
dethils of the task have ¢hanged).

NOTE

8 Data quality reporting

8.1 Dlata quality reporting framework

ly measurement functions to the target data at.appropriate stages in the data quality life cycle model

ISO/IEC 5259-4-describes a data quality process framework.

fe cycle
h or the

Data quality reporting can provide documentation to appropriate stakeholders on data quality uses such as
data quality models, data quality measures and their results, and whether the target data meet data quality
requirements. Data and data quality can change over time. It can be necessary to revise data quality reports
on an appropriate schedule according to the data quality risks for the analytics or ML task.

Data quality reports should include:

— the purpose of the report (e.g. to inform appropriate stakeholders, to facilitate decision-making, to
provide evidence of compliance);

— the scope of the report (e.g. initial report or revision, time period covered, analytics or ML task covered);
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a schedule of revisions;
criteria for concluding the reporting process;
location and retention of the reports (e.g. for later reference or audit);

the detailed items covered in 8.3.

8.2 Data quality measure information

Figure 4 shows a modification of the activity model described in ISO 8000-8:2015, Annex D for analytics and ML.

8.3 Gpidance to organizations

When preparing data quality reports for an ML or analytics task, the organization should:

a)
b)

9

d)
e)
f)
g)
h)

Data guality model
T

Data life cycle

l

Measuring data
Dataset —————>»  quality for analytics |————% Measures
and ML

T

Measurement functions

Figure 4 — Data quality measures information for quality reports

identify the persons responsible for preparing; reviewing and approving data quality reports;
identify the appropriate stakeholders that should receive copies of the data quality reports;

detprmine at which points in the data quality life cycle data quality reports should be initjated or
revjsed;

detprmine the appropriate interval between revisions of the data quality report;
ensjure that data quality\reéports are covered in data planning;

detfrmine the scopeof the target data covered by the data quality reports;
gather the data.quality requirements;

dodumentsthé data quality model including the data quality characteristics that constitute ghe data
qudlityumodel;

docnmanf thacalactad dat~ gty ma~cirac and thair +ar
e errte-Strecteattar ooty oo ar Co ot r—ar

document any data quality measures developed according to Annex A;

document the results of all selected data quality measures;

document all transforms made to the target data;

document an assessment of whether or not the target data meet data quality requirements;

document a plan for improving the data quality, if the target data does not meet data quality
requirements.
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Annex A
(informative)

Design and document of a measurement function

Some of the measures listed in the [SO/IEC 25000 series and in this document are described from a general
perspective. For a practical application, a detailed design of a measurement function and its contextual

IcAaancacnan [16]
JULU.

inform

This ex3
in [SO/I

For cert
sufficie
items fq
distanc
and am

— Aa
the

— Ba

Using th

i L dad dar o b dlad < T ads pa | RN
LIVIT UAdIT DU TITTUTU dITU IU 10 TIdITUITU do UCOULTTUTU TIT AdLlUTUdIILT VWILIT lJU/ TG 4o

imple shows how to design and document a measurement function with the measure Ace-l<1
EC 25024 for syntactic accuracy conforming to this document.

ain purposes (e.g. when a comparison is needed for assessment), Acc-I-1 from ISQ/IEC 2507
it and it is necessary to get insights for “values syntactically accurate” for,A)and “number
r which syntactic accuracy is required” for B, that is to choose the method for measurin
e for A, and to determine a domain for B. There are several possibilities’for’designing both |
bng them are the following:

the number of occurrences of the condition distance equals zero\ffom a string against all st
domain of B;

the number of admissible strings.

e measurement function with 4 and B, a revised measure Acc-I-1-IT-2 is shown in Table A.1.

Table A.1 — Syntactic accuracy Acc-1-1-I1T-2

defined

4 is not
of data
b string
1 and B,

rings in

ID Name Description Measurement function Data life cycl¢(DLC)
Target entities
Propertigs
Acc-1-1- Syntactic Ratio of closeness-of A All DLC exceptt data
IT-2 accuracy the data values-tolaset 1 ) design
of valugs def_lned ina |\where
R A is the number of data values for Data filg
which the distance from the domain
is null; Data item, datg value
Bis the number of domain values.
NOTE 1 The best similarity amoiig the strings to be compared and their domain is when the distance is lower, so a lowe} value is
better.
NOTE 2 ID includes additional part “IT-2”, see ISO/IEC 25020:2019, Annex C.
Table A|2 showssthe application of measure Acc-1-1-1T-2 for comparison of accuracy of two databasgs, each
containjng 3\names. The comparison is made against a syntax composed by names of length 4. Names of

length 4

are a subset of all possible length 4 strings.

From the results of measurement function, the values in database R which is expressed by a lower value of
the accuracy metric are more accurate than values in database W, as the name Marj doesn’t belong to the
syntax of names.
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