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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electro
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through

technical
that are
technical

committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of docu :
IEC Diregtives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and [EC draw attention to the possibility that the implementation of this document.may in
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or@pplicabili
claimed patent rights in respect thereof. As of the date of publication of this document,|ISO and IE
received [notice of (a) patent(s) which may be required to implement this document:- However, impl

the IS0/

volve the
Lty of any
C had not
bmenters

are cautiponed that this may not represent the latest information, which may bé gbtained from the patent

databasel available at www.iso.org/patents and https://patents.iec.ch. 1SOand IEC shall not
responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and
constitutle an endorsement.

be held

does not

For an eyplanation of the voluntary nature of standards, the meahing of ISO specific terms and expressions
related J'? conformity assessment, as well as information.about ISO's adherence to the Woild Trade

Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forew

brd.html.

In the IEC, see www.iec.ch/understanding-standards.

This doqument was prepared by Joint Technical?Committee ISO/IEC JTC 1, Information technology,

Subcommittee SC 32, Data management and interchange.

Any feedback or questions on this document should be directed to the user’s national s
body. A| complete listing of these ~bodies can be found at www.iso.org/members.h

tandards
'ml and

www.ieclch/national-committees.
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Introduction

The purpose of this document is to provide terminology and use cases in order to support organizations
during the decision-making processes that occur throughout the use, sharing and exchange of data.

Given the breadth of data use, exchange and sharing activities, these use cases are presented with a
description of the data usage activity including an overview of the data project, objectives, relevant entities

involved,

and the processes and interventions used in each case.

The use cases are structured to assist users in identifying the decision-making processes within data related
activities, irrespective of the business or industry sector context. These use cases can provide users with

in considering where controlmeasures can be app]ipd tomanage riskswithin the data process, the
o

guidanc

data lifedycle or the data environment.

This doqument can be used in the development of other International Standards and)in sy

commun

ISO/IEC p207 was developed in collaboration with ISO/IEC 5212. Users of this dgcument can|

ISO/IEC §

cations among diverse stakeholders and other interested parties.

212 for additional guidance for the decision-making process for the use, sharing and exchang
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Information technology — Data usage — Terminology and
use cases

1 Scope

Thls doc ment sets out terminolaov and use cases for data use charing and ovchanoe Thig d
£33 \2 te—eH-HHHO008Y H < +o—Gata—H565 azzac ge—H

provides

...................

use cases detailing various types of data usage from both historical and hypothetical pers

This docfiment is applicable to all types of organizations.

2 Normative references

There ar

b no normative references in this document.

3 Terms, definitions and abbreviated terms

For the p
[SO and |

urposes of this document, the following terms and definitienis apply.

— ISO (nline browsing platform: available at https://www.iSo.org/obp

— IEC Hlectropedia: available at https://www.electropedia.org/.

3.1
informa

tion

<informdtion processing> knowledge concersing objects, such as facts, events, things, processes,
including concepts, that within a certain context has a particular meaning

[SOURCE}: ISO/IEC 2382:2015, 2121274, modified — Notes to entry deleted]

3.2
data

re-interpretable representation of information (3.1) in a formalized manner suitable for commy
interprefation, or processing

Note 1 to

Note 2 to
more enti

entry: Communication, interpretation or processing can include the exchange or sharing of data
fies.

[EC maintain terminological databases for use in standardization at the following addressgs:

[SOURCE; 1SO/IEC 2382:2015, 2121272, modified — Note 1 to entry modified, Note 2 to entry repl
Note 3 deleted]

3.3

metadata
data (3.2) that defines and describes other data

[SOURCE: ISO/IEC 11179-3:2023, 3.2.30]

© ISO/IEC 2024 - All rights reserved
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3.4
data element
unit of data (3.2) thatis considered in context to be indivisible

Note 1 to entry: The definition states that a data element is “indivisible” in some contexts. This means that it is possible
that a data element considered indivisible in one context (e.g. telephone number) can be divisible in another context,

(e.g. country code, area code, local number).

EXAMPLE The data element “age of a person” with values consisting of all combinations of 3 decimal digits.

[SOURCE: ISO/IEC 11179-31:2023, 3.23, modified — domain “<organization of data>" deleted]

3.5

data objfct
collection of data (3.2) that have a natural grouping and may be identified collectively

[SOURCE}: ISO/TS 27790:2009, 3.20, modified — “as a complete entity” replaced by “collectively”]

3.6
data typ
datatype

[}

named s¢t of distinct values, characterized by properties of those values, and /by, operations on thos

Note 1 to pntry: Images, audio files and video files are considered complex data types.

[SOURCE}: ISO/IEC 11404:2007, 3.12, modified — used “data type” inStead of “datatype” as prefer

used “naned set” instead of “set” in definition and added Note 1 toentry]

3.7

data set
dataset
identifialple collection of data (3.2) available for access or download in one or more formats

Note 1 to pntry: A data set can be a smaller grouping of-data which, though limited by some constraint such
extent or feature type, is located physically within aJabger data set. Theoretically, a data set can be as small

feature o1 feature attribute contained within a larger data set.

Note 2 to pntry: A data set can be presented inja tabular form and stored and distributed in tables in word
documents, spread sheets or databases. It could also be presented in any one of a number of alternativ

includingJAVRO, JSON, RDF and XML.
[SOURCH: ISO/IEC 11179-33:2028,3.5]

3.8
data setcollection
curated dollection of gneor more data sets (3.7)

[SOURCE; ISO/IE€ 11179-33:2023, 3.6]

3.9
data set|distribution

e values

red term,

as spatial
hs a single

brocessed
b formats,

specific avattabte formof a data set (3-7 ) or data set coliection (3-8)

Note 1 to entry: Each data set might be available in different forms and each of these forms represents a different

format of the data set or a different endpoint.

Note 2 to entry: Examples of distributions include a downloadable CSV file, an API or an RSS feed. This represents a

general availability of a data set.

[SOURCE: ISO/IEC 11179-33:2023, 3.7]

© ISO/IEC 2024 - All rights reserved
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resentation

format, data type (3.6), character set and other characteristics used to represent data (3.2)

Note 1 to entry: Data types apply to individual data elements (3.4). Formats can apply to sets of data elements, such as
records, tables or messages.

3.11

data transformation
conversion from one form of data representation (3.10) to another

Note 1 to entry: Transformation of a single data element (3.4) can involve a change of character set, data type (3.6) or both.

Note 2 to
table to a

Note 3 to
when the
encoding.

Note 4 to

Note 5 to
to reflect

3.12
data tra

entry: Transformation of a data set (3.7) can involve a change of format, such as from XML to JSON
data matrix.

entry: Data transformation does not change the data (3.2) value, just the way it is representéd. For
etter ‘A’ is transformed from ASCII to EBCDIC, it is still the letter ‘A’, just represented in a different
entry: Data transformation does not change the semantics of the data.

entry: Where the metadata (3.3) for the data includes data provenance, then the metadata should b
the data transformation.

hslation

conversigpn of a data (3.2) value from one code set to another

or from a
example,

character

e updated

neered to

should be

and 2 to

EXAMPLH1 Conversion of codes representing human sexes from*M’ or ‘F’ to ‘0’ or ‘1’, or vice versa.
EXAMPLH 2  Conversion of country codes from 2-alpha codeto 3-alpha code or 3-numeric code.

Note 1 to pntry: Translation is typically used to convert data from different sources into a standard set of values.
3.13

data pr(lduct

collection of one or more data objects (3.5) that are packaged for or by a specific application

Note 1 to pntry: A data product may still provide access to the underlying data (3.2) or alternatively be eng
prevent agcess to the underlying data/from which the data product was created.

Note 2 tojentry: A data product thathas been specifically created to prevent access to the underlying data
noted as quch and recorded inthe-data set (3.7) records.

[SOURCH: ISO 21961:2003; 1.5.2, modified — “data items” changed to “data objects”. Notes 1
entry adfled]

3.14

data prgject

programme’of work that involves the use, sharing or exchange of data (3.2)

3.15

data process
steps involved in the creation, analysis, or alteration of a specific set of data (3.2)

3.16

data processing
systematic performance of operations upon data (3.2)

[SOURCE

:ISO/IEC 23751:2022, 3.8]

© ISO/IEC 2024 - All rights reserved
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data processing system
computer system
computing system

one or more computers, peripheral equipment, software, human operations, physical processes and
information (3.1) transfer means that perform data processing (3.16)

[SOURCE: ISO/IEC 2382:2015, 2121290, modified — added “human operations and physical processes and
information transfer means” and notes 1 and 2 to entry deleted.]

3.18

data environment

set of cor

Note 1 to
which ma

3.19

lifecycle
stages in

Note 1 to

[SOURCE

3.20

data life
stages in

Note 1 to

[SOURCH

3.21
party

natural p

[SOURCH

3.22

organize
unique f
some put

Note 1 to

a) anor

b) anun

1y
2)

3)
4

1o 1 A TCENS T Y : £ 4 o 1 7 £ 4=
UILIOIIS Uunach WIICIT adid processirnyg (o.10 ] O LIS autd proceds (o.10 ) OCCUrsS

entry: The data environment can include the physical, operational, behavioural and organizatior]
y affect data process outcomes.

volved in the management of an asset
bntry: The target of lifecycle in this document is data (3.2).

- IS0 55000:2014, 3.2.3, modified — ‘life cycle’ changed to ‘lifecycle’, and Note 1 to entry r

cycle
the management of data (3.2)

entry: The target of lifecycle (3.19) in this document is data.

- ISO/IEC 20547-3:2020, 3.16, modified — “a” deleted from definition, Note 1 to entry rewq

erson or legal person, whether or netincorporated, or a group of either

: 1SO 27729:2012, 3.1]

ition
ramework of authority within which a person or persons act, or are designated to act
pose

entry: The kind§ of organizations covered by this document include the following examples:
panization-incorporated under law;

incorporated organization or activity providing goods and/or services including:

!

al factors

bplaced]

rded]

towards

artnerships;

social or other non-profit organizations or similar bodies in which ownership or control is vested in a group of
individuals;

sole proprietorships;

governmental bodies.

c) groupings of the above types of organizations where there is a need to identify these in information interchange.

[SOURCE: ISO/IEC 6523-1:2023, 3.1]

© ISO/IEC 2024 - All rights reserved
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party (3.21) or data processing system (3.17) with distinct and independent existence from a data (3.2)
perspective

3.24

data originator
party (3.21) that created the data (3.2) and that can have rights

Note 1 to entry: A data originator can be an individual person.

Note 2 to entry: Rights can include the right to publicity, right to display name, right to identity, right to prohibit data

use (3.30)

in a way that offends honourable mention

[SOURCE
Note 2.]

3.25
data hol

party (3.1

Note 1 to

[SOURCE
“control

3.26
data use

party (3.2
[SOURCE

3.27
ratio sca
continuo

[SOURCH

3.28
data levq
DLO

: ISO/IEC 23751:2022, 3.2, modified - Note 2 to entry deleted, and Note 3 to entry renunm

ler
1) that has legal control over data (3.2) to authorize data processing (3.16),0f the data by oth

entry: A data originator (3.24) can be a data holder.

. [SO/IEC 23751:2022, 3.4, modified — “control to authorize dataprocessing of data” ch
bver data to authorize data processing of data”.]

I

bered as

br parties

anged to

1) that is authorized to perform processing of data (3:2)under the legal control of a data holder (3.25)

. ISO/IEC 23751:2022, 3.5]
le
s scale with equal sized scale values and an absolute or natural zero point

- ISO/IEC 23751:2022, 3.11]

] objective

commitmjent that a data holder{3.25) or a data user (3.26) makes for a specific, quantitative charact

a data se
Note 1 to
[SOURCE

3.29
data qua

F (3.7), where the value follows the interval scale or ratio scale (3.27)

entry: A data level objective commitment may be expressed as a range.

- ISO/IEC-23751:2022, 3.12]

litative objective

DQO

eristic of

commitment that a data holder (3.25) or a data user (3.26) makes for a specific, qualitative characteristic of

a dataset

(3.7), where the value follows the nominal scale or ordinal scale

Note 1 to entry: A data qualitative objective can be expressed as an enumerated list.

Note 2 to entry: Qualitative characteristics typically require human interpretation.

Note 3 to entry: The ordinal scale allows for existence/non-existence.

[SOURCE

: ISO/IEC 23751:2022, 3.13]

© ISO/IEC 2024 - All rights reserved
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3.30
data use
handling or dealing with data (3.2) for a specific purpose

Note 1 to entry: This includes reproducing the data but does not include disclosing the data.

[SOURCE: ISO/TS 14265:2011, 2.11, modified — ‘information’ has been changed to ‘data’ in both the
definition and Note 1 to entry.]

3.31
data exchange
concerning the representation, transmission, reception, storage, and retrieval of data (3.2)

[SOURCE}: ISO/IEC 20944-1:2013, 3.21.13.1, modified — Note 1 to entry deleted]

3.32
data sharing
access tolor processing of the same data (3.2) by more than one authorized entity (3.23)

Note 1 to pntry: Access to or processing of the data can be synchronous or asynchronous,

Note 2 tolentry: In this document, data sharing refers to allowing access to, or the execution of operationg over, the
original dpta set (3.7).

Note 3 to pntry: The way in which data are shared fundamentally influences thejavailable controls and the statements
needed in|a data sharing agreement (3.35).

[SOURCE}: ISO/IEC 23751:2022, 3.7, modified — ‘use of’ changed*to ‘access to’ in Note 1 to entry, Note 2 to
entry replaced]

3.33
data usalge
any activlity involving data (3.2)

Note 1 to pntry: Data usage includes data use (3.30),data sharing (3.32) and data exchange (3.31).

3.34
data usalge framework
framewofrk that sets out the characteristics which should be assessed by the entity (3.23) in posgession of
the data [3.2) and captured withinthe'metadata (3.3) description

3.35
data shafring agreement
DSA
documerjted agreement that defines, guides and protects data sharing (3.32)

Note 1 to pntry: A data’sharing agreement generally includes a description of data (3.2), data sharing scenafrios, roles
and parti¢ipants, platforms, processes, requirements and controls, rights, obligations and responsibilities efc.

3.36
data recjpient
entity (3.23) that receives data (3.2) via data sharing (3.32) or data exchange (3.31)

3.37
data accountability
accountability for data (3.2) and its usage

Note 1 to entry: Data usage (3.33) includes data use (3.30), data sharing (3.32) and data exchange (3.31).
[SOURCE: ISO/IEC 38505-1:2017, 3.4, modified — “use” replaced by “usage” and Note 1 to entry replaced.]

© ISO/IEC 2024 - All rights reserved
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3.38

competent person

person who has acquired, through training, qualification, experience or a combination of these, the
knowledge and skill enabling that person to correctly perform the required tasks

[SOURCE: ISO 11525-1:2020, 3.4]

3.39
responsible data officer
officially nominated individual with data accountability (3.37)

Note 1 to entry: Responsibility should include enterprise-wide governance and utilization of information (3.1) as an
asset, via data processing (3 16) analysis_data (3 2) mining, information trading and other means

Note 2 to jentry: The responsible data officer can be an individual which reports to a governing bodywhichj oversees
data relatled activities, can be a delegated position for a specific task such as a major financial project of can be a
responsibjfility under a permanent role within an organization (3.22) such as Chief Executive Officérs.(CEOs), Heads of
Governmg¢nt Organizations, Chief Financial Officers (CFOs), Chief Operating Officers (COOs), ChiefInformatidn Officers
(CIOs), or Chief Data Officers (CDOs), and similar roles.

Note 3 to pntry: The delegated data authority should be recognized as a competent person/(3.38).

3.40
chain ofcustody
demonstfable possession, movement, handling, and location of material fsom one point in time untill another

[SOURCE; ISO/IEC 27050-1:2019, 3.1]

3.41
access lgvel
level of afithority required from a resource owner to access-a protected resource

Note 1 to entry: In the context of this document, items towhich an access level may be specified are limited to a data
set (3.7), 4 data set collection (3.9) and a data set distribution (3.8).

Note 2 to pntry: For the public, the level of authority might describe the degree of public availability of a datq set.
EXAMPLH Public, restricted public and @on-public.
[SOURCE}; ISO/IEC 11179-33:2023, 3.3]

3.42
confidential information
information (3.1) that is not'ifitended to be made available or disclosed to unauthorized individualf, entities
(3.23) or|data processes (315)

[SOURCE}: ISO/IEC 27002:2022, 3.1.7, modified — “processes” replaced by “data processes”]

3.43
sensitive information
informatloi3.1) that needs to be protected from unavailability, unauthorized access, modification|or public
disclosure because of potentialadverse effects om anm individuat, organization {3-22), Tationat Security or
public safety.

[SOURCE: ISO/IEC 27002:2022, 3.1.33]

3.44

identifiable natural person

individual who can be identified, directly or indirectly, in particular by reference to an identification number
or one or more factors specific to their physical, physiological, mental, economic, cultural or social identity

[SOURCE: ISO 22857:2013, 3.7, modified — term changed from “identifiable person”, “one” changed to
individual”, “his” changed to “their”.]

© ISO/IEC 2024 - All rights reserved
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personal information

personal

data

any information (3.1) on or about an identifiable individual that is recorded in any form, including
electronically or on paper

EXAMPLE Information about a person’s religion, age, financial transactions, medical history, address or blood type.
[SOURCE: ISO/IEC 15944-5:2008, 3.103, modified — added “personal data” as an admitted term. Changed
Note 1 to entry to EXAMPLES.]

3.46

data subject

individugl about whom personal data (3.45) are recorded

[SOURCE}: I1SO 5127:2017, 3.13.4.01, modified — Note 1 to entry deleted]

3.47

personally identifiable information

PII

any information (3.1) that (a) can be used to establish a link between the informatien and the naturpl person
to whom|such information relates, or (b) is or can be directly or indirectly linked to a natural persgn

Note 1 to pntry: The “natural person” in the definition is the PII principal (3.48)«To determine whether a PI] principal
is identifipble, account should be taken of all the means which can reasonably be’used by the privacy stakeholder (3.49)
holding tHe data (3.2), or by any other party (3.21), to establish the link between the set of PII and the naturgl person.
[SOURCE}; ISO/IEC 29100:2011/Amd1:2018, 2.9, modified — “NOTE” replaced by “Note 1 to entry”]

3.48

PII pringipal

natural gerson to whom the personally identifiable information (PIl) (3.47) relates

Note 1 to gntry: Depending on the jurisdiction and the particular data protection and privacy legislation, thg synonym
data subjdct (3.46) can also be used instead of the texm “PII principal”.

[SOURCE; ISO/IEC 29100:2011, 2.11]

3.49

privacy stakeholder

natural dr legal person, public authotity, agency or any other body that can affect, be affected by, or] perceive
themselies to be affected by a decision or activity related to personally identifiable information (HII) (3.47)
processing

[SOURCE}: ISO/IEC 2910032011, 2.22]

3.50

PII contyoller

privacy stakeholder (3.49) (or privacy stakeholders) that determines the purposes and means for processing
personal{iv identifiable information (PII) (3.47) other than natural persons who use data (3.2) for|personal

purposes

Note 1 to entry: A PII controller sometimes instructs others, e.g. PII processors (3.51) to process PII on its behalf while
the responsibility for the processing remains with the PII controller.

[SOURCE
3.51

: ISO/IEC 29100:2011, 2.10]

PII processor
privacy stakeholder (3.49) that processes personally identifiable information (PII) (3.47) on behalf of and in

accordan

[SOURCE

ce with the instructions of a PII controller (3.50)

: ISO/IEC 29100:2011, 2.12]

© ISO/IEC 2024 - All rights reserved
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de-identification
general term for any process of reducing the association between a set of identifying data (3.2) and other
data about the data subject (3.46)

[SOURCE

3.53
pseudon

:1S0 25237:2017, 3.20, modified - inserted “other data about”]

ymization

process applied to personally identifiable information (PII) (3.47) which replaces identifying information (3.1)
with an alias

Note 1 to en

(3.50). Ps
their iden

Note 2 to
stakehold
principalg

[SOURCE

3.54
data puk
form of d

Note 1 to
publicatiqg

Note 2 to
tracking,

Note 3 to
(3.53) or

Note 4 to

source or service withott,

budonymization can be used by PII principals to consistently use a re

ity to this resource or service (or between services), while still being held accountable for thatus¢.

entry: Pseudonymization does not rule out the possibility of there being (a restricted set o
rs (3.49) other than the PII controller of the pseudonymized data (3.2) which are able.to determ
identity based on the alias and the data linked to it.

: [SO/IEC 29100:2011, 2.24, modified - Notes to entry have been revised

lication
ata sharing (3.32) that makes data (3.2) discoverable by any entity (3.23)

entry: Data publication may involve an authorized entity whomiakes the data available for exampl
n online.

entry: Data access may still be controlled via mechanisms such as registration and access syste
iser identification etc.

entry: Data publication may involve security mechanisms such as de-identification (3.52) or pseudon
he use of a data product (3.13) which prevents\access to the underlying data.

entry: Data publication may be entirely.unrestricted creating public domain data (3.55) which can|

ontrollers
disclosing

h

() privacy
ne the PII

e through

ms, log in

ymization

persistin

eIty

ubtle and
that may

perpetuity.

3.55

public dpmain data

class of data objects (3.5) over which/nobody holds or can hold copyright or other intellectual props
Note 1 to pntry: Data (3.2) can be in‘the public domain in some jurisdictions, while not in others.

Note 2 tolentry: The conceptof public domain and the difference between this and “publicly available” is {
varies befween jurisdictions. Readers should make themselves aware of the specific legal requirements
apply to them.

[SOURCE}: ISO/IEE19944-1:2020, 3.4.4]

3.56

likelihoad

probability of something happening

[SOURCE
3.57

: 1SO/IEC/IEEE 15026-3:2015, 3.13]

consequence

outcome

[SOURCE

of an event affecting objectives

: ISO/IEC/IEEE 15026-1:2019, 3.4.1]
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data storage

data stor

e

persistent repository for digital data (2)

Note 1 to entry: A data store can be accessed by a single entity (3.23) or shared by multiple entities via a network or
other connection.

[SOURCE: ISO/IEC 20924:2021, 3.1.14]

3.59

non-volatile storage

storage that retains its contents after power is remaved

[SOURCE}: ISO/IEC 27040:2024,3.2.11]

3.60

storage medium

storage rhedia

material on which digital data (3.2) are, or can be, recorded or retrieved
[SOURCE}: ISO/IEC 27040:2024, 3.2.16]

3.61

storage flevice

any component or aggregation of components made up of one orymore devices containing stord

(3.60), d¢
[SOURCE

3.62

big data
extensive
variabilit

Note 1 to
used to ha

[SOURCH

3.63
cloud co

signed and built primarily for the purpose of accessing Won<volatile storage (3.59)

- ISO/IEC 27040:2024, 3.2.14]

b datasets (3.7) - primarily in the data (32) characteristics of volume, variety, velocit
y - that require a scalable technology for.efficient storage, manipulation, management, ang

bntry: Big data is commonly used in many different ways, for example as the name of the scalable t
ndle big data extensive data sets.

: ISO/IEC 20546:2019, 3.1.2]

mputing

paradignp for enabling networkaccess to a scalable and elastic pool of shareable physical or virtual

with self;

Note 1 to

service provisioning and administration on-demand

entry: Exaniples of resources include servers, operating systems, networks, software, applicg

storage equipment,

Note 2 to
performe

entry:>Self-service provisioning refers to the provisioning of resources provided to cloud servi
by 'eloud service customers (3.3.2) through automated means.

ge media

y, and/or
analysis

chnology

esources

tions and

es (3.1.2)

[SOURCE
3.64

:ISO/IEC 22123-1:2023, 3.1.1]

cloud service agreement
documented agreement between the cloud service provider and cloud service customer that governs the
covered service(s)

Note 1 to entry: A cloud service agreement can consist of one or more parts recorded in one or more documents.

[SOURCE

: ISO/IEC 19086-1:2016, 3.3]
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data broker
party (3.21) that collects data (3.2) from one or more sources and sells the data to one or more data users (3.26)

Note 1 to entry: In the context of data broker, sell means to provide data in exchange for money or other item of value.

[SOURCE
3.66

: ISO/IEC 23751:2022, 3.3]

machine learning

ML

process of optimizing model parameters through computational techniques, such that the model’s behaviour

reflects

he data (3.2) or exnerience
==y i

[SOURCHE
3.67

artificia
Al systen
engineer
given set

Note 1 to
develop a

Note 2 to
[SOURCE

3.68
label

. [SO/IEC 22989:2022, 3.3.5]

| intelligence system
n

of human-defined objectives

entry: The engineered system can use various techniques and approachéselated to artificial inte
model to represent data (3.2), knowledge, processes, etc. which can be.used to conduct tasks.

entry: Al systems are designed to operate with varying levels of-alitomation.

: ISO/IEC 22989:2022, 3.1.4]

target variable assigned to a sample

[SOURCE

3.69
training
data (3.2

[SOURCH

3.70
natural
NLP

<systemy

generatic
[SOURCE
3.71

- ISO/IEC 22989:2022, 3.2.10]

data
used to train a machine learning-(3.66) model

: ISO/IEC 22989:2022, 3.3:16]

anguage processing

information {3)1) processing based upon natural language understanding or natural
n

: ISO/IE€22989:2022, 3.6.9]

stakeho

der

ed system that generates outputs such as content, forecasts, recommendations, or decisions for a

ligence to

language

any individual, group, or organization (3.22) that can affect, be affected by, or perceive itself to be affected
by a decision or an activity

[SOURCE

: ISO/IEC 38500:2015, 2.24]
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4 Abbreviated terms:

API
ASCII
CDO
CEO
CFO
CIO
C00
CSV
EBCDIC
JSON
RDF
RSS

Application Programming Interfaces

American Standard Code for Information Interchange
Chief Data Officer

Chief Executive Officer

Chief Financial Officer

t€hief tformmatiom 6fficer

Chief Operating Officer

Comma-separated Values

Extended Binary Coded Decimal Interchange Code
JavaScript Object Notation

Resource Description Framework (W3C)

Really Simple Syndication
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Annex A
(informative)

Use case template

A.1 Introduction to use case template

Al11 ¢

Use case
perspect
data pro
were puf]
projects,

The follo

A12 U

The use ¢
they pert

Al13 I

Domain ¢r area to which the use case pertains.

Al4 (

Each use

A.15 N

This sectfion provides a more detailéd description of the use case, how it was structured, and the

and reco

Al1.6 I

This secf
organiza

A.1.7 F

eneral

s were structured using the template described in A.2, however, each case offers

ve on a particular data usage process. For example, use cases can relate to the complex
ect, the sensitivity of the data involved or the specific process management’mechani
in place. The focus within these use cases is to examine what measures can’be used in d
particularly in relation to data sharing, to address data privacy, security or/integrity issug

wing are the descriptors for each of the sections presented in the usé cases.

se case name and overview

ase name and overview provide high level context, with focus more on the data related de
ain to the data project itself rather than any industry sector specific praxis.

omain areas

bjectives

case provides context on the objectives of the data project.

arrative

mmendations that were\identified within the use case.

ata lifecycle stage’s

ion provides)context on the data project in terms of the data lifecycle which can be
Lions in identifying vulnerabilities within their own data processes.

igures

h unique
ty of the
sms that
hita usage
S.

risions as

Hecisions

seful for

This sect]

joh/can assist users of this document in understanding the use case as it is shown diagraminatically.

These figures can provide context for the use case, at a high level, as an overview or can reference specific

elements

Al18 S

This sect

within the use case.

takeholders and stakeholder considerations

ion can assist users of this document in identifying stakeholders in a data project.

A.1.9 Data characteristics

This section describes the data characteristics within the case study and can include reference to the data

type, dat

a representation and data systems.
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A.1.10 Key performance indicators

The key performance indicators (KPIs) are described as those elements used for evaluating the performance
or outcomes of the data project.

A.1.11 Challenges and issues

The challenges and issues identified within the case study can vary and can include technical data
management issues, privacy and security concerns or stakeholder management.

A.1.12 Societal concerns

they can|relate to issues such as unintended consequences related to how the data outputs areungerstood,

This sec]mn provides commentary on 1ssues that are not commonly considered 1n scoping a data groject as
interpre

ed or applied.

A.1.13 Data security, privacy and trustworthiness

This secfion provides context as to how security, privacy and trust issues can arisge, be identified, and be
managed within the data project. The management of data security, privacy and £xustworthiness can involve
the implgmentation of levels of control as outlined in Annex C.

A.1.14 Key insights

This sectfion provides context on the insights and learnings from theé data project.

A.2 Use case template

The template used for the collation of use cases is provided in Table A.1 and is based on:
— [EC §2559-2

— ISO/|EC TR 24030:2021

— ISO/IEC TR 30176:2021

— ISO/IEC TR 20547-2

© ISO/IEC 2024 - All rights reserved
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Table A.1 — Use case template

Field Description
1. Use case name and overview |Name of the use case and short overview.
2. Domain areas Domain or area to which the use case pertains.
Objectives of the data usage defined by the use case can include the following:
L — Whatis to be accomplished.
3. Objectives i P
— Intended benefits.
— Scope, boundaries and limitations.
. Description, decisions, predictions, recommendations; capabilities.and features
4. Narrfative .
that are unique to the use case.
5. Datdlifecycle stage(s) Description of the data lifecycle stages related to the use case, ldecisipns made
and outcomes.
Diagrams related to the data usage use case. Diagrams ¢an'include:
) — Drawing of a use case.
6. Figufes :
— Data flow diagram of use case.
— Sequence diagram of data actions in use case.
7. Stak 3holde_rs and stakeholder Key stakeholders and any considerations, éxpectations related to the ufe case.
consjiderations
8. Datalcharacteristics Describes the characteristics of the data.
9. Key performance indicators |Describes the KPIs for evaluating thie performance or outcome of the data usage.
10. Challenges and issues Descriptions of challenges and.issues of the use case.
Describe how societal concefns related to the data use are understood, iflentified,
controlled and mitigateds Entries in this field can include key considefations of
11. Socig¢tal concerns Sustainable Development Goals in relation to the use case context; appropch taken
to digital inclusion gétisiderations; particular attention given to potentjal harms
and sensitivities,
12. Datalsecurity, privacy and Describe the seeurity, privacy and trust aspects of the use case and how they
trusfworthiness identified; controlled and mitigated.
Brief description of key lessons and insights to be learnt from this use ¢ase. This
13. Key Insights field.is useful both for overall analysis of the use cases and for general application

ofthe'use cases.
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Annex B
(informative)

Use cases

B.1 Use case 1: Online education analytics

B.1.1 (Q

This use
online le
educatio

B.1.2 U

This use
sensitive

— stud
— data
— data

— auto

B.1.3 I

This use

B.1.4 (

This use
ethical p
It introd

eneral

rase describes a commercially developed analytics environment that used proprietary-dat
hrning platform to assess online learning activity and outcomes, and the performance of
1 system.

se case name and overview

case provides an overview of a data use project from inception to_operation which ha
aspects, including the following:

bnts and minors as data subjects;

collected direct from data subjects;

analysis provided back to data subjects and educatiehinstitutions;
mated online interventions based on data analysis.

omain areas

case describes online education reporting and learning analytics (LA).

bjectives

"actices into a unified operational framework for ethical and privacy-preserving learning z

and aut

ices a new standardized measurement of privacy risk as a key mechanism for operati
ating data privagey,eontrols within the traditional data pipeline. It also describes a rg

framewofrk for conductingethical learning analytics.

The prenpise of the pr@ject described in this use case is that the existing body of work on the ethig
management, privacy enhancing technology and ethical analytics can be harnessed to systematiz
data analytics andreporting. The approach consists in equal parts of education and methodolog
collabordtion and analytics capabilities, and privacy enhancing technology [Figure B.1 a)].

h from an
hn online

 several

case describes the mechanisins for integrating learning analytics, data privacy technolggies and

inalytics.
pnalising
peatable

s of data
e ethical
y, secure

B.1.5 Narrative

This use case describes the use of data by an online education service provider wherein the data source is
the service provider’s online learning platform (OLP). These data include information about participating
students, their online activities and learning outcomes such as:

— enga
— enga

— enga

gement with the learning platform and material;
gement with other students (in team-based projects);

gement with teachers or facilitators;

— assessment details and results.
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Many of the programmes involve experiential project-based learning with a real-world client and industry
mentor. Feedback and normative grading from these are also included.

The data are put to two uses:

a) Providing experimental data for collaborative learning analytics (LA) research programmes with
research collaboration partners. Experimental data include information about participating students,

their online activities and learning outcomes and the following:
1) “time on task” (time spent on each activity);

2) details of the frequency and sequence of discrete engagements with the learning materials.

Thesde are only accessible to a small and vetted research team after de-identification (detailsb¢low).

b) Crealing dashboards and reports on student activity and outcomes for internal, external client and
publjc consumption.
This|is mostly summarized information, however, some drill-down data is available-to custonjers. This
includes:
1) Internal performance reporting: Platform and program usage, student engagement, program-
elated ratings, billing-related data.
2) Internal product reporting: Feature usage and engagement.
3) (ustomer reporting (mainly teaching institutions): Usageé and engagement for their inptitution,
tudent performance.
4) hitepapers for general publication: Studies of studentengagement, completion rates and qutcomes.
The key intended outcomes include the following:

B.1.6 Data lifecycle stages

B.1.6.1 |General

improved understanding of behaviours condugive to experiential learning and ability to u$
learning data as a proxy;

unddrstand engagement with the learningplatform and student outcomes to improve platform
and Jearning programme design;

deve]op public domain whitepapel's on student outcomes and other benefits of the platform;

stanglard business metrics reporting.

e online

features

The datdlifecycle'stages for this use case are described against a four-tiered data management gtructure

[Figure H.1 b)];

b s 3 =1 ey e
B.1.6.2 LAUAUUUIL dIIU UCTIUCIILIIICAduoIl

This stage maps to “2. Extraction and De-identification” in Figure B.1 b).

See also the data management quadrant in Figure B.1 a).

Data were not collected from the end user for this use case. Semi-structured data were extracted from the
source learning platform by an internal API. Basic de-identification was performed as part of this process.
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Direct identifiers, such as student name and ID, phone numbers, etc. were replaced by non-reversible unique
identifiers (UIDs) or removed altogether. The resulting de-identified data were stored in a data lake.

a)

b)

B.1.6.3 [Privacy risk assessment
This stage maps to “3. Privacy risk assessment” in the data management structure (Figure B.1 b)).
See also uadrants 2 and 3 in Figure B.1 a):

The datafwent through two more preparation steps before they were used:

Control environment level: High control.

Data extraction for analytics was done in accordance with the organization’s data privacy and data
use policies, and approval was provided via client agreements. The purpose of collection and use was
clearly stated.

Principles:

1) Separation of uses (a key principle). Source system data was not available in its “raw” form for

anything other than the learning platform’s primary use. That is, the development, management
nd support of a learning programme and enrolled participants. Roles authorized toragcess the
ource system data were limited to:

authorized learning platform users (within the scope of their role);
ii) authorized customer support personnel;
iii) devOps technical support personnel (when required to support a customer or the platform).

ther uses of the data were designated “downstream”. Downstream users did not have accgss to the
arning platform database or “raw” data.

nalysts working on dashboards and reporting, or learningé@nalytics research were able [to access
xtracted and de-identified copies of the data from the datalake. Further user segmentation existed
ased on the user’s role.

rivacy by design (PbD). The separation of uses and ‘de-identification of data for downstfeam use
as key to PbD. Automated de-identification begins to build privacy principles into the data pipeline
infrastructure.

2)

Privqcy risk assessment. This was an automated procedure in which data were passed through p privacy
risk pssessment tool which derived a privacy risk evaluation (PRE) metric. PRE is a statistical|measure
of thp risk that an individual can be re-identified from the data.

The PRE calculatés a numerical measure of the risk of re-identification of a dataset which| has had
preliminary desidentification already applied (removal of names and other direct identifiers).| The PRE
tool ises a eentbination of statistical and Artificial Intelligence techniques to arrive at this megsurel3Zl.

Metddataenhancement. The source extract process populated basic metadata valuessuchasdatgsources,
and HotA o d 41 Aot Mo st dato vasnpn 2 ddad 0 oz dn o a0 o lavuzal of 1o S+ oo Jbout the

goccTaTror Lllll\/ Crotovrorcmctatata vy creaaa Tt toTprovac aHHRtHRever- o roratioh

collected data (including source details and timing, completeness, treatment or transformations applied,
fitness), depending on context.

Control environment level: High control.

Authority to store was controlled by the organization’s data management policies and procedure
which dictated the PRE levels required. Metadata included PRE and data provenance and completeness

information.
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b) Decisions:

1) PRE threshold failure. An automated threshold was set at this point to highlight data that had a
higher-than-desired PRE (i.e. above the set re-identifiability threshold). There needed to be a
decision at this point to:

i) apply additional privacy enhancing techniques to the data;
ii) remove the data; or
iii) store the data without change.

2) Data characteristics. Analysts were able to decide how to treat data to the extent that there was
he possibility of the analysis results being skewed or being considered not-representatiye. There
eeded to be a decision at this point to:

withhold access until problems were able to be rectified;
ii) remove the data; or
iii) store the data without change (but include metadata information ahoutfitness).
c) Pringiples:

1) Privacy by design (PbD) and default. Inclusion of PRE measufes with all data was part of the
utomated data storage process. Application of additional “privacy enhancing techniques as
ecessary was either manual or automated. All uses of the'data were informed by its|PRE and

etadata.

2) Ethical data usage. Metadata and PRE helped inform analysts on the ethical implicationf of their
ata projects. For example, the PRE assisted with' decisions about the release of data|to other

parties [Figure B.1 d)]. Metadata assisted in appropriate selection and use of data for anallytics and
reporting.
B.1.6.4 |Analysis and Reporting

This stage maps to “4. Analysis and Reporting” in Figure B.1 b).

The appfoach to learning analyticshand general reporting was similar, governed by the oplerational

components depicted in Figure B.1a):

a)

b)

Contfol environment level~High control.

Expljcit authority to useand release outputs was required. PRE measures were consulted for |[decision-

mak]ng on data shdring. Expertise and experience of analysis and data scientists was ensured.

Decigions:

1)

think about their dec151or1 making around data selection, treatments and the appllcatlon )
and an open peer review process.
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2) Reports and dashboards. This included the PRE metric for the underlying data to inform the
recipient on their decisions to share reports or to copy or reuse data.

¢) Principles:

1) Privacy by design. Continued reference to and re-use of PRE brought privacy considerations to the
fore in the preparation and distribution of reports. Report recipients were reminded of data privacy
with the inclusion of PRE measures in dashboards and reports.

Collaborative projects were required to work inside the secure collaboration environment to
protect data and intellectual property [Figure B.1 d)].

2) Ethical decision making. A supporting experimental design framework ensured consideration and
ocumentation of the impacts of algorithm and data selection as well as treatments and erissions.

NOTE Marshall et all37] pp 748-751 contains a detailed example of the methodological components of pn ethical
decision thaking framework including details of an experimental design framework.

B.1.7 Higures

1 Trustand capability Data management 2
Agreements Data hygiene
Security, hardening and encryption Metadata
Traceability Privacy by design
Monitoring and testing Risk management
Background checks Data lifecycle management
Skills and awareness
Peer review

Evidentiary
Security monitoring and control
Privacy riskimeasurement Information security
De-identification Information management
Privacy-aware analytics Privacy policy
Experimental design approach Experimental design framework
Record keeping Datasiraring
Ethical decisions Privacy risk assessment approach
3 Tools and techniques Policies and procedures 4

a) Key components of an operational framework for ethical data analytics
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~

Dev-ops and
engineering

Creation - learning
platform use

— Learning platform use
— Platform and user

\

/ Data science and \

analytics

Privacy risk assessment

— PRE assessment
— Metadata enhancement

\J

=/

b) Four-tiered data

-

1. Clarify project

2. Source and clear data+"

acceptable
P 3. Privacy risk test +-<
I
btart p@ unatceptable
[ —
Nigated 4. Mitigation test

kSub]’ ects at risk

support
\ / 7
2 Extraction and Analysis and reporting :D
de-identification — Analysis
— De-identification
— Data lake population

\J

=/

management structure
[~ Purpose

Scope

Intent

— Outcomes and benefits

—

Fitness
Provenance
Permissible use

—

[~ Identification risks
Impacts
Likelihood

-

-

re-test

—

Perturbation and obfuscation
Removal of high risk records

Change scope or outcomes

—

i

= Education and

— Policy guidelin

— Policy guidelin

— Tools

-

skills

Stop or

escalate

c) Privacy risk assessment decision flow, part of a wider methodological framework
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]
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o
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d) Secure collaboration, experiment working scenario

Privacy risk evaluation Analvtics
(PRE) @ Y

.3

9 0+

__________________ o #

%

7
« — — Reject

_]
I

e) Example experimental pipeline

Figure B.1 — Use Case 1

B.1.8 Stakeholders.and stakeholder considerations

The key gtakeholders included the following:

Corporatelearning platform and services provider. An online experiential learning platform ang

Analytics repositdry
Meta-data + analytifs +

results

services

proviidey, providing skills development programmes to adults and university students. Over fifty percent

of Australian universities contemporaneously engaged the services of this organization, w

thousands of students enrolled.

and services to provide skills development programmes to their student cohorts.

and extra-curricular skills development programmes at their university.

th many

Corporate clients. Higher education institutions, mainly universities, which used the learning platform

Students. Higher education students who engaged with the learning platform as part of in-curriculum

Research collaborators. Industry partners and research institutions who worked with the corporate

learning platform provider to conduct research into learning analytics and privacy enhancing

technologies for the online learning industry.
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— Government sponsors. Financial support was provided for a major collaborative research project by the
Australian Department of Industry, Science and Resources.

Stakeholder considerations included the following:

— Student data privacy and protection. This was a key consideration for all stakeholders, and in particular
the learning platform service provider which was the main source of data. The analytics conducted
with student learning data offered significant potential benefits to the business and to future students
via targeted interventions and other platform improvements. Both legally and ethically, these benefits
cannot be achieved at the expense of a breach of student privacy.

— Data and intellectual property protection. Data sharing between stakeholders during research

colla,
insig
was
— Avoi

analj
unin

B.1.9 I

Data cha

a) Stud
mate

1y

2)
3)
4)
5)
6)

7)

b) Coun
c¢) Mets

1y

ata and

]

q

]
]
]

q

I

q

$tudent ratings of the“learning experience, platform, and the performance of mentors 3

orations and rﬂpnrf distribution was-a ].rny pari— of the programine Man:\gnmnnf of

hts, including physical and logical separation between collaborators as well as client orga
h key consideration.

lance of adverse impacts. Validation and monitoring of insights and intervention$ based on
tics was used in order to avoid adverse or negative impacts. Risk management plans to re
fended adverse impacts was key to this consideration.

ata characteristics
racteristics for this use case included the following:

bnt data. Un-summarised, time series data describing student activities and engagement
rial on the learning platform included:

Enrolment information included basic student identification, university or other learning in
ind start and end dates.

Reading and engaging with instructions and teaching content.
Progress against tasks and assessments.

ingagement and discussion with other students, mentors, and student supervisors.

$tudent submissions included written material, video submissions and online assessmentg.

Normative and informative ‘feedback from mentors and supervisors in the form of g
omments.

oordinators.
se data. Course design information included structure and learning outcomes goals.
data. At aminimum the following:

[ontextual information about the data including date of collection, some programme and i1

ilnformation, relevant fitness information (such as completeness).

hizations

learning
spond to

with the

stitution,

rades or

nd other

stitution

2) Privacy risk evaluation metric associated with the data.

As described in this use case, data were subjected to rigorous privacy enhancing techniques from the start
and individual student identifiers were removed or replaced. The nature of much of the analytics required
that pseudo-identifiers were used so that it was possible to analyse discrete student journeys.

B.1.10 Key performance indicators

Key performance indicators for this use case included the following:

— Standardization of data privacy management for all application data, without significant impact on
productivity or ethical use.
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— Systematic application of a high standard of care and responsibility in data analytics and reporting
activities that were verified via documented decision making at key ethical decision points (project
justification, data selection, treatment, verification, etc.) and peer review.

— Built-in mechanisms to support data privacy by design and default with the automation of key initial de-
identification and separation of duties.

B.1.11 Challenges and issues
Challenges and issues for this use case included the following:

— Up-front establishment of infrastructure and procedures. There was some front-loading of project costs
to es tablloh thc Sectt 1t_y aud yliva\,_y b_y dcoisu illfl astruetatre: A}thuush thClC was—& suud bUSineSS
case(for doing so, with the downstream, efficiencies from a semi-automated process, it was g difficult
inveg§tment case to make, especially as this was not standard practice at the time.

— Estaplishment of a harmonized PRE. There was continued active research to develop the underlying
techniques to measure privacy risk. With a number of approaches used, each' having str¢ngths in
different areas, the harmonization of these approaches into a single mechanism for measureiment was
challenging.

— Devdlopment of PRE thresholds. Trial and error and a high volume of testing were required fo assess
the FRE thresholds for different levels of data access. Every organizatien had different circurhstances,
relatjionships with their customers, and risk appetite, and needed to gg'through a similar process. Longer
term|, industry standardization made this process more efficient and facilitated better datq sharing
agrepments and procedures.

B.1.12 Societal concerns
Societal ¢oncerns for this use case included the following:

— Reprjesentational qualities of the data. Most programmes which provided data for this use cpse were
extrg-curricular skills development programmes targeting undergraduate and graduate |overseas
students. Participation was voluntary and therefore the student cohort was self-selected. It was therefore
impqrtant to understand how the resulting analytics can and cannot be used (how generalizaftions can
be nanaged for example). It was alsg important to make use of a detailed experimental design and an
experimental pipeline [Figure B.1 e)] which preserved data and experiments for future replication and
revalidation.

— Learping outcomes. Many ‘of the learning programmes were project based experiential |learning
programmes where student teams conducted short real-world projects for an industry orggnization.
Outcpmes were often.based on the success of the project and feedback of the business mentor gr project
sponfsor. It was impertant to ensure that this was not used as a proxy of student learning outcomg¢ without
mor¢ direct data(such as a learning assessment component).

— Studpnt agengy! An ethical consideration when using analytics to optimize the online learning process

was fo balance improved student outcomes with student agency. Student agency, as defined by the OECD
) hore able
to “l¢atd how to learn”!38l, Thi h h ventions
based on analytics insights. It was important to ensure that all such research was supported by learning
theory and student’s agency was not removed. In most cases, the team leaned towards using insights
to alert student supervisors or coordinators to suggest an intervention in preference to automating the
intervention directly.

— Dataprivacy and security. As discussed in B.1.14, data privacy was particularly important when analytics
created new insights about individual student performance. The default position was not to surface
insights about individual students.
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B.1.13 Data security, privacy and trustworthiness

Data privacy, security and trustworthiness were key components of the project, its goal being to develop
actionable and practical privacy enhancing learning analytics for the education industry.

Results for this use case included the following:

a) Privacy by design. As illustrated in Figure B.1 b), data privacy was built into the fabric of the end-to-end

b)

data pipeline to enable privacy by design and default:

1) Separation of duties. A key part of this was to support the separation of duties so that only those
supporting the platform and its primary uses had access to the raw, identifiable, data. Analysts and

ather down-stream users of the data only saw de-identified information

2) Pseudonymization. Removal of direct and quasi-identifiers at source, and replacemént with non-

eversible identifiers where necessary.

3) Privacy risk evaluation (PRE). A mathematical measure of the risk of re-identification was stored

ith the data at all times to inform users and recipients of the data on their treatment ang

sharing.

RE measured the residual risk of re-identification once privacy enhanéing techniques had been

pplied. Figure B.1 e) shows a simplified example of the automated use .0 PRE in the expe
ipeline established for collaborative research. Because this was (@)collaboration with
esearch partners, the data were not made available to researchersif they failed to meet

rimental
external
a pre-set

hreshold at step 3 of Figure B.1 e). Further privacy risk reduction treatments had to bg applied

efore the data were available to the project.

4) Privacy awareness and literacy. Corporate data management procedures and education

assisted

nalyst and report recipients to make sound decisionsiabout sharing and use of the data pased on

he PRE. Report recipients, including professionals, were visually reminded of the peop
he data and residual privacy risk by attaching the\PRE to reports and dashboards.

e behind

Perimeter security for collaboration and data sharing. A cloud network security environment was

used| for research collaborations and also to provide detailed student information and reports

securely

to irfstitutional customers. Collaboration.dnd terms of use agreements were required for project

participants and customers.

Using a commercial suite of tools, a multi-party secure collaboration environment was establish
all cpllaborative research was conducted. Access was controlled with 2-factor authenticatio
hardware-based solution and régular user reviews. Movement of data in and out of control

ed where
1 using a
ed areas

was llogged. Secure API confiections enabled collaboration between participant organizations across

sovefeign areas, as well asycommon areas which were accessible by all participants. All mov
datalin and out of the envifonment, and between secure areas, was logged, enabling a “trust b
apprpach to bolster contractual collaboration and data sharing agreements.

ement of
it verify”

The working scenario in Figure B.1 d) gives an illustration of how a collaborative group comprising

thre¢ different\organizations engaged in a collaborative research project to develop privacy e
learnjing analyftics tools, which is documented in Marshall, et al. (2022)[37],

Backiground police checks were also mandatory for all employees and contractors with access t

hhancing

the data

Hdated.

wlication ool o wathantaabhich £ oo icleafatbhax 3a3eidrs o Ao oo baoing inizo
or apyu\.auuu DaCICTIGG v Itnott v It e CrCvwwasa T IS O ot e sctur oy mcasur CsoCg v ar

Trustworthiness. Secure environments and a privacy by design approach both served to contribute to
trust (trust but verify). These supported basic trust structures, such as legally binding collaboration

agreements and terms of use.

The addition of PRE metrics to all externally reported data was a measure to deepen a sense of
trustworthiness with the customer base.

B.1.14 Key insights

This use case was an experiment in merging existing tools and methodologies to “bake in” the ethical
treatment of data across the entire data lifecycle. Sufficient progress has been made in key areas of data
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privacy, security, metadata management, experimental design and ethical considerations around the
appropriate use of data that a more ethical, wholistic approach to ethical data management and use is
possible today. This will improve over time as more tools become available.

To a great extent, the process can be systematized to remove, where appropriate, the friction that privacy
and ethics processes can introduce and to give analysts and users more freedom to innovate. This does
not simply mean the mechanization or automation of processes, but having associated methodologies and
decision-making frameworks and broader education around ethical data use.

This approach can be particularly applicable to the small to medium enterprise and start-up business
communities, which have more limited focus, budget and expertise for managing their data responsibly.
Shared tool sets and standardization on PRE thresholds can pave the way for more effective data
managenrent for threse orgarmnizatiorrs:

B.2 Use case 2: Government led COVID-19 case data publication

B.2.1 (eneral

Use case|2 was a government data publication programme that included sensitive data, de-identifjcation of
data and|statistical analysis to provide a level of assurance around the risk-ef re-identification. Data was
publishedl daily and made publicly available in a highly sensitive environment commencing with| the first
major wdve of COVID-19 infections.

B.2.2 (Qverview
Use cas¢ name: Release of COVID-19 confirmed cases as open data in New South Wales (NSW), Augtralia

This use fase provides an overview of a data project which published current de-identified sensitive medical
data (COYID-19 cases) taken from government health services information. A mathematical treatment was
used to analyse the data prior to publication to determirne whether re-identification of the data subjects was
possible.[This mathematical treatment was referredte as a personal identification factor (PIF).

B.2.3 Domain areas

Governmlent data and the public domain: Release of COVID-19 confirmed cases information as gpen data
daily by postcode in NSW, Australia from March 2020 to August 2022.

B.2.4 (bjectives

The objeftive was to increase situational awareness of the developing COVID-19 situation in NSW Australia
by releaging data at a fine-grained spatial (postcode) and temporal (daily) level of confirmed cades, likely
source of infection, agefofjinfected individuals, as well as records of COVID-19 testing.

B.2.5 Narrative

In MarcH 2020;,"the NSW government committed to release information about the developing nhmber of
confirmegdCEOVID-19 cases on a daily basis at postcode level. Issues of the level of personal infprmation
and the semsitivity of thedatawere of foremosttoncerm—This was batarnced-withr thestrongdesire of the
public to be informed about the developing COVID-19 situation. A complete set of possible fields for release
was collated from NSW Health sources, and then tested for the total amount of information that would be
revealed about individuals if released (and the individual was identified).

A series of consultations were undertaken regarding the balance of data being released “in the public
interest” versus data which were merely “of interest to the public”. The risks associated with re-identification
of individuals was also considered and how much information could be associated with an individual who
was identified.

A personal information factor (PIF) tool had been developed and tested some time earlier. The PIF tool was
used to develop an upper limit measure of the worst-case (greatest amount of) information that would be

© ISO/IEC 2024 - All rights reserved
26


https://standardsiso.com/api/?name=7e764a4f40535e0289510699e02ab9f4

ISO/IEC 5207:2024(en)

released if an individual were identified. This tool and measurement process was used to design in additional
protections (disconnecting features, aggregation, obfuscation) for the data before they were released as
open data. The data in the reduced feature tables were analysed each day to ensure the PIF was reduced to
an agreed level before release. The data set was assumed to be in the form of rows (unique individual) and
columns (features related to that individual). The data released were also used to create spatial maps for
those who did not want to access the data directly.

For more information, see the NSW Government case study “Case Study: Personal Information Factor (PIF)

Tool”[39].

For a des

B.2.6 Datatifecyclestages

Data tray

data pro

authoriz¢d individuals for respective environments, or a no control environment released to t

public as

environment. Within this control environment, two data product sets were created:

— High[control environment: Raw data with personal information and sensitivelocation informa

acce

— Noc
post

A very hilgh control environment was not required as data collection and use did not require a sp¢
instrumgnt. The path of these two data products through the data lifecycle stages is shown in Figu

Control
purpose.

— capa

— gove

— purpose;

— data
— sens

— degr

A no cornjtrol environment requires no assessments nor any restriction on people accessing or

data.Ah

lifecycle:

Figure BlX a) lllustrates how dlfferent levels of control in the environment w1ll have dlfferent req
in relatio

cription of the PIF tool, see the CSIRO and Data61 web pagel49l.

Hucts created from analysis are released into a high control environment, withyaceess 1

open data. Figure B.2 a) shows the data lifecycle stages in relation to various/levels of cont

bsed by data custodians.

rode level.

evels were calculated based on (proven) capability, (assessable) governance and (v
Doing so required an objective, repeatable, standardized assessment of:

pility;

Fnance;

quality and provenance;

tivity of data;

pe of personal infofmation contained in datasets.

data analysis, data provenance, governance and security.

rerses through the stages of collect, transmit, store, analyse in a high control environinment. The

mited to
he wider
rol in the

tion only

pbntrol environment: Raw data reduced levels of personal information and spatial information at

cial legal
e B.2 b).

erifiable)

utilising

gh control.erdvironment involves skilled people working in a strong governance environnpent with
clearly ayithorized purpose. It is also important to note that capability included skill in all stages of

the data

expertise relevant to the data prOJect and data llfecycle stage

A very hi
— high
— spec
— expe

— expe

gh control environment has:

quality data and metadata;

ific purpose and authority to access and use data;

rt users experienced with the quality of the data provided and with associated metadata;

rt analytical capability and domain expertise;
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— strong governance and security at each stage of the lifecycle;

— specific restrictions on release of data and insights, or secondary use of data and insights;

— people that have met general expertise requirements as well as project specific requirements and agree

to be

bound by limitations on data access and use.

Data in this environment is very high sensitivity with a very high PIF. This level of control is suitable for:

— data which can only be accessed under an external instrument such as a Public Interest Direction (PID);

— data

which is reasonably personally identifiable;

— data
— data
A high cq

— expli

requlirements);

— expe
data

— very

— stromg governance and security at each stage of the lifecycle;

— expli

— peop
limit

Insucha
is moder

— data
— data
— data
A moder;
— gene

— expe
qual

— skillg

WHICH COmtains Sensitive Subject atteT;
which has a well quantified quality (need not be high quality).
ntrol environment has:

cit purpose and authority to access and use data (although it might not’have projec

rt users that are experienced with data of the quality provided, and with associated metad
quality and provenance;

skilled analytical capability and domain expertise;

cit restrictions on release of data and insights, or secendary use of data and insights;

ations on data access and use.

h environment, there can be broad authorityto collect, store, and use data. Data in this env
htely sensitive with a moderate PIF. ThisJevel of control is suitable for:

which is not reasonably personally~identifiable;
which contains sensitive subject matter;

which has a well quantified quality.

ite control environment has:

ral purpose and.auithority to access and use data (such as an authorizing regulatory frame

ty and ptovenance;

pd analytical capability and domain expertise;

specific

hta about

le with access that have met general expertisg& requirements and have agreed to be hound by

ronment

work);

rienced users dealing with data of the quality provided and with associated metadata about data

- StI‘O;

3 A | ik £ Lot £frloo 1 ]
g o viTTIIaCCarmu SCCUTTCy at CatiT StagCuT CIrCTIrc Ty ey

— general restrictions on the release of data and insights, or secondary use of data and insights;

— people with access that have met general requirements and have agreed to general conditions on data
access and use.

In such an environment, there would also be a broad authority to collect, store and use data. Data in this
environment is moderately sensitive with a moderate PIF. This level of control is suitable for:

— data

— data

which are not reasonably personally identifiable;

which contain some sensitive subject matter;
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— data which areof sufficiently high quality for the intended use.

A low control environment can have:

— no explicit authority to collect and use data, but no known restrictions to use data;
— users with some experience dealing with data of the quality provided;

— users with some analytical capability and domain expertise;

— appropriate governance and security at each stage of the lifecycle.

Alow control environment can have assumed authority to collect, store, and use data and can have metadata
on data grovemnarnce and quatity i this use tase, Such am environment did ot rave restrictions om Telease of
data and[insights, or secondary use of data and insights. In this environment, data has a low PIE~Thj|s level of
control i§ suitable for:

— datafwhich are not reasonably personally identifiable;

— data|does not contain sensitive subject matter;

— datafwhich are of sufficiently high quality for general use.

A no control environment can have no controls in place. It is suitable for:
— datafwhich have been approved for release as open data;

— datafwhich are of sufficiently high quality for general use.
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Figure B.2 — Use case 2
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takeholders and stakeholder considerations

The key stakeholders include the following:

— data

custodians at Ministry of Health, Premier and Cabinet and Customer Service;

— domain experts from contributing agencies;

— data

analysis team at NSW Data Analytics Centre (DAC);

— NSW Chief Data Scientist;

— cyber security and governance teams at NSW DAC;

— NSW
— NSW

Privacy Commissioner;

Ombudsman.

The staljeholder considerations related almost exclusively to the reliability of the¢data and ri

identificd
B.2.9 [

The data

— unit
infor

— data

B.2.10 K

Data of t|
previous
from the

B.2.11(

The datal
were use
that wersg

tion (privacy and security).

ata characteristics
characteristics included the following:

record level, de-identified data containing sensitive health information and sensitive
mation;

products at aggregate (insights level).

[ey performance indicators

NSW Privacy Commissioner and the NSW Ombudsman.

hallenges and issues

set was updated daily for_dpproximately 2.5 years. Based on NSW customer feedback,

B.2.12 Societal concerns

The data
governm

used to create'the COVID-19 confirmed cases data asset are protected by NSW state legisl

NSW govlernment.and with the public. Normal measures were applied to data use that ensured p
of privacly and-that data were kept secure, including a comprehensive framework of security con
standards,

sk of re-

personal

his type (unit record health data released atfine grained temporal and spatial levels) had never
y been released to the public. KPI's were-based on NSW customer feedback, complaints dnd input

the data

d for a range of local reponting applications. Very few complaints were received. The cdmplaints
e received were addressed by developing guidance for use of the data released to the publif.

-
-

htion and

nt policiesyThe declaration of a health emergency enabled unusual levels of data sharing within

rotection
krols and

B.2.13 Data security, privacy and trustworthiness

The data used to create the COVID confirmed cases data asset are protected by NSW State legislation and
government policies. The declaration of a Health Emergency enabled unusual levels of data sharing within
NSW Government and with the public. Normal measures were applied to data use that ensured the protection
of privacy and that data was kept secure, including a comprehensive framework of security controls and
standards.

B.2.14 Key insights

Given the nature and granularity of the dataset created for situational awareness for COVID-19 case
development in NSW, each sensitivity identified was “high”.
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Aspects of sensitivity of use of data included:

— sensitive subjects recorded in data (health data);

— fine grained temporal reporting (daily);

— fine grained spatial reporting (postcode).

When data were released each day, the entire data asset (back to March 2020) was reviewed for its PIF,
ensuring that the concerns of re-identification addressed every element of data which had been released
back to first release.

B.3 Use case 3: Cross government agency data sharing to support human seryices

system

reform

B.3.1 (eneral

This use| case concerns a data sharing project involving numerous government ‘agencies at 3

Common
children

fwealth (federal) level in Australia to identify areas for improvement jn‘the case manag
in out of-home-care (OOHC).

B.3.2 Use case name and overview

Use case¢ name: Human services data set — Underpinning OOHC teform in NSW, Australia

This use

case outlines the steps taken to provide greater security, safety and privacy protecti

developnjent of a shared database which drew on source data within a number of government agency

B.3.3 Domain areas

The donjain areas included in this use case came@rom 11 government agencies, including Fa
Communjity Services, Child Services, Health Services, and Justice. However, this use case can
guidance to any data sharing project, particulatly’ones involving services for children and young

any othe

" projects with sensitive personal information or personally identifiable information.

B.3.4 (Qbjectives

Key to th
It brings
view of s
Health, ]
“journey
to greate
database

The sep3
were and

The data

e system reform is the underpinning data set, now known as the Human Services Data Set,
together data collected-by individual NSW government agencies to take a unique and

tate and
ement of

n in the
data sets.

mily and
provide
eople, or

or HSDS.
powerful

brvice usage and effectiveness to improve outcomes. It links administrative data across E
istice, Industry, Transport, and other agencies. The data set consists of linked longitud|

nymous.

ducation,
inal data

5” of individual¢hildren and their families. Concerns about increased numbers of data sets leading
r risk of créating Personally Identifiable Information (PII) motivated the design of thle shared
described inrthis use case. See the concept diagram shown in Figure B.3 a) for an illustratjon.

rate data were de-identified and linked by a specialist data linkage centre, meaning all records

were, nonetheless, personal in nature and sensitive from many perspectives.

B.3.5 Narrative

B.3.5.1

Overview

In 2015, an independent review of OOHC examined the state of the system in NSW. The review found
the system to be ineffective and unsustainable, failing to improve long-term outcomes for children or to
arrest the devastating cycles of intergenerational abuse and neglect. Outcomes were particularly poor for

Aborigin

al children, young people, and families.
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The review outlined a vision for whole-of-system reform to deliver improved outcomes for vulnerable
children, young people, and families. This recommendation was approved by NSW cabinet in August 2016

and led t

o the establishment of the Their Futures Matter (TFM) programme.

In the first three years of reform, NSW progressed each of the following recommendations of the 2015 review:

— developed and implemented an investment and commissioning approach to direct funding, effort, and
resources to those with the greatest needs;

— established a cross-agency dataset and investment model which provided a full picture of total system
expenditure for vulnerable children and families;

— developed a framework to monitor and evaluate outcomes for vulnerable children and famili
govefnment;

— developed a trauma treatment service for children in OOHC, and new investient in sustaini
placements to improve stability for children;

1d Welfare (FFT-CW);

€S aCross

ded investment in intensive family preservation and restoration services using theevidence-based
bls: Multisystemic Therapy for Child Abuse and Neglect (MST-CAN) and Functiomal Family Therapy

ng OOHC

stem;

families,

[ brought
f service

— intrdduced personalized support packages for identified cohorts of-vulnerable children gnd their
families;

— imprjoved planning and support for young people transitioning to@dulthood from the OOHC sy

— incrd¢ased the evidence base for interventions that work fornAboriginal children, young people,
and ¢ommunities;

— redepigned the intake, assessment, and referral ‘access'System’.

Key to the success of the investment approach was thetinderpinning data set, known as the HSDS. |

together|data collected by individual government-agencies to take a unique and powerful view ¢

usage anfl effectiveness to improve outcomes.

The sepdrate data were de-identified and-linked by a specialist data linkage centre, meaning al
were angnymous.

B.3.5.2

The datd set was unprecedented in scale in NSW, bringing together 27 years of data, over seve
records firom over 60 frontlinie data sets in 11 government agencies.

The serv

a) Child protectiont

1)

2) RisKof Significant Harm (ROSH) reports

About the data

ce streams, olttcomes and life events included in the data model were as follows:

Longepn reports.

| records

n million

3) Safety Assessment, Risk Assessment and Risk Reassessment (SARA).

4) OOHC episodes (own and next generation).

5) Number of placements in OOHC.

6) OOHC placement type.

7) Primary issue given as reason for concern report and SARA.
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8) Restoration.

Housing:

1) Social housing tenancies.

2) Private rental assistance.

3) Homelessness services.

Justice:

1) Custody.

2) Community supervision.

3) Court finalizations.

4) Cautions.

5) Youth conferences.

6) lLegalaid.

Health:

1) Public hospital admissions.

2) Private hospital admissions.

3) Emergency department presentations.
4) Ambulance patient contact events.

5) Childbirth.

6) Opiate treatment programme.
Edudation:

1) National Assessment Program.— Literacy and Numeracy (NAPLAN) year 3 results.
2) NAPLAN year 7 results.

3) HSC completion.

4) Unexpected government school moves.
5) Resource Allocation Model (RAM) equity loadings.
Mental health:

1) Hoéspital admission for mental health.

2) NSW ambulatory mental health.

Alcohol and other drugs (AOD):

1) Hospital admission for AOD.

2) Proven AOD offences.

Parental risk indicators:

1) Parentin custody.
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Parent interaction with justice.
Proven AOD related offence or AOD hospital admission.
Proven domestic violence related offence or victim of domestic violence.

Treatment for mental health in NSW hospital or ambulatory services.

i) Commonwealth services:

1)
2)
3)

This HSID)S, with integrated, de-identified data from across six NSW clusters (Health, Educatior
Family ahd Community Services (FACS), Industry and Treasury) will enable detailed planning i
investmgnt and resources are needed in the future, and where effort should be prioritized. Creati

data set
agencies
persons.

B.3.5.3

The indiyidual agency datasets used to create the HSDS were linked-uSing a master linkage key apq
the Centye for Health Records Linkage (CheReL).

Record linkage brought together information that related to the)same individual, family, place, or ey
different{data sources. In this way, it was possible to constiict chronological sequences of health g
individugls. Combined, these individual ‘stories’ created.a larger story about the health of peopl
and the Australian Capital Territory (ACT).

Once the relevant government agencies and a human research ethics committee approved the
project, the data were then able to be securely linked by the CheReL and made available to the rese

The tech

within a

were avalilable, as were tailored linkage services using additional datasets.

Quality 3

B.3.5.4

The datafused to créate the HSDS are protected by laws and other measures that guard privacy and
data secyre, including a comprehensive framework of security controls and standards.

B.3.5.5

Welfare.
Medical Benefits Scheme (MBS).

Pharmaceutical Benefits Scheme (PBS).

required extensive coordination between policy, legal and data stakeholders in human|
and input from the NSW DAC. The data set provides a rich linked history ef each child an|

Creating the HSDS

nd between core de-identified.health-related datasets. Both person and family-based ex

Governance

Privacy

|, Justice,
nto what
on of the
services
d related

roach by

rent from
vents for
b in NSW

research
archer.

nique used to create the HSDS was a Master Linkage Key system of continuously updalfted links

tractions

ssurance checks were fegularly carried out on the Master Linkage Key. For more infornpation on
quality checks and procedure§, see the TFM Quality Assurance web pages.

keep the

The NSW HSDS was created by de-identifying and combining data collected through the administration
of different NSW Government services and some Commonwealth Government supports (i.e. welfare and
medical benefits). Information like names, dates of birth and addresses were removed to ensure that the
data did not identify individuals and privacy was protected. Therefore, the integrated data set contained
completely anonymous records.

The data are protected by laws, controls, and standards which ensure that data are held securely, that only
approved people have access, and that information is used specifically for the work. Data was securely
stored with NSW in the Data Linkage Centre and was inaccessible to other teams and people.
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Public interest directions

In order to build and operate the NSW HSDS, a request was made to the NSW Privacy Commissioner by the
Minister for Family and Community Services, for the making of two public interest directions (PIDs).

Under section 41(1) of the Privacy and Personal Information Protection (PPIP) Act and section 62(1) of
the Health Records and Information Privacy (HRIP) Act, the NSW Privacy Commissioner can make a
public interest direction that exempts a public sector agency from the requirement to comply with one, or
more information protection principles (IPPs), or health privacy principles (HPPs), or which modifies the
application of an IPP or HPP.

Section 41(3) of the PPIP Act and sectlon 62(3) of the HRIP Act prov1de that the Prlvacy Commlssmner can

Minister for Health. The Information and Privacy Commission NSW"has published t
Futures Matter PID (PIP Act) and Their Futures Matter PID (HRIP Act) on theirwebsite.

The Directions govern the extent to which TFM and participating agenc¢ies can depart from the

HPPs for
can be d
and mai

the purposes of the project. They contain a clear and defined approved purpose for w
isclosed, collected, and used. TFM and participating agencies cannot depart from this
htain the modifications and exemptions granted. TEM reports annually to the NSW

Commisgioner on compliance with the Privacy Directions.

Only one

B.3.5.8

Their Fu
This will

copy of the HSDS is permitted to exist at any tinie:

Future plans for the data

fures Matter will conduct an annual precess to integrate new data sets and update exist
create an increasingly powerful tegl,with clearer and more in-depth insights.

A baselinle has been created, with data added each year, providing the unique ability to measur

effective
gained, a

hess and population outcomes. Added data allow for more specific and detailed insigl
nalysing deeper into specific sub-population features and characteristics.

B.3.6 Data lifecycle stages

Data traverses throughthestages of collect, transmit, store, and analyse in a Very High Control envi
Figure BJ3 b) provide§/a-simplified view of the data lifecycle. Figure B.3 c) illustrates the layers of c
data accdss and use,as well as data product on-sharing.

The data
with acc
layers of

products created from analysis are released into a very high control or a high control env
bss limited to authorized individuals for each respective environment. This process thr

agency to

r-General
he Their

IPPs and
hich data
purpose

Privacy

ing data.

e service
ts to be

ronment.
ntrol for

ronment
ough the

control, as introduced in Figure B.3 ), is illustrated in Figure B.3 d).

— Very high control environment: Raw data with personal information and sensitive information. Data
and data products only accessed by those credentialled to operate in this environment. Subject to PID
restrictions.

— High control environment: No access to raw data. Access only to data products which contain some
personal information and sensitive location information. Only accessed by individuals independently
credentialled.

Currently there is no moderate control, low control, or no control access.

© ISO/IEC 2024 - All rights reserved
37


https://standardsiso.com/api/?name=7e764a4f40535e0289510699e02ab9f4

ISO/IEC 5207:2024(en)

Figure B.3 c) illustrates how different levels of control in the environment will have different requirements
in relation to the authority to collect, use or share data, metadata about data quality and provenance, and
expertise relevant to the data, project and data lifecycle stage.

A very high control environment has:

Data in tl

A high cd

In such a
is moder

high

quality data and metadata;

specific purpose and authority to access and use data;

expe

expe

rt users experienced with the quality of the data provided and with associated metadata;

rt analytical capability and domain expertise;

strmlxg governance and security at each stage of the lifecycle;

spec

peop
agre

data
data
data

data

expli

requlirements);

expe
qual

very

stromg governance and securityat each stage of the lifecycle;

expli

peop
limit

data

fic restrictions on release of data and insights, or secondary use of data and insights;

le have met general expertise requirements as well as project specific requirements
bd to be bound by limitations on data access and use.

which can only be accessed under an external instrument such as‘aPublic Interest Directij
which are reasonably personally identifiable;

which contain sensitive subject matter;

which have a well quantified quality (need not be high)quality).

ntrol environment has:

cit purpose and authority to access and cuse data (although might not have project

rt users experienced with the data ofithe quality provided, and with associated metadata a
ty and provenance;

skilled analytical capability and domain expertise;

cit restrictions on release of data and insights, or secondary use of data and insights;

Qtions on data access and use.

h envirofiment there can be broad authority to collect, store, and use data. Data in this env
htely seénsitive with a moderate PIF. This level of control is suitable for:

which are not reasonably personally identifiable;

hnd have

1is environment are very high sensitivity with a very high PIF. This level'ef control is suitapble for:

on (PID);

specific

bout data

le with access-that have met general expertise requirements and have agreed to be ound by

ronment

data

which contain sensitive subject matter;

— data which have a well quantified quality.
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B.3.7 Figures

a)C

Y

14 PII

X

pncept diagram: Linked increased numbers of data sets leads to.greater risk of crea
Personally Identifiable Information (Data)

D,M, Pand I are¢|
potentially mod

ting

fied at

) each stage of thq¢ data
‘4 lifecycle
Q\
Transmit Al e /use S 2
—D . — Ds remjove
_ Ml N 20, — M;Mp;M3My M5
1 2
—P; — M;M, — M;M,;M3M,
— PP ~ - F1P2P3P4
Crgate/collect Orgamse/A =
stores~
Metadata can track / capture: Metadata can be used to assess: When data / data products are released tHey
— [hain of governance — Data quality should come with:
— Authorising framework — Fitness for intended purpose — Guidance on use
— Pata provenance — Restrictions on use

Linked / organised data

Raw data > > | Data and data products

b) Simplified data lifecycle
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Control level No control No control No control No control
A - not explicit A - not explicit A - not explicit A - not explicit
Low M - not specified M - not specified M - not specified M - not specified
control E - not specified E - not specified E - not specified E - not specified
A - general A—guid s
A - general A - general gen to suitahility
o o M - limited
Modg¢rate M - not specified M - limited E : fo
o e - appropriate to
corjtrol E - not specified E - not specified interpret data +limited
p B t specified
Hilgh
corjtrol
A - specific to A - specific to A - specific to A - restricted for
purpose purpose purpose other uses
Vervihi M - appropriate forfiM - appropriate for| M - appropriate forj] M - purpose, use,
y|high N el
corltrol approval apprcval approval limitations and
E - domain E - domain E - domain and restrictions
expertise expertise analytics E - not specified
N
Raw data C)\
ate .
(da rure Organise Analyse, use and Share
~ap Store release outputs Re-use
Collect
N
Q% Data uses / activities
Q~ (map to data lifecycle)
C)?* s of Control for data access and use, as well as data product on-sharing
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Control level No control No control No control No control
A - not explicit A - not explicit A - not explicit A - not explicit
Low M - not specified M - not specified M - not specified M - not specified
control E - not specified E - not specified E - not specified E - not specified
A - general A—guid s
A - general A - general gen to suitahility
o o M - limited
Modg¢rate M - not specified M - limited E : fo
e e - appropriate to ),
corjtrol E - not specified E - not specified interpret data +limited
p B t specified
Hilgh
corjtrol
A - specific to A - specific to vecific to A - restricted for
purpose purpose rpose other uses
. M - a urpose, use
Very high | I
i(?r) trfl = = = aitations and
E - domain E - docmain E - domain and restrictions
expertise expertise analytics E - not specified
>
Raw data C)\
ate :
Q;)a ture Organise Analyse, use and Share
P Store release outputs Re-use
Collect
N
Q% Data uses / activities
?9~ (map to data lifecycle)
d) OOHC D d data product access with arrows overlaying table depicted in Figure B.3 c) to
& show path through layers of control
Key %
X number of data sets E  expertise
Y personal information factor (PIF) D data
A authority P  provenance
M  metadata | data product

Figure B.3 — Use case 3
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B.3.8 Stakeholders and stakeholder considerations

The stakeholders identified in this project included:

— Data

custodians at Ministry of Health, Education, Justice, Transport and contributing agencies.

— Domain expert from contributing agencies.

— Data

analysis team at NSW Data Analytics Centre (DAC).

— Cyber security and governance teams at NSW DAC.

— Polic

y owner at TFM responsible for outcomes.

The use
Therefor

vital for flecision making within each of the relevant agencies outlined in B.3.5.

B.3.9 1
The data
— unit
— data

B.3.10 K

KPI’s car
outcome
to be ge
performa

B.3.11(

The data
research
them to

with lim
improve
increase
assessme

B.3.12 Societal concérns

This datg
well-bein

The maj

case enabled agencies to make better informed decisions within their areas of respd
e, a major aspect of stakeholder considerations related to data integrity and reliahility

ata characteristics
characteristics included:
Fecord level, de-identified data with fields of varying data quality;

products at aggregate (insights level).

(ey performance indicators

he from the NSW Human Services Outcomes Framework, a set of principles-based, r¢
5, described in terms of key performance indicators. Analysis of the dataset allowed
herated to understand barriers to achievement\.of indicators, or measures to positivel
nce indicators.

hallenges and issues

set exists and is being used for analysis. The challenge is increasing the scope of access (ps
questions) as well as appropriately sharing data products created with those who need
ict on the insights generated. While the data set remains within a highly controlled env
ted access, the level of riskitemains well managed. However, as the objective of the prd

in accessibility against the privacy, safety and security of the data. This will involve a cq
nt process of the data;/control environment and the appropriateness of each level of contr

asset supports United Nations Sustainable Development Goal 3 to ensure healthy lives and
g for all:at’all ages through reform of existing systems considered to be under performing

br~concerns are balancing release of personal and sensitive data against the Public

nsibility.
As it was

bal-world
insights
y impact

tople and
to access
ronment
ject is to

service outcomes for out-of-home-care children, the project will need to consider how to ballance the

ntinuous
pl.

promote

Interest.

Assessm

bnt pnrfnrmnﬂ ]’\y NS Drivar‘y Commissioner,

B.3.13 Data security, privacy and trustworthiness

The data used to create the HSDS are protected by laws and other measures that guard privacy and keep the
data secure, including a comprehensive framework of security controls and standards.

B.3.14 Key insights

Given the nature and richness of the dataset created for OOHC reform, sensitivities on creation, use and
analysis of the dataset are extremely high.
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