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Introduction

Computers are being used in an increasing variety of application areas where their correct operation is
critical for business accuracy or human safety. Developing or selecting trustworthy, dependable software
products is of prime importance. Quantitative evaluation of software product quality is key to ensuring
correct performance. This assurance requires rigorous measures of software product quality
characteristics. Defining these measures in an international standard is important for standardizing the
use of such measures by public and commercial organizations.

ISO/IEC 5055:2020 Automated Source Code Quality Measures defines measures at the software product

level (soujfce codeJ for four of the quality characteristics defined in the software product quality mofdel
presented|in ISO/IEC 25010-2. These measures conform to the definitions of quality characteriSticg in
ISO/IEC 25010-2 that they quantify. Each measure is calculated from counts of severe weaknesses in the

source code that affect the quality characteristic being measured. Each weakness is associated with

or more
software |
software

characteri

ISO/IEC 2
measures
which dog
therefore

source codle. Thus, availability would be measured by the existence of software weaknesses that ca

downtime
measuren

ISO/IEC 5
existing w|
this will b

tection patterns that can guide the development of automated tools for quality analysis

roducts. The weaknesses included in each measure were selected by an international tean
bngineering experts based on the severity of their impact on a software product qua
Stic.

b023 defines software measures for the quality model in ISO/IEC 25020-2, but most all of th
hre at the behavioral level For instance, a measure for availabilityis defined as mean downtii
s not identify the problems in the software that caused thé-downtime. ISO/IEC 5055:2(
supplements ISO/IEC 25023 by defining software measures/at the level of weaknesses in

such as poor error handling or missing timeouts. ISO#FEC 5055:2020 adds strong product l¢
ent to support the ISO/IEC 25000 software productquality standards.

)55:2020 may be revised from time to time based on new severe weaknesses being added
eaknesses in the model becoming less sever€because of advances in computer science. Th
 a standard that adapts to changes in the.technology of computing.

ne
of
) of

ity

ese
ne,
20
the
1se
vel

or
us,

xii

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=026cdc0cb4b25d9a1b932f41676cf705

INTERNATIONAL STANDARD

ISO/IEC 5055:2021(E)

Information technology — Software measurement — So

ftware

quality measurement — Automated source code quality measures

1

1.1 Purpose

Th
ard
or

beq
int
sof

h

b measures in this standard were calculated from detecting and countipg’violation
hitectural and coding practices in the source code that could result in unacceptable operat]
excessive costs. Establishing standards for these measures at the source’code level is
ause they have been used in outsourcing and system developmentcontracts withd

tware product quality provide only a small set of measures at the seurce code level.

A primary objective of updating these measures was to extend-their applicability to embeddec
whiich is especially important for the growing implementation*of embedded devices and the

Things. Functionality that has traditionally been implemented in IT applications is now being
embedded chips. Since the weaknesses included in the'nreasures specified in this document
found to be applicable to all forms of software, embédded software is not treated separat
spécification.

1.2 Overview of Structural Quality Measurement in Software

surement of the structural qualify" characteristics of software has a long history in
engineering (Curtis, 1980). These characteristics are also referred to as the structural, internal
or pngineering characteristics of software source code. Software quality characteristics are in
rporated into developmentand outsourcing contracts as the equivalent of service level ag

5 of good
ional risks
important
ut having

brnational standards to reference. For instance, the ISO/IEC 25000 ‘series of standards that govern

| software,
nternet of
moved to
have been
ely in this

software
technical,
creasingly
reements.

That is, target thresholds(based on structural quality measures are being written into contracts as

acdeptance criteria for delivered software. Currently there are no standards for most of th
strictural quality measures used in contracts. ISO/IEC 25023 purports to address these med
mdst of them are-easures of external behavior and do not sufficiently define measures tl
developed fromi2source code during development. Consequently, providers are subject t
intprpretations™and calculations of common structural quality characteristics in each con
spgcificationvaddresses one aspect of this problem by providing a specification for meas
strjicturalquality characteristics from the source code—Reliability, Security, Performance Effid
Malintainability.

b software
sures, but
hat can be

different
tract. This
iring four
iency, and

Recent advances in measuring the structural quality of software involve detecting violations of good
architectural and coding practice from statically analyzing source code. Violations of good architectural
and design practice can also be detected from statically analyzing design specifications written in a design
language with a formal syntax and semantics. Good architectural and coding practices can be stated as
rules for engineering software products. Violations of these rules will be called weaknesses in this
specification to be consistent with terms used in the Common Weakness Enumeration (Martin & Barnum,

2006) which lists many of the weaknesses used in several of these measures.
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The Automated Source Code Quality Measures are correlated measures rather than absolute measures.
That is, since they do not measure all possible weaknesses in each of the four areas, they do not provide
absolute measures. However, since they include counts of what industry experts have determined to be
most severe weaknesses, they provide strong indicators of the quality of a software system in each area.
In most instances they will be highly correlated with the probability of operational or cost problems

related to

each measure’s area.

Recent research in analyzing structural quality weaknesses has identified common patterns of code
structures that can be used to detect weaknesses. Many of these ‘Detection Patterns’ are shared across

different

presentati
described
element
(weakness

The norm
measure €
code-base
(KDM). Tk
measure €
then sumi
measure.

2 Conf]

Impleme

n|
conformat[ce—automated, objective, transparent, and verifiable.

au
co

op

(0);

pr
hu
res

Tr
co
SO

Automated—The analysis of the source'code and counting of weaknesses shall be fully

n of weaknesses underlying the four structural quality measures. Each weakness will
as a quality measure element to remain consistent with ISO/IEC 25020. Each quality meas
Vill be represented as one or more Detection Patterns. Many quality measure eleme
es) will share one or more Detection Patterns in common.

htive portion of this specification represents each quality attribute (weakness) and qua
lement (detection pattern) using the Structured Patterns Metamodel, Standard (SPMS). 1
d elements in these patterns are represented using the Knowledge)Discovery Metamo
le score for each of the four Automated Source Code Quality Measures from their qua

lements is calculated by counting the number of detection patterns for each weakness, 3
ming these numbers for all the weaknesses included in the specific quality characteri

prmance

ations of this specification should be able to.demonstrate the following attributes to claim

fomated. The initial inputs required-to prepare the source code for analysis include the sou
e of the application, the artifactsand information needed to configure the application for
eration, and any available description of the architectural layers in the application.

jective—After the source’code has been prepared for analysis using the information

man intervention.-Fhe analysis and calculation shall be able to repeatedly produce the sam
ults and outpaits on the same body of software.

nnsparent-—Implementations that conform to this specification shall clearly list all source

ircécode for submission to the analysis.

le (including versions), non-source code artifacts, and other information used to prepare the

the
be
ire
nts

ity
'he
del
ity
nd
stic

rce

pvided as inputs, the.analysis, calculation, and presentation of results shall not require further

e

assumptions/heuristics it uses with sufficient detail so that the calculations may be
independently verified by third parties. In addition, all inputs used shall be clearly described

an

d itemized so that they can be audited by a third party.

Verifiable—Compliance with this specification requires that an implementation shall state the

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=026cdc0cb4b25d9a1b932f41676cf705

ISO/IEC 5055:2021(E)

3 Normative References

The following normative documents contain provisions, which, through reference in this text, constitute
provisions of this specification. Dated references, subsequent amendments to, or revisions of any of these
publications do not apply.

e Structured Patterns Metamodel Standard, formal/2017-11-01,
https://www.omg.org/spec/SPMS/1.2/

o [SO/IEC19506:2012 - Object Management Group Architecture Driven Modernization (ADM)
- Knowledge Discovery Metamodel (KDM). Also, Knowledge Discovery Metamodgl, version
1.4 (KDM), formal/2016-09-01, https://www.omg.org/spec/KDM/1.4/

¢ MOF/XMI Mapping, version 2.5.1 (XMI), https://www.omg.org/spec/XMIf2:5.1/

e ISO/IEC 25010:2011 Systems and software engineering - Systém and software product
Quality Requirements and Evaluation (SQuaRE) - System and software quality mogdels

e ISO/IEC 25020:2019 Software engineering — Software product Quality Requirements and
Evaluation (SQuaRE) — Measurement reference model.and guide

e ISO/IEC 19515:2019, Automated Function Pgints. Information technology [-- Object
Management Group Automated Function Points (AFP), 1.0. Geneva, Switzerland. Also, Object
Management Group (2014). Automated® Function Points - formal/2014-01-03
https://www.omg.org/spec/AFP/ . NeedhamyMA: Object Management Group.

e ITU-T X.1524 - Series X: Data Networks, Open System Communications and Security -
Cybersecurity information exchange - Vulnerability/state exchange - Common|weakness
enumeration.
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4 Terms and Definitions

For the pu

4.1

rposes of this specification, the following terms and definitions apply.

Automated Function Points

a specifica

tion for automating the counting of Function Points that mirrors as closely as possible the

counting guidelines of the International Function Point User Group. (OMG, formal 2014-01-03)

4.2

Common kNeakness Enumeration

a repositofy maintained by MITRE Corporation of known weaknesses in software that can be exploited
to gain unjuthorized entry into a software system. (cwe.mitre.org)

4.3

Contributing Weakness

a weaknegs that is represented as a child of a parent weakness in the Common Weakness Enumeratign,
that is, a vhriant instantiation of the parent weakness (cwe.mitre.org)

4.4

Cyclomatjc Complexity

A measur¢ of control flow complexity developed by Thomas McCabe)based on a graph-theoretic
analysis that reduces the control flow of a computer program to a'set of edges, vertices, and their
attributes|that can be quantified. (McCabe, 1976)

4.5

Detection Pattern

an abstragt representation of a set of parsed program‘elements and their relations described in a forrpal
representation language that provides guidance fordetecting a specific weakness in the software
source code.

4.6

Internal Joftware Quality

the degred to which a set of static attributes of a software product satisfy stated and implied needs for
the softwgre product to be used-under specified conditions. This will be referred to as software
structural|quality, or simply steirctural quality in this specification. (ISO/IEC 25010)

4.7

Maintainability

capability jof a product to be modified by the intended maintainers with effectiveness and efficiency
(ISO/IEC 35010)

4.8

Parent Weakness

a weakness in the Common Weakness Enumeration that has numerous possible instantiations in
software that are represented by its relation to child CWEs (cwe.mitre.org)

4.9
Performa
capability
25010)

4.10

nce Efficiency
of a product to use an appropriate amount of resources under stated conditions (ISO/IEC
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Quality Measure Element
a measure defined in terms of a software quality attribute and the measurement method for quantifying
it, including optionally the transformation by a mathematical function (ISO/IEC 25010)

411

Reliability

capability a product, to perform specified functions under specified conditions for a specified period of
time (ISO/IEC 25010)

4.12
Security
capability of a product to protect information and data so that persons or other products or’systems
haye the degree of data access appropriate to their types and levels of authorization,andto dgfend
agdinst attack patterns by malicious actors (ISO/IEC 25010)

a set of computer programs, procedures, and possibly associated documentation and data. (ISP/IEC

rellability, performance efficiency, usability, security, compatibility, maintainability, and portgbility).

degree to which a software product satisfies’stated and implied needs when used under specified

a set of software quality attributes that affect a specific category of software quality outcomes| (similar

Software anlify Characteristic Measure

a software quality measure derived from measuring the attributes related to a specific software quality
characteristic. (ISO/IEC 25020)

4.19

Software Quality Measure Element

a measure defined in terms of a software quality attribute and the measurement method for quantifying
it, including optionally the transformation by a mathematical function. (ISO/IEC 25010)

4.20
Software Quality Measurement

© ISO/IEC 2021 - All rights reserved 5
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(verb) a set of operations having the object of determining a value of a software quality measure.
(ISO/IEC 25010)

4.21

Software Quality Model

a defined set of software characteristics, and of relationships between them, which provides a
framework for specifying software quality requirements and evaluating the quality of a software
product. (derived from ISO/IEC 25010)

4.22

Software
an archite
and avoids

Quality Rule
Ctural or coding practice or convention that represents good software engineering practice
problems in software development, maintenance, or operations. Violations of these qualit

rules produces software anti-patterns.

4.23

Software Quality Sub-characteristic

a sub-category of a software quality characteristic to which software quality attributes and their
software dquality measure elements are conceptually related. (derived from ISO/IEC 25010)

4.24

Structural Element

a compongnt of software code that can be uniquely identified andeounted such as a token, decision,
variable, eftc.

4.25

Structural Quality

the degred to which a set of static attributes of a software product satisfy stated and implied needs fo
the softwdre product to be used under specified ¢canditions—a component of software quality. This
concept is|referred to as internal software quality in ISO/IEC 25010.

4.26

Weakness$

is a specifilc structure of program elements in the software source code, sometimes referred to as a
software %;ti-pattern, that is inconsistent with good architectural or coding practice, violates a softw
quality rule, and can lead to operational or cost problems. (derived from cwe.mitre.com)

4.27

Weakness$ Pattern

A formal description constructed from arranging the elements output from parsing software source

code into 3

h software pattern metamodel structure that is identified as a weakness.

pre
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Symbols (and Abbreviated Terms)

AFP — Automated Function Points

ASCMM — Automated Source Code Maintainability Measure

ASCPEM — Automated Source Code Performance Efficiency Measure

ASCQM — Automated Source Code Quality Measure

AS

AS

ISO/IEC 5055:2021(E)

CRM — Automated Source Code Reliability Measure

CSM — Automated Source Code Security Measure

CWE — Common Weakness Enumeration

CI§Q — Consortium for IT Software Quality

KDM — Knowledge Discovery Metamodel

SMM — Structured Metrics Metamodel

Sp

MS — Structured Pattern Metamodel Standard
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6 Weaknesses Included in Quality Measures and Representation Metamodels

6.1 Purpose

The purpose of this clause is to enumerate the weaknesses constituting each measure and to provide a
simple description of each measure. Clause 6.2 describes the input needed for analyzing the source code
to detect the weaknesses. Clause 6.2 introduces the concept of weaknesses.as quality measure elements
in calculating the measures. Clauses 6.3 to 6.6 enumerate the weaknesses included in each measure.
These clauses also indicate the status of each weakness as a parent weakness or a contributor weakness
that reprepents-a-specific-instantiation-ef aparent-weakness—€Clause-6-8-introduceshowwealknessesyill
be represg¢nted in formal metalanguages. Clauses 6.9 and 10 describe the metamodels that will be used
for specifying weaknesses and their detection patterns. Clause 6.11 provides a reading guide [for

understaniding the content of Clauses 6.9 and 6.10.

6.2 Softwlare Product Inputs

The following inputs are needed by static code analyzers to interpret violations '0f the software quality
rules that would be included in individual software quality measure elements.

e The entire source code for the application being analyzed.
¢ All materials and information required to prepare the application for production.
e Alist of vetted libraries that are being used to sanitize data against potential attacks.

e What routines/API calls are being used for remote-authentication, to any custom initializatjon
anf clean up routines, to synchronize resources;or to neutralize accepted file types or the names
of resources.

Static codg¢ analyzers will also need a list of the-violations that constitute each quality element in the
Automated Source Code Security Measure.

6.3 Automated Source Code Quality Measure Elements

The weaknesses violating softwarequality rules that compose the CISQ Automated Source Code Quality
Measures jare grouped by quality measure in the clauses 6.4 through 6.7. Some of the weaknesses pre
included in more than one~quality measure because they can cause several types of problems. The
Common Weakness Enumeration repository (CWE, Annex B) has recently been expanded to inclyde
weaknesses from quality characteristics beyond security. All weaknesses included in these measures pre
identified py theirCWE number from the repository. In most cases the description of CWEs is taken frpm
informatign in the.online repository (cwe.mitre.org). The mappings of the weaknesses from the previpus
CISQ meagurés.to the current measures are presented in Annex C.

Some weaknesses drawn from the CWE repository (parent weaknesses) have related weaknesses listed
as ‘contributing weaknesses’ (‘children’ in the CWE). Contributing weaknesses represent variants of how
the parent weakness can be instantiated in software. In the following tables the cells containing CWE IDs
for parents are presented in a darker blue than the cells containing contributing weaknesses. Based on
their severity, not all children were included. The parent contributor relationships are informative
material and are presented for informational purposes only. All weaknesses listed in these tables,
regardless of whether they are parents or contributors, are to be treated as Quality Measure Elements in
calculating the measures presented in 6.4 through 6.7.
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6.4 Automated Source Code Maintainability Measure Element Descriptions

The quality measure elements (weaknesses violating software quality rules) that compose the CISQ
Automated Source Code Maintainability Measure are presented in Table 1. This measure contains 29
parent weaknesses and no contributing weaknesses. Thus, Maintainability contains 29 Quality Measure

Elements.

Table 1 — Quality Measure Elements for Automated Source Code Maintainability Measure

Descriptor Weakness Description
An algorithm in a product has an inefficient orst-case)
computational complexity that may be |detrignental to
Algorithmic Complexity system performance and can be triggered by ar] attacker,
typically using crafted manipulations-that ensure that the
worst case is being reached.
o .| The code does not have a défault case in a switch tatement,
Missing Default Case in . : .
. which might lead to complex logical errors and|resultant
Switch Statement
weaknesses.
The programmer accidentally uses the wrong|operator,
Use of Incorrect Operator |which changes the application logic in security-relevant
ways.
The program omits a break statement within a|switch or
. .| similar construct, causing code associated withl multiple
Omitted Break Statement in s 5 p
. eonditions to execute. This can cause problems|when the
Switch . .
programmer only intended to execute code assoclated with
one condition.
The software contains dead code that can [never be
Dead code executed. (Thresholds are set at 5% logically deqd code or
0% for code that is structurally dead. Code that eXists in the
source but not in the object does not count.)
L The software contains an expression that will always
Expression is Always False
evaluate to false.
L The software contains an expression that will always
Expression is Always True
evaluate to true.
Operator Precedence. Logic The program uses an expression in which operator
Error precedence causes incorrect logic to be used.
The software has multiple functions, methods, procedures,
macros, etc. that contain the same code. (The default
Use of Redundant Code|threshold for each instance of copy-pasted code sets the
(Copy-Paste) maximum number of allowable copy-pasted instructions at
10% of the total instructions in the instance, alternate
thresholds can be set prior to analysis).
© ISO/IEC 2021 - All rights reserved 9



https://standardsiso.com/api/?name=026cdc0cb4b25d9a1b932f41676cf705

ISO/IEC 5055:2021(E)

10

Descriptor

Parent Class with a Virtual

Destructor and a Child Class
without a Virtual Destructor

Weakness Description

A parent class has a virtual destructor method, but the
parent has a child class that does not have a virtual
destructor.

Modules with  Circular
Dependencies

The software contains modules in which one module has
references that cycle back to itself, i.e., there are circular
dependencies.

Invokable Control Element
with Large Number of
Outward Calls (Excessive
Coupling or Fan-out)

The code contains callable control elements that containan
excessively large number of references to other applicatipn
objects external to the context of the callable, i.e..a'Fan-Qut
value that is excessively large. (default threshold for the
maximum number of references is 5, alternate thresh¢ld
can be set prior to analysis)

Initialization with Hard-
Coded Network Resource
Configuration Data

The software initializes data using hard-coded values that
act as network resource identifiers.

Excessive Use of Hard-
Coded Literals in
Initialization

The software initializea-data element using a hard-coded
literal that is not :a. simple integer or static constgnt
element.

Invocation of a Control
Element at an Unnecessarily
Deep Horizontal Layer

(Layer-skipping Call)

The code at one architectural layer invokes code that
resides atza deeper layer than the adjacent layer, i.e., the
invocation skips at least one layer, and the invoked codq is
not part of a vertical utility layer that can be referended
from any horizontal layer.

Multiple Inheritance from
Concrete Classes

The software contains a class with inheritance from maqre
than one concrete class.

Parent Class Element with
References te‘€hild Class

The code has a parent class that contains references t¢ a
child class, its methods, or its members.

Invokable Control Element
with\Signature Containing
afi—Excessive Number of
Parameters

The software contains a function, subroutine, or methjpd
whose signature has an unnecessarily large number |of
parameters/arguments. (default threshold for the
maximum number of parameters is 7, alternate threshold
can be set prior to analysis).

Class with Excessively Deep
Inheritance

A class has an inheritance level that is too high, i.e,, it has
many parent classes. (default threshold for maximum
Inheritance levels is 7, alternate threshold can be set prior
to analysis).

Unconditional Control Flow
Transfer outside of Switch
Block

The software performs unconditional control transfer
(such as a "goto") in code outside of a branching structure
such as a switch block.
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Destructor Method

Parent Class without Virtual
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Weakness Description

parent class does not have a virtual destructor m

:2021(E)

A parent class contains one or more child classes, but the

ethod.

Source Code File with
Excessive Number of Lines
of Code

A source code file has too many lines of code. (default

threshold for the maximum lines of code is 1000,

threshold can be set prior to analysis).

alternate

cantarncetfoo-mmanTr—onaers

Invokable Control Element
with Excessive File or Data
Access Operations

utilize a data manager or file resource. (default
for the maximum number of SQL or file -dpgeraf
alternate threshold can be set prior to analysis).

ions that
threshold
ions is 7,

Invokable Control Element
with Excessive Volume of
Commented-out Code

A function, method, procedure, eté-contains an
amount of code that has been ¢ommented out
body. (default threshold foir‘the maximum p
commented-out instructions.is 2%, alternate thré
be set prior to analysis).

excessive
within its
ercent of
pshold can

Class with Excessive
Number of Child Classes

A class contains andnnecessarily large number o
(default thresholdfor the maximum number of ¢
aclassis 10, alternate threshold can be set prior tg

f children.
hildren of
analysis).

Class with Virtual Method
without a Virtual Destructor

A class.contains a virtual method, but the methoq
have an’associated virtual destructor.

| does not

Method Containing Access
of a Member Element from
Another Class

A method for a class performs an operation thd
accesses a member element from another class.

t directly

Loop  Conditign . Value
Update within-the Loop

The software uses a loop with a control flow

condition

based on a value that is updated within the body of the loop.

Excessive McCabe
Cyclomatic Complexity

A module, function, method, procedure, etc.
McCabe cyclomatic complexity that exceeds a

contains
desirable

maximum. (default threshold for Cyclomatic Complexity is

20, alternate threshold can be set prior to analysis

).

6.3 Automated Source Code Performance Efficiency Measure Element Descriptio

|ns

The quality measure elements (weaknesses violating software quality rules) that compose the CISQ
Automated Source Code Performance Efficiency Measure are presented in Table 2. This measure contains
16 parent weaknesses and 3 contributing weaknesses (children in the CWE) that represent variants of
these weaknesses. The CWE numbers for contributing weaknesses are presented in lighter gray cells
immediately below the parent weakness whose CWE number is in a darker gray cell. Performance
Efficiency contains 19 Quality Measure Elements.
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Table 2 — Quality Measure Elements for Automated Source Code Performance Efficiency

Descriptor

Improper Resource Shutdown
or Release

Measure

Weakness Description

The program does not release or incorrectly releases
aresource before it is made available for re-use.

12

Improper Release of Memory | The software does not sufficiently track and release
CWE-401 Before Removing Last|allocated memory after it has been used, which
Reterence (‘Memory Leak’) slowly consumes remaining memory.
st Rellease of Resoiras The s.oftV\{aret does not rele:flse a resource after i'Fs
CWE-772 . e effective lifetime has ended, i.e., after the resource is
after Effective Lifetime
no longer needed.
The software does not release a file~descriptor or
handle after its effective lifetime has-énded, i.e., after
the file descriptor/handle is nglonger needed. When
Missing Release of File|a file descriptor or handle is not released after use
CWE-775 Descriptor or Handle after |(typically by explicitly closing it), attackers can cause
Effective Lifetime a denial of service by c¢ensuming all available file
descriptors/handlesjor otherwise preventing other
system processes.\from obtaining their own file
descriptors/handles.

Improper  Protection  of
Alternate Path

The product does not sufficiently protect all possible
paths (that a user can take to access restricted
funetionality or resources. When data storage relies
on a DBMS, special care shall be given to secure all
data accesses and ensure data integrity.

Static Member Data Element
outside of a Singleton Class
Element

The code contains a member element that is declared
as static (but not final), in which its parent class
element is not a singleton class - that is, a class
element that can be used only once in the 'to'
association of a Create action.

Data_Element Aggregating an
Excessively Large Number of
Non-Primitive Elements

The software uses a data element that has an
excessively large number of sub-elements with non-
primitive data types such as structures or aggregated
objects. (default threshold for the maximum number
of aggregated non-primitive data types is 5, alternate

threshold can pbe set prior to andalysis).

Creation of Immutable Text
Using String Concatenation

This programming pattern can be inefficient in
comparison with use of text buffer data elements.

This issue can make the software perform more
slowly. If the relevant code is reachable by an
attacker, then this performance problem might
introduce a vulnerability.
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Excessive Data Query
Operations in a Large Data
Table

ISO/IEC 5055:2021(E)

Weakness Description

The software performs a data query with many joins
and sub-queries on a large data table. (default
thresholds are 5 joins, 3 sub-queries, and 1,000,000
rows for a large table, alternate thresholds for all
three parameters can be set prior to analysis).

The software has a loop body or loop condition that

Excessive Platform Resource
Consumption within a Loop

contains a control element that directly or indirectly
consumes platform resources, e.g. mmessaging,
sessions, locks, or file descriptors. (default threshold
for resource consumption should beset’ based @n the
system architecture prior to analysis).

Data  Access Operations
Outside of Expected Data
Manager Component

The software uses a dedicatéd,central data mapager
component as required by design, but it contains
code that performs datacaccess operations that do
not use this data manager. Notes:
- The dedicated data access component can be ¢ither
client-side orserver-side, which means that data
access components can be developed using non-SQL
language:
- If theré@is no dedicated data access componentt,
every-data access is a weakness.
For some embedded software that requires adcess
to data from anywhere, the whole software is
defined as a data access component. This condition
must be identified as input to the analysis.

Excessive Number of
Inefficient (Server-Side Data
Accesses

The software performs too many data queries
without using efficient data processing functiopality
such as stored procedures. (default threshold for
maximum number of data queries is 5, altgrnate
threshold can be set prior to analysis).

Excessive Execution of

The software contains a data query against § SQL
table or view that is configured in a way that dogs not
utilize an index and may cause sequential searches to
be performed. (default threshold for a weakngss to
be counted is a query on a table of at least 500 rows,

Sequential—Searches of Data
Resource

or an alternate threshold recommended by the
database vendor. No weakness should be counted
under conditions where the vendor recommends an
index should not be used. An alternate threshold can
be set prior to analysis).

© ISO/IEC 2021 - All rights reserved
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Descriptor Weakness Description

The software accesses a data resource through a
database without using a connection pooling
capability. (the use of a connection pool is
technology dependent; for example, connection
pooling is disabled with the addition of
'Pooling=false’ to the connection string with
ADO.NET or the value of a

'com.sun )inHi ]Hap connect pnn]' environment

parameter in Java).

Data Resource Access without
Use of Connection Pooling

The software contains a client with a function or
Non-SQL Invokable Control | method that contains many data accesses/queties
Element  with Excessive | that are sent through a data manager, i.e{-does not
Number of Data Resource |use efficient database capabilities. (default
Accesses threshold for the maximum numberof data queries
is 2, alternate threshold can be sét prior to analysis).

The software uses a large data table (default is
1,000,000 rows; alternate threshold can be set prior
Large Data Table with |to analysis) that contains an excessively large
Excessive Number of Indices |number of indices:(default threshold for the
maximum numberof indices is 3, alternate
threshold can-be set prior to analysis).

The software contains a method that accesses an
objectibut does not later invoke the element's
associated finalize/destructor method.

Use of Object without Invoking
Destructor Method

The software contains an index range scan for a large
data table, (default threshold is 1,000,000 rows,
Excessive Index Range\Scan |alternate threshold can be set prior to analysis) but
for a Data Resource the scan can cover many rows. (default threshold for
the index range is 10, alternate threshold can be set
prior to analysis).
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6.6 Automated Source Code Reliability Measure Element Descriptions

The quality measure elements (weaknesses violating software quality rules) that compose the CISQ
Automated Source Code Reliability Measure are presented in Table 3. This measure contains 35 parent
weaknesses and 39 contributing weaknesses (children in the CWE) that represent variants of these
weaknesses. The CWE numbers for contributing weaknesses are presented in lighter gray cells
immediately below the parent weakness whose CWE number is in a darker gray cell. Reliability contains
74 Quality Measure Elements.

CWE # Descriptor Weakness description

Improper Restriction of|The software performs operations on a memory buffer, but it
Operations  within the|can read from or write to a memory lacation that is putside of
Bounds of a Memory Buffer|the intended boundary of the buffef.

Buffer = Copy  without|The program copies an input)‘buffer to an outpgut buffer
CWE-120 |Checking Size of Input|without verifying that the size of the input buffer i less than
('Classic Buffer Overflow") |the size of the output buffer, leading to a buffer overflow.

Write-what-where Any condition where the attacker can write an arbitrary value

CWE-123 o to be written taran arbitrary location, often as the yesult of a
condition

buffer overflow.

The software reads data past the end, or before the beginning,

CWE-125 [Out-of-bounds read of the thtended buffer.

Improper Handling of|<Fhe software parses a formatted message or structjire, but it
CWE-130 |Length Parameterdoes not handle or incorrectly handles a length fi¢ld that is
Inconsistency inconsistent with the actual length of the associated data.

The software reads or writes to a buffer using ar] index or
pointer that references a memory location pripr to the
beginning of the buffer. This typically occurs when|a pointer
or its index is decremented to a position before the buffer,
when pointer arithmetic results in a position before the
beginning of the valid memory location, or when a negative
index is used.

Access of Memory Location
Before.Start of Buffer

A\

??‘ The software writes data past the end, or bgfore the
A beginning, of the intended buffer. The software may modify
C %797 Qut-of-bounds Write an index or pprfnrm pninfpr arithmetic that references a
memory location that is outside of the boundaries of the
buffer.
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CWE # Descriptor

CWE-788

Access of Memory Location
After End of Buffer

Weakness description

The software reads or writes to a buffer using an index or
pointer that references a memory location after the end of the
buffer. This typically occurs when a pointer or its index is
decremented to a position before the buffer; when pointer
arithmetic results in a position before the buffer; or when a
negative index is used, which generates a position before the
buffer.

CWE-805

Buffer Access with

Incorrect Length Value

The software uses a sequential operation to read or writ¢ a
buffer, but it uses an incorrect length value that causes it
access memory that is outside of the bounds of thé-biffer.

CWE-822

Untrusted Pointer

Dereference

The program obtains a value from an auntrusted sour
converts this value to a pointer, and “dereferences the
resulting pointer. There are several vaciants of this weakne
including but not necessarily limited

The untrusted value is directly invoked as a function c
EREIn OS kernels or drivers‘where there is a boundgd
between "userland" and¢privileged memory spaces,
untrusted pointer might‘enter through an API or system ¢
(see CWE-781 for one such exampﬂe).
EERInadvertently -accepting the value from an untrusted
control sphere when it did not have to be accepted as inputfat
all. This mighttoccur when the code was originally developed
to be run hy4a single user in a non-networked environmept,
and the-code is then ported to or otherwise exposed ta
netwoerked environment.

h1]1.

ry
an
all

CWE-823

Use of OQut-of-range Pointer
Offset

The program performs pointer arithmetic on a valid pointgr,
but it uses an offset that can point outside of the intended
range of valid memory locations for the resulting point
While a pointer can contain a reference to any arbitrz
memory location, a program typically only intends to use the
pointer to access limited portions of memory, such |as
contiguous memory used to access an individual arrpy.
Programs may use offsets to access fields or sub-elemeits
stored within structured data. The offset might be out-pf-
range if it comes from an untrusted source, is the result of an
incorrect calculation, or occurs because of another error.

CWE-824

Access of Uninitialized

Pointer

The program accesses or uses a pointer that has not been
initialized. If the pointer contains an uninitialized value, then
the value might not point to a valid memory location.

CWE-825

Expired Pointer

Dereference

The program dereferences a pointer that contains a location
for memory that was previously valid, but is no longer valid.

Improper Null Termination

The software does not terminate or incorrectly terminates a
string or array with a null character or equivalent terminator.

16
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Unchecked Return Value
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Weakness description

The software does not check the return value from a method

or function, which can prevent it from detecting unexpected
states and conditions.

The software detects a specific error, but takes no actions to
handle the error. For instance, where an exception handling

Improper Protection of

Alternate Path

D i f Ig : :
etec_tl_on 0 “TOT block (such as Catch and Finally blocks) do not contain any
Condition Without Action |. . Lo ie s 21 Les i daenrs
HstrreH o rakdneHmpesstbletoneenrately—identify and
adequately respond to unusual and unexpected-conditions.
Tiergseeizd Swins Gadke oF The so.ftware does not proper%y ch(.ac.k when a function. or
operation returns a value that is legitimate for the function,
Return Value .
but is not expected by the software.
Improper Resource|The program does not release.*or incorrectly releases a
Shutdown or Release resource before it is made available for re-use.
UPIOEeT LEEReE . & The software does not/sufficiently track and releasd allocated
Memory Before Removing : .
CWE-401 . memory after it has been used, which slowly fonsumes
Last Reference (‘Memory .
. remaining memaery.
Leak")
Missin Rel f ) .
SSIng elease % The softivare does not release a resource after it§ effective
CWE-772 |Resource after Effectivel,.. .. : .
e lifetime has ended, i.e., after the resource is no longer needed.
Lifetime
The software does not release a file descriptor or handle after
its effective lifetime has ended, i.e. after |the file
- . i handle i 1 .Wh fil '
Missing Release ,of il |5 e er wse (typically by jexplictly
CWE-775 [Descriptor or Handle after . . ypically by|exp y
. e closing it), attackers can cause a denial of service by
Effective Lifetime : . : : :
consuming all available file descriptors/handles, or ptherwise
preventing other system processes from obtaining their own
file descriptors/handles.
The product does not sufficiently protect all possible paths

that a user can take to access restricted functignality or

resources. When data storage relies on a DBMS, sp
shall be given to secure all data accesses and en|
integrity.

ecial care
sure data

Incomplete Clean-up

The software does not properly "clean up" and remove
temporary or supporting resources after they have been used.

NULL Pointer Dereference

A NULL pointer dereference occurs when the application
dereferences a pointer that it expects to be valid, but is NULL,
typically causing a crash or exit.

© ISO/IEC 2021 - All rights reserved
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Use of Incorrect Operator

CWE # Descriptor

Weakness description

The programmer accidentally uses the wrong operator, which
changes the application logic in security-relevant ways.

Omitted Break Statement
in Switch

The program omits a break statement within a switch or
similar construct, causing code associated with multiple
conditions to execute. This can cause problems when the
programmer only intended to execute code associated with

oanecondition
oRe-coRattoh:

Return of Stack Variable
Address

A function returns the address of a stack variable, which wyill
cause unintended program behavior, typically in the form gf a
crash. Because local variables are allocated on the stack, Wl:lﬁn
a program returns a pointer to a local variable;it is returning
a stack address. A subsequent function call s likely to re-yse
this same stack address, thereby overwriting the value of the
pointer, which no longer corresponds to the same variable
since a function's stack frame is,invalidated when it returps.
At best this will cause the value of the pointer to change
unexpectedly. In many cases<t causes the program to crgsh
the next time the pointer/is'dereferenced.

Comparison of Object|The program compares object references instead of the
References Instead of|contents of thec~objects themselves, preventing it from
Object Contents detecting equivalent objects.
The software uses the wrong operator when comparing a
.| string, succh as using "==" when the equals() method shoyld
Use of Wrong Operator in &S & . 4 0 .
CWE-597 . . be used instead. In Java, using == or != to compare two strirgs
String Comparison . . . ;
for~ equality compares two objects for equality, not their
values.
The software uses a storable data element that does not have
all the associated functions or methods that are necessary|to
support comparison. Remove instances where the persistént
Persistent ,Storable Data|data has missing or improper dedicated comparispn
CWE-1097 Element without| operations. Note:
Associated Comparison |* In case of technologies with classes, this means situatigns
Controel Element where a persistent field is from a class that is made persistent
while it does not implement methods from the list of requirfed
o comparison operations (a JAVA example is the list composed
2 £ ('] Ll oda)' ! lae\N a2l o 1)
O asircoae(y,;, cequars{J y Metiroas;

Improper Synchronization

The software attempts to use a shared resource in an
exclusive manner, but does not prevent or incorrectly
prevents use of the resource by another thread or process.

Race Condition within a

If two threads of execution use a resource simultaneously,

CWE-366 there exists the possibility that resources may be used while
Thread ) 1. ) . ,
invalid, in turn making the state of execution undefined.
18 © ISO/IEC 2021 - All rights reserved
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CWE #

Descriptor

ISO/IEC 5055:2021(E)

Weakness description

CWE-543

Use of Singleton Pattern

Without Synchronization in
a Multithreaded Context

The software uses the singleton pattern when creating a
resource within a multithreaded environment.

CWE-567

Unsynchronized Access to
Shared Data in a
Multithreaded Context

The product does not properly synchronize shared data, such
as static variables across threads, which can lead to undefined
behavior and unpredictable data changes.

Improper Locking

The software does not properly acquire a lock pn‘a
or it does not properly release a lock on a resgurce,
unexpected resource state changes and behaviors.

resource,
eading to

Multiple Locks of a Critical
Resource

mes than
b,

The software locks a critical resource more ti
intended, leading to an unexpected'state in the syst

Missing Synchronization

The software utilizes a shared resource in a cpncurrent
manner but does not attempt to synchronize acc¢ss to the
resource.

Incorrect Synchronization

bncurrent
bss to the

The software utilizes a shared resource in a c
manner, but it‘does not correctly synchronize acc
resource.

CWE-1058

Invokable Control Element
in Multi-Thread Context
with non-Final Static
Storable or Member
Element

rates in a
non-final

The ¢ode contains a function or method that ope
multi-threaded environment but owns an unsafe
static storable or member data element.

CWE-1096

Singleton Classs-Instance
Creation witheut Proper
Locking or-Synchronization

The software implements a Singleton design pattern but does
not use appropriate locking or other synchronization
mechanism to ensure that the singleton clas§ is only
instantiated once.

Improper Initialization

The software does not initialize or incorrectly in]Ltializes a
resource, which might leave the resource in an upexpected
state when it is accessed or used.

C %'2‘56

Missing Initialization of a
Variable

bs, which
d values.

The software does not initialize critical variabl
causes the execution environment to use unexpects

CWE-457

Use
variable

of uninitialized

The code uses a variable that has not been initialized, leading
to unpredictable or unintended results.

Operation on a Resource
after Expiration or Release

The software uses, accesses, or otherwise operates on a
resource after that resource has been expired, released, or
revoked.

© ISO/IEC 2021
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CWE # Descriptor Weakness description

The product calls free() twice on the same memory address,
CWE-415 ([Double Free potentially leading to modification of unexpected memory
locations.

Referencing memory after it has been freed can cause a

CWE-416 (Use After Free
program to crash, use unexpected values, or execute code.

to integer, data can be omitted or translated in a way' that

Incorrect Conversion [in a sensitive context, then dangerous behaviors/may occpr.
between Numeric Types For instance, if the software declares a yariable, fie
member, etc. with a numeric type, and then tipdates it wit}
value from a second numeric type that jis\incompatible with
the first numeric type.

The software performs an operation‘on a number that cauges
itto be sign-extended when it istsansformed into a larger d4ta
type. When the original number is negative, this can prodyce
unexpected values that leadto resultant weaknesses.

CWE-194 ([Unexpected Sign Extension

The software uses a’signed primitive and performs a cast|to
Signed to Unsigned [an unsigned primitive, which can produce an unexpectled

E-1 . . . o
s Conversion Error value if the wvalue of the signed primitive cannot [be
represented@sing an unsigned primitive.
The software uses an unsigned primitive and performs a cast
CWE-196 Unsigned to Signed | to asigned primitive, which can produce an unexpected value

Conversion Error if the value of the unsigned primitive cannot be representied
using a signed primitive.

Truncation errors occur when a primitive is cast to a primitjve
of a smaller size and data is lost in the conversion. When a
primitive is cast to a smaller primitive, the high order bits|of
the large value are lost in the conversion, potentially resulting
in an unexpected value that is not equal to the original valye.
CWE-197 [Numeri¢Truncation Error |This value may be required as an index into a buffer, a lopp
iterator, or simply necessary state data. In any case, the value
cannot be trusted and the system will be in an undefined state.
C While this method may be employed viably to isolate the low
lUltD Uf d valuc, thlb usdgtc ib 1dlc, Cllld tl uu\,atiuu uaually

implies that an implementation error has occurred.

2

The software performs a calculation that generates incorrect
Incorrect Calculation or unintended results that are later used in security-critical
decisions or resource management.

. The software does not correctly calculate the size to be used
Incorrect Calculation of

CWE-131 . when allocating a buffer, which could lead to a buffer
Buffer Size
overflow.

20 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=026cdc0cb4b25d9a1b932f41676cf705

CWE # Descriptor

CWE-369 |Divide by Zero

ISO/IEC 5055:2021(E)

Weakness description

The product divides a value by zero.

Improper Check or
Handling of Exceptional
Conditions

The software does not properly anticipate or handle
exceptional conditions that rarely occur during normal
operation of the software.

CWE-248 |Uncaught Exception An exception is thrown from a function, but it is not caught.
... _|Ignoring exceptions and other error conditionsamay allow an
CWE-391 |Unchecked Error Condition| > § excep ) ~ LA
attacker to induce unexpected behavior unnoficed.
Missine Report of Error The software encounters an error but'does not provide a
CWE-392 e P status code or return value to indicate that an prror has
Condition occurred

Implementation-Defined
Behavior

Incorrect Type Conversion | The software does not correctly convert an object,[resource,
or Cast or structure from one type‘to“a different type.
Reliance on Undefined, .

e The software usesan API function, data structure} or other
Unspecified, or

entity in a way.that relies on properties that are nfot always
guaranteed to:hold for that entity.

Deadlock

The software contains multiple threads or executable
segniénts that are waiting for each other to felease a
necessary lock, resulting in deadlock.

Loop with Unreachable EXit
Condition ('Infinite Loop")

The program contains an iteration or loop with an exit
condition that cannot be reached, i.e., an infinite logp.

Use of
Resource

Uninitialized

The software uses a resource that has not been
initialized.

properly

Parent Class with a Virtual
Destrtictor and a Child
Class” without a Virtual
Destructor

A parent class has a virtual destructor method, but the parent
has a child class that does not have a virtual destrugtor.

Initialization with Hard-
Coded Network Resource

The software initializes data using hard-coded valugs that act
as network resource identifiers.

Lonriguration Data

Missing Serialization
Control Element

The software contains a serializable data element that does
not have an associated serialization method.

Serializable Data Element
Containing Non-
Serializable Item Elements

The software contains a serializable, storable data element
such as a field or member, but the data element contains
member elements that are not serializable.

© ISO/IEC 2021 - All rights reserved
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Descriptor

Floating Point Comparison
with Incorrect Operator

The code performs a comparison such as an equality test

Weakness description

between two float (floating point) values, but it uses
comparison operators that do not account for the possibility
of loss of precision. Numeric calculation using floating point
values can generate imprecise results because of rounding
errors. As a result, two different calculations might generate
numbers that are mathematically equal, but have slightly

diffarant lmt representations that da Rrot tranclatatatha oo

different epresentations-thatde-nettranslate-to-thesame

mathematically equal values. As a result, an equality test|or
other comparison might produce unexpected results! (fan
example in JAVA, is the use of ‘= =’ or ‘| =’) instead, 'of being
checked for precision.

Parent Class without
Virtual Destructor Method

A parent class contains one or more child classes, but the
parent class does not have a virtual destrtictor method.

Class Instance Self
Destruction Control
Element

The code contains a class instance that calls the method |or
function to delete or destroy itself. (an example of a sglf-
destruction in C++ is 'delete this')

Data Access from Outside
Designated Data Manager
Component

The software is intended to manage data access through a
particular data manager component such as a relational or
non-SQL databasg, but it contains code that performs data
access operations without using that component. Notes:

1) The dedicated data access component can be either client-
side or server-side, which means that data access
components can be developed using non-SQL language.
2)Jfthere is no dedicated data access component, every ddta
access is a violation.
3) For some embedded software that requires access to data
from anywhere, the whole software is defined as a data
access component. This condition must be identified as ingut
to the analysis.

Class with ¥Yirtaal Method
without airtual
Destructor

A class contains a virtual method, but the method does not
have an associated virtual destructor.

Synchronous Access of
Remote Resource without
‘ Timeout

The code has a synchronous call to a remote resource, hut
 there isno timeoutfor the callorthe timeoutis setto-infinite.

Data Element containing
Pointer Item without
Proper Copy Control
Element

The code contains a data element with a pointer that does not
have an associated copy or constructor method.
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6.7 Automated Source Code Security Measure Element Descriptions

The quality measure elements (weaknesses violating software quality rules) that compose the CISQ
Automated Source Code Security Measure are presented in Table 4. This measure contains 36 parent
weaknesses and 37 contributing weaknesses (children in the CWE) that represent variants of these
weaknesses. The CWE numbers for contributing weaknesses are presented in lighter gray cells
immediately below the parent weakness whose CWE number is in a darker gray cell. Security contains
73 Quality Measure Elements.

CWE #

Descriptor

Weakness description

The software uses external input to construct a pathname
C that is intended to identify a file or directory thatlis located
Improper Limitation of a : .
. underneath a restricted parent directory, but th¢ software
Pathname to a Restricted . : s
. . .~ | does not properly neutralizespecial elements within the
Directory (‘'Path Traversal')
pathname that can cause(the pathname to redolve to a
location that is outside efthe restricted directory.
The software useséexternal input to construct a pathname
CWE-23 Relative Path Traversal that should be w¥th1n arestricted dlrec"t'oEy, but ik does not
properly neutralize sequences such as ".." that can resolve
to a locationthat is outside of that directory.
The software uses external input to construct a pathname
thatshould be within a restricted directory, but it does not
CWE-36 Absolute Path Traversal properly neutralize absolute path sequences| such as
"/abs/path" that can resolve to a location that is putside of
that directory.
s The software constructs all or part of a command using
Improper Neutralization of . .
: : externally-influenced input from an upstream cdmponent,
Special Elements used in a . . . . .
e R — but it does not neutralize or incorrectly neutralizes special
et elements that could modify the intended command when it
J is sent to a downstream component.
- The software constructs all or part of an OS commjand using
Improper Neutralization of . .
: . externally-influenced input from an upstream cdmponent,
Special Elements used in an . . . . .
CWE-78 Q . but it does not neutralize or incorrectly neutralizes special
% 0S Command ('0S : .
N elements that could modify the intended OS pommand
&?‘ Command Injection') o
S when it is sent to a downstream component.

CWE-88

Argument Injection or
Modification

The software does not sufficiently delimit the arguments
being passed to a component in another control sphere,

allowing alternate arguments to be provided, |
potentially security-relevant changes.

eading to
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Descriptor

The software does not neutralize or incorrectly neutralizes

Weakness description

user-controllable input before it is placed in output that is
used as a web page that is served to other users.
Cross-site scripting (XSS) vulnerabilities occur when:

1. Untrusted data enters a web application, typically from
aweb request

Improper Neutralization of
Input During Web Page
Generation ('Cross-site
Scripting")

2. The web application dynamically generates a web/pdge
that contains this untrusted data.

3.During page generation, the application does not prevent
the data from containing content that(s, executable by a
web browser, such as JavaScriptFTML tags, HTML
attributes, mouse events, Flash, ActiveX, etc.

4. A victim visits the generatéd web page through a web
browser, which contains malicious script that was injected
using the untrusted data.

5. Since the scripticomes from a web page that was sent by
the web serverpthe victim's web browser executes the
malicious scriptin the context of the web server's domajn.

6. Thiseffectively violates the intention of the wleb
browser's same-origin policy, which states that scripts|in
onée.domain should not be able to access resources or run
code in a different domain.

Improper Neutralizdtionh of
Special Elements uséd in an
SQL Commangd (‘SQL
Injection')

The software constructs all or part of an SQL commapnd
using externally-influenced input from an upstream
component, but it does not neutralize or incorrectly
neutralizes special elements that could modify the
intended SQL command when it is sent to a downstream
component.

SQL Injection: Hibernate

Using Hibernate to execute a dynamic SQL statement byilt
with user-controlled input can allow an attacker to modify
the statement's meaning or to execute arbitrary SQL
commands.

Improper Neutralization of
Special Elements used in an
LDAP Query ('LDAP
Injection')

The software constructs all or part of an LDAP query using
externally-influenced input from an upstream component,
but it does not neutralize or incorrectly neutralizes special
elements that could modify the intended LDAP query when
it is sent to a downstream component.

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=026cdc0cb4b25d9a1b932f41676cf705

Descriptor

XML Injection (aka Blind
XPath Injection)

The software does not properly neutralize special

ISO/IEC 5055:2021(E)

Weakness description

elements that are used in XML, allowing attackers to
modify the syntax, content, or commands of the XML before
it is processed by an end system.

Improper Control of
Resource Identifiers

The software receives input from an upstream component,
but it does not restrict or incorrectly restricts the input

(‘Resource injection’)

heaforaiticuncad-ac anidentificrfora racarrca {-]nqt ma be
Berere-teisuSeaasataehtertofFafresodfree—+tn y

outside the intended sphere of control.

Improper Restriction of
Operations  within  the
Bounds of a Memory Buffer

The software performs operations on amemory buffer, but
it can read from or write to a memory locatipn that is
outside of the intended boundary 6fthe buffer.

. The program copies an input.buffer to an output buffer
Buffer Copy without . o ) . .
. . without verifying that the‘size of the input buffer is less
CWE-120 Checking Size of Input : .
. . ~ |than the size of the coutput buffer, leading tq a buffer
('Classic Buffer Overflow")
overflow.
Write-what-where Any condition<where the attacker can write an|arbitrary
CWE-123 - value to an atbitrary location, often as the result pf a buffer
condition
overflow,
CWE-125 Out-of-bounds Read The. sqftware re.ads data past the end, or before the
beginning, of the intended buffer.
Improper Handling of The software parses a formatted message or structure, but
CWE-130 Length Parameter it does not handle or incorrectly handles a lengtH field that
Inconsistency is inconsistent with the actual length of the associated data.
The software reads or writes to a buffer using an index or
pointer that references a memory location prjor to the
A e ey Losion begmmng _of _ the t.)uffer. This typically occur; when a
CWE-786 pointer or its index is decremented to a position before the
Before Start of Buffer . . . ; .
buffer, when pointer arithmetic results in a positjon before
the beginning of the valid memory location, or when a
negative index is used.
The software writes data past the end, or before the
beginning, of the intended buffer. The software may modify
CWE-787 Out-of-bounds Write an Index or perform pointer arithmetic that references a
memory location that is outside of the boundaries of the
buffer.
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CWE # Descriptor Weakness description

CWE-788

Access of Memory Location
After End of Buffer

The software reads or writes to a buffer using an index or
pointer that references a memory location after the end of
the buffer. This typically occurs when a pointer or its index
is decremented to a position before the buffer; when
pointer arithmetic results in a position before the buffer;
or when a negative index is used, which generates a
position before the buffer.

CWE-805

Buffer Access with Incorrect
Length Value

The software uses a sequential operation to read orwrijte
a buffer, but it uses an incorrect length value that.¢auses it
to access memory that is outside of the bounds of the
buffer.

CWE-822

Untrusted Pointer
Dereference

The program obtains a value from an\untrusted sourge,
converts this value to a pointer, and” dereferences the
resulting pointer. There are several variants of this
weakness, including but not.-necessarily limited to:
The untrusted value is directly invoked as a function call.
EREIn OS kernels or drivers where there is a boundgry
between "userland" @nd’ privileged memory spaces, fan
untrusted pointer might enter through an API or syst¢m
call (see CWE*781 for one such examplg).
Inadvertently“accepting the value from an untrusted
control sphere'when it did not have to be accepted as input
at all. This might occur when the code was originally
developed to be run by a single user in a non-networked
environment, and the code is then ported to or otherwise
exposed to a networked environment.

CWE-823

Use of Qutyot-range Pointer
Offset

pointer, but it uses an offset that can point outside of the
intended range of valid memory locations for the resulting
pointer.
While a pointer can contain a reference to any arbitrdry
memory location, a program typically only intends to yse
the pointer to access limited portions of memory, such|as
contiguous memory used to access an individual array.
Programs may use offsets to access fields or suyb-
elements stored within structured data. The offset might
be out-of-range if it comes from an untrusted source, is tlhe

The program performs pointer arithmetic on a vz:llid

14 £ 3 4 ] 1o 1. f
ICouUlIt Ul dIil IIILUITCTUL Laltulativull, Ul uUtlUuls btlLaustT (0]

another error.

CWE-824

Access of Uninitialized
Pointer

The program accesses or uses a pointer that has not been
initialized. If the pointer contains an uninitialized value,
then the value might not point to a valid memory location.

CWE-825

Expired Pointer
Dereference

The program dereferences a pointer that contains a
location for memory that was previously valid, but is no
longer valid.

26
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Descriptor

Improper Validation of
Array Index

ISO/IEC 5055

Weakness description

The product uses untrusted input when calculating or
using an array index, but the product does not validate or
incorrectly validates the index to ensure the index

references a valid position within the array.

:2021(E)

Use of Externally
Controlled Format String

The software uses a function that accepts a forma

an argument, but the format string originates from an

avtarnal catinan
exteriar-Sedfree:

tstring as

The software does not check the return value from a
Unchecked Return Value method or function, which can prevent.itfrom|detecting
unexpected states and conditions.
Improper Resource The program does not release‘or incorrectly releases a
Shutdown or Release resource before it is made availdble for re-use.
i\ﬁ%gfegfe{feﬁgsﬁeﬁovin The software does alot sufficiently track anf release
CWE-401 y . & |allocated memoryafter it has been used, whirh slowly
Last Reference (‘Memory Ve
\ consumes remgaining memory.
Leak")
.. The software does not release a resource after ity effective
Missing Release of Resource]| ... . . .
CWE-772 . e lifetime “has ended, i.e., after the resource is ho longer
after Effective Lifetime
needed.
The software does not release a file descriptor pr handle
after its effective lifetime has ended, i.e., aftgr the file
Missing Release of B3 descr1ptor/handle is no longer needed. Wher} a file
. descriptor or handle is not released after use (typically by
CWE-775 Descriptor or Handlé after . o . .
Effective Lifetime explicitly closing it), attackers can cause a denial fof service
by consuming all available file descriptors/hgandles, or
otherwise preventing other system procesges from
obtaining their own file descriptors/handles.
The product does not sufficiently protect all possjible paths
. that a user can take to access restricted functipnality or
Improper Protection of . .
resources. When data storage relies on a DBMS, special
Alternate Path .
care shall be given to secure all data accesses and ensure

data integrity.

Unrestricted Upload of File
with Dangerous Type

The software allows the upload or transter files of
dangerous types that can be automatically processed

within the product's environment.

Use of Obsolete Function

The code uses deprecated or obsolete functions, which
suggests that the code has not been actively reviewed or

maintained.
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Use of Incorrect Operator

CWE # Descriptor

Weakness description

The programmer accidentally uses the wrong operator,

which changes the application logic in security-relevant
ways.

Deserialization of Untrusted
Data

The application deserializes untrusted data without
sufficiently verifying that the resulting data will be valid.

Expression is Always False

The software comtains —am expression that witt—atways
evaluate to false.

Expression Is Always True

The software contains an expression that, will” alwgys
evaluate to true.

Unchecked Input for Loop
Condition

The product does not properly checkinputs that are used
for loop conditions, potentially leading to a denial |of
service because of excessive looping.

Improper Restriction of
XML External Entity
Reference ('XXE')

The software processes an. XML document that can contgin
XML entities with URIs that resolve to documents outside
of the intended sphere’of control, causing the product|to
embed incorrect documents into its output.

Improper Neutralization of
Data within XPath
Expressions ('XPath
Injection')

The softwareses external input to dynamically constrict
an XPath expression used to retrieve data from an XML
database,“but it does not neutralize or incorrectly
neutralizes that input. This allows an attacker to control
the structure of the query.

CWE-652 Improper

The software uses external input to dynamically constriict

Neutralization of Data
within XQuery Expressions
('XQuery Injection’)

a XQuery expression used to retrieve data from an X]
database, but it does not neutralize or incorrec
neutralizes that input. This allows an attacker to cont

VL

tly
ol

the structure of the query.

ImproperInitialization

The software does not initialize or incorrectly initializef a
resource, which might leave the resource in an unexpected
state when it is accessed or used.

Missing Initialization of a
Variable

The software does not initialize critical variables, which
causes the execution environment to use unexpectied

values.

CWE-457

28

Use of uninitialized variable

The software uses a variable that has not been initialized
leading to unpredictable or unintended results.

Improper Synchronization

The software attempts to use a shared resource in an
exclusive manner, but does not prevent or incorrectly
prevents use of the resource by another thread or process.
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CWE # Descriptor Weakness description
If two threads of execution use a resource simultaneously,
Race Condition within a there exists the possibility that resources may be used
CWE-366 S o : .
Thread while invalid, in turn making the state of execution
undefined.
se of Singleton Pattern . .
u . & ... . | The software uses the singleton pattern when creating a
CWE-543 Without Synchronization in .y . :
A eiel e oy resource within a multithreaded environment.
d IVIUILILUIIT CTAUTU UWUIILCTALU
Unsynchronized Access to |The product does not properly synchronize shared data,
CWE-567 Shared Datain a such as static variables across threadsswhich can lead to
Multithreaded Context undefined behavior and unpredictabl€'data changes.
The software does not properly acquire a Ipck on a
. resource, or it does not properly release a lock on a
CWE-667 Improper Locking . property
resource, leading to unexpected resource stat¢ changes
and behaviors.
The software utiliZes a shared resource in a cpncurrent
CWE-820 Missing Synchronization manner but does not attempt to synchronize acdess to the
resource.
The software utilizes a shared resource in a cpncurrent
CWE-821 Incorrect Synchronization |manner, but it does not correctly synchronize acgess to the
resource.

Operation on a Resourece
after Expiration or Release

The software uses, accesses, or otherwise operjates on a
resource after that resource has been expired, released, or
revoked.

Double Free

The product calls free() twice on the same| memory
address, potentially leading to modification of unexpected
memory locations.

Use)After Free

Referencing memory after it has been freed can cause a
program to crash, use unexpected values, or exegute code.

When converting from one data type to anothelr, such as
long to integer, data can be omitted or translated in a way
that produces unexpected values. If the resulting yalues are

Incorrect Conversion
between Numeric Types

UsSed in a Sensitive Context, then dangerous benaviors may
occur. For instance, if the software declares a variable,
field, member, etc. with a numeric type, and then updates
it with a value from a second numeric type that is
incompatible with the first numeric type.
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CWE-194

Unexpected Sign Extension

CWE # Descriptor Weakness description

The software performs an operation on a number that
causes it to be sign-extended when it is transformed into a
larger data type. When the original number is negative, this
can produce unexpected values that lead to resultant
weaknesses.

The software uses a signed primitive and performs a cast

0 An  sincignn nrimitiva wihich ~ayn Ay ~n an
to—a—HhSighea—pritve,—wiHen—€eah—proeauce

CWE-195

CSiognad ta llncignad
DTS EaTtO—oSTEHca

Conversion Error

unexpected value if the value of the signed primitjve
cannot be represented using an unsigned primitiye.

CWE-196

Unsigned to Signed
Conversion Error

The software uses an unsigned primitive and)performs a
cast to a signed primitive, which can~produce fan
unexpected value if the value of the unsigned primitjve
cannot be represented using a signed\primitive.

CWE-197

Numeric Truncation Error

Truncation errors occur when.-a primitive is cast tg a
primitive of a smaller size and data is lost in the conversiopn.
When a primitive is cast.to a smaller primitive, the high
order bits of the large value are lost in the conversipn,
potentially resultingnin an unexpected value that is not
equal to the original value. This value may be required|as
an index into abuffer, a loop iterator, or simply necessdry
state data. In any case, the value cannot be trusted and the
system will be in an undefined state. While this methppd
may be employed viably to isolate the low bits of a valye,
this*usage is rare, and truncation usually implies that an
implementation error has occurred.

Incorrect Calculation

The software performs a calculation that generates
incorrect or unintended results that are later used [in
security-critical decisions or resource management.

Incorrect Calculation of

The software does not correctly calculate the size to |be

CWE-131 : used when allocating a buffer, which could lead to a buffer
Buffer Size
overflow.
CWE-369 Divide by Zero The product divides a value by zero.

Incorrect Permission
Assignment for Critical
Resource

The software specifies permissions for a security-critical
resource in a way that allows that resource to be read or
modified by unintended actors.

Insufficient Logging

When a security-critical event occurs, the software either
does not record the event or omits important details about
the event when logging it.
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Operator Precedence Logic

Error
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Weakness description

The program uses an expression in which operator

precedence causes incorrect logic to be used. While often
just a bug, operator precedence logic errors can have
serious consequences if they are used in security-critical
code, such as making an authentication decision.

The product allocates memory based on an untrusted size

Uncontrolled Memory

Manager Component

Allocation vatue;, butitdoes not-vatidateor-incorrectlyvatidates the
size, allowing arbitrary amounts of memory to,belallocated.
The software contains hard-coded credentials, [such as a
Use of Hard-coded password or cryptographic key, which-it uses for its own
Credentials inbound authentication, outbound communifation to
external components, or encryptien of internal data.
The software contains a“hard-coded password| which it
Use of Hard-coded . : .
Password uses for its own inbound authentication or for putbound
communication to external components.
The use of a hard-coded cryptographic key significantl
Use of Hard-coded . e yptograp y Slg y
CWE-321 . increases  the" possibility that encrypted datd may be
Cryptographic Key
recovered.
Loop with Unreachable Exit| Thetprogram contains an iteration or loop with an exit
Condition ('Infinite Loop') |condition that cannot be reached, i.e., an infinite |oop.
o The software constructs all or part of an expression
Improper Neutralization of . .
: S language (EL) statement in a Java Server Page (JSP) using
Special Elements used in an . .

. externally-influenced input from an upstream cdmponent,
Expression Language : . . : .
Statement ('ERDression but it does not neutralize or incorrectly neutralizes special

A" e elements that could modify the intended EL statement
Language Injection') o s
before it is executed.
The software uses a dedicated, central data manager
component as required by design, but it containg code
that performs data-access operations that do nof use this
data manager. Notes:
BRI The dedicated data access component can be either
Data Access Operations client-side or server-side, which means that dataaccess
Outside of Expected Data—components tamr be developedusing monmr=SQ - tariguage.

RIARAISf there is no dedicated data access component, every

data access is a weakness.

BIRIEFor some embedded software that requires access to
data from anywhere, the whole software is defined as a
data access component. This condition must be identified

as input to the analysis.
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6.8Introduction to the Specification of Quality Measure Elements

Clauses 7, 8, and 9 display in human readable format the content of the machine readable XMI format file
attached to this specification. The content of the machine readable XMI format file represents the Quality

Measure El

Me

ements with the following conventions:

tamodel (KDM).

6.9 Knowledge Discovery Metamodel (KDM)

This specification uses the Knowledge Discovery Metamodel (KDM) to represent the-parsed entif
whose relationships create a weakness pattern. This specification uses KDM entities inthe ‘KDM outli
section of the pattern definitions to represent the code elements whose presence er@bsence indicateg
occurrence of the weakness. Descriptions try to remain as generic, yet as accurate as possible, so that

pattern c
languages

1. Th

idg

Th
teq

Detection
specificati
and consu
applicatio
Micro-KD]
by providi
action as a
of the mac
the existin
this clause

Structural elements included in a weakness pattern are represented in the Knowledge Discovery

Relations among the structural elements constituting a weakness pattern are represented in the
Software Patterns Metamodel Standard (SPMS) to compute measures at the weakness levek

ies
ne’
an

the

be applied to as many situations as possible: different technologi€s, different programmijing

etc. This means:

e descriptions include information such as (MethodUnit), (Reads), (ManagesResource), ..
ntify the KDM entities included in the pattern definition.

e descriptions only describe the salient aspects @f the pattern since the specifics can
hnology or language dependent.

Patterns presented in Clause 8 use micro-KDM to provide greater granularity to th
pn of weakness patterns. Additional semantic constraints are required to coordinate produc
mers of KDM models to use the KDM Rrogram Element layer for control- and data-flow analy
hs, as well as for providing more-precision for the Resource Layer and the Abstraction Lay
1 achieves this by constraining the granularity of the leaf action elements and their mean|
ng the set of micro-actions.with predefined semantics. Micro-KDM treats the original mad
container that owns certdinmicro-actions with predefined semantics. Thus, precise seman
ro-action is defined. Thus/micro-KDM constrains the patterns of how to map the statement
g system as determihed by the programming language into KDM. KDM is helpful for read
. However, for readets not familiar with KDM, Table 5 presents a primer

to

be

eir
ers
sis
rer.

ing

ro-
fics
5 of

ing
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Table 5 — Software elements translated into KDM wording

function, CallableUnit |MethodUnit id="cel"
method,
procedure,
stored
procedure, sub-
ropitine etc.
variable, field, StorableUnit |MemberUnit id="del"
mémber, etc.
clgss, interface [ClassUnit|InterfaceUnit id="cul"
deffinition and StorableUnit id="sul" type="cul"
use as a type, ClassUnit id="cu2"
usk as base class Extends "cul"
method ClassUnit id="cu2"
MethodUnit "mul"
fidld, member ClassUnit id="cu2"
MemberUnit "mul"
SQL stored DataModel
prpcedures RelationalSchema . .x
CallableUnit id="cul" kind="stored"
CallableUnit|MethodUmit id="cel" type="cel signature"
Signature "celysignature"
refurn code ParameterUnit id="pul" kind="return"
value definition |Value|StorabléUnit |MemberUnit id="del"
anrduse ActionElement)id="ael"
kind="Call|PtrCall|MethodCall|VirtualCall"
Calks "cel"
Reads "del"
. CalllableUnit |[MethodUnit id="cel" type="cel signature"
B IO Signature "cel signature" B
ParameterUnit id="pul" kind="exception"
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UIModel

UIField id="ufl"

ReadsUI "ufl"

UIAction id="ual" implementation="ael"

kind="input"

CodeModel

Writes "su2" \O

ActionElemen&.} ="ge3"

Flow §é4 "
O
RS,

Q@
StorableUnit id="sul" C)<O
StorableUnit id="su2" O\\Q/
s g6 gk ActionElement id="ael" kind="UI" *Eb
flow &
Writes "sul" QO
Flow "ae2" QQ
N
ActionElement id="ae2" \0
%]
Flow "ae3" @\‘9
Reads "sul" A\@

ActlonE@ﬂént id="ael"
%%\MCalls "ae2"
Ac?g?lElement id=

kind=

"UI"

"ae2"
execution| path Q
?"\ Flow|Calls "ae3"
é ActionElement id="ae3"
Flow|Calls "aed"
RDBMS DataModel
RelationalSchema

34
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ActionElement id="aeb" kind="Compound"
StorableUnit id="su3"
ActionElement id="ae6" kind="Assign"
Reads
Writes "su3"

Flows "ae7"
ActionElement id="ae7"

kind="LessThan|LessThanOrEqual|GreaterThan|GreaterThQnOrEqua
l"
for loop Reads "su3" (‘19
Reads "su2" <§3’
TrueFlow "ae8" Q§>
FalseFlow "ff1" (b
ActionElement id="ae8" kind=... Q/
\
ActionElement id="ae9" kind="In¢é;becr"
Addresses "loopVariable" &\
Flows "aeo"
ActionElement id="ff1" kiz@ﬁ"Nop"
ActionElement id="aeb" kindfféghpound"
BooleanType id="booleé§$§pe"
DataElement id="diésgstype="booleanType"
EntryFlow "tfl"A\Q
ActionElemenﬂS&d="tfl"
Acti }ement id ="aeo"
kind="G€9 terThan|GreaterThanOrEqual |LessThan|LessThapOrEqua
l"
wlile loop .
q§§) Reads "su2"
&
<5?~ Writes "del"
A:Sgs ActionElement id="ae7" kind="Condition"
QD Reads "del"

TrueFlow "tfl"
FalseFlow "ff1"

ActionElement id="ffl1"
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Value|StorableUnit |MemberUnit id="del"
ActionElement id="ael"
kind="Equals|NotEqualTo|GreaterThan|GreaterThanOrEqual|LessT
han|LessThanOrEqual"

Reads '"del"

checked

6.10 Software Patterns Metamodel Standard (SPMS)

This specification uses the Software Patterns Metamodel Standard (SPMS) to represent weaknesseg as
software patterns involving code elements and their relationships in source code. Invthe machjine
readable XMI format file attached to the current specification each weakness pattern isyrepresented in
SPMS Defipitions Classes as follows:

e PapternDefinition (SPMS:PatternDefinition): the pattern specification)describing a spedific
weakness and a specific detection pattern. In the context of this document, each Quality Measpire
El¢ment is the count of occurrences of the SPMS detection patterns detected in the source c¢de
for a specific weakness related to the Quality Characteristic beifiig measured.

¢ Role (SPMS:Role): “A pattern is informally defined as alset of relationships between a sef of
entities. Roles describe the set of entities within a pattern, between which relationships will be
defcribed. As such the Role is a required association-iva PatternDefinition...Semantically, a Role
is b 'slot' that is required to be fulfilled for an instance of its parent PatternDefinition to exjist.
Rales for weaknesses are abstractions, while the“roles for detection patterns can be linked back
to the code elements.

e  PdtternSection (SPMS:PatternSection):“A PatternSection is a free-form prose textual descriptjon
of|a portion of a PatternDefinition.*In the context of this document, there are 7 differgnt
PafternSections in use:

o “Descriptor” (“descriptor” in the XMI document) to provide pattern signature, a visiple
interface of the pattern.

o “Description”(“description” in XMI document) to provide a human readable explanation
of the measure.

o “KBM'Outline” (“kdm outline” in XMI document) to provide an illustration of the essenial
elements related to KDM, in a human readable outline.

00 “What to report” (“reporting” in XMI document) to provide the list of elements to report
to claim the finding of an occurrence of a detection pattern.

o “Reference” (“reference” in XMI document) to provide pointers to the weakness
description in the CWE repository.

o “Usage name” (“usage_name” in XMI document) to provide a more user-friendly name to

the weakness, generally the case when the weakness original name was too strongly
KDM-flavored for the general audience.
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MemberOf (SPMS:MemberOf): “An InterpatternRelationship specialized to indicate inclusion in a

Category”.

RelatedPattern (SPMS:RelatedPattern) with 4 different Natures (SPMS:Nature) (“DetectedBy”,

»nn

“Detecting”,” AggregatedBy”, and “Aggregating”): InterpatternRelationships used to

model the

relations between weaknesses and detection patterns, and between parent and child weaknesses.

Category (SPMS:Category): “A Category is a simple grouping element for gatheri

ng related

PatternDefinitions into clusters.” In the context of this document, the SPMS Categorig
to represent the 4 Quality Characteristics:

o “Reliability”

=}

“Security”
o “Performance Efficiency”

o “Maintainability”

6.11 Reading guide

For each numbered sub-clause in clause 7:

Sub-clause 7.x represents the Software Quality characteristic addressed by the
weakness patterns.

Sub-clause 7.x.y represents the SPMS modeling associated with a weakness pattern fo
weakness associated with the Seftware Quality characteristic.

Wedakness pattern sub-clauses are summarizing the various aspects related to a weakness:

(SPMS) usage name pattern section, if any
(SPMS) reference pattern section
(SPMS) roles

(SPMS)eontributing weaknesses and parent weakness, if any,

s are used

hssociated

" a specific

o useful for reporting of weakness pattern-level information, aggregated or detajled

(QDMQ) detection pnﬂ'nrnc with reference numbers toa subclauses in clause 8

o useful for reporting of detection pattern-level findings at the weakness level

o useful for counting the violations to the weakness, by summing the count of violations to

its detection patterns

For each numbered sub-clause in clause 8:

Sub-clause 8.x represents the SPMS modeling associated with a detection pattern
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Detection pattern sub-clauses are summarizing the various aspects related to a detection pattern:
L]

(SPMS) descriptor, description, KDM outline, reporting pattern sections,

o In description and reporting pattern sections, data between angle brackets (e.g.

<ControlElement>) identify SPMS roles

7 List of ASCQM Weaknesses

7.1 Weak

7.1.1 CV

Referend
https://cv

ness Category Maintainability
VE-407 Algorithmic Complexity

(S
Fe.mitre.org/data/definitions/407

Roles
- the <Corf

Detectio
8.2.132AS
8.2.117AS
8.2.134AS
8.2.133AS

7.1.2 CV

Referend
https://cv

trolFlow>

n Patterns

CQM Ban Switch in Switch Statement

CQM Limit Algorithmic Complexity via Cyclomatic Complexity Value
CQM Limit Algorithmic Complexity via Essential Complexity Value

CQM Limit Algorithmic Complexity via Module Design Complexity Value

VE-478 Missing Default Case in Switch-Statement

e
Fe.mitre.org/data/definitions/478

Roles
- the <Sw

Detectio
8.2.135AS

tchStatement>

n Patterns
CQM Use Default Case in Switch Statement

713 W

pakness CWE-480 Use of Incorrect Operator

Reference

https://cwe.mitre.org/data/definitions /480

Roles
- the <Ope

38
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Detection Patterns

8.2.24 ASCQM Ban Assignment Operation Inside Logic Blocks
8.2.25 ASCQM Ban Comparison Expression Outside Logic Blocks
8.2.23 ASCQM Ban Incorrect Object Comparison

8.2.26 ASCQM Ban Incorrect String Comparison

8.2.27 ASCQM Ban Logical Operation with a Constant Operand

7.1.4 CWE-484 Omitted Break Statement in Switch

ISO/IEC 5055:2021(E)

Refference
https://cwe.mitre.org/data/definitions /484

Rolles

- the <SwitchStatement>

Detection Patterns
8.2l64 ASCQM Use Break in Switch Statement

7.1.5 CWE-561 Dead Code

Refference
https://cwe.mitre.org/data/definitions /561

Roles
- the <DeadCode>

Detection Patterns

8.21131 ASCQM Ban Exception Definition without Ever Throwing It
8.21130 ASCQM Ban Logical Dead Code

8.21125ASCQM Ban Unreferenced Dead Code

7.1.6 CWE-570 Expression is Always False

Refference
https://cwemiitre.org/data/definitions /570

Rdlles
- thé<BooleanExpression>

Detection Patterns

8.2.79 ASCQM Check Boolean Variables are Updated in Different Conditional Branches before Use

7.1.7 CWE-571 Expression is Always True

Reference
https://cwe.mitre.org/data/definitions /571
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Roles
- the <BooleanExpression>

Detection Patterns
8.2.79 ASCQM Check Boolean Variables are Updated in Different Conditional Branches before Use

7.1.8 CWE-783 Operator Precedence Logic Error

Referende
https://cwe.mitre.org/data/definitions/783

Roles
- the <Formula>

Detection Patterns

8.2.82 ASCQM Ban Incorrect Joint Comparison

8.2.81 ASCQM Ban Not Operator On Non-Boolean Operand Of Comparison Operation
8.2.80 ASICQM Ban Not Operator On Operand Of Bitwise Operation

7.1.9 CWE-1075 Unconditional Control Flow Transfer Outside of Switch Block

Usage name
Control transferred outside switch statement

Referende
https://cwe.mitre.org/data/definitions /1075

Roles
- the <SwitchBlock>
- the <ControlFlowTransfer>

Detection Patterns
8.2.122 ASCQM Ban Control Flow Transfer

7.1.10 CWE-1121-Excessive McCabe Cyclomatic Complexity Value

Usage name
Excessive Cyclomatic Complexity

Reference
https://cwe.mitre.org/data/definitions/1121

Roles
- the <Operation>
- the <ControlFlow>
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Detection Patterns
8.2.117 ASCQM Limit Algorithmic Complexity via Cyclomatic Complexity Value

7.1.11 CWE-1054 Invocation of a Control Element at an Unnecessarily Deep Horizontal Layer
(Layer-skipping Call)

Usage name
Layer-skipping calls

Refference
https://cwe.mitre.org/data/definitions /1054

Rdlles

- the <Layer1>
- the <Layer2>
- the <Call>

Detection Patterns
8.2l44 ASCQM Ban Unintended Paths

7.1.12 CWE-1064 Invokable Control Element with'Signature Containing an
Ex¢essive Number of Parameters

Uspge name
Exicessive parameterization

Refference
https://cwe.mitre.org/data/definitions /1064

Roles
- the <OperationSignature>

Detection Patterns
8.21124 ASCQM Limmit Number of Parameters

7.1.13 'CWE-1084 Invokable Control Element with Excessive File or Data Access Operatjons

Usage name
Control element with excessive data operations

Reference
https://cwe.mitre.org/data/definitions/1084

Roles
- the <Operation>
- the <DataAccesses>
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Detection Patterns
8.2.118 ASCQM Limit Number of Data Access

7.1.14 CWE-1051 Initialization with Hard-Coded Network Resource Configuration Data

Usage name
Hard-coded network resource information

Referende
https://cwe.mitre.org/data/definitions /1051

Roles
- the <NetjworkResourceAccess>
- the <HafdCodedValue>

Detection Patterns
8.2.43 A$CQM Ban Hard-Coded Literals used to Connect to Resource

7.1.15 CWE-1090 Method Containing Access of a Member Element from Another Class

Usage name
Cross elemnent data access

Referende
https://cwe.mitre.org/data/definitions/1090

Roles
- the <Clags1>
- the <Clags2>
- the <Reference>

Detection Patterns
8.2.121 ASCQM Ban Usage-0f’'Data Elements from Other Classes

7.1.16 CWE-1074 Class with Excessively Deep Inheritance

Usage name
Excessive inheritance levels

Reference
https://cwe.mitre.org/data/definitions/1074

Roles
the <ClassInheritenceTree>
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Detection Patterns
8.2.120 ASCQM Ban Excessive Number of Inheritance Levels

7.1.17 CWE-1086 Class with Excessive Number of Child Classes

Usage name
Excessive child classes

Refference
https://cwe.mitre.org/data/definitions /1086

Rolles
- the <Class>
- the <Children>

Detection Patterns
8.2.119 ASCQM Ban Excessive Number of Children

7.1.18 CWE-1041 Use of Redundant Code (Copy-Paste)

Uspge name
El¢ment redundancy

Refference
https://cwe.mitre.org/data/definitions /1041

Roles

- the <Operation1>

- the <Operation2>

- the <SimilarCodeElements>

Detection Patterns
8.21116 ASCQM LimitVolume of Similar Code

7.1.19; CWE-1055 Multiple Inheritance from Concrete Classes

Usage name
Excessive inheritance from concrete classes

Reference
https://cwe.mitre.org/data/definitions/1055

Roles
- the <ClassInheritanceDeclaration>
- the <ConcreteClasses>

© ISO/IEC 2021 - All rights reserved 43


https://cwe.mitre.org/data/definitions/1086
https://cwe.mitre.org/data/definitions/1041
https://cwe.mitre.org/data/definitions/1055
https://standardsiso.com/api/?name=026cdc0cb4b25d9a1b932f41676cf705

ISO/IEC 5055:2021(E)

Detection Patterns
8.2.126 ASCQM Ban Excessive Number of Concrete Implementations to Inherit From

7.1.20 CWE-1045 Parent Class with a Virtual Destructor and a Child Class without a Virtual

Destructo

Usage na
Child class

r

me
missing virtual destructor

Referend
https://cv

e
e.mitre.org/data/definitions/1045

Roles
- the <Par
- the <Par
- the <Chi

Detectio
8.2.35 AS

7.1.21 CV

Usage na
Hard-code

Referend
https://cv

entClass>
entClassVirtualDestructor>
dClass>

h Patterns
CQM Implement Virtual Destructor for Classes Derived from‘Class with Virtual Destructor

VE-1052 Excessive Use of Hard-Coded Literals in‘Initialization

me
d literals

e
e.mitre.org/data/definitions /1052

Roles

- the <Initfialization>

- the <Hai

Detectio
8.2.129AS

7.1.22 CV

dCodedValue>

n Patterns
CQM Ban Hard=>Coded Literals used to Initialize Variables

VE-1048 Invokable Control Element with Large Number of Outward Calls (Excessive

Coupling

rEan-ao1t)
ran-oucy

Usage name

Excessive

references

Reference
https://cwe.mitre.org/data/definitions/1048

Roles

- the <Operation>
- the <OutwardCalls>

44
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Detection Patterns
8.2.127 ASCQM Limit Number of Outward Calls

7.1.23 CWE-1095 Loop Condition Value Update within the Loop

Usage name
Condition value update within loop

Refference
https://cwe.mitre.org/data/definitions /1095

Roles
- the <LoopCondition>
- the <LoopValueUpdate>

Detection Patterns
8.21123 ASCQM Ban Loop Value Update within Incremental and Decrémental Loop

7.1.24 CWE-1085 Invokable Control Element with Excessive Volume of
Commented-out Code

Uspge name
Exicessive commented-out code

Refference
htips://cwe.mitre.org/data/definitions /1085

Roles
- the <CommentedOutCode>

Detection Patterns
8.21114 ASCQM Limit.Volume of Commented-Out Code

7.1.25 CWE-1047 Modules with Circular Dependencies

Uspge name
Circutar dependercies

Reference
https://cwe.mitre.org/data/definitions/1047

Roles
- the <ModuleDependencyCycles>

Detection Patterns
8.2.113 ASCQM Ban Circular Dependencies between Modules
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7.1.26 CWE-1080 Source Code File with Excessive Number of Lines of Code

Usage name
Excessively large file

Reference
https://cwe.mitre.org/data/definitions/1080

Roles
- the <Op¢ration>
- the <SoyrceCode>

Detection Patterns
8.2.115ASCQM Limit Size of Operations Code

7.1.27 CWE-1062 Parent Class Element with References to Child Class

Usage name
Parent claps referencing child class

Referende
https://cwe.mitre.org/data/definitions/1062

Roles
- the <ParentClass>
- the <ChildClass>
- the <Reference>

Detection Patterns
8.2.112 ASCQM Ban Conversion References to Child Class

7.1.28 CWE-1087 Class-with Virtual Method without a Virtual Destructor

Usage name
Class with|virtual method missing destructor

Reference
https://cwe.mitre.org/data/definitions/1087

Roles
- the <Class>
- the <VirtualMethod>

Detection Patterns
8.2.38 ASCQM Implement Virtual Destructor for Classes with Virtual Methods
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7.1.29 CWE-1079 Parent Class without Virtual Destructor Method

Usage name
Parent class missing virtual destructor

Reference
https://cwe.mitre.org/data/definitions /1079

Roles

- the Df)vnnfr‘lqoc

Detection Patterns
8.2136 ASCQM Implement Virtual Destructor for Parent Classes

7.1.30 Maintainability Detection Patterns

o Crrtoooy

ASCQM Ban Assignment Operation Inside Logic Blocks
ASCQM Ban Circular Dependencies between Modules
ASCQM Ban Comparison Expression Outside Logic Blocks

ASCQM Ban Control Flow Transfer

ASCQM Ban Conversion References to Child Class

ASCQM Ban Exception Definition without Ever' Throwing It

ASCQM Ban Excessive Number of Children

ASCQM Ban Excessive Number of Concrete Implementations to Inherit From
ASCQM Ban Excessive Number of Inheritance Levels

ASCQM Ban Hard-Coded Literalsused to Connect to Resource

ASCQM Ban Hard-Coded Literals used to Initialize Variables

ASCQM Ban Incorrect Joint Comparison

ASCQM Ban Incorrect Object Comparison

ASCQM Ban IncorreetString Comparison

ASCQM Ban Logical Dead Code

ASCQM Ban Logical Operation with a Constant Operand

ASCQM Ban Lgop Value Update within Incremental and Decremental Loop
ASCQM Ban’Not Operator On Non-Boolean Operand Of Comparison Operation
ASCQM Ban Not Operator On Operand Of Bitwise Operation

ASCQM-Ban Switch in Switch Statement

ASCQM Ban Unintended Paths

ASCQM Ban Unreferenced Dead Code

ASCQM Ban Usage of Data Elements from Other Classes

v ate ore Use
ASCQM Implement Vlrtual Destructor for Classes Derived from Class w1th V1rtual Destructor
ASCQM Implement Virtual Destructor for Classes with Virtual Methods

ASCQM Implement Virtual Destructor for Parent Classes

ASCQM Limit Algorithmic Complexity via Cyclomatic Complexity Value

ASCQM Limit Algorithmic Complexity via Essential Complexity Value

ASCQM Limit Algorithmic Complexity via Module Design Complexity Value

ASCQM Limit Number of Data Access

ASCQM Limit Number of Outward Calls

ASCQM Limit Number of Parameters

ASCQM Limit Size of Operations Code
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8.2.114 ASCQM Limit Volume of Commented-Out Code
8.2.116 ASCQM Limit Volume of Similar Code

8.2.64 ASCQM Use Break in Switch Statement
8.2.135 ASCQM Use Default Case in Switch Statement

7.2Weakness Category Performance Efficiency

7.2.1 CWE-401 Improper Release of Memory Before Removing Last Reference (‘'Memory Leak')

Referende
https://cwe.mitre.org/data/definitions /401

Roles
- the <MemoryAllocation>

Parent weaknesses
CWE-404 [mproper Resource Shutdown or Release

Detection Patterns

8.2.29 APCQM Ban Comma Operator from Delete Statement

8.2.32 APCQM Implement Required Operations for Manual Resource' Management
8.2.34 APCQM Release Memory After Use

8.2.31 APCQM Release Memory after Use with Correct Operation

8.2.33 APCQM Release Platform Resource after Use

8.2.30 APCQM Release in Destructor Memory Allocated:in Constructor

7.2.2 Weakness CWE-404 Improper Resource Shutdown or Release

Referende
https://cwe.mitre.org/data/definitionsy404

Roles
- the <RedourceAllocation>

Contributing weaknesses

CWE-401 [mproper Reléase of Memory Before Removing Last Reference ('Memory Leak')
CWE-772 Missing Release of Resource after Effective Lifetime

CWE-775 MissingRelease of File Descriptor or Handle after Effective Lifetime

Detection Patterns

8.2.29 ASCQM Ban Comma Operator from Delete Statement

8.2.35 ASCQM Implement Virtual Destructor for Classes Derived from Class with Virtual Destructor
8.2.38 ASCQM Implement Virtual Destructor for Classes with Virtual Methods

8.2.36 ASCQM Implement Virtual Destructor for Parent Classes

8.2.37 ASCQM Release File Resource after Use in Operation

8.2.33 ASCQM Release Platform Resource after Use

8.2.30 ASCQM Release in Destructor Memory Allocated in Constructor
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7.2.3 CWE-424 Improper Protection of Alternate Path

Reference
https://cwe.mitre.org/data/definitions /424

Roles
- the <AlternatePath>

Detection Patterns
8.2:44—ASCQM Ban-Unintended-Paths

7.2.4 CWE-772 Missing Release of Resource after Effective Lifetime

Refference
https://cwe.mitre.org/data/definitions /772

Rolles

- the <ResourceAllocation>

Parent weaknesses
CWE-404 Improper Resource Shutdown or Release

Detection Patterns

8.2137 ASCQM Release File Resource after Use in\Operation

8.2.133 ASCQM Release Platform Resource aftér’Use

8.2130 ASCQM Release in Destructor Memory Allocated in Constructor

7.4.5 CWE-775 Missing Release'of File Descriptor or Handle after Effective Lifetime

Refference
https://cwe.mitre.org/data/definitions /775

Rdlles
- the <FileDescriptorOrHandleAllocation>

Parent weaknesses
Wdakness:GWE-775 Missing Release of File Descriptor or Handle after Effective Lifetime

Detection Patterns
8.2.63 ASCQM Release File Resource after Use in Class
8.2.37 ASCQM Release File Resource after Use in Operation

7.2.6 CWE-1073 Non-SQL Invokable Control Element with Excessive Number of Data Resource
Access

Usage name
Excessive data queries in client-side code
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Reference
https://cwe.mitre.org/data/definitions /1073

Roles
- the <NonSQLOperation>
- the <DataAccesses>

Detection Patterns
8.2.109 ASCQM Ban Excessive Number of Data Resource Access from non-SQL Code

7.2.7 CWE-1057 Data Access Operations Outside of Designated Data Manager Componerit

Usage name
Circumventing data access routines

Referende
https://cwe.mitre.org/data/definitions/1057

Roles
- the <DataManager>
- the <DatjaAccess>

Detection Patterns
8.2.44 ASCQM Ban Unintended Paths

7.2.8 CWE-1043 Storable and Member Data Element Excessive Number of Aggregated Storablle
and Member Data Elements

Usage name
Excessivelly large data element

Referende
https://cwe.mitre.org/data/definitions/1043

Roles
- the <AggregationData>
- the <AggregatedData>

Detection Patterns
8.2.107 ASCQM Limit Number of Aggregated Non-Primitive Data Types

7.2.9 CWE-1072 Data Resource Access without use of Connection Pooling

Usage name
Data access not using connection pool
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Reference
https://cwe.mitre.org/data/definitions/1072

Roles
- the <Connection>

Detection Patterns
8.2.101 ASCQM Ban Use of Prohibited Low-Level Resource Management Functionality

7.2.10 CWE-1060 Excessive Number of Inefficient Server-Side Data Accesses

Uspge name
Ex¢essive data queries in non-stored procedure

Refference
https://cwe.mitre.org/data/definitions /1060

Rolles
- the <NonStoredSQLOperation>
- the <DataAccesses>

Detection Patterns
8.201108 ASCQM Ban Excessive Number of Data Resource Access from non-stored SQL Procedufe

7.24.11 CWE-1091 Use of Object without Invoking Destructor Method

Reference
https://cwe.mitre.org/data/definitions/1091

Roles
- the <Object>

Detection Patterns
8.2131 ASCQM:-Release Memory after Use with Correct Operation

7.2.12 CWE-=-104.6 Creationof Immutable Text "cing ering Concatenation

Usage name
Immutable text data

Reference
https://cwe.mitre.org/data/definitions/1046

Roles
- the <ImmutableDataCreation>
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Detection Patterns
8.2.110 ASCQM Ban Incremental Creation of Immutable Data

7.2.13 CWE-1042 Static Member Data Element outside of a Singleton Class Element

Usage name
Static data outside of singleton class

Referende
https://cwe.mitre.org/data/definitions/1042

Roles
- the <StaticDataDeclaration>

Detection Patterns
8.2.111 ASCQM Ban Static Non-Final Data Element Outside Singleton

7.2.14 CWE-1049 Excessive Data Query Operations in a Large Data Table

Usage name
Complex read/write access

Referende
https://cwe.mitre.org/data/definitions/1049

Roles
- the <DataQuery>

Detection Patterns
8.2.105ASCQM Ban Excessive Complexity of Data Resource Access

7.2.15 CWE-1067 Excessive Execution of Sequential Searches of Data Resource

Usage name
Incorrect indices

Reference
https://cwe.mitre.org/data/definitions /1067

Roles
- the <DataQuery>
- the <TableOrView>

Detection Patterns
8.2.103 ASCQM Implement Index Required by Query on Large Tables
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7.2.16 CWE-1089 Large Data Table with Excessive Number of Indices

Usage name
Excessive number of indices on large tables

Re

ference

https://cwe.mitre.org/data/definitions /1089

Roles

- the

ISO/IEC 5055:2021(E)

-t

oS

ne <Indexes>

Detection Patterns

8.2

7.2

Us
Ex

Re
htt

104 ASCQM Ban Excessive Number of Index on Columns of Large Tables

.17 CWE-1094 Excessive Index Range Scan for a Data Resource

age name
essively large indices on large tables

ference
s://cwe.mitre.org/data/definitions /1094

Rolles

-t
-t

ne <Table>
he <Indexes>

Detection Patterns

8.2

7.2

Us
Re

Re
htt

102 ASCQM Ban Excessive Size of Index on Columns of Large Tables

Age name
fource consuming operation in loop

ference
s://ewe.mitre.org/data/definitions/1050

.18 CWE-1050 Excéssive Platform Resource Consumption within a Loop

Roles
- the <Loop>
- the <ExpensiveOperation>

Detection Patterns

8.2

.106 ASCQM Ban Expensive Operations in Loops
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7.2.19 CWE-1060 Excessive Number of Inefficient Server-Side Data Accesses

Usage name
Excessive data queries in non-stored procedure

Reference
https://cwe.mitre.org/data/definitions /1060

Roles

- the <NopSteredSQLOperation

- the <DatfaAccesses>

Detection Patterns
8.2.108 ASICQM Ban Excessive Number of Data Resource Access from non-stored SQL Procedtre

7.2.20 Performance Efficiency Detection Patterns

Detection Patterns

8.2.34
8.2.31
8.2.33
8.2.30

SCQM Release Memory After Use
SCQM Release Memory after Use with Correct Operation
SCQM Release Platform Resource after Use

oFaratVila | IS aY 4. 4 W4 AL o o O 4. 4
OLUU N RTICTAST T UTSUTULIUL NVITIIIUT y ATUCALTU TIT CUTISTTUCTUL

8.2.29 APCQM Ban Comma Operator from Delete Statement
8.2.105 APCQM Ban Excessive Complexity of Data Resource Access
8.2.109 APCQM Ban Excessive Number of Data Resource Access from non-SQL Code
8.2.108 ABFCQM Ban Excessive Number of Data Resource Access.from non-stored SQL Procedure
8.2.104 APCQM Ban Excessive Number of Index on Columns of Large Tables
8.2.102 AFCQM Ban Excessive Size of Index on Columns of Large Tables
8.2.106 APCQM Ban Expensive Operations in Loops
8.2.110 APCQM Ban Incremental Creation of Immutable Data
8.2.111 APCQM Ban Static Non-Final Data ElementOutside Singleton
8.2.44 APCQM Ban Unintended Paths
8.2.101 AFCQM Ban Use of Prohibited Low-Lievel Resource Management Functionality
8.2.103 APCQM Implement Index Required by Query on Large Tables
8.2.32 APCQM Implement Required-Operations for Manual Resource Management
8.2.35 APCQM Implement Virtual Destructor for Classes Derived from Class with Virtual Destructor
8.2.38 ARCQM Implement Vintual Destructor for Classes with Virtual Methods
8.2.36 APCQM Implement Virtual Destructor for Parent Classes
8.2.107 APCQM Limit Number of Aggregated Non-Primitive Data Types
8.2.63 APCQM Release File Resource after Use in Class
8.2.37 APCQM Release File Resource after Use in Operation
A
A
A
A

7.3 Weakness Category Reliability
7.3.1 CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer

Reference
https://cwe.mitre.org/data/definitions/119
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Roles
- the <BufferOperation>

Contributing weaknesses

CWE-120 Buffer Copy without Checking Size of Input ('Classic Buffer Overflow")
CWE-123 Write-what-where Condition

CWE-125 Out-of-bounds Read

CWE-130 Improper Handling of Length Parameter Inconsistency
CWE-786 Access of Memory Location Before Start of Buffer
CWE-787 Out-of-bounds Write

E-788 Access of Memory Location After End of Buffer

E-805 Buffer Access with Incorrect Length Value

E-822 Untrusted Pointer Dereference

E-823 Use of Out-of-range Pointer Offset

E-824 Access of Uninitialized Pointer

E-825 Expired Pointer Dereference

ection Patterns

8.26  ASCQM Ban Input Acquisition Primitives without Boundary €hecking Capabilities
8.213  ASCQM Ban String Manipulation Primitives without Boundary Checking Capabilities
8.2l5  ASCQM Ban Use of Expired Pointer

8.2l11  ASCQM Check Index of Array Access

8.212  ASCQM Check Input of Memory Manipulation Primitives

8.214  ASCQM Check Input of String Manipulation Primitives with Boundary Checking Capabilities
8.2l7  ASCQM Check Offset used in Pointer Arithmetic
8.29  ASCQM Initialize Pointers before Use

8.218  ASCQM Sanitize User Input used as Pointer

7.3.2 CWE-120 Buffer Copy without Checking Size of Input ('Classic Buffer Overflow")

Refference
https://cwe.mitre.org/data/definitions/120

Roles
- the <BufferCopy>

Parent weaknesses
CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer

Detection Patterns
8.2162+ ASCQM Ban Input Acquisition Primitives without Boundary Checking Capabilities

8.2.3 ASCQM Ban String Manipulation Primitives without Boundary Checking Capabilities

7.3.3 CWE-123 Write-what-where Condition

Reference
https://cwe.mitre.org/data/definitions/123
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Roles
- the <BufferWrite>

Parent weaknesses
CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer

Detection Patterns
8.2.3 ASCQM Ban String Manipulation Primitives without Boundary Checking Capabilities

7.3.4 CWE-125 Out-of-bounds Read

Referende
https://cwe.mitre.org/data/definitions /125

Roles
- the <BuffferRead>

Parent wieaknesses
CWE-119 [mproper Restriction of Operations within the Bounds of a Meémory Buffer

Detection Patterns
8.2.1 ASCQM Check Index of Array Access

7.3.5 CWE-130 Improper Handling of Length Parameter Inconsistency

Referende
https://cwe.mitre.org/data/definitions/130

Roles
- the <DataHandling>
- the <LerlgthParameter>

Parent weaknesses
CWE-119 [mproper Restriction of Operations within the Bounds of a Memory Buffer

Detection Patterns
8.2.1 ASCQM €heck Index of Array Access

7.3.6 CWE-131 Incorrect Calculation of Buffer Size

Reference
https://cwe.mitre.org/data/definitions/131

Roles
- the <BufferSizeCalculation>
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Parent weaknesses
CWE-682 Incorrect Calculation

Detection Patterns

8.2.71 ASCQM Ban Buffer Size Computation Based on Array Element Pointer Size
8.2.70 ASCQM Ban Buffer Size Computation Based on Bitwise Logical Operation
8.2.72 ASCQM Ban Buffer Size Computation Based on Incorrect String Length Value

7.3.7_CWE-=-170 lmprnpnr Null Termination

Refference
https://cwe.mitre.org/data/definitions/170

Roles
- the <BufferWithoutNULLTermination>

Detection Patterns
8.2062 ASCQM NULL Terminate Output Of String Manipulation Primitives

7.3.8 CWE-194 Unexpected Sign Extension

Reference
https://cwe.mitre.org/data/definitions/194

Rolles
- the <NumberSignExtension>

Parent weaknesses
CWE-681 Incorrect Conversion between Numeric Types

Detection Patterns
8.2147 ASCQM Ban Incdrvect Numeric Implicit Conversion

7.3.9 CWE-195 Signed to Unsigned Conversion Error

Reference
https://cwe.mitre.org/data/definitions /195

Roles
- the <NumberConversionToUnsigned>

Parent weaknesses
CWE-681 Incorrect Conversion between Numeric Types

Detection Patterns
8.2.47 ASCQM Ban Incorrect Numeric Implicit Conversion
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7.3.10 CWE-196 Unsigned to Signed Conversion Error

Reference
https://cwe.mitre.org/data/definitions/196

Roles
- the <NumberConversionToSigned>

Parent weaknesses
CWE-681 [ncorrect Conversion between Numeric Types

Detection Patterns
8.2.47 ASCQM Ban Incorrect Numeric Implicit Conversion

7.3.11 CWE-197 Numeric Truncation Error

Referende
https://cwe.mitre.org/data/definitions /197

Roles
- the <NumberTruncation>

Parent wieaknesses
CWE-681 [ncorrect Conversion between Numeric Fypes

Detection Patterns
8.2.47 ASCQM Ban Incorrect Numeric Implicit Conversion

7.3.12 CWE-248 Uncaught Exception

Referende
https://cwe.mitre.org/data/definitions /248

Roles
- the <ExdeptionThrowDeclaration>
- the <ExdeptionCatchSequence>

Parent weaknesses
CWE-703 Improper Check or Handling of Exceptional Conditions

Detection Patterns
8.2.65 ASCQM Catch Exceptions
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7.3.13 CWE-252 Unchecked Return Value

Reference
https://cwe.mitre.org/data/definitions /252

Roles
- the <OperationCall>

Detection Patterns

8 21 ASCOM-Chack Raturn Valua of Rasourca OnaerationsImmeaediatalss
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8.2120 ASCQM Handle Return Value of Must Check Operations

7.3.14 CWE-366 Race Condition within a Thread

Refference
https://cwe.mitre.org/data/definitions /366

Rdlles

- the <Thread1>

- the <Thread2>

- the <ConflictingResource>

Parent weaknesses
CWE-662 Improper Synchronization

Detection Patterns
8.2157 ASCQM Ban Creation of Lock On Private Non-Static Object to Access Private Static Data
8.2148 ASCQM Data Read and Write without Proper Locking in Multi-Threaded Contex

7.3.15 CWE-369 Divide by Zero

Refference
https://cwe.mitre.org/data/definitions /369

Roles
- the <Division>

Parent weaknesses
CWE-682 Incorrect Calculation

Detection Patterns
8.2.56 ASCQM Check and Handle ZERO Value before Use as Divisor

7.3.16 CWE-390 Detection of Error Condition Without Action

Reference
https://cwe.mitre.org/data/definitions/390
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Roles
- the <ErrorCondition>

Detection Patterns

8.2.66 ASCQM Ban Empty Exception Block
8.2.18 ASCQM Handle Return Value of Resource Operations

7.3.17 CWE-391 Unchecked Error Condition

Referende
https://cwe.mitre.org/data/definitions/391

Roles
- the <ErrprConditionProcessing>

Parent weaknesses
CWE-703 [mproper Check or Handling of Exceptional Conditions

Detection Patterns
8.2.66 ABCQM Ban Empty Exception Block
8.2.22 APCQM Ban Useless Handling of Exceptions

7.3.18 CWE-392 Missing Report of Error Condition

Referende
https://cwe.mitre.org/data/definitions /392

Roles
- the <ErrprConditionProcessing>

Parent wieaknesses
CWE-703 [mproper Check or Handling of Exceptional Conditions

Detection Patterns
8.2.22 ASCQM Ban Useless-Handling of Exceptions

7.3.19 CWE-394 Unexpected Status Code or Return Value

Reference
https://cwe.mitre.org/data/definitions/394

Roles
- the <ReturnValue>

Detection Patterns

8.2.19 ASCQM Ban Incorrect Numeric Conversion of Return Value
8.2.20 ASCQM Handle Return Value of Must Check Operations
8.2.18 ASCQM Handle Return Value of Resource Operations
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7.3.20 CWE-401 Improper Release of Memory Before Removing Last Reference (‘'Memory Leak")

Reference
https://cwe.mitre.org/data/definitions /401

Roles
- the <MemoryAllocation>

Parent weaknesses

Detection Patterns

8.2129 ASCQM Ban Comma Operator from Delete Statement

8.2132 ASCQM Implement Required Operations for Manual Resource Management
8.2134 ASCQM Release Memory After Use

8.2131 ASCQM Release Memory after Use with Correct Operation

8.2133 ASCQM Release Platform Resource after Use

8.2130 ASCQM Release in Destructor Memory Allocated in Constructor

7.3.21 CWE-404 Improper Resource Shutdown or Release

Refference
https://cwe.mitre.org/data/definitions /404

Roles
- the <ResourceAllocation>

Contributing weaknesses

CWE-401 Improper Release of Memory.Before Removing Last Reference ('Memory Leak')
CWE-772 Missing Release of Resoukce after Effective Lifetime

CWE-775 Missing Release of File.Descriptor or Handle after Effective Lifetime

Detection Patterns

8.2129 ASCQM Ban Comma Operator from Delete Statement
8.2135 ASCQM Implement Virtual Destructor for Classes Derived from Class with Virtual Destructor
8.2138 ASCQM Implement Virtual Destructor for Classes with Virtual Methods
8.2136 ASCQMdmplement Virtual Destructor for Parent Classes

8.237 ASCQM Release File Resource after Use in Operation

8.2.33 ASCQM Release Platform Resource after Use

8.2130< ASCQM Release in Destructor Memory Allocated in Constructor

7.3.22 CWE-415 Double Free

Reference
https://cwe.mitre.org/data/definitions/415
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Roles
- the <ResourceRelease >
- the <ResourceAccess>

- the <ResourceUse>

Parent weaknesses
CWE-672 Operation on a Resource after Expiration or Release

Detection Patterns
8.2.76 ASCQM Ban Double Free On Pointers

7.3.23 CWE-416 Use After Free

Referende
https://cwe.mitre.org/data/definitions /416

Roles
- the <RedourceRelease>
- the <RedourceUse>

Parent weaknesses
CWE-672 Pperation on a Resource after Expiration or Release

Detection Patterns

8.2.14 ASCQM Ban Free Operation on Pointer Received as Parameter

8.2.5 ASCQM Ban Use of Expired Pointer

8.2.13 ASCQM Implement Copy Constructor:for-Class with Pointer Resource

7.3.24 CWE-424 Improper Protection of Alternate Path

Referende
https://cwe.mitre.org/data /d€éfinitions /424

Roles
- the <Alt¢rnatePath>

Detection Patterns
8.2.44 ASCQM Ban Unintended Paths

7.3.25 CWE-456 Missing Initialization of a Variable

Reference
https://cwe.mitre.org/data/definitions /456

Roles
- the <VariableDeclaration>
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7.3.26 CWE-459 Incomplete Cleanup

Refference
https://cwe.mitre.org/data/definitions /459

Rolles
- the <ResourceAllocation>
- the <ResourceRelease>

Detection Patterns
8.2131 ASCQM Release Memory after Use with Correct Operation

7.3.27 CWE-476 NULL Pointer Dereference

Reference
https://cwe.mitre.org/data/definitions /476

Rdlles
- the <PointerDereferencing>

Detection Patterns
8.2110 ASCQM Check NULL Pointer Value before Use

7.3.28 CWE-480.Use of Incorrect Operator

Refference
https: //cwe.mitre.org/data/definitions /480

Rotes
- the <Operator>

Detection Patterns

8.2.24 ASCQM Ban Assignment Operation Inside Logic Blocks
8.2.25 ASCQM Ban Comparison Expression Outside Logic Blocks
8.2.23 ASCQM Ban Incorrect Object Comparison

8.2.26 ASCQM Ban Incorrect String Comparison

8.2.27 ASCQM Ban Logical Operation with a Constant Operand
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7.3.29 CWE-484 Omitted Break Statement in Switch

Reference
https://cwe.mitre.org/data/definitions /484

Roles
- the <SwitchStatement>

Detection Patterns
8.2.64 ASCQMUse Breakin Switch Statement

Sk

7.3.30 CWE-543 Use of Singleton Pattern Without Synchronization in a Multithreadéd Context

Referende
https://cwe.mitre.org/data/definitions /543

Roles
- the <SingletonUse>

Parent weaknesses
CWE-662 [mproper Synchronization

Detection Patterns
8.2.41 ASCQM Ban Non-Final Static Data in Multi-Threaded Context
8.2.46 ASCQM Singleton Creation without Proper Logking in Multi-Threaded Context

7.3.31 CWE-562 Return of Stack Variable Address

Referende
https://cwe.mitre.org/data/definitions/562

Roles
- the <ReturnStatement>

Detection Patterns
8.2.52 ASCQM BamReturn of Local Variable Address
8.2.53 ASCQM Ban Storage of Local Variable Address in Global Variable

7.3.32 CWE-567 Unsynchronized Access to Shared Data in a Multithreaded Context

Reference
https://cwe.mitre.org/data/definitions /567

Roles
- the <SharedDataAccess>

Parent weaknesses
CWE-662 Improper Synchronization
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Detection Patterns
8.2.41 ASCQM Ban Non-Final Static Data in Multi-Threaded Context
8.2.48 ASCQM Data Read and Write without Proper Locking in Multi-Threaded Context

7.3.33 CWE-595 Comparison of Object References Instead of Object Contents

Reference
https://cwe.mitre.org/data/definitions /595

- the <ObjectReferencesComparison>

Contributing weaknesses
CWE-597 Use of Wrong Operator in String Comparison
CWE-1097 Persistent Storable Data Element without Associated Comparison'Control Element

Detection Patterns

8.2.23 ASCQM Ban Incorrect Object Comparison

8.226 ASCQM Ban Incorrect String Comparison

8.2128 ASCQM Implement Correct Object Comparison Operatioens

7.3.34 CWE-597 Use of Wrong Operator in String Coniparison

Refference
https://cwe.mitre.org/data/definitions /597

Rdlles
- the <StringComparison>

Parent weaknesses
CWE-595 Comparison of Object‘References Instead of Object Contents

Detection Patterns
8.226 ASCQM BanIncerrect String Comparison

7.3.35 CWE-662 Improper Synchronization

Reference

https://cwe.mitre.org/data/definitions/662

Roles

- the <Thread1>

- the <Thread2>

- the <SharedResourceAccess>
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Contributing weaknesses

CWE-366 Race Condition within a Thread

CWE-543 Use of Singleton Pattern Without Synchronization in a Multithreaded Context
CWE-567 Unsynchronized Access to Shared Data in a Multithreaded Context

CWE-667 Improper Locking

CWE-764 Multiple Locks of a Critical Resource

CWE-820 Missing Synchronization

CWE-821 Incorrect Synchronization

CWE-833 Deadlock

CWE-10581Invokable Control Element in Multi-Thread Context with non-Final Static Storable or
Member Element

CWE-1096Singleton Class Instance Creation without Proper Locking or Synchronization

Detection Patterns

8.2.61 ASCQM Ban Creation of Lock On Inappropriate Object Type

8.2.60 ASCQM Ban Creation of Lock On Non-Final Object

8.2.57 ASCQM Ban Creation of Lock On Private Non-Static Object to Access PrivateStatic Data
8.2.68 ASCQM Ban Incompatible Lock Acquisition Sequences

8.2.49 ASCQM Ban Incorrect Synchronization Mechanisms

8.2.41 ASCQM Ban Non-Final Static Data in Multi-Threaded Context

8.2.50 ASICQM Ban Resource Access without Proper Locking in Multi-Fhreaded Context
8.2.73 ASCQM Ban Sequential Acquisitions of Single Non-Reentrant)lock

8.2.59 ASCQM Ban Sleep Between Lock Acquisition and Release

8.2.69 ASCQM Ban Use of Thread Control Primitives with Known'Deadlock Issues
8.2.48 ASCQM Data Read and Write without Proper Lockingin Multi-Threaded Context
8.2.58 ASICQM Release Lock After Use

8.2.46 ASCQM Singleton Creation without Proper Locking in Multi-Threaded Context

7.3.36 CWE-667 Improper Locking

Referende
Reference|https://cwe.mitre.org /data’/definitions /667

Roles
- the <Thijead1>

- the <Thijead2>

- the <ShqredResourceAccess>
- the <Lodk>

Parent wieaknesses
CWE_662 lllprUlJCr Sy u\,hruuibat;uu

Detection Patterns

8.2.49 ASCQM Ban Incorrect Synchronization Mechanisms

8.2.41 ASCQM Ban Non-Final Static Data in Multi-Threaded Context

8.2.50 ASCQM Ban Resource Access without Proper Locking in Multi-Threaded Context
8.2.48 ASCQM Data Read and Write without Proper Locking in Multi-Threaded Context
8.2.46 ASCQM Singleton Creation without Proper Locking in Multi-Threaded Context
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7.3.37 CWE-672 Operation on a Resource after Expiration or Release

Reference
https://cwe.mitre.org/data/definitions /672

Roles
- the <ResourceRelease>
- the <ResourceAccess>

CWE-415 Double Free
CWE-416 Use After Free

Detection Patterns
8.2112 ASCQM Ban Double Release of Resource
8.2111 ASCQM Ban Use of Expired Resource

7.3.38 CWE-681 Incorrect Conversion between Numeric Types

Refference
https://cwe.mitre.org/data/definitions /681

Roles
- tHe <NumericConversion>

Contributing weaknesses

CWE-194 Unexpected Sign Extension

E-195 Signed to Unsigned Conversion Error
E-196 Unsigned to Signed Conversion Error
E-197 Numeric Truncation Errox

OO0

Detection Patterns
8.2147 ASCQM Ban Incorrect Numeric Implicit Conversion

7.3.39 CWE-682 Incorrect Calculation

Refference
https://cwemitre.org/data/definitions /682

Roles
- thé=Calculation>

Contributing weaknesses
CWE-131 Incorrect Calculation of Buffer Size
CWE-369 Divide by Zero

Detection Patterns

8.2.71 ASCQM Ban Buffer Size Computation Based on Array Element Pointer Size
8.2.70 ASCQM Ban Buffer Size Computation Based on Bitwise Logical Operation
8.2.72 ASCQM Ban Buffer Size Computation Based on Incorrect String Length Value
8.2.56 ASCQM Check and Handle ZERO Value before Use as Divisor
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7.3.40 CWE-703 Improper Check or Handling of Exceptional Conditions

Referenc

e

https://cwe.mitre.org/data/definitions/703

Roles

- the <ErrorHandling>

Contributing weaknesses

CWE-166

mnrober-Handlinae of Missinag Snacial Elamant
mproper+ahaHhg- o iSSHhEgopecarereent

CWE-167
CWE-168
CWE-228
CWE-248
CWE-280
CWE-391
CWE-392
CWE-393
CWE-754
CWE-755

Detectio
8.2.22 AS

7.3.41 CV

Referend
https://cv

mproper Handling of Additional Special Element
mproper Handling of Inconsistent Special Elements
mproper Handling of Syntactically Invalid Structure

Uncaught Exception

mproper Handling of Insufficient Permissions or Privileges

Inchecked Error Condition
Missing Report of Error Condition

Return of Wrong Status Code
mproper Check for Unusual or Exceptional Conditions
mproper Handling of Exceptional Conditions

n Patterns
CQM Ban Useless Handling of Exceptions

VE-704 Incorrect Type Conversion or Cast

e
Fe.mitre.org/data/definitions/704

Roles
- the <Tyry

eConversion>

Contributing weaknesses

CWE-843

Detectio
8.2.51 AS

Access of Resource Using Incompatible Type ('Type Confusion')

n Patterns
CQM Ban-ncorrect Type Conversion

7342 C

VE-/00 Rellance on Underined, unspeciiied, or iImpiementation-Delined benavior

Reference
https://cwe.mitre.org/data/definitions/758

Roles

- the <Statement>
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Detection Patterns

8.2.15 ASCQM Ban Delete of VOID Pointer

8.2.17 ASCQM Ban Reading and Writing the Same Variable Used as Assignment Value

8.2.16 ASCQM Ban Variable Increment or Decrement Operation in Operations using the Same Variable

7.3.43 CWE-764 Multiple Locks of a Critical Resource

Reference
https: I [definitions /764

Rolles

- the <Lock1>

- the <Lock2>

- the <Resource>

Parent weaknesses
CWE-662 Improper Synchronization

Detection Patterns
8.2l73 ASCQM Ban Sequential Acquisitions of Single Non-Reentrant Lock

7.3.44 CWE-772 Missing Release of Resource after‘Effective Lifetime

Refference
https://cwe.mitre.org/data/definitions /772

Rolles

- the <ResourceAllocation>

Parent weaknesses
CWE-404 Improper Resoutce Shutdown or Release

Detection Patterns

8.2137 ASCQM Release File Resource after Use in Operation

8.2.33 ASCQM<Release Platform Resource after Use

8.2130 ASCQM Release in Destructor Memory Allocated in Constructor

7.3.45 CWE-775 Missing Release of File Descriptor or Handle after Effective Lifetime

Reference
https://cwe.mitre.org/data/definitions /775

Roles
- the <FileDescriptorOrHandleAllocation>

Parent weaknesses
CWE-404 Improper Resource Shutdown or Release
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Detection Patterns

8.2.63 AS
8.2.37 AS

CQM Release File Resource after Use in Class
CQM Release File Resource after Use in Operation

7.3.46 CWE-786 Access of Memory Location Before Start of Buffer

Reference
https://cwe.mitre.org/data/definitions/786

Roles
- the <Me

Parent w
CWE-119

Detectio
8.2.1 AS
8.24 AS

7.3.47 CV

Referend
https://cv

moryAccess>

eaknesses
mproper Restriction of Operations within the Bounds of a Memory Buffer

n Patterns
CQM Check Index of Array Access
CQM Check Input of String Manipulation Primitives with Boundary~Checking Capabilities

VE-787 Out-of-bounds Write

e
fe.mitre.org/data/definitions /787

Roles

- the <BuffferWrite>

Parent w
CWE-119

Detectio
8.2.1 AS
8.2.2 AS

7.3.48 CV

Referend
https://cv

eaknesses
mproper Restriction of Operations within the Bounds of a Memory Buffer

n Patterns
CQM Check Index of Array Access
CQM Check Input of Memory Manipulation Primitives

VE-788 Accéssof Memory Location After End of Buffer

e
Fe.miitre.org/data/definitions/788

Roles

- the <MemoryAccess>

Parent weaknesses
CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer

Detection Patterns

8.2.3 AS
8.2.1 AS
822 AS
70

CQM Ban String Manipulation Primitives without Boundary Checking Capabilities
CQM Check Index of Array Access
CQM Check Input of Memory Manipulation Primitives
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7.3.49 CWE-805 Buffer Access with Incorrect Length Value

Reference
https://cwe.mitre.org/data/definitions /805

Roles
- the <BufferAccess>
- the <LengthParameter>

Parent weaknesses
CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer

Detection Patterns

8.213 ASCQM Ban String Manipulation Primitives without Boundary Checking Capabilities
8.212 ASCQM Check Input of Memory Manipulation Primitives

8.2l4 ASCQM Check Input of String Manipulation Primitives with Boundary Checking Capabilities

7.3.50 CWE-820 Missing Synchronization

Refference
https://cwe.mitre.org/data/definitions /820

Roles
- the <SharedResourceUse>

Parent weaknesses
CWE-662 Improper Synchronization

Detection Patterns
8.2150 ASCQM Ban Resource Access without Proper Locking in Multi-Threaded Context

7.3.51 CWE-821 Incerrect Synchronization

Reference
https://cweimitre.org/data/definitions /821

Rolles
- the'=sSharedResourceUse>
- the <IncorrectSynchronization>

Parent weaknesses
CWE-662 Improper Synchronization

Detection Patterns
8.2.49 ASCQM Ban Incorrect Synchronization Mechanisms
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7.3.52 7.3.52 CWE-822 Untrusted Pointer Dereference

Reference
https://cwe.mitre.org/data/definitions/822

Roles
- the <PointerDereferencing>

- the <TaintedInput>

Parent wieaknesses
CWE-119 [mproper Restriction of Operations within the Bounds of a Memory Buffer

Detection Patterns
8.2.8 ASCQM Sanitize User Input used as Pointer

7.3.53 7.3.53 CWE-823 Use of Out-of-range Pointer Offset

Referende
https://cwe.mitre.org/data/definitions/823

Roles
- the <PoipterOffset>

Parent wieaknesses
CWE-119 [mproper Restriction of Operations within the Bounds of a Memory Buffer

Detection Patterns
8.2.7 ASCQM Check Offset used in Pointéer Arithmetic

7.3.54 CWE-824 Access of Uninitialized Pointer

Referende
Reference|https://cwednitre.org/data/definitions /824

Roles
Roles:
- the <PoihtersAccess>

Parent weaknesses
CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer

Detection Patterns
8.2.9 ASCQM Initialize Pointers before Use
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7.3.55 CWE-825 Expired Pointer Dereference

Reference
https://cwe.mitre.org/data/definitions /825

Roles
- the <PointerAccess>
- the <PointerRelease>

Parent weaknesses
CWE-672 Operation on a Resource after Expiration or Release

Detection Patterns
8.2l5 ASCQM Ban Use of Expired Pointer

7.3.56 CWE-833 Deadlock

Refference
https://cwe.mitre.org/data/definitions/833

Roles

- the <Thread1>

- the <Thread2>

- the <ConflictingLock>

Parent weaknesses
Wgakness CWE-662 Improper Synchyonization

Detection Patterns
8.2168 ASCQM Ban Incompatible Lock Acquisition Sequences
8.2l69 ASCQM Ban Use(of, Thread Control Primitives with Known Deadlock Issues

7.3.57 CWE-835-Loop with Unreachable Exit Condition ('Infinite Loop’)

Refference
https: //eWe.mitre.org/data/definitions /835

Roles
- the <InfiniteLoop>

Detection Patterns

8.2.55 ASCQM Ban Unmodified Loop Variable Within Loop
8.2.54 ASCQM Ban While TRUE Loop Without Path To Break
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7.3.58 CWE-908 Use of Uninitialized Resource

Reference
https://cwe.mitre.org/data/definitions/908

Roles
- the <ResourceUse>

Detection Patterns
8.2.67 ASCQMInitialize Resource before Use

7.3.59 CWE-1083 Data Access from Outside Designated Data Manager Component

Usage name
Circumventing data access routines

Referende
https://cwe.mitre.org/data/definitions/1083

Roles
- the <DataManager>
- the <DatlaAccess>

Detection Patterns
8.2.44 ASCQM Ban Unintended Paths

7.3.60 CWE-1058 Invokable Control Element in Multi-Thread Context with non-Final Static
Storable or Member Element

Usage name
Non-final[static data in a multifthreaded environment

Referende
https://cwe.mitre.org/data/definitions/1058

Roles
- the <Op¢ration>
- the <N01|1FinaIStaticData>

Parent weaknesses
CWE-662 Improper Synchronization

Detection Patterns
8.2.41 ASCQM Ban Non-Final Static Data in Multi-Threaded Context
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7.3.61 CWE-1096 Singleton Class Instance Creation without Proper Locking or Synchronization

Us

dge name

Improper locking of singleton classes

Reference
https://cwe.mitre.org/data/definitions /1096

Roles

- the

ha <Sinalatonllsa

DT e toTroot

Parent weaknesses
CWE-662 Improper Synchronization

Detection Patterns

8.2

7.3.62 CWE-1087 Class with Virtual Method without a Virtual Destructor

Us

Age name

Class with virtual method missing destructor

Reference
https://cwe.mitre.org/data/definitions /1087

Rolles

-t
-t

he <Class>
ne <VirtualMethod>

Detection Patterns
8.2138 ASCQM Implement Virtiial Destructor for Classes with Virtual Methods

7.3.63 CWE-1079-Rarent Class without Virtual Destructor Method

Us

g€ name

Parent class-missing virtual destructor

Refference
https://cwe.mitre.org/data/definitions /1079

46 ASCQM Singleton Creation without Proper Locking in Multi-Threaded .Context

Roles
- the <ParentClass>

Detection Patterns
8.2.36 ASCQM Implement Virtual Destructor for Parent Classes
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7.3.64 CWE-1045 Parent Class with a Virtual Destructor and a Child Class without a Virtual
Destructor

Usage name
Child class missing virtual destructor

Reference
https://cwe.mitre.org/data/definitions/1045

Roles
- the <ParentClass>

- the <ParentClassVirtualDestructor>
- the <ChildClass>

Detection Patterns
8.2.35 ASCQM Implement Virtual Destructor for Classes Derived from Class with Virtual Destructor

7.3.65 CWE-1051 Initialization with Hard-Coded Network Resource €onfiguration Data

Usage name
Hard-coddd network resource information

Referende
https://cwe.mitre.org/data/definitions/1051

Roles
- the <NetfjworkResourceAccess>
- the <HadCodedValue>

Detection Patterns
8.2.43 A$CQM Ban Hard-Coded Literals used to Connect to Resource

7.3.66 CWE-1088 Synchronous Access of Remote Resource without Timeout

Usage name
Synchronqus call.with missing timeout

Referende
https://cwemitre.org/data/ detinitions/ 1033

Roles
- the <SynchronousCall>
- the <TimeOutOption>

Detection Patterns
8.2.40 ASCQM Manage Time-Out Mechanisms in Blocking Synchronous Calls
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7.3.67 CWE-1066 Missing Serialization Control Element

Reference
https://cwe.mitre.org/data/definitions /1066

Roles
- the <SerializableData>

Detection Patterns

8 42 ASCOMBanNan-Sarializable Elamaentsin Sarializahla OQh
LA oo e Adbre Ere e it o e HdiAa eI

7.3.68 CWE-1070 Serializable Storable Data Element with non-Serializable Itemr Elements

Refference
https://cwe.mitre.org/data/definitions /1070

Rolles

- the <SerializableData>
- the <NonSerialibleChildData>

Detection Patterns
8.2142 ASCQM Ban Non-Serializable Elements in Serializable Objects

7.3.69 CWE-1097 Persistent Storable Data Element without Associated Comparison Control
Element

Uspge name
Persistent data without proper ¢omparison controls

Reference
https://cwe.mitre.org/data/definitions /1097

Rolles

- the <PersistentData>

Parent weaknesses
CWE-595% Comparison of Object References Instead of Object Contents

Detection Patterns
8.2.28 ASCQM Implement Correct Object Comparison Operations

7.3.70 CWE-1098 Data Element containing Pointer Item without Proper Copy Control Element

Usage name
Improper copy capabilities for data pointers
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Reference
https://cwe.mitre.org/data/definitions/1098

Roles
- the <ParentData>
- the <PointerChildData>

Detection Patterns
8.2.13 ASCQM Implement Copy Constructor for Class With Pointer Resource

7.3.71 CWE-1082 Class Instance Self Destruction Control Element

Usage nzlme
Self-destruiction

Referende
https://cwe.mitre.org/data/definitions/1082

Roles
- the <SelfDestruction>

Detection Patterns
8.2.39 ASCQM Ban Self Destruction

7.3.72 CWE-1077 Floating Point Comparison with Incorrect Operator

Usage name
Improper pquality comparisons of float:type numerical data

Referende
https://cwe.mitre.org/data/definitions /1077

Roles
- the <FloptNumberEqualityComparison>

Detection Patterns
8.2.45 ASCQM Ban Incorrect Float Number Comparison

7.3.73 CWE-665 Improper Initialization

Reference
https://cwe.mitre.org/data/definitions/665

Roles
- the <Initialization>
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Contributing weaknesses
CWE-456 Missing Initialization of a Variable
CWE-457 Use of Uninitialized Variable

Detection Patterns

8.2.78 ASCQM Ban Self Assignment

8.2./9 ASCQM Initialize Pointers before Use
8.2.77 ASCQM Initialize Variables before Use

7.3.74 CWE-457 Use of Uninitialized Variable

Refference
https://cwe.mitre.org/data/definitions /457

Roles
- the <VariableDeclaration>
- the <VariableUse>

Parent weaknesses
CWE-665 Improper Initialization

Detection Patterns

8.2175 ASCQM Ban Allocation of Memory with Null Size
8.2l74 ASCQM Initialize Variables

7.3.75 Reliability Detection Patterns

Detection Patterns

8.2l75 ASCQM Ban Allocation of Memory with Null Size

8.2124 ASCQM Ban AssignmentiQperation Inside Logic Blocks

8.2l71 ASCQM Ban Buffer Size,Computation Based on Array Element Pointer Size
8.2170 ASCQM Ban BufferSize Computation Based on Bitwise Logical Operation
8.2172 ASCQM Ban Buffen Size Computation Based on Incorrect String Length Value
8.2129 ASCQM Ban Gomma Operator from Delete Statement

8.2125 ASCQM Ban Gomparison Expression Outside Logic Blocks

8.2164 ASCQMUse Break in Switch Statement

8.2162 ASCQM'NULL Terminate Output Of String Manipulation Primitives

8.2161 ASCQM Ban Creation of Lock on Inappropriate Object Type

8.2160 ASCQM Ban Creation of Lock on Non-Final Object

8.2157y ASCQM Ban Creation of Lock on Private Non-Static Object to Access Private Static Datg
8.2.T5 ASCTUM Ban Delete of VOID Pointer

8.2.76 ASCQM Ban Double Free on Pointers

8.2.12 ASCQM Ban Double Release of Resource

8.2.66 ASCQM Ban Empty Exception Block

8.2.14 ASCQM Ban Free Operation on Pointer Received as Parameter

8.2.43 ASCQM Ban Hard-Coded Literals used to Connect to Resource

8.2.68 ASCQM Ban Incompatible Lock Acquisition Sequences

8.2.45 ASCQM Ban Incorrect Float Number Comparison

8.2.19 ASCQM Ban Incorrect Numeric Conversion of Return Value

8.2.47 ASCQM Ban Incorrect Numeric Implicit Conversion

8.2.23 ASCQM Ban Incorrect Object Comparison
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8.2.26 ASCQM Ban Incorrect String Comparison

8.2.49 ASCQM Ban Incorrect Synchronization Mechanisms

8.2.51 ASCQM Ban Incorrect Type Conversion

8.2.6 ASCQM Ban Input Acquisition Primitives without Boundary Checking Capabilities
8.2.27 ASCQM Ban Logical Operation with a Constant Operand

8.2.41 ASCQM Ban Non-Final Static Data in Multi-Threaded Context

8.2.42 ASCQM Ban Non-Serializable Elements in Serializable Objects

8.2.17 ASCQM Ban Reading and Writing the Same Variable Used as Assignment Value
8.2.50 ASCQM Ban Resource Access without Proper Locking in Multi-Threaded Context
8.252 A QM Ban Return of Local Variable Address

8.2.39 ASCQM Ban Self Destruction

8.2.73 ASCQM Ban Sequential Acquisitions of Single Non-Reentrant Lock

8.2.59 ASCQM Ban Sleep Between Lock Acquisition and Release

8.2.53 ASCQM Ban Storage of Local Variable Address in Global Variable

8.2.3 ASCQM Ban String Manipulation Primitives without Boundary Checking Capabilities
8.2.44 ASCQM Ban Unintended Paths

8.2.55 ASCQM Ban Unmodified Loop Variable Within Loop

8.2.5 ASCQM Ban Use of Expired Pointer

8.2.11 ASCQM Ban Use of Expired Resource

8.2.69 ASCQM Ban Use of Thread Control Primitives with Known DeadlockIssues

8.2.22 ASCQM Ban Useless Handling of Exceptions

8.2.16 ASCQM Ban Variable Increment or Decrement Operation indQperations using the Same Variabjle
8.2.54 ASCQM Ban While TRUE Loop Without Path to Break

8.2.65 ASCQM Catch Exceptions

8.2.67 ASCQM Initialize Resource before Use

8.2.40 ASCQM Manage Time-Out Mechanisms in Blocking Synchronous Calls

8.2.1 ASCQM Check Index of Array Access

8.2.2 ASCQM Check Input of Memory Manipulation-Primitives

8.2.4 ASCQM Check Input of String Manipulation-Primitives with Boundary Checking Capabilities
8.2.10 ASICQM Check NULL Pointer Value before Use

8.2.7 ASCQM Check Offset used in Pointer Arithmetic

8.2.21 ASCQM Check Return Value of Resource Operations Immediately

8.2.56 ASCQM Check and Handle ZERQValue before Use as Divisor

8.2.48 ASCQM Data Read and Write'without Proper Locking in Multi-Threaded Context

8.2.20 ASCQM Handle Return Value of Must Check Operations

8.2.18 ASCQM Handle Returfi-Value of Resource Operations

8.2.13 ASCQM Implement‘€Copy Constructor for Class With Pointer Resource

8.2.28 ASCQM Implemenht/Correct Object Comparison Operations

7.4 Wepkness Category Security

7.4.1 Improper Restriction of Operations within the Bounds of a Memory Buffer

Reference
https://cwe.mitre.org/data/definitions/119

Roles
- the <BufferOperation>
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Contributing weaknesses

CWE-120 Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')
CWE-123 Write-what-where Condition

CWE-125 Out-of-bounds Read

CWE-130 Improper Handling of Length Parameter Inconsistency
CWE-786 Access of Memory Location Before Start of Buffer
CWE-787 Out-of-bounds Write

CWE-788 Access of Memory Location After End of Buffer
CWE-805 Buffer Access with Incorrect Length Value

CWE-822 lntrusted Pointer Dereference

CWE-823 Use of Out-of-range Pointer Offset

CWE-824 Access of Uninitialized Pointer

CWE-825 Expired Pointer Dereference

Detection Patterns

8.216 ASCQM Ban Input Acquisition Primitives without Boundary Checking Capabilities
8.213 ASCQM Ban String Manipulation Primitives without Boundary Chegking Capabilities
8.2l5 ASCQM Ban Use of Expired Pointer

8.2l11 ASCQM Check Index of Array Access

8.2l12 ASCQM Check Input of Memory Manipulation Primitives

8.214 ASCQM Check Input of String Manipulation Primitives with Boundary Checking Capabllities
8.2l7 ASCQM Check Offset used in Pointer Arithmetic
8.29 ASCQM Initialize Pointers before Use

8.218 ASCQM Sanitize User Input used as Pointer

.2 CWE-120 Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')

https://cwe.mitre.org/data/definitions/120

Rdlles
- the <BufferCopy>

Parent weaknesses
CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer

Detection Patterns
8.2l6 ASCQM'Ban Input Acquisition Primitives without Boundary Checking Capabilities
8.213 ASCQM Ban String Manipulation Primitives without Boundary Checking Capabilities

7.4.3— CWE-123"Write-what-where Condition

Reference
https://cwe.mitre.org/data/definitions/123

Roles
- the <BufferWrite>

Parent weaknesses
CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer
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Detection Patterns

823 AS

CQM Ban String Manipulation Primitives without Boundary Checking Capabilities

7.4.4 CWE-125 Out-of-bounds Read

Reference
https://cwe.mitre.org/data/definitions/125

Roles

- the <BuffferRead>

Parent w
CWE-119

Detectio
8.2.1 AS

745 CV

Referend
https://cv

eaknesses
mproper Restriction of Operations within the Bounds of a Memory Buffer

n Patterns
CQM Check Index of Array Access

VE-129 Improper Validation of Array Index

e
Fe.mitre.org/data/definitions/129

Roles
- the <Arn
- the <Tai

Detectio
8.2.94 AS

7.4.6 CV

Referend
https://cv

ayAccess>
htedIndex>

n Patterns
CQM Sanitize User Input used.as Array Index

VE-130 Improper Handling of Length Parameter Inconsistency

e
Fe.mitre.org/data/definitions/130

Roles

- the <Dat]

aHandling>

- the <LengthParameter>

Parent weaknesses
CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer

Detection Patterns

8.2.1 AS

82

CQM Check Index of Array Access
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7.4.7 CWE-131 Incorrect Calculation of Buffer Size

Reference
Reference https://cwe.mitre.org/data/definitions/131

Roles
- the <BufferSizeCalculation>

Parent weaknesses

SO TIrcoTrrecrgurcorortroTr

Detection Patterns

8.2171 ASCQM Ban Buffer Size Computation Based on Array Element Pointer Size
8.2l70 ASCQM Ban Buffer Size Computation Based on Bitwise Logical Operation
8.2172 ASCQM Ban Buffer Size Computation Based on Incorrect String Length Value

7.4.8 CWE-134 Use of Externally-Controlled Format String

Refference
https://cwe.mitre.org/data/definitions/134

Rdlles
- the <Formatting>
- the <TaintedFormatString>

Detection Patterns
8.296 ASCQM Sanitize User Input used as String Format
7.4.9 CWE-194 Unexpected Sign-Extension

Refference
https://cwe.mitre.org/data/definitions/194

Rdlles
- the <NumberSignExtension>

Parent weaknesses
CWE-681Tncorrect Conversion between Numeric Types

Detection Patterns

8.2.47 ASCQM Ban Incorrect Numeric Implicit Conversion

7.4.10 CWE-195 Signed to Unsigned Conversion Error

Reference
https://cwe.mitre.org/data/definitions/195
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Roles
- the <NumberConversionToUnsigned>

Parent weaknesses
CWE-681 Incorrect Conversion between Numeric Types

Detection Patterns
8.2.47 ASCQM Ban Incorrect Numeric Implicit Conversion

7.4.11 CWE-196 Unsigned to Signed Conversion Error

Referende
https://cwe.mitre.org/data/definitions/196

Roles
- the <NumberConversionToSigned>

Parent weaknesses
CWE-681 [ncorrect Conversion between Numeric Types

Detection Patterns
8.2.47 ASCQM Ban Incorrect Numeric Implicit Conversion

7.4.12 CWE-197 Numeric Truncation Error

Referende
https://cwe.mitre.org/data/definitions /197

Roles
- the <NumberTruncation>

Parent weaknesses
CWE-681 [ncorrect Conversion between Numeric Types

Detection Patterns
8.2.47 ASCQM BanIncorrect Numeric Implicit Conversion

7.4.13 CWE-22 Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')

Reference
https://cwe.mitre.org/data/definitions/22

Roles
- the <PathManipulationStatement>
- the <TaintedInput>
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Contributing weaknesses
CWE-23 Relative Path Traversal
CWE-36 Absolute Path Traversal

Detection Patterns
8.2.85 ASCQM Sanitize User Input used in Path Manipulation

7.4.14 CWE-23 Relative Path Traversal

Refference
https://cwe.mitre.org/data/definitions/23

Roles
- the <PathManipulation>
- the <TaintedInput>

Parent weaknesses
CWE-22 Improper Limitation of a Pathname to a Restricted Directany ('Path Traversal')

Detection Patterns
8.2.85 ASCQM Sanitize User Input used in Path Manipulatien

7.4.15 CWE-252 Unchecked Return Value

Refference
https://cwe.mitre.org/data/definitions/252

Roles
- the <OperationCall>

Detection Patterns
8.2121 ASCQM Check Return Value of Resource Operations Immediately

8.2120 ASCQMdHandle Return Value of Must Check Operations

7.4.16, CWE-259 Use of Hard-coded Password

Reference
https://cwe.mitre.org/data/definitions /259

Roles
- the <Authentication>
- the <HardCodedValue>

Parent weaknesses
CWE-798 Use of Hard-coded Credentials
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Detection Patterns
8.2.43 ASCQM Ban Hard-Coded Literals used to Connect to Resource

7.4.17 CWE-321 Use of Hard-coded Cryptographic Key

Reference
https://cwe.mitre.org/data/definitions/321

Roles
- the <Authentication>
- the <HajdCodedCryptographicKey>

Parent weaknesses
CWE-798 Use of Hard-coded Credentials

Detection Patterns
8.2.43 A$CQM Ban Hard-Coded Literals used to Connect to Resource

7.4.18 CWE-36 Absolute Path Traversal

Referende
https://cwe.mitre.org/data/definitions/36

Roles
- the <PathManipulation>
- the <TaiptedInput>

Parent wieaknesses
CWE-22 Imnproper Limitation of a Pathname to a Restricted Directory ('Path Traversal')

Detection Patterns
8.2.85 ASCQM Sanitize UserJnput used in Path Manipulation

7.4.19 CWE-366-Race Condition within a Thread

Referende
https://cwemmitre.org/data/definitions/ 366

Roles

- the <Thread1>

- the <Thread2>

- the <ConflictingResource>

Parent weaknesses
CWE-662 Improper Synchronization
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Detection Patterns
8.2.57 ASCQM Ban Creation of Lock On Private Non-Static Object to Access Private Static Data
8.2.48 ASCQM Data Read and Write without Proper Locking in Multi-Threaded Context

7.4.20 CWE-369 Divide by Zero

Reference
https://cwe.mitre.org/data/definitions/369

Rolles

- the <Division>

Parent weaknesses
CWE-682 Incorrect Calculation

Detection Patterns
8.2.56 ASCQM Check and Handle ZERO Value before Use as Divisor

7.4.21 CWE-401 Improper Release of Memory Before Rémoving Last Reference ('Memary Leak')

Refference
https://cwe.mitre.org/data/definitions /401

Rdlles
- the <MemoryAllocation>

Parent weaknesses
CWE-404 Improper Resource Shutdown or Release

Detection Patterns

8.2129 ASCQM Ban Comma Operator from Delete Statement

8.2132 ASCQM Implemént Required Operations for Manual Resource Management
8.2134 ASCQM Release-Memory After Use

8.2131 ASCQM Release Memory after Use with Correct Operation

8.2.33 ASCQM<Release Platform Resource after Use

8.2130 ASCQM Release in Destructor Memory Allocated in Constructor

7.4.22) CWE-404 Improper Resource Shutdown or Release

Reference
https://cwe.mitre.org/data/definitions /404

Roles
- the <ResourceAllocation>
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Contributing weaknesses

CWE-401 Improper Release of Memory Before Removing Last Reference ('"Memory Leak')
CWE-772 Missing Release of Resource after Effective Lifetime

CWE-775 Missing Release of File Descriptor or Handle after Effective Lifetime

Detection Patterns

8.2.29 ASCQM Ban Comma Operator from Delete Statement

8.2.35 ASCQM Implement Virtual Destructor for Classes Derived from Class with Virtual Destructor
8.2.38 ASCQM Implement Virtual Destructor for Classes with Virtual Methods

8.2.36 ASCQM Implpmpn‘r Virtual Destructor for Parent Classes

8.2.37 ASCQM Release File Resource after Use in Operation

8.2.33 ASCQM Release Platform Resource after Use

8.2.30 ASCQM Release in Destructor Memory Allocated in Constructor

7.4.23 CWE-424 Improper Protection of Alternate Path

Referende
https://cwe.mitre.org/data/definitions /424

Roles
- the <AltgrnatePath>

Detection Patterns
8.2.44 ASCQM Ban Unintended Paths

7.4.24 CWE-434 Unrestricted Upload of File with Dangerous Type

Referende
https://cwe.mitre.org/data/definitions/434

Roles
- the <FilgUpload>

Detection Patterns
8.2.85 ASCQM Sanitiz€ User Input used in Path Manipulation

7.4.25 CWE-456 Missing Initialization of a Variable

Reference
https://cwe.mitre.org/data/definitions /456

Roles
- the <VariableDeclaration>

Parent weaknesses
CWE-665 Improper Initialization
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Detection Patterns
8.2.75 ASCQM Ban Allocation of Memory with Null Size
8.2.74 ASCQM Initialize Variables

7.4.26 CWE-457 Use of Uninitialized Variable

Reference
https://cwe.mitre.org/data/definitions /457

ISO/IEC 5055:2021(E)

Rolles
- the <VariableDeclaration>
- the <VariableUse>

Parent weaknesses
CWE-665 Improper Initialization

Detection Patterns
8.2l75 ASCQM Ban Allocation of Memory with Null Size
8.2174 ASCQM Initialize Variables

7.4.27 CWE-477 Use of Obsolete Function

Refference
https://cwe.mitre.org/data/definitions /477

Roles
- the <ObsoleteFunctionCall>

Detection Patterns
8.2193 ASCQM Ban Use of Deprecated Libraries

7.4.28 CWE-480 Use of Incorrect Operator

Refference
https://cwemiitre.org/data/definitions /480

Roles
- the<Operator>

Detection Patterns

8.2.24 ASCQM Ban Assignment Operation Inside Logic Blocks
8.2.25 ASCQM Ban Comparison Expression Outside Logic Blocks
8.2.23 ASCQM Ban Incorrect Object Comparison

8.2.26 ASCQM Ban Incorrect String Comparison

8.2.27 ASCQM Ban Logical Operation with a Constant Operand

© ISO/IEC 2021 - All rights reserved

89


https://cwe.mitre.org/data/definitions/457
https://cwe.mitre.org/data/definitions/477
https://cwe.mitre.org/data/definitions/480
https://standardsiso.com/api/?name=026cdc0cb4b25d9a1b932f41676cf705

ISO/IEC 5055:2021(E)

7.4.29 CWE-502 Deserialization of Untrusted Data

Reference
https://cwe.mitre.org/data/definitions /502

Roles
- the <Deserialization>
- the <TaintedData>

Detectiop-Patterns
8.2.98 ASCQM Sanitize User Input used as Serialized Object

7.4.30 CWE-543 Use of Singleton Pattern Without Synchronization in a Multithreaded Context

Referende
https://cwe.mitre.org/data/definitions /543

Roles
- the <SingletonUse>

Parent weaknesses
CWE-662 [mproper Synchronization

Detection Patterns
8.2.41 ASCQM Ban Non-Final Static Data in Multi-Thréaded Context
8.2.46 ASCQM Singleton Creation without Proper Locking in Multi-Threaded Context

7.4.31 CWE-564 SQL Injection: Hibernate

Referende
https://cwe.mitre.org/data/definitions/564

Roles
- the <HiblernateSQLStatement>
- the <TaiptedInput>

Parent weaknesses
CWE-89 Immproper Neutralization of Special Elements used in an SQL Command ('SQL Injection")

Detection Patterns
8.2.86 ASCQM Sanitize User Input used in SQL Access

7.4.32 CWE-567 Unsynchronized Access to Shared Data in a Multithreaded Context

Reference
https://cwe.mitre.org/data/definitions /567
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Roles
- the <SharedDataAccess>

Parent weaknesses
CWE-662 Improper Synchronization

Detection Patterns
8.2.41 ASCQM Ban Non-Final Static Data in Multi-Threaded Context
8.2.48 ASCQM Data Read and Write without Proper Locking in Multi-Threaded Context

7.4.33 CWE-570 Expression is Always False

Refference
https://cwe.mitre.org/data/definitions /570

Roles

- the <BooleanExpression>

Detection Patterns
8.2179 ASCQM Check Boolean Variables are Updated in Different Conditional Branches beforg

7.4.34 CWE-571 Expression is Always True

Reference
https://cwe.mitre.org/data/definitionsy571

Rolles

- the <BooleanExpression>

Detection Patterns
8.2l79 ASCQM CheckBoelean Variables are Updated in Different Conditional Branches beforg

7.4.35 CWE-606 Unchecked Input for Loop Condition

Refference

https://cwemitre.org/data/definitions/606

Roles
- the <LoopCondition>
- the <TaintedValue>

Detection Patterns
8.2.97 ASCQM Sanitize User Input used in Loop Condition
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7.4.36 CWE-643 Improper Neutralization of Data within XPath Expressions (‘XPath Injection’)

Reference
https://cwe.mitre.org/data/definitions/643

Roles
- the <XPathExpression>
- the <TaintedValue>

Detectiop-Patterns
8.2.88 ASCQM Sanitize User Input used in Document Navigation Expression

7.4.37 CWE-652 Improper Neutralization of Data within XQuery Expressions ('XQuery
Injection")

Referende
https://cwe.mitre.org/data/definitions /652

Roles
- the <XQlieryExpression>
- the <TaiphtedValue>

Detection Patterns
8.2.87 ASCQM Sanitize User Input used in Document Manipulation Expression

7.4.38 CWE-662 Improper Synchronization

Referende
https://cwe.mitre.org/data/definitions/662

Roles
- the <Thijead1>
- the <Thijead2>
- the <ShqredResourceAceess>

Contributing weaknesses

CWE-366 Race Condition within a Thread

CWE-543 se,of Singleton Pattern Without Synchronization in a Multithreaded Context
CWE-567 Brmsynchromnized Access to Stiared Data ima Muitithreaded Comtext

CWE-667 Improper Locking

CWE-764 Multiple Locks of a Critical Resource

CWE-820 Missing Synchronization

CWE-821 Incorrect Synchronization

CWE-833 Deadlock

CWE-1058 Invokable Control Element in Multi-Thread Context with non-Final Static Storable or
Member Element

CWE-1096Singleton Class Instance Creation without Proper Locking or Synchronization
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Detection Patterns

8.2.61 ASCQM Ban Creation of Lock On Inappropriate Object Type
8.2.60 ASCQM Ban Creation of Lock On Non-Final Object

8.2.57 ASCQM Ban Creation of Lock On Private Non-Static Object to Access Private Static Data
8.2.68 ASCQM Ban Incompatible Lock Acquisition Sequences

8.2.49 ASCQM Ban Incorrect Synchronization Mechanisms

8.2.41 ASCQM Ban Non-Final Static Data in Multi-Threaded Context

8.2.50 ASCQM Ban Resource Access without Proper Locking in Multi-Threaded Context
8.2.73 ASCQM Ban Sequential Acquisitions of Single Non-Reentrant Lock

8.259 ASCQM Ban Sleep Between Lock Acquisition and Release

8.2.69 ASCQM Ban Use of Thread Control Primitives with Known Deadlock Issues
8.2148 ASCQM Data Read and Write without Proper Locking in Multi-Threaded Context
8.2.58 ASCQM Release Lock After Use

8.2146 ASCQM Singleton Creation without Proper Locking in Multi-Threaded Contéxt

7.4.39 CWE-665 Improper Initialization

Refference
https://cwe.mitre.org/data/definitions/665

Rolles

- the <Initialization>

Contributing weaknesses
CWE-456 Missing Initialization of a Variable
CWE-457 Use of Uninitialized Variable

Detection Patterns

8.2078 ASCQM Ban Self Assignment

8.219 ASCQM Initialize Pointers before Use
8.2177 ASCQM Initialize Varijables before Use

7.4.40 CWE-667 Improper Locking

Refference
https://cwe.mitre.org/data/definitions /667

Roles

- the<Threadl>

- thie=xThread?2s

- the <SharedResourceAccess>
- the <Lock>

Parent weaknesses
CWE-662 Improper Synchronization

Detection Patterns

8.2.61 ASCQM Ban Creation of Lock On Inappropriate Object Type

8.2.60 ASCQM Ban Creation of Lock On Non-Final Object

8.2.57 ASCQM Ban Creation of Lock On Private Non-Static Object to Access Private Static Data
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8.2.50 ASCQM Ban Resource Access without Proper Locking in Multi-Threaded Context
8.2.59 ASCQM Ban Sleep Between Lock Acquisition and Release

8.2.48 ASCQM Data Read and Write without Proper Locking in Multi-Threaded Context
8.2.58 ASCQM Release Lock After Use

7.4.41 CWE-672 Operation on a Resource after Expiration or Release

Reference

htt .// Weedmidra arg fdatra AN /T
pS: Cwethttre-ofrg/tGata e taoRS/ 6=~

Roles
- the <RedourceRelease>
- the <RedourceAccess>

Contributing weaknesses
CWE-415 Pouble Free
CWE-416 se After Free

Detection Patterns
8.2.12 ASICQM Ban Double Release of Resource
8.2.11 ASCQM Ban Use of Expired Resource

7.4.42 CWE-681 Incorrect Conversion between Numeri¢ Types

Referende
https://cwe.mitre.org/data/definitions/681

Roles
- the <NumericConversion>

Contributing weaknesses

CWE-194 Unexpected Sign Extensioh

CWE-195 pigned to Unsigned Conversion Error
CWE-196 Unsigned to Signed.€onversion Error
CWE-197 Numeric Truneation Error

Detection Patterns
8.2.47 ASCQM BanrIncorrect Numeric Implicit Conversion

7.4.43 CWE-682 Incorrect Calculation

Reference
https://cwe.mitre.org/data/definitions /682

Roles
- the <Calculation>
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Contributing weaknesses
CWE-131 Incorrect Calculation of Buffer Size
CWE-369 Divide by Zero

Detection Patterns

8.2.71 ASCQM Ban Buffer Size Computation Based on Array Element Pointer Size
8.2.70 ASCQM Ban Buffer Size Computation Based on Bitwise Logical Operation
8.2.72 ASCQM Ban Buffer Size Computation Based on Incorrect String Length Value
8.2.56 ASCQM Check and Handle ZERO Value before Use as Divisor

7.4.44 CWE-732 Incorrect Permission Assignment for Critical Resource

Refference
https://cwe.mitre.org/data/definitions /732

Rolles

- the <PermissionAssignment>

Detection Patterns
8.2.100ASCQM Ban File Creation with Default Permissions

7.4.45 CWE-77 Improper Neutralization of Special'Elements used in a Command ('‘Command
Injection')

Refference
https://cwe.mitre.org/data/definitions /7%

Roles
- the <Command>
- the <TaintedValue>

Contributing weaknésses
CWE-78 Improper Neutralization of Special Elements used in an OS Command ('OS Command |[njection")
CWE-88 Argument.Jhjection or Modification

Detection Patterns
8.21128 ASCQM Sanitize User Input used in Expression Language Statement
8.2092 , ASCQM Sanitize User Input used in System Command

7.4.46 CWE-772 Missing Release of Resource after Effective Lifetime

Reference
https://cwe.mitre.org/data/definitions /772

Roles
- the <ResourceAllocation>
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Parent weaknesses
CWE-404 Improper Resource Shutdown or Release

Detection Patterns

8.2.37 ASCQM Release File Resource after Use in Operation

8.2.33 ASCQM Release Platform Resource after Use

8.2.30 ASCQM Release in Destructor Memory Allocated in Constructor

7.4.47 CWE-=-775 Miccing Release of Eile nncrripfnr or-Handle after Effective Lifetime

Referende
https://cwe.mitre.org/data/definitions /775

Roles
- the <FilePescriptorOrHandleAllocation>

Parent weaknesses
CWE-775 Missing Release of File Descriptor or Handle after Effective Lifetime

Detection Patterns
8.2.63 ASCQM Release File Resource after Use in Class
8.2.37 ASCQM Release File Resource after Use in Operation

7.4.48 CWE-778 Insufficient Logging

Referende
https://cwe.mitre.org/data/definitions /778

Roles
- the <SecprityExceptionOrError>

Detection Patterns
8.2.99 ASCQM Log Caught Sectirity Exceptions

7.4.49 CWE-78 Improper Neutralization of Special Elements used in an OS Command ('0S
Command Injection')

Referende
https://cwemitre.org/data/definitions/78

Roles
- the <OSCommand>
- the <TaintedValue>

Parent weaknesses
CWE-77 Improper Neutralization of Special Elements used in a Command (‘Command Injection")
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Detection Patterns
8.2.92 ASCQM Sanitize User Input used in System Command

7.4.50 CWE-783 Operator Precedence Logic Error

Reference
https://cwe.mitre.org/data/definitions /783

Roles
- the <Formula>

Detection Patterns

8.282 ASCQM Ban Incorrect Joint Comparison

8.2181 ASCQM Ban Not Operator On Non-Boolean Operand Of Comparison Operation
8.2180 ASCQM Ban Not Operator On Operand Of Bitwise Operation

7.4.51 CWE-786 Access of Memory Location Before Start of Buffer

Refference
https://cwe.mitre.org/data/definitions /786

Rdlles
- the <MemoryAccess>

Parent weaknesses
CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer

Detection Patterns
8.2l1 ASCQM Check Index of Array Access
8.2l4 ASCQM Check Input of'String Manipulation Primitives with Boundary Checking Capabilities

7.4.52 CWE-787 Out-of-bounds Write

Refference
https://cwemiitre.org/data/definitions /787

Roles
- thé=BufferWrite>

Parent weaknesses
CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer

Detection Patterns

8.2.1 ASCQM Check Index of Array Access
8.2.2 ASCQM Check Input of Memory Manipulation Primitives
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7.4.53 CWE-788 Access of Memory Location After End of Buffer

Reference
https://cwe.mitre.org/data/definitions/788

Roles
- the <MemoryAccess>

Parent weaknesses
CWE-119 [mproper Restriction of Operations within the Bounds of a Memory Buffer

Detection Patterns

8.2.3 ASCQM Ban String Manipulation Primitives without Boundary Checking Capabilitiés
8.2.1 ASCQM Check Index of Array Access

8.2.2 ASCQM Check Input of Memory Manipulation Primitives

7.4.54 CWE-789 Uncontrolled Memory Allocation

Referende
https://cwe.mitre.org/data/definitions /789

Roles
- the <MemoryAllocation>

Detection Patterns
8.2.95 ASCQM Check Input of Memory Allocation Primitives
8.2.94 ASCQM Sanitize User Input used as Array tndex

7.4.55 CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting’)

Referende
https://cwe.mitre.org/data /definitions/79

Roles
- the <WepPageGenerationStatement>
- the <TaiptedInput>

Detection®atterns
8.2.90 ASCQM Samitize Stored inputusedimUseroutput
8.2.91 ASCQM Sanitize User Input used in User Output

7.4.56 CWE-798 Use of Hard-coded Credentials

Reference
https://cwe.mitre.org/data/definitions/798
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Roles
- the <HardCodedValue>
- the <Authentication>

Contributing weaknesses
CWE-259 Use of Hard-coded Password
CWE-321 Use of Hard-coded Cryptographic Key

Detection Patterns
8.2.43 ASCQM Ban Hard-Coded Literals used to Connectto Resource

7.4.57 CWE-805 Buffer Access with Incorrect Length Value

Refference
https://cwe.mitre.org/data/definitions /805

Roles
- the <BufferAccess>
- the <LengthParameter>

Parent weaknesses
CWE-119 Improper Restriction of Operations within the'\Bounds of a Memory Buffer

Detection Patterns

8.213 ASCQM Ban String Manipulation Primitives without Boundary Checking Capabilities
8.2l12 ASCQM Check Input of Memory Manipulation Primitives

8.214 ASCQM Check Input of String Manipulation Primitives with Boundary Checking Capabllities

7.4.58 CWE-820 Missing Synchronization

Refference
https://cwe.mitre.org/data/definitions /820

Roles
- the <SharedReseurceUse>

Parent weaknesses
CWE-662 Tmproper Synchronization

Detection Patterns
8.2.50 ASCQM Ban Resource Access without Proper Locking in Multi-Threaded Context
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7.4.59 CWE-821 Incorrect Synchronization

Reference
https://cwe.mitre.org/data/definitions/821

Roles
- the <SharedResourceUse>
- the <IncorrectSynchronization>

Parent weaknesses
CWE-662 fmproper Synchrorization

Detection Patterns
8.2.49 ASCQM Ban Incorrect Synchronization Mechanisms

7.4.60 CWE-822 Untrusted Pointer Dereference

Referende
https://cwe.mitre.org/data/definitions /822

Roles
- the <PoipterDereferencing>
- the <TaiptedInput>

Parent wieaknesses
CWE-119 [mproper Restriction of Operations within the’ Bounds of a Memory Buffer

Detection Patterns
8.2.8 ASCQM Sanitize User Input used as Pointer

7.4.61 CWE-823 Use of Out-of-range Pointer Offset

Referende
https://cwe.mitre.org/ddta/definitions /823

Roles
- the <PoipterOQffset>

Parent wieaknesses
CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer

Detection Patterns
8.2.7 ASCQM Check Offset used in Pointer Arithmetic
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7.4.62 CWE-824 Access of Uninitialized Pointer

Reference
https://cwe.mitre.org/data/definitions /824

Roles
- the <PointerAccess>

Parent weaknesses

8.29 ASCQM Initialize Pointers before Use

7.4.63 CWE-825 Expired Pointer Dereference

Reference
https://cwe.mitre.org/data/definitions /825

Rolles
- the <PointerAccess>
- the <PointerRelease>

Parent weaknesses
CWE-672 Operation on a Resource after Expiration or Release

Detection Patterns
8.2l5 ASCQM Ban Use of Expired Poifiter

7.4.64 CWE-835 Loop with/Unreachable Exit Condition ('Infinite Loop')

Refference
https://cwe.mitre:erg/data/definitions /835

Rdlles
- the <InfiniteLoop>

Detection Patterns
8.2.55 ASCQM Ban Unmodified Loop Variable Within Loop
8.2.54 ASCQM Ban While TRUE Loop Without Path To Break

7.4.65 CWE-88 Argument Injection or Modification

Reference
https://cwe.mitre.org/data/definitions /88
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Roles

- the <Command>
- the <TaintedInput>

Parent weaknesses
CWE-77 Improper Neutralization of Special Elements used in a Command ('Command Injection")

Detection Patterns

8.2.92 AS

CQM Sanitize User Input used in System Command

7.4.66 CV
Injection’

Referend
https://cv

VE-89 Improper Neutralization of Special Elements used in an SQL Command ('SQL

)

e
Fe.mitre.org/data/definitions/89

Roles
- the <SQI
- the <Tai

L.Statement>
htedInput>

Contributing weaknesses

Weakness
Detectio

8.2.87 AS
8.2.88 AS

7.4.67 CV

Referend
https://cv

CWE-564 SQL Injection: Hibernate

h Patterns
CQM Sanitize User Input used in Document\Manipulation Expression
CQM Sanitize User Input used in Documént Navigation Expression

VE-90 Improper Neutralization of Special Elements used in an LDAP Query ('LDAP
Injection')

e
e.mitre.org/data/definitions/90

Roles
- the <LD/
- the <Tai

Detectio

APQuery>
htedInput>

n Patterns

8.2.89 AS

CQM Sanitize User Input used to access Directory Resources

7.4.68 CWE-91 XML Injection (aka Blind XPath Injection)

Reference
https://cwe.mitre.org/data/definitions/91
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Roles
- the <XXMLHandlingExpression>
- the <TaintedValue>

Detection Patterns

8.2.87 ASCQM Sanitize User Input used in Document Manipulation Expression
8.2.88 ASCQM Sanitize User Input used in Document Navigation Expression

7.4.69 CWE-99 lmprnpnr Controlof Resource ldentifiers ('Dncnllrrn ln}'nrﬁnh')

Refference
https://cwe.mitre.org/data/definitions/99

Roles
- the <Resourceldentifier>
- the <TaintedValue>

Detection Patterns
8.2185 ASCQM Sanitize User Input used in Path Manipulation

7.4.70 CWE-611 Improper Restriction of XML External Entity Reference ('XXE")

Reference
https://cwe.mitre.org/data/definitions/CWE-=611

Rdlles
- the <XXMLHandlingOperation>

Detection Patterns
8.2184 ASCQM Secure Use ofUnsafe XML Processing with Secure Parser
8.2183 ASCQM Secure XML Parsing with Secure Options

7.4.71 CWE-1057-Data Access Control Element from Outside Designated Data Manager
Component

Uspge name
Circumvénting data access routines

Reference
https://cwe.mitre.org/data/definitions/1057

Roles
- the <DataManager>
- the <DataAccess>

Detection Patterns
8.2.44 ASCQM Ban Unintended Paths
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7.4.72 CWE-415 Double Free

Reference
https://cwe.mitre.org/data/definitions/415

Roles
- the <ResourceRelease >
- the <ResourceAccess>

- the <Resourcellse>

Parent weaknesses
CWE-672 Dperation on a Resource after Expiration or Release

Detection Patterns
8.2.76 ASCQM Ban Double Free On Pointers

7.4.73 CWE-416 Use After Free

Referende
https://cwe.mitre.org/data/definitions /416

Roles
- the <RedourceRelease>
- the <RedourceUse>

Parent weaknesses
CWE-672 Pperation on a Resource after Expiration or Release

Detection Patterns

8.2.14 ASCQM Ban Free Operationon Pointer Received as Parameter

8.2.5 ASCQM Ban Use of Expired Pointer

8.2.13 ASCQM ImplementGopy Constructor for Class with Pointer Resource

7.4.74 Sefurity Detection Patterns

Detection Patterns

8.2.75 ASCQM Ban Allocation of Memory with Null Size

8.2.24 ASCQM Ban Assignment Operation Inside Logic Blocks

8.2.71 ASCQM Ban Buffer Size Computation Based on Array Element Pointer Size
8.2.70 ASCQM Ban Buffer Size Computation Based on Bitwise Logical Operation
8.2.72 ASCQM Ban Buffer Size Computation Based on Incorrect String Length Value
8.2.29 ASCQM Ban Comma Operator from Delete Statement

8.2.25 ASCQM Ban Comparison Expression Outside Logic Blocks

8.2.61 ASCQM Ban Creation of Lock on Inappropriate Object Type

8.2.60 ASCQM Ban Creation of Lock on Non-Final Object

8.2.57 ASCQM Ban Creation of Lock on Private Non-Static Object to Access Private Static Data
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8.2.76 ASCQM Ban Double Free on Pointers
8.2.12 ASCQM Ban Double Release of Resource
8.2.100 ASCQM Ban File Creation with Default Permissions

8.2.
8.2.
8.2.
8.2.
8.2.
8.2.

8

14
43
68
82
47

23
26

ASCQM Ban Free Operation on Pointer Received as Parameter
ASCQM Ban Hard-Coded Literals used to Connect to Resource
ASCQM Ban Incompatible Lock Acquisition Sequences

ASCQM Ban Incorrect Joint Comparison

ASCQM Ban Incorrect Numeric Implicit Conversion

ASCQM Ban Incorrect Object Comparison

ASCOM Ban Incorrect String Comparison
< 5 )t

8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2
8.2

8

49
6

27
41
81
80
50
78
73
59
3

44
55
93
5

11
69
54
79
1

95
2

4

7

21
56
48
20
13
32
35
38

26

ASCQM Ban Incorrect Synchronization Mechanisms

ASCQM Ban Input Acquisition Primitives without Boundary Checking Capabiliti€s
ASCQM Ban Logical Operation with a Constant Operand

ASCQM Ban Non-Final Static Data in Multi-Threaded Context

ASCQM Ban Not Operator on Non-Boolean Operand of Comparison Operation
ASCQM Ban Not Operator on Operand of Bitwise Operation

ASCQM Ban Resource Access without Proper Locking in Multi-Threaded Context
ASCQM Ban Self Assignment

ASCQM Ban Sequential Acquisitions of Single Non-ReentrantLock

ASCQM Ban Sleep Between Lock Acquisition and Release

ASCQM Ban String Manipulation Primitives without Bottidary Checking Capabilities
ASCQM Ban Unintended Paths

ASCQM Ban Unmodified Loop Variable Within Loop

ASCQM Ban Use of Deprecated Libraries

ASCQM Ban Use of Expired Pointer

ASCQM Ban Use of Expired Resource

ASCQM Ban Use of Thread Control Primitives with Known Deadlock Issues

ASCQM Ban While TRUE Loop Without Path to Break

ASCQM Check Boolean Variables are’'Updated in Different Conditional Branches before Use
ASCQM Check Index of Array Access

ASCQM Check Input of Memiory Allocation Primitives
ASCQM Check Input of Memory Manipulation Primitives
ASCQM Check Input of'String Manipulation Primitives with Boundary Checking Capabjlities
ASCQM Check Offset'used in Pointer Arithmetic

ASCQM Check Return Value of Resource Operations Immediately

ASCQM Checkfand Handle ZERO Value before Use as Divisor

ASCQM DataRead and Write without Proper Locking in Multi-Threaded Context
ASCQMHandle Return Value of Must Check Operations

ASCQM-Implement Copy Constructor for Class With Pointer Resource

ASCQM Implement Required Operations for Manual Resource Management
ASCQM Implement Virtual Destructor for Classes Derived from Class with Virtual Destructor
ASCQM Implement Virtual Destructor for Classes with Virtual Methods

8.2.
8.2.
8.2.
8.2.
8.2.
8.2.
8.2.
8.2.
8.2.
8.2.

oo

9

74
77
99
63
37
58
34
31
33

ASCQM- ImplementVirtual Bestructor for Parent Classes
ASCQM Initialize Pointers before Use

ASCQM Initialize Variables

ASCQM Initialize Variables before Use

ASCQM Log Caught Security Exceptions

ASCQM Release File Resource after Use in Class

ASCQM Release File Resource after Use in Operation
ASCQM Release Lock After Use

ASCQM Release Memory After Use

ASCQM Release Memory after Use with Correct Operation
ASCQM Release Platform Resource after Use
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8.2.30
8.2.90
8.2.94
8.2.8

8.2.98
8.2.96
8.2.87
8.2.88

ASCQM Release in Destructor Memory Allocated in Constructor
ASCQM Sanitize Stored Input used in User Output

ASCQM Sanitize User Input used as Array Index

ASCQM Sanitize User Input used as Pointer

ASCQM Sanitize User Input used as Serialized Object

ASCQM Sanitize User Input used as String Format

ASCQM Sanitize User Input used in Document Manipulation Expression
ASCQM Sanitize User Input used in Document Navigation Expression

8.2.128 ASCQM Sanitize User Input used in Expression Language Statement

8.2.97
8.2.85
8.2.86
8.2.92
8.2.91
8.2.89
8.2.84
8.2.83
8.2.46

106

ASCQM Sanitize User Inpnf usedinl 00p Condition

AYCQM Sanitize User Input used in Path Manipulation

AYCQM Sanitize User Input used in SQL Access

A$CQM Sanitize User Input used in System Command

AYCQM Sanitize User Input used in User Qutput

AYCQM Sanitize User Input used to access Directory Resources

AJCQM Secure Use of Unsafe XML Processing with Secure Parser

A$CQM Secure XML Parsing with Secure Options

A$CQM Singleton Creation without Proper Locking in Multi-Threaded Context
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8 ASCQM Weakness Detection Patterns

8.1Specification of Detection Patterns

Detection patterns provide guidance for automated detection of the weaknesses enumerated in Clause 7.
Each weakness may have several different instantiations in the source code. Thus, a weakness may be
associated with several different detection patterns. Each detection pattern may be associated with
weaknesses in several different quality measures. There are 135 detection patterns associated with the
weaknesses in Automated Source Code Quality Measures. This number will grow as more detection

atterpsare diccavarad snd -cnacifia
p TS ar C arstoOveTrCtant—Speemtor

Detection Patterns use micro-KDM to provide greater granularity to their specification'of|weakness
pafterns. Additional semantic constraints are required to coordinate producers and.conSumgrs of KDM
mddels to use the KDM Program Element layer for control- and data-flow analysis-applicatiopns, as well
as for providing more precision for the Resource Layer and the Abstraction Layetr:-Micro-KDM achieves
thif by constraining the granularity of the leaf action elements and their meaning by providing the set of
migro-actions with predefined semantics. Micro-KDM treats the original macré-action as a confainer that
owlns certain micro-actions with predefined semantics. Thus, precise semantics of the macrp-action is

1

e

defined. Micro-KDM constrains the patterns of how to map the statements of the existing|system as
determined by the programming language into KDM.

8.2 ASCQM Check Index of Array Access

Descriptor

ASCQM Check Index of Array
Acgess(PathFromDeclarationStatementToUseAsAnIndexStatement,
VariableDeclarationStatement, ArrayAccessStatement)

Description

Iddntify occurrences in application medel where

- the <PathFromDeclarationStatementToUseAsAnIndexStatement> path

- from the <VariableDeclarationStatement> variable declaration statement

- td the <ArrayAccessStatement> array access statement using the variable as an index,
- lalcks a range check operation.

KOM outline illustration
KDM elements present/in the application model

KDM outlin€ illustrating only the essential elements related to micro KDM:

StdrableUnit id="sul"

St LaLlCUllit id—"ouﬁ"

ArrayType id="atl"

StorableUnit id="su3" type="atl"

ActionElement id="ae2"
Flow "ae3"
Reads "sul"
Writes "su2"
ActionElement id="ae3"
Flow "ae4d"
ActionElement id="ae4d"
Flow "aeb"
ActionElement id="aeb" kind="ArraySelect|ArrayReplace"
Addresses "su3"
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Reads
Reads

" SUZ "
|[Writes

KDM elements absent from the application model

KDM outli

ActionEle
Reads
Reads

ActionEld
Reads
Reads

What to |
Roles to re¢

ne illustrating only the essential elements related to micro KDM:

ment id="ae2" kind="GreaterThan|GreaterThanOrEqual"
" Su2 "

ent id="ae3" kind="LessThan|LessThanOrEqual"
" SU.2 "

report
port are:

- the <PathFromDeclarationStatementToUseAsAnIndexStatement> path

- the <Var
- the <Arr:

ableDeclarationStatement> variable declaration statement
iyAccessStatement> array access statement

8.3 ASCQM Check Input of Memory Manipulation Primitives
Descriptpr
ASCQM CHeck Input of Memory Manipulation Primitives (MemoryManipulationCall)
Descriptjon
Identify o¢currences in application model where:
- the <MermoryManipulationCall> call to a memory manipulation function, procedure, method, ... with
boundary checking capabilities
- uses the |ength parameter without range-checking its value
KDM outfine illustration
KDM elemeénts present in the application model
KDM outlipe illustrating only.the essential elements related to micro KDM:
PointerType id="ptlY
IntegerType id="iti¥
ControlEllement i@=!cel" name="memcpy|..." type="cel signature"

Signalture 1d="cel signature"

PafameterUnit id="pul" type="dtl" kind="byValue"
ParsmeterUnit id="pu2" tyuge="otlh kind=lroityenh

StorableUnit id="sul" type="itl"
ActionElement id="ael" kind="Call|PtrCall|MethodCall|VirtualCall"

Reads "sul"

Calls "cel"
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KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

ActionElement id="ae2" kind="GreaterThan|GreaterThanOrEqual"
Reads "sul"

ActionElement id="ae3" kind="LessThan|LessThanOrEqual"
Reads "sul"

What to report
Roles to report:

- tHe <MemoryManipulationCall> call to a memory manipulation function, procedure, method| ... with
boyindary checking capabilities

8.4 ASCQM Ban String Manipulation Primitives without Boundary Checking
Capabilities

Descriptor
ASCQM Ban String Manipulation Primitives without Boundary Ghecking
Capabilities(StringManipulationCall)

Description

Idgntify occurrences in application model where:
- tHe <StringManipulationCall> call to a string m¥anipulation function, procedure, method, ... without
boyindary checking capabilities

KDM outline illustration

KDM outline illustrating only the essential elements related to micro KDM:

ControlElement id="cel" name="strcpylstrlen|..."

AcflionElement id="ag3" kind="Call|PtrCall|MethodCall|VirtualCall"

Calls "cel™

What to report
Roles toreport:

- tHe <StringManipulationCall> call to a string manipulation function, procedure, method, ... without
bowndary checking capabilities

8.5 ASCQM Check Input of String Manipulation Primitives with Boundary Checking
Capabilities

Descriptor
ASCQM Check Input of String Manipulation Primitives with Boundary Checking Capabilities
(StringManipulationCall)
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Description
Identify occurrences in application model where:
- the <StringManipulationCall> call to a string manipulation function, procedure, method, ... with
boundary checking
capabilities
- uses the length parameter without range checking its value

KDM outline illustration
KDM elements present in the application model

KDM 1' +11 . b ] 41 i | 1 b ) I N . JIZPMA
outliperustr dUllg ULy UIC TSSCTIILAI TITIHITIILS TCIdICU LU THICTU WU IVL.

StringType id="stl"

IntegerType id="itl"

ControlEllement id="cel" name="strncpyl|strncat|..." type="cel signature"
Signaglture id="cel signature"

ParameterUnit id="pul" type="stl"

ParameterUnit id="pu2" type="itl" kind="byValue"

ParamteterUnit id="pu3" type="stl" kind="return"

StorableUnit id="sul" type="itl"
ActionElgment id="ael" kind="Call|PtrCall|MethodCall|VirtualCall™
Reads| "sul"

Callg| "cel"

KDM elements absent from the application model
KDM outlipe illustrating only the essential elements related to micro KDM:

ActionElgment id="ae2" kind="GreaterThan|GreaterThanOrEqual"
Reads| "sul"

ActionElegment id="ae3" kind="LessThan|LessThanOrEqual"
Reads| "sul"

What to report

Roles to rgport:

- the <StringManipulationCall=’call to a string manipulation function, procedure, method, ... with
boundary checking capabilities

8.6 ASCQM Ban Use of Expired Pointer

Descriptor
ASCQM Ban Use of Expired Pointer (PathToPointerAccessFromPointerRelease,
PointerReleaseStatement, PointerAccessStatement)

Description

Identify occurrences in application model where:

- the <PathToPointerAccessFromPointerRelease> path

- from the <PointerReleaseStatement> resource release statement
- to the <PointerAccessStatement> resource access statement
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KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

ClassUnit|IntegerType|DecimalType|FloatType|StringType|VoidType|... id="dtl"
PointerType id="ptl"

ItemUnit id="pil" type="dtl"
StorableUnit id="sul" type="ptl"

ActionElement id="ael" name="free|delete]|..."
Addresses "ptl"
Flows "ae2"
ActrfonEtIemert—Td="a=s
Flows "ae3"
AcflionElement id="ae3" kind=PtrSelect|PtrReplace|Call|PtrCall|MethodCall|VirtuadsCall"
Reads|Addresses "ptl"

or

ClgssUnit|IntegerType|DecimalType|FloatType|StringType|VoidType| .{s , 1d="dt1l" namef"dtl"
PojnterType id="ptl" name="ptl"

ItemUnit id="iul" type="dtl" ext="dtl & ptl"
StdrableUnit id="sul" type="dtl"

StqdrableUnit id="su2" type="ptl"

HasType "ptl"

HasValue "sul"

ActionElement id="ael" name="free|delete|...|push back|..."
Addresses "sul"

Flows "ae2"

AcflionElement id="ae2"

Flows "ae3"

AcflionElement id="ae3" kind=PtrSelect|PtrReplace|Call|PtrCall|MethodCall|VirtualCall"
Reads |Addresses "su2"

What to report

Roles to report:

- tHe <PathToPointerAccessFromPointerRelease> path

- the <PointerReleaseStatement> resource release statement
- tHe <PointerAccessStatement> resource access statement

8.7 ASCQM Ban/Input Acquisition Primitives without Boundary Checking Capabhilities

Descriptor
ASCQM Ban Input Acquisition Primitives without Boundary Checking Capabilities
(InputAcquisitionCall)

Description

Identify occurrences in application model where:

- the <InputAcquisitionCall> call to an input acquisition function, procedure, method, ... without
boundary checking capabilities
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KDM out

line illustration

KDM outline illustrating only the essential elements related to micro KDM:

ControlEl

ActionEle
Calls

What to

ran

="

ement id="cel" name="gets|scanf]|..."

ment id="ae3" kind="Call|PtrCall|MethodCall|VirtualCall"

"ecel"

i

Rolestor

port:
- the <lnpitAcquisitionCall> call to an input acquisition function, procedure, method,

boundary

8.8 ASC

Descript
ASCQM CH

Descript
Identify oq
- the resul
- with an d
- is used td

KDM out
KDM elemsg

KDM outli

PointerTy
Storablel
IntegerTy
Storablel
Storablel

ActionEl€
Readsg|
Reads
Write

O
\'l.lul T

... without
checking capabilities

QM Check Offset used in Pointer Arithmetic

pI
eck Offset used in Pointer Arithmetic (ArithmeticExpression,EvaluationStatement)

on
currences in application model where:
E of the <ArithmeticExpression> arithmetic expression,
ffset value which is not range checked
dererence the pointer in the <EvaluationStatement> evaluation statement

line illustration
nts present in the application model

he illustrating only the essential glements related to micro KDM:

pe id="ptl"
nit id="sul" type="ptlY

pe id="itl1l"
it id="su2" type="itl"
it id="su3"(Type="1itl"

ment id="aed" kind="Add|Substract"
" Sul "
n SU2"

s "&uld"

ActionEl
Addre

KDM eleme

Ae—dd=lg

sses "su3"

nts absent from the application model

KDM outline illustrating only the essential elements related to micro KDM:

ActionEle
Reads
Reads

ActionEle
Reads

112

ment id="ae2" kind="GreaterThan|GreaterThanOrEqual"
" SU2 "

ment id="ae3" kind="LessThan|LessThanOrEqual"
" Su2 "
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Reads

What to report

Roles to report are:

- the <ArithmeticExpression> arithmetic expression
- the <EvaluationStatement> evaluation statement

:2021(E)

8.9

De
AS
Po

De
Ide
- th
- fr
- td

ve

Th

KL
KD
KD

UIN

Codg

) ASCQM Sanitize User Input used as Pointer

scriptor
[QM Sanitize User Input used as Pointer (PathFromUserInputToPointerDereferencing, Use
nterDereferencingStatement, PointerDereferencingSanitizationControlElemefitList)

scription

ntify occurrences in application model where:

e <PathFromUserInputToPointerDereferencing> path

om the <UserInput> user interface input

the <PointerDereferencingStatement> pointer dereferencing'statement,

- lﬂ:ks a sanitization operation from the <PointerDereferencingSanitizationControlElementLis

ed sanitizations.

b list of vetted sanitization primitives is an inputte provide to the measurement process.

M outline illustration
M elements present in the application model

M outline illustrating only the essential elements related to micro KDM:
odel
UIField id="ufl"
UIAction id="ual" implementation="ael" kind="input"
ReadsUI "ufl"
eModel

StorableUnit Gg="sul"
StorableUni% dd="su2"
ActionElemént id="ael" kind="UI"
Writes "sul"
Flow "ae2"
ActéonElement id="ae2"
Flow "ae3"

rinput,

t> list of

Reads "sul"

Writes "suaZ"
ActionElement id="ae3"
Flow "aed"
ActionElement id="aed"
Flow "aeb"
ActionElement id="aeb5" kind="PtrSelect"
Addresses "su2"
Reads|Writes
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KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:
ControlElement id="cel" kind="sanitization"
ActionElement id="ae3" kind="Call|PtrCall|MethodCall|VirtualCall"
Flow "aed"
Calls "cel"
Reads "su2"
Writes "su2"

What to report
Roles to rgport are:
- the <PathFromUserInputToPointerDereferencing> path

- the <Use
- the <Poi
- the <Poi

8.10 ASC

Descript
ASCQM In
PointerDe

Descript
Identify oq

FInput> user interface input
terDereferencingStatement> pointer dereferencing statement,
terDereferencingSanitizationControlElementList> list of vetted sanitizations.

QM Initialize Pointers before Use

DI’
tialize Pointers before Use (PathToPointerAccessFromPointerDeclaration,
rlarationStatement, PointerAccessStatement)

on
currences in application model where:

- the <PathToPointerAccessFromPointerDeclaration> path

- from the
- to the <P

<PointerDeclarationStatement> pointer declaration statement
pinterAccessStatement> pointer(access statement

- lacks a pginter initialization statement
excluding pariable and platform reSqurces
KDM outfine illustration
KDM elements present in the application model
KDM outlipe illustratinglonly the essential elements related to micro KDM:
PointerType id=“ptl"
StorableUnit\id="sul" type="ptl"
ActionElement fd=rae
Flows "ae3"
ActionElement id="ae3" kind="PtrSelect"
Reads "sul"
114 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=026cdc0cb4b25d9a1b932f41676cf705

KDM elements absent from the application model

KD

M outline illustrating only the essential elements related to micro KDM:

ActionElement id="ael" kind="Assign|Ptr"

Writes "sul"
Flows "ae2"

What to report
Roles to report are:

ISO/IEC 5055:2021(E)

- th
- th
- th

8.1

De
AS

De
Ide
-a

- wlith no NULL comparison operation performed onthe pointer immediately before

KL
KD
KD

Poi
St
Act

KD
KD

val
St

e <PathToPointerAccessFromPointerDeclaration> path
e <PointerDeclarationStatement> pointer declaration statement
e <PointerAccessStatement> pointer access statement

1 ASCQM Check NULL Pointer Value before Use

scriptor
QM Check NULL Pointer Value before Use(EvaluationStatement)

scription
ntify occurrences in application model where:
pointer is evaluated in the <EvaluationStatement> evaluation statement

M outline illustration
M elements present in the application modegl

M outline illustrating only the essential elements related to micro KDM:

nterType id="ptl"

TtemUnit id="iul"
rableUnit id="sul" type="ptl"

ionElement id="ae3" kind="PtrSelect|PtrReplace"
Reads "iul"

Addresses "sul!

M elements absent from the application model
M outline ilustrating only the essential elements related to micro KDM:

ue, id="v1" name="NULL|nullptr"
nakleUnit id="su2"

Act

ichElement—id="ael" kind="NotEqual"
Reads "v1"

Reads "sul"

Writes "su2"

Flows "ae2"

ActionElement id="ae2" kind="Condition"

Reads "su2"
TrueFlow "ae3"
FalseFlow "ffl1"
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What to report
Roles to report are:
- the <EvaluationStatement> evaluation statement

8.12 ASCQM Ban Use of Expired Resource

Descriptor
ASCQM B4n Use of Expired Resource [PathToResourceAccessFromResourceRelease,
ResourceReleaseStatement, ResourceAccessStatement)

Descriptjon

Identify ogcurrences in application model where:

- the <PathToResourceAccessFromResourceRelease> path

- from the|<ResourceReleaseStatement> resource release statement

- to the <ResourceAccessStatement> resource access statement excluding pointexs

KDM outfine illustration
KDM outlipe illustrating only the essential elements related to micro KDM:

PlatformModel
DataManager|FileResource id="prl"

PlatflormResource id="pal" kind="open" implementation="ae4"
ManagesResource "prl"
PlatflormResource id="pa2" kind="close" implementation="ael"
ManagesResource "prl"

CodeMode ]
ActiognElement id="ael" kind="PlatformAction"

Fllows "ae3"

ActiognElement id="ae3"

Flows "aed"
ActiognElement id="aed'.kind="PlatformAction"

What to report

Roles to rgport:

- the <PathToResourceAccessFromResourceRelease> path

- the <RespurgceReleaseStatement> resource release statement
- the <ResourceAccessStatement> resource access statement

8.13 ASCQM Ban Double Release of Resource

Descriptor
ASCQM Ban Double Release of Resource (PathToResourceReleaseFromResourceRelease,
FirstResourceReleaseStatement, SecondResourceReleaseStatement)
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Description

Identify occurrences in application model where:

- the <PathToResourceReleaseFromResourceRelease> path

- from the <FirstResourceReleaseStatement> resource release statement
- to the <SecondResourceReleaseStatement> resource release statement

KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

ISO/IEC 5055:2021(E)

Plc LLOLMMOJE L
DataManager|ExecutionResource id="prl"

PlatformAction id="pa2" kind="close" implementation="ael aed"
ManagesResource "prl"

CodeModel

ActionElement id="ael" kind="PlatformAction"
Flows "ae3"
ActionElement id="ae3"
Flows "aed"
ActionElement id="ae4" kind="PlatformAction"

What to report

Roles to report:

- tHe <PathToResourceReleaseFromResourceRélease> path

- the <FirstResourceReleaseStatement> resotirce release statement

- the <SecondResourceReleaseStatement>"resource release statement

8

Descriptor

ASCQM Implement Copy Constructor for Class with Pointer Resource (Class, Pointer)

Description

Iddntify occurrences in application model where:
- the <Class> Class

- owns'the <Pointer> pointer resource

- butlacks a copy constructor

14 ASCQM Implement €opy Constructor for Class with Pointer Resource

KDM outline illustration
KDM elements present in the application model
KDM outline illustrating only the essential elements related to micro KDM:

PointerType id="pointerType"

ClassUnit id="cul"
MemberUnit id="mul" type="pointerType"
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KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

ClassUnit id="cul"

MethodUnit is="ml"

name="class|this| construct|new|New| new J|alloc|constructor|initializel|..."
methodKind="constructor" type="ml signature"
Signature id = "ml signature"

ParameterUnit id="pl" name="pl" type="class" kind="byReference"
ParameterUnit id="r" name="r" type="class" kind="return"

What to report

Roles to rgport are:

- the <Clags> Class

- the <Pointer> pointer resource

8.15 ASCQM Ban Free Operation on Pointer Received as Parameter

Descriptpr
ASCQM Bgn Free Operation on Pointer Received as Parameter (ReleaseStatement, Signature)

Descriptjon

Identify o¢currences in application model where:

- the pointer is released by the <ReleaseStatement> release statement
- and was feceived as a parameter in the <Signature>\signature

The list of|release operations is technology, language dependent. For example, with C-type languages
free, delet

W

KDM outfine illustration
KDM outlipe illustrating only the €ssential elements related to micro KDM:

PointerType id="ptl"
ControlEllement id="éeg®™" name="free|delete|..."
CallableUnit kinds'regular|external|stored" | MethodUnit id="ce2" type="ce2 signature"

Signature id="ce2 signature"
ParameterUnit id="pul" kind="byReference" type="ptl"

P S P P DN Y
ACtl I T LTU= dl ALITU= Cdl 1l [ CLL ULl LT [FITSULITUOUCLAL LT LI tudadalrtCall
" "
Calls "cel
" "
Reads "pul

What to report

Roles to report are:

- the <ReleaseStatement> release statement
- the <Signature> signature
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8.16 ASCQM Ban Delete of VOID Pointer

Descriptor
(DeclarationStatement, ReleaseStatement)

Description

Identify occurrences in application model where:

- the pointer declared as a VOID pointer in <DeclarationStatement> declaration statement
- is released by the <ReleaseStatement> release statement

- wlithout ever been casted into a non-VOID pointer

The list of release operations is technology, language dependent. For example, with C-type languages:
delete.

KDM outline illustration
KDM elements present in the application model

KDM outline illustrating only the essential elements related to micro KDM;

VoildType id="wvtl"

PointerType id="ptl"

ITtemUnit id="iul" type="vtl"
StdrableUnit id="sul" type="ptl"
ControlElement id="cel" name="delete]|..."

AcflionElement id="ael" kind="Call|PtrCall|MethodCall|VirtualCall"
Reads "sul"
Calls "cel"

KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

InfegerType|DecimalType|FloatTypel StringType|ClassUnit id="dtl1l"
PointerType id="pt2"

TtemUnit id="iu2" type='gdtl"

AcflionElement id="ae2" kihd="TypeCast|DynCast"

Reads "sul"

UsesType "pt2"

Writes "sul"

What to report

Roles to report are:

- tHe <DeglarationStatement> declaration statement
- tHe<ReleaseStatement> release statement

8.17 ASCQM Ban Variable Increment or Decrement Operation in Operations using the
Same Variable

Descriptor
ASCQM Ban Variable Increment or Decrement Operation in Operations using the Same Variable
(VariableAssignment)

© ISO/IEC 2021 - All rights reserved 119


https://standardsiso.com/api/?name=026cdc0cb4b25d9a1b932f41676cf705

ISO/IEC 5055:2021(E)

Description

Identify occurrences in application model where:

- the <VariableAssignment> variable assignment

- uses the outcome of increment or decrement operation on a variable
- jointly with the variable itself

e.g. i X + X++;

KDM outline illustration

KDM outli

Storablel
ActionEldg
Actig

A

Actig

K

Whatto

Roles to re
- the <Var

8.18 ASC

Descript
ASCQM B4

Descript
Identify oq
- the <Var
- uses the
- jointly w

eg.:Xx=a

KDM out
KDM outli

ne 1llustrating only the essential elements related to micro KDM:

nit id="sul"

ment id="ael" kind="Compound"
NElement id="ae2" kind="Incr|Decr"
[ddresses "sul"

NElement id="ae3"

leads "sul"

report
port:
ableAssignment> variable assignment

QM Ban Reading and Writing the Same-Variable Used as Assignment Value

pIr
n Reading and Writing the Same Variable Used as Assignment Value (VariableAssignment)

on

currences in application model where:
ableAssignment> variablé assignment
butcome of an operatioh on a variable
th the assignment'of'the variable itself

+ (a=2);

line illustration
he illustrating only the essential elements related to micro KDM:

StorableU
ActionEle
Stora
Actio

nit id="sul"

ment id="ael" kind="Compound"
bleUnit id="su2"

nElement id="ae2" kind="Assign"

Writes "sul"

Actio

nElement id="ae3"

Reads "sul"

Writes

Actio

Reads

120

"Su2 "
nElement id="ae4d"
n Su2 n

kind="Assign"
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Writes

What to report
Roles to report:
- the <VariableAssignment> variable assignment

8.19 ASCQM Handle Return Value of Resource Operations

Descriptor
ASCQM Handle Return Value of Resource Operations (CallToTheOperation)

Description
Iddntify occurrences in application model where:
- te platform resource management function, method, procedure, ... is calléd in the
<CallToTheOperation> call
statement
- wlith no use in a conditional statement of the return value

KDM outline illustration
KDM elements present in the application model
KDM outline illustrating only the essential elements related to micro KDM:

PlgtformModel
DataManager |ExecutionResource|... id=¥%prl"

PlatformResource id="pal" implementation="ael"
ManagesResource |ReadsResousge |WritesResource "prl"

CodeModel
CallableUnit|MethodUnit id="cel" type="cel signature"
Signature id="cell signature"

ParameterUnit) id="pul" kind="return"

ActionElement id="ael" kind="Call|PtrCall|MethodCall|VirtualCall"

KDM elements absént from the application model
KDM outline illustrating only the essential elements related to micro KDM:

StgrableUnit id="sul"

ActlicnElement id="gel" kind="Call[PitrCalllMethodCall|VirtualCall"
Writes "sul"
Flows "ae2"
ActionElement id="ae2" kind="Switch"
Reads "sul"
GuardedFlow "gfl"
GuardedFlow|FalseFlow "gf2"

or

StorableUnit id="sul"
StorableUnit id="su2"
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ActionElement id="ael" kind="Call|PtrCall|MethodCall|VirtualCall"
Writes "sul"
Flows "ae2"
ActionElement id="ae2"
kind="Equal |NotEqual |LessThan|LessThanOrEqual |GreaterThan|GreatedThanOrEqual"
Reads "sul"
Writes "su2"
Flows "ae3"
ActionElement id="ae3" kind="Condition"
TrueFlow "tfl"
FalseFlow "ff1"

What to report
Roles to rgport are:
- the <CallfoTheOperation> call statement

8.20 ASCQM Ban Incorrect Numeric Conversion of Return Value

Descriptpr
ASCQM Bgn Incorrect Numeric Conversion of Return Value (FunctionMethodOrProcedure,
VariableDataType, CallStatement, TargetDataType)

Descriptjon

Identify o¢currences in application model where:

- the <FunctionMethodOrProcedure> function, method/procedure, ...

- declared|to return a value with the <VariableDataType> numerical data type
- is called In the <CallStatement> call statement

- with assignment of its return value to a variable of the <TargetDataType> second numerical data type
- which is [ncompatible with the first one
- without any explicit casting

KDM outfine illustration
KDM outlipe illustrating only the essential elements related to micro KDM:

IntegerType|DecimalType|FloatType id="dtl"
IntegerType | Decimal Type| FloatType id="dt2"
StorableUnit|ItemUfit|MemberUnit |Value id="del" type="dt2"

CallableUnit|MéthodUnit id="cel" type="cel signature" attribute="CheckReturnValue|..."
Signalture \id="cel signature"
BarameterUnit id="pul" kind="return" type="dtl"

ActionElement id="ael" kind="Call|PtrCall|MethodCall|VirtualCall"
Calls "cel"
Writes "del"

and the numeric datatypes are not compatible.

What to report

Roles to report are:

- the <FunctionMethodOrProcedure> function, method, procedure, ...
- the <VariableDataType> numerical data type
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- the <CallStatement> call statement with assignment
- the <TargetDataType> second numerical data type

8.21 ASCQM Handle Return Value of Must Check Operations

Descriptor
ASCQM Handle Return Value of Must Check Operations (CallToTheOperation)

Description

Iddntify occurrences in application model where:
- tHe must-check function, method, procedure, ... is called in the <CallToTheOperatien> call statement
- with no use in a conditional statement of the return value

The must-check nature of a function, method, procedure, ... is technology dependent. For exanjple, in
Jav@a: the @CheckReturnValue annotation

KDM outline illustration
KDM elements present in the application model

KDM outline illustrating only the essential elements related to.umicro KDM:

CallableUnit|MethodUnit id="cel" type="cel signature" attribute="CheckReturnValue|..."
Signature id="cel signature"
ParameterUnit id="pul" kind="return'

AcflionElement id="ael" kind="Call|PtrCalhMethodCall|VirtualCall"

KDM elements absent from the application(model
KDM outline illustrating only the essential elements related to micro KDM:

StgrableUnit id="sul"

AcflionElement id="ael" kinhd="Call|PtrCall|MethodCall|VirtualCall"
Writes "sul"

Flows "ae2"

AcflionElement id="ae2" kind="Switch"

Reads "sul"

GuardedFlaw="gfl"

GuardedEYow|FalseFlow "gf2"

or

StorableUnit id="sul"
StorableUnit id="su2"

ActionElement id="ael" kind="Call|PtrCall|MethodCall|VirtualCall"
Writes "sul"
Flows "ae2"
ActionElement id="ae2"
kind="Equal|NotEqual |LessThan|LessThanOrEqual |GreaterThan|GreatedThanOrEqual"
Reads "sul"
Writes "su2"
Flows "ae3"
ActionElement id="ae3" kind="Condition"
TrueFlow "tfl"
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False

Flow "ff1"

What to report
Roles to report are:
- the <CallToTheOperation> call statement

8.22 ASC

Descript
ASCQM CH

Descript
Identify od
- a platfor
<CallToT

- with no d

KDM out
KDM eleme
KDM outli

PlatformM
DataM
Platf

M

CodeMode ]
Calldl

S

Actig

KDM eleme
KDM outli

Storablel

ActionEld

QM Check R Value of R 9 ions I liatel

pIr
eck Return Value of Resource Operations Immediately (CallToTheOperation)

on
currences in application model where:
resource management function, procedure, method, ... is called in the
eOperation> call statement
peration performed immediately after on the return value

line illustration
nts present in the application model
he illustrating only the essential elements related to micro KDM:

odel
anager |ExecutionResource|... id="prl"
ormResource id="pal" implementatign="ael"

anagesResource |ReadsResource |WritesResource "prl"

bleUnit |MethodUnit id="cel™ type="cel signature"
ignature id="cel signatureW
ParameterUnit id="pgI\™ kind="return"

nFElement id="ael" kind="Call|PtrCall|MethodCall|VirtualCall"
nts absent from{th& application model
he illustrating only the essential elements related to micro KDM:

nit id=Ysul"

ment\ id="ael" kind="Call|PtrCall|MethodCall|VirtualCall"

Write

s sul"

Flows
ActionEle
Reads

llae2 "
ment id="ae2"
" Sul "

What to report
Roles to report are:
- the <CallToTheOperation> call statement8.22
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8.23 ASCQM Ban Useless Handling of Exceptions

Descriptor
ASCQM Ban Useless Handling of Exceptions (CatchBlock)

Description

Identify occurrences in application model where:

- the <CatchBlock> catch block

- does not report on the error condition as a new throw or as a return value

ISO/IEC 5055:2021(E)

KL
KD
KD

Cat

KD
KD

Caf]

or

Caf]

M outline illustration
M elements present in the application model
M outline illustrating only the essential elements related to micro KDM:

chUnit id="cul"

M elements absent from the application model
M outline illustrating only the essential elements related to mijicro KDM:

chUnit id="cul"

ActionElement id="ael" kind="Throw"
Throws ...

chUnit id="cul"

ActionElement id="ael" _kind="Return"
Reads ...

What to report

Ro
- th

es to report age:
e <CatchBloek>"catch block

8.2

4-ASCQM Ban Incorrect Object Comparison

De

scriptor

ASCQM Ban Incorrect Object Comparison (ObjectEqualityComparisonExpression)

De

scription

Identify occurrences in application model where:

- the <ObjectEqualityComparisonExpression> equality comparison expression between two objects
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KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

ClassUnit id="cul"
StorableUnit|ItemUnit |MemberUnit id="del" type="cul"
StorableUnit|ItemUnit |MemberUnit id="de2" type="cul"

ActionElement id="ael" kind="Equals|NotEqual" ext="del == de2 | del != de2"
Reads "del"
Reads "de2"

What to report
Roles to rgport are:
- the <Obj¢ctEqualityComparisonExpression> equality comparison expression

8.25 ASCQM Ban Assignment Operation Inside Logic Blocks

Descriptpr
ASCQM Bdn Assignment Operation Inside Logic Blocks (AssignmentExpression, LogicBlock)

Descriptjon

Identify o¢currences in application model where:

- the <AssignmentExpression> assignment expression
- is used within the <LogicBlock> logic block

KDM outfine illustration
KDM outlipe illustrating only the essential elements related to micro KDM:

ActionElgment id="ael" kind="Compound!*
StorapleUnit |MemberUnit id="del"

ActionElement id="ae2" kind="€ondition|Switch"
Reads "del"

ActionElement id="ae3™-kind="Assign"

Writes "del"

What to report

Roles to rgport are:

- the <AssignmentExpression> assighment expression
- the <Log]cBlock> logic block

8.26 ASCQM Ban Comparison Expression Outside Logic Blocks

Descriptor
ASCQM Ban Comparison Expression Outside Logic Blocks (ComparisonExpression)
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Description

Identify occurrences in application model where:

- the <ComparisonExpression> comparison expression
- is not used within a logic block

KDM outline illustration
KDM elements present in the application model

KDM outline illustrating only the essential elements related to micro KDM:

AcflionElement id="ael" kind="Compound"
StorableUnit |MemberUnit id="del"

ActionElement id="ae3" kind="Equal"
Reads "del"

KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

AcflionElement id="ael" kind="Compound"
StorableUnit |MemberUnit id="del"

ActionElement id="ae2" kind="Condition|Switch"
Reads "sul"
StorableUnit id="sul" type="register"
ActionElement id="ae3" kind="Equal"
Writes "sul"
Reads "del"

What to report
Roles to report are:
- tHe <ComparisonExpression> comparison expression

8.27 ASCQM Ban Ineorrect String Comparison

Descriptor
ASCQM Ban Ingorrect String Comparison (StringEqualityComparisonExpression)

Description
Iddntify occurrences in application model where:
- the<StringEquatityComparisonExpression=—equality COMparison eXpression betweer two strings

KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

StringType id="stl"
StorableUnit|ItemUnit |MemberUnit id="del" type="stl"
StorableUnit|ItemUnit |MemberUnit id="de2" type="stl"

ActionElement id="ael" kind="Equals|NotEqual" ext="del == de2 | del != de2"
Reads "del"
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Reads

"de2"

What to report
Roles to report are:
- the <StringEqualityComparisonExpression> equality comparison expression

8.28 ASC

Descript

ASCQM Ba

Descript

Identify oq

QM Ban Logical Operation with a Constant Operand

pIrr
n Logical Operation with a Constant Operand (ComparisonExpression)

on
currences in application model where:

- the <ComparisonExpression> comparison expression with a constant operand

KDM out
KDM outli

Value idsH

ActionEldg
Reads

What to |
Roles to re¢

line illustration
he illustrating only the essential elements related to micro KDMg

LAV

ment id="ael" kind="And|Or|Xor"
"Vl "

"eport
portare:

- the <ComparisonExpression> comparison expression

8.29 ASC

Descript
ASCQM Im

Descript
Identify od
- the <Clas

QM Implement Correct Object Comparison Operations

DI
plement CorrectObject Comparison Operations (Class)

on
currences,/in application model where:
s> class

- lacking tTe required comparison operations

KDM outline illustration

KDM eleme

nts present in the application model

KDM outline illustrating only the essential elements related to micro KDM:

ClassUnit

128

id="cul"
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KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

BooleanType id="btl"
IntegerType id="itl"

ClassUnit id="cul"

MethodUnit id="mul" name="equals|Equals|operator==|..." type="mul signature"
Signature id="mul signature"
ParameterUnit id="pul" kind="byReference" type="cul"
ParameterUnit id="pu2" kind="Retyrn" type="bt1"

MethodUnit id="mu2" name="hashCode|GetHashCode|hash|..." type="mu2 signatuze"
Signature id="mu2 signature"
ParameterUnit id="pu3" kind="byReference" type="cul"
ParameterUnit id="pu4" kind="Return" type="itl"

What to report
Roles to report are:
- the <Class> class

8.30 ASCQM Ban Comma Operator from Delete Statement

Descriptor
ASCQM Ban Comma Operator from Delete Statemeént (DeleteStatement, CommaStatement)

Description

Idgntify occurrences in application mod€l.where:

- the <DeleteStatement> delete statement

- c¢mpounded with the <CommaStatement> comma statement

KDM outline illustration
KDM outline illustrating-only the essential elements related to micro KDM:

CallableUnit id&E™c¢Gl" name="delete" callableKind="operator"
CallableUnit 4@="cu2" name="comma" callableKind="operator"

AcflionElement id="ael" kind="Compound" ext="delete x, y"
ActdionElement id="ae2" kind="Call"

Calls "cul"
Calls "cu2"
What to report

Roles to report are:
- the <DeleteStatement> delete this statement
- the <CommasStatement> comma statement
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8.31 ASCQM Release in Destructor Memory Allocated in Constructor

Descriptor
ASCQM Release in Destructor Memory Allocated in Constructor (MemoryAllocationStatement)

Description

Identify occurrences in application model where:

- the <MemoryAllocationStatement> memory allocation statement in the class constructor
- lacking a corresponding memory release statement in the class destructor

KDM outline illustration
KDM elemeénts present in the application model
KDM outlipe illustrating only the essential elements related to micro KDM:
ClassUniY|IntegerType|DecimalType|FloatType|StringType|VoidType|... id="dtl"
PointerType id="ptl"

ITtemUnit id="iul" type="dtl"

ClassUnit
Stora
Methd

A

or

ControlE]]
ClassUnit
PointerTy
Itemy
ClassUnit
Storag
Methq

A

id="cul"
bleUnit id="sul" type="ptl"
[dUnit id="mul" MethodKind="constructor"
ééionElement id="ael" kind="New|NewArray"

Creates "dtl"
Writes "sul"

ement id="cel" name="malloc|calldc|..."
pe id="ptl"
nit id="iul" type="dtl"

id="cul"
bleUnit id="sul"(Eype="ptl"
dUnit id="mul™\ MethodKind="constructor"
ééionElement id="ael" kind="Call"

Calls Ycel™
Writes "sul"

| IntegerType | DecimalType | FlodatType|StringType|VoidTypel ...

id="dt1"

KDM eleme

KDM outline illustrating only the essential elements related to micro KDM:

S apsent 1rom the application moael

ControlElement i1id="ce2" name="delete|delete[]|free|..."
ClassUnit id="cul"
MethodUnit id="mu2" MethodKind="destructor"

ActionElement id="ae2" kind="Call"

130

Addresses "sul"
Calls "ce2"
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What to report
Roles to report:
- the <MemoryAllocationStatement> memory allocation statement

8.32 ASCQM Release Memory after Use with Correct Operation

Descriptor
ASCQM Release Memory after Use with Correct Operation (MemoryAllocationstatement,
MemoryReleaseStatement)

Description

Idgntify occurrences in the application model where:

- tHe memory is allocated via the <MemoryAllocationStatement> allocation statement
- tHen released via the mismatched <MemoryReleaseStatement> release statément

The pairs of matching allocation/deallocation primitives and operations are technology, framg¢work,
lanjguage dependant. For example: malloc/free, calloc/free, realloc /free in C/C+, new/delete,
ney|[]/delete[] in C+, new/Release() with COM IUnknown interface:

KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

CldssUnit|IntegerType|DecimalType|FloatType|StringType|VoidType|... id="dtl"
PointerType id="ptl"
ITtemUnit id="iul" type="dtl"

StdrableUnit id="sul" type="ptl"

AcflionElement id="ael" kind="New"

Creates "dtl"

Writes "sul"

ControlElement id="ce2" ,name="delete[] |free|..."
AcflionElement id="ae2" )kind="Call"

Addresses "sull
Calls "ce2"

or

ClgdssUndit|IntegerType|DecimalType|FloatType|StringType|VoidType|... id="dtl"
Polnt&rType id="ptl"
LtemUnit id="iul" type="dtl"

StorableUnit id="sul" type="ptl"
ActionElement id="ael" kind="NewArray"
Creates "dtl"
Writes "sul"
ControlElement id="ce2" name="delete|freel|..."
ActionElement id="ae2" kind="Call"

Addresses "sul"
Calls "ce2"
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or

ControlEl

ClassUnit

ement id="cel" name="malloc|calloc|..."

| IntegerType|DecimalType|FloatType|StringType|VoidType| ... id="dtl"

PointerType id="ptl"
ItemUnit id="iul" type="dtl"

StorableUnit id="sul" type="ptl"

ActionEle
Call

ment id="ael" kind="Call"
"FP‘I "

Write
ControlE]]
ActionEld

Addre

Calls

What to
Roles to rd
- the <Mer
- the <Mer

8.33 ASC

Descript
ASCQM I

Descript
Identify oq
- the <Objg
- declares
- which lag

The manu
example: ¢
python.

KDM out
KDM eleme

s "sul"

ement 1id="ce2" name="delete|delete[]|..."

ent id="ae2" kind="Call"
sses "sul"
"ce2"

report

portare:

horyAllocationStatement> allocation statement
noryReleaseStatement> release statement

QM Implement Required Operations for Matiual Resource Management

pIr
plement Required Operations for Manual Resource Management (ObjectDeclaration)

on

currences in application model where:

ectDeclaration> object declaration

An object with manual resource management capabilities
ks the required operation.

h] resource management capability is technology, framework, and language dependent. For
lass inheritanee\from IDisposable in C#, and AutoClosable in Java, class with __enter__in

line illustration
nts/present in the application model

KDM outli

heillustrating only the essential elements related to micro KDM:

Interface

ClassUnit
Exte

of

ClassUnit
Meth

132

Unit id="iul" name="IDisposable|AutoClosable|..."
id="cul"

nds "iul"
id="cul"

name="

odUnit "mul" __enter "
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KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

ClassUnit id="cul"

MethodUnit "mul" name="dispose|close| exit [|..."

What to report

ISO/IEC 5055:2021(E)

RolestoTeport
- tHe <ObjectDeclaration> object declaration

8.34 ASCQM Release Platform Resource after Use

Descriptor
ASCQM Release Platform Resource after Use (FunctionProcedureOrMéthod,
RegsourceAllocationStatement, PathToExitWithoutResourceRelease)

Description

Iddntify occurrences in application model where:

- tHe <FunctionProcedureOrMethod> function, procedurée,/method, ...

- uses the <ResourceAllocationStatement> resource allocation statement
- excluding memory and file resources

- while there exist the <PathToExitWithoutResourceRelease> path to exit the

<FlinctionProcedureOrMethod> function,
procedure, method, ... without releasing the resource

KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

PlgtformModel

DataManager |ExeeutionResource id="prl"

PlatformActien/id="pal" kind="open" implementation="ael"
ManagesResource "prl"

PlatformAction id="pa2" kind="close" implementation="ae2"
ManhagesResource "prl"

CodeModel

CallableUnit|MethodUnit id="cel" name="..."

ActionElement id="ael" kind="PlatformAction"
Flows "ae3"
ActionElement id="ae3"
Flows "ae4d"
ActionElement id="ae4" kind="Return"

ActionElement id="ae2" kind="PlatformAction"
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What to report

Roles to report

- the <FunctionProcedureOrMethod> function, procedure, method, ...
- the <ResourceAllocationStatement> file resource open statement

- the <PathToExitWithoutResourceRelease> path to exit

8.35 ASCQM Release Memory After Use

Descriptpr
ASCQM Rdlease Memory After Use (MemoryAllocationStatement)

Descriptjon

Identify o¢currences in application model where :

- the <MermoryAllocationStatement> memory allocation statement
- lacking a|corresponding memory release statement

KDM outline illustration
KDM elements present in the application model
KDM outlipe illustrating only the essential elements related to micre,KDM:

ClassUniY|IntegerType|DecimalType|FloatType|StringType (VOoidType| ... id="dtl"
PointerType id="ptl"
ITtemUnit id="iul" type="dtl"

StorableUnit id="sul" type="ptl"
ActionElgment id="ael" kind="New|NewArray"

Creatjes "dtl"
Writels "sul"

or

ControlEllement id="cel" name=™malloc|calloc]|..."

ClassUniY| IntegerType|DecimalType |FloatType|StringType|VoidType|... id="dtl"
PointerType id="ptl"
ItemUnit id="iul!'S\type="dt1l"

StorableUnit id="sud" type="ptl"
ActionElgment ¢id="ael" kind="Call"

Callg| "cel™
Writels“"sul"

KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

ControlElement i1id="ce2" name="delete|delete[]|free|..."
ActionElement id="ae2" kind="Call"

Addresses "sul"
Calls "ce2"
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What to report
Roles to report :
- the <MemoryAllocationStatement> memory allocation statement

8.36 ASCQM Implement Virtual Destructor for Classes Derived from Class with Virtual
Destructor

Descriptor
ASCQM Implement Virtual Destructor for Classes Derived from Class with Virtual Destructor (|Class,
ParentClass, ParentVirtualDestructor)

Description

Iddntify occurrences in application model where :

- tHe <Class> class

- inherits from the <ParentClass> parent class

- wiith the <ParentVirtualDestructor> virtual destructor
- but lacks a virtual destructor

KDM outline illustration
KDM elements present in the application model

KDM outline illustrating only the essential elements related to micro KDM:

Cl4ssUnit id="cl1"
MethodUnit is="ml" methodKind="methody isVirtual="true"

Cl4ssUnit id="c2" InheritsFrom="cl"

KDM elements absent from the application model
KDM outline illustrating only the.essential elements related to micro KDM:

ClgssUnit id="c2"

MethodUnit is="m2"methodKind="destructor" isVirtual="true"

What to report

Roles to repost are :

- the <Class> class

- the <RarentClass> parent class

- tHe<ParentVirtualDestructor> virtual destructor

8.37 ASCQM Implement Virtual Destructor for Parent Classes

Descriptor
ASCQM Implement Virtual Destructor for Parent Classes (Class, ParentClass)
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Description

Identify occurrences in application model where:
- the <Class> class

- inherits from the <ParentClass> parent class

- which lacks a virtual destructor

KDM outline illustration
KDM elements present in the application model

KDM 1' +11 . b ] 41 i | 1 b ) I N . JIZPMA
outliperustr dUllg ULy UIC TSSCTIILAI TITIHITIILS TCIdICU LU THICTU WU IVL.

ClassUnit id="c1"

ClassUnit] id="c2" InheritsFrom="cl"

KDM elemeénts absent from the application model
KDM outlipe illustrating only the essential elements related to micro KDM:

ClassUnit id="c1"

MethodUnit is="ml" methodKind="method" isVirtual="true"

What to report

Roles to rgport are:

- the <Clags> class

- the <Par¢ntClass> parent class

8.38 ASCQM Release File Resource after Use in Operation

Descriptpr
ASCQM Rdlease File Resource after-Use in Operation (FunctionProcedureOrMethod,
FileResourceOpenStatement, PathToExitWithoutFileResourceClose)

Descriptjon
Identify o¢currences inlapplication model where:
- the <FunftionProgediireOrMethod> function, procedure, method, ...
- uses the kFileResourceOpenStatement> file resource open statement
- while thqre exist the <PathToExitWithoutFileResourceClose> path to exit the
<FunctionPtfecedureOrMethod> function,
procedure, method, ... without releasing the file resource

The path to exit the function, procedure, method, includes calls to other functions, procedures, methods,
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KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

PlatformModel
FileResource id="prl"

PlatformAction id="pal" kind="open" implementation="ael"
ManagesResource "prl"

PlatformAction id="pa2" kind="close" implementation="ae2"
ManagesResource "prl"

CodeModel
CallableUnit |MethodUnit id="cel" name="..."

ActionElement id="ael" kind="PlatformAction"
Flows "ae3"

ActionElement id="ae3"
Flows "aed"

ActionElement id="ae4" kind="Return"

ActionElement id="ae2" kind="PlatformAction"

What to report

Roles to report:

- the <FunctionProcedureOrMethod> function, proeedure, method, ...
- the <FileResourceOpenStatement> file resource'open statement

- tHe <PathToExitWithoutFileResourceClose> path to exit

8.39 ASCQM Implement Virtual-Destructor for Classes with Virtual Methods

Descriptor
ASCQM Implement Virtual Destructor for Classes with Virtual Methods (Class, VirtualMethod)

Description

Iddntify occurrences in application model where:
- tHe <Class>-class

- owns thexVirtualMethod> virtual method

- blit lacks-a virtual destructor

KDM outline illustration
KDM elements present in the application model

KDM outline illustrating only the essential elements related to micro KDM:

ClassUnit id="c1"

MethodUnit is="ml" methodKind="method" isVirtual="true"
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KDM eleme

nts absent from the application model

KDM outline illustrating only the essential elements related to micro KDM:

ClassUnit

Metho

id="cl"

dUnit is="m2" methodKind="destructor" isVirtual="true"

What to report

Roles to rq
- the <Clas
- the <Virt

8.40 ASC

Descript
ASCQM B3

Descript
Identify od
- the <Delg

KDM out
KDM outli

CallableU
ClassUnit
Storal
Actig

W

Actig

A

g

Whatto |
Roles to r¢
- the <Del¢

portare.
s> class
pnalMethod> virtual method

QM Ban Self Destruction

DI
n Self Destruction (DeleteThisStatement)

on
currences in application model where:
teThisStatement> delete this statement

line illustration
he illustrating only the essential elements related to micro KDM:

nit id="cul" name="delete" callableKind="operator"
id="cul"

bleUnit id="sul"

INElement id="ael" kind='"This"

rites "sul"

hElement id="ae2" kind="Call"

[ddresses "sul"

alls "cul"

‘eport

port:

teThisStatement> delete this statement

8.41 ASCQM Manage Time-Out Mechanisms in Blocking Synchronous Calls

Descriptor

ASCQM Manage Time-Out Mechanisms in Blocking Synchronous Calls (BlockingSynchronousCall,

TimeOutO

138

ption)
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scription

Identify occurrences in application model where:
- the <BlockingSynchronousCall> synchronous call
- does not use its <TimeOutOption> time-out option

The list of blocking synchronous primitives is technology, framework, language dependent. For

example, in Java: connect(), receive().

KDM outline illustration

KDIK;Ieiemean presentimthe appiicatiom modet
KDM outline illustrating only the essential elements related to micro KDM:
ConfjtrolElement id="cel" name="connect|receive|..." type="cel signature"

val

Act
KD
KD

val

Act

Signature id="cel signature"
ParameterUnit id="pul" name="timeout]..."

ue id="v1" attribute="infinite wait"

ionElement id="ael" kind="Call|PtrCall|MethodCall|VirtualCadI"
Calls "cel™
Reads "v1"

M elements absent from the application model
M outline illustrating only the essential elements related to micro KDM:

ue id="v2" attribute="finite wait"
ionElement id="ael" kind="Call|PtrCas®l|MethodCall|VirtualCall"

Calls "cel"
Reads "v2"

What to report

Ro
- th
- th

8.4

De

es to report:
e <BlockingSynchronousCall> synchronous call
e <TimeOutOption> time-out option

2 ASCQM'Ban Non-Final Static Data in Multi-Threaded Context

scriptor

AS

COM Ban Non-Final Static Data in Multi-Threaded Context (Declaration)

Description

Identify occurrences in application model where:

- the <Declaration> declaration of non-final static data
- in multi-threaded environment
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KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

CodeModel
Stora
PlatformM
Deplo

E

bleUnit id="sul" isFinal="false" isStatic="true"
odel
yedResource id="drl"
xecutionResource id="erl"
Thread id="t1"

Thread id="t2"

What to report
Roles to rgport are:
- the <Declaration> declaration of non-final static data
8.43 ASCQM Ban Non-Serializable Elements in Serializable Objects
Descriptpr
ASCQM B4gn Non-Serializable Elements in Serializable Objects (SerializableClass,
NonSerial{zableMember)
Descriptjon
Identify o¢currences in application model where:
- the <SeriplizableClass> serializable class
- owns theg <NonSerializableMember> non-serializable member, excluding final and transient membejrs
and membMers of
primitivel types

- without ¢wning custom serialization / deserialization methods

The serial
from a ser
System.Ru
interface i

KDM out
KDM eleme
KDM outli

Package i

zable nature of the elementis technology dependent For example.: serializable nature comies
alizable SerializableAttribute attribute or the inheritance from
ntimeSerialization.IS€nializable in .NET, and the inheritance from the java.io.Serializable
h Java.

line illustration

nts present.in the application model
he illustrating only the essential elements related to micro KDM:
|

d="Java.io" name="java.io" Namespace id="System.Runtime.Serialization"

name="Sysl

Iten Runtime Serialization"

InterfaceUnit 1d="1iul" name="Serializable|ISerializable"

ClassUnit id="cul"

ClassUnit id="cu2" Implements="iul" | attribute="Serializable"

ClassUnit id="cu3" Implements="iul" | Extends="cu2" | attribute="Serializable"
MemberUnit id="mul" type="cul"

KDM eleme

KDM outlin

ClassUnit

140

nts absent from the application model
e illustrating only the essential elements related to micro KDM:

id="cul" Implements="iul" Extends="cu2" | attribute="Serializable"
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or
ClassUnit id="cu3" Implements="iul" | Extends="cu2" | attribute="Serializable"
MemberUnit id="mul" type="cul" storableKind="static"
or
ClassUnit id="cu3" Implements="iul" | Extends="cu2" | attribute="Serializable"
MemberUnit id="mul" type="cul" attribute="transient|NonSerialized"
or
CldssUnit id="cu3" Implements="iul" | Extends="cu2"
MethodUnit id="mul" name="readObject" kind="method"
MethodUnit id="mu2" name="readObjectNoData" kind="method"
MethodUnit id="mu3" name="writeObject" kind="method"
or
CldssUnit id="cu3" Implements="iul" | Extends="cu2"
MethodUnit id="mul" name="GetObjectData" kind="method"
MethodUnit id="mu2" name="cu2" kind=constructor" type="muZ)signature"
Signature id="mu2 Signature"
ParameterUnit id="pl" name="info" type="SerialdzationInfo"
ParameterUnit id="p2" name="context" types="StreamingContext"
What to report

Roles to report:
- the <SerializableClass> serializable class
- the <NonSerializableMember> non-serializable.member

8

NN

4 ASCQM Ban Hard-Coded Literals used to Connect to Resource

Descriptor
ASCQM Ban Hard-Coded Literals used to Connect to Resource (InitializationStatement,
RegourceAccessStatement)

Description

Iddntify occurrences in application model where:

- tHe <InitializationStatement> initialization statement
- infitialize a'variable used in the <ResourceAccessStatement> resource access statement as parameter
to ¢all atesource
afeess'primitive

[t covers credentials, passwords, encryption keys, tokens, remember-me keys...

KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

Value id="hcv" name="hcv"
StorableUnit|ItemUnit |MemberUnit id="sul"

ActionElement id="ael" kind="Assign
Reads "hcv"
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Write
Mééshalle
ééétrolEl

Actio

M,

S "Sul"
dResource |MessagingResource|DataManager |ExecutionResource id="nwzr"
ement id="cel"

nELement id="ae2" kind="Platform"
anagesResource|ReadsResource |WritesResource "nwr"

ActionElement id="ae3" kind="Call|PtrCall|MethodCall|VirtualCall"

Reads

"syul"

Callsg

What to 1
Roles to rq
- the <Init
- the <Res

8.45 ASC

Descript
ASCQM B3

cel

report

port are:

alizationStatement> initialization statement
burceAccessStatement> resource access statement

QM Ban Unintended Paths

pr
n Unintended Paths (ArchitectureModel, Relation, Caller, Callee, OriginModule,

TargetModule)

Descript
Identify od
- the <Rel3
- between
- grouped
- and the <
- grouped
- as define|
subsysten
- where re

on

currences in the application model where:

tion> call-type, data, use relations

the <Caller> caller

in the <OriginModule> origin layer, Component, or subsystem

Callee> callee

into the <TargetModule> target layer, component, or subsystem

d in the <ArchitectureModel>"architectural blueprint defining layers, components, or
S

layer, co
subsyste

lations from the <OriginModule> layer, component, or subsystem to the <TargetModule>
onent, or
are not intendéd

The architectural blueprint defining layers, components, or subsystems is application dependent.

KDM out]iné illustration
KDM outlipedillustrating only the essential elements related to micro KDM:

Layer|Component | Subsystem id="ml"

Calla

bleUnit callableKind="regular|external|stored" | MethodUnit id="cel" name="...

ActionElement id="ael"

UsesType |Reads |Writes|Creates|Addresses|Calls|Dispatches "ce2"

Layer |Component | Subsystem id="m2"

CallableUnit callableKind="regular|external|stored" | MethodUnit id="ce2" name="...

142
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With "m1" not intended to reference "m2"

What to report

Roles to report are:

- the <ArchitectureModel> architectural blueprint

- the <Relation> relation

- the <Caller> caller

- the <Callee> callee

- the<OTiginModutes origin fayer, Component, or SUbSySTEm
- tHe <TargetModule> target layer, component, or subsystem

8.46 ASCQM Ban Incorrect Float Number Comparison

Descriptor
ASCQM Ban Incorrect Float Number Comparison (FloatEqualityComparisonExpression)

Description

Iddntify occurrences in application model where

- tHe <FloatEqualityComparisonExpression> equality comparison expression
- between two float numbers

KDM outline illustration
KDM outline illustrating only the essential elemients related to micro KDM:

FldatType id="ftl"

StdrableUnit|ItemUnit |MemberUnit ids"del" type="ftl"

StdrableUnit|ItemUnit |MemberUnit\id="de2" type="ftl"

AcflionElement id="ael" kind="Equals|NotEqual" ext="del == de2 | del != de2"
Reads "del"

Reads "de2"

What to report
Roles to report are:
- the <FloatEqualityGomparisonExpression> equality comparison expression

8.47 ASCQM Singleton Creation without Proper Locking in Multi-Threaded Context

Descriptor
ASCQM Singleton Creation without Proper Locking in Multi-Threaded Context (SingletonClass,
InitializationStatement)

Description

Identify occurrences in application model where:

- the <SingletonClass> singleton class

- with the <InitializationStatement> self-reference initialization statement
- not properly locked

- while it operates in a multi-threaded environment
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The proper locking is technology, framework, and language dependent.
The detection of multi-threading capability is technology, framework, and language dependent.

KDM outline illustration
KDM elements present in the application model

KDM outline illustrating only the essential elements related to micro KDM:

PlatformModel

DeployedResource id="drl"
ExecutionResource id="erl"
Thread id="t1"

PlatformAction id="pal" implementation="ael"
ManagesResource "t1"

CodeMode]]
ActignElement id="ael"
ClassUnit id="singleton" exportKind="public"
MemberUnit id="reference" isStatic="true" exportKind="private" type="singleton"
MethodUnit id="c" kind="constructor" exportKind="private/\type="c signature"

Signature
ParameterUnit id="rl" kind="return" type="si¥ngleton"

MethodUnit id="refget" kind="method" storableKind=!static" exportKind="public"
type="reflget signature"
Signature id="refget signature"
ParameterUnit id="r2" kind="return' type="singleton"
ActionElement id="a2" name="a2" kind={Return"
Writes "r2"
Reads "reference"

KDM elements absent from the application model
KDM outlipe illustrating only the essential-elements related to micro KDM:

PlatformModel
DeployedResource id="dri%

IjockResource idz="™l#1"

PlatformActionnvid="pa2" kind="lock" implementation="ae3"
ManagesResource |ReadsResource |WritesResource "1lrl"
Platform&ction id="pa3" kind="unlock" implementation="ae5"
ManagesResource |ReadsResource |WritesResource "1lrl"
CodeMode ]
ClasgUni/t id="singleton" exportKind="public"

ActionElement id="ae2" kind="Compound"

EntryFlow "ae3"

ActionElement id="ae3" kind="PlatformAction"
Flows "ae4d"

ActionElemeent id="aed"
Writes "reference"
Flows "aeb"

ActionElement id="ae5" kind="PlatformAction"
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What to report

Roles to report are:

- the <SingletonClass> singleton class

- the <InitializationStatement> initialization statement

8.48 ASCQM Ban Incorrect Numeric Implicit Conversion

Descriptor
ASCQM Ban Incorrect Numeric Implicit Conversion (Variable, VariableDataType,
VariableAssignmentStatement, Data, TargetDataType)

Description

Iddntify occurrences in application model where:

- tHe <Variable> variable is declared with the <VariableDataType> numerical data type
- tHen updated is the <VariableAssignmentStatement> assignment statement

- with the <Data> data of the <TargetDataType> second numerical data‘type

T

ich is incompatible with the first one
d without any range check or explicit casting

KDM outline illustration
KDM elements present in the application model
KDM outline illustrating only the essential elements rélated to micro KDM:

IntlegerType|DecimalType |FloatType id="dtl"
StdrableUnit|ItemUnit |MemberUnit id="del*type="dtl"
IntlegerType|DecimalType |FloatType id="dt2"
StqdrableUnit|ItemUnit |MemberUnit|Valte’id="de2" type="dt2"
ActlionElement id="ael" kind="Assigm!

Writes "del"

Reads "de2"

KDM elements absent from the application model
KDM outline illustrating only;the essential elements related to micro KDM:

ActlionElement id="ae?2™ kind="LessThan|LessThanOrEqual"

Reads "de2"
AcflionElement id="ae3" kind="GreaterThan|GreaterThanOrEqual"
Reads "de2X

or

Acfli®nElement id="ael" kind="TypeCast"
Read nde2n

UsesType "dtl"

Writes "del"

and the numeric datatypes are not compatible.
Compatibility comes from storage size and primary types. For example.: char and int8, wchar and int16,
64-bit pointers and 64-bits long integers, ...
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What to report

Roles to report are:

- the <Variable> variable

- the <VariableDataType> numerical data type

- the <VariableAssignmentStatement> assignment statement
- the <Data> data

- the <TargetDataType> second numerical data type

8.49 ASC

Descript
ASCQM D3
(Initializa

Descript
Identify oq
- the <Wri
- of variab
-isnotpr
- while it g

The prope
The detect
The list of

KDM out
KDM eleme
KDM outli

PlatformM
DeplQg
H

CodeMode]]

QM Data Read and Write without Proper Locking in Multi-Threaded Context

us
ta Read and Write without Proper Locking in Multi-Threaded Context
ionStatement)

on

currences in application model where:
feOrReadStatement> write or read statement

e with the <NonAtomicDataType> non-atomic data type
perly locked,

perates in a multi-threaded environment

r locking is technology, framework, and language dépendent.
ion of multi-threading capability is technology, framework, and language dependent.
non-atomic data types is technology, framework, and language dependent.

line illustration
nts present in the application model
he illustrating only the essential elements related to micro KDM:

odel

vedResource id="drl"

xecutionResource id=Yerl"
Thread id="t1"

latformAction ad="pal" implementation="ael"
ManagesRegOurce "tl1"

ActionElemént id="ael"
DataTlype, id="dtl" isAtomic="false"
Storaklelnit id="gul" type="df 1"

Actio

Reads |Writes

146

nElement id="ae4" kind="Assign|Select|..."
"Sul"
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KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

PlatformModel
DeployedResource id="drl"

LockResource id="1rl"

PlatformAction id="pa2" kind="lock" implementation="ae3"
ManagesResource |ReadsResource |WritesResource "1lrl"
PlatformAction id="pa3" kind="unlock" implementation="aeb"
ManagesResonrce|ReadsResonrce|WritesResonrce "1r1"

CodeModel

ActionElement id="ae2" kind="Compound"
EntryFlow "ae3"

ActionElement id="ae3" kind="PlatformAction"
Flows "ae4d"

ActionElement id="aed4" kind="Assign|Select]|..."
Reads |Writes "sul"
Flows "aeb"

ActionElement id="aeb" kind="PlatformAction"

What to report
Roles to report are:
- the <InitializationStatement> initialization statement

8.30 ASCQM Ban Incorrect Synchronization Mechanisms

Descriptor
ASCQM Ban Incorrect Synchronizationr Mechanisms (IncorrectSynchronizationPrimitiveCall)

Description

Iddntify occurrences in application model where:

- tHe <IncorrectSynchronizationPrimitiveCall> call to incorrect synchronization primitive
- while it operates in‘a multi-threaded environment

The list of incorrect synchronization primitives is technology, framework, language dependent. For
exgmple.: javailang. Thread.run() in Java; getlogin() in C; synchronization primitives with E]Bs
The detection of multi-threading capability is technology, framework, and language dependenit.

KDMoutline illustration
KDM outline illustrating only the essential elements related to micro KDM:

CodeModel
ControlElement id="cel" name="run|getlogin|..."
ActionElement id="ae3" kind="Call|PtrCall|MethodCall|VirtualCall"
Calls "cel"
PlatformModel

DeployedResource id="drl"
ExecutionResource id="erl"
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Thread id="t1"
Thread id="t2"

What to report
Roles to report are:
- the <IncorrectSynchronizationPrimitiveCall> call to incorrect synchronization primitive

8.51 ASC

Descript
ASCQM B3
(Resource

Descript
Identify od
- the <Res
- not prop
- while it g

The prope
The detect

KDM out
KDM eleme

KDM outli

PlatformM
Deplqg
H

CodeMode]]

QM Ban Resource Access without Proper Locking in Multi-Threaded Context

pr
n Resource Access without Proper Locking in Multi-Threaded Context
AccessStatement)

on

currences in application model where:
burceAccessStatement> access statement to a resource
erly locked

perates in a multi-threaded environment

r locking is technology, framework, and language dependent.
ion of multi-threading capability is technology, framework, and language dependent.

line illustration
nts present in the application model
he illustrating only the essential elements,related to micro KDM:

ode 1

yvedResource id="drl"
xecutionResource id="erl"
Thread id="t1"

latformAction id="pal"j implementation="ael"
ManagesResourcesMtl"
treamResource | FileResource| ... id="prl"

latformActionvid="pa2" implementation="ae2"
Manage§Resource |ReadsResource |WritesResource "prl"

Acti

NnEYement 1d="ae1" kind="PlatformAction"

Actio

KDM eleme

nElement id="ae2" kind="PlatformAction"

nts absent from the application model

KDM outline illustrating only the essential elements related to micro KDM:

PlatformM
Deplo

L

148

odel
yedResource id="drl"

ockResource id="1rl"
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PlatformAction id="pa2" kind="lock" implementation="ae4"
ManagesResource |ReadsResource |WritesResource "1lrl"
PlatformAction id="pa3" kind="unlock" implementation="aeb"
ManagesResource |ReadsResource |WritesResource "1lrl"
CodeModel
ClassUnit id="singleton" exportKind="public"
ActionElement id="ae3" kind="Compound"
EntryFlow "ae4d"
ActionElement id="ae4" kind="PlatformAction"
FIows "ac
ActionElement id="ae2"

Flows "aeb"
ActionElement id="aeb" kind="PlatformAction"

What to report
Roles to report are:
- te <ResourceAccessStatement> access statement to a resource

8.32 ASCQM Ban Incorrect Type Conversion

Descriptor
ASCQM Ban Incorrect Type Conversion (Variable, VariableDataType, VariableAssignmentStat¢ment,
Data, TargetDataType)

Description

Idgntify occurrences in application model where:

- tHe <Variable> variable is declared with the <VariableDataType> non-numerical data type
- tHen updated is the <VariableAssignmentStatement> assignment statement

- wlith the <Data> data is of the €<TargetDataType> second non-numerical data type

::;Ihich is incompatible with the first one

KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

St¥ingType|ClagsUnit|... id="dtl"
StdrableUnit ITtemUnit |[MemberUnit id="del" type="dtl"
St¥ingTypélClassUnit|... id="dt2"

StdrablelUnit|ItemUnit |MemberUnit|Value id="de2" type="dt2"
ActliofiEllement id="ael" kind="Assign"

Wpites "del"

Reads "de’Z"

or

StringType|ClassUnit|... id="dtl"
PointerType id="ptl"
StorableUnit|ItemUnit |MemberUnit id="del" type="ptl"
StringType|ClassUnit|... id="dt2"
PointerType id="pt2"
ActionElement id="ael" kind="TypeCast"
Reads "del"
UsesType "pt2"
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Where the non-numeric datatypes are not compatible.
Compatibility comes from inheritence links between objects, and, when numeric types are concerned,
from storage size and primary types. For example: char and int8, wchar and int16, 64-bit pointers and

64-bits long integers, ...

What to report
Roles to report are
- the <Variable> variable

- the <Var
- the <Var
- the <Dat
- the <Tar

8.53 ASC

Descript
ASCQM B4

Descript
Identify oq
- the addryg
- is return

ableDataType> datatype
ableAssignmentStatement> assignment statement
> data

etDataType> second data type

QM Ban Return of Local Variable Address

pIr
n Return of Local Variable Address (LocalVariable, Operation)

on

currences in application model where:
ss of the <LocalVariable> local variable
bd by the <Operation> operation

KDM outfine illustration
KDM outlipe illustrating only the essential elements related to micro KDM:
PointerType id="ptl"
CallableUnit callableKind="regulaxr|external|stored" | MethodUnit id="cel" name="..."
type="cel] signature"
Signalture id="cel signatufel

B
Stora
Storal
Actig
W
A

Actig
K

arameterUnit id=Ipul" kind="return" type="ptl"

bleUnit id="gWl" kind="register"
bleUnit id="si2" kind="local"
nElement id="ael" kind="Ptr"
rites "Sul"

[ddresses "su2"

InE Lement id="ae2" kind="Return"
leads® "sul"

What to report
Roles to report are:
- the <LocalVariable> local variable address

- the <Ope

150

ration> operation
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8.54 ASCQM Ban Storage of Local Variable Address in Global Variable

Descriptor
ASCQM Ban Storage of Local Variable Address in Global Variable (LocalVariable, StorageStatement,
GlobalVariable)

Description

Identify occurrences in application model where:
- the address of the <LocalVariable> local variable
- is|stored by the <StorageStatement> statement

- infto the <GlobalVariable> global variable

KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

StdrableUnit id="sul" kind="global"
CallableUnit callableKind="regular|external|stored" | MethodUnit/ id="cel"

StorableUnit id="su2" kind="register"
StorableUnit id="su3" kind="local"
ActionElement id="ael" kind="Ptr"
Writes "su2"
Addresses "su3"
ActionElement id="ae2" kind="Assign"
Reads "su2"
Writes "su3"

What to report

Roles to report are:

- te <LocalVariable> local variable address
- tHe <StorageStatement> statement

- the <GlobalVariable> global vatiable

8.35 ASCQM Ban ,While TRUE Loop Without Path to Break

Descriptor
ASCQM BartWhile TRUE Loop Without Path To Break (WhileTrueLoop)

Description

Id lltify ULLUITTIICTS ill thC apphbatiuu lllUdC} VVhCl C.

- the <WhileTrueLoop> "while true" loop

- lacks a control flow to a break statement out of the loop

KDM outline illustration
KDM elements present in the application model
KDM outline illustrating only the essential elements related to micro KDM:

BooleanType id="booleanType"

Value id="true" name="true" type="booleanType"

ActionElement id="ael" kind="Compound"
ActionElement id="ae2" kind="Condition"
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Reads
TrueFlow
FalseFlow

"trye"
wEfQn
nEFQM

ActionElement id="tfl"

Flows "ae2"
ActionElement id="ffl1"

KDM elements absent from the application model

KDM outline illustrating only the essential elements related to micro KDM:
ActionEl eprerrt—tc=—taetyt }\J’.ud*"ﬂunlyuuud"
ActignElement id="ae2" kind="Condition"
TrueFlow "tfl"
ActionElement id="tfl1"
Flows "ae3"
ActionElement id="ae3"
Flows "el"
ActionElement id="el" kind="Goto"
Flows "ff1"
ActionElgment id="ffl1"

What to |
Roles to re¢

report
port:

- the <WhileTrueLoop> "while true" loop

8.56 ASC

Descript
ASCQM B3

Descript
Identify od
- the <Wh

QM Ban Unmodified Loop Variable Within Loop

DI
n Unmodified Loop Variable Within Loop (WhileLoop)

on
currences in the application model where:
leLoop> while loop

- lacks an ypdate of the condition value within the loop

KDM outline illustration

KDM elem

ts present)in the application model

KDM outlipe illustrating only the essential elements related to micro KDM:

BooleanType id="booleanType"
StorableUnit id="sul" type="booleanType"
ActionElement id="ael" kind="Compound"
ActionElement id="ae2" kind="Condition"
Reads "sul"
152
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KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

ActionElement id="ael" kind="Compound"

ActionElement id="ae3" kind="Assign|Incr|Decr"
Writes "sul"

What to report
Roles to report:
- tHe <WhileLoop> while loop

8.37 ASCQM Check and Handle ZERO Value before Use as Divisor

Descriptor
ASCQM Check and Handle ZERO Value before Use as Divisor (DivisigrniStatement)

Description

Iddntify occurrences in application model where:

- the <DivisionStatement> division statement

- uges a variable which is not checked and handled befere use as divisor immediately before

KDM outline illustration
KDM elements present in the application model
KDM outline illustrating only the essential €lements related to micro KDM:

StgrableUnit id="sul"

StgrableUnit id="su2"

AcflionElement id="ae3" kind=s"Divide"
Reads "sul"

Reads "su2"

KDM elements absent from_the application model
KDM outline illustrating only the essential elements related to micro KDM:

Value id="v1U"»name="0"
StdrableUn4it) 'id="su3"
AcflionEl&ment id="ael" kind="NotEqual"

Regads™ "v1"
Reads "su2"
Wiite g 3"

Flows "ae2"
ActionElement id="ae2" kind="Condition"
Reads "su3"
TrueFlow "ae3"
FalseFlow "ffl1"

What to report
Roles to report are:
- the <DivisionStatement> division statement
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8.58 ASCQM Ban Creation of Lock on Private Non-Static Object to Access Private Static
Data

Descriptor
ASCQM Ban Creation of Lock On Private Non-Static Object to Access Private Static Data
(PrivateNonStaticLock, DataAccess, PrivateStaticData)

Description

Identify occurrences in application model where:

- the <PrivfateNonStaticLock> private non-static lock object

- is used ta lock a block including the <DataAccess> data access
- to the <PrivateStaticData> private static data

The locking mechanism is technology, framework, language dependent.

KDM outfine illustration
KDM outlipe illustrating only the essential elements related to micro KDM:

PlatformModel
DepldyedResource id="drl"

IjockResource id="1rl"

HlatformAction id="pa2" kind="lock" implementation="ael"
ManagesResource |ReadsResource |WritesResource "1lrl"

CodeModel]
StorableUnit id="sul" isStatic="false" exportKind="private"
StorapleUnit id="su2" isStatic="true" exportKind="private"

ActiognElement id="ael" kind="PlatformAction"
Reads "sul"

Fllows "ae2"

ActiognElement id="ae2"

Fllows "ae3"

ActionElement id="ae3" kind=!Assign|PtrReplace|ArrayReplace|PtrSelect|ArraySelect|.]."

Reads |Writes "su2"

What to report

Roles to rgport:

- the <PrivjateNonStaticLock> private non-static lock object
- the <DataAcc€eSs> data access

- the <PrivatéStaticData> private static data

8.59 ASCQM Release Lock After Use

Descriptor
ASCQM Release Lock After Use (FunctionProcedureOrMethod, LockAcquisitionStatement,
PathToExitWithoutLockRelease)
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Description
Identify occurrences in application model where:
- the <FunctionProcedureOrMethod> function, procedure, method, ...
- uses the <LockAcquisitionStatement> lock acquisition statement
- while there exist the <PathToExitWithoutLockRelease> path to exit the
<FunctionProcedureOrMethod> function,
procedure, method, ... without releasing the lock resource

The path to exit the function, procedure, method, includes calls to other functions, procedures, methods,

The locking mechanism is technology, framework, and language dependent.

KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

PlgtformModel
DeployedResource id="drl"

LockResource id="1rl"

PlatformAction id="pa2" kind="lock" implementatior="ael"
ManagesResource |ReadsResource |WritesResource/ "1rl"
PlatformAction id="pa3" kind="unlock" implementation="ae2"
ManagesResource |ReadsResource |WritesResolrce "1lrl"

CodeModel
CallableUnit|MethodUnit id="cel" name="3,."

ActionElement id="ael" kind="PlatférmAction"
Flows "ae3"

ActionElement id="ae3"
Flows "aed"

ActionElement id="ae4d" kind="Return"

ActionElement id="ae2" kind="PlatformAction"

What to report

Roles to report:

- the <FunctionPrecedureOrMethod> function, procedure, method, ...
- the <LockAcquisitionStatement> lock acquisition statement

- tHe <PathToExitWithoutLockRelease> path to exit

8.60 ASCQM Ban Sleep Between Lock Acquisition and Release

Descriptor
ASCQM Ban Sleep Between Lock Acquisition and Release (PathFromLockAcquisitionToLockRelease,
LockAcquisitionStatement, LockReleaseStatement, SleepStatement)
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Description

Identify occurrences in application model where:

- the <PathFromLockAcquisitionToLockRelease> path

- from the <LockAcquisitionStatement> lock acquisition statement
- to the <LockReleaseStatement> lock release statement

- contains the <SleepStatement> sleep statement

The path includes calls to other functions, procedures, methods, ...
The locking mechanism is technology, framework, and language dependent.

KDM outfine illustration
KDM outlipe illustrating only the essential elements related to micro KDM:

PlatformModel
DeplgyedResource id="drl"

IjockResource id="1rl"

HlatformAction id="pa2" kind="lock" implementation="ael"
ManagesResource |ReadsResource |WritesResource "1lrl"
PlatformAction id="pa3" kind="unlock" implementation="aeb"
ManagesResource |ReadsResource |WritesResource "1lrl!”

ExecutionResource id="erl"
Thread id="t1"

PlatformAction id="pa3" kind="sleep" impleme&ntation="ae3"
ManagesResource "t1"

CodeMode ]
CallapleUnit|MethodUnit id="cel" name="..."

ActionElement id="ael" kind="PlatformAction"
Flows "ae2"

ActionElement id="ae2"

Flows "ae3"

ActionElement id="ae3% kind="PlatformAction"
Flows "aed"

ActionElement id="aed"

Flows "aeb"

ActionElement ,id="aeb" kind="PlatformAction"

What to report

Roles to rgpert:
. the <Patl Eraml Anl,AnnuiSitinn"r‘CI aclkRalaaca +h

na
T oo O TS Co U T O oo T CICa S T=pPatrT

- the <LockAcquisitionStatement> lock acquisition statement
- the <LockReleaseStatement> lock release statement
- the <SleepStatement> sleep statement
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8.61 ASCQM Ban Creation of Lock on Non-Final Object

Descriptor
ASCQM Ban Creation of Lock On Non-Final Object (NonFinalObjectDeclaration,
LockingAcquisitionStatement)

Description

Identify occurrences in application model where:

- the <NonFinalObjectDeclaration> non-final object declaration

- declares an object used as a lock in the <LockingAcquisitionStatement> locking acquisition sfatement

The locking mechanism is technology, framework, language dependent.

KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

PlgtformModel
DeployedResource id="drl"

LockResource id="1rl"

PlatformAction id="pa2" kind="lock" implementation="ael"
ManagesResource |ReadsResource |WritesResowrce "1lrl"

CodeModel
StorableUnit id="sul" isFinal="false"

ActionElement id="ael" kind="Platform®&etion"
Reads "sul"

What to report

Roles to report:

- tHe <NonFinalObjectDeclaration> non-final object declaration

- the <LockingAcquisitionStatement> locking acquisition statement

8.62 ASCQM Ban'Creation of Lock on Inappropriate Object Type

Descriptor
ASCQM Ban Creation of Lock On Inappropriate Object Type (ObjectDeclaration,
Lo¢KingAcquisitionStatement)

Description

Identify occurrences in application model where:

- the <ObjectDeclaration> object declaration

- declares an object used as a lock in the <LockingAcquisitionStatement> locking acquisition statement
- while its type is not suitable for locking

The list of proper locking object types is technology, framework, language dependent. For example, in
C# and Java: Reference Types, excluding Boxed Types, Strings
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KDM outline illustration
KDM elements present in the application model
KDM outline illustrating only the essential elements related to micro KDM:

PlatformModel
DeployedResource id="drl"

LockResource id="1rl"

PlatformAction id="pa2" kind="lock" implementation="ael"
ManagesResource |ReadsResource |WritesResource "1lrl"

CodeMode ]
StorapbleUnit id="sul"

ActionElement id="ael" kind="PlatformAction"
Reads "sul"

KDM elements absent from the application model
KDM outlipe illustrating only the essential elements related to micro KDM:

CodeMode]]
ClasgUnit|InterfaceUnit]|... id="dtl"
StorapleUnit id="sul" type="dtl"

What to report

Roles to rgport:

- the <Obj¢ctDeclaration> object declaration

- the <LockingAcquisitionStatement> locking aeguisition statement

8.63 ASCQM NULL Terminate Qutput of String Manipulation Primitives

Descriptpr
ASCQM NULL Terminate Output Of String Manipulation Primitives (StringManipulationCallStatement)

Descriptjon

Identify o¢currences’in application model where:

- the <StringManipulationCallStatement> string manipulation call statement

- is not immeédiately followed by adding a NULL termination to the resulting string

KDM outline illustration
KDM elements present in the application model
KDM outline illustrating only the essential elements related to micro KDM:

StringType id="string"
StorableUnit id="sul" type="string"

ControlElement id="cel" type="cel signature"

Signature id="cel signature"
ParameterUnit id="pul" kind="Return|byReference" type="string"
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ActionElement id="ael" kind="Call|PtrCall|MethodCall|VirtualCall"

Calls "cel"
Writes "sul"

KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

Value id="null"
ActionElement id="ae2" kind="PtrReplace|ArrayReplace"

Reads "null"
Addresses "sul"

WJ\at to report

Ro
- th

8.6

De
AS

De
Idg
- th
-u

es to report:
e <StringManipulationCallStatement> string manipulation call statement

)4 ASCQM Release File Resource after Use in Class

scriptor
CQM Release File Resource after Use in Class (Class, FileResoutrceOpenStatement)

scription

ntify occurrences in application model where:

e <Class> class, ...

bes the <FileResourceOpenStatement> file resolirce open statement

- wlithout releasing the file resource in any of itstmethods

Th

KL
KD
KD

P14

e path to exit the function, procedure, method, includes calls to other functions, procedures

M outline illustration
M elements present in the application model
M outline illustrating only the essential elements related to micro KDM:

tformModel
FileResourece jAd="prl"

PlatformAction id="pal" kind="open" implementation="ael"
ManegesResource "prl"

PlatformAction id="pa2" kind="close" implementation="ae2"
ManagesResource "prl"

CodeModel

ClassUnit id="cul"

ActionElement id="ael" kind="PlatformAction"
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KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

ClassUnit id="cul"

ActionElement id="ae2" kind="PlatformAction"

What to report

Roles to report:

- the <Clags>Tlass

- the <FileResourceOpenStatement> file resource open statement

8.65 ASCQM Use Break in Switch Statement

Descriptpr
ASCQM Ude Break in Switch Statement (Switch, ControlFlowBranch)

Descriptjon

Identify o¢currences in application model where:
rolFlowBranch> control flow branch
itch> switch

ine illustration

KDM elemeénts present in the application model
KDM outlipe illustrating only the essential elements'related to micro KDM:
StorableUnit id="sul"
StorableUnit id="su2"
StorableUnit id="su3"
ActionElgment id="ael" kind="Swihtch"
Reads| "sul"
GuardedFlow "gfl"
GuardedFlow "gf2"

ActionElgment id="gfA™ kind="Guard"
Reads| "su2"
Flowsg| "£f1"

ActionElgment #ds"gf2" kind="Guard"
Reads| "su3*
Flows| »E2V

ActionElement id="ff1" kind="Compound"
ActionElement id="gl" kind="Goto"
Flows "el"
ActionElement id="f1" kind="Compound"

ActionElement id="f2" kind="Compound"

ActionElement id="gl" kind="Goto"
Flows "el"

ActionElement id="el"
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KDM elements absent from the application model

KDM outline illustrating only the essential elements related to micro KDM:

StorableUnit id="sul"

StorableUnit id="su2"

ActionElement id="ael" kind="Switch"
Reads "sul"
GuardedFlow "gfl"

ActionElement id="gfl" kind="Guard"
Reads "su2"
Flows "f1"

ISO/IEC 5055:2021(E)

ActlionElement id="f1" kind="Compound"

ActionElement id="gl" kind="Goto"
Flows "el"

AcflionElement id="el"

What to report

Roles to report are:

- tHe <Switch> switch

- tHe <ControlFlowBranch> control flow branch

8.66 ASCQM Catch Exceptions

Descriptor
ASCQM Catch Exceptions (Method, Exception,-MethodCall)

Description

Idgntify occurrences in application model where:

- tHe <Method> method

- declared as throwwing the £Exception> exception

- is|called in the <MethodCall> method call

- which does not catch exceptions of type <Exception>

KOM outline illustration
KDM elements present in the application model

KDM outling illustrating only the essential elements related to micro KDM:

ClgssUnit id="cul"

MethodUnit id="mul" type="mul signature"
Signature id="mul signature"
ParameterUnit id="pul" type="cul" kind="throws"

ActionElement id="ael" kind="MethodCall"
Calls "mul"
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KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

TryUnit id="t1"

ActionElement id="ael" kind="MethodCall"
Calls "mul"

ExceptionFlow "cl"

CatchUnit_id="c¢ci1"
ParameterUnit id="pu2" type="cul"

What to report

Roles to rgport are:

- the <Method> method

- the <Exception> exception

- the <MethodCall> method call

8.67 ASCQM Ban Empty Exception Block

Descriptpr
ASCQM Bgn Empty Exception Block (CatchBlock)

Descriptjon

Identify o¢currences in application model where:
- the <Cat¢hBlock> catch block
- is empty

KDM outfine illustration
KDM outlipe illustrating only the essential elements related to micro KDM:

CatchUnit] id="cul"
ActionElement id="ael" kind="Nop"

What to report
Roles to rg¢port.are:
- the <CatehBlack> catch black

8.68 ASCQM Initialize Resource before Use

Descriptor
ASCQM Initialize Resource before Use (PathToResourceAccessFromResourceDeclaration,
ResourceDeclarationStatement, ResourceAccessStatement)
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Description

Identify occurrences in application model where:

- the <PathToResourceAccessFromResourceDeclaration> path

- from the <ResourceDeclarationStatement> resource declaration statement
- to the <ResourceAccessStatement> resource access statement

- lacks a resource initialization statement

excluding pointers and variables

ISO/IEC 5055:2021(E)

KDM outline illustration
KDM elements present in the application model
KDM outline illustrating only the essential elements related to micro KDM:

PlgtformModel
PlatformResource id="prl"

PlatformResource id="pal" kind="read|write" implementation="ae€"
ReadsResource |WritesResource "prl"

CodeModel

StorableUnit id="sul"
ActionElement id="ael" kind="Assign"
Writes "sul"
Flows "ae3"
ActionElement id="ae3"
Flows "ae4d"
ActionElement id="ae4"
Flows "aeb"
ActionElement id="ae5"
Flows "ae6"
ActionElement id="ae6" kind="PlatiformAction"
Reads "sul"

KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

PldtformModel

PlatformResOurce id="pa2" kind="open" implementation="ae4"
ReadsResoOurce |WritesResource "prl"

CodeModel

AdtfonElement id="ae4" kind="PlatformAction"
Reads "sul"

o

= T}
T ITOUOWS acJ

What to report

Roles to report:

- the <PathToResourceAccessFromResourceDeclaration> path

- the <ResourceDeclarationStatement> resource declaration statement
- the <ResourceAccessStatement> resource access statement
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8.69 ASCQM Ban Incompatible Lock Acquisition Sequences

Descriptor
ASCQM Ban Incompatible Lock Acquisition Sequences (LockAcquisitionSequence,
ReverseLockAcquisitionSequence)

Description

Identify occurrences in application model where:

- the <LockAcquisitionSequence> sequence of lock acquisition

- is the reylerse of the <ReverseLockAcquisitionSequence> sequence of lock acquisition

The locking mechanism is technology, framework, and language dependent.

KDM outfine illustration
KDM outlipe illustrating only the essential elements related to micro KDM:

PlatformModel
DepldyedResource id="drl"

IjockResource id="1rl"
IjockResource id="1r2"

PlatformAction id="pal" kind="lock" implementation='ael ael2"
ManagesResource |ReadsResource |WritesResource NN rl"
PlatformAction id="pa2" kind="lock" implementatien="ae3 aell"
ManagesResource |ReadsResource |WritesResourece "1lr2"

CodeMode ]
ActiognElement id="ael" kind="PlatformAction"

Flows "ae2"

ActionElement id="ae2"

Fllows "ae3"

ActiognElement id="ae3" kind="PlatiformAction"

Fllows "aed"
ActiognElement id="aed"

ActiognElement id="aelQ0" kind="PlatformAction"
Fllows "aell"

ActionElement id="aelll

Fllows "ael2"

ActiognElement id=Yae¥2" kind="PlatformAction"
Fllows "ael3Y%

ActignElement id="ael3"

What to report

Roles to rgpost are:

- the <LockAcquisitionSequence> sequence of IockK acquisition

- the <ReverseLockAcquisitionSequence> sequence of lock acquisition

8.70 ASCQM Ban Use of Thread Control Primitives with Known Deadlock Issues

Descriptor
ASCQM Ban Use of Thread Control Primitives with Known Deadlock Issues
(ThreadControlPrimitiveCall)
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Description

Identify occurrences in application model where:

- the <ThreadControlPrimitiveCall> call to a thread control function, procedure, method, ... with known
deadlock issues.

The list of primitives is technology, framework, language dependant. For example, in Java:
java.lang.Thread.suspend(), java.lang.Thread.resume(), java.lang.ThreadGroup.suspend(),
java.lang.ThreadGroup.resume() and dependent methods

javptang. ThreadGroup-attow T hreadSuspension(J-

KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

ControlElement id="cel" name="java.lang.Thread.suspend|java.lang.Thread.resume|..|l"

AcflionElement id="ae3" kind="Call|PtrCall|MethodCall|VirtualCall}

Calls "cel"

What to report
Roles to report:

- tHe <ThreadControlPrimitiveCall> call to a thread control function, procedure, method, ... with known
deadlock issues.

8.71 ASCQM Ban Buffer Size Computation Based on Bitwise Logical Operation

Descriptor
ASCQM Ban Buffer Size Computation Based on Bitwise Logical Operation (MemoryAllocation(all,
BitwiseOperation)

Description

Iddntify occurrencesin-application model where:

- tHe <MemoryAllecationCall> call to a memory allocation primitive

- uses the length/parameter based on the <BitwiseOperation> bitwise operation

The list ofmemory allocation primitives is technology, framework, language dependent. For exkample
with C<type languages: malloc, calloc, realloc.

KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

IntegerType id="itl"
ControlElement id="cel" name="malloc|calloc|realloc|..." type="cel signature"
Signature id="cel signature"

ParameterUnit id="pul" type="itl" kind="byValue"
ParameterUnit id="pul" type="ptl" kind="return"

StorableUnit id="sul" type="itl"
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StorableU
StorableU

nit id="su2"
nit id="su3"

type="1itl"
type="itl"

ActionElement id ="ael" kind="BitAnd|BitOr|BitXor"

Reads "sul"
Reads "su2"
Writes "su3"
ActionElement id="ae2" kind="Call|PtrCall|MethodCall|VirtualCall"
Reads "su3"
Calls "cel"
What to report
Roles to rgport:
- the <MermoryAllocationCall> call to a memory allocation primitive

- the <Bity

8.72 ASC

Descript
ASCQM B4

Descript
Identify oq
- the <Mer
- uses the

iseOperation> bitwise operation

QM Ban Buffer Size Computation Based on Array Element Pointer Size

pIr
n Buffer Size Computation Based on Array Element Pointer Size\(MemoryAllocationCall)

on

currences in application model where:
horyAllocationCall> call to a memory allocation primitive
ength parameter based on datatype pointer size

The list offmemory allocation primitives is technology, framework, language dependent. For example
with C-typle languages: malloc, calloc, realloc.
KDM outline illustration
KDM outlipe illustrating only the essential-elements related to micro KDM:
DataType [id="dt1"
PointerType id="ptl"
TtemUnit id="iul" type=tdtl"
IntegerType id="itl"
ControlEllement id="cel hame="malloc|calloc|realloc]|..." type="cel signature"
Signature id="cek ‘signature"
ParameterUnit id="pul" type="itl" kind="byValue"
ParameterUnit id="pul" type="ptl" kind="return"
StorableUnit \id="sul" type="itl"
StorableUnit/ id="su2" type="ptl"
StorableUnit id="su3" type="itl"
ActionElement id="ael" kind="Sizeof"
Writes "sul"
Reads "su2" | UsesType "ptl"
ActionElement id="ae2" kind="Multiply"
Reads "sul"
Reads
Writes "su3"
ActionElement id="ael" kind="Call|PtrCall|MethodCall|VirtualCall"
Reads "su3"
Calls "cel™
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What to report
Roles to report:
- the <MemoryAllocationCall> call to a memory allocation primitive

8.73 ASCQM Ban Buffer Size Computation Based on Incorrect String Length Value

Descriptor
ASCQM Ban Buffer Size Computation Based on Incorrect string Length Value (MemoryAllocatjonCall,
LepgthComputation)

Description

Idgntify occurrences in application model where:

- tHe <MemoryAllocationCall> call to a memory allocation primitive
- uses the length parameter based on the incorrect <LengthComputation> string length compytation
whiere 1 is added to

the string address and not the result of the call

The list of memory allocation primitives is technology, framewatk, language dependent. For ekample
with C-type languages: malloc, calloc, realloc.
The list of string length computation primitives is technolegy; framework, language dependent. For
exdmple with C-type languages: strlen.

e.g|: new_name = (char*)malloc(strlen(name+1));

KDM outline illustration
KDM outline illustrating only the essential‘elements related to micro KDM:

StdingType id="stl"
PolnterType id="ptl"
InflegerType id="itl"

ConjtrolElement id="cel"/hame="strlen|..." type="ce2 signature"
Signature id="ce2-signature"

ParameterUnitiid="pu3" type="ptl"

ParameterUhi€ id="pu4d" type="itl" kind="return"

CorfjtrolElementyhd="ce2" name="malloc|calloc|realloc]|..." type="cel signature"
Signature,id="cel signature"

PafameterUnit id="pul" type="itl" kind="byValue"

RaxdmeterUnit id="pul" type="ptl" kind="return"

Value/id="v1" name="1" type="itl"
StorableUnit id="sul" type="stl"
StorableUnit id="su2" type="ptl"
StorableUnit id="su3" type="itl"

ActionElement id ="ael" kind="Add"
Reads "sul"
Reads "v1"
Writes "su2"
ActionElement id="ae2" kind="PtrCall|Call|MethodCall|VirtualCall"
Reads "sul"
Writes "su3"
Calls "cel"
ActionElement id="ae3" kind="Call|PtrCall|MethodCall|VirtualCall"
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Reads "su3"
Calls "ce2"

What to report

Roles to report:

- the <MemoryAllocationCall> call to a memory allocation primitive
- the <LengthComputation> string length computation

8.74 ASCQM Ban Sequential Acquisitions of Single Non-Reentrant Lock

Descriptpr
ASCQM Bgn Sequential Acquisitions of Single Non-Reentrant Lock (FirstLockAcquisitionStdtement,
SecondLog¢kAcquisitionStatement)

Descriptjon

Identify o¢currences in application model where:

- the <FirstLockAcquisitionStatement> lock acquisition statement

- is follow¢d by the <SecondLockAcquisitionStatement> lock acquisition statement
- on a singje lock

- without any lock release statement in between

The locking mechanism is technology, framework, and language dependent.
Reentrant|locks are excluded.

KDM outfine illustration
KDM elemeénts present in the application model
KDM outlipe illustrating only the essential eleménts related to micro KDM:

PlatformModel
DeplgyedResource id="drl"

IjockResource id="1rl"

HlatformAction id="pal" kind="lock" implementation="ael aeb"
ManagesResource)ReadsResource |WritesResource "1lrl"

CodeMode ]
ActiognElement~id="ael" kind="PlatformAction"

Fllows 'ae2"

ActionElement id="ae2"

Fllows, "ae3"

ActionElement id="ae3"

Flows "aed"

ActionElement id="ae4d"

Flows "aeb"
ActionElement id="aeb" kind="PlatformAction"

KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

PlatformModel
DeployedResource id="drl"
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LockResource id="1rl"
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PlatformAction id="pa2" kind="lock" implementation="ael aeb"

ManagesResource |ReadsResource |WritesResource "1lrl"
PlatformAction id="pa3" kind="unlock" implementation="ae3"
ManagesResource |ReadsResource |WritesResource "1lrl"

eModel

ActionElement id="ael"
Flows "ae2"
ActionElement id="ae2"

kind="PlatformAction"

FIows "aes
ActionElement id="ae3"

Flows "ae4d"
ActionElement id="ae4d"

Flows "aeb"
ActionElement id="aeb"

What to report

Ro
- th
- th

es toreport are:

Descriptor

ASCQM Initialize Variables (PathFromVariableDeclaration, VariableDeclarationStatement)

De
Idd
- th

scription

kind="PlatformAction"

kind="PlatformAction"

e <FirstLockAcquisitionStatement> lock acquisition statement
e <SecondLockAcquisitionStatement> lock acquisition statement

8.75 ASCQM Initialize Variables

ntify occurrences in application model where:
e <PathFromVariableDeclaration> path
- from the <VariableDeclaratiohStatement> variable declaration statement

- laicks a variable initialization-statement

KL
KD

KD

St

M outline illustration

rableUnit id="sul"

M elements presentin the application model
M outline illustrating only the essential elements related to micro KDM:

KD

M efemenis absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

ActionElement id="ae1" kind="Assign"
Writes "sul”
Flows "ae2"
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What to report

Roles to report are

- the <PathFromVariableDeclaration> path

- the <VariableDeclarationStatement> variable declaration statement

8.76 ASCQM Ban Allocation of Memory with Null Size

Descript
ASCQM B4

Descript
Identify oq
- the <Mer
-uses aze

The list of
with C-typ

KDM out
KDM outli

PointerTy
IntegerTy
Value idH
ControlEl
Signdg

B

B

ActionEld
Reads
Calls

What to |
Roles to re¢
- the <Mer

8.77 ASC

r
n Allocation of Memory with Null Size (MemoryAllocationCall)

on

currences in application model where:
horyAllocationCall> call to a memory allocation primitive
ro length parameter

memory allocation primitives is technology, framework, language.dependent. For example
e languages: malloc, calloc, realloc.

line illustration

he illustrating only the essential elements related to micro KDM:
pe id="ptl"

pe id="itl"

"vl" type="itl" name="0"

lement i1id="cel" name="malloc|calloc|realdioc]|..
ture id="cel signature"

arameterUnit id="pul" type="itl" kind="byValue"
arameterUnit id="pul" type="ptl"lkind="return"

." type="cel signature"

ment id="ael" kind="Call|PtrCall|MethodCall|VirtualCall"
"vl "
"Cel "

report
port
horyAllocationCall> call to a memory allocation primitive

QM'Ban Double Free on Pointers

Descriptor
ASCQM Ban Double Free On Pointers (PathToPointerReleaseFromPointerRelease,
FirstPointerReleaseStatement, SecondPointerReleaseStatement)

Description
Identify occurrences in application model where:
- the <PathToPointerReleaseFromPointerRelease> path

- from the

<FirstPointerReleaseStatement> pointer release statement

- to the <SecondPointerReleaseStatement> pointer release statement
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KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

ClassUnit|IntegerType|DecimalType|FloatType|StringType|VoidType|... id="dtl"
PointerType id="ptl"

ItemUnit id="pil" type="dtl"
StorableUnit id="sul" type="ptl"

ActionElement id="ael" name="free|delete]|..."
Addresses "ptl"

Flows "ae2"

AcflionElement id="ae2"

Flows "ae3"

ActlionElement id="ae3" name="free|delete]|..."
Addresses "ptl"

or

ClgssUnit|IntegerType|DecimalType|FloatType|StringType|VoidTypet... id="dtl" namef"dtl"
PojnterType id="ptl" name="ptl"

ItemUnit id="iul" type="dtl" ext="dtl & ptl"
StdrableUnit id="sul" type="dtl"

StqdrableUnit id="su2" type="ptl"

HasType "ptl"

HasValue "sul"

ActionElement id="ael" name="free|delete|...|puUsh back|..."
Addresses "sul"

Flows "ae2"

AcflionElement id="ae2"

Flows "ae3"

ActionElement id="ae3" name="free|delete]...|[push back]|..."
Addresses "sul"

What to report

Roles to report:

- tHe <PathToPointerReleaseFromPointerRelease> path

- the <FirstPointerReleaseStatement> pointer release statement

- tHe <SecondPointerReleaseStatement> pointer release statement

8.78 ASCQM Initialize Variables before Use

.

Deseriptor

AS C AN Lasidials XL ralal Lot 11 (DotlT L ialla A AN L ralblalD ] 3
UV TTIILIAILZT Vdl 1dUITS UDTIUT T UST Ll dllruvdariaulieatitosrivuaivdariadavicpotllial dlilvll,

VariableDeclarationStatement, VariableAccessStatement)

Description

Identify occurrences in application model where:

- the <PathToVariableAccessFromVariableDeclaration> path

- from the <VariableDeclarationStatement> variable declaration statement
- to the <VariableAccessStatement> variable access statement

- lacks a variable initialization statement

excluding pointers and platform resources
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KDM outline illustration
KDM elements present in the application model

KDM outline illustrating only the essential elements related to micro KDM:

StorableUnit id="sul"

ActionElement id="ae2"
Flows "ae3"
ActionElement id="ge3"

Reads "sul"

KDM elemegnts absent from the application model

KDM outlipe illustrating only the essential elements related to micro KDM:

ActionElgment id="ael" kind="Assign"
Writes "sul"
Flows| "ae2"

What to report

Roles to rgport are:

- the <PathToVariableAccessFromVariableDeclaration> path

- the <VarfableDeclarationStatement> variable declaration:statement
- the <VarfableAccessStatement> variable access statement

8.79 ASCQM Ban Self Assignment

Descriptpr
ASCQM Bdgn Self Assignment (SelfAssignmentStatement)

Descriptjon

Identify o¢currences in application model where:

- the <SelfAssignmentStatement> assignment statement
- assign orle's variablesto itself

KDM outline illustration

KDM outlip€illustrating only the essential elements related to micro KDM:

StorableUnit id="sul"

ActionElement id="ael" kind="Assign"
Reads "sul"
Writes "sul"...

What to report
Roles to report:
- the <SelfAssignmentStatement> assignment statement
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8.80 ASCQM Check Boolean Variables are Updated in Different Conditional Branches
before Use

Descriptor
ASCQM Check Boolean Variables are Updated in Different Conditional Branches before Use (Boolean,
Condition)

De
Idd
- th
- is
-b

KL
KD
KD
Bod
st
Act
KD
KD

Act

Act

Act

or

scription

ntify occurrences in application model where:
e <Boolean> variable

used in the <Condition> condition

M outline illustration
M elements present in the application model

leanType id="booleanType"
rableUnit id="sul" type="booleanType"

ionElement id="ael" kind="Condition"
Reads "sul"

M elements absent from the application model

ionElement id="ae2" kind="Conditiomn™

TrueFlow "tfl"
FalseFlow "ffl1"

ionElement id="tfl" kinds"Compound"

ActionElement id="ae3d" kind="Assign"
Writes "sull

ionElement id="$f1" kind="Compound"

ActionElement id="ae4" kind="Assign"
Writgs "sul"

it its value is never assigned in different branches of conditional statements

M outline illustrating only the essential elements related to micro-KDM:

M outline illustrating only the essential eletnénts related to micro KDM:

ActionElement id="ae2" kind="Switch"

GuardedFlow "gfl"
GuardedFlow | FalseFlow "gf2"

ActionElement id="gfl" kind="Compound"

ActionElement id="ae3" kind="Assign"
Writes "sul"

ActionElement id="gf2" kind="Compound"
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Actio

Writes

nElement id="ae4" kind="Assign"
"SUl"

What to report

Roles to report:

- the <Boolean> variable

- the <Condition> condition

8.81 ASC

Descript
ASCQM B4

Descript
Identify od
- the <Bity

KDM out
KDM outli

IntegerTy
Storablel
Storablel
ActionElq
Readsg
Write
Flows
ActionEld
Reads
Reads

What to |

Roles to re¢
- the <Bitv

8.82 ASC

QM Ban Not Operator on Operand of Bitwise Operation

pIr
n Not Operator On Operand Of Bitwise Operation (BitwiseExpression)

on
currences in application model where:
iseExpression> bitwise expression with a not operator on one of thé operand

line illustration
he illustrating only the essential elements related to micro. KDM:

pe |BitstringType|OctetstringType id="dtl"
it id="sul" type="dtl"

nit id="su2" kind="register"

ment id="ael" kind="Not"

"sul"

"su2"

"ae2"

ment id="ae2" kind="BitAnd|BitOr |BitXor"
"su2"

S

report
port are:
ViseExpression> bitwise expression

DI

Descript

ASCQM Ban Not Operator On Non-Boolean Operand Of Comparison Operation (ComparisonExpression)

Description
Identify occurrences in application model where:

- the <ComparisonExpression> comparison expression with a not operator on one of the non-boolean

operand
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KDM outline illustration
KDM outline illustrating only the essential elements related to micro KDM:

IntegerType|DecimalType|FloatType|StringType|PointerType|ClassUnit|... id="dtl"
StorableUnit id="sul" type="dtl"

StorableUnit id="su2" kind="register"
ActionElement id="ael" kind="Not"
Reads "sul"
Writes "su2"
Flows "ae2"
ActrfonEtIemert—Td="a=s
kifjd="Equals|NotEqualTo|GreaterThan|GreaterThanOrEqual |LessThan|LessThanOrEqual’
Reads "su2"
Reads

What to report
Roles to report are:
- the <ComparisonExpression> comparison expression

8.83 ASCQM Ban Incorrect Joint Comparison

Descriptor
ASCQM Ban Incorrect Joint Comparison (JointComparisonExpression)

Description

Idgntify occurrences in application model where
- tHe <JointComparisonExpression> joint camparison expression is one of the following: != || IF or == ||
I=0r == && ==or == && =

KDM outline illustration
KDM outline illustrating only the ‘essential elements related to micro KDM:

StqdrableUnit id="sul" _kind="register"
StdrableUnit id="su2" _Kind="register"

AcflionElement id="3el" kind="NotEqual"

Writes "sud"™
AcflionElement id="ae2" kind="NotEqual"

Writes "su2"

AcfiohEl'ement id="ae3" kind="Or"
Reads "sul"

Reads "su2"

or

StorableUnit id="sul" kind="register"
StorableUnit id="su2" kind="register"

ActionElement id="ael" kind="Equals"

Writes "sul"
ActionElement id="ae2" kind="NotEqual"
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Write

s "suz2"

ActionElement id="ae3" kind="Or"

Reads
Reads

or

"syul"
n"syu2"

StorableUnit id="sul" kind="register"
StorableUnit id="su2" kind="register"

ActionElgment id="ael" kind="Equals"
Writegs "sul"
ActionElgment id="ae2" kind="Equals"
Writes "suz2"
ActionElgment id="ae3" kind="And"
Reads| "sul"
Reads| "su2"
or
StorableUnit id="sul" kind="register"
StorableUnit id="su2" kind="register"
ActionElgment id="ael" kind="Equals"
Writegs "sul"
ActionElgment id="ae2" kind="NotEqual"
Writes "suz2"
ActionElgment id="ae3" kind="And"
Reads| "sul"
Reads| "su2"
What to report
Roles to rdgport are:
- the <JointComparisonExpression> joint comparison expression
8.84 ASCQM Secure XML Parsing with Secure Options
Descriptpr
ASCQM Seftire XML Parsing with Secure Options (XMLParsingCall, DTDProcessingDisablingOption)

Description
Identify occurrences in application model where:

- the <XMLParsingCall> call to an XML parsing method, function, procedure, ...
- does not use its <DTDProcessingDisablingOption> DTD processing disabling capability

The list of XML parsing primitives is technology, framework, language dependent. For example, in Java:
SchemaFactory, JAXP DocumentBuilderFactory, SAXParserFactory, XMLReader.
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The list of option(s) to disable DTD processing is primitive dependent. E.g. with XMLReader: set
disallow-doctype-decl feature to true and external-general-entities and external-parameter-entities
features to false.

Cf. https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet

KDM outline illustration
KDM elements present in the application model
KDM outline illustrating only the essential elements related to micro KDM:

ControlFElement jd="cel"
nane="xmlCtxtReadDoc |xmlCtxtReadFd|xmlCtxtReadFile |xmlCtxtReadIO|xmlCtxtReadMempry | xmlCtxt
UsgqOptions|xmlParseInNodeContext |xmlReadDoc |xmlReadFd|xmlReadFile |xmlReadIO |xmlRepadMemory |
" type="cel signature"

Signature id="cel signature"

ParameterUnit id="pul" name="options]|..."

AcflionElement id="ae3" kind="Call|PtrCall|MethodCall|VirtualCall™

Calls "cel"™
or

CldssUnit id="cul"
nane="SchemaFactory|DocumentBuilderFactory|SAXParserFactory|XMLReader| ...
MethodUnit id="mul" name="newSchema|..."
MethodUnit id="mu2" name="setProperty|setAttribute|setFeature|..."
tyge="mu2 signature"
Signature id="mu2 signature"
ParameterUnit id="pul" name=!name|propertylattribute|feature|..."
ParameterUnit id="pu2" name="value|..."
AcflionElement id="ae3" kind="CallJ\PtrCall|MethodCall|VirtualCall"
Calls "mul"
KDM elements absent from the ‘application model
KDM outline illustrating only the essential elements related to micro KDM:

StgrableUnit id=%sul" attribute="DTD disable"
AcflionElementy.id="ae3" kind="Call|PtrCall|MethodCall|VirtualCall"
Calls=tcel"

Reads "sul"

or

StorableUnit id="sul" attribute="DTD processing"
StorableUnit id="su2" attribute="disable"

ActionElement id="ae3" kind="Call|PtrCall|MethodCall|VirtualCall"
Calls "mu2"

Reads "sul"
Reads "su2"
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What to report

Roles to report:

- the <XMLParsingCall> call to an XML parsing function, procedure, method, ...
- the <DTDProcessingDisablingOption> DTD processing disabling option(s)

8.85 ASC

Descript
ASCQM Se

Descript
Identify oq
- the <XMI
processing

disabling
- is not pr¢

The list of
framewor
The list of
language d
The list of
SAXParse
features tq
Cf. https:/

KDM out
KDM eleme

KDM outli

ClassUnit
Methd

Storablel
ActionEld

Reads
Calls

QM Secure Use of Unsafe XML Processing with Secure Parser

r
cure Use of Unsafe XML Processing with Secure Parser (XMLProcessingCall)

on

currences in application model where:

LProcessingCall> call to an XML processing method, function, procedure, .. without DTD
capabilities

ceded by a call to a secure XML parser

XML processing primitives without DTD processing disabling capabilities is technology,
K, language dependent. For example in Java: JAXB Unmarshaller, XPathExpression.
XML parsing primitives with DTD processing disabling capabilities is technology, framewo
lependent. For example in Java: DocumentBuilder.
option(s) to disable DTD processing is primitive dependent. For example with
Factory: set external-general-entities, external-parameter-entities, and load-external-dtd
false.
www.owasp.org/index.php/XML_External Entity_(XXE)_Prevention_Cheat_Sheet

line illustration
nts present in the application model
he illustrating only the essential elements related to micro KDM:

id="cul" name="Unmarshaller|XPathExpression|...
dUnit id="mul" name="unmarshall|evaluate|..."

nit id="sul"

ment i1d="aé2"™ kind="MethodCall"
" Sul "
"mul "

KDM elerTents absent from the application model

=)

KDM outli

ClassUnit
Metho
ActionEle
Calls
Write
Flows

178

ne illustrating only the essential elements related to micro KDM:

id="cu2"
dUnit id="mu2" name="parse]|...

name="DocumentBuilder]|...

"

ment id="ael" kind="MethodCall"

"mu2"

"syul"
"ge2"

S

K,
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What to report
Roles to report:

- the <XMLProcessingCall> call to an XML processing method, function, procedure, ... without DTD
processing

di

sabling capabilities

8.86 ASCQM Sanitize User Input used in Path Manipulation

:2021(E)

De
AS
Us

De
Idd
- th
- fi
- tq

scriptor
[QM Sanitize User Input used in Path Manipulation (PathFromUserInputToPathManipulati
erInput, PathManipulationStatement, PathManipulationStatementSanitizationContrplElems

scription

ntify occurrences in application model where:

e <PathFromUserInputToPathManipulation> path

om the <UserInput> user interface input

the <PathManipulationStatement> file path manipulation statement,

b1,
entList)

- lajcks a sanitization operation from the <PathManipulationStatémentSanitizationControlElementList>

list

%]

Th
Th
Wit

KL
KD

KD

P14

UIN

Codg

of vetted
hnitization.

b list of vetted sanitization primitives is an input to@rovide to the measurement process.
b list of file manipulation primitives is technology, framework, language dependent. For ex3
h C-type languages: File, FileInputStream, open.

M outline illustration
M elements present in the application medel

M outline illustrating only the essential elements related to micro KDM:
tformModel

FileResource id="frl"

odel

UIField id="ufl{"

UIAction id="mal"™ implementation="ael" kind="input"

ReadsUL/ Muaf 1"
eModel

StorabreUnit id="sul"
SorableUnit id="su2"
ActionElement id="ael" kind="UI"

mple

Write "gpl"

Flow "ae2"
ActionElement id="ae2"
Flow "ae3"
Reads "sul"
Writes "su2"
ActionElement id="ae3"
Flow "aed"
ActionElement id="aed"
Flow "aeb"
ActionElement id="ae5" kind="Data"
ManagesResource |ReadsResource |WritesResource "frl"
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KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM:

ControlElement id="cel" kind="sanitization"

ActionElement id="ae3" kind="Call|PtrCall|MethodCall|VirtualCall"
Flow "ae4d"
Calls "cel"
Reads "su2"
Writes "su2"

What to report

Roles to rgport are:

- the <PathFromUserInputToPathManipulation> path

- the <UserInput> user interface input

- the <PathManipulationStatement> file path manipulation statement,

- the <PathManipulationStatementSanitizationControlElementList> list of vetted sanitization.

8.87 ASCQM Sanitize User Input used in SQL Access

Descriptpr
ASCQM Szritize User Input used in SQL Access (PathFromUserlnputToSQLStatement, UserInput,
SQLStatenpent, SQLStatementSanitizationControlElementList)

Descriptjon

Identify o¢currences in application model where:
- the <PathFromUserInputToSQLStatement> path
- from the|<UserInput> user interface input

- to the <SQLStatement> SQL statement,

- lacks a sgnitization operation from the <SQLStatementSanitizationControlElementList> list of vetted
sanitizatign.

The list of [vetted sanitization primitives is an input to provide to the measurement process.
SQL is not|limited to traditiodabRDBMS SQL, it covers all data management capabilities. For example:
NoSQL databases.

KDM outfine illustration
KDM elements present’in the application model

KDM outlipe ilustrating only the essential elements related to micro KDM:

PlatformMedes
DataManager id="dml"
HasContent "rsl"

DataModel
RelationalSchema id="rsl"
RelationTable|RelationalView id="rtv1l"
PlatformAction id="pal" implementation="aeb5"
ReadsColumnSet |WritesColumnSet "rtvl"
ReadsResource |WritesResource "dml"
UIModel
UIField id="ufl"
UIAction id="ual" implementation="ael" kind="input"
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ReadsUI "ufl"
CodeModel
StorableUnit id="sul"
StorableUnit id="su2"
ActionElement id="ael" kind="UI"
Writes "sul"
Flow "ae2"
ActionElement id="ae2"
Flow "ae3"
Reads "sul"
Writes "sua
ActionElement id="ae3"
Flow "ae4d"
ActionElement id="ae4d"
Flow "aeb"
ActionElement id="aeb" kind="Data"

KDM elements absent from the application model
KDM outline illustrating only the essential elements related to micro KDM;

ControlElement id="cel" kind="sanitization"

AcflionElement id="ae3" kind="Call|PtrCall|MethodCall |VartualCall"
Flow "ae4d"

Calls "cel"

Reads "su2"

Writes "su2"

What to report

Roles to report are:

- tHe <PathFromUserInputToSQLStatement> path

- te <UserInput> user interface input

- tHe <SQLStatement> SQL statement;

- the <SQLStatementSanitizationControlElementList> list of vetted sanitization.

8.88 ASCQM Sanitize User Input used in Document Manipulation Expression

Descriptor

ASCQM Sanitize User Input used in Document Manipulation Expression
(PgthFremUserInputToDocumentManipulation, UserInput, DocumentManipulationExpression
DofurientManipulationSanitizationControlElementList)

-

Description
Identify occurrences in application model where:
- the <PathFromUserInputToDocumentManipulation> path
- from the <UserInput> user interface input
- to the <DocumentManipulationExpression> document manipulation expression,
- lacks a sanitization operation from the <DocumentManipulationSanitizationControlElementList> list
of vetted
sanitization.

The list of vetted sanitization primitives is an input to provide to the measurement process.
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The list of document manipulation primitives is technology, framework, and language dependent. For

example: XQuery

KDM outline illustration

KDM elements present in the application model

KDM outline illustrating only the essential elements related to micro KDM:

UIModel
UIField id="ufl"

UIAction id="ual" implementation="ael" kind="input"

cadsUul "url™

CodeMode]]
StorapbleUnit id="sul"
StorapleUnit id="su2"
StrinjgType id="stl"

StorapleUnit id="su3"
ControlElement id="cel"

ActiognElement id="ael"

Writes "sul"

Flow "ae2"
ActionElement id="ae2"
Flow "ae3"
Reads "sul"

Writes "su2"
ActiognElement id="ae3"
Flow "aed"
ActiognElement id="ae4"
Flow "aeb"
ActiognElement id="aeb"
Jalls "cel"

Reads "su3"
Reads "su2"

KDM elemeénts absent from the application.model
KDM outlipe illustrating only the essential elements related to micro KDM:

ControlEllement id="ce2" kind="sanitization"

ActionElegment id="ae3" _kind="Call|PtrCall|MethodCall|VirtualCall"

Fllow "aed"

Jalls "ce2!
Reads "su2\
Writes Msw2"

name="...

kind="UI"

kind="Call|PtrCall|MethodCall|VirtualCall"

What to report
Roles to report are:

- the <PathFromUserInputToDocumentManipulation> path

- the <UserInput> user interface input
- the <DocumentManipulationExpression> document manipulation expression,
- the <DocumentManipulationSanitizationControlElementList> list of vetted sanitization.
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8.89 ASCQM Sanitize User Input used in Document Navigation Expression

Descriptor

ASCQM Sanitize User Input used in Document Navigation Expression
(PathFromUserInputToDocumentNavigationEvaluation, UserInput,
DocumentNavigationEvaluationExpression, DocumentNavigationSanitizationControlElementList)

Description

Identify occurrences in application model where:

- tHe <PathFromUserInputToDocumentNavigationEvaluation> path
- from the <UserInput> user interface input

- tq the <DocumentNavigationEvaluationExpression> document navigation evaluation€xpression,
- lacks a sanitization operation from the <DocumentNavigationSanitizationControlElementLisf> list of
Vegnfed

hnitization.

wn

The list of vetted sanitization primitives is an input to provide to the measurement process.
The list of document navigation expression evaluation primitives is techfiology, framework, language
dependent. For example with Java language: javax.xml.xpath.evaluate,
javax.xml.xpath.XPath.evaluateExpression.

KDM outline illustration
KDM elements present in the application model
KDM outline illustrating only the essential elements related to micro KDM:

UINodel

UIField id="ufl"

UIAction id="ual" implementation="ael" kind="input"
ReadsUI "ufl"

CodeModel

StorableUnit id="sul"

StorableUnit id="su2"

StringType id="stl"

StorableUnit id="sul"

ControlElement id="“cel" name="evaluate|evaluateExpression|..."

ActionElementy id="ael" kind="UI"
Writes 'sul"”
Flow Yael2"
ActionElement id="ae2"
Flow "ae3"
Redds "sul"
Writes "su2"
AetionElement id="ae3"

ActionElement id="ae4"
Flow "aeb"
ActionElement id="ae5" kind="Call|PtrCall|MethodCall|VirtualCall"
Calls "cel"
Reads "su3"
Reads "su2"
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KDM eleme

nts absent from the application model

KDM outline illustrating only the essential elements related to micro KDM:

ControlEl

ement id="ce2" kind="sanitization"

ActionElement id="ae3" kind="Call|PtrCall|MethodCall|VirtualCall"

F
C
R
W

"aed"

"Ce2"

"su2"
"SU2"

low

alls
eads
rites

What to |
Roles to re¢

report
port are:

- the <PathFromUserInputToDocumentNavigationEvaluation> path

- the <Use
- the <Doc¢
- the <Doc¢

8.90 ASC

Descript
ASCQM Sa
(PathFro

DirectoryA

Descript
Identify oq

FInput> user interface input
umentNavigationEvaluationExpression> document navigation evaluation expression,
umentNavigationSanitizationControlElementList> list of vetted sanitization.

QM Sanitize User Input used to access Directory Resources

DI

itize User Input used to access Directory Resources
UserInputToExecuteRunTimeCommand, UserInput, DirectoryAccessStatement,
A\ccessStatementSanitizationControlElementList)

on
currences in application model where:

- the <PathFromUserInputToExecuteRunTinieCommand> path

- from the

<UserInput> user interface input

- to the <DiirectoryAccessStatement> directory access statement,

- lacks a sd
list of vett
sanitizat|

The list of

KDM out
KDM eleme
KDM outli

nitization operation from'\the <DirectoryAccessStatementSanitizationControlElementList>
ed
on.

vetted sanitization primitives is an input to provide to the measurement process.

line illustration
nts present in the application model
he-illustrating only the essential elements related to micro KDM:

PlatformModel

Namin
UIModel

UIFie

UIAct

gResource id="nrl"

1d id="ufl"
ion id="ual" implementation="ael" kind="input"

ReadsUI "ufl"

CodeModel
Stora
Stora
Actio

184

bleUnit id="sul"
bleUnit id="su2"
nElement id="ael" kind="UI"
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Writes "sul"
Flow "ae2"
ActionElement id="ae2"
Flow "ae3"
Reads "sul"
Writes "su2"
ActionElement id="ae3"
Flow "ae4d"
ActionElement id="ae4"
Flow "aeb"
ActionElement id="aeb" kind="Data"
ManagesResource |ReadsResource |WritesResource "nrl"

:2021(E)

KD
KD

Corj

Act

What to report

Ro
- th
- th
- th
- th

8.9

De
AS
Sto
Crq

De
Idg
- th
- fi

M elements absent from the application model
M outline illustrating only the essential elements related to micro KDM:

trolElement id="cel" kind="sanitization"

ionElement id="ae3" kind="Call|PtrCall|MethodCall|VirtualCall"
Flow "ae4d"
Calls "cel"
Reads "su2"
Writes "su2"

es to report are:

e <PathFromUserInputToExecuteRunTimeCommand> path

e <UserInput> user interface input

e <DirectoryAccessStatement> directory access statement,

e <DirectoryAccessStatementSanitizationControlElementList> list of vetted sanitization.

)1 ASCQM Sanitize Stored Input used in User Output

scriptor

ssSiteScriptingSanitizationControlElementList)

scription

ntify oecurrences in application model where:

e sPathFromUserInputToStorageStatement> path
ofmthe <UserInput> user interface input

QM Sanitize Stored Input used in User Output (PathFromUserInputToStorageStatement, UserInput,
rageStatement, PathkromRetrievalStatementToUserDisplay, RetrievalStatement, UserDisplay,

- to the <StorageStatement> data storage statement,
- and the <PathFromRetrievalStatementToUserDisplay> path

- fr

om the <RetrievalStatement> data retrieval statement

- to the <UserDisplay> user interface display,
- lacks a sanitization operation from the <CrossSiteScriptingSanitizationControlElementList> list of
vetted sanitization.

The list of vetted sanitization primitives is an input to provide to the measurement process.
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KDM outline illustration
KDM elements present in the application model
KDM outline illustrating only the essential elements related to micro KDM:

PlatformModel

FileResource|DataManager id="prl"
HasContent "rrl"

DataModel
RecordFile|RelationalSchema id="rrl"
DataAction id="dal" implementation="ae3"

LiLeb COLUIIIoE T

WritesResource "prl"

DataAction id="da2" implementation="aed"
ReadsColumnSet

ReadsResource "prl"

UIModel
UIFiglld id="ufl"
UIAction id="ual" implementation="ael" kind="input"
ReadsUI "ufl"
UIAction id="ual" implementation="ae5" kind="output"
ReadsUI "ufl"
CodeMode ]
StorapleUnit id="sul"
StorapbleUnit id="su2"
StorapleUnit id="su3"
ActiognElement id="ael" kind="UI"
Writes "sul"
Fllow "ae2"
ActionElement id="ae2"
Fllow "ae3"
Reads "sul"
Writes "su2"
ActiognElement id="ae3" kind="Data"

Reads "su2"
Fllow "aed"

ActiognElement id="ae4" kindz“Data"
Writes "su3"

Fllow "aeb"

ActionElement id="aeb5"

Fllow "aeo6"

ActionElement id="ae®'' kind="UI"
Reads "su3"

KDM elements absent from the application model
KDM outlihe illustrating only the essential elements related to micro KDM:

ControlElement 1d="cel" kind="sanitization"

ActionElement id="aeb" kind="Call|PtrCall|MethodCall|VirtualCall"
Flow "aeo"
Calls "cel"™
Reads "su3"
Writes "su3"
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