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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of document should be noted. This document was drafted in accordance with the editorial rules of
[EC Dir¢ctives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

ISO an

use of (p) patent(s). ISO and IEC take no position concerning the evidence, validity or @pplicabilit
claimed patent rights in respect thereof. As of the date of publication of this document, ISO and
received notice of (a) patent(s) which may be required to implement this document. However, imple
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te an endorsement.
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|formation security, cybersecurity and privacy protection.
all parts in the ISO/IEC 4922 series can*be found on the ISO website.

bdback or questions on this document should be directed to the user’s national st
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fument was prepared by Technical Committee1SO/IEC JTC 1, Information technology, Subcommittee
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© ISO/IEC 2024 - All rights reserved

\%


https://www.iso.org/directives-and-policies.html
https://www.iec.ch/members_experts/refdocs
http://www.iso.org/patents
https://patents.iec.ch/iec/pa.nsf/pa_h.xsp?v=0
https://www.iso.org/iso/foreword.html
https://www.iec.ch/understanding-standards
https://www.iso.org/members.html
https://www.iec.ch/national-committees
https://standardsiso.com/api/?name=0f3e6d6d99a373c346d626429ef241ec

ISO/IEC 4922-2:2024(en)

Introduction

Secure multiparty computation is a cryptographic technique that computes a function on a message while
maintaining the confidentiality of the message. The technique is used to outsource computations to two or
more stakeholders while preserving privacy. To facilitate the effective use of secure multiparty computation
and maintain interoperability, the ISO/IEC 4922 series specifies secure multiparty computation and related
technologies.

Secure multiparty computation often uses cryptographic mechanisms as building blocks. For secure
multiparty computation which is based on secret sharing, secret sharing schemes are used as building blocks.

Secret §haring 1s a cryptographic technique used to protect the confidentiality of a message by (lividing
it into gieces called shares. A secret sharing scheme has two main parts: a message sharing algorjthm for
dividing the message into shares and a message reconstruction algorithm for recovering the-messajge from
all or a|subset of the shares. The ISO/IEC 19592 series specifies secret sharing and related“techrologies.
In secure multiparty computation based on secret sharing, a message is shared amongparticipants called
parties |via a message sharing algorithm. The parties compute a function on the shared message while
maintaining its confidentiality and obtain shares of the function output. The functionetitput can be dbtained
using a message reconstruction algorithm taking as input all or a subset of the output shares. This dqcument
specifies secure multiparty computation based on secret sharing, especially‘mechanisms to cofpute a
function on the shared secret.

© ISO/IEC 2024 - All rights reserved
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Information security — Secure multiparty computation —

Part 2:
Mechanisms based on secret sharing
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cument specifies the processes for secure multiparty computation mechanisms based‘on t

can be used for confidential data processing. Examples of possible applicationsinclude colla
hlytics or machine learning where data are kept secret, secure auctions whege-each bidding
and performing cryptographic operations where the secrecy of the private keys is maintaing

cument specifies the mechanisms including but not limited to additien; subtraction, multig
stant, shared random number generation, and multiplication withZtheir parameters and prg
rument describes how to perform a secure function evaluationsing these mechanisms an
techniques.

rmative references

bwing documents are referred to in the text in suchza way that some or all of their content con
ments of this document. For dated references, only the edition cited applies. For undated ref
5t edition of the referenced document (includifig any amendments) applies.

4922-1, Information security — Secure multiparty computation — Part 1: General
19592-1, Information technology — Security techniques — Secret sharing — Part 1: General

19592-2:2017, Information technelogy — Security techniques — Secret sharing — Part 2: Fund|
sms

'ms and definitions

document, the terims and definitions given in ISO/IEC 4922-1, ISO/IEC 19592-1, ISO/IEC 1959
wing apply.

IEC maiptain terminology databases for use in standardization at the following addresses:

Onlinebrowsing platform: available at https://www.iso.org/obp

— IEC

secret

techniques which are specified in ISO/IEC 19592-2. Secure multiparty computation‘based oph secret

orative
price is
pd.

lication
perties.
1 secret

stitutes
brences,

nmental

2-2 and

Electropedia: available at https://www.electropedia.org/

3.1
group

set of elements G and an operation + defined on the set of elements such that: (i) a + (b + ¢) = (a + b) + ¢ for
every a, b and c in G; (ii) there exists an identity element e in G such thata + e = e + a = a for every a in G; (iii)

for ever

[SOURC

y a in G there exists an inverse element —a in G such thata + (-a)=(-a) +a=e

E: ISO/IEC 19592-2:2017, 3.8, modified — the notation “a~1” has been replaced by “-a”]
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3.2

finite cyclic group

abelian group (G,+) that is a group (3.1) and a + b = b + a for every a and b in G (with identity element 0),
containing a finite number of elements, such that there exists g in G, where every a in G is equal tog or g
added to itself a finite number of times

Note 1 to entry: Definition adapted from ISO/IEC 19592-2:2017, 3.6.

3.3

ring
set of elements R and a pair of operations (+, *) defined on R such that: (i)a* (b +c)=a* b + a * c for every
a, b and c in R; (ii) R together with + forms an abelian group thatis a group (3.1) and a + b =b + a for every a
and b in] R (with identity element 0); (iii) R excluding 0 together with * forms a monoid such that: i} a * (b *
¢) = (a*{b) * c for every a, b and c in R; (ii) there exists an identity element e in R such thata * e = ¢* ¢t = a for
every afin R

3.4
finite rjng
ring (3.3) containing a finite number of elements

3.5

field
set of elpments K and a pair of operations (+, *) defined on K such that: (i)&*(b+c)=a* b + a * c forjevery q,
b and c In K; (ii) K together with + forms an abelian group thatis a group{3.1) and a + b = b + a for evel'y a and
b in K (with identity element 0); (iii) K excluding 0 together with * forms“an abelian group that is a grioup and
a*b=H*aforeveryaandbinK

[SOURCE: ISO/IEC 19592-2:2017, 3.5, modified — the phrases that is a group (3.1) and a + b = b + a fpr every
aand b n K” and “thatisa group and a * b = b * a for every a’and b in K” have been added.]

3.6
finite field
field (3.p) containing a finite number of elements

[SOURCE: ISO/IEC 19592-2:2017, 3.7]

3.7
determiinistic random bit generator
DRBG
random| bit generator that produces a random-appearing sequence of bits by applying a deterministic
algorithm to a suitably random‘initial value called a seed and, possibly, some secondary inputs upon which
the secyrity of the random/bit-generator does not depend

Note 1 t¢ entry: A DRBGtakes a high-entropy, secret random string as input and outputs a longer string of bits, which
is compytationally indistinguishable from random data to adversaries not knowing the input.

[SOURCE: ISO/IEC)8031:2011, 3.10, modified — the original note to entry has been replaced.]

3.8
replicatédyadditive secret sharing scheme
secret sharing scheme In which shares are speciiied as subsets of a set of random values that sum to the secret

Note 1 to entry: The replicated additive secret sharing scheme is specified in ISO/IEC 19592-2.

3.9

Shamir secret sharing scheme

secret sharing scheme in which shares are specified as points on a random polynomial for which the secret
is the constant

Note 1 to entry: The Shamir secret sharing scheme is specified in ISO/IEC 19592-2.

© ISO/IEC 2024 - All rights reserved
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4 Symbols and abbreviated terms

A

adversary structure of threshold k
set of t-tuples of elements of A

Ais a subset of B

a is an element of 4

direct product of A and B, i.e. the set of all ordered pairs (a, b), wherea € Aand b € B

Recover

5 Sec

51 G

number of elements in A

i-th share of a message a

vector of shares ([a];, ..., [a],)

binomial coefficient, namely i choose j

finite cyclic group

finite field

set of all polynomials in x with coefficients in K

threshold of shares

number of sub-shares for each party in an instance of the replicated additive secret sharing
number of shares

i-th computing party of secure multipatty computation

finite ring

message reconstruction algorithm of a secret sharing scheme

sub-share of the replicated.additive secret sharing scheme corresponding to Ze 4
message sharing algorithm of a secret sharing scheme

non-zero fixedfield element corresponding to party P, where the value x; are distinct ang
to all computing parties

‘ure multiparty computation based on secret sharing

eneral

This cla

SE Specifies fundamental CONcepts foT SECUTE MUuttiparty CoMmputation based Ol Secret shar

scheme

known

ng. The

secret sharing schemes and the parameters used in this document are described in 5.2. The process flow
and parameters for secure multiparty computation based on secret sharing are described in 5.3. Annex A
lists the object identifiers which shall be used to identify the mechanisms specified in this document.
Annex B provides numerical examples for the mechanisms specified in this document, which can be used for
checking the correctness of implementations. Annex C provides security considerations that can be used to
obtain additional information regarding the security of all the mechanisms specified in this document.

© ISO/IEC 2024 - All rights reserved
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5.2 Secret sharing

The secure multiparty computation schemes based on secret sharing specified in this document use
the Shamir and replicated additive secret sharing schemes. These secret sharing schemes are defined in
ISO/IEC 19592-2 and employ the following algorithms and parameters.

5.3 Sq

The seq
intende
is as fol

a)

b)

c)

NOTE
ISO/IEC

The foll

Message space: the set of possible messages that can be input to the message sharing algorithm.

Share space: the set of possible shares that can be output by the message sharing algorithm.

Number of shares: the range of possible values of n supported by the scheme.

|

Thry

Ady
rec

striicture Ais{Z|Zc{1,...,n},

Me;
Mej

Lagrange interpolation coefficients: the coefficients used in the reconstruction algorithm of the
et sharing scheme.

sec

Inp

The
this

The
run

Inp

baold tha vonaa oFf o ibhlaszaliiac of Ir oo ot d bzt o cob oo o
CSTIoTO. TrIC T artg C OT pOSSTOTC vV araCt S O SappoTrtCt oy orrC—SCreTres

pcure multiparty computation based on secret sharing
d to be used for performing a secure function evaluatioh: The process of a secure function ev

1t parties run the message sharing algorithmion their function inputs and then send the r
shafes to the computing parties.

Z|=k-1}.
sage sharing algorithm: an algorithm that divides a message into n shares.

sage reconstruction algorithm: an algorithm that reconstructs a messageé from k shares.

ure multiparty computation schemes based on secret sharing specified in this docum

OWwWS.

document.

computing parties send the result of the evaluation to the result parties, and the result part
the message reconstructionsalgorithm to obtain the function output.

The notions of input parties, computing parties, result parties, and multiparty protocols are d
4922-1.

pwing parametersdpply to all the mechanisms specified in this document.

1t message space: the same as the message space of the secret sharing scheme (see 5.2).

Ouf]
End

put message space: the same as the message space of the secret sharing scheme (see 5.2).

oded\message space: the same as the share space of the secret sharing scheme (see 5.2).

ersary structure: the set of all maximal coalitions of participants that are notcsuffitient to

bnstruct the message. For a threshold secret sharing scheme with threshold k,'the adversary

Shamir

ent are

hluation
esulting

computing parties evaluate the function using one or more of the multiparty protocols spefified in

ies then

bfined in

Communication channel: a point-to-point secure channel between each pair of parties.

Clauses 6, 7 and 8 specify mechanisms for computing parties that can be used to build a multiparty protocol
for secure function evaluation. For each mechanism, the following items are listed.

d) Parameters

1) Number of computing parties: the number of computing parties n’, supported by the protocol. In
this document, n is used instead of n’ since all mechanisms specified in this document assume that

each computing party holds a single share, meaning that n equals to n’.

© ISO/IEC 2024 - All rights reserved
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Threshold: the number of computing parties k” such that even against an adversary corrupting
fewer than k” parties, the input privacy defined in ISO/IEC 4922-1 holds. In this document, k is used
instead of k’since all the mechanisms specified in this document assume that each computing party

holds a single share, meaning that k equals to k.

Other parameters (if applicable).

e) Protocol description: the protocol that jointly computes a function on the input shares among the
computing parties.

f) Properties

1) [Communication complexity: the total number of elements communicated among the coputing
parties.

2) |Round complexity: the number of communication rounds, where communication jis as pargllelized
as possible.

3) |Tolerable adversary behaviour: the type of adversary against which the protoeol will remair secure.
The protocols specified in this document are secure against either passive adversaries (advgrsaries
that only observe the protocol execution), or active adversaries (adversaries can interrupt of modify
communications).

6 Addition, subtraction, and multiplication by a constant

6.1 Ggneral

This clduse contains protocols which achieve secure multiparty computation for addition, subtraction,
addition and subtraction of a constant, and multiplicationby a constant based on the Shamir and replicated
additivg secret sharing schemes. These protocols invelve only local computations, i.e. they do not|require
commuhication. Therefore, discussion of communigation and round complexities is omitted in thig clause.
The pratocols are a detailed description of the<homomorphic operations of the secret sharing §chemes
describged in ISO/IEC 19592-2.

6.2 Addition

6.2.1 |Addition for the Shamir,secret sharing scheme

6.2.1.1( Parameters

Numbery of computing parties: n, satisfying n<|K|.

Thresho¢ld: k, satisfying k<n.

6.2.1.2

Addition protocol

Input: s

hate vectors ([a], ,....[a],),([a"],,...[a"], )e K".

Output:

a) Each P, for 1<i<n computes [a+a], =[a],

share vector ([a+ad’];,....[a+a’] )eK".

+[a’]. e K.

1

b) Output ([a+a’];,...[a+a’] )eK".

© ISO/IEC 2024 - All rights reserved
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6.2.1.3 Properties
Tolerable adversary behaviour: active if k—1< % , otherwise passive.
6.2.2 Addition of a constant for the Shamir secret sharing scheme

6.2.2.1 Parameters
Number of computing parties: n, satisfying n<|K|.

Threshold: k, satisfying k<n.

6.2.2.2 Addition-of-a-constant protocol
Input: ashare vector ([a]y ,...,[a], )€ K", and a constant ce K .

Output:|share vector ([a+c],,...,[a+c] )eK".

a) Each P for 1<i<n computes [a+c], =[a], +ce K.
b) Output ([a+c],,....[a+c], )eK".

6.2.2.3 | Properties

Tolerable adversary behaviour: active if k—1< n , otherwise passive.
6.2.3 |Addition for the replicated additive secret sharing scheme

6.2.3.1| Parameters
Numbef of computing parties: n.

Threshg¢ld: k, satisfying k<n.

Form offshares: [a], ={r;|i¢ Ze A, 1<i<n} and [a’], :{r; lig Ze A, 1Si£n} :
6.2.3.2( Addition protocol

Input: share vectors ([a]52,[al,).([a']; .....[a"],)e G™", where m=, ;C}_;.
Output:share vectop(fa+a’], ,...,[a+a’] )e G™".

a) Eadh P fordi<n computes [a+a’], ={r; +r7|i¢ Ze A}eG" .

b) Outlput (la+d’];,....[a+a’] )e G™".

6.2.3.3 Properties
Tolerable adversary behaviour: active if k—1< % , otherwise passive.
6.2.4 Addition of a constant for the replicated additive secret sharing scheme

6.2.4.1 Parameters

Number of computing parties: n.

© ISO/IEC 2024 - All rights reserved
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Threshold: k, satisfying k<n.
Form of shares: [a], ={r;|i¢ Ze A,1<i<n}.

Representative share: a sub-share re to be used in a special way in the protocol, where Z" e A is a set of

participants that shall be agreed by the parties prior to the protocol execution.

6.2.4.2 Addition-of-a-constant protocol

Input: share vector ([a]y ,...,[a], )€ G™" and a constant ce G, where m=,_;C}_;.

Output:share vector ([a+c], ,...,[a+c] )e G™".

a) Eadh P, for 1<i<n sets [a+c], ={rylie Z'e A,1<i<n}, where ry =r; +ceG if 7' <7 otherwise
er :rZ .

b) Output ([a+c];,....[a+c] )eG™".

6.2.4.3| Properties

Tolerable adversary behaviour: active if k—1< g , otherwise passive.
6.3 Subtraction

6.3.1 |Subtraction for the Shamir secret sharing scheme

6.3.1.1| Parameters

Number of computing parties: n, satisfying n<|K|s
Threshgld: k, satisfying k<n.

6.3.1.2( Subtraction protocol

Input: share vectors ([a], ,...,[a] hla’], .....[a"], )e K"
Output:share vector ([a—a’}y.,[a—a’] )e K".

a) Each P, for 1<i<ncemputes [a—a’]. =[a], +(—[a’],)e K , where —[a’]. is an additive inverse of [a’], in
K.

b) Output ([a<d’],,...,[a-a"] )eK".

6.3.1.3 | [Properties

Tolerable adversary behaviour: active if k—1< g , otherwise passive.
6.3.2 Subtraction of a constant for the Shamir secret sharing scheme

6.3.2.1 Parameters
Number of computing parties: n, satisfying n<|K|.

Threshold: k, satisfying k<n.

© ISO/IEC 2024 - All rights reserved
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6.3.2.2 Subtraction-of-a-constant protocol
Input: a share vector ([a], ,...,[a],)e K", and a constant ce K .

Output: share vector ([a—c] ,...,[a—c],)e K".

a) Each P for 1<i<n computes [a—c], =[a], —ce K.
b) Output ([a—c];,....[a=c], )e K".

6.3.2.3 Properties

n
Tolerable adversary behaviour: active if k—1< > otherwise passive.
6.3.3 [Subtraction for the replicated additive secret sharing scheme

6.3.3.1| Parameters

Number of computing parties: n.

Threshold: k, satisfying k<n.

Form offshares: [a], ={r;li¢ Ze A,1<i<n} and [a'], ={rz|i¢ Ze A,1<i<n}.
6.3.3.2( Subtraction protocol

Input: share vectors ([a], ,...,[a],).([a"]; ,-...[a"] )€ ™", where m=, ;C} ;.
Output:share vector ([a—a’], ,...,[a—a’] )e G™".

a) Eadh P for 1<i<n computes [a—a'], ={ry+(-r7)|i¢ Ze A}e G™, where -r;eG is an additive
inverse of r; €G.

b) Output ([a—a’],,...,[a—a],)e G

6.3.3.3| Properties

Tolerable adversary behaviofir; active if k—1< g , otherwise passive.

6.3.4 |Subtraction of-a-constant for the replicated additive secret sharing scheme

6.3.4.1| Parameters

Number of eomputing parties: n.

Threshaldk, satisfying k<n

Form of shares: [a], ={r;|i¢ Ze A,1<i<n}.

Representative share: a sub-share r to be used in a special way in the protocol, where Z e A is a set of

participants that shall be agreed by the parties prior to the protocol execution.

6.3.4.2 Subtraction-of-a-constant protocol

Input: share vector ([a], ,...,[a],)e 6™ and a constant ce G, where m=, ;C;_;.

© ISO/IEC 2024 - All rights reserved
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Output: share vector ([a—c], ,...,Ja—c],)e G™".

a) Each P for 1<i<n sets [a—c] ={ry|i¢Z’e A,1<i<n}, where ry;=r;-ceG if Z=Z" and

ry» =ry; otherwise.
b) Output ([a—c];,....,[a—c], )e ™.

6.3.4.3 Properties

. L n . .
Tolerable adversary behaviour: active if k—1<—, otherwise passive.
2

6.4 Multiplication by a constant
6.4.1 |Multiplication by a constant for the Shamir secret sharing scheme

6.4.1.1| Parameters
Number of computing parties: n, satisfying n<|K|.

Threshgld: k, satisfying k<n.

6.4.1.2 ( Multiplication by a constant protocol

Input: share vector ([a]; ,...,[a],)e K", and a constant ce K .
Output:share vector ([ca], ,...,[ca] )e K".

a) Eadh P, for 1<i<n computes [ca]l. :c[a]i ek.

b) Output ([ca], ,...,[ca], )e K".

6.4.1.3| Properties

Tolerable adversary behaviour: active if k—1< g , otherwise passive.
6.4.2 |Multiplication by a constant for the replicated additive secret sharing scheme

6.4.2.1( Parameters
Numbey of computirgparties: n.
Threshgld: k, satisfying k<n.

Form offshdreé: [a], ={r;|i¢ Ze A}.

6.4.2.2 Multiplication by a constant protocol
Input: share vector ([a]y ,...,[a], )€ G™" wherem=,_;C;_;, and a constant ¢ such that 0<c<|G|-1.
Output: share vector ([ca], ,...,[ca] )e G™".

a) Each P; for 1<i<n computes [ca], ={cr;|i¢ Ze A}e G™,where cr; € G means recursive c—1 additions

of r; as ry +ry +...+r; when 1<c<|G|-1, or the substitution by 0 when c¢=0.

b) Output ([ca], ,...,[ca] )e G™".

© ISO/IEC 2024 - All rights reserved
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If Gisaringand ce G, each P; can compute cr; by multiplying ¢ by ry ina).

Properties

. L n . .
Tolerable adversary behaviour: active if k—1< > otherwise passive.

7 Shared random number generation

71 G

eneral

This clallse contains secure multiparty computation protocols for generating shares of a random nun

comput

ng party shall know the generated shared random number.

7.2 Information-theoretically secure shared random number generation

7.2.1

7.2.1.1

General-purpose shared random number generation scheme

General

This sybclause contains the parameters (7.2.1.2), protocol (7.2.1.3)\and properties (7.2.1.4)
informdtion-theoretically secure shared random number generatiofiyfor secret sharing schem

homom

brphic operations, as described in Reference [4]. The profdcol works on secret sharing 5

with hdmomorphic operations, including the Shamir and replivated additive secret sharing schg
this prdtocol, k random numbers are chosen by k distinct computing parties and shared using the message

sharing

NOTE

7.2.1.2

algorithm. The parties then sum their received shares’and output the result.

The number of random numbers k is equal to the threshold of the secret sharing scheme.

Parameters

Numbet of computing parties: n, which shallsatisfy n<|K| if the Shamir secret sharing scheme is us

Threshold: k, satisfying k<n.

Subset ¢f parties: {P,-l Py }g{Pl,...,Pn}.

7.2.1.3| Shared random number generation protocol
Input: none.
Output:share vectof {{w], ,...,[w] ).

a) Eadh P, for Pie{P,-1 . }

1y
2)
3)

Ik

randomly selects wy,

hber. No

of the
ps with
chemes
mes. In

ed.

computes ([w}]; ,...,[w]], )=Share(w;),

sends [w,f]j to each party P; for 1<j<n.

b) Compute [w] :[z;w{t } by addition described in 6.2.

) Output ([w],...[w],).

© ISO/IEC 2024 - All rights reserved
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Properties

Communication complexity: k(n—1) elements in K for the Shamir secret sharing scheme and km(n-1)
elements in G for the replicated additive secret sharing.

Round complexity: 1 round.

Tolerable adversary behaviour: passive.

7.2.2

Shared random number generation for the replicated additive secret sharing scheme

7.2.2.1

This su
informa
sharing
commu

7.2.2.2

Numbel

Genrerat

bclause contains the parameters (7.2.2.2), protocol (7.2.2.3) and properties (Z.2:24)
tion-theoretically secure shared random number generation for the replicated. additive
scheme. The protocol is optimized for the replicated additive secret sharing schemé and hg
hication complexity than the protocol specified in 7.2.1.

Parameters

of computing parties: n.

Threshlld: k, satisfying k<n.

Subset

7.2.2.3
Input: n
Output:
a) Py
b) Py

c P

fparties: a party P; suchthat P, =P, forsomeiy ¢ Z foréach Ze 4.

Shared random number generation protocol

one.

a share vector ([w], ,...,[w] )e G™", wherg:=, 1C;_q
randomly selects r; € G for each Ze 4.
sends r; to P; forall je ZU{iy} forieach Ze 4.

for 1<j<n sets [w]j:{rzljeZeA}.

d) Output ([w],,...,[w], )e ™.

7.2.2.4

Commu
Round ¢

Tolerab

Properties

hication complexity: ZZGA(n—|Z| —1) elements of G.
omplexity:\1-round.

e adversary behaviour: passive.

7.2.3

of the
b secret
1s lower

7.2.3.1

Shared random number gnnnraﬁnn forthe Shamir secret charing scheme

General

This subclause contains the parameters (7.2.3.2), protocol (7.2.3.3) and properties (7.2.3.4) of the
information-theoretically secure shared random number generation protocolll9 for the Shamir secret
sharing scheme. This protocol generates share vectors for n—k+1 random numbers simultaneously from
share vectors for n random numbers chosen by the computing parties. The protocol has low communication
complexity when generating multiple share vectors of a random number.

© ISO/IEC 2024 - All rights reserved
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Parameters

Number of computing parties: n, satisfying n<|K]|.

Threshold: k, satisfying k<n.

2 n—k

Vandermonde matrix: M, where M isannx(n—k+1) matrix with i-th row (1,ai ,ai ..., 0; ) with the q;

distinct and non-zero, where a; for 1<i<n shall be agreed by the parties prior to executing the protocol.

7.2.3.3

Shared random number generation protocol

Input: npne:

Output:

share vectors ([wy ]y ,....[wi ], )oe o (Whngat by oo o[ Whigan 1, )€ K"

a) Eadh P, for 1<i<n:

1)
2)
3)

randomly selects Wlf ek,
computes ([w]];,....[w]],)=Share(w;),

sends [w{]j to P; for 1< j<n.

b) Each P; for 1<j<n:

iy

2)

receives all [Wi]j ,...,[w;]j from P, for 1<i<n,

computes ([Wl]j ,...,[wn_k+1]j)T =M" ([wi]] ,...,[w;,]j)T.

A Output ([wy ], ,..olwy ], )seoo([Woigsn ly oo [Wnogat JE K.

7.2.3.4

Commu

Properties

hication complexity: n(n—1) elements'ef K .

Round qomplexity: 1 round.

Tolerab
7.3 C

7.3.1

7.3 des
number
assump

a) See

e adversary behaviour: passive:
pmputationally secure shared random number generation

General

‘ribes the parameters, protocols and properties of the computationally secure shared
generatiory protocols.[2] The security of these protocols depends on the computational h
ion ofithe’deterministic random bit generator. The protocols consist of two phases.

sharing phase: The parties share seeds among adequate sets of parties. This phase 1

random
hrdness

equires

coO manicatbtion
ot octors

b) Shared random number generation phase: The parties generate a share vector of a random number. This
phase can be performed without communication.

The parties execute the seed sharing phase first and then execute the random share generation phase
repeatedly until the seeds are updated. The seed sharing phase is common between the Shamir and

replicat

ed additive secret sharing schemes.

© ISO/IEC 2024 - All rights reserved
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7.3.2.1
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Seed sharing phase

General

The seed sharing phase is desired to provide the computing parties with a replicated seed vector
(Sq,...,S,)e X™", where X isaseed space and S; ={s,|i¢ Ze A} for arandom number s, . The replicated
seed vector can be regarded as a share vector of a random number in the replicated additive secret sharing

scheme

7.3.2.2

in X. Therefore, the protocols specified in 7.2.2 can be used to implement this phase.

Parameters

Numbel

of computing parties: n.

ThreshIld: k, satisfying k<n.

Subset

7.3.2.3
Input: n
Output:
a) P,
b) Pz
¢ P

fparties: a party P; suchthat P, =P, forsomeiy ¢ Z foreach Ze 4.

Seed sharing phase

one.

a share vector (Sy,...,S,)e X™", where m=,_1C;_;
randomly selects s, € X for each Ze A4.
sends sz to P; forall jg Zu{iy} foreach Ze 4.

for 1< j<n sets S;={s;|je Ze A}.

d) Output (S¢,...,5,)e X™".

NOTE

computi
parties

7.3.2.4

Commu
Round (

Tolerab

7.3.3

7.3.3.1

Numbel

There are alternative ways. An input party.ean create all the s, and send them to the correg

hg parties, where the input party is expegted to be different from any computing party, or the co
an get together offline and share the s/

Properties

hication complexity: ZZGA(n—|Z|—1) elements of X .
omplexity: 1 round.

e adversary behaviour: passive.

ponding
mputing

Shared random number generation phase for the replicated additive secret sharing scheme

Parameters

of tcomputing parties: n.

Threshold: k, satisfying k<n.

Seed space: a group X.

Deterministic random bit generator: DRBG takes a seed in X and state t as inputs and outputs a pseudo-
random element in G and an updated state t’.

NOTE

Both the input and output of an ordinary DRBG are bit strings, but a DRBG with group element output can
be constructed following guidance in ISO/IEC 18031:2011, Annex B.

© ISO/IEC 2024 - All rights reserved
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7.3.3.2 Shared random number generation phase
Input: a replicated seeds vector (Sq,...,S,)e X", where m=,_1C;_4 and S; ={s,|i¢ Ze A}.
Output: a share vector ([w], ,...,[w], )e G™".
a) Each P, for 1<i<n:
1) computes (r;,t")=DRBG(s,,t) forall s, €S, .
2) computes [w], ={r;|ig¢ Ze A}.
3) [serstasamew state of DRBG:

b) Output ([w],,....[w] )eG™".

NOTE 1| The outputis a share vector of arandom value w= ZZeArZ .

NOTE 2| DRBG requires a state t as an input and the security strength. It is assumed that?is predetermjned and
renewed by t’ for each execution. The formal definition and concrete examples of DRBGg-are given in ISO/IEC 18031.
The secyrity strength can be determined by referring to Reference [2].

7.3.3.3| Properties

Tolerable adversary behaviour: active.
7.3.4 |Shared random number generation phase for the Shamir secret sharing scheme

7.3.4.1| Parameters

Numbery of computing parties: n, satisfying n<|K|.
Threshold: k, satisfying k<n.

Seed sphce: a group X.

Determjnistic random bit generator: DRBG takes a seed in X and state t as input and outputs a pseudo-
random|element in K and an updated.state t".

Other pprameters: for each Ze A4'.the polynomial f, (x) of degree k—1 suchthat f, (0)=1 and f,[(x;)=0
forall ig Z.

NOTE The polynomial~f, (x) can be obtained by using the Lagrange interpolation as f, (x)= H —
X

7.3.4.2 Sharedrandom number generation phase

Input: a|replicated seed vector (Sy,...,S,)e X™".

z 1l

3 [r hl r J I
Output: astrare vector (Wl W], JER

a) Each P, for 1<i<n:
1) computes (r;,t")=DRBG(sy,t) forall s, €S;.
2) setst’asanew state.
3) computes [w]; =ZZ;I,€Z€AerZ (x;)-

b) Output ([w],,....[w],)eK".

© ISO/IEC 2024 - All rights reserved
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NOTE 1

NOTE 2

7.3.4.3

ISO/IEC 4922-2:2024(en)

The output is a share vector of a random value w = 2 7ed'Z
€

DRBG requires a state t as an input and the security strength. It is assumed that t is predetermined and
renewed by t' for each execution. The formal definition and concrete examples of DRBGs are given in ISO/IEC 18031.
The security strength can be determined by referring to Reference [2].

Properties

Tolerable adversary behaviour: active.

8 M

ltipliral‘inn

81 G

This clquse contains secure multiparty computation protocols for multiplication based-on'the Sha

replicat]
additive
scheme
dot prd
commu

82 G

8.2.1

Rabin
Shamir

8.2.2
Scheme

Numbel

Other

’
aa Zz

eneral

ed additive secret sharing schemes. In this clause, the message and share space” of the re
secret sharing scheme is assumed to be a finite ring R to define multiplication. The secret
used in each protocol is specified as a scheme in the parameters. Part of the protocols supp
ductl?Z] that outputs the sum of element-wise multiplications of slfate-vectors with th
nication and round complexities as the (plain) multiplication protocet:

RR-multiplication for the Shamir secret sharing scheme

General

mir and
plicated
sharing
prts the
e same

This clause describes the parameters (8.2.2), protocol (8.2.8),5and properties (8.2.4) of the Gennarq-Rabin-
GRR)-multiplication.[11] It is an information-thearetically secure multiplication protocol|for the
secret sharing scheme.

Parameters
the Shamir secret sharing scheme.
of computing parties: n, satisfying n<|K|.
Thresh¢ld: k, satisfying 2k—-1<n.
Subset ¢f parties: {Pi1 ,...,P,-Zk_1 }g{Pl oo Py}
0—x;
2k-1
parameters: ~Lagrange interpolation coefficients A, :H M s¢ that
t u=1,u#t (x- —x. )
Ig Iy
2k-1 , . . . : . :
1 A; [a]it [a ]it , where x; is defined as a non-zero fixed field element corresponding tb P; in
set of\parties. All the parties compute the Lagrange interpolation coefficients before the step b) in

the sub
the med

hanisms described in 8.2.3 and 8.2.4.

8.2.3

Multiplication protocol

Input: share vectors ([a], ,...,[a],).([a"]; .....[a"],)e K"

Output:

share vector ([aa’]; ,...,[aa’] )e K".

a) Each P, for i=iy,...,I5;_q:

1y

computes d; =[a];[a']. € K,

© ISO/IEC 2024 - All rights reserved
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2) computes ([d;],,...,[d;],)=Share(d;),
3) sends [d,-]j to P; for 1< j<n.
b) Compute [A;d;] forall i=iy,...,ip,_q by multiplication by a constant described in 6.4.1.

c) Compute [aa']z[zzl_l/’t- d; :| by addition described in 6.2.1.

Ig

d) Output ([aa’],,...,[ad’] ).

8.2.4 Dot product protocol

Input: share vector {([ay ], ,....[as]; ),-..([ag ], »--la, ], )} A(Lat ]y oo lar )y ) o(lad ], oo lal T, ) EK

L ’
Output:[share vector ([c] ,...,[c], )€ K" such that c=zu=1 a,a, .

a) EaCh PI fOI‘ I:11,.,12k_1

t ,
1) [computes d; :Zuzl[au |;lay ], €K,
2) |computes ([d;], ,...,[d;],)=Share(d;),
3) |sends [di]j to P; for 1<j<n.

b) Compute [A;d;] forall i=iy,...,ip;_q by multiplication by a comstant described in 6.4.1.

c) Compute [c]j :[2351_1/1% d;, } for 1< j<n by addition described in 6.2.1.

d) Output ([c]; ,....[c],)-

NOTE There is an alternative way, where each P;.for1=iy,...,i;_q multiplies [di]j by A; in a) 3), an
1< j<n computes the sum of received shares in b).

8.2.5 [Properties

Commupication complexity: (n—1)(2k—-1) elements of K .

Round ¢omplexity: 1 round.

Tolerable adversary behaviotir; passive.
8.3 DN-multiplication for the Shamir secret sharing scheme

8.3.1 |General

This subclause describes the parameters (8.3.2), protocols (8.3.3 and 8.3.4) and properties (&
the Damgérd-Nielsen (DN)-multiplication.10] It is an information-theoretically and passively

xn

d Pj for

.3.4) of
secure

multiplicatiomrprotocot based o the Shamirsecret sharing schenre- ttrequires two share vectors of

a secret

random number r as an additional input but is more efficient in communication complexity than GRR-

multiplication for large n.

NOTE The additional input can be given by an input party or generated by computing parties executing the shared
random number generation protocols specified in 7.2.1.3 or 7.2.3.3 twice. If an input party gives the additional input,

the input party cannot become a computing party to keep the random number secret from the computing p

arties. If

computing parties generate the additional input, the computing parties can obtain the two share-vectors of the same

random number by using the same random numbers in 7.2.1.3 and 7.2.3.3 step a) 1).
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8.3.2

Scheme:

ISO/IEC 4922-2:2024(en)

Parameters

the Shamir secret sharing scheme.

Number of computing parties: n, satisfying n<|K|.

Threshold: k, satisfying 2k—1<n.

Subset of parties: {Pil ""’PiZk—1 }g{Pl e P

Other parameter: A party upon agreement Py e{P;,...,P,}.

8.3.3 [Multiplication protocol
Input: ghare vectors ([a], ,....[a],), ([a ]1, Ja’],)e K", and additional shared random namber
([w](lk) ...,[W]Slk)) and ([ ](Zk 1) Zk 1 ) where [w]; ) and [w ](Zk D denotes ashare vec

with thq

Output:

a) Ead

iy
2)
b) Py
A Py
d) Set
des

e) Output ([aa’], ,....[aa’], )e K".

e threshold kand 2k-1, respectlvely.

share vector ([aa’]; ,...,[aa’], )e K".

h PI for i=i1,...,i2k_1:

computes b; =[], [a’), +[w]** Ve,

1

sends b; to Py.

computes b= Recover(b,-1 ,..-.b,'zk_1 )

sends bto P; for 1<j<n.

[aa’]|=—[w—b] as an additive inverse of [ b] :[W](k) —b computed by subtraction of a ¢
cribed in 6.3.2.

Dot product protocol
share vector {([aq]; . [ag]l) S(lag ], J)bat]y - olar ]y ) ([ag ], - ulal ],
itional share vectofs ( (k)) and ([ ]&21{ D ,...,[w]£12k_1)).

i
share vectopfe], ,...,[c] )€ K" suchthat ¢ :zuzlauau
h PI for i=i1,...,i2k_1:

2k e

vectors

ror of w

onstant

e fon ,

/ ’
cothputes b; :2u=1[au ],- [a,, ],- +[w i

8.34
Input:
and add
Output:
a) Ead

1)

2)
b) Py
c Py
d) Set

sends b; to Py.

computes b=Recover(b1-1 ""’bizk—1 )

sends bto P; for 1< j<n.

[c]=—[w—b] as an additive inverse of [W—b]=[W](k) —b computed by subtraction of a constant
described in 6.3.2.

e) Output ([c],,....[c],)e K".
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Properties

Communication complexity: n+2k—2 elementsin K .

Round complexity: 2 rounds.

Tolerable adversary behaviour: passive.

8.4 CHIKP-multiplication for the replicated additive secret sharing scheme

8.4.1

General

This su

multip
the nu
vector g

NOTE

random
the inpu

8.4.2
Scheme
Share s]

Numbel

Threshold: 2.

Adversd

Form of]

8.4.3
Input:
vector
Output:
a) Eac
1)
2)

Ikaras}:i—Kikuchi-Pinkas (CHIKP)-multiplication.[>8l It is an information-theoretically and passively
1

bclause describes the parameters (8.4.2), protocol (8.4.3), and properties (8.4.4) of ChidasH

cation protocol based on the replicated additive secret sharing scheme, where the thresh
ber of computing parties are limited to two and three, respectively. The protocol requires
fa secret random number as an additional input.

The additional input can be given by an input party or generated by computing parties executing th
humber generation protocols specified in 7.2.1.3, 7.2.2.3 or 7.3.3.2. If an input party gives the additior
f party cannot become a computing party to keep the random number secret\from the computing par

Parameters
the replicated additive secret sharing scheme.
pace: finite ring R.

of computing parties: 3.

ry structure: 4={{1},{2},{3}}.

shares: [x]; =(x1,x;),[x], =(x2, %3l X]5 =(x3,%7 )€ R* where x=x; + X, +Xx3€R.
Multiplication protocol

share vectors ([a], ,[als5[al;).([a'];.[a’],.[a’];), and an additional shared random
[w], [w], [w];)e RZ;

share vector ([aa’};’[aa’], ,[ad’];)e R?S,

h P for ie {4)2;3}:

computes'b; ;,q =(a; +a;,1)(a; +aiq )—a;a; +w; —w; g,

sends b; ;.1 to P4 and receives b;_; ; from P;_q,

amada-
y secure
old and
a share

e shared
alinput,
ties.

humber

3)

sets [aa’|, =(b;_q ;,b; j+1 )€ R”-

b) Output ([aa’], ,[aa’],,[ad’];)e R?S,

8.4.4

Commu

Properties

nication complexity: 3 elements of R .

Round complexity: 1 round.

Tolerable adversary behaviour: passive.
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8.5 Beaver-multiplication

8.5.1 General

This subclause describes the parameters (8.5.2), protocol (8.5.3), and properties (8.5.4) of Beaver-
multiplication.[4] It is an information-theoretically and passively secure multiplication protocol based on
both the Shamir and replicated additive secret sharing schemes. It requires share vectors of random
numbers w,w’, and ww', all of which are unknown to the computing parties, as additional inputs.

NOTE

8.5.2

Scheme

Share s
secrets

The additional input can be given by an input party. If an input party gives the additional input, the input
party cannot become a computing party to keep the random number secret from the computing parties.

Parameters
the Shamir or replicated additive secret sharing scheme.

bace: finite field K for the Shamir secret sharing scheme, and finite ring R for the teplicated
haring scheme.

Number of computing parties: n, satisfying n<|K| only if the Shamir secret sharing’scheme is used.

Threshgld: k, satisfying k<n.

Subset

Other p

8.5.3

Input:

([W]l -

Output:

a)

f)

pf parties: {Pi1 ,...,P,-k }g{Pl e Py b
hrameter: A party upon agreement Py €{P;,...,P,}.
Multiplication protocol

share vectors ([a],,....[a] ).([a'];,....[a"] J)sadditional shared random number

Swl,).([w']; ....[w’],), and an additional shared vector ([ww’], ,...,[ww’] ).

share vector ([aa’];,...,[aa’],).

Each P, for i=iy,...,I:

iy
2)

computes [b], =[a]. +[w], and [b']. =[a], +[wW'],,

sends [b]. and [b’], to Py

computes b:Recover([b]i1 ""'[b]ik ) and b':Recover([b']. ,...,[b']ik )

I

sends band b” t6-P; for 1<i<n.

Compute [a’b].aad [ab’] by multiplication by a constant described in 6.4.

Con

hpute [ag@]=[ww'+a’b+ab’—bb’] by addition and subtraction of a constant described in 6.2

Oul1put ([aa’], ,....[aa’],).

hdditive

vectors

8.5.4 Properties

Communication complexity: 2(n+k—1) elements of K and 2(n+km-1) elements of R if the Shamir and

replicated additive secret sharing schemes are used, respectively.

Round complexity: 2 rounds.

Tolerable adversary behaviour: passive.
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9 Secure function evaluation

This clause shows how to securely compute a function represented as a combination of arithmetic operations
in a multiparty computation based on secret sharing. An arithmetic circuit consists of addition, subtraction,
multiplication-by-a-constant, and multiplication gates. The parties shall agree on a function to be evaluated,
a secret sharing scheme, the number of shares, the threshold, and other relevant parameters beforehand.
Using protocols to compute the function on shares, the parties can securely compute any arithmetic circuit
as follows.

a) Input parties run the message sharing algorithm (Share) on their inputs and then send the shares of the
inputs to the computing parties.

b) Thd computing parties evaluate the function using a multiparty protocol. If the function is repriesented
as an arithmetic circuit, the function can be evaluated by repeatedly executing addition, addition of
a cpnstant, subtraction, subtraction of a constant, multiplication-by-a-constant, andmultiglication
profocols specified in Clauses 6, 7 and 8.

c¢) Thq computing parties send the result of the evaluation to result parties, and then-the result parties run
the|message reconstruction algorithm (Recover), to obtain the function output.
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Annex A
(normative)

Object identifiers

This annex lists the object identifiers assigned to the secure multiparty computation mechanisms based on
secret sharing specified in this document.

Secureqmultiparty-computation-mechanisms-based-on-secret-sharing{

iso (1) |standard (0) secure-multiparty-computation (4922) mechanisms-based-on-secreth
sharind(2)

asnl-mddule (0) object-identifiers(0) }

DEFINITIONS EXPLICIT TAGS::= BEGIN

-- EXPURTS All; --

-— IMPJRTS None;

OID::= |OBJECT IDENTIFIER -- Alias

-- Syndnyms --

id-mpcss OID::= {

iso (1) |standard (0) secure-multiparty-computation (4922) mechanismg-based-on-secret-
sharind(2) }

-- Assilgnments --

id-mpcHss-1 OID::= { id-mpc-ss local(l) }

id-mpcHss-2 OID::= { id-mpc-ss rand(2) }

id-mpcHss-3 OID::= { id-mpc-ss mult(3) }

-- Lindar operation --
id-mpcHss-1-1 OID::= { id-mpc-ss-1 add(l) }
id-mpcHss-1-2 OID::= { id-mpc-ss-1 sub(2) }
id-mpcHss-1-3 OID::= { id-mpc-ss-1 mult-by-constant43) }
-- Addition --
id-mpcss-1-1-1 OID::=
id-mpcHss-1-1-2 OID::
id-mpcss-1-1-3 OID::=
id-mpcss-1-1-4 OID::=
-- Subyraction --
id-mpcHss-1-2-1 OID::=
id-mpcss-1-2-2 OID::=

id-mpc-ss-1-1 shamir-add¥l) }

id-mpc-ss-1-1 shamirzadd-of-constant (2) }
id-mpc-ss-1-1 repli¢ated-add(3) }
id-mpc-ss-1-1 repdicated-add-of-constant(2) }

N

id-mpc-ss-1-2-shamir-sub (1) }
id-mpc-ss-1x2&-shamir-sub-of-constant (2) }
id-mpc-ss-1-2-3 OID::= id-mpc-ss—-172 replicated-sub(3) }
id-mpcss-1-2-4 OID::= id-mpc—~ss=1-2 replicated-sub-of-constant (4) }
-- Mulfiplication by a constantios=>

e

id-mpcHss-1-3-1 OID::= { id-mpcrss-1-3 shamir-mult-by-constant (1) }
id-mpc-ss-1-3-2 OID::= { id=mpc-ss-1-3 replicated-mult-by-constant (2) }
-- Shayed random number generation --

id-mpcHss-2-1 OID::= { Ldympc-ss-2 it-rand(l) }

id-mpcHss-2-2 OID::= (- dd-mpc-ss-2 comp-rand(2) }

-- Infdrmation-theofetically secure shared random number generation --
id-mpcHss-2-1-1 0OIDwY= { id-mpc-ss-2-1 hom-it-rand(l) }

id-mpcss-2-1-2_QID::= { id-mpc-ss-2-1 replicated-it-rand(2) }
id-mpcss-2-1<8 0ID::= { id-mpc-ss-2-1 shamir-it-rand(3) }

-- Comfutatidtrally secure shared random number generation --
id-mpcHss-2-2=1 OID::= { id-mpc-ss-2-2 seed(l) }

id-mpcHsg=2-2-2 OID::= { id-mpc-ss-2-2 replicated-comp-rand(2) }
id—mpc—Q =<2-2-3 OTD:-= { 'id—mp(‘— S—2-2 Qhamir—(‘omp—rand(?\ 1

-- Multiplication --

id-mpc-ss-3-1 OID::=
id-mpc-ss-3-2 OID::=
id-mpc-ss-3-3 OID::=
id-mpc-ss-3-4 OID::=

id-mpc-ss-3 grr(l) }
id-mpc-ss-3 dn(2) }
id-mpc-ss-3 chikp(3) }
id-mpc-ss-3 beaver (4) }

N

-— GRR —--

id-mpc-ss-3-1-1 OID::= { id-mpc-ss-3-1 grr-mult(l) }
id-mpc-ss-3-1-2 OID::= { id-mpc-ss-3-1 grr-dot-prod(2) }
R DN R

id-mpc-ss-3-2-1 OID::= { id-mpc-ss-3-2 dn-mult(l) }
id-mpc-ss-3-2-2 OID::= { id-mpc-ss-3-2 dn-dot-prod(2) }
-— CHIKP --

id-mpc-ss-3-3-1 OID::= { id-mpc-ss-3-3 chikp-mult(l) }
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-—- Beaver --
id-mpc-ss-3-4-1 OID::= { id-mpc-ss-3-4 beaver-mult(l) }
END -- secure-multiparty-computation-mechanisms-based-on-secret-sharing --
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Annex B
(informative)

Numerical examples

B.1 Common parameters and share examples

B.1.1
The foll

B.1.2

Parame

— Fin

General

bwing parameters and share examples are used for numerical examples.

Shamir secret sharing scheme

ters:

te field K is a field of a prime order p= 2611

— (kp)=(23)

— (x4, x2,%3)=(2,3,4)

Share examples:

a) a=|0x0000000000000100
(la), .[al,.[al;)= (0x14722c1bcOcaleed, O0xOeanq229al2f2dde, 0x08e4583781943cd3)
Rarldom coefficient (of the first-degree term of'the polynomial used in sharing):
0x1h39160de0650ef4

b) a’3 0x0000000000000050
([al; .[a'],.[a’]3)= (0x01746£4838b85a07, 0x122e¢a6aa251486e2, 0x02e8de383170b3be)
Rarldom coefficient: 0x100&3778e0c5c2cdb

B.1.3 [Replicated additive secret sharing scheme

Paramefers:

— Finjte group\Gis a cyclic finite group of an order p:264

— (kp)=(23)

— A=t

Share examples:

a) b=

0x0000000000000100

[b]1=(r{2},r{3})= (0x10ba528baa79794d, 0x99cc3c534bdebbdd)

[b]2=(r{3}"’{1})= (0x99cc3c534bdebbdd, 0x557971210a381bd6)

[b]3:(r{1},r{2}): (0x557971210a381bd6, 0x10ba528baa79794d)
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b) b’= 0x0000000000000050

[b']
[b']
[b']

1::(QZ}'Q3}): (0xa5fb9c848074a05d, 0xlad0e8ald95f00ce)
2 =(QB},q1})= (0x1ad0e8ald95f00ce, 0x3f337ad9%a62c5£25)

3 :(qi}’QQ}): (0x3f337ad%a62c5£f25, 0xa5fb9c848074a05d)

B.2 Addition, subtraction, and multiplication by a constant

B.2.1

Input: |
Output:
B.2.2

Input: |
Output:
B.2.3

Input: [
Output:
[b+b']1
[b+b']2
[b+D'],
B.2.4

Input: |
Output:
[b+c],
[b+c]2

[b+c]3

B.2.5

Additiom forthre Shrammmirsecret shraring scheme

1] and [a’]

([a+a’]l; Ja+d’],,[a+a’];)= (0x15¢69037d498278£0, 0x00d9e8d3c643bdcl, 0x0bodB66£h3
Addition to a constant for the Shamir secret sharing scheme

1] and a constant ¢ = 0x0000000000000050

(la+cl; la+cly.[la+cly)= (0x14722c1bcOcalf39, OxOeabd229al2f2é2e, 0x08e458378194

Addition for the replicated secret sharing scheme

b] and [b’]

= (Oxb6bbefl02aeelf9aa, 0xb49d24f524ad6cab)
= (0xb49d24f524adocab, 0x94acebfabl647afb)

= (0x94acebfabl0647afb, Oxb6b5efl02&gel%aa)

Addition to a constant for the replicated secret sharing scheme

b] and a constant ¢= 0x0000Q00000000050

— (0x10bab28baa79799d, 0x99cc3c534bdebbdd)
— (0x99cc3c534b4e6bdd, 0x557971210a381bdb6)

— (0x557974210a381bd6, 0x10bab28baa79799d)

Subtraction for the Shamir secret sharing scheme

Input: [

nf-and [a’]

4£091)

d23)

Output: ([a—a’]; ,[a—a’], ,l[a=a’l;)= (0x12fdbcffaslicde2, OxlcTc9bTf7claabfb, 0x05fb79££50238915)

B.2.6

Subtraction of a constant for the Shamir secret sharing scheme

Input: [a] and a constant ¢= 0x0000000000000050

Output: ([a—c]; ,[a—c],,[a—c];)= (0x14722c1bcOcaleds, Ox0eabs229al2f2d8e, 0x08e4583781943c83)
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B.2.7 Subtraction for the replicated secret sharing scheme
Input: [b] and [b']

Output:

[b—b']; = (0x6abeb6072a04d8£0, 0x7efb53b171ef6b0f)

[b—b'], = (0x7efb53b171e£6b0f, 0x1645£647640bbcbl)

[b—b']; = (0x1645£647640bbcbl, 0x6abeb6072204d8£0)

B-2-8 Dubtl a\.tiuu Ufa LUllDtﬂllt fUl thc 1 cplibatcd SCLI Ct Dhal ills Dbhclllc
Input: [p] and a constant ¢= 0x0000000000000050

Output:
[b—c], F (0x10pa528baa7978fd, 0x99cc3c534bdebbdd)
[b—c], F (0x99cc3c534b4ebbdd, 0x557971210a381bd6)

[b—cl;F (0x557971210a381bd6, 0x10ba528baa7978fd)

B.2.9 Multiplication by a constant for the Shamir secret sharing scheme
Input: [p] and a constant ¢= 0x0000000000000003

Output:| ([ca], ,[ca], ,[caly)= (0x1d568453425e5¢che, 0x0c01¢@%ce38d899b, 0xlaad08a684bch679)

B.2.10 Multiplication by a constant for the replicated secret sharing scheme
Input: [p] and a constant ¢= 0x0000000000000003

Output:
[ch], =[(0x322ef7a2ff6c6be?, Oxcd64bafIereba39T)
[cb], =[(0xcd64bafoe1eba397, 0x006c53631ea85382)

[cb]; =|(0x006c53631ea85382, 0g3P2efTa2ff6c6beT)

B.3 Shared random number generation

B.3.1 [General-purpose shared random number generation scheme
Randon) numbersand their shares:

W] = 0%0£R8RT5£8cc757d1

(w1 ], s =—te=e363etrnretnisss—oubentrocoricesind Suicsrs
Random coefficients: 0x09a597adb8eldedb

W) = 0x1£64£2672£0d4013

(Iwz];.[wal, . [w3]3)= (0x0ebd0£99£6£8da02, 0x16691e335aceabt9, Oxlel52ccchbeed73£0)
Random coefficients: 0x07ac0e9963f5cct7

W3 = 0x03640488ded60£e0
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(Iwsl; .[w3l, .[w3ly)= (0x1ada929646£b£710, 0x0695d99cfbOecaad, 0x125120a3af2ldedl)
Random coefficients: 0x0bbb47060412£398

Output: ([w], ,[w],.[w]3)= (0x0c9b82eb3cife6ib, 0x092870390d6a8546, 0x06b55d86de552471)

B.3.2 Shared random number generation for the replicated additive secret sharing scheme
Random numbers and shares:

r{l} = 0xc2f79b9076593dd3

r{z} = 0g5c9fd9754d70ca65
r{g} = Oka3a646ffoaab5d8b

Output:
[(w], = r{z},r{3})= (0x5c9£d9754d70ca65, Oxal3a646ff6aab5d8b)
[w]Z:(r{3},r{1}): (0xa3a646ff6aab5d8b, 0xc2£79b9b76593dd3)
[w]3=(r{1},r{2})= (0xc2£79b9b76593dd3, 0x5c9£d9754d70ca65)

B.3.3 Shared random number generation for the Shamir secret sharing scheme
Randonp numbers and shares:

W] = 030£b8b15f8cc757d1

(w1l fwil, [wil3)= (0x0303¢0bafesn1508, 0x0cad®B68b76cf3a3, 0x164£1016704ed23e)
Randonp coefficients: 0x092597adb8elde%b

W5 = 0¥1£64£2672£0d4013

(Iwz], {wzl, . [w3]3)= (0x0ebd0£99£6£852D2, 0x16691e335acea6f9, Oxlel52ccchbeed73£0)
Randon coefficients: 0x07ac0e9963f6cct7

W3 = 0403640488ded60fe0
(Iwsl; w3, [w3ly)= (0xindas29646£p£710, 0x0695d99cfbOecaad, 0x125120a3af2ldedl)

Randonp coefficients: g0=x0ebb4706b412£398

15
Vandermondewatrix: M={1 6
1 7

Output:
(Iwil.[wily . [wil3)= (0x0c9p82eb3cTfe6lb, 0x092870390d6a8546, 0x06b55d86de552471)

(Iwz];.[wal, . [wz]3)= (0x037bc35eb37046ad, 0x13d£028a942116ab, 0x044241b674dle6aa)

B.3.4 Computationally secure shared random number generation

B.3.4.1 Seed sharing phase
Parameter: Each seed s; for ie {{1},{2},{3}} is 256 bits.
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