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Foreword

019(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bod

ies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of

technical activity. ISO and IEC technical committees collaborate in fields of mutual interes
international organizations, governmental and non-governmental, in liaison with ISO and I
ake partin the work

—+

The procedures used to develop this document and those intended for its further majinten
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria ne
the different types of document should be noted. This document was drafted in accordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be thg
df patent rights. ISO and IEC shall not be held responsible for identifying’any or all sucl
rights. Details of any patent rights identified during the development of .the document will h
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents) o
list of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

Hor an explanation of the voluntary nature of standards, the meaning of ISO specific tel
gxpressions related to conformity assessment, as well*as information about ISO's adherend
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www
iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 37, Biometrics.

Alist of all parts in the ISO/IEC 39794 series can be found on the ISO website.

o>y

ny feedback or questions on this document should be directed to the user’s national standard
omplete listing of these bodies can be found at www.iso.org/members.html.

Q

he purchase of this ISO/IEC document carries a copyright licence for the purchaser to use

nstalling and usingsoftware based on those schemas, subject to ISO/IEC licensing conditions §
he schemas.
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Introduction

Biometric data interchange formats enable the interoperability of different biometric systems. The first
generation of biometric data interchange formats has been published between 2005 and 2007 in the
first edition of the ISO/IEC 19794 series. From 2011 onwards, the second generation of biometric data
interchange formats was published in the second edition of the established parts and the first edition
of some new parts of the ISO/IEC 19794 series. In the second generation of biometric data interchange
formats, new useful data elements such as data elements related to biometric sample quality have been
added, t i i d
XML endoding has been added in addition to the binary encoding.

In anticipation of the future need for additional data elements and to avoid future compatibility)issues,
ISO/IEC|JTC 1/SC 37 has developed the ISO/IEC 39794 series as a third generation of biometric datp

future ejxtensions in a defined way. Extensible specifications in ASN.1 (Abstract Synta Notation Ong)
and the|distinguished encoding rules of ASN.1 form the basis for encoding biometric data in binarjy
tag-length-value formats. XML schema definitions form the basis for encoding biometric data in XM[L
(eXtensiple Markup Language).

-

This thifd generation of finger image data interchange formats complements ISO/IEC 19794-4 (bot
the 200% and 2011 editions). The first generation of biometric data interchafige formats, which has bee
adopted} e.g. by ICAO for the biometric data stored in machine readable)travel documents, is expecte
to be reflained in the standards catalogue as long as needed.

jo )

This dodqument is intended for those applications requiring the exchange of raw or processed fingerprint
and other friction ridge images (for example, palm images)<«that may not necessarily be limited in the
amount jof resources available for data storage or transmitting time. It can be used for the exchange of
scanned fingerprints containing detailed image pixel information.

Use of the captured or processed image allows interoperability among biometric systems relying opn
minutia¢-based, pattern-based or other algorithms:Thus, data from the captured finger image offers thie
develop¢r more freedom in choosing or combining comparison algorithms. For example, an enrolmerjt
image mjay be stored on a contactless chip.lecated on an identification document. This will allow future
verificaqion of the holder of the document,with systems that rely on either minutiae-based or patteri}-
based algorithms. Establishment of an‘image-based representation of fingerprint information will nqt
rely on pre-established definitions*ef 'minutiae, patterns or other types. It will provide implementerfs
with the flexibility to accommedate images captured from dissimilar devices, varying image size$
spatial gampling rates and different greyscale depths. Use of the finger image will allow each vendor t
implemgnt their own algorithms to determine whether two fingerprint records are from the same finge

~

O

This do¢ument supports both binary and XML encoding, to support a spectrum of user requirements.
With XML, this document meets the requirements of modern IT architectures. With binary encoding
this docpment is also-able to be used in bandwidth or storage constrained environments.

vi © ISO/IEC 2019 - All rights reserved
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Information technology — Extensible biometric data
interchange formats —

Part 4:
Ei ) 1

1 Scope

This document specifies:

-+ generic extensible data interchange formats for the representation of friefion ridge image data: a
tagged binary data format based on an extensible specification in ASN.1yand a textual datp format
based on an XML schema definition that are both capable of holdingthe same information;

-+ examples of data record contents;
-+ application specific requirements, recommendations, and bést practices in data acquisition; and

-+ conformance test assertions and conformance test procedures applicable to this document.

Normative references

[ NS]

—

he following documents are referred to in the text in such a way that some or all of their| content
onstitutes requirements of this document.(Eor dated references, only the edition cited applies. For
undated references, the latest edition of the‘referenced document (including any amendments)|applies.

Q

]

50/1EC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

p—

50/1EC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1): Specification| of basic
otation — Part 1

=

50/1EC 8825-1, Informationtechnology — ASN.1 encoding rules — Part 1: Specification of Basic Encoding
ules (BER), Canonical Encoding Rules (CER), and Distinguished Encoding Rules (DER)

—_— ey

50/1EC 14495-1, Information technology — Lossless and near-lossless compression of continuous-tone still
mages: Baseline

~.

]

50/1EC 15444 (all parts), Information technology — JPEG 2000 image coding system

et

50/1EC 15948, Information technology — Computer graphics and image processing — Portable Network
raphies (PNG): Functional specification

[on)

ISO/TET 39794-1, Information technology — Extensible biometric data interchange jormats — Part 1:
Framework

W3C Recommendation, XML Schema Part 1: Structures (Second Edition), 28 October 2004
W3C Recommendation, XML Schema Part 2: Datatypes (Second Edition), 28 October 2004

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37, ISO/IEC 39794-1
and the following apply.

© ISO/IEC 2019 - All rights reserved 1
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ISO and IEC maintain terminological databases for use in standardisation at the following addresses:

— IEC Electropedia available at http://www.electropedia.org/

— ISO Online Browsing Platform available at http://www.iso.org/obp.

31
spatial sampling rate
number of pixels per unit distance used by a sensor or scanning device to initially capture an image

3.2
coding |j?odel
procedulre used to convert input data into symbols to be coded

3.3
coding process
general term for referring to an encoding process, a decoding process, or both

3.4
column
samples|per line in an image

3.5
compressed data
either cgmpressed image data or table specification data or both

3.6
comprefssed image data
coded rgpresentation of an image

Note 1 tgentry: As specified in Annex F.

3.7
comprefssion
reductidn in the number of bits used to represent source image data

3.8
decoder
embodiment of a decoding process

3.9
decoding process
process which takes as itsihput compressed image data and outputs a continuous-tone image

3.10
dequantization
inverse [proceduré to quantization by which the decoder recovers a representation of the DWT
coefficignts

3.11
reconstructed image
<data>continuous-tone image which is the output of the decoder

Note 1 to entry: As defined in Annex F.

3.12
source image
<data>continuous-tone image used as input to any encoder

Note 1 to entry: As defined in Annex F.

2 © ISO/IEC 2019 - All rights reserved
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3.13
digital image
<data>two-dimensional array of data

3.14
downsampling
procedure by which the spatial resolution of an image is reduced

3.15
DWT

d
1
g

D 0O

jawidil > B OS] ol - B Sb]

D 0O

Ly @ = D

D 0

O — D

e T V)

iscrete wavelet transform
near transformation, implemented by a multirate filter bank, that maps a digital input sig
ollection of output subbands

16
ncoder
mbodiment of an encoding process

A7
ncoding process
rocess which takes as its input a continuous-tone image and outputs.compressed image data

18
ntropy-coded data segment
hdependently decodable sequence of entropy encoded bytés of compressed image data

19
ntropy decoder
mbodiment of an entropy decoding procedure

.20

ntropy decoding

pssless procedure which recovers the séquence of symbols from the sequence of bits produce
ntropy coder

21
ntropy encoder
mbodiment of an entropy,encoding procedure

22

ntropy encoding

pssless procedure-which converts a sequence of input symbols into a sequence of bits such
verage numbet 0f bits per symbol approaches the entropy of the input symbols

.23

jngerprint image

epresentation of an area of friction skin on the fleshy surface of a finger located horizontally
he'two edges of the fingernail and vertically between the first joint and the tip of a finger

nal to a

d by the

that the

between

Note 1 to entry: It contains a unique pattern of friction ridge and valley information commonly referred to as a
“fingerprint”.

3.24
Huffman decoder
embodiment of a Huffman decoding procedure

3.25

Huffman decoding
entropy decoding procedure which recovers the symbol from each variable length code produced by
the Huffman encoder

© ISO/IEC 2019 - All rights reserved
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3.26

Huffman encoder
embodiment of a Huffman encoding procedure

3.27

Huffman encoding

entropy
3.28

encoding procedure which assigns a variable length code to each input symbol

Huffman table

set of vafriable length codes required in a Huffman encoder and Huffman decoder

3.29
image d
either sq

3.30
image s
number

Note 1 to
have bee

3.31
interch
represe

3.32

lossless
descript]
decodin

3.33
marker
two-byt

3.34
marker
marker

3.35
palm
friction

3.36
parame
fixed len

ata
urce image data or reconstructed image data

patial sampling rate
of pixels per unit distance in the image
entry: This may be the result of processing a captured image. The original captured scanned image maly

h subsampled, scaled, downsampled, or otherwise processed.

nge format
tation of compressed image data for exchange between@pplication environments

ive term for encoding and decoding processes-and procedures in which the output of the
b procedure(s) is identical to the input to the-encoding procedure(s)

e code in which the first byte is FEy{and the second byte is a value between 1 and FE,,

segment
hnd associated set of parameters

idge skin on the side and underside of the hand

ter
gth integers 8, 16, or 32 bits in length, used in the compressed data format

3.37

plain fingerprint image
image captured from a finger placed on a platen without any rolling movement

3.38

procedure
set of steps which accomplishes one of the tasks which comprise an encoding or decoding process

3.39

progressive
<coding>separation of data segments into blocks that can be transmitted successively to allow the
compressed image data to be decoded at successively higher levels of resolution

© ISO/IEC 2019 - All rights reserved
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3.40
quantization table
set of quantization values (i.e., bin widths) used to quantize DWT coefficients within the subba

3.41
quantize
act of performing the quantization procedure for a DWT coefficient

3.42
restart interval

nds

rnumber of coefficients processed as an independent sequence within an image

3.43
riestart marker
marker that separates two restart intervals in an image

3.44
olled fingerprint image
mage captured that is located between the two edges of the fingernail

—

Note 1 to entry: This type of image is typically acquired using a rolling motion from one edge of the fing
he other.

ot

(%]

45
un length
umber of consecutive symbols of the same value

= =

346

SWT

symmetric wavelet transform

ljnear transform implemented by applying a DWIT to a periodized symmetric extension of the inp|

3.47
sample
dne element in the two-dimensional @rray which comprises a finger image

3.48
able specification data
oded representation fromwhich the tables, used in the encoder and decoder, are generated

Q e+

(%]

49
psampling
fdrocedure by whieh the spatial resolution of an image is increased

[

4 Abbreviated terms

rernail to

ut signal

and the

Horhe purposes of this document, the abbreviated terms given in ISO/IEC 39794-1
fpllowing apply.

ppcm pixels per centimetre

ppi pixels per inch

CTF contrast transfer function

JPEG joint photographic experts group

MTF modulation transfer function

PGM portable gray map

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=13da803e46cef3359cb37b0623da5716

ISO/IEC 39794-4:2019(E)

PNG portable network graphics
TIR total internal reflection
WSsQ wavelet scalar quantization

5 Conformance

A biometric data block (BDB) conforms to this document if it satisfies all of the requirements related to:

— its {lata structure, data values and the relationships between its data elements as specified
thrqughout Clauses 6, 7, 8, and Annex A, and

— the felationship between its data values and the input biometric data from which the biemetric data
recqrd was generated as specified throughout Clauses 6, 7, 8, and Annex A.

A system that produces biometric data records conforms to this document if all”biometric data
records [that it outputs conform to this document (as defined above) as claimed.ih_the implementation
confornjance statement (ICS) associated with that system. A system does not‘need to be capable af
producing biometric data records that cover all possible aspects of this document, but only those thgt
are clairhed to be supported by the system in the ICS.

A systern that uses biometric data records conforms to this document’if it can read, and use for thie
purpose intended by that system, all biometric data records that edohform to this document (as defined
above) as claimed in the ICS associated with that system. A systém does not need to be capable of usinjg
biometrjc data records that cover all possible aspects of this document, but only those that are claimefd
to be supported by the system in an ICS.

6 Mogdality specific information
6.1 Cgpture recommendations

6.1.1 Fingerprintimage

This do¢ument is designed to accominodate both plain (flat) or rolled fingerprint images. Biometric
systems| perform better if the velar'pad of the finger is centred both horizontally and vertically in t}Je
image cqpture area. Therefore, when capturing a fingerprint image, the centre of the fingerprint image
should He located in the approximate centre of the image capture area.

For multiple finger verification and/or identification purposes, there exist fingerprint capture devices
that wil] acquire images of multiple fingers during a single capture cycle. These devices are capable of
capturing the plain\impressions from two, three or four adjacent fingers of either hand during a sing
scanning. The plain impressions from the two thumbs or two index fingers can also be captured at ong
time. Therefore; with three placements of the fingers on a device’s scanning surface all ten fingers fro
ividual would be acquired in three scans - right four fingers, left four fing

For these-futti-fing es;-halfof-the-ecapturedfing o -
centre and the other half of the fingers to the right of the image centre.

6.1.2 Palm image

This document is also designed to accommodate images from the palm of the hand or from the side of
the hand opposite the thumb also known as the “writer’s palm”. Most comparison subsystems perform
better if the flat or fleshy part of the palm or writer’s palm is centred both horizontally and vertically in
the image capture area. Therefore, when capturing a palmprint image, the centre of the palm or writer’s
palm image area should be located in the approximate centre of the image capture area. The palm itself
may be captured as one entity, or various pieces of it can be captured as single images such as the

6 © ISO/IEC 2019 - All rights reserved
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thenar (fleshy part behind the thumb), hypothenar (fleshy area opposite the thumb), or interdigital
(area of the palm directly beneath the four fingers).

6.2 Image coordinate system considerations

The recorded image data shall appear to be the result of a scanning of an impression of a friction ridge
image. For the purpose of describing the position of each pixel within an image to be exchanged, a pair
of reference axes shall be used. The origin of the axes, pixel location (0,0), shall be located at the upper
left-hand corner of each image. The x-coordinate (horizontal) position shall increase positively from
theorigimto the Tight sideof the immage—Tte y-coordimate{verticat) position strattincrease ppsitively
from the origin to the bottom of the image.

To assure that friction ridge images are interoperable with existing fingerprint images in legacy
datasets, care shall be taken to assure that the orientation of the fingerprint is correct:Figure|l shows
How this shall be achieved.

a I Ve ™

A , J

Figure 1 — Illustration of fingerprint orientation

6.3 Image representation requirements

4.3.1 General

mage représentation requirements are dependent on various factors including the application, the
vailable;amount of raw pixel information to retain or exchange, and targeted performance |metrics.
ecauseof these factors, the images represented will have characteristics based on the|aspects
esCribed in 6.3.2 through 6.3.5.

(@Pllw oS Ellamnl

6.3.2 Colorspace

Finger images shall be represented as greyscale image data.

6.3.3 Pixel aspect ratio
The finger image shall be represented using square pixels, in which the horizontal and vertical

dimensions of the pixels are equal. Any difference between these two dimensions should be within 1 %,
i.e. the ratio of horizontal to vertical pixel dimensions should be between 0,99 and 1,01.

© ISO/IEC 2019 - All rights reserved 7
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6.3.4 Bit-depth

The greyscale precision of the pixel data shall be specified in terms of the bit-depth or the number of
bits used to represent the greyscale value of a pixel. A bit-depth of 8 provides 256 levels of grey. For
greyscale data, the minimum value that can be assigned to a "black” pixel shall be zero. The maximum
value that can be assigned to a "white" pixel shall be the greyscale value with all of its bits of precision
set to "1". However, the “blackest” pixel in an image may have a value greater than "0" and the "whitest"
pixel may have a value less than its maximum value.

6.3.5

The spa
number
withac
rate of 1
if a spaf]
(corres

7 Abs

7.1 Plrpose and overall structure

This cl
indepen

The full
convent
definitid

The tagdg

The stru

- | 1; 'S
lllﬂsc Dl}atlal Dalllplllls 1 dilUT

fial sampling rate of the image data formatted and recorded for interchange establishes ‘thie
of pixels for a given distance over the fingerprint object. A finger image may be represented
brtain number of pixels per cm (ppcm) or pixels per inch (ppi). A finger image with a“Samplinig
D7 ppcm is practically equivalent to a finger image with a sampling rate of 500 ppiyFor exampleg,
ial sampling rate of 500 ppi is established for a fingerprint sensor with a width of 0.635 cmp
onding to a quarter inch), there will be 125 pixels across the width of the imfage.

stract data elements

se describes the contents of data elements defined i\ this document. The description i
Hent of the encoding of the data elements.

[72)

naming conventions for ASN.1 module components and component types definitions, naminig
ons for XML schema elements and element typées definitions also ASN.1 and XML schemp
n extensions applied per the ISO/IEC 39794 serié€s are specified in ISO/IEC 39794-1.

fed binary encoding as well as the XML encoding is given in Clause 8 and Annex A.

cture of the abstract data elements is déscribed in Figure 2.

© ISO/IEC 2019 - All rights reserved
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Finger image data block

Version Representation(s)
]
Position Impression
]
Image data format Image data
]
Capture date Capture device
7.11 || |1712
Quality blocks Spatial sampling rate
|| |[7.14
Position computed Origihal rotation
7.15 N 7.16
Rotated ] Lossily compressed
7.17 N 7.18
Segméntation(s) Annotation(s)
||| [7.20
PAD Comment(s)
[7.21]
Vendor data(s)
Figure 2 — Fingerprint image data block

NOTE Figure 2 isimot automatically generated and can only be viewed as an overview of the structyre.
7.2 Fingeriimage data block
Abstractvalues: See Figure 2 - Fingerprint image data block.
(lontents: This data element is the container for all the data associated with the fingerlimage.

7.3 Version block

Abstract values:  See ISO/IEC 39794-1.

Contents: The generation number of this document shall be 3. The year shall be the year of the
publication of this document.

© ISO/IEC 2019 - All rights reserved 9
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7.4 Representation blocks

Abstract values:

Contents:

7.5 Position

See Figure 2 - Fingerprint image data block.

This data element is the container for all the data associated with the finger image,
except for the version block information.

Abstract values:

Contents:

7.6 Impression

Abstract values:

See Annex A. As the number of positions is long and duplicative, it is best to unden-
stand the possible positions by examining the schema directly.

This data element establishes which friction ridge region is encoded in théjimage

data. For example, a right index finger image is described with a positioh<of “right-
IndexFinger” in an ASN.1 encoding. Note that the position encodings’are specified
to improve interoperability with existing standards, notably ANSE/NIST ITL stand-
ardst3

See Table 1.

Content$: This data element establishes how the friction.fidge interacted with the capture
system at the time of capture. Note that the.impression encodings are specified to
improve interoperability with existing standards, notably ANSI/NIST ITL stand-
ardsl3l.

Table 1 — Description for fihger impression values

Abstradt value Description

plainContact A stationary subject’s friction ridge in contact with a fixed scanning sur-

face (or.platen).

rolledCdntact A laterally rolled subject’s friction ridge in contact with a fixed scanning

suxface (or platen).

latentlnage ATesidue from a subject’s friction ridge left on a surface that has been

captured.

swipeCdntact A moving subject’s friction ridge (typically vertically) in contact with a

fixed thin scanning bar.

stationafySubjectContactlessPlain |A subject’s friction ridge captured without contact in such a way that the

image is not representative of a roll or other 3D structure, and in which
the subject is expected to remain mostly motionless.

stationafySubjeetContactlessRolled |A subject’s friction ridge captured without contact in such a way that the

image is representative of a roll or other 3D structure, and in which the
subject is expected to remain mostly motionless. A multi-camera system

that capntures manv views of 2 fincgernrint and stitches them fr\gnfhnr tg

create g rolled imane would fall ir?to ghis category.

movingSubjectContactlessPlain A subject’s friction ridge captured without contact in such a way that the

image is not representative of a roll or other 3D structure, and in which
the subject is expected to move to perform an effective capture. A con-

tactless “swipe” sensor in which the subject slides their fingers above a
capture system would fall into this category.

movingSubjectContactlessRolled A subject’s friction ridge captured without contact in such a way that the

image is representative of a roll or other 3D structure, and in which the
subject is expected to move to perform an effective capture. A system in
which a subject performs a rolling action above or inside a capture sys-
tem (without platen contact) would fall into this category.

10
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Table 1 (continued)
Abstract value Description
unknownImpression Impression information was not captured or has been lost.
otherImpression Impression information is known, but does not correspond to any speci-
fied values.
7.7 Image data format

71.7.1 Supported data format

Abstract values:  See Table 2.

(Jontents: Finger images shall be encoded using uncompressed or compressed formatg. The
format used to encode the finger image data shall match the-format specified in this
data element. Table 2 lists the supported data formats and associated parameters
that may be used.

Table 2 — Image data format
Abstract Image data for- Normative Allowed spatial Maximum
value mat reference sampling compressipn ratio
pgm None None All None
wsq WSQ [AFIS_IC-0110, 197 ppcm 15:1
Annex F
Jpeg2000Lossy JPEG 2000 ISO/IEC 15444 394 ppcm 15:1
(lossy)
Jpeg2000Lossless JPEG 2000 ISO/1E€E 14495-1 197 ppcm or None
(lossless) 394 ppcm
png PNG ISO/IEC 15948 All None

[@PillarS

efinition is [13l:

[y

1.7.2 PGM encoding definition

a height in ASCII decimal;

any whitespace (blanks, TABs, CRs, LFs);

)
)
3) awidth'formatted as ASCII characters in decimal;
) anywhitespace (blanks, TABs, CRs, LFs);

)

a "magic numbers = “P5” for identifying the file type followed by:

finger image may be encoded in the Netpbm portable grayscale binary image format. Th

b format

6) any whitespace (blanks, TABs, CRs, LFs);

7) the maximum grayscale value (Maxval), again in ASCII decimal: the Maxval shall be less than
65536, and more than zero;

8) asingle whitespace character (usually a newline);

9) araster of height rows, in order from top to bottom. Each row consists of width grayscale values, in
order from left to right. Each grayscale value is a number from 0 through Maxval, with 0 being black
and Maxval being white. Each grayscale value is represented in pure binary by either 1 or 2 bytes. If
the Maxval is less than 256, it is 1 byte. Otherwise, it is 2 bytes. The most significant byte is first.

© ISO/IEC 2019 - All rights reserved
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7.8 Image data

Contents: This data element contains the encoded friction ridge image data.

NOTE The finger image data does not necessarily represent a finger. In general, any position specified in 7.5
may be collected and would be encoded into the finger image data element.

7.9 Capture date/time block

See ISOATEC 397941
7.10 Capture device block

7.10.1 Model identifier block
See ISOAIEC 39794-1.

7.10.2 [apture device technology identifier

Abstract Values: See Table 3.

Contents: This data element establishes the class of capturé.device technology used to
acquire the captured biometric sample. Note thapthe technology encodings are
specified to improve interoperability with existing standards, notably ANSI/NIST
ITL standardsBl.

Table 3 — Description for finger image capture device technology identifier

Abstradt value Description
unknownTechnology Capture device technology information was not captured or has been lost.
otherTeghnology Capture devide-technology information is known, but does not correspond

to any specified values.

scannedlnkOnPaper Subjectsink their fingerprints and apply them to paper (cardstock) which
can.then be imaged/scanned.

NOTE Card scanners would encode their technology type as scanned-

IhkOnPaper.
opticalT[RBrightField Contact prism such that ridges absorb light from the illumination system.
optical T[RDarkField Contact prism such that ridges reflect light from the illumination system.
opticallmage Differences in the ridge detail are captured by an optical capture system.

opticalLpwFrequency3DMapped |A 3D model of the shape of the finger is used to project reflected light from
ridges onto a flattened (2D) model of the finger.

opticalHighFrequency3DMapped |A 3D model that is sensitive to the 3D distances between ridges and valleys
is used to project reflected light from ridges onto a flattened (2D) model of
the finger:

capacitive A contact sensor that utilizes the difference in charge between touch-

ing ridges and non-touching valleys. The sensor acts as one plate of the
capacitor, the non-conducting epidermis as a dielectric, and the conduct-
ing dermis as the other plate. There are active and passive versions of the

technology.

capacitiveRF Alow radio frequency (RF) signal is applied to the ridge detail and reflec-
tions are sensed by the detector array, with each pixel operating like a tiny
antenna.

electroLuminescence A contact technology in which the ridges and an alternating current (AC) sig-

nal cause an EL panel to emit light which is captured by an imaging system.
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Table 3 (continued)

Abstract value

Description

reflectedUltrasonic

tiny microphone.

High frequency sound signals are applied to the ridge detail and the acous-
tic response is sensed by the detector array, with each pixel operating like a

impediographicUltrasonic

ured by changes in the impedance of a piezo-electric material.

A contact technology in which the absorption of ultrasonic energy is meas-

thermal

Thermal differences between contact ridges and ambient temperature in

1l 11 1 b b o dal 1 - 1 d 1.1
vaur:yb dl' T USCU U_y d UCTLCTULLUI d4dl ldy, VVILIT ©dUlIl lJlACl UPCI dl.llls ITRCT d
thermometer.

tiny

dlirectPressure

These sensors operate by measuring the pressure difference-betwe
ridges and valleys, as the valleys are not involved in any direct force
the surface of the sensor. The pressure is measured by a détector ar
with each pixel operating like a tiny scale. In practiceftliese sensors
electronic binary switches that use time and/or spatial diversity to
grayscale detail.

0l
on
raYl
are
achieve

IndirectPressure

A contact technology in which the pressureofithe fingerprint ridge
against a deformable material is assessedoptically to produce a frig
ridge image.

skin
tion

liveTape

A technology in which one-time use tape is used on live friction ridg
to collect friction ridge detail and the tape is then subsequently ima
traditional photography.

e skin
ged by

JatentImpression

A powder is applied to a surfaee that a fingerprint has touched. The
residue of the finger attaghes to the powder. This is then photograp
post-processed to produce a latent finger image.

oil
hed and

JatentPhoto

A printed photographyof a latent impression is subsequently imaged
scanner or camera):

(with a

JatentMolded

A mold of a latent is fabricated and utilized to construct an artific
finger which'is then used with a PAD-disabled scanner to produce
finger image.

al
a latent

latentTracing

orcomputer-drawn tracing is subsequently imaged by a flatbed sca
photographed.

An older legacy latent friction ridge capture process in which a hangl-drawn

nner or

JatentLift

A powder is applied to a surface that a fingerprint has touched. The
idue of the finger attaches to the powder. Transparent tape is then g
over the latent and is photographed after the tape is removed or lift

oil res-
laced
ed.

~1

Abstract Values:

(Jontents:

.10.3 Certification’identifier blocks

See ISO/IEC 39794-1 and Table 4.

This data element establishes the certification scheme as specified in Anney
certification authority is ISO/IEC JTC1/SC 37 with the registered biometric
ization identifier 257 (0101y,,). The Certification identifier structure confo

t D. The
prgan-
'ms to

ICO/IRC 207041

ToU/TEC 57777 1.

Table 4 — Certification scheme identifiers for certification schemes specified in Annex D

Certification scheme Annex
identifier
1 Annex D.1 — Image quality specification for AFIS systems.
2 Annex D.2 — Image quality specification for personal verification.
3 Annex D.3 — Requirements and test procedures for optical fingerprint scanners.
4 to 65535 Reserved by SC 37 for future use.

© ISO/IEC 2019 - All rights reserved
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7.11 Quality blocks

See ISO/IEC 39794-1.

7.12 Spatial sampling rate block

Abstract values:  See Annex A. As it consists of two elements, it is best to understand the possible
positions by examining the schema directly.
Content§: This data element establiSNes the resotution of the friction ridge image. It con-

7.13 Pgsition computed by capture device

Abstrac

Content

7.14 01

Abstrac

Content

7.15 Image rotated to vertical

Abstrac

Contents:

7.16 Image has béen’lossily compressed

Abstrac

Content

values:

values:

values:

D

values:

14

riginal rotation

sists of two elements, the unit of samples or pixels per unit distance and the unit

of measure for which the number of samples are related (either inch or cm). Af\this
element is not present, the image’s spatial sampling rate is established at 500"pixel$
per inch (ppi), or equivalently 197 pixels per centimetre (ppcm).

True or False.

This Boolean data element establishes whether the capture device determined the
friction ridge position automatically. If false, then thé«pasition encoded was estab-
lished by the user or operator at the time of capture.

an angle from 0 to 359.

This data element establishes the griginal rotation of the finger image. The finger
image is modelled as a rough ellipse, and the major axis of that ellipse is vertical
when the rotation is 0. The retation of the fingerprint is measured counter clock-
wise with increasing rotation angles.

True or False.

This Booléan data element establishes whether the represented finger image has
been retdted to make its major axis vertical.

True or False.

This Boolean data element establishes whether the finger image is or has been lossi

1 P [ P £21 4 i da tlaio 1o O 43 £ 3 ot L L
Ty COTIPTCSSCU TS USCTUuT CO pPTOVIUCTTITS TITTOTTITAtIOTT TOT THTa g CStTatIray 1rav e oTT 1

previously compressed with a lossy compression algorithm (WSQ, JPEG 2000 Lossy).
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7.17 Segmentation blocks

019(E)

Abstract values: See Annex A. As it consists of multiple internal data elements, it is best to under-

stand the possible positions by examining the schema directly.

Contents: This data elements contains the segmentation algorithm identifier block and one or

more segment blocks.

The segment block data element contains n-sided polygon coordinates that enclose

segments of the friction ridge image data.

or example, a right four slap position may be acquired by a fingerprint capture device, and

ilnage can be processed by fingerprint segmentation software. The software may previde b
oxes that enclose the fingerprint regions. A bounding box can be described by 2 vertices: 4
ertex coordinate and a bottom-right vertex coordinate. Alternatively, the segmentieduld be de
points that specify a tetragon that encloses a single fingerprint region. The x-y values of the co
re relative to the image coordinates of the origin image.

he order of the vertex coordinates (when >2) shall be in their consecutive-order around the p
f the polygon, either clockwise or counter clockwise. No two vertices\miday occupy the same

he polygon side defined by the last coordinate and the first coordinate/shall complete the poly|
olygon shall be a simple, plane figure with no sides crossing and no-interior holes.

s there are finger positions that encompass multiple fingef - regions, a single finger image ¢
ultiple segmentation blocks from different segmentation)algorithm providers, which enc
hultiple finger region segment blocks, each described by both a set of coordinates and a positi
ptional information about orientation, quality, and.s¢gment confidence. The confidence vz
heasure of estimated correctness regarding the aceuracy of the enclosing coordinates.

094 0 =5 =5 = o= 0 =

.18 Annotation blocks

~1

Abstract Values: See Table 5.

(Jontents: This data element-contains the annotations that describe reasons why appr

a capture subject might be missing the right index finger, and the capture d¢
capturedyatright four finger slap image. The segmentation software perforn
bettef when it knows that the right index finger is missing. Furthermore, th
applications use cases that drive different reasons. The generic reasons thaf
supported by this document are specified in Table 5.

Table 5 — Annotation reasons

the slap
ounding
top-left
fined by
brdinate

brimeter
ocation.
son. The

an have
hpsulate
on, with
lue is a

Opri-

ate position (se€ 7.5) friction ridges are not captured as expected. For example,

pvice
1s much
ere are
are

pbstractvalue Description

imputated The friction ridge region has been amputated, or is anatomically missing.
ynableToPrint The friction ridge region is unable to be captured for undescribed reasons.
|

bandaged The friction ridge region has a bandage on it rendering 1t not capturable.

physicallyChallenged |Physical ailments, like extreme arthritis, prevent the capture of the friction ridge region.

diseased The friction ridge region suffers from the effects of a disease, rendering it not capturable.
unknown Annotation information was not captured or has been lost.
other Annotation information is known, but does not correspond to any specified values.

7.19 PAD data block
See ISO/IEC 39794-1.
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7.20 Comment blocks

Abstract values:  Any string value (see Annex A for details).

Contents: This data element contains comment data associated with friction ridge image data.

7.21 Vendor specific data blocks

Abstrac

t values:  See Annex A. As it consists of multiple internal data elements, it is best to under-

Content

8 Engoding

8.1 T

The ASN
to ISO/I1

The tagd
ASN.1 d
Fingerln
three p43
value od

The ASN

8.2 XML encoding

The XSD
the W3(

An XML
The XSD

9 Registered BDB format identifiers

stand the possible positions by examining the schema directly.

S This data element contains the vendor data type identifier block along withwendor
specific proprietary data associated with the friction ridge. The former specifies
the biometric organization (vendor) and data type identifier assigned bysbiometric
organization for possible data interpretation.

As this is an interoperable data interchange format, this data elenent shall not be
used to contain data that can be provided with other elements‘of this document.

)gged binary encoding

.1 types (as defined in Clause A.1) which encode the abstract elements of Clause 7 shall conform
EC 8824-1 and to ISO/IEC 39794-1.

ged binary encoding of friction ridge image~data shall be obtained by applying the
istinguished encoding rules (DER) defined within ISO/IEC 8825-1 to a value of the type
hageDataBlock defined in the given ASN.1-module. The DER encoding of each data object has
rts: tag octets that identify the data object, length octets that give the number of subsequer]t
tets, and the value octets.

.1 module in Clause A.1 can be retriéved from http://standards.iso.org/iso-iec/39794/-4/ed-1/en.

types as defined in Clausé A.2 which encode the abstract elements of Clause 7 shall conform tp
Recommendations, XML Schema Parts 1 and 2 and to ISO/IEC 39794-1.

document encoding friction ridge image data shall obey the given XSD.

in Clause A.2.is available at http://standards.iso.org/iso-iec/39794/-4/ed-1/en.

[13] &

The reg

the finger image data interchange formats defined in document. The format owner is

| NI (VA WA A nal
L

4 43 Lictad 3 T 1 < 1 1 2| 3 | 34 1 | 43 6]
OLI AlIUILIS TISTTU 111 1dUIC U 11dVC UCTUIL IITAdUT 11T dLTUTUaIritT vvitll lrJU/ TG L1 LU 1ucutu_)7

SO/IEC JTC 1/

SC 37 with the registered biometric organization identifier 257 (0101y,,).

Table 6 — BDB format identifiers

BDB format iden-

. Short name Full object identifier
tifier
40 (0028y,,) g3-binary-fin- | {iso(1) registration-authority(1) cbeff(19785) biometric-organization(0)
ger-image jtc1-sc37(257) bdbs(0) g3-binary-finger-image(40) }
41 (0029,,) g3-xml-fin- | {iso(1) registration-authority(1) cbeff(19785) biometric-organization(0)
ger-image jtcl-sc37(257) bdbs(0) g3-xml-finger-image(41) }

16
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Annex A
(normative)

Formal specifications

1.1 ASN.1 module for tagged binary encoding

SO-IEC-39794-4-ed-1-v1l {iso(l) standard(0) iso-iec-39794(39794) part-4(4) ed-17(1)
ilso-iec-39794-4 (0) }

- Use of ISO/IEC copyright in this Schema is licensed for the purpose,6f
- developing, implementing, and using software based on this Schema,subject
- to the following conditions:

- * Software developed from this Schema must retain the Copyright "Notice,
- this list of conditions and the disclaimer below ("Disclaimer").

- * Neither the name or logo of ISO or of IEC, nor the nam€s of specific
— contributors, may be used to endorse or promote softWware derived from
- this Schema without specific prior written permissien.

- * The software developer shall attribute the Schema to ISO/IEC and

— identify the ISO/IEC standard from which it.sis\taken. Such attribution
- (e.g., "This software makes use of the Schema’ from ISO/IEC 39794-4

- within modifications permitted in the relewant ISO/IEC standard.

- Please reproduce this note if possible.*) may be placed in the

— software itself or any other reasonabhle*location.

- The Disclaimer is:

- THE SCHEMA ON WHICH THIS SOFTWARE IS BASED IS PROVIDED BY THE COPYRIGHT
- HOLDERS AND CONTRIBUTORS "AS IS \AND ANY EXPRESS OR IMPLIED WARRANTIES,
- INCLUDING, BUT NOT LIMITED TONLIHE IMPLIED WARRANTIES OF MERCHANTABILITY
- AND FITNESS FOR A PARTICULAR<RURPOSE ARE DISCLAIMED. IN NO EVENT SHALL

- THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
- INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
- NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
- DATA, OR PROFITS; OR(BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY

- THEORY OF LIABILITY, yWHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

- (INCLUDING NEGLISENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
- THE CODE COMPONEN¥S, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

[EFINITIONS IMRLICIT TAGS ::= BEGIN

IMPORTS
QudTityBlocks,
sedfreOrkError,
RegistryIdBlock,
CertificationIdBlocks,
CaptureDateTimeBlock,

v1(1l)

PADDataBlock,
VersionBlock,
CoordinateCartesian2DUnsignedShortBlock,
ExtendedDataBlock

FROM ISO-IEC-39794-1-ed-1-v1;

PositionCode ::= ENUMERATED ({
unknownPosition (0),
rightThumbFinger (1),
rightIndexFinger (2),
rightMiddleFinger (3),
rightRingFinger (4),
rightLittleFinger (5),
leftThumbFinger (6),
leftIndexFinger (7),

© ISO/IEC 2019 - All rights reserved
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leftMiddleFinger (8),
leftRingFinger (9),
leftLittleFinger (10),
rightFourFingers (13),
leftFourFingers (14),
bothThumbFingers (15),
rightExtraDigitFinger (16),
leftExtraDigitFinger (17),
unknownFrictionRidge (18),
entireJointImage (19),
unknownPalm (20),
ightFll1Palm(21)

i ghtWritersPalm(22),

i ghtLowerPalm(23),

i ghtUpperPalm(24),

i ghtOtherPalm(25),
ightInterdigital (26),

i ghtThenar (27),

i ghtHypothenar (28),
cftFullPalm(29),
bftWritersPalm(30),
cftLowerPalm(31),

b ftUpperPalm(32),

b ftOtherPalm(33),
cftInterdigital (34),

EftThenar (35),

b ftHypothenar (360),

i ghtGrasp (37),

EftGrasp (38),

i ghtIndexMiddleFingers (40),

i ghtMiddleRingFingers (41),
ightRingLittleFingers (42),
EftIndexMiddleFingers (43),
bftMiddleRingFingers (44),
bftRingLittleFingers (45),

i ght IndexLeftIndexFingers (46),
i ghtIndexMiddleRingFingers (47),
i ghtMiddleRingLittleFingers (48),
bftIndexMiddleRingFingers (49),
bftMiddleRingLittleFingers (50),
i ghtFourFingertips (51),
EftFourFingertips (52),

i ghtFingertips (53),
bftFingertips (54),
EftMiddleIndexRightIndexMiddleFingers (55),
hknownSole (60),

i ghtSole (61),

bftSole (62),

hknownToe (63),

i ghtBigToe (64) ,

i ghtSecondTee«(65) ,

i ghtMiddle®oe (66) ,

i ghtFourthToe (67),

i ghtLittleToe (68),

ftBigToe (69),

Ef&=SecondToe (70),

£ 337 L7
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leftFourthToe (72),
leftLittleToe (73),
rightFrontBallFoot (74),
rightBackHeelFoot (75),
leftFrontBallFoot (76),
leftBackHeelFoot (77),
rightMiddleFoot (78),
leftMiddleFoot (79),
rightCarpalDelta (81),
leftCarpalDelta(82),
rightFullWithWriterPalm(83),
leftFullWithWriterPalm(84),
rightBracelet (85),
leftBracelet (86),
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otherPosition (999)
}

PositionExtensionBlock ::= SEQUENCE ({
fallback [0] PositionCode,

}

Position ::= CHOICE {
code [0] PositionCode,
extensionBlock [1] PositionExtensionBlock

ImpressionCode = ENUMERATED {
plainContact (0),
rolledContact (1),

latentImage (4),

swipeContact (8),
stationarySubjectContactlessPlain(24),
stationarySubjectContactlessRolled(25),
movingSubjectContactlessPlain (41),
movingSubjectContactlessRolled (42),
otherImpression(28),
unknownImpression (29)

}

ImpressionExtensionBlock ::= SEQUENCE {
fallback [0] ImpressionCode,

}

Impression ::= CHOICE ({
code [0] ImpressionCode,
extensionBlock [1] ImpressionExtensienBlock

}

CaptureDeviceTechnologyIdCode ::= ENUMERATED {
unknownCaptureDeviceTechnology+0),
otherCaptureDeviceTechnology (%),
scannedInkOnPaper (2),
opticalTIRBrightField (3)~,
opticalTIRDarkField(4),
opticallImage(5),
opticalLowFrequencgy3BMapped (6),
opticalHighFrequency3DMapped (7),
capacitive(9),
capacitiveRE(10),
electroLumin€scence (11),
reflectedUftrasonic(12),
impedigo§raphicUltrasonic (13),
thermalL4),
diredtPressure (15),
indirectPressure (16),
laveTape (17),
latentImpression(18),
latentPhoto (19),

1o Mol dad (DN
T T tMoTaee TT

latentTracing (21),
latentLift (22)

}

CaptureDeviceTechnologyIdExtensionBlock ::= SEQUENCE {
fallback [0] CaptureDeviceTechnologyIdCode,

}
CaptureDeviceTechnologyId ::= CHOICE ({

code [0] CaptureDeviceTechnologyIdCode,
extensionBlock [1] CaptureDeviceTechnologyIdExtensionBlock
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ImageDataFormatCode ENUMERATED {
pgm(0),
wsq (1),
Jpeg2000Lossy (2),
Jjpeg2000Lossless (3),
png (4)

}

ImageDataFormatExtensionBlock SEQUENCE {

Coor
Coor

Segm

Q.Q O O 'T

Segm

Segm

0

Anno

QT O c ® O ¢

Anno

AnnotationBlock
position [0]
reason [1]

}

UnitDimensionCode

FDataFormat

CHOICE {

bde

[01]

ImageDataFormatCode,

ktensionBlock [1]

ImageDataFormatExtensionBlock

HinateBlock

HinatesBlock
EntBlock =
bsition [0] P
hclosingCoord
rientation [2
balityBlocks
bnfidence [4]

entBlocks =
entationBlock
l gorithmIdBlo
EgmentBlocks

CoordinateCartesian2DUnsignedShortBlock

SEQUENCE (SIZE(2..MAX)) OF CoordinateBlock
SEQUENCE {

osition,

inatesBlock [1] CoordinatesBlock,

] INTEGER (0..255) OPTIONAL,

[3] QualityBlocks OPTIONAL,

ScoreOrError OPTIONAL,

SEQUENCE OF SegmentBlock

SEQUENCE {
ck [0] RegistryIdBlock,

(1]

SegmentBlocks,

FationReasonCode
hknown (0) ,

Fher (1),
hpoutated(2),
hableToPrint (3),
hndaged (4) ,

i seased (6)

FationReasonExten
bllback [0] Annot

FationReason
bded [0] Annotatio
kfensionBlock [1]

hysicallyChallenged (5)-,

ENUMERATED {

sionBlock SEQUENCE {
ationReasonCode,

CHOICE {
nReasonCode,
AnnotationReasonExtensionBlock

S
Posit
Annotat

inch (0),
cm (1)

}

SpatialSamplingRateBlock

samplesPerUnit [0]

20

EQUENCE {
ion,
ionReason,

ENUMERATED {

SEQUENCE {

INTEGER (0..65535),
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unitDimension [1] UnitDimensionCode
}
CaptureDeviceBlock ::= SEQUENCE ({
modelIdBlock [0] RegistryIdBlock,

technologyId [1] CaptureDeviceTechnologyId OPTIONAL,
certificationIdBlocks [2] CertificationIdBlocks OPTIONAL,

}

FingerRotation ::= INTEGER (0..359)

SegmentationBlocks ::= SEQUENCE OF SegmentationBlock
AnnotationBlocks ::= SEQUENCE OF AnnotationBlock

CommentBlock ::= VisibleString

CommentBlocks ::= SEQUENCE OF CommentBlock
VendorSpecificDataBlock ::= ExtendedDataBlock
VendorSpecificDataBlocks ::= SEQUENCE OF VendorSpecificDataBleck

RepresentationBlock ::= SEQUENCE ({
position [0] Position,
impression [1] Impression,
imageDataFormat [2] ImageDataFormat,
imageData [3] OCTET STRING,
captureDateTimeBlock [4] CaptureDateTimeBlock/OPTIONAL,
captureDeviceBlock [5] CaptureDeviceBlock ORTIIONAL,
qualityBlocks [6] QualityBlocks OPTIONAL;,
spatialSamplingRateBlock [7] SpatialSamplingRateBlock OPTIONAL,
positionComputedByCaptureSystem [8] BOOLEAN OPTIONAL,
originalRotation [9] FingerRotation  MOPTIONAL,
imageRotatedToVertical [10] BOOLEAN“OPTIONAL,
imageHasBeenLossilyCompressed [11% BOOLEAN OPTIONAL,
segmentationBlocks [12] SegmenptationBlocks OPTIONAL,
annotationBlocks [13] AnnotationBlocks OPTIONAL,
pADDataBlock [14] PADDataBZzock OPTIONAL,
commentBlocks [15] CommentBlocks OPTIONAL,
vendorSpecificDataBlocks~[16] VendorSpecificDataBlocks OPTIONAL,

}
RepresentationBlocks/ : := SEQUENCE OF RepresentationBlock
FingerImageDataBlock ::= [APPLICATION 4] SEQUENCE ({

versionBloek [0] VersionBlock,
represefitationBlocks [1] RepresentationBlocks,

END

© ISO/IEC 2019 - All rights reserved
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A.2 XML schema definition for XML encoding

<?xml version="1.0" encoding="utf-8" ?>

<!--Use of ISO/IEC copyright in this Schema is licensed for the purpose of developing,
implementing, and using software based on this Schema, subject to the following
conditions:

* Software developed from this Schema must retain the Copyright Notice, this list of
conditions and the disclaimer below ("Disclaimer").

* Neither the name or logo of ISO or of IEC, nor the names of specific contributors, may
be used[TO endorse Or PLOMOLE SOLLware derived Irom This schema without Speciiic prior
written| permission.

* The spftware developer shall attribute the Schema to ISO/IEC and identify the ISO/LEC
standarfl from which it is taken. Such attribution (e.g., "This software makes use|@f the
Schema from ISO/IEC 39794-4 within modifications permitted in the relevant ISO/IEC
standarfl. Please reproduce this note if possible."), may be placed in the sofitware itself
or any pther reasonable location.

The Disfplaimer is:

THE SCHEMA ON WHICH THIS SOFTWARE IS BASED IS PROVIDED BY THE COPYRIGHI» HOLDERS AND
CONTRIBPTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,\BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS“BE LIABLE FOR ANY
DIRECT,| INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTZAL DAMAGES (INCLUDING, BUT
NOT LIMETED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;,LO83S OF USE, DATA, OR
PROFITSE OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANYYTHEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENGE OR OTHERWISE) ARISING IN ANY
WAY OUT| OF THE USE OF THE CODE COMPONENTS, EVEN IF ADVISER OF THE POSSIBILITY OF SUCH
DAMAGE. |—>

<xs:schpma

xmlnp:xs="http://www.w3.0rg/2001/XMLSchema"

xmlng:vce="http://www.w3.0rg/2007/XMLSchema-v&¥sioning"

xmlnp:cmn="http://standards.iso.org/iso-1&¢#39794/-1"
xmlng="http://standards.iso.org/iso-iec/39794/-4"
vc:minVersion="1.0"
targptNamespace="http://standards.isd.org/iso-iec/39794/-4"
elempntFormDefault="qualified"
attrfibuteFormDefault="unqualified"

<xs:ifpport schemalocation="is@~iec-39794-1-ed-1-vl.xsd" namespace="http://standards.iso
org/isofiec/39794/-1" />

<xs:cpmplexType name="PgsitionCodeType">

<xs:fhoice>

ks:element name=“unknownPosition" type="xs:int" fixed="0" />
ks:element name="rightThumbFinger" type="xs:int" fixed="1" />
ks:element grame="rightIndexFinger" type="xs:int" fixed="2" />
ks:elementwiame="rightMiddleFinger" type="xs:int" fixed="3" />
ks:elemehtname="rightRingFinger" type="xs:int" fixed="4" />
ks:element name="rightLittleFinger" type="xs:int" fixed="5" />
ks:element name="leftThumbFinger" type="xs:int" fixed="6" />
ksielement name="leftIndexFinger" type="xs:int" fixed="7" />
kSeelement name="leftMiddleFinger" type="xs:int" fixed="8" />
xs:element name="leftRingFinger" type="xs:int" fixed="9" />
<xs:element name="leftLittleFinger" type="xs:int" fixed="10" />
<xs:element name="rightFourFingers" type="xs:int" fixed="13" />
<xs:element name="leftFourFingers" type="xs:int" fixed="14" />
<xs:element name="bothThumbFingers" type="xs:int" fixed="15" />
<xs:element name="rightExtraDigitFinger" type="xs:int" fixed="16" />
<xs:element name="leftExtraDigitFinger" type="xs:int" fixed="17" />
<xs:element name="unknownFrictionRidge" type="xs:int" fixed="18" />
<xs:element name="entireJointImage" type="xs:int" fixed="19" />
<xs:element name="unknownPalm" type="xs:int" fixed="20" />
<xs:element name="rightFullPalm" type="xs:int" fixed="21" />
<xs:element name="rightWritersPalm" type="xs:int" fixed="22" />
<xs:element name="rightLowerPalm" type="xs:int" fixed="23" />
<xs:element name="rightUpperPalm" type="xs:int" fixed="24" />
<xs:element name="rightOtherPalm" type="xs:int" fixed="25" />

AANNANNANNNANNANAN
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<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

s-element
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name="rightInterdigital" type="xs:int" fixed="26" />
name="rightThenar" type="xs:int" fixed="27" />
name="rightHypothenar" type="xs:int" fixed="28" />
name="leftFullPalm" type="xs:int" fixed="29" />
name="leftWritersPalm" type="xs:int" fixed="30" />
name="leftLowerPalm" type="xs:int" fixed="31" />
name="leftUpperPalm" type="xs:int" fixed="32" />
name="leftOtherPalm" type="xs:int" fixed="33" />
name="leftInterdigital™ type="xs:int" fixed="34" />
name="1leftThenar" type="xs:int" fixed="35" />
name="leftHypothenar" type="xs:int" fixed="36" />
name="rightGrasp" tvype="xg-:int" fixed="37"

<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

name="leftGrasp" type="xs:int" fixed="38" />
name="rightIndexMiddleFingers" type="xs:int" fixed="40" />
name="rightMiddleRingFingers" type="xs:int" fixed="41" />
name="rightRingLittleFingers" type="xs:int" fixed="42" />
name="leftIndexMiddleFingers" type="xs:int" fixed="43" />
name="1leftMiddleRingFingers" type="xs:int" fixed="44" /Y
name="leftRinglLittleFingers" type="xs:int" fixed="45" />
name="rightIndexLeftIndexFingers" type="xs:int" fixed="46" />
name="rightIndexMiddleRingFingers" type="xs:int'". fiked="47" />
name="rightMiddleRingLittleFingers" type="xs:int'") fixed="48" />
name="leftIndexMiddleRingFingers" type="xs:int®/fixed="49" />
name="leftMiddleRingLittleFingers" type="xgTint" fixed="50" />
name="rightFourFingertips" type="xs:int" (Eaxed="51" />
name="leftFourFingertips" type="xs:int'"y fiked="52" />
name="rightFingertips" type="xs:int" fdxed="53" />
name="leftFingertips" type="xs:int"{fixed="54" />

<xs:element name="leftMiddleIndexRightIndexMiddleFingers" type="xs:int" fixedF"55"
/P>
<xs:element name="unknownSole" type="xs:intM fixed="60" />
<xs:element name="rightSole" type="xs:int"Jfixed="61" />
<xs:element name="leftSole" type="xs:in®) fixed="62" />
<xs:element name="unknownToe" type="x8:int" fixed="63" />
<xs:element name="rightBigToe" typea'xs:int" fixed="64" />
<xs:element name="rightSecondToe! ctype="xs:int" fixed="65" />
<xs:element name="rightMiddleToeV“Ntype="xs:int" fixed="66" />
<xs:element name="rightFourthToe" type="xs:int" fixed="67" />
<xs:element name="rightLittleToe" type="xs:int" fixed="68" />
<xs:element name="leftBigTpe" type="xs:int" fixed="69" />
<xs:element name="leftSecondToe" type="xs:int" fixed="70" />
<xs:element name="leftMiddleToe" type="xs:int" fixed="71" />
<xs:element name="leftFourthToe" type="xs:int" fixed="72" />
<xs:element name="deftLittleToe" type="xs:int" fixed="73" />
<xs:element name="rightFrontBallFoot" type="xs:int" fixed="74" />
<xs:element name="rightBackHeelFoot" type="xs:int" fixed="75" />
<xs:element name="leftFrontBallFoot" type="xs:int" fixed="76" />
<xs:element“fame="leftBackHeelFoot" type="xs:int" fixed="77" />
<xs:elemebt)yname="rightMiddleFoot" type="xs:int" fixed="78" />
<xs:elefient name="leftMiddleFoot" type="xs:int" fixed="79" />
<xs:element name="rightCarpalDelta" type="xs:int" fixed="81" />
<xgszedement name="leftCarpalDelta" type="xs:int" fixed="82" />
<xgvelement name="rightFullWithWriterPalm" type="xs:int" fixed="83" />
<xs:element name="leftFullWithWriterPalm" type="xs:int" fixed="84" />
<xs:element name="rightBracelet" type="xs:int" fixed="85" />
<xs:element name="leftBracelet" type="xs:int" fixed="86" />
s+etemernt—rame=lotherPeositionl—type=llssintll fisced=l000N
</xs:choice>
</xs:complexType>
<xs:complexType name="PositionExtensionBlockType">
<xXs:sequence>
<xs:element name="fallback" type="PositionCodeType"/>
<xs:any namespace="##other" processContents="lax"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="PositionType">
<xs:choice>
<xs:element name="code" type="PositionCodeType" />
<xs:element name="extensionBlock" type="PositionExtensionBlockType" />
© ISO/IEC 2019 - All rights reserved
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</xs:choice>
</xs:complexType>

<xs:complexType name="ImpressionCodeType">
<xs:choice>
<xs:element name="plainContact" type="xs:int" fixed="0" />
<xs:element name="rolledContact" type="xs:int" fixed="1" />
<xs:element name="latentImage" type="xs:int" fixed="4" />
<xs:element name="swipeContact" type="xs:int" fixed="8" />
<xs:element name="stationarySubjectContactlessPlain" type="xs:int" fixed="24" />
<xs:element name="stationarySubjectContactlessRolled" type="xs:int" fixed="25" />
<xs:element name="movingSubijectContactlessPlain" type="xs-int" fixed="41"
<ks:element name="movingSubjectContactlessRolled" type="xs:int" fixed="42" />
<ks:element name="otherImpression" type="xs:int" fixed="28" />
<ks:element name="unknownImpression" type="xs:int" fixed="29" />
</xs|choice>
</xs:pomplexType>

<xs:cpmplexType name="ImpressionExtensionBlockType">
<xs| sequence>
<ks:element name="fallback" type="ImpressionCodeType"/>
<ks:any namespace="##other" processContents="lax"/>
</xp:sequence>
</xs:pomplexType>

<xs:cpmplexType name="ImpressionType">

<xs:fhoice>

<ks:element name="code" type="ImpressionCodeType" />

<ks:element name="extensionBlock" type="ImpressionExtensionBlockType" />
</xs|choice>

</xs:pomplexType>

<xs:cpmplexType name="CaptureDeviceTechnologyIdCodeType">

<xs:fhoice>
ks:element name="unknownCaptureDeviceTechnology" type="xs:int" fixed="0" />
ks:element name="otherCaptureDeviceTechnplogy" type="xs:int" fixed="1" />
ks:element name="scannedInkOnPaper" type="xs:int" fixed="2" />
ks:element name="opticalTIRBrightFEield" type="xs:int" fixed="3" />
ks:element name="opticalTIRDarkEield" type="xs:int" fixed="4" />
ks:element name="opticallmage", type="xs:int" fixed="5" />
ks:element name="opticallowFpeguency3DMapped" type="xs:int" fixed="6" />
ks:element name="opticalHighFerequency3DMapped" type="xs:int" fixed="7" />
ks:element name="capacitiwe"s type="xs:int" fixed="9" />
ks:element name="capaciltlveRF" type="xs:int" fixed="10" />
ks:element name="electnoluminescence" type="xs:int" fixed="11" />
ks:element name="refleetedUltrasonic" type="xs:int" fixed="12" />
ks:element name="ifmpg¢diographicUltrasonic" type="xs:int" fixed="13" />
ks:element name="thermal" type="xs:int" fixed="14" />
ks:element namé=YdirectPressure" type="xs:int" fixed="15" />
ks:element name="indirectPressure" type="xs:int" fixed="16" />
kKs:element Wame="1iveTape" type="xs:int" fixed="17" />
ks:element\Tlame="1latentImpression" type="xs:int" fixed="18" />
ks:elemenf name="latentPhoto" type="xs:int" fixed="19" />
ks:element name="latentMolded" type="xs:int" fixed="20" />
ks €lément name="latentTracing" type="xs:int" fixed="21" />
kérelement name="latentLift" type="xs:int" fixed="22" />

</xshehe+
</xs:complexType>

<xs:complexType name="CaptureDeviceTechnologyIdExtensionBlockType">
<xs:sequence>
<xs:element name="fallback" type="CaptureDeviceTechnologyIdCodeType"/>
<xs:any namespace="##other" processContents="lax"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="CaptureDeviceTechnologyIdType">
<xs:choice>
<xs:element name="code" type="CaptureDeviceTechnologyIdCodeType" />
<xs:element name="extensionBlock" type="CaptureDeviceTechnologyIldExtensionBlockType"

/>
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</xs:choice>
</xs:complexType>

<xs:complexType name="ImageDataFormatCodeType">

<xs:choice>
<xs:element name="pgm" type="xs:int" fixed="0" />
<xs:element name="wsq" type="xs:int" fixed="1" />
<xs:element name="Jjpeg2000Lossy" type="xs:int" fixed="2" />
<xs:element name="Jjpeg2000Lossless" type="xs:int" fixed="3" />
<xs:element name="png" type="xs:int" fixed="4" />

</xs:choice>
sccomplexType

<xs:complexType name="ImageDataFormatExtensionBlockType">
<xs:sequence>
<xs:any namespace="##other" processContents="lax"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="ImageDataFormatType">
<xs:choice>
<xs:element name="code" type="ImageDataFormatCodeType" />
<xs:element name="extensionBlock" type="ImageDataFormatExté€rsionBlockType" />
</xs:choice>
</xs:complexType>

<xs:complexType name = "CoordinateBlockType" >
<xs:complexContent>
<xs:extension base="cmn:CoordinateCartesian2D¥ngignedShortBlockType"/>
</xs:complexContent>
</xs:complexType>

<xs:complexType name="CoordinatesBlockType"
<xs:sequence>
<xs:element name="coordinateBlock" fiype="CoordinateBlockType" minOccurs="2"
nfaxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="SegmentBZOCkType">
<xs:sequence>
<xs:element name="positien" type="PositionType" />
<xs:element name="englosingCoordinatesBlock" type="CoordinatesBlockType" />
<xs:element name="e¥Xri¥entation" type="xs:unsignedByte" minOccurs="0" />
<xs:element name="glalityBlocks" type="cmn:QualityBlocksType" minOccurs="0" /p
<xs:element names"confidence" type="cmn:ScoreOrErrorType" minOccurs="0" />
<xs:any minOccurs="0" namespace="##other" processContents="lax" />
</xs:sequence>
</xs:complexT&pe>

<xs:compléxXType name="SegmentBlocksType">
<xs:sedguence>
<x3velement name="segmentBlock" type="SegmentBlockType" maxOccurs="unbounded"| />
</XS:sequence>
</&sG complexType>

bl faal no o o kil lem 1]
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<xs:sequence>
<xs:element name="algorithmIdBlock" type="cmn:RegistryIdBlockType" />
<xs:element name="segmentBlocks" type="SegmentBlocksType" />
<xs:any minOccurs="0" namespace="##other" processContents="lax" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="AnnotationReasonCodeType">
<xs:choice>
<xs:element name="unknown" type="xs:int" fixed="0" />
<xs:element name="other" type="xs:int" fixed="1" />
<xs:element name="amputated" type="xs:int" fixed="2" />
<xs:element name="unableToPrint" type="xs:int" fixed="3" />
<xs:element name="bandaged" type="xs:int" fixed="4" />
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<xs:element name="physicallyChallenged" type="xs:int" fixed="5" />
<xs:element name="diseased" type="xs:int" fixed="6" />
</xs:choice>
</xs:complexType>

<xs:complexType name="AnnotationReasonExtensionBlockType">
<xs:sequence>
<xs:element name="fallback" type="AnnotationReasonCodeType"/>
<xs:any namespace="##other" processContents="lax"/>
</xs:sequence>
</xs:complexType>

<xs:cpmplexType name="AnnotationReasonType">

<xs:fhoice>

<ks:element name="code" type="AnnotationReasonCodeType" />

<ks:element name="extensionBlock" type="AnnotationReasonExtensionBlockType" />
</xs|choice>

</xs:pomplexType>

<xs:cpmplexType name="AnnotationBlockType">
<xs| sequence>

<ks:element name="position" type="PositionType" />

<ks:element name="reason" type="AnnotationReasonType" />

<ks:any minOccurs="0" namespace="##other" processContents="1ax"\/>
</xp:sequence>

</xs:pomplexType>

<xs:cpmplexType name="UnitDimensionCodeType">
<xs:fhoice>

<ks:element name="inch" type="xs:int" fixed="0" />
<ks:element name="cm" type="xs:int" fixed="1" />
</xs|choice>

</xs:pomplexType>

<xs:cpmplexType name="SpatialSamplingRateBlockType">
<xs| sequence>
<ks:element name="samplesPerUnit" typeXx"™xs:unsignedShort" />
<ks:element name="unitDimension" types"UnitDimensionCodeType" />
</xp:sequence>
</xs:pomplexType>

<xs:cpmplexType name="CaptureDeviceBlockType">
<xs| sequence>
<ks:element name="modelldBlock" type="cmn:RegistryIdBlockType" />
<ks:element name="techmologyId" type="CaptureDeviceTechnologyIdType" minOccurs="0"
/>
<ks:element name="ceértificationIdBlocks" type="cmn:CertificationIdBlocksType"
minOccufs="0" />
<ks:any minOccutss"0" namespace="##other" processContents="lax" />
</xp:sequence>
</xs:fpomplexTypes

<xs:sfimpleType/name="FingerRotationType">
<xsfrestriction base="xs:unsignedInt">

<ksufaxInclusive value="359"/>
</xp{restriction>

</ x5 srmetefye

<xs:complexType name="SegmentationBlocksType">
<xs:sequence>
<xs:element name="segmentationBlock" type="SegmentationBlockType"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="AnnotationBlocksType">
<xs:sequence>
<xs:element name="annotationBlock" type="AnnotationBlockType" maxOccurs="unbounded"
/>
</xs:sequence>
</xs:complexType>
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<xs:simpleType name = "CommentBlockType" >
<xs:restriction base="xs:string"/>
</xs:simpleType>

<xs:complexType name="CommentBlocksType">
<xs:sequence>
<xs:element name="commentBlock" type="CommentBlockType" maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

s-complexType name = "VendorSpecificDataBlockType"
<xs:complexContent>
<xs:extension base="cmn:ExtendedDataBlockType"/>
</xs:complexContent>
</xs:complexType>

<xs:complexType name="VendorSpecificDataBlocksType">
<xs:sequence>
<xs:element name="vendorSpecificDataBlock" type="VendorSpecificbataBlockType"
nfaxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="RepresentationBlockType">
<xs:sequence>
<xs:element name="position" type="PositionType" />
<xs:element name="impression" type="ImpressionTy¥pe" />
<xs:element name="imageDataFormat" type="ImaggDataFormatType" />
<xs:element name="imageData" type="xs:base64Binary" />

<xs:element name="captureDateTimeBlock" type="cmn:CaptureDateTimeBlockType"
ninOccurs="0" />

<xs:element name="captureDeviceBlock™\type="CaptureDeviceBlockType" minOccursE"0" />
<xs:element name="qualityBlocks" type="cmn:QualityBlocksType" minOccurs="0" /p

<xs:element name="spatialSamplingRateBlock" type="SpatialSamplingRateBlockType"
ninOccurs="0" />

—_n

<xs:element name="positign€omputedByCaptureSystem" type="xs:boolean" minOccurs="0"

<xs:element name="originalRotation" type="FingerRotationType" minOccurs="0" /p
<xs:element name="imageRotatedToVertical" type="xs:boolean" minOccurs="0" />
<xs:element name="dnageHasBeenLossilyCompressed" type="xs:boolean" minOccursgE"0" />

<xs:element names"segmentationBlocks" type="SegmentationBlocksType" minOccursE"0" />
<xs:element name="annotationBlocks" type="AnnotationBlocksType" minOccurs="0"[ />
<xs:element“flame="pADDataBlock" type="cmn:PADDataBlockType" minOccurs="0" />
<xs:elemebt) name="commentBlocks" type="CommentBlocksType" minOccurs="0" />
<xs:elefmeht name="vendorSpecificDataBlocks" type="VendorSpecificDataBlocksType"
ninOccurs="047>

<x3vany minOccurs="0" namespace="##other" processContents="lax" />

</%s:sequence>
&/xs:complexType>

<xs:complexType name="RepresentationBlocksType">
<xs:sequence>
<xs:element name="representationBlock" type="RepresentationBlockType"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="FingerImageDataBlockType">
<xs:sequence>
<xs:element name="versionBlock" type="cmn:VersionBlockType" />
<xs:element name="representationBlocks" type="RepresentationBlocksType" />
<xs:any minOccurs="0" namespace="##other" processContents="lax" />
</xs:sequence>
</xs:complexType>
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<xs:element name="fingerImageData" type="FingerImageDataBlockType" />
</xs:schema>
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Annex B
(informative)

Encoding examples

ISO/IEC 39794-4:2019(E)

==

3.1 Sample ASN.1 encoding for finger image data

oy

n example encoding can be retrieved from http://standards.iso.org/iso-iec/39794/-4/ed-1/en.

B.2 Sample XML encoding for finger image data
?xml version="1.0" encoding="UTF-8"?>

gmlns: fir="http://standards.iso.org/iso-iec/39794/-4">
<fir:versionBlock>
<cmn:generation>3</cmn:generation>
<cmn:year>2019</cmn:year>
</fir:versionBlock>
<fir:representationBlocks>
<fir:representationBlock>
<fir:position>
<fir:code>
<fir:rightIndexFinger/>
</fir:code>
</fir:position>
<fir:impression>
<fir:code>
<fir:rolledContact/>
</fir:code>
</fir:impression>
<fir:imageDataFormat>
<fir:code>
<fir:png/>
</fir:code>
</fir:imageDataFopmat>
<fir:imageData>

[VBORWOKGgoAAAANSUhEUgAAABgAAAAYCAAAAADFHGIKAAAACKXBIWXMAACCQAAAN
AGUaVEZAAACYO1EQVOOzWFYAQE9Af+nrBYPLA4aNInWz /wGFxLw50sGTDtL/AQo
A38T74e6CEN+fseDI'nJ/H8kIADmx/ABLf2MHW6QxPzpCefquAsgIJgAAruPOCxbo
HVC7tRqFgdJPRsm4Awxzul3+1icEBPI17QH/WtYI6vgIXOOE2RkUSB)k3gsVB2Uw
QAEV+IHZzwl¢CADDAbIZB+97/aKKiEArM6yBMRXM1uyUhD/ 99 1vNBgl878SA0pV
0jmBAGtEhul zd7jemThxGcj/70YpnYUGAGAK])cB/20BDugEm+FowQr /N6S1fv3x
WB43SkABBOMIWUuIF1LHBO49hBRkFRviQ3Ig5ew39QEkKC7cZzu28A+9z/4Y71FwoH
SufnyXA3IRMESXbGsRsj1YFdccoDXyUYJgM2Hw)4AYf1AezQmBY4Px518gUiaN87
TgMOBLYJES8A4wFu+yftb73L3/slcvXIwLE1ChN/VdjcigsE6yS5LEZrY5SeVozwP
9yEIxbAGTEAWYDBBx4s7IE6MZWQ/EXxxsNIGIXt5b6CEH]TgH/XfkIZR8eCyPx

W oW W W P

fir:fingerImageData xmlns:cmn="http://standards.iso.org/iso-ie¢/39794/-1"

L‘llV\lg Julpuhwpuur\@urugphwul,ujJauuL UL JJDJILAUluDL\ldU 4‘11U‘11DbL/lllLALdb UIN
hnLgBFFXfPcAGDgxWgogNgQRm/Wu3gVvKIvX7X1XUuwXLHOwz/0KO1loB/ 7KeEw5/
DInk3aD8MRAMNJI2EOuI7MIuwAY3X8wuO/MT35178U/cxKndl9vMjUBO00QTNDxXNS
+uEKBE38cxFDUQ89DxXxGREuUx4BVAECYxU88QEAOLI1QcRYfgq7H/RCcEOHIBh5tYSQC
NTRwx 9QAAAAASUVORKSCYII=

</fir:imageData>

<fir:captureDateTimeBlock>
<cmn:year>2018</cmn:year>
<cmn:month>12</cmn:month>
<cmn:day>30</cmn:day>
<cmn:hour>13</cmn:hour>

</fir:captureDateTimeBlock>

<fir:captureDeviceBlock>
<fir:modelIdBlock>
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<cmn:organization>200</cmn:organization>
<cmn:id>33</cmn:id>
</fir:modelIdBlock>
<fir:technologyId>
<fir:code>
<fir:opticalTIRBrightField/>
</fir:code>
</fir:technologyId>
<fir:certificationIdBlocks>
<cmn:certificationIdBlock>
<cmn:organization>31</cmn:organization>
cmn-id>31 cmn-id

</cmn:certificationIdBlock>
</fir:certificationIdBlocks>
fir:captureDeviceBlock>
Fir:qualityBlocks>
<cmn:qualityBlock>
<cmn:algorithmIdBlock>
<cmn:organization>1ll</cmn:organization>
<cmn:id>11</cmn:id>
</cmn:algorithmIdBlock>
<cmn:scoreOrError>
<cmn:score>44</cmn:score>
</cmn:scoreOrError>
</cmn:qualityBlock>
<cmn:qualityBlock>
<cmn:algorithmIdBlock>

A A

<cmn:1id>1</cmn:id>
</cmn:algorithmIdBlock>
<cmn:scoreOrError>
<cmn:error>
<cmn:code>
<cmn:failureToAssess/>
</cmn:code>
</cmn:error>
</cmn:scoreOrError>
</cmn:qualityBlock>
fir:qualityBlocks>
Fir:spatialSamplingRateBlock>
<fir:samplesPerUnit>100</fip<samplesPerUnit>
<fir:unitDimension>
<fir:cm/>
</fir:unitDimension>
fir:spatialSamplingRatteBlock>

A A

A AN ANANRANAN

Fir:segmentationBlocks>
<fir:segmewtationBlock>
<fir:algdrithmIdBlock>
<cmmsorganization>259</cmn:organization>
<emn:id>1</cmn:id>
£L/€ir:algorithmIdBlock>
<fir:segmentBlocks>

=1 1

<cmn:organization>257</cmn:organization>

Fir:positionComputedByCaptureSystem>0</fir:positionComputedByCaptureSystem>
Fir:originalRotation»35</fir:originalRotation>
Fir:imageRotatedldVertical>1</fir:imageRotatedToVertical>
Fir:imageHasBeénlbssilyCompressed>0</fir:imageHasBeenLossilyCompressed>

£ o 4
firssegmenrtBtoes
<fir:position>
<fir:code>
<fir:rightIndexFinger/>
</fir:code>
</fir:position>
<fir:enclosingCoordinatesBlock>
<fir:coordinateBlock>
<cmn:x>0</cmn: x>
<cmn:y>0</cmn:y>
</fir:coordinateBlock>
<fir:coordinateBlock>
<cmn:x>23</cmn:x>
<cmn:y>23</cmn:y>
</fir:coordinateBlock>

30
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</fir:enclosingCoordinatesBlock>
<fir:confidence>
<cmn:score>100</cmn:score>
</fir:confidence>
</fir:segmentBlock>
</fir:segmentBlocks>
</fir:segmentationBlock>
</fir:segmentationBlocks>
<fir:annotationBlocks>
<fir:annotationBlock>
<fir:position>
fir-code

ISO/IEC 39794-4:2019(E)

<fir:rightIndexFinger/>
</fir:code>
</fir:position>
<fir:reason>
<fir:code>
<fir:physicallyChallenged/>
</fir:code>
</fir:reason>
</fir:annotationBlock>
</fir:annotationBlocks>
<fir:pADDataBlock>
<cmn:decision>
<cmn:code>
<cmn:attack/>
</cmn:code>
</cmn:decision>
<cmn:scoreBlocks>
<cmn:scoreBlock>
<cmn:mechanismIdBlock>
<cmn:organization>26</cmn:organization>
<cmn:id>27</cmn:id>
</cmn:mechanismIdBlock>
<cmn:scoreOrError>
<cmn:score>72</cmn:score)>
</cmn:scoreOrError>
</cmn:scoreBlock>
</cmn:scoreBlocks>
<cmn:captureContext>
<cmn:code>
<cmn:verification)s’
</cmn:code>
</cmn:captureContext>
<cmn:supervisienlevel>
<cmn:code>
<cmn : unknown/>
</cmn:ecode>
</cmn:sUpervisionLevel>
<cmn:fiskLevel>37</cmn:riskLevel>
<cmiweriteriaCategory>
<Chn: code>
<cmn:unknown/>
</cmn:code>
</cmn:criteriaCategory>
<cmn:parameter>

C2bBNZAEX7ouiQ==

</cmn:parameter>
<cmn:challenges>
<cmn:challenge>

d5allPMXN1VQOkw==

</cmn:challenge>
</cmn:challenges>
</fir:pADDataBlock>
<fir:commentBlocks>

<fir:commentBlock>ISO/IEC 39794-4 BDB encoding example</fir:commentBlock>

<fir:commentBlock>Small finger image</fir:commentBlock>
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<
<

/fir:commentBlocks>
fir:vendorSpecificDataBlocks>
<fir:vendorSpecificDataBlock>
<cmn:dataTypelIdBlock>
<cmn:organization>11</cmn:organization>
<cmn:id>1</cmn:id>
</cmn:dataTypeIdBlock>
<cmn:data>

PYzDL37NIXC/Ew==

</cmn:d

ata

FThbfqgH
</cmn:d
<

</f

</fir
</fir:f

32

</fir:vendorSpecificDataBlock>
<fir:vendorSpecificDataBlock>
<cmn:dataTypelIdBlock>
<cmn:organization>11</cmn:organization>
<cmn:id>2</cmn:id>
</cmn:dataTypeIdBlock>
<cmn:data>

EACNGaQ==

b ta>
</fir:vendorSpecificDataBlock>
fir:vendorSpecificDataBlocks>
L r:representationBlock>

: representationBlocks>
ingerImageData>
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Annex C
(normative)

Conformance testing methodology

(.1 Overview

o provide sufficient information about the IUT for the testing laboratory to properly cd
onformance test and for an appropriate declaration of conformity to be made, the supplier of
hall provide the information in Table C.1 and also complete the columns "[UT support" and "Sy
ange” in Table C.2 that applies to tested finger image extensible BDB format(s]. All tables

Ivelso e il B ol

hboratory.

Table C.1 — Identification of the supplier and the IUT

nduct a
the IUT
pported
shall be

rovided to the testing laboratory prior to, or at the same time as, the IUT fi5)provided to th¢ testing

bupplier name and address

Contact point for queries about the ICS

mplementation name

mplementation version

fpny other information necessary for full identification of the implementation

Registered BDB format identifier of the format that cenformance is claimed to

fAre any mandatory requirements of the standardsnot fully supported (Yes or No)

Date of statement

The encodings supported by this dosiiment are established by formal schema. Validating do

address Level 3 conformance, leaving only a few Level 2 test assertions to be provided.

Most Level 1 and Level 2 requirements are specified in the schemas of Annex A and shall not be |
ih tabular form. As specified in ISO/IEC 39794-1, this document specifies a table of optional ¢
that the IUT claims to/support and which a testing laboratory can attest to.

[[FU-T maintains alist of tools that can be used to work with xml documents and schemas[1el.

W3C maintaifis-d list of tools that can be used to work with xml documents and schemas/1Zl.

cuments

with the schemas will test the Level 1 conformance issues. Furthermore, this document does not

epeated
lements
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IUT support notes

To be filled in by the supplier of the IUT on the copy of this table provided to the testing laboratory and
to be included in the copy of this table that forms part of the test report.

Test result notes

To be filled in by the testing laboratory, if necessary, during the execution of the conformance test and
to be included in the copy of this table that forms part of the test report.

=)

.2 Conformance test assertions

able C.3 details the Level 2 conformance tests that a testing organization should perform on an IUT.
hese Level 2 tests are necessary as the schema validation does not perform these, checks. All other
evel 1 and Level 2 conformance requirements are tested by schema validation.

=

Table C.3 — Level 2 conformance tests

Test Provision Conformance teﬁ&@sertion
identifier identifier 0O
T-1 7.3 VersionBlock.generation ==
T-2 77 Encoding algorithm matches éncoding of friction ridge data
T-3 717 All coordinates have a unigue X,Y position (there are no duplicate coor-
dinates in a segment)
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Annex D
(normative)

Capture device certifications

D.1 Image quality specification for AFIS systems

D.1.1 General

These specifications apply to: (1) systems that scan and capture fingerprints?) in digital, Softcopy forny,
includinfg hardcopy scanners such as card scanners and live scan devices, altogether called “fingerprirt
scannerp”; and (2) systems utilizing a printer to print digital finger images toDhardcopy called
“fingerprint printers”. These specifications provide criteria for ensuring the image quality of fingdr
scannerf and printers that input finger images to, or generate finger images fromvwithin, an automated

fingerprjint identification system (AFIS).

Digital Joftcopy images obtained from fingerprint scanners shall havesufficient quality to allow thie
followinfg functions to be performed: (1) conclusive fingerprint comparisons (identification or non-
identifigation decision), (2) fingerprint classification, (3) automatic)feature detection, and (4) reliable
AFIS segrch. The fingerprint comparison process requires a high-fidelity image. Finer detail, such as
pores arld incipient ridges, are needed because they can play, an\important role in the comparison.

The fingerprint examiners in an AFIS environment wilkdepend upon softcopy-displayed images of
scanned| fingerprints to make comparisons but will also'need to accept and utilize hardcopy images ip
certain nstances. For example, some contributors may print cards from live scan or card scan systemls
for submission to an AFIS. These hardcopy prints-will be obtained from printers that include printing
algorithms optimized for fingerprints. The pridter’s principal function is to produce life-size prints of
digital fingerprints that provide sufficient print quality to support fingerprint comparisons, i.e., suppoit
identifigation or non-identification decisions:

The imape quality requirements for fingerprint scanners are covered in D.1.2 and D.1.3. The compliand
test pro¢edures for these requirements are out of scope of this Annex. An example for a test specificatio
that allows testing of conformarice with this image quality specification is availablel?],

[}

-

D.1.2 Fingerprint scanner

D.1.2.1 | Overview

The fingerprint.scanner shall be capable of producing images that exhibit good geometric fidelity,
sharpnefs, detail rendition, grey-level uniformity and grey-level dynamic range, with low nois
charactgristics. The images shall be true representations of the input fingerprints without creating anly
Signific? ntartefacts anomalies false detail or cosmetic image restoration effects

[

The scanner’s final output spatial sampling rate in both sensor detector row and column directions
shall be in the range: (R-0,01R) to (R+0,01R) and shall be grey-level quantized to eight bits per pixel
(256 grey-levels). The magnitude of “R” is either 500 ppi or 1000 ppi; a scanner may be certified at
either one or both of these spatial sampling rate levels. The scanner’s true optical spatial sampling rate
shall be greater than or equal to R.

A scanner intended to scan standard 8,0 by 8,0 inch tenprint cards, shall be capable of capturing an
area of at least 5,0 by 8,0 inches, which captures all 14 print blocks, either each print block as a separate

1)  The term “fingerprint” in this annex can also include palmprint, whole hand print or a print from other parts
of the human body.
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image or all print blocks together as a single image. In terms of individual print blocks, Table D.1 gives
the preferred capture sizes applicable to both card scan and live scan systems, with the exception that,

when scanning fingerprint cards, the card form dimensions take precedence.

Table D.1 — Preferred capture sizes

Preferred width | Preferred height

(in) (mm) (in) (mm)
roll finger 1,62 40,6 1,5 38,1
plain thumb 1,0 25,4 2,0 50,8
plain 4-fingers 3,2 81,3 2,0 50,8
(sequence check)
plain 4-fingers 3,2 81,3 3,0 76,2
(identification flat)
full palm 5,5 139,7 8,0 203,2
half palm 5,5 139,7 5,5 139,7
writer's palm 1,75 445 5,0 127,0
a  Live scanner shall be capable of capturing at least 80.% of full roll arc
length, where full roll arc length is defined as arc length from nail edge to
nail edge.

D.1.2.2 Linearity

e

).1.2.2.1 Requirement

Vhen measuring a stepped series of uniform target reflectance patches (e.g., step tab
ubstantially cover the scanner’s grey range\the average value of each patch shall be wit
rey-levels of a linear, least squares regression line fitted between target reflectance patc
ndependent variable) and scanner output grey-levels (dependent variable).

I U <<

|

).1.2.2.2 Background

1l targets used in this imagetquality specification compliance verification are expected to be
Uith the scanner operating-in“a linear input/output mode. Linearity enables valid comparisor
heasurements with requirements, e.g., a system'’s spatial frequency response in terms of mo
ransfer function is, strictly speaking, a linear systems concept. Linearity also facilitates com

mooth, monotonienonlinearity may be acceptable for the test target scans, i.e., when it is subs
mpractical apdunrepresentative of operational use, to force linearity on the scanner under t

Uhich allows for processing flexibility to overcome inadequate tonal characteristics of fin
amples:

wn < »n = 0 oot =5 < NS

et) that
hin 7,65
h values

scanned
s of test
dulation
barisons

etween different s€anners through the “common ground” concept. In atypical cases, a small afnount of

tantially
est (e.g.,

ome live scah devices). Linearity is not a requirement for the operational or test fingerpri:Lt scans,

erprint

).1.2.3 Geometric accuracy

D.1.2.3.1 Requirement (across-bar)

When scanning a multiple, parallel bar target in both vertical bar and horizontal bar orientations,

the absolute value of the difference between the actual distance across parallel target bars
corresponding distance measured in the image shall not exceed the following values for at leas

and the
£99,0 %

of the tested cases in each print block measurement area and in each of the two orthogonal directions.

For 500-ppi scanner:

D <0,0007, for0,00<X<0,07
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D<0,01X, for0,07<X<1,50
for 1000-ppi scanner:

D <0,0005, for0,00<X<0,07

D <0,0071X, for0,07<X<1,5

where

- iY'Xi'
= actual target distance;
= measured image distance.

, X, Y are in inches.

D.1.2.3.2 Requirement (along-bar)

When s¢anning a multiple, parallel bar target in both vertical bar and horizontal bar orientations, thie
maximum difference in the horizontal or vertical direction, respectively,bétween the locations of anjy
two points within a 1,5-inch segment of a given bar image shall not e%ceed 0,016 inches for at leadt
99,0 % opf the tested cases in each print block measurement area and-in each of the two orthogongl
directiops.

D.1.2.3.B Background

The phrase: multiple, parallel bar target refers to a Ronchitarget, which consists of an equal-width bar anfd
space square wave pattern at 1,0 cy/mm, with high contrast ratio and fine edge definition. This target is
also usefl to verify compliance with the scanner spatidl sampling rate requirement given in D.1.2.

Across-lar geometric accuracy is measured across the imaged Ronchi target bars that substantiallly
cover thie total image capture area. The 500'ppi requirement corresponds to a positional accuracy of
+1,0 % fbr distances between 0,07 and 1,5 1nches and a constant +0,0007 inches (1/3 pixel) for distances
less thah or equal to 0,07 inches. The 1000 ppi requirement corresponds to a positional accuracly
of £0,71| % for distances between 0,07 and 1,5 inches and a constant +0,0005 inches (1/2 pixel) fqr
distancgs less than or equal to 0,07 inches.

o=}

This mepsurement procedure is'also used to verify the ppi spatial sampling rate requirement given i
D.1.2.3.

Along-bar geometricdecuracy is measured along the length of an individual Ronchi target bar in t
image. Hor a given hdrizontal bar, for example, the maximum difference between bar centre locationls
(in the Vertical direction), determined from bar locations measured at multiple points along a 1,5 inc

bar seg];ent léngth, is compared to the maximum allowable difference requirement (analogously fdr

vertical par}, This requirement is to ensure that pincushion or barrel distortion over the primary are
of intergst/i.e., a single fingerprint is not too large.

D.1.2.4 Spatial frequency response

D.1.2.4.1 Requirements

The spatial frequency response shall be measured using a continuous tone sine wave target denoted
as a modulation transfer function (MTF) measurement unless the scanner cannot obtain adequate
tonal response from this target, in which case a bi-tonal bar target shall be used to measure the spatial
frequency response, denoted as a contrast transfer function (CTF) measurement. When measuring the
sine wave MTF, it shall meet or exceed the minimum modulation values given in Table D.2 in both the
detector row and detector column directions and over any region of the scanner’s field of view. When
measuring the bar CTF, it shall meet or exceed the minimum modulation values defined by Formula (D.1)
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or Formula (D.2) (whichever applies) in both the detector row and detector column directions and

over any region of the scanner’s field of view. CTF values computed from Formulae (D.1) and (D.2) for
nominal test frequencies are given in Table D.3.

None of the MTF or CTF modulation values measured at specification spatial frequencies shall exceed 1,05.

The output sine wave image or bar target image shall not exhibit any significant amount of aliasing.

Table D.2 — MTF requirement using sine wave target

Frequency Minimum m_odulation Minimum mf)dulation Maximum modulation
(cy/mm) for 500 ppi scanner for 1000 ppi scanner
1 0,905 0,925
2 0,797 0,856
3 0,694 0,791
4 0,598 0,732
5 0,513 0,677
6 0,437 0,626
7 0,371 0,579
8 0,312 0,536 1,05
9 0,255 0,495 at all frequenci¢s
10 0,200 0,458
12 0,392
14 0,336
16 0,287
18 0,246
20 0,210
NOTE Testing at 7 cy/mm and 9 cy/mm’is not a requirement if these frequency patterns are absent{from the
sine wave target.
Table D.3 — CTF.requirement using bar target (nominal test frequencies)
Frequency Minimum n}odulation Minimum mf)dulation Maximum modulation
(cy/mm) for 500 ppi scanner for 1000 ppi scanner
1,0 0,948 0,957
2,0 0,869 0,904
3,0 0,791 0,854
4,0 0,713 0,805
50 0,636 0,760
6,0 0,559 0,716
70 8,483 8,675
8,0 0,408 0,636 1,05
9,0 0,333 0,598 at all frequencies
10,0 0,259 0,563
12,0 0,497
14,0 0,437
16,0 0,382
18,0 0,332
20,0 0,284
NOTE Testing at or near 7 9 cy/mm and is a requirement when using a bar target.
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It is not required that the bar target contain the exact frequencies listed in Table D.3; however, the
target does need to cover the listed frequency range and contain bar patterns close to each of the listed
frequencies. Formulae (D.1) and (D.2) are used to obtain the specification CTF modulation values when
using bar targets that contain frequencies not listed in Table D.3.

500 ppi scanner, for f=1,0 to 10,0 cy/mm:

CTF=3,04105E% % f2_7,99095E 2% f+1,02774 (D.1)

1000 ppfscanmer; for f = 1,0to 20,0 Cy/mm:

CTF=—1,85487E 7> f34+1,41666E 3% f2—5,73701E 2 f+1,01341 (D.4)

D.1.2.4.2 Background

For MTF assessment, the single, representative sine wave modulation in each imaged sine wave
frequengy pattern is determined from the sample modulation values collected from within that patterp.
The sanjple modulation values are computed from the maximum and minimum/levels correspondir:L
to the “peak” and adjacent “valley” in each sine wave period. For a sine wave image, these maximurh
and mirfimum levels represent the image grey-levels that have been loeally averaged in a directioh
perpendicular to the sinusoidal variation and then mapped through a‘calibration curve into targgt
reflectance space. Sample image modulation in target reflectance space is then defined as:

modulation = (maximum - minimum)/(maximum + minimurmj

The calipration curve is the curve of best fit between the itiage grey-levels of the density patches in thie
sine waye target and the corresponding target reflectance values (it is assumed that sine wave target
modulations and target density patch values are supplied by the target manufacturer). The scanndr
MTF at ¢ach frequency is then defined as:

MTH = peak image modulation/target modulation
For CTF|assessment, the modulations are-determined directly in image space, normalised by the imag

modulatjion at zero frequency, instead-of using a calibration curve. The scanner CTF at each frequency
is then defined as:

[

CTF|= peak image moduldation/(zero frequency image modulation)

o

The bar|target shall céntdin at least 10 parallel bars at each of the higher spatial frequencies (~50 9
Nyquist|to Nyquist frequency), which helps to ensure capture of optimum scanner - target phasi
and aid$ investigation of potential aliasing. The bar target shall also contain a very low frequenc
compongnt, i.es-alarge square, bar, or series of bars whose effective frequency is less than 2,5 % of t
scanner|s final'output spatial sampling rate. This low frequency component is used in normalizing t
CTF; it shalljhave the same density (on the target) as the higher frequency target bars.

The upper limit of 1,05 modulation is to discourage image processing that produces excessive edge
sharpening, which can add false detail to an image.

Aliasing on sine wave images or bar images may be investigated by quantitative analysis and from
visual observation of the softcopy-displayed image.
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D.1.2.5 Signal-to-noise ratio

D.1.2.5.1 Requirement

The white signal-to-noise ratio and black signal-to-noise ratio shall each be greater than or equal to
125,0 in at least 97,0 % of respective cases within each print block measurement area.

D.1.2.5.2 Background

firesipgmat s defimed o cdifference betwee EdVerage output grey-tfevets obtaimed frommscans of
3 uniform low reflectance and a uniform high reflectance target, measuring the average)valpes over
independent 0,25 by 0,25 inch areas within each print block area. The noise is defined as.the Jtandard
deviation of the grey-levels in each of these quarter-inch measurement areas. Therefore, for each

igh reflectance, low reflectance image pair there are two SNR values, one using the high reflectance
sfandard deviation and one using the low reflectance standard deviation. To @btain a true measure
df the standard deviation, the scanner is set up such that the white average gtey-level is several grey-
le¢vels below the system’s highest obtainable grey-level and the black average grey-level is several grey-
l¢vels above the system’s lowest obtainable grey-level.

).1.2.6 Grey-level uniformity

).1.2.6.1 Requirement — Adjacent row, column uniformity

At least 99,0 % of the average grey-levels between evéry ‘two adjacent quarter-inch-long rpws and
99,0 % between every two adjacent quarter-inch-long\columns within each imaged print blpck area
shall not differ by more than 1,0 grey-levels when scaihing a uniform low-reflectance target gnd shall

ot differ by more than 2,0 grey-levels when scannifig a uniform high-reflectance target.

).1.2.6.2 Requirement — Pixel-to-pixel uniformity

Hor at least 99,9 % of all pixels within*every independent 0,25 by 0,25 inch area located within each
inaged print block area, no individual:pixel’s grey-level shall vary from the average by more than 22,0
grey-levels when scanning a uniferm high-reflectance target and shall not vary from the average by

ore than 8,0 grey-levels when.scanning a uniform low-reflectance target.

).1.2.6.3 Requirement-—"Small area uniformity

Hor every two independent 0,25 by 0,25 inch areas located within each imaged print block 4rea, the
dverage grey-levels.of the two areas shall not differ by more than 12,0 grey-levels when scanning a
niform high-reflectance target and shall not differ by more than 3,0 grey-levels when scdnning a
niform low-téflectance target.

).1.2.6:4~"Background

easurements are made over multiple, independent test areas on a print block-by-print block Hasis (for
ive-seanner—the-entire-eaptire-areaisnormaly—eonsidered-a—singleprint-blockareaj—Fo—obtain a
true measure of the standard deviation, the scanner is set up such that the white average grey-level is
several grey-levels below the system’s highest obtainable grey-level and the black average grey-level is
several grey-levels above the system’s lowest obtainable grey-level.

D.1.2.7 Finger image quality

The scanner shall provide high quality finger images; the quality will be assessed with respect to the
requirements in D.1.2.7.1.
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D.1.2.7.1 Requirement — Fingerprint grey range

Atleast 80,0 % of the captured individual finger images shall have a grey-level dynamic range of at least
200 grey-levels, and at least 99,0 % shall have a dynamic range of at least 128 grey-levels.

D.1.2.7.2 Background

Card and live scan systems at a booking station have some control over dynamic range on a subject-
by-subject or card-by-card basis, e.g., by rolling an inked finger properly or by adjusting gain on a
livescanner However, with central site or file coanversion cycfnmc where o vqriﬂfy of card fypnc an
image qpalities are encountered in rapid succession, automated adaptive processing may be necessar)
The eight-bits-per-pixel quantization of the grey-level values for very low contrast fingerprints need
to more|optimally represent the reduced greyscale range of such fingerprints, but without significan
saturatipn. The intent is to avoid excessively low contrast images without adding false detail,

— »n

Dynamif range is computed in terms of number of grey-levels present that have/signal content,
measuring within the fingerprint area and substantially excluding white background;and card form3
lines, boxes and text.

[

For cardl scanners, compliance with these dynamic range requirements shall be verified using ja
statisticplly stratified sample set of fingerprint cards. The test fingerprint.card set may include cards
with difficult-to-handle properties, e.g., tears, holes, staples, glued-on photos or lamination, for testinig
card scanners that have automatic document feeder mechanisms. For live scanners, compliance will bie
verified [with sets of livescans produced by the vendor.

D.1.2.7.83 Requirement — Finger artefacts and anomalies

Artefactls or anomalies detected on the finger images that@re due to the scanner or image processinig
shall noft significantly adversely impact support to the functions of conclusive fingerprint comparisonls
(identification or non-identification decision), fingeyprint classification, automatic feature detection gr
overall AFIS search reliability.

D.1.2.7.4 Background

The finger images will be examined to determine the presence of artefacts or anomalies that are due
to the sdanner or image processing;.assessment may include measurements to quantify their degree gf
severity|and significance. Image drtefacts or anomalies such as the following non-inclusive list may bje
investighted:

— jittdr noise effects,
— shafp truncationstin average grey-level between adjacent print blocks,

— gap$ in the greytlevel histograms, i.e., zero pixels in intermediate grey-levels, or clipping to less tha
256|possiblesgrey-levels,

—

— imaping'detector butt joints,

— noise streaks,
— card bleed-through, and

— grey-level saturation.

D.1.2.7.5 Requirement — Fingerprint sharpness and detail rendition

The sharpness and detail rendition of the finger images, due to the scanner or image processing, shall
be high enough to support the fingerprint functions stated in D.1.1, paragraph 2.
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D.1.2.7.6 Background

Fingerprint sharpness and detail rendition that is due to the scanner or image processing may be
investigated by employing suitable, objective image quality metrics, as well as by visual observation of
the softcopy-displayed image.

D.1.3 Identification flats

D.1.3.1 Overview

[raditional fingerprint sets contain both rolled and plain fingerprint images. The rolled impt:essions
sjupport the search processing and identification functions and the plain impressions are used primarily
fbr sequence verification. Fingerprinting systems designed for “identification flats” civilian background
dhecks capture a single set of plain impressions. This single set of plain impressions shdll support finger
sequence verification, search processing, and identification.

age quality has historically been a challenge for civil background checks>Some programs| require
any relatively low-volume capture sites, which makes training difficult.(A)key goal for identjification
flats scanners is to reduce the need for training so that inexperienced usersconsistently captur¢ quality
fingerprint images.

[he identification flats scanner shall meet all the requirements stated in D.1.2 as wel] as the
equirements in D.1.3.2.

).1.3.2 Requirement — Capture protocol

[he system shall provide a simple capture protocol,

).1.3.3 Background

A simple capture protocol supports the inexperienced user’s ability to more consistently captpre high
duality fingerprints. Identification flats*cellection systems will be evaluated for their ability to[produce
a very small rate of failure to enral iitan operational setting. Systems with a minimum captpre area
df 3,2 inches (width) by 3,0 inches (height) that can capture four fingers simultaneously in an upright
fJosition will be considered in compliance with the simple capture protocol requirement. Other|capture
approaches will require speeific testing and documentation.

).1.3.4 Requirement — Verifiable finger sequence data

[he method of capturing the fingers shall result in very low probability of error in the finger ngimbers.

).1.3.5 BacKground

[he fingerprinting system’s capture protocol will be evaluated for its ability to capture vgrifiable
finger'sequence data. Systems with a minimum capture area of 3,2 inches (width) by 3,0 inches|(height)
thdt, capture four fingers simultaneously in an upright position will be considered in corhpliance
s e fimge cOUECe TeqUiTeITe —Otte apture approaches wi eguiTe specificte :ingand
documentation.

D.2 Image quality specification for personal verification

D.2.1 General

These specifications apply to fingerprint capture devices which scan and capture at least a single
fingerprint in digital, softcopy form. These specifications provide criteria for ensuring that the image
quality of such devices is sufficient for the intended applications; a primary application is to support
subject authentication via one-to-one fingerprint comparison.
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The fingerprint capture device shall be capable of producing images which exhibit good geometric
fidelity, sharpness, detail rendition, grey-level uniformity, and grey-level dynamic range, with low noise
characteristics. The images shall be true representations of the input fingerprints, without creating
any significant artefacts, anomalies, false detail or cosmetic image restoration effects. The fingerprint
capture device is expected to generate good quality fingerprint images for a very high percentage of
the user population, across the full range of environmental variations seen in the intended applications.

D.2.2 Requirements

allows testing of conformance with this image quality specification is availablel2l.

[¢)

Verification of compliance of the fingerprint capture device with the requirements shall prindarily b
perforntd by the test method, i.e., verification through systematic exercising of the item with\sufficier
instrumentation to show compliance with the specified quantitative criteria.

ot

The devjce shall be tested to meet the requirements in its normal-operating-mode, with the following
possiblelexceptions:

1) If tHe device has a strong presentation attack detection, of a type whereby only live fingerprint
willf produce an image, then this feature needs to be switched-off or-bypassed in the target tes
mode of operation.

-+ \n

-+ 2D

featre set, colour image, then the monochrome grey scale imiage needs to be accessed and outpy

2) Iftl;F device’s normal output is not a monochrome grey scale image, e.g., it is a binary image, minuti
in the test mode of operation.

3) Other normal-operating-mode features of the device similar/comparable/analogous to (1) and (2
mayf need to be disengaged.

Nt

Table D.f gives some of the basic requirements for the single finger capture device.

Table D.4 —Basic requirements

Parameter Requirement
Capture size >12,8 mm wide by 216,5 mm high
True optical or native spatial >500 ppi in sensor detector row and
sampling rate (Nyquistfrequency) column directions
Spatial samplingTate scale 490 ppi to 510 ppi in sensor detector row

and column directions

Image type Capability to output monochrome image
at 8 bits per pixel, 256 grey-levels
(prior to any compression)

D.2.2.1 | Geometric accuracy

D 2 2 1 D 3 £ 4L € | D)
[Y“rv“re & NCYUITTIIICTIITF L (AT USS™UdL )

A multiple, parallel bar target with a one cy/mm frequency is captured in vertical bar and horizontal
bar orientations. The absolute value of the difference between the actual distance across parallel target
bars, and the corresponding distance measured in the image, shall not exceed the following values, for
atleast 99 % of the tested cases in each of the two orthogonal directions.

D <0,0013, for 0,00 <X < 0,07
D <0,018X, for 0,07 <X < 1,50

where
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D is|Y-X|;
X isactual target distance;
Y ismeasured image distance.

D, X, Y are in inches.

D.2.2.1.2 Requirement #2 (along-bar)

multiple, parallel bar target with a one cy/mm frequency is captured in vertical bar and{hdrizontal
ar orientations. The maximum difference between the horizontal direction locations (forvertlical bar)
r vertical direction locations (for horizontal bar), of any two points separated by up to 1,5 inchles along
single bar’s length, shall be less than 0,027 inches for at least 99 % of the tested cases in the given
irection.

Q. O o

owl

equirements #1 and #2 may be verified by the inspection method instead'ef-the test methqd, if the
ngerprint capture device has all of the following characteristics, and, ddequate documentation for
hese characteristics is supplied:

t —n

1 Construction of a suitable 1 cy/mm Ronchi target that will produce measurable images with the
capture device requires extraordinary effort and resources,

-+ The sensor is a two-dimensional staring array (area array) on a plane (not curved) surface

—+ There is no movement of device components, nor purposeful movement of the finger, during finger
image capture,

-+ There is no device hardware component (e.g4 a’lens or prism) between the finger and th¢ sensor,
with the possible exception of a membranedn the sensor surface which, if present, does notplter the
geometry of the imaged finger, and

-+ Any signal processing applied to the'captured fingerprint image does not alter the geometfy of the
captured fingerprint image.

D.2.2.1.3 Background

The phrase: multiple, parallel bar target refers to a Ronchi target, which consists of an equal Width bar
nd space square wave pattern at 1,0 cy/mm, with high contrast ratio and fine edge definition.

cross-bar geometrio accuracy is measured across the imaged Ronchi target bars, which cpver the
tptal image capture area. The requirement corresponds to a positional accuracy of 1,8 % for djistances
etween 0,07-and 1,5 inches, and a constant +0,0013 inches (2/3 pixel) for distances less than [or equal
tp 0,07 inchies: These across-bar measurements are also used to verify compliance with the|device’s
sjpatial sampling rate scale tolerance requirement given in Table D.4.

long-bar geometric accuracy is measured along the length of an individual Ronchi bar in the impage. For

given horizontal bar, for example, the maximum difference between bar centre locations (igllvertical
direction), determined from bar locations measured at multiple points along bar’s length, is compared
to the maximum allowable difference requirement (analogously for vertical bar). This requirement is
to ensure that pincushion, barrel, or other types of distortion are not too large, over the area of a single
fingerprint.

D.2.2.2 Spatial frequency response (SFR)

D.2.2.2.1 Requirements

The spatial frequency response shall normally be measured by either using a bi-tonal, high contrast bar
target, which results in the device’s contrast transfer function (CTF), or by using a continuous-tone sine
wave target, which results in the device’s modulation transfer function (MTF). If the device cannot use
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a bar target or sine wave target, i.e., a useable/measurable image cannot be produced with one of these
targets, then an edge target can be used to measure the MTF2),

The CTF or MTF shall meet or exceed the minimum modulation values defined in Formula (D.3) (for
CTF) or Formula (D.4) (for MTF), over the frequency range of 1,0 to 10,0 cy/mm, in both the detector
row and detector column directions, and over any region of the total capture area. Table D.5 gives
the minimum CTF and MTF modulation values at nominal test frequencies. None of the CTF or MTF
modulation values in the 1,0 to 10,0 cy/mm range shall exceed 1,12, and the target image shall not
exhibit any significant amount of aliasing in that range.

CTFl=—5,71711E 5% f* +1,438781% f3 -8,94631E 3 * f2-8,05399E 2 * f +1,00838 (P:3)
MTE=-2,80874E =%+ f3+1,06255E 2 f2—1,67473E~ 1% f+1,02829 (D.4)

(equatidns valid for f= 1,0 to f= 10,0 cy/mm)

Table D.5 — CTF and MTF requirements at nominal test frequencies

Frequency (f) in cy/mm Minimum CTF modulation Minimum MTF modulation when using
at object plane when using bar target sine‘wave or edge target
1,0 0,920 0,871
2,0 0,822 0,734
3.0 0,720 0,614
4,0 0,620 0,510
5,0 0,526 0,421
6,0 0,440 0,345
7,0 0,362 0,280
8,0 0,293 0,225
9,0 0,232 0,177
10,0 0,174 0,135

D.2.2.2.2 Background

The 1,12 upper limit for modulation is to discourage image processing that produces excessive edg
sharpenfing, which can add fdlse'detail to an image and/or excessive noise.

D

Aliasing| can be investigated quantitatively (e.g., Fourier analysis) and, for sine wave or bar image$,
from vigual observation of the softcopy-displayed images. It is recognized and accepted that somje
amount |of aliasingsdue-to-decimation is often unavoidable at the higher frequencies, but aliasing-dug
to-upscdling is not dcceptable at any frequency within the required Nyquist limit.

The target.can be fabricated of any material and on any substrate suitable for measurement with t
given d¢vice, working in reflective, transmissive, or other signal transfer mode, and in either twd-
dimensions or three-dimensions.

If the relation between output grey-level and input signal level is nonlinear, i.e., the device’s input/
output response is nonlinear, then this needs to be appropriately accounted for in the computations for
MTF or CTF. (MTF and CTF are strictly defined only for a linear or linearized system.)

It is not required that the CTF or MTF be obtained at the exact frequencies listed in Table D.5; however,
the CTF or MTF does need to cover the listed frequency range and contain frequencies close to each of
the listed frequencies.

2)  Ifitis conclusively shown that neither a sine wave target, nor bar target, nor edge target can be used in a
particular device, other methods for SFR measurement can be considered.
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Sine wave target - Commercially manufactured sine wave targets commonly contain a calibrated step
tablet for measurement of the device’s input/output response, and the target sine wave modulation
values are also supplied, which are used to normalise the device output modulation values to arrive at
the device MTF.

Bar target - The bar target shall contain an adequate number of parallel bars at each spatial frequency,
i.e., enough bars to help ensure capture of optimum phasing between the target and the device’s sensor,
and to aid investigation of potential aliasing. The bar target shall also contain a very low frequency
component (less than 0,3 cy/mm), such as a single large bar, with the same density as the other bars
(nsed for normalization)

If the device has a nonlinear response, then a procedure analogous to that used for sine wave\prpcessing
will have to be used to establish the effective bar image modulation values in target spacg;

he spatial frequency response of the bar target itself may not be known. In such,a case, the device
utput bar modulation values (in image space or, if nonlinear response, in targetispace) are notmalised
y the near-zero frequency bar output modulation value, resulting in an acééptable measure of the
evice CTF.

.o O =

lwul

dge target - The computation of MTF from an imaged edge target followsthe relevant ISO standard(11].
he target edge is oriented at an angle of 5,2 degrees, alternately with respect to the sensor fow and
dolumn directions. If the device has a nonlinear response, then the.nonlinearity needs to be measured
nd taken into account in the computations. The computed output modulation values are nogmalised
tp 1,0 at zero frequency (by dividing by the area of the line spread function), resulting in an acfeptable
easure of the device MTF. If the spatial frequency response,of the target edge is known, then g further
ivision by that response function is performed to obtain a more exact measure of the device MTF. The
dge target shall contain at least two fiducial marks from which the image scale in the across-the-edge
irection can be measured, in pixels per inch.

—

.2.2.3 Grey-level uniformity

.2.2.3.1 Requirement #1 — Adjacentrow, column uniformity

t least 99 % of the average grey-levels between every two adjacent quarter-inch long rows apd 99 %
etween every two adjacent quarter-inch long columns, within the capture area, shall not differ by
ore than 1,5 grey-levels whén scanning a uniform dark grey target, and shall not differ by mpre than
,0 grey-levels when scanning a uniform light grey target.

.2.2.3.2 Requirement #2 — Pixel to pixel uniformity

or at least 99,0.% of all pixels within every independent 0,25 by 0,25 inch area located within the
pture areagnovindividual pixel's grey-level shall vary from the average by more than 8,0 grey-levels
hen scanning a uniform dark grey target, and no individual pixel's grey-level shall vary from the
erage byumore than 22,0 grey-levels when scanning a uniform light grey target.

.2:2.3.3 Requirement #3 — Small area uniformity

For every two independent 0,25 by 0,25 inch areas located within the capture area, the average grey-
levels of the two areas shall not differ by more than 3,0 grey-levels when scanning a uniform dark grey
target, and shall not differ by more than 12,0 grey-levels when scanning a uniform light grey target.

D.2.2.3.4 Requirement #4 — Noise
The noise level, measured as the standard deviation of grey-levels, shall be less than 3,5 in every

independent 0,25 by 0,25 inch area located within the capture area, when scanning a uniform dark grey
target and a uniform light grey target.
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D.2.2.3.5 Background

Any suitable uniform light grey target and dark grey target may be used for measuring requirements
#1 to #4, including a pseudo-target. (The pseudo-target concept images the blank capture area with,
for example, the exposure time turned up or down, producing a uniform light grey or dark grey image,
respectively.) Each target needs to cover the entire capture area.

The device is set up such that the light average grey-level is at least 4 grey-levels below the device’s
highest obtainable grey-level when capturing fingerprints, and the dark average grey level is at least
4 grey-levels above the device’s lowest obtainable grey-level when capturing fingerprints. This avoids
possiblelsaturation levels and levels that are outside the range obtained in actual fingerprint captures

D.2.2.4 | Fingerprint image quality

The fingerprint capture device shall provide fingerprint image quality which is high enough¢to support
the intehded applications; a primary application is to support subject authentication 'via one-to-onle
fingerpnint comparison.

The imajge quality will be assessed with respect to the following requirementsgby-applying visual an
quantitdtive measurements to test livescans captured on the given device./These test livescans sha
consist ¢f:

—

— asefof20 fingers, nominally acquired from 10 different subjects and@ fingers per subject (preferabl
left{right index finger) and,

<

— asef of 5 index finger repeat captures from the same hand.of‘a single subject.

All of these test livescans shall be supplied for assessment in 8 bits per pixel, monochrome (grey-level
uncompfessed format (and have never been lossy-compreéssed).

<

D.2.2.4.1 Requirement #1 — Fingerprint grey rahge

(s

Atleast B0,0 % of the captured individual fingerprint images shall have a grey-level dynamic range of §
least 150 grey-levels.

D.2.2.4.2 Background

Dynamif range is computed ip-‘terms of number of grey-levels present that have signal content
measuring within the fingerprintarea and substantially excluding non-uniform background areas.

-

D.2.2.4.83 Requirement#2 — Fingerprint artefacts and anomalies

Artefacts or anomalies detected on the fingerprint images, which are due to the device or image
processing, shallmnot significantly adversely impact the intended applications.

D.2.2.4.4 Background

The fingerprint images will be examined to determine the presence of artetacts or anomalies which are
due to the device or image processing; assessment may include measurements to quantify their degree
of severity and significance. Image artefacts or anomalies such as the following non-inclusive list may
be investigated:

— jitter noise effects,
— localized offsets of fingerprint segments,
— sensor segmentation/butt joints,

— noise streaks, erratic pixel response,
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— grey-level saturation, and

— poor reproducibility.

D.2.2.4.5 Requirement #3 — Fingerprint sharpness and detail rendition

The sharpness and detail rendition of the fingerprint images, due to the device or image processing,
shall be high enough to support the intended applications.

]': 2.2 A4 _, R 1 - |
YT Tk 1\% Uﬂbl\sl Uvuiilu

v w]

ingerprint sharpness and detail rendition, which is due to the device or image processing| may be
hvestigated by employing suitable, objective image quality metrics, as well as by visual obseryation of
he softcopy-displayed images.

-+ —

ID.3 Requirements and test procedures for optical fingerprintseanners

I).3.1 General

—]

his annex details requirements and testing procedures for high quality optical fingerprint scanners. A
rey-level for the purposes of D.3 is a particular value contained within the range of a grayscalg image.

aQ

I).3.2 Testing prerequisites

=

).3.2.1 Requirements on the testing laboratory

1l measurements shall be performed within a:¢ompletely darkened optical laboratory without the
hfluence of external light sources. The insensitivity of the scanner to external stray light is not subject
f the tests to be performed. For some of the measurements it is necessary to extract light which is
mitted by the scanner via prisms; this strongly enhances the sensitivity of the scanner with rg¢spect to
hlse light. An exception here is the recording of fingerprints to test the grey scale range. For [this test
he normal room illumination shall bé switched on, to ensure normal environment condition$ similar
b the typical usage of the device,Before carrying out the measurements the optical surfage of the
ngerprint recording area shall' be cleaned. For performing the tests on the scanner the test laloratory
ses the following test tools:

c =t -h DO =N

- suitable software for.data evaluation (D.3.2.3),

— spreadsheet software, and

- suitable test targets (D.3.2.4).

—

he personal of the test laboratory should have fundamental knowledge on the test of optical systems/
hstruments, especially on the test of fingerprint scanners.

—

D.3:2.2 Requirements on the test object

For the test of the fingerprint scanner the manufacturer shall state the exact optical principle of
the scanner, including necessary drawings (or pictures, tables). An image capture area of at least
16 mm x 20 mm is required.

The fingerprint scanner to be tested shall be fully functional. Adaptive or dynamic adjustment,
calibration algorithms or presentation attack detection mechanisms inside the scanner or the scanner
software (on the PC), which may include filters, compensation, optimization, dynamic contrast
adjustment, shall be disabled during the test. For this purpose, the manufacturer may have to provide
adapted software for the scanner in which such software parts/algorithms are deactivated. The
software shall operate with constant parameter settings during the test. Only for testing the grey scale
range of finger images dynamic algorithms which will be used in customer applications are allowed.
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D.3.2.3 Requirements on the evaluation software

The software to evaluate the fingerprint digital image data shall compute image quality based on
the two-dimensional spatial frequency power spectrum of the fingerprint digital image. The power
spectrum, which is the square of the magnitude of the image’s Fourier transform, contains information
on the sharpness, contrast, and detail rendition of the image. These are components of visual image
quality. Within the software, the power spectrum is normalised by image contrast, average grey-level
(brightness), and image size; a visual response function filter is applied, and the pixels per inch spatial
sampling rate scale of the finger image is considered. The fundamental output is a single-number image
quality walue which is the sum of the filtered, scaled, weighted power spectrum values The pawer
spectrum normalizations allow valid comparisons between disparate finger images. The software sha|l
work as|[follows:

— The[software shall have the digital finger image as input.

— It sHall define a square window width of about 60 % of finger image width.

— It sHall locate the left/right and bottom/top edges of the fingerprint.

— It sHall define a set of overlapping windows covering the entire fingerprintatea.

— It shall exclude very dense and very low structure areas within the fingerprint from furthdr
evaluation.

— It sHall compute the 2D power spectrum of each window using-a2D FFT.
— It shall be normalised by total energy and window size.

— It sHall apply a Human Visual System (HVS) filter (inclusion of such a filter makes the final qualitly
valyes more closely correspond to human observerdssessments of relative quality).

— It shall use an initial image quality value pefZwindow, i.e. the 2D normalised, filtered powdr
spe¢trum values at non-zero frequencies are summed, resulting in a single quality number for thie
given sub image.

— It sHall identify the window with the-highest image quality.

—

[t shall donvert the image quality to the dc normalised image quality, that means it shall scale the fingd
image tq the range [0,100], where O+sthe worst quality, 100 is the best quality. The software shall work
as follows:

(s

— The|image quality overestimates dark areas within the finger images and underestimates brigh
aregs. This effect shall"be compensated by multiplying the image quality value with the square gf
the hverage grey values.

— It shall check-far special cases (very high contrast or very light, structured image) and adjust thie
image qualityvaccordingly.

— It shal seale by ppi and normalise the image quality to the range [0,100].

D.3.2.4 Demands on the test targets

D.3.2.4.1 Test targets for optical fingerprint scanner working on the principle of frustrated total
internal reflection in the bright field

Test targets which are closely related to the functional principle of the fingerprint scanner shall be
used. During the tests with these targets no intervention in the optical beam path of the scanner shall
be performed. The targets shall be placed directly on the optical recording surface of the scanner. The
targets are made as specular reflecting, structured or unstructured mirrors. Light emerging from the
optical recording surface of the scanner will not only be reflected from the front surface of the target,
but also from the back side of the target. To avoid these parasite reflections, a prism shall be placed
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on top of the target to couple out this light. For this purpose, an immersion liquid shall be inserted
between scanner and target and also between target and prism; the refractive index of this liquid shall
be close to those of optical glasses (optical recording surface of the scanner, target, prism). This liquid
layer shall contain neither dust nor air bubbles. It is recommended to use an immersion liquid with a
reflective index of n~1,5.

D.3.2.4.2 Test targets for optical fingerprint scanner working on the principle of frustrated total
internal reflection in the dark field

est-targets—whichare—closelyrels g rt-seatreryshall be
sed. During the tests with these targets no intervention in the optical beam path of the scanner shall
e performed. The targets shall be placed directly on the optical recording surface of the'scampner. For
he optical coupling between scanner and target an immersion liquid shall be inserted;'the refractive
hdex of this liquid shall be identical with those of the optical recording surface of the scanmer. This
quid layer shall contain neither dust nor air bubbles. It is recommended to usg-an immersign liquid
Vith a reflective index of n~1,5.

|

he targets are made as diffusely reflecting areas. On these substrates _defined grey level$ can be
enerated by suitable exposure processes. The targets material is requitéd to be liquid resistant. If the
thrgets are laminated to protect them from liquid, care shall be taken that the lamination process does
ot change the optical properties of the targets.

.3.3 Requirements and test procedures
.3.3.1 Investigation of the greyscale linearity

.3.3.1.1 Requirements

hen measuring a stepped series of uniform target reflectance patches (“step tablet”) that subsfantially
vers the scanner’s grey range, the average value of each patch shall be within 7,65 grey-leyels of a
linear, least squares regression line fitted between target reflectance patch values (indgpendent
ariable) and scanner output grey-levéls of 8 bit spatial sampling rate (dependent variable).

.3.3.1.2 Background

1l targets used within thiStest case are expected to be scanned with the scanner operating in a linear
ihput/output mode. Linearity enables valid comparisons of test measurements with requirements.
or fingerprint scansflinearity produces a pristine image in a common reference base. From this base,
sers can then applylinear/non-linear processing, as needed for specific purposes, with the¢ benefit
that they are alwdys able to get back to the base image. However, in a typical case, linearity may be
aived for test target scans; i.e., a small amount of smooth, monotonic nonlinearity may be acgeptable
hen it is_substantially impractical and unrepresentative of operational use to force linearity on the
scanner under test. Such cases require the submission of documentation along with the waiverjrequest.

It is'recognized that the fingerprint on the scanner may have less than ideal characteristics, |n terms
f*average reflectance, discontinuities in average reflectance, low contrast or background clutter.
Such problems may sometimes be minimized by applying nonlinear grey-level processing to the
scanner captured image. For these reasons, linearity is not a requirement for the operational or test
fingerprint scans.

D.3.3.1.3 Used targets

D.3.3.1.3.1 Test targets for optical fingerprint scanner working on the principle of frustrated
total internal reflection in the bright field

For this test case targets with a metal-coated surface may be used; within these targets different
reflectivities are realized. Chromium or aluminium may be used; chromium can be very well deposited
in different densities but allows a maximum reflection of about 50 %. Aluminium has a maximum

© ISO/IEC 2019 - All rights reserved 53


https://standardsiso.com/api/?name=13da803e46cef3359cb37b0623da5716

ISO/IEC 39794-4:2019(E)

reflectivity of about 85 % to 92 %, but it is difficult to depose it in different densities. As the reflectivities
of the target surfaces cannot be correctly predicted, the reflectivities of all targets shall be measured
accurately.

D.3.3.1.3.2 Test targets for optical fingerprint scanner working on the principle of frustrated
total internal reflection in the dark field

For this test case targets with diffusely reflecting surfaces with different blackened test fields are
used. Such targets are commercially used for testing the modulation transfer function (MTF) of flatbed
scannerg—Aceot C‘lius to-the-stze-of-therecor dius strface-thetat Sct tseutinto picuco with—twoor-mot

test fields. By this way multiple test fields can be placed simultaneously on the recording surface.

D.3.3.1.ff Test procedure

D.3.3.1.4.1 Teststep 1

(s

A series|of fields with different reflection values shall be placed one after another, on the fingerpriy
scanner|and an image of each target shall be recorded. At least nine targets with different reflectio
values, which substantially cover the dynamic range of the scanner, shall be recorded.

-

D.3.3.1.4.2 Teststep 2

The adjgcent verage grey value of each target image shall be determined with suitable software. Thie
reflectiyity and the resulting grey value of each target shall be détermined as pair of values.

D.3.3.1.4.3 Teststep 3

For thoge pairs of values, a linear regression shall be performed. For each average grey value, the
differenfe to the resulting regression line shall be determined.

D.3.3.1.p Requirement compliance

None of the calculated differences in test-step 3 is allowed to be larger than 7,65 grey values.
D.3.3.2 | Investigation of the spatial sampling rate and geometrical accuracy

D.3.3.2. Requirements

Spatial §ampling rate: The-scanner’s final output finger image shall have a spatial sampling rate, in both
sensor detector row and)column directions, in the range: (R - 0,01R) to (R + 0,01R). The magnitude of R
is either] 500 ppi or.1000 ppi; a scanner may be certified at either one or both of these spatial samplinjg
rate levgls. The scanner’s true optical spatial sampling rate shall be greater than or equal to R.

Across-lhar geometric accuracy: When scanning a 1,0 cy/mm, multiple parallel bar target, in both
vertical |bar, "and horizontal bar orientations, the absolute value of the difference (D), between t
actual distaneeaeressparaleltargetbs —and-the-€o sonding-distaneemes ecHn-the-imas
(Y), shall not exceed the following values, for at least 99 % of the tested cases in each print block
measurement area and in each of the two directions:

— for 500 ppi scanners: D < 0,0007, for 0,00 <X < 0,07 and D < 0,01X, for 0,07 < X < 1,50;
— for 1000 ppi scanners: D < 0,0005, for 0,00 <X < 0,07 and D < 0,0071X, for 0,07 <X < 1,50;
where D = |Y-X|, X = actual target distance, Y = measured image distance (D, X, Y are in inches).

Along-bar geometric accuracy: When scanning a 1,0 cy/mm, multiple parallel bar target, in both vertical
bar and horizontal bar orientations, the maximum difference in the horizontal or vertical direction,
respectively, between the locations of any two points within a 1,5 inch segment of a given bar image,
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shall be less than 0,016 inches for at least 99 % of the tested cases in each print block measurement
area and in each of the two orthogonal directions.

D.3.3.2.2 Background

A multiple parallel bar target refers to a Ronchi target, which consists of an equal-width bar and
space square wave pattern with high contrast ratio and sharp edge definition. For a 500 ppi system,
the spatial sampling rate shall be between 495,0 ppi and 505,0 ppi; for a 1000 ppi system, the spatial
samplmg rate shall be between 990 0 pp1 and 1010 0 pp1 The scanner s true optlcal spatlal sampling

. g ; oy ' - w to the

eometric accuracy is measured across imaged 1,0 cy/mm Ronchi target bars thatisubstantially cover
the total image capture area. The 500ppi requirement corresponds to a positionalyaccuracy of +1,0 %
fpr distances between 0,07 and 1,5 inches, and a constant + 0,0007 inches (1/3pixel) for distances less
than or equal to 0,07 inches. The 1000 ppi requirement corresponds to a positional accuracy of[+0,71 %
fbr distances between 0,07 and 1,5 inches, and a constant + 0,0005 inches, (12 pixel) for distances less
than or equal to 0,07 inches.

long-bar geometric accuracy is measured along the length of imaged, 1,0 cy/mm Ronchi target bars
that substantially cover the total image capture area. For a given horizontal bar, for example, the
aximum difference between bar centre locations (in vertical’direction), determined from bar lpcations
easured at multiple points along a 1,5 inch bar segment lefigth, is compared to the maximum ajlowable
ifference requirement (analogously for vertical bar). This.requirement is to ensure that pincushion or
arrel distortion over the primary area of interest; i.e,, ‘a'single fingerprint is not too large.

.3.3.2.3 Used targets

.3.3.2.3.1 Test targets for optical fingerprint scanner working on the principle of frustrjated
tptal internal reflection in the bright field

he target shall cover at least 70:% of the recording surface of the fingerprint scanner. [The test
structure is a grating with a constant period length of 1 mm. The target can consist of directly r¢flecting
structures, such as chromiunmistripes on a glass substrate. The light passing the glass substratg shall be
upled out by a prism whjch'shall be placed on top of the target.

Iternatively, to this chromium coated glass target a plastic foil printed with black lines can bejused. In
this case no prism en-top of the target is required. Reflexion of the light is performed on the Hack side
f the foil. The blackprinted areas of the foil absorb and scatter the light, thus these areas apppar dark
ih the image. The usage of this target material is recommended for larger fingerprint scanning gurfaces.

.3.3.2.322) 'Test targets for optical fingerprint scanner working on the principle of frustrjated
tptal internal reflection in the dark field

Hetarget shall cover atleast 70 % of the recording surface of the fingerprint scanner. The test sfructure
isa grating with a constant period Iength of T mm.

The target shall consist of diffuse bright reflecting material, on which dark structures are applied.
These structures can be applied by a photographic process or by printing. Photographic or coated
paper shall not be used as target material, because its optical properties can be influenced by wetting
the material with immersion liquid. Thus, plastic material coated with photo emulsion as substrate is
recommended; this material is insensitive against immersion liquid; the dark structures can be applied
similar to the photographic process on paper.

© ISO/IEC 2019 - All rights reserved 55


https://standardsiso.com/api/?name=13da803e46cef3359cb37b0623da5716

ISO/IEC 39794-4:2019(E)

D.3.3.2.4 Test procedure

D.3.3.2.4.1 Teststep1

The targets shall be placed with immersion liquid or similar on the recording surface of the fingerprint
scanner. When using chromium coated glass targets the light passing the glass substrate shall be
coupled out by a prism which shall be placed on top of the target. When using black printed plastic foils
as target this prism is not necessary. Each target shall be placed 4 times on the recording surface of the
fingerprint scanner, two times with the lines in vertical direction (each time turned by 180°) and two
times wi : : : : : . : : . : <
induced|by the target and not by the fingerprint scanner can be detected.

After placing the target on the recording surface of the fingerprint scanner, the laboratory shall ensur
that the|stripes of the target are parallel to the pixels of the scanner. To detect this, the laboratory sha
look for pliasing effects at the edge of the stripes while looking at the recorded images on@high-qualit]

—

<

D.3.3.2.4.2 Test step 2

The pix¢ls coordinates of the edges of the stripe field in the recorded imagé'are determined. These
data andl the picture dimensions are necessary for the evaluation by suitable software (see D.3.2.3).
This soffware determines within the specified measurement field the distance between neighbouring
stripes, fhe average distance between six stripes and the coordinatés of the central line of each strip¢.
As a unif, pixels shall be used.

D.3.3.2.4.3 Teststep 3

Based oh the results of test step 2 and the well-known grating period of the test target (1 mm) thee
spatial 4Jampling rate of the scanner at different positions within the image can be determined. This
spatial ampling rate can be used to rescale the distahce between the stripes from pixel to mm. Basefd
on thesq values the difference between theoretieal and measured distance between the stripes can be
calculatged for different measurement areas..From the position of the stripes and their lateral bend thie
scanner|distortion can be measured.

D.3.3.2.5 Requirement compliance

The valyes listed in D.3.3.3.1 shall'’be completely met.
D.3.3.3 | Investigation of the contrast transfer function

D.3.3.3.l Requiremerits

The spatial frequency response shall be measured using a binary grid target (Ronchi-Grating), denotefd
as contrpst transfer function (CTF) measurement. When measuring the bar CTF, it shall meet or exceed
d
n

the minfimim"' modulation values defined by Formula (D.5) or (D.6), in both the detector row an
detectowmwmgmwmw&m

Formula (D.5) or (D.6) for nominal test frequencies are given in Table D.6. None of the CTF modulation
values measured at specification spatial frequencies shall exceed 1,05. The output bar target image
shall not exhibit any significant amount of aliasing.

Table D.6 — Minimum and maximum modulation

Frequency | Minimum n_lodulation Minimum m_odulation Maximum modulation
[cy/mm] for 500 ppi scanners for 1000 ppi scanners
1,0 0,948 0,957 1,05
2,0 0,869 0,904 1,05
3,0 0,791 0,854 1,05
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Table D.6 (continued)
Frequency | Minimum n_lodulation Minimum m_odulation Maximum modulation
[cy/mm)] for 500 ppi scanners for 1000 ppi scanners
4,0 0,713 0,805 1,05
5,0 0,636 0,760 1,05
6,0 0,559 0,716 1,05
7,0 0,483 0,675 1,05
80 0,408 0,636 1,05
9,0 0,333 0,598 1,05
10,0 0,259 0,563 1,05
12,0 — 0,497 1,05
14,0 — 0,437 1,05
16,0 — 0,382 1,05
18,0 — 0,332 1,05
20,0 — 0,284 1,05

he target does need to cover the listed frequency range and contain bar patterns close to ea
sted frequencies. Formulae (D.5) and (D.6) are used to obtain the minimum acceptable CTF mo
alues when using bar targets that contain frequencies notlisted in Table D.6.

< — e —

— 500 ppi scanner, for f=1,0 to 10,0 cy/mm:

CTF=3,04105E %% f2-7,99095E 2 f+1,02774

- 1000 ppi scanner, for f= 1,0 to 20,0 cy/min:

CTF=-1,85487E~>* f3 +1,41666E 3 f2-5,73701E 2 f+1,01341

v wl

or a given bar target, the specification frequencies include all of the bar frequencies which th
has in the range 1 to 10 cy/mm (500 ppi scanner) or 1 to 20 cy/mm (1000 ppi scanner).

o

).3.3.3.2 Background

multiple parallel.bay target refers to a Ronchi target, which consists of an equal-width bar a
quare wave patfern with high contrast ratio and sharp edge definition. These targets shall

hrget. Additionally, on this target there shall be large black and white structures to determine
frequency)of about 0 cy/mm. The spatial frequency of these structures shall be smaller than 3
yquistifrequency. For all scanners these structures shall have a width of at least 1,7 mm. Ea
estfield with the frequencies listed above shall have an adequate number and length of the gr3
stéd in Table D.7.

et = o W W

[ is not required that the bar target contain the exact frequencies listed in the previous table, however,

th of the
dulation

(D.5)

(D.6)

ht target

hd space
have all

patial frequencies in the range mentioned in D.3.3.3.1. All these gratings shall be placed on one single

a CTF at
% of the
th of the
ntings as

Table D.7 — Dimensions of the target structures

Spatial Min. number Width of the Min. length of the R/R Nyquist R/R Nyquist
frequency
R [mm-1] of stripes stripes [mm)] stripes [mm)] (at 500 ppi) (at 1000 ppi)
0,3 1 >1,700 2,50 3% 1,5%
1 4 0,500 2,50 10 % 5%
2 5 0,250 1,25 20 % 10 %
3 5 0,167 0,85 30 % 15 %
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Table D.7 (continued)
Spatial . . . . .
frequency Min. nu_mber Wlfith of the Min. l_ength of the R/R Nyqul_st R/R Nyquls_t
R [mm-1] of stripes stripes [mm] stripes [mm] (at 500 ppi) (at 1000 ppi)
4 5 0,125 0,63 40 % 20%
5 10 0,100 0,50 50 % 25%
6 10 0,083 0,42 60 % 30 %
7 10 0,071 0,36 70 % 35%
g 10 0,063 0,32 80 % 40 %
9 10 0,056 0,28 90 % 45 %
1 10 0,050 0,25 100 % 50 %
12 10 0,042 0,25 — 60 %
14 10 0,036 0,25 — 70 %
16 10 0,032 0,25 — 80 %
18 10 0,028 0,25 — 90 %
10 0,025 0,25 = 100 %
D.3.3.3.8B Used targets
D.3.3.3.8.1 Test targets for optical fingerprint scanner working/on the principle of frustrated

total inflernal reflection in the bright field

The target can consist of directly reflecting structures, such as chromium stripes on a glass substratg.
The target shall be structured as mentioned in D.3.3.3.2:\The light passing the glass substrate shall b,
coupled|out by a prism which shall be placed on top ofithe target (see D.3.2.4).

D

Alternatfively, to this chromium coated glass target a plastic foil printed with black lines can be use
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If the tafget covers at least'25 % of the recording surface of the fingerprint scanner, it shall be placed
only onge in the centre.of the recording surface. Otherwise it shall be placed twice on the recordinjg
surface,[left and rightof the centre. Thus, the corresponding number of images shall be recorded.

D.3.3.3.B.2 , Test targets for optical fingerprint scanner working on the principle of frustrated
total infernal'reflection in the dark field

The target shall consist of diffuse bright reflecting material, on which dark structures are applied.
These structures can be applied by a photographic process or by printing. Photographic or coated
paper shall not be used as target material, because its optical properties can be influenced by wetting
the material with immersion liquid. Thus, plastic material coated with photo emulsion as substrate is
recommended; this material is insensitive against immersion liquid; the dark structures can be applied
similarly to the photographic process on paper.

When determining the CTF, the laboratory shall consider that the target has a certain frequency
response (mainly caused by the manufacturing process). Thus the CTF of all used targets shall be
investigated by a microscope before using them for this test.
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If the target covers at least 25 % of the recording surface of the fingerprint scanner, it shall b

e placed

only once in the centre of the recording surface. Otherwise it shall be placed twice on the recording
surface, left and right of the centre. Thus, the corresponding number of images shall be recorded.

D.3.3.3.4 Test procedure

D.3.3.3.4.1 Teststep 1

The targets shall be placed on the recording surface (see D.3.2.4). The alignment of the targ

ets with

orizontal direction.

.3.3.3.4.2 Teststep 2

djacent within the recorded images the coordinates of the edges of a rectangular surrour
ratings are determined. With these coordinates, the file size and the dimension of the test tar
TF of all single test gratings will be calculated.

.3.3.3.4.3 Teststep 3

he determined CTF values shall be corrected by using the,real/measured modulation of th
(bee D.3.2.4). In addition, the target modulation realizes/no perfect “black” and “white”. T
odulation shall be corrected by using the “black” and’“white” values determined from t
structures as mentioned in D.3.3.1.2; all CTF values have:to be divided by this modulation.

.3.3.3.5 Requirement compliance

he values listed in D.3.3.3.1 shall be completely met. The CTF values for horizontal and
irection shall correspond to these valuesaThe acquired images are not allowed to show sig
liasing effects.

I).3.3.4 Investigation of the signal-to-noise ratio and the grey-level uniformity

D.3.3.4.1 Requirements

|

he white signal-to-npise-ratio (SNR) and black SNR shall each be greater than or equal to 12
bast 97 % of respective cases, within each measurement area.

— =

he grey-level uniformity is defined for the three following cases:

-+ Adjacent~row, column uniformity: At least 99 % of the average grey-levels between ey
adjacent quarter-inch long rows and 99 % between every two adjacent quarter-inch long ¢

reflectance target, and shall not differ by more than 2,0 grey-levels when scanning a unifa

spect to the pixel rows of the image shall be better than 0,5 inch. From each target two images shall
e recorded, one with the stripes aligned in vertical direction, a second with the stripes aligned in

1ding all
pets, the

e target
hus, the
he large

vertical
rnificant

b,0, in at

ery two
olumns,

within each imaged area, shall not differ by more than 1,0 grey-levels when scanning a uniform low

rm high

reflectance target

— Pixel to pixel uniformity: For at least 99,9 % of all pixels within every independent 0,25

inch by

0,25 inch area located within each imaged area, no individual pixel's grey-level shall vary from the

average by more than 22,0 grey-levels, when scanning a uniform high reflectance target, and

shall not

vary from the average by more than 8,0 grey-levels, when scanning a uniform low reflectance target.

— Small area uniformity: For every two independent 0,25 inch by 0,25 inch areas located within each
imaged area, the average grey-levels of the two areas shall not differ by more than 12,0 grey-levels
when scanning a uniform high reflectance target, and shall not differ by more than 3,0 grey-levels

when scanning a uniform low reflectance target.

© ISO/IEC 2019 - All rights reserved

59


https://standardsiso.com/api/?name=13da803e46cef3359cb37b0623da5716

ISO/IEC 39794-4:2019(E)

D.3.3.4.2 Background

The signal is defined as the difference between the average output grey-levels obtained from scans
of a uniform low reflectance and a uniform high reflectance target, measuring the average values for
independent 0,25 inch * 0,25 inch areas within each scanned area. The noise is defined as the standard
deviation of the grey-levels in each measurement area. Therefore, for each high reflectance, low
reflectance image pair, there are two SNR values, one using the high reflectance standard deviation
and one using the low reflectance standard deviation. The scanner shall be set up such that the average
image grey-level of the high reflectance target is below 255 or high clipping level, whichever is lower,
and the average image grey:level ofthe low reflectanceta rgetisabove 0 orlow clipping level whichever
is higher. Note that in this method of measuring SNR, no attempt is made to isolate different sourcesgf
noise or|separately measure different types of noise; the computed noise represents all noise types and
sources [taken together. The grey-level uniformity is calculated from the same images as described ip
D.3.3.4.1.

D.3.3.4.8 Used targets

D.3.3.4.8.1 Test targets for optical fingerprint scanner working on the principle of frustrated
total internal reflection in the bright field

-

For the measurements of the signal-to-noise ratio and the grey-level uniformity the utilization of hig
reflectinng targets, which are applied on the recording surface of the(scanner, is precluded. For this
test honpogenous absorbing targets with a constant optical density.shall be placed in the beam path of
the scarlner. The resulting image shall be an equable bright or dark image, whose average grey value
shall be ffour grey values above the minimum grey value of the.scanner or respectively four grey value
below thhe maximum grey value of the scanner. If the targets are placed within the optical beam pat
of the sdanner, they shall be realized as thin filters to avoid a beam displacement which would lead tp
inhomogeneity and enhanced noise.

-

D.3.3.4.8
total in

.2 Test targets for optical fingerprint-scanner working on the principle of frustrated
ernal reflection in the dark field

The target shall consist of diffuse bright and'dark reflecting material. The targets shall be homogeneou
to fulfil together with the scanner the listed requirements. For the test, e.g. the Munsell test, norms
recommlendations are: N3 (dark, 7 %.reflection), N9 (bright, 79 % reflection). When using the targe
its subsfrate can be wetted by the-used immersion liquid. Its optical properties are normally ng
influenced by this, but the test €ajtonly be performed once with one target and shall be performed 4
fast as plossible.

N =+ =+ — W

rs-shall be inserted in the optical beam path of the scanner (opened housing of the scanner) dr
the expobsuret hall be 3 ingly adjusted—Eoreachfilterin ed-inthe bea
path or each setting of the exposure time an image of the free image capture area shall be recorded,
resulting at least in one bright and one dark image.

me-o ha nne a oxrd ) a a a Q a a n

For optical fingerprint scanners working on the principle of disturbed total reflection in the dark field:
The targets shall be placed with immersion liquid as interface medium on the recording surface. From
each of the two targets one image shall be recorded, resulting in one bright and one dark image.

D.3.3.4.4.2 Test step 2
For determining the SNR the acquired pictures is divided into test fields of the size 0,25 inch * 0,25 inch

and the mean grey value, the number of false pixels, and the standard deviation of the grey values of
all rows and columns of this test field are determined. With these values the SNR and the grey-level
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uniformity are calculated. The SNR will be calculated for all test fields distributed all over the image.
For each pixel the difference to the average grey value of the test field will be calculated. To determine
the SNR in the bright and the dark field the quotient of these values with the standard deviation of the

grey values of each test field in the bright and the dark field are calculated.

For determining the grey-level uniformity the acquired pictures are again divided into test
the size 0,25 inch * 0,25 inch and the mean grey value, the number of false pixels, and the s
deviation of the grey values of all rows and columns of this test field are determined.

D3-3-4-5—Requirementcompliapee—— 0 —890™ ™ —M89M9M¥M ™ M9 M M M M — —
The values listed D.3.3.4.1 have to be completely fulfilled.

I).3.3.5 Investigation of the grey scale range of finger images

D.3.3.5.1 Requirements
A fingerprint scanner operating at 500 ppi or 1000 ppi, shall perform thefollowing sets of live ¢

Hor a standard roll and plain finger live scanner: capture a complete set of fingerprints fron
10 subjects; i.e., 10 rolls (all 5 fingers from each hand), 2 plain thunib’impressions, and 2 plain
impressions.

1

or a palm scanner component of a live scan system: eapture left and right palms from
10 subjects.

or an identification flats live scanner: capture left and'right 4-finger plain impressions and duz
lain impressions from each of 10 subjects.

Vithin the histogram of each image all grey yalties with at least 5 Pixels in this image are coun
istogram shall show no break and no otherartefact. At least 80 % of the captured individu

[@Pllaviilie il ool

ynamic range of at least 128 grey-levels:

D.3.3.5.2 Background

This test shows the scannerperformance in normal operation mode.

D.3.3.5.3 Used targets

No targets are used in this test case.
D.3.3.5.4 -Test procedure

D.3.3.54.1 Teststep1

fields of
tandard

cans:
each of
4-finger
each of

11 thumb

ted. The
bl finger

mages shall have a greyscale dynamic range of at least 200 grey-levels, and at least 99 % shall have a

Tk lnloco

+ £ e n Py glhais £im oy an g ol o ool noe o o e oo ot oo +l 3
et CS TP T SOTS—Sitar pratt Tt gt oncarcer anotn o orcriagttaprarcarca-orot1m

fAgerprint

scanner. From each finger a single image is recorded. If the scanner can record four finger images, such

an image of each hand is recorded.

D.3.3.5.4.2 Test step 2

The histograms of all images are evaluated according to the previously listed requirements.

D.3.3.5.5 Requirement compliance

The values listed in D.3.3.5.1 shall be completely met.
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Annex E
(informative)

Conditions for capturing fingerprint image data

E.1 Purpose

This anpnex recommends techniques designed to enable the best possible fingerprint images t
be captyired from a scanner. It is intended for users of fingerprint image capture systems; as we
as finggrprint image capturing system designers and biometric authentication system*designers.
Descriptions in the document are targeted at the capture of high-quality plain fingerprint images
but do rjot mandate anything about fingerprinting methods. Rolled finger impressions, such as thos
taken for law enforcement applications, are not the focus of this annex, as the capture of such print
is generplly supervised by a trained operator to ensure correct placement .and pressure. The tery
“confirnpation” used in this document means making a final acceptance/rejection decision accordi
to a vistpial inspection of a captured image. Specific decision criteria are-not defined here, but so
guidelinfes to make decisions are provided. System designers and systeth providers are recommende
to adopf these guidelines as needed. Procedures to be executed when fingerprints image cannot b
capturegl are beyond the scope of this document as are the technigues for the compression and encodin|
of captufed images.

— O

~

> »n O

E.2 Recommendations for 2D contact fingerprint image capture devices

E.2.1 Image quality specifications

specifications found in Table 4. Capture deyices need to be re-calibrated periodically. The method b
which this is done is device specific and beyond the scope of this document. The frequency with whic
a device|should be re-calibrated depends-on both the vendor/device and the application for which it i
being uged and will normally be defined as part of the standard operating procedures for the system.

Itis reC}mmended to use fingerprint image capture devices that meet one or more of the certificatio

2=

E.2.2 Recommended finger-positioning

[}

Consistgnt finger positionitig/on the sensor surface makes it possible to acquire a larger effective imag]
area from the same partof a finger every time. In other words, overlapped areas between images to b
compar¢d become lafger, which is expected to improve the accuracy of verification.

D

The corg of a fingerprint is defined as the topmost point on the innermost recurving ridgeline of p
fingerprjint. [f£.the core is located at the centre of the captured image it will generally result in a larggr
overlapping area for verification purposes (see Figure E.1). For this purpose, it may be beneficial tp
employ § display monitor where the finger positioning can be checked, or to use devices with a functiop
that automatically detects the finger position and provides appropriate feedback to the user. This will
also prevent a device from capturing only a side of a fingertip.

Note that for some types of pattern classes the core is not located at the centre of the finger. In such
cases, it may not be practical to use the core alignment method described above.
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displacement

Figure E.1 — Centred finger

]

F directions of fingertips on the sensor surface are always the same, theQverlapping area betw
erification images will be consistent (see Figure E.2).

<

Overlap Area

==

Rotated

Figure E.2 — Rotation and its overlap area

(juidafiee (either visual or audible) for placing the finger in the same orientation each time s}
Hdrevided, or the physical design of the device should be such as to encourage correct placen

een two

nould be
ent (see

ictre E 3)
HHe o4~
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If a fingg
be capty

Decreas
capture

r is placed at an angle to the sensor rather than pla
red and in general the utility of the sample will b

ing such ro
of multlp

/\?‘

o)

>
&
o$H
&
%)

direction

Figure E.3 — Fingertip directi@<<

G{’Si}flat on it, the side of the fingerprint wi
uced (see Figure E.4).

;

‘ $

IS —
Q
Ko

O.

-

Rolled

Figure E.4 — Angled finger

motlon is also necessary to improve the accuracy. Note that simultaneou
ingers has an advantage of reducing the rolling motion (see Figure E.5).

C R A K

Figure E.5 — Multiple-finger slap

—_—

Automatic core-detection performance more or less depends on detection algorithm performance. On
the other hand, while user cooperation will be required, slap fingerprints (simultaneous capture of four

64
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fingers) and the first joint position control may enable significant improvement once the users become
familiar with the method.

E.2.3 Illumination, lighting, and activation

Optical fingerprint sensors illuminate the finger when capturing it. However, ambient light may
adversely affect the capture. For example a ceiling light may enter the sensor. This can be alleviated
by providing a roof or other means to block the ambient light or using light with a wavelength range
different from that of the ambient light. In the case where visible light is used to illuminate the sensor,

tpepingthis Hahtoncanbeusedasacue tocommence the capture process

H.2.4 Cleanness of platen and latent prints

efore image capture device calibration, the capture platen shall be free of residual‘fingerprints. It
b preferable to check whether any residual fingerprint may affect the subsequent-capture. Eixcessive
uild-up of dirt or residual fingerprints on the platen can adversely affect the-quality of the daptured
mage. The sensor should be cleaned in accordance with manufacturer’s guidelines and agreed qtandard
perating procedures for the application.

o o= 1

|

.2.5 Moisturizing

uality of a captured image may be degraded when the finger skin is very dry. If dry skin is|thought
b be resulting in low image quality for an individual, it may Help'to moisturise the finger, for gxample,
y breathing on it, touching a sweaty part of the skin, wiping it with a wet paper, or applying gel or
ream to it.

(el onllniban)

o~

ote that if the finger is over-moisturized, the moisture may be captured on an image or leav¢ a mark
n the sensor surface. In that case, the sensor surface shall be dried by wiping off the moistyre or by
dther means.

o

=

.2.6 Drying

When a finger is very moist, it shall bé-wiped with a dry paper or air-dried. If excessively moigt skin is
hought to be resulting in low imagé\quality for an individual, it may help to dry the finger.

—

H.2.7 Missing

—

here may be some case§ where a fingerprint cannot be captured due to a missing finger or some other
casons. Appropriate(policies need to be in place for handling such cases, depending on whether the
sfituation is temporary (broken bone, injury, etc.) or permanent (amputation, physically-challenged, etc.).

—

|

.2.8 Fingerselection and order of capture

[ is preferable to provide screen display and/or audio guidance to provide instructions on finger
election and order, whether to capture the left hand only, right hand only, or both, and in the case
f both hands, which hand to capture first. When more than one finger is to be captured, or|a choice
ffinger is supported, the target finger(s) should be clearly indicated to the user, for example, via
diagrams or illustrations.

o Wn =—

o

Alternative input rules shall be determined in advance in case there are fingers that cannot be captured.
When the index finger is unavailable, for example, a rule of using the middle finger, thumb, or ring
finger as an alternative, and the selection order of the alternative fingers should be determined. When
capturing multiple fingers, switched fingers can be confirmed by using the verification function among
each finger.

E.2.9 Assessing fingerprint image quality

Performance of any biometric system is highly dependent on the quality of data captured by the sensor.
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Many fingerprint capture devices now include automated image quality assessment software to provide
feedback to users, often in real time. Algorithms related to fingerprint image quality are described in
ISO/IEC 29794-4114] and serve as a reference implementation for quality value calculations adopted by
device providers.

Another method is to capture several images from one finger and perform a cross-comparison between
them to see if the comparison scores obtained are above the threshold that has been set for the system.
If they are, then the quality is sufficient for the intended application.

An extension of this approach is to plot the scores from all of the cross-comparisons (see Figure E.6);
the imaie with the highest average score is assumed to have the highest image quality.

A benefit of assessing image quality at enrolment is that it can highlight problems where the subjectis
fingerprint characteristics are not of adequate quality for the intended application, thereby erablinjg
approprijate countermeasures to be put in place (e.g., use a different finger, postpone the énfolment gr
considey using a different modality).

score

average

S
90 \\g\QD 80

N
X5 Image #1 is
AV 7 the best

60 N\ 70 65
@)

D 90 50 70

%

Figure E.6 — Selecting best image by using comparison trial average score

E.2.10 Existing data treatment

If an image of the finger was captured in the past, identification of the finger is possible by performing
a comparison process. It may also be possible to find out that an image of a finger believed to not have
been captured in the past is registered with a different ID.

E.2.11 Image capture factors

Height from the floor or the desktop to the scanner surface, as well as the angle of the scanner surface
to the floor or the desktop, affects the quality of captured images. Other factors that affect quality are
the number of fingers to be captured simultaneously (1, 2, 4, etc.) and whether both right and left hands
are captured simultaneously or not.
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Where enrolment is undertaken at multiple locations, it is highly desirable that comparable devices
are used, not only in terms of image quality criteria (i.e. device certification such as D.1, D.2, and D.3),
but also platen size and capture processes. Controlling environmental variables such as the height and
angle of the capture device will also help to ensure consistent capture quality.

Consideration shall also be given to the capture of fingerprints from those who are especially tall or
short, as well as those with certain medical conditions or disabilities. The use of a portable or handheld
sensor may make it easier to capture good quality fingerprint images from such subjects.

Positional relation between the sensor surface and the body also affects the quality of captured images.
sually, people tend to extend their hands with the thumb side up and the little finger side-d¢wn. For
this reason, a finger will be rolled (with the finger bone as an axis) when placing the finger on the
sensor horizontal surface. This is not such an issue when capturing four fingers simultaheopsly, but
!
g

—

Fhen selecting the location for the capture device proper consideration should be giyen to these and
ther usability factors.

=

.2.12 Operation

]

h some applications, and especially those where there is no operator{supervision, the proyision of
dear instructions to users, perhaps by means of a monitor display oraudio guidance, is desirable. Such
guidance messages may include the following:

+ Capture should start automatically.

—+ If a device rejects a captured image and requires another capture, recapturing process should be
specifically notified to the user.

-+ Ifthe capture does not succeed even after a defined number of attempts, the device should|indicate
that the user needs to take other measures.

E.2.13 Example configurations

H.2.13.1 One finger in a standing position

Image capture of one finger in a standing position is illustrated in Figure E.7.

Figure E.7 — Standing position
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Parameters such as height from the floor(H), angle(A), relative position between the body and the
device(D), and other necessary item should be described in the design specification.

E.2.13.2 Four fingers in a sitting position

Image capture of four fingers in a sitting position is illustrated in Figure E.8. Same as in the case of
one finger.

N

Figure E.8 — Sitting position

E.2.14 Indications to biometric operational personnel

More thpn one decision threshold is applied to comparison scores in some systems, for example, ip
those which return a decision of “unknhown” in addition to “comparison” and “non-comparison”. Whep
a comparison score is not sufficient' due to image quality, it may be possible to reduce doubt about thie
verificafiion result by presenting-the quality value of the captured image to the operator if present.

E.2.15 Confirmation

=}

The follTTvlving may become possible by operators of the capturing system making a final decision whe
the automatic judgment is not sufficient:

— to check if:the user correctly understands the capture procedure, or

— to viisually check images based on highly-detailed information other than minutiae, for example
whether the effective area is small or not.

E.3 Guidelines for image data

E.3.1 Image quality metrics

Algorithms related to fingerprint image quality described in ISO/IEC 29794-4[14] serve as references
for quality value calculation algorithms that are adopted in system specifications by providers.

There have been attempts to detect the centre of the pattern of a fingerprint image area. System
providers can consider introducing this function to the system specifications.
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There have been attempts to calculate image quality using the reliability of minutiae detection. System
providers can consider introducing this function to the system specifications.

E.3.2 Human interface (displaying capturing/captured image)

When capture subjects are cooperative, it may be better to make the captured images visible to them.
When there is a concern about fingerprint image being peeped from a security perspective, presentation
of a captured image may be avoided. In this case, an illustration can be presented instead.

E-3-3—Pre-processing
Some devices are provided with a function to capture higher-quality images by automatically|altering
sensor parameters to deal with fingerprint characteristic changes due to aging or to adapt|to more
viariations of skin conditions. However, the capture process may take longer in ordér to injplement
darameter changes. Raw data captured by a sensor may be processed and enhanced to [improve
Vlisualization. However, detailed greyscale information can be lost due to the enhancement.
E.4 Fingerprint image capture software
(Japture software is expected to have the following features:
-+ indication of the start of capture which is that time that begins at the point when the subjeft places
their hand on the platen;
—+ instruction of the capture sequence;
-+ selection of high-quality images according to automatic quality judgment;
—+ retry instruction after failed capture;
-+ software for automatic quality judgmentfunction (vendors, product names, versions, etc.) should be
specified;
-+ software for feature extraction.should be specified;
—+ software for verification should be specified;
-+ comparison for trial at ajregistration function; and
-1 selection of best quality image using a trial comparison function.
E.5 Law enforcement finger size recommendations
Tlable E.l-provides guidance and recommendations for the capture size of single fingers [and the
dombination of the index, middle, ring and little fingers from each hand. The values shown are aimed at
the Jaw enforcement application.
Table E.1 — Guidance for finger sizes
. : Width Length
Finger position Finger Max image _ g _
code area (cm2) (mm) | (in) | (mm) | (in)

Unknown 0 15,47 40,6 1,6 38,1 1,5

Right thumb 1 15,47 40,6 1,6 38,1 1,5

Right index finger 2 15,47 40,6 1,6 38,1 1,5

Right middle finger 3 15,47 40,6 1,6 38,1 1,5

Right ring finger 4 15,47 40,6 1,6 38,1 1,5

Right little finger 5 15,47 40,6 1,6 38,1 1,5
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E.6 Po¢ssible references

It is recgmmended to check reference literatures for the following issues:

70

Table E.1 (continued)

Finger position Finger Max image Width_ Length-

code area (cm2) (mm) (in) (mm) (in)
Left thumb 6 15,47 40,6 1,6 38,1 1,5
Left index finger 7 15,47 40,6 1,6 38,1 1,5
Left middle finger 8 15,47 40,6 1,6 38,1 1,5
Left ring finger 9 15,47 40,6 1,6 38,1 1,5
[[efrittefinger 10 15,47 40,6 1,6 38,1 15
Hlain right four fingers 13 61,95 81,3 3,2 76,2 3,0
Hlain left four fingers 14 61,95 81,3 3,2 76,2 3,0
Hlain thumbs (2) 15 61,95 81,3 3,2 76,2 3,0

recqmmended selection of fingers and order based on statistical experimental results;
minfimum image size for good comparison performance; and

signfificance of statistical logging and checking quality valdes (to be used for consideration qf
revising capture sequence, standards, software, threshold.and others).
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Annex F
(normative)

WSQ greyscale finger image compression specification

H1 Requirements and guidelines

H1.1 General

[l

nnex F is applicable to continuous-tone greyscale digital finger images. Annex E:

- specifies a class of encoders for converting source finger image data to compressed image

- specifies a decoder process for converting compressed image data to réeonstructed finger im

- specifies coded representations for compressed image data.

H1.2 General

H1.2.1 Wavelet scalar quantization (WSQ) compression

—

he WSQ class of encoders involves a decompositionof the finger image into a number of sy
ach of which represents information in a particular frequency band. The subband decompg
chieved by a discrete wavelet transformation (DW-T) of the finger image.

S EN )

ach of the subbands is then quantized using values from a quantization table. No default v:
uantization tables are given in Annex E.

he quantized coefficients are then(passed to a Huffman encoding procedure which compre
ata. Huffman table specification§ shall be provided to the encoder.

QL = Nollvsl

wwl

igure F.1 shows the main precedures for WSQ encoding and decoding. The same tables specifi
ncoder to use to compress.a particular image shall be provided to a decoder to reconstruct thg

(o)

K1.2.2 Structureofcompressed data

(an)

f the compressed image data are identified by special two-byte codes called markers. Some
re followedtby particular sequences of parameters such as table specifications and headers. Ot
sed without parameters for functions such as marking the start-of-image and end-of-image.
arkeris associated with a particular sequence of parameters, the marker and its parameters d

o

019(E)

Hata;

hge data;

ibbands,
sition is

1lues for

sses the

bd for an
It image.

ompressed image'data is described by a uniform structure and a set of parameters. The various parts

markers
hers are
When a
omprise

marker segment.

The data created by the entropy encoder are also segmented, and one particular marker - the restart
marker - is used to isolate entropy-coded data segments. The encoder outputs the restart markers,

intermixed with the entropy-coded data, between certain subband boundaries. Restart

markers

can be identified without having to decode the compressed data to find them. Because they can be
independently decoded, entropy-coded data segments provide for progressive transmission, and

isolation of data corruption.
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Figure F.1 — DWT-based encoder and decoder simplified diagram

Interchange format

jon to certain required marker segménts and the entropy-coded segments, the interchang
hall include the marker segments for all filter coefficient, quantization, and entropy-codin
eeded by the decoding process.;This guarantees that a compressed image can cross thE
y between identification systems, regardless of how each environment internally associate
ith compressed image datas

[72)

Abbreviated format.for compressed image data

Feviated format fotrncompressed image data is identical to the interchange format, except that |t

include all tablesTequired for decoding (it may include some of them). This format is intendefd
vithin applications where alternative mechanisms are available for supplying some or all of thie
ecificationdata needed for decoding.

Abbreviated format for table-specification data

This for

TTat contains onty tabie-specification data. [t 1S a means by WIIC the appiication may instati

the decoder the tables required to subsequently reconstruct one or more finger images.

F1.3 Requirements

F1.3.1

Interchange format requirements

The interchange format is the coded representation of compressed image data for exchange between
application environments.

The interchange format requirements are that any compressed image data represented in interchange

formats

72

hall comply with the syntax and codes assignments for the decoding process, as specified in F.3.
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F.1.3.2 Encoder requirements

An encoder process converts source finger images to compressed image data. An encod

er is an

embodiment of the encoding process specified in E2. To comply with Annex F, an encoder shall satisfy

at least one of the following two requirements:

— convert source finger image data to compressed image data which complies with the interchange

format syntax specified in F.3 with proper accuracy, and

— convert source finger image data to compressed image data which complies with the abb

reviated

format syntax for compressed image data specified 1n k.5 with proper accuracy.

K1.3.3 Decoder requirements

D o

mbodiment of the decoding process specified in F.2. To comply with Annex F, a decoder shall s
hree of the following requirements:

—

- convert to reconstructed finger image data any compressed image‘data with paramet
comply with the interchange format syntax specified in F.3 with propér accuracy;

-1 acceptand properly store any table-specification data which cefmplies with the abbreviate
syntax for table-specification data specified in F.3; and

—+ convert to reconstructed fingerprint data any compréssed image data which complies 1
abbreviated format syntax for compressed image ‘data specified in F.3 with proper a
provided that the table-specification data required-for decoding the compressed image
previously been installed into the decoder.

F.2 Mathematical definitions

H2.1 Source finger image

(@s)]

ource finger images shall be captured with 8 bits of precision per pixel. Before the encoding
omputes the discrete wavelet transform (DWT) for the image, the samples, I(m,n), shall be tran|
nto I'(m,n) as follows:

—

[1(m,n)—M( 0<m<Y-1

I'(m,n)=
R 0<n<X-1

The image width\(X) and height (Y) parameters are defined in E.3.2.2. The decoding process sh

an inverse transformation to restore the samples to their original scale. The midpoint and

darameters, M and R, are specified by the encoder and transmitted in the compressed image d3

decoding process converts compressed image data to reconstructed image data’ A decoder is an

htisfy all

ers that

d format

with the
ccuracy,
Hata has

process
sformed

a1l apply
rescale

ta.
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F.2.2 Subband coding of finger images

F2.2.1

Two-channel subband coder (in one dimension)

AHI &L?"Fli

X—> Analysis Synthesis +

A two-c
regarde

zero dis

The box
up-samy

(x

Ly
(Ta

The trafsform defined by the analysis bank;x—{a,,a,} will be referred to as a one-dimensional DWT,

and the

F2.2.2

This do
denotes
odd-leng
sample)
The sec

antisymmetric (the/highpass filter). These are called, respectively, “Type 11" and “Type 1V” filters[19;

since su
also refée

e T

Figure F.2 — Two-channel subband coder

D

hannel subband encoder is a digital filter bank of the type shown in:Eigure F.2. It should b
1 as a pair of systems, the analysis bank and the synthesis bank. Theysubband coder provide

fortion, X (n) =X (n) .

[72)

es H; and F; denote linear time-invariant digital filters10], while’l and T denote 2:1 down- anf
ling operations:

) (k)= x(n)h(k-n),

(k)=y(2k),
_[a(k/2), keven
(k)_{ 0, kodd

fransform given by the synthesis-bank as the inverse DWT.

Linear phase wavelet filters

fument utilizes two distinct classes of linear phase finite impulse response (FIR) filters.
the lowpass filter and h; the highpass filter in a filter bank. The first class will contain pairs ¢
rth, symmetric filters (i.e., filters whose impulse responses are symmetric about their middle
These are called“Type 1” linear phase FIR filters[1%, or whole-sample symmetric (WSS) filters.
nd class will’eontain pairs of even-length filters, one symmetric (the lowpass filter) and onje

o

ch filters'are symmetric about the point halfway between their middle two samples, they are
rredto-as half-sample symmetric/antisymmetric (HSS/HSA or HS-type) filters.

The con

pressed data format described in F.3 provides only for the transmission of impulse responsie

coefficients from the right halves of the analysis filters; the synthesis filters are completely determined
by the following anti-aliasing relations:

fo(m

74

= (-1)"h4(n-1) and
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fi(n) = (1) ho(n - 1).

019(E)

For a WSS analysis bank, the lowpass filter, hj, shall be symmetric about 0, i.e., hy runs from h, (-r;) to
hy(rg). Using the syntax of Clause F.3.2.4.1, the length of h, is LO = 2 ry + 1. The transform table specified

in Clause F.3.2.4.1 contains the impulse response coefficients from the right half of h:

HO; = hy (0), HOy = hy(1), ..., HOj4 = g (o)

nalysis bank shall be symmetric about 1. The transmitted coefficients are:

Hl]. = hl(_l)’ le = hl(()), ey Hllast = hl(rl _1),

where L1 = 2r; + 1; the left half of h; is given by the symmetry relation h,(-1-n) 3h{(n-1).

1

or an HS-type analysis bank, both filters shall be centered at -1/2, and thus ran from h;(-r;) tg
Uhere the length of h; is Li = 2r;. The transmitted values are: (i = 0,1):

<

Hil = hl(O)’ Hiz = hl(l)’ ey Hilast = hl(rl _1).

o |

he lowpass filter, h, is symmetric (HSS), so the left half of h, {S'given by the symmetry relaf
-n) = hy(n). The highpass filter, h;, is antisymmetric (HSA), solthe left half of h is given by the sy
elation hy(-1-n) = -h4(n).

— —

R2.2.3 Constraints on filter length

Hncoders and decoders shall be capable of forming (or inverting) the subband decomposition 3
h Figure F.6 using filters of lengths up to and-including the maximum values:

—

Lhax = 31 for WS-type filters,

Lhax = 32 for HS-type filters.

Lo w|

2.2.4 Symmetric boundary conditions for the DWT

he generic input, x(f1)) to Figure F.2 will, in practice, be a row or column vector from an i
fom one of its DWF-subbands. To describe precisely how a finite-length signal is transforme
ystem depictedin Figure F.2, the following conventions are used for indexing and extrapd
11 WSQ decaoders shall be capable of decoding a compressed signal encoded in accordance wi
onventions;xis assumed to run from x(0) to x(N,-1), where N is the (generic) length of x.

Q > wn =

or trafisformation by WSS filters, x is extended to a whole-sample symmetric signal, y = E

hi(ri-1),

ion hy(-
mmetry

pecified

mage or
d by the
lating x.
th these

(L1, of

ength'V = 2N, - 2, and periodized. For HS-type filters, x is extended to a half-sample symmetr

o —

c signal,

= ES(Z'Z)X, of length N = 2N, and periodized. In each case, the filters are extended with zeros tjo length

N and applied by N-periodic circular convolution; see Figure F.3.
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Figure F.3 — Symmetric DWT extension

With the choices of filter and signal symmetries described above, this system generates symmetric
DWT supbands, of which only the fixst half (now denoted a;) needs to be computed and stored. Fdr
instancq, with WSS filters and N gven, the coefficients

N-1
0, (H)=3, y(n)h (2k-n)
n=0
only nedd to be compufed and stored for k=0,..., Ny/2 - 1, even though

b, =Y (y*h)

has peripd/2 = Ny-1. This is possible because b; is itself symmetric and can be reconstructed from thle
first Ny/2vatues; o; (k-

The sequences a; generated in this fashion can in turn be extended to whole- or half-sample symmetric
signals and cascaded back through the analysis bank, Figure F.3, to achieve a multiband decomposition
of the input. The composition of mappings

Sys
y

X {ay.a}

will be referred to as a one-dimensional symmetric wavelet transform (SWT)IZI. Note that, in spite of
the extension of the input signal, x, the SWT still maps an input of length N, to a pair of subbands {a,
a} containing a total of just N, values. When N, is odd, a, will have length (N, + 1)/2, and a; will have
length (N, - 1)/2 for both WSS and HS-type extensions.
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F.2.2.5 Symmetric subband synthesis

This subclause describes the symmetry properties of the subbands b; = | (y*h;), giving the number of

non-redundant samples that need to be transmitted,

a (k)=b, (k);  0<ks<p -1

and specifies the procedures for extending the quantized transmitted coefficients in the decoding

process:

b=Edi;  §=f*T0)

1 11

]

[ an N-periodic signal is symmetric about n=0 then it is also necessarily symmetric about n 3
elation to y = E,(l)xin Figure F.3 for N = 2N,-2. When N is even, such signals are called<"(1,1)-syn
ince they are whole-sample symmetric about both centres. Similarly, an N-periodic signal sy
bout -1/2 is also necessarily symmetric about (N-1)/2; in relation to y =:E{?2)x in Figur

=2N,. When N is even, such signals are called "(2,2)-symmetric" since they are half-sample sy

out both centres. When N is odd, signals that are WSS about one centfe and HSS about the @
iven; such signals are called "(1,2)-symmetric" if they are WSS about0,’and "(2,1)-symmetric

wv_ =

iven a signal w(n), 0 < n < K-1, let E,(Dw (resp., E,(dw) denote the (i,j)-symmetric (with re
,j)-antisymmetric) extension of w(n), where i,j = 1 or 2,,generalizing the two extensions s
igure F.3 for w=x. If a subband b(k) is (i,j)-symmetric and

a(k)=b(k);

> aRanion)

0<k<p-1

b a complete, non-redundant half-period of b, thén b can be reconstructed from a via the e
= E,(l)a. A similar statement holds for antisgmmetric subbands. Since the symmetry of b is co
etermined by the symmetry of the extension y = E;,x and the symmetry of the analysis fi
uffices to quantize and transmit only the-half-period, a, reconstructing b in the decoder using
xtension operator, E. This method ofiapplying a DWT filter bank to a finite-duration input sig
eferred to as the symmetric wayelet transform (SWT) algorithm; a detailed treatment is pres
eference [7].

o wlie BN O L% EE o Nl e ullow

able F.1 lists the symmetry*properties of the subbands, b, and their "ranks" p, which spec
umber of coefficients, d(k), that need to be transmitted. The table is divided into two cases:
br WSS filter banks, which use the analysis extension y = E/(lDx (the "(1,1)-SWT"), and a second
S-type filter banks which use the analysis extension y = E(2.2)x (the "(2,2)-SWT"). These filt
dre described in-F2.2.2.

o il Wl e S |

Table F.1 — Symmetry, rank of SWT subbands

re HSS about -1/2. There are obvious antisymmetric analogues ofthése symmetry propertied.

- N/2; in
hmetric"
mmetric
b F.3 for
mmetric
ther are
" if they

spect to,
hown in

Ktension
mpletely
ter, h, it
h known
nal, x, is
ented in

ifies the
bne case
case for
br banks

Case 1: WSS filters Case 2: HS-type filters
inputlength, N, inputlength, N,
Even 0dd Even odd
Filter hy (1,2) - sym. (1,1) - sym. (2,2) - sym. (2,1) - sym.
Po=No/2 po = (Ng +1)/2 Po=No/2 po = (No +1)/2
hy (2,1) - sym. (2,2) - sym. (2,2) - antisym. (2,1) - antisym.
p1=No/2 p1= Ny -1)/2 p1=No/2 p1= Ny -1)/2

F.2.2.6 Wavelet decomposition in two dimensions

The tree structure for a single level of a 2-dimensional image decomposition system is depicted in
Figure F.4. The row vectors of the image are filtered by applying the SWT algorithm described in F.2.2.5.
The same procedure is then applied to the column vectors of the resulting array, giving a decomposition

© ISO/IEC 2019 - All rights reserved

77


https://standardsiso.com/api/?name=13da803e46cef3359cb37b0623da5716

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Abbreviated terms
	5 Conformance
	6 Modality specific information
	6.1 Capture recommendations
	6.1.1 Fingerprint image
	6.1.2 Palm image

	6.2 Image coordinate system considerations
	6.3 Image representation requirements
	6.3.1 General
	6.3.2 Colorspace
	6.3.3 Pixel aspect ratio
	6.3.4 Bit-depth
	6.3.5 Image spatial sampling rate


	7 Abstract data elements
	7.1 Purpose and overall structure
	7.2 Finger image data block
	7.3 Version block
	7.4 Representation blocks
	7.5 Position
	7.6 Impression
	7.7 Image data format
	7.7.1 Supported data format
	7.7.2 PGM encoding definition

	7.8 Image data
	7.9 Capture date/time block
	7.10 Capture device block
	7.10.1 Model identifier block
	7.10.2 Capture device technology identifier
	7.10.3 Certification identifier blocks

	7.11 Quality blocks
	7.12 Spatial sampling rate block
	7.13 Position computed by capture device
	7.14 Original rotation
	7.15 Image rotated to vertical
	7.16 Image has been lossily compressed
	7.17 Segmentation blocks
	7.18 Annotation blocks
	7.19 PAD data block
	7.20 Comment blocks
	7.21 Vendor specific data blocks

	8 Encoding
	8.1 Tagged binary encoding
	8.2 XML encoding

	9 Registered BDB format identifiers
	Annex A (normative)  Formal specifications
	Annex B (informative)  Encoding examples
	Annex C (normative)  Conformance testing methodology
	Annex D (normative)  Capture device certifications
	Annex E (informative)  Conditions for capturing fingerprint image data
	Annex F (normative)  WSQ greyscale finger image compression specification
	Bibliography

