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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work

he procedures used to develop this document and those intended for its further mair
re described in the ISO/IEC Directives, Part 1. In particular, the different approeval
eeded for the different types of document should be noted. This document jwas dr

tenance
criteria
hfted in
tives or

ccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.ise.org/dire
ww.iec.ch/members_experts/refdocs).

IO and IEC draw attention to the possibility that the implementation of this decument may iny
se of (a) patent(s). ISO and IEC take no position concerning the evidence;validity or applic3
ny claimed patent rights in respect thereof. As of the date of publicationof this document, ISO
ad not received notice of (a) patent(s) which may be required to implement this document. K
mplementers are cautioned that this may not represent the latest iniformation, which may be
Fom the patent database available at www.iso.org/patents and https://patents.iec.ch. [SO and
ot be held responsible for identifying any or all such patent-rights.

el Nt

Any trade name used in this document is information given for the convenience of users and
donstitute an endorsement.

or an explanation of the voluntary nature of‘standards, the meaning of ISO specific tel
xpressions related to conformity assessmeunt, as well as information about ISO's adhe;
he World Trade Organization (WTO) principles in the Technical Barriers to Trade (T
yww.iso.org/iso/foreword.html. In the IEC;'see www.iec.ch/understanding-standards.

< o D

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 37, Biometrics.

Alist of all parts in the ISO/IE€ 39794 series can be found on the ISO and IEC websites.

ny feedback or questions’on this document should be directed to the user’s national s

rolve the
bility of
and IEC
[owever,
btained
EC shall

Hoes not

'ms and
ence to
BT) see

hnology,

andards
ml and

A
Hody. A complete listing of these bodies can be found at www.iso.org/members.hf
www.iec.ch/nationdl-cOmmittees.
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Introduction

Biometric data interchange formats enable the interoperability of different biometric systems. The
first generation of biometric data interchange formats was published between 2005 and 2007 in the
first edition of the ISO/IEC 19794 series. From 2011 onwards, the second generation of biometric data
interchange formats was published in the form of second editions of the established parts and the first
editions of a number of new parts of the ISO/IEC 19794 series. In the second generation of biometric
data mterchange formats, new useful data elements such as data elements related to biometric sample

future extensions in a defined manner. Extensible specifications in ASN.1 (Abstract Syntax Notation
One) andl the distinguished encoding rules of ASN.1 form the basis for encoding biomefric data in binarly
tag-length-value formats. XML Schema Definitions form the basis for encoding biometric data in XM[L
(eXtensiple Markup Language).

OT

This thifd generation of finger minutia data interchange formats complements ISO/IEC 19794-2:200
and ISOfIEC 19794-2:2011. The first generation of biometric data interchange formats, which has bee
adopted|in mass deployments, will be retained in the standards catalogue as long as required.

—

This do¢ument is intended for those applications requiring the exehange of fingerprint minutiae dat3
It will pfrovide implementers with the flexibility to accommodate minutiae captured from dissimilg
devices,|varying image sizes, spatial sampling rates and diffebent grey-scale depths. Use of the fingd
minutia¢ will allow each vendor to implement their own algorithms to determine whether twj
fingerpifint records are from the same finger.

OO = =

This dogument supports both binary and XML encdding, to support a spectrum of user requirements.
With XML, this document meets the requirements‘of modern IT architectures. With binary encoding
this docpment is also able to be used in bandwidth- or storage-constrained environments.

For use ¢n integrated circuit cards and othettokens (see ISO/IEC 7816-11 and ISO/IEC 24787-1:—1), thi
document also specifies an on-card biometric comparison format and on-card comparison parameter]
based on extensible tag-length-value(TLV) encoding. ISO/IEC 24787-1 specifies the encapsulation (
biometrjc data in on-card biometric'comparison format into TLV-structured verification data for or
card biometric comparison.

1 - n

D

This doqument defines spekcifics of the extraction of key points (called minutiae) from fingerprint ridg
patterng. These specificsinclude a description of the types of minutiae identified, the method used fq
the plackment of mimutiae on an image, a definition of the coordinate system used, and the method
used to galculate the-angle associated with each minutia.

wn =

1) Under preparation. Stage at the time of publication: ISO/IEC DIS 24787-1:2023.
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Information technology — Extensible biometric data
interchange formats —

Part 2:
Ei . . 1
1 Scope

This document specifies:
-+ generic extensible data interchange formats for the representation of fingef“minutia data:
— atagged binary data format based on an extensible specificatiodinASN.1,

— a textual data format based on an XML schema definitionthat is capable of holding {
information as the tagged binary format, and

— an on-card biometric comparison format based on extensible TLV encoding;

—+ on-card biometric comparison parameters based on extensible TLV encoding for construct
probe data in the on-card biometric comparison format;

-+ examples of data record contents;

location, direction and type; and

NOTE Whereas ISO/IEC 397944 jcovers finger, palm, toe and foot image data, this document co
fInger minutiae and is not applicable to palms, toes or feet.

Normative references

[ NS]

—

he following documents are referred to in the text in such a way that some or all of thein
onstitutes requiréments of this document. For dated references, only the edition cited app
ndated references, the latest edition of the referenced document (including any amendments)

(el @)

]

50/IEC 39794-1, Information technology — Extensible biometric data interchange formats —
ramewark

X1

-+ conformance test assertions and.conformance test procedures applicable to this document.

he same

ng valid

-+ application-specific requirements, recommendations and best practices in determining minutiae

ers only

content
lies. For
applies.

- Part 1:

~—

50/1EC 8825-1, Information technology — ASN.1 encoding rules — Part 1: Specification of Basic 1
I7ie PP -'v'v' o "v > F . Priot1r 4T, o i B P

‘'ncoding

ISO/IEC 19785-3, Information technology — Common Biometric Exchange Formats Framework — Part 3:

Patron format specifications

ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics
3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37, ISO/IEC
and the following apply.

© ISO/IEC 2023 - All rights reserved
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[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
image spatial sampling rate
number of pixels per unit distance in the image

Note 1 tore s —tlretes o cace .
ise processed.

have beeh subsampled, scaled, down-sampled or oterw

3.2
palm
friction ridge skin on the side and underside of the hand

3.3
fingerprint image

representation of an area of friction skin on the fleshy surface of a finger located’horizontally betwee
the two dges of the fingernail and vertically between the first joint and the tip.of a finger

=}

Note 1 td entry: It contains a unique pattern of friction ridge and valley information commonly referred to asfa
“fingerpyfint”.

3.4
friction|ridge
ridge present on the skin of the fingers and toes, the palms aof.the hands and the soles of the feet, which
makes cpntact with an incident surface under normal touch

Note 1 tgentry: On the fingers, the unique patterns formed.by the friction ridges make up fingerprints.

3.5
minutig
point where a single friction ridge deviates from an uninterrupted flow

Note 1 tgentry: Deviation can take the form\of ending, bifurcation, or a more complicated “composite” type.

3.6
typeling
one of the two innermost friction ridges that start parallel, diverge, and surround or tend to surround
the pattern area

3.7
delta
point or a ridge at 'or nearest to the point of divergence of two typelines and located at or directly i
front of the pointef divergence

=}

3.8
core
topmost point on the innermost recurving ridgeline of a fingerprint

Note 1 to entry: Generally, the core is placed upon or within the innermost recurve of a loop.

3.9
four-neighbour of pixel p
pixel that is the top, bottom, left, or right neighbour of pixel p

2 © ISO/IEC 2023 - All rights reserved
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EXAMPLE The pixels g, f; g and h in the following table are four-neighbours of pixel p.

a e b
h p f
d g c

=m0y

L=

O T O

wv_o

%20 o>)

3
s
S

S

10
pur-path from pixel p, to pixel p,,
equence of pixels (pg, py, P, - P,) such that p; is a four-neighbour of p; ;

A1
pur-connected set of pixels
et S of pixels such that for any two pixels p, q € S, there exists a four-path from p to g

A2

ight-neighbour of a pixel p

ixel that is a four-neighbour or a diagonal (top-left, top-right, béttom-left, or bottom-right) ng
f pixel p

XAMPLE The pixels a, b, ¢, d, e, f, g and h in the table@re eight-neighbours of pixel p.

A3
ight-path from pixel p, to\pixel p,,
equence of pixels (pg, ptpy, .- P,) such that p; is an eight-neighbour of p;-1

14
ight-connected(set of pixels
et S of pixels,stuch that for any two pixels p, g € S there exists an eight-path from p to g

A5
orderds of a set of pixels S
ubsetdsS = {x € S: x is four-neighbour of q, g € S } of pixels of S that are four-neighbours of pixels

3.16
loop
type of fingerprint classification pattern where the friction ridges arrange themselves in the form of a
lasso, making a backward turn without a twist

3.17
whorl
type of fingerprint classification pattern where the friction ridges form a revolution around the centre

© ISO/IEC 2023 - All rights reserved
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4 Symbols and abbreviated terms

For the purposes of this document, the abbreviations given in ISO/IEC 39794-1 and the following apply.

AC alternating current

AFIS automated fingerprint identification system
BIT biometric information template

DO data object

EL electroluminescent

ICC integrated circuit card

ICS implementation conformance statement
ppcm pixels per centimetre

ppi pixels per inch

ppmm pixels per millimetre

RF radio frequency

TIR total internal reflection

TLV tag-length-value

5 Conformance

[72)

A biomgtric data block conforms to this docliunent if it satisfies all of the normative requirement
related fo:

jom

— its flata structure, data values and”the relationships between its data elements as specifie
thrqughout Clauses 7 and 8 and.Annex A of this document; and

— the frelationship between its data values and the input biometric data from which the biometric data
blodk was generated as specified in Clause 6.

NOTE A biometric data-block will always conform to only one of the following formats:
— tagged binary enceding as specified in 8.1, or

— XMI encodingas specified in 8.2, or

ary encoding for on-card biometric comparison as specified in 8.3.

mtt PIrOdUCesS DIOMeEtric data DIOCKS 1 onformar 0 this document if att biometric da
blocks that it outputs conform to this document (as defined above) as claimed in the Implementation
Conformance Statement (ICS) associated with that system. A system does not need to be capable of
producing biometric data blocks that cover all possible aspects of this document, but only those that are
claimed to be supported by the system in the ICS.

A system that uses biometric data blocks is conformant to this document if it can read, and use for the
purpose intended by that system, all biometric data blocks that conform to this document (as defined
above) as claimed in the ICS associated with that system. A system does not need to be capable of using
biometric data blocks that cover all possible aspects of this document, but only those that are claimed
to be supported by the system in an ICS.

Conformance test methodology shall be in accordance with Annex B.

4 © ISO/IEC 2023 - All rights reserved
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6 Modality-specific information

6.1 Purpose

This clause defines the placement of minutiae on the fingerprint. Compatible minutiae extraction is
required for interoperability between different finger comparators for the purposes of comparing an
individual against previously collected and stored finger biometric data. Interoperability is based on the
definition of the finger minutiae extraction rules, the definition of the ASN.1 format (8.1 and Clause A.1),
the definition of the XML encoding format (8.2 and Clause A.2), and the on-card biometric comparison
fprmat (8.3) that are common to many finger comparators for acceptable comparing accura¢y, while
llowing for extended data to be attached for use with equipment with which they are compatiple.

o

.2 Minutia description

he establishment of a common feature-based representation shall rely on| agreement ¢ver the
indamental notion for representing a fingerprint. Minutiae are points loeated at the placds in the
ngerprint image where friction ridges end or split into two ridges. Describing a fingerprint |n terms
f the location and direction of these ridge endings and bifurcations provides sufficient infornjation to
eliably determine whether two fingerprint records are from the same-finger.

5 o =n g

—

he specifications of minutia location and minutia direction described in the following supclauses
ccomplish this. See Figures 2 to 4 for illustrations of the following definitions.

job)

4.3 Minutia kind

(@1

.3.1 General

here are two major kinds of minutiae: a “ridge skeleton end point” and a “ridge skeleton biffircation
oint” or split point. There are also other kinds of “points of interest” in the friction ridges. Thejse occur
huch less frequently and are more diffictlt to define precisely. More complex kinds of minytiae are
sually a combination of the basic kinds-defined above. Some points are neither a ridge endipg nor a
ifurcation. Therefore, this document defines an additional kind named “other”, which shall|be used
br such a case. The “other” minutide'kind shall not be used for minutiae that are ridge endings|or ridge
ifurcations.

o h oo =SS e

—

herefore, the following kinds of minutiae are distinguished:

- ridge ending,

- ridge bifurcation,

— other.

A ridge_ending may alternatively be referred to as a valley bifurcation depending on the method to
determine its position (6.4.3 and 6.4.5).

- 1 1L 2 a2 -
Y] UlIIJucT Inmnutia

W

6:
A minutia shall be encoded once. A minutia is uniquely identified by the location and angle.

6.3.3 Encoding trifurcations

The location at which a ridge splits into three separate ridges is a trifurcation. If it is encoded, it shall be
encoded as two bifurcations with identical (X,Y) values and different orientation angle values.

© ISO/IEC 2023 - All rights reserved 5
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6.4 Minutia location

6.4.1 General

The minutia location is represented by its horizontal and vertical position. The minutiae determination
strategy considered in this document relies on skeletons derived from a digital fingerprint image.
The ridge skeleton is computed by thinning down the ridge area to single-pixel-wide lines. The valley
skeleton is computed by thinning down the valley area to single-pixel-wide lines. If other methods are
applied, they should approximate the skeleton method, i.e. location and angle of the minutia should be
equivalgmttothesketetomrmetiod: o
N

6.4.2 [oordinate system q/

[}

The coofdinate system used to express the minutiae of a fingerprint shall be a Cartesia t(:l/ordinat
system. [Points shall be represented by their X and Y coordinates. The origin of the co nate syster
shall be|the upper left corner of the original image with X increasing to the righ{b% Y increasi
downwdrd. This is in agreement with most imaging and image processing us@ n viewed on t

=3

finger, Xlincreases from right to left as shown in Figure 1. All X and Y values are negative.

Key
1 fingd
2 fings

S Figure 1 — Coordinate System

For the finger minutiae ASN.1 format (8.1 and Clause A.1) and the XML format (8.2 and Clause A.2), the
X and Y coordinates of the minutiae are stored in the FeatureCoordinateBlock and measured in pixel
units, with the spatial sampling rate given in the SpatialSamplingRateBlock.

For the on-card biometric comparison format (8.3), the X and Y coordinates shall be measured in fixed
metrical units of one bit per one tenth of a millimetre, or 10~ mm as described in 8.3.4.

6.4.3 Minutia location of a ridge ending (encoded as valley skeleton bifurcation point)

The location of a ridge ending (encoded as valley skeleton bifurcation point) shall be defined as the
point of forking of the medial skeleton of the valley area immediately in front of the ridge ending. If the

6 © ISO/IEC 2023 - All rights reserved
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valley area were thinned down to a single-pixel-wide skeleton, the point where the three skeletal lines
intersect is the location of the minutia. In simpler terms, it is the point where the valley bifurcates, or
(equivalently) where the three thinned valley lines intersect (see Figure 2).

\ 1
2
Key
4 valley
2 ridge

Figure 2 — Location and direction of a ridge’ending (encoded as valley skeleton bifurdation
point)

4.4.4 Minutia location of a ridge bifurcation

The location of a ridge bifurcation shall be defined as the point of forking of the medial ske¢leton of
the ridge. If the ridges were _thinned down to a single-pixel-wide skeleton, the point where the three
skeletal lines intersect is the“location of the minutia. In simpler terms, it is the point where the ridge
Qifurcates, or (equivalently) where the three skeletal lines of the thinned ridge intersect (see Figure 3).

© ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=761584f3eacbf4dcb9a236cf61a7f3e9

ISO/IEC 39794-2:2023(E)

7,
1
2
Key
1 wvalldy
2 ridge

Figure 3 — Location and direction of a ridge bifurcation

6.4.5 Minutia location of a ridge ending (encoded asridge skeleton endpoint)

(s

The locgtion of a ridge ending (encoded as ridge skeleton endpoint) shall be defined as the centre poin
of the epding ridge. If the ridges in the digital fingerprint image were thinned down to a single-pixe
wide sk¢leton, the position of the minutia would-be the coordinates of the skeleton point with only onje
neighbopr pixel belonging to the skeleton (sge-Figure 4).

\ 1
2
Key
1 valley
2 ridge

Figure 4 — Location and direction of a ridge ending (encoded as ridge skeleton endpoint)

8 © ISO/IEC 2023 - All rights reserved
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6.4.6 Usage of the minutia placement

Depending on the specific algorithms implemented, for tagged binary encoding, XML encoding and on-
card biometric comparison format, the following are used:

— valley skeleton bifurcations or ridge skeleton endpoints for locating minutiae on ridge endings; and
— ridge skeleton bifurcations for locating minutiae on ridge bifurcations.

For on-card biometric comparison, a card will request from the card usage system biometric probe

) : ) . . o AR 1 to the
rd usage system or can be retrieved in the biometric information template (BIT; see ISO/FEQ|19785-3
nd ISO/IEC 7816-11).

4.5 Minutiae direction

4.5.1 Angle conventions

—

he minutia angle is measured increasing counter-clockwise starting ftom the horizontal axiis to the
ight.

—

Ih the finger minutiae ASN.1 format (8.1 and Clause A.1) and the XML format (8.2 and Clause A.2), the
angle of a minutia stored in the MinutiaBlock is scaled to fjt the granularity of 1,406 25 (360/256)
degrees per least significant bit.

The angle coding for the on-card biometric comparison.format (8.3) is scaled to fit the granullarity of
,625 (360/64) degrees per least significant bit as deseribed in 8.3.6.

[Onl

(@1

.5.2 Minutia direction of a ridge ending (encoded as valley skeleton bifurcation point)

ridge ending (encoded as valley skeleton bifurcation point) has three arms of valleys meetirjg in one
oint. Two valleys enclosing the ridge ending line encompass an acute angle. The direction of|a valley
ifurcation is measured as the angle.the'tangent of the ending ridge forms with the horizontdl axis to

he right (see Figure 2).

o o s

4.5.3 Minutia direction of‘a ridge bifurcation

jary

ridge bifurcation has thire€ arms of ridges meeting in one point. Two ridges enclosing the ending valley
ncompass an acute afigle. The direction of a ridge bifurcation is measured as the angle the tangent of
he ending valley fofms with the horizontal axis to the right (see Figure 3).

o D

4.5.4 Minutiadirection of a ridge ending (encoded as ridge skeleton endpoint)

—

he direction of a ridge ending (encoded as ridge skeleton endpoint) is defined as the angle [that the
hngent to the ending ridge encompasses with the horizontal axis to the right (see Figure 4).

—

6.6Z Core-and deltaplacement

U St eIt pPIra eI e it

Core and delta points are designated points of interest in a fingerprint. A fingerprint may have 0, 1 or
more cores and 0, 1 or more deltas. The location of the core and delta positions are defined as follows.

— Core position: If there are ridge endings enclosed by the innermost recurving ridgeline, the ending
nearest to the maximal curvature of the recurving ridgeline defines the core position. If the core is
a u-turn of a ridgeline not enclosing ridge endings, the valley end defines the core position.

— Delta position: Three points of divergence are each placed between the two ridges at the location
where the ridges begin to diverge, i.e. where the ridges that have been parallel or nearly parallel
begin to spread apart as they approach the delta. The position of the delta is defined by the spatial
mean of these three points. The position is at the point on a ridge at, or in front of, and nearest the

© ISO/IEC 2023 - All rights reserved 9
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centre of the divergence of the ridges that start parallel, diverge and surround or tend to surround
the pattern area of the fingerprint image.

Core and delta point placement are illustrated in Figure 5.
NOTE Cores and deltas represent singularities in the ordinary direction field of the fingerprint image.

Hence, angle information of cores and deltas cannot fit smoothly into the direction values of all points in the
neighbourhood.

R e

A -

'5‘ e g

Key \~
1 deltd é

2 core

Figure 5 — Example fingerprints of type loop and whorl with placement of core and delta points
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7 Abstract data elements

7.1 Purpose

ISO/IEC 39794-2:2023(E)

This clause describes the contents of data elements defined in this document. These descriptions
are independent of the encoding of the data elements. The full naming conventions for ASN.1 module
components and component types definitions, naming conventions for XML schema elements and
element types definitions, and ASN.1 and XML schema definition extensions applied as per the
[SO/IEC 39794 series are specified in [SO/IEC 39794-1.

o

he tagged binary encoding as well as the XML encoding are given in 8.1, 8.2 and Annex A.

Generic ridge counts

The structure of the abstract data elements is described in Figure 6.
Abstract data elements defined in this clause are used by tagged binary enceding (8.1) 4
gncoding (8.2) extensible biometric formats, which are typically used outsid€\the ICC enviy
These abstract elements are not utilized in the same way as in on-card biométric compariso
fprmat based on TLV encoding (see 8.3).
Finger minutiae data
Version Representation(s)
[Z5] [7.6]
Rosition Impression
|
Minutiae data Spatial sampling rate
Ridge end encoding Capture date
7.1
Capture device Quality
Four-neighbour

ridge counts

Eight-neighbour_

7.16

L daoi
LUl T Udadla

nd XML
onment.
h binary

TTAge CouTts

Delta data Zonal quality
|

PAD

Vendor data(s)

Figure 6 — Overall structure of finger minutiae data
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7.2 Finger minutiae data

Abstract values:

Contents:

7.3 Version

Abstract values:

See Figure 6.

This data element is the container for all data associated with finger minutiae.

See ISO/IEC 39794-1.

Contents:

7.4 Representation block

Abstract values:

Contents:

7.5 Position

Abstract values:

Contents:

The generation number of this document shall be 3. The year shall be the year,of
the publication of this document.

See Figure 6.

This data element is the container for all data associatedwith finger minutiae,
except for the version block information.

See Table 1.

This data element establishes which fitiger region is encoded in the image data.
For example, a right index finger imadge is described with a position of “right-
IndexFinger” in an ASN.1 encoding.The position encodings are specified to
improve interoperability with existing standards, notably the ANSI/NIST ITL
standard family.

Table 1 — Description for finger position values

Abstract value Description
unknownPdsition Unknown finger
rightThumbFinger Right thumb
rightlndexFinger Right index finger
rightMiddleFinger Right middle finger
rightRingFinger Right ring finger
rightLittleFinger Right little finger
leftThumbFinger Left thumb
leftindexFinger Left index finger
leftMiddleFinger Left middle finger
teftRingFinger beftringfinger
leftLittleFinger Left little finger

7.6 Impression

Abstract values: See Table 2.

Contents: This data element establishes how the finger interacted with the capture system
at the time of capture. The impression encodings are specified to improve inter-
operability with existing standards, notably the ANSI/NIST ITL standard family.
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Table 2 — Description for finger impression values

Abstract value Description

plainContact A stationary subject’s finger in contact with a fixed scanning surface (or platen).

rolledContact A laterally rolled subject’s finger in contact with a fixed scanning surface
(or platen).

latentlmage A residue from a subject’s finger left on a surface that has been captured.

swipeContact A moving subject’s finger (typically vertically) in contact with a fixed thin
scanning bar.

tationarySubjectContactlessPlain |A subject’s finger captured without contact in such a way that thelimage is
not representative of a roll or other 3D structure, and in which/th¢ subject
is expected to remain mostly motionless.

tationarySubjectContactlessRolled | A subject’s finger captured without contact in such a wayithat thelimage is
representative of a roll or other 3D structure, and in\which the subject is
expected to remain mostly motionless. A multi capiera’ system that faptures
many views of a fingerprint and stitches themtogether to create{a rolled
image would fall into this category.

ther Unspecified.

‘mknown Unknown.

JnovingSubjectContactlessRolled A subject’s finger captured without eontact in such a way that the[image is
representative of a roll or other 3D)structure, and in which the subject is ex-
pected to move to perform an'effective capture. A system in which f subject
performs a rolling action above or inside a capture system (withofit platen
contact) would fall inta.this category.

movingSubjectContactlessPlain A subject’s finger captured without contact in such a way that thelimage is
not representative@f a roll or other 3D structure, and in which th¢ subject
is expected to move to perform an effective capture. A contactlefs swipe
sensor in whichithe subject slides their fingers above a capture systejm would
fall into this<ategory.

7.7 Minutiae data

Abstract values: See Table.3:

(Jontents: Thisdata element contains the encoded minutiae data. It is a sequence of minu-
tiad blocks shown in Table 3.

Table 3 — Minutia block

Element Description

) x-coordinate
coordinateBlock -

y-coordinate

angle orientation of the minutia
kind ridge ending, bifurcation or other
index minutia index (optional)
quality quality score of the minutia (optional)
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7.8 Spatial sampling rate

Abstract values: See Table 4.

Contents: This data element specifies the spatial sampling rate of the original image from
which the minutiae have been extracted. It consists of two elements:

— the number of samples or pixels per unit distance, and

— the unit of measure for which the number of q;\mp]pc is related [pifhpr inch
or cm).

If this element is not present, the image’s spatial sampling rate is established at
500 pixels per inch (ppi), or equivalently 197 pixels per centimetre (ppcm).

Table 4 — Spatial sampling rate block

Element Description
samplesPerUnit number of pixels per unit
unitDimension unit dimension (inch or cm)

7.9 Ridge end encoding

Abstract values: See Table 5.

Contents: This data element specifies whether ridge endings are encoded as ridge skeleton
end points or valley bifurcation points.

Table 5 — Description ©f ridge end encoding

Abstract value |Description

TRUE ridge endings are encoded as valley bifurcations

FALSE ridge éndings are encoded as ridge skeleton end points

7.10 Capture date and time
See ISOAIEC 39794-1.

7.11 Capture device

7.11.1 Capturedevice model identifier

See ISOAIEC.39794-1.

7.11.2 Certification identifier blocks

See ISO/IEC 39794-1.
7.11.3 Certification schemes for finger images

Abstract values: See Table 6.

Contents: The certification scheme identifiers are defined by ISO/IEC JTC 1/SC 37. A list of
current certification scheme identifiers for certification schemes in
ISO/IEC 39794-4:2019, Annex D, is contained in Table 6.
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Table 6 — Certification scheme identifiers

Certification scheme |Reference

identifier

1 ISO/IEC 39794-4:2019, Clause D.1 — Image quality specification for AFIS systems

2 ISO/IEC 39794-4:2019, Clause D.2 — Image quality specification for personal verifi-
cation

3 ISO/IEC 39794-4:2019, Clause D.3 — Requirements and test procedures for optical
fingerprint scanners

4 to 65535 Reserved by SC 37 for future use

Abstract values:

(Jontents:

1.11.4 Capture device technology identifier

See Table 7.

This data element establishes the class of capture device téchnology used tq
the captured biometric sample. See Table 7 for a description of the abstradt values.
The technology encodings are specified to improve interoperability with
standards, notably ISO/IEC 39794-4.

Table 7 — Description for finger image capture device technology identifier

acquire

existing

abstract value Description
finknownTechnology Capture device technology.information was not captured or has beef lost.
therTechnology Capture device technolegy information is known, but does not corregpond to
any specified values,
cannedInkOnPaper Subjects ink their, fingerprints and apply them to paper (cardstock) which
can then be imaged/scanned.

Card scanners should encode their technology type as scannedInkOnPaper.
ptical TIRBrightField Contagt Prism such that ridges absorb light from the illumination syftem.
pticalTIRDarkField Contact Prism such that ridges reflect light from the illumination sy§tem.
pticallmage Differences in the ridge detail are captured by an optical capture syqtem.

pticalLowFrequency3DMapped

A 3D model of the shape of the finger is used to project reflected light from
ridges onto a flattened (2D) model of the finger.

pticalHighFrequency3bMapped

ralleys
del of

A 3D model that is sensitive to the 3D distances between ridges and
is used to project reflected light from ridges onto a flattened (2D) m
the finger.

apacitive

A contact sensor that utilizes the difference in charge between toucHing
ridges and non-touching valleys. The sensor acts as one plate of the dapaci-
tor, the non-conducting epidermis as a dielectric, and the conducting dermis
as the other plate. There are active and passive versions of the technplogy.

apacitiveRF

Alow radio frequency (RF) signal is applied to the ridge detail and r¢flec-
tions are sensed by the detector array, with each pixel operating likg a tiny

daltenna.

electroLuminescence

A contact technology in which the ridges and an alternating current (AC) sig-
nal cause an electroluminescent (EL) panel to emit light which is captured
by an imaging system.

reflectedUltrasonic

High frequency sound signals are applied to the ridge detail and the acoustic
response is sensed by the detector array, with each pixel operating like a
tiny microphone.

impediographicUltrasonic

A contact technology in which the absorption of ultrasonic energy is meas-
ured by changes in the impedance of a piezo-electric material.

© ISO/IEC 2023 - All rights reserved
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Table 7 (continued)

abstract value

Description

thermal

Thermal differences between contact ridges and ambient temperature in
valleys are used by a detector array, with each pixel operating like a tiny
thermometer.

directPressure

Sensors which operate by measuring the pressure difference between ridges
and valleys, as the valleys are not involved in any direct force on the surface
of the sensor. The pressure is measured by a detector array, with each pixel
operating like a tiny scale. In practice, these sensors are electronic binary

switches that use time and/or spatial diversity to achieve greyscale detail:

indirectPressure

A contact technology in which the pressure of the fingerprint ridge skin
against a deformable material is assessed optically to produce a finger,
image.

liveTape

A technology in which one-time use tape is used on live finger(skin to collect
friction ridge detail and the tape is then subsequently imaged\by traditional
photography.

latentInpression

A powder is applied to a surface that a fingerprint has‘touched. The oil
residue of the finger attaches to the powder. This is‘thén photographed and
post-processed to produce a latent finger image.

latentPhloto

A printed photograph of a latent impression is\subsequently imaged (with a
scanner or camera).

latentM¢lded

A mold of a latent is fabricated and utjlized to construct an artificial finger
which is then used with a PAD-disabled’scanner to produce a latent finger
image.

latentTrhcing

An older legacy latent finger capture process in which a hand-drawn or
computer-drawn tracing is stbsequently imaged by a flatbed scanner or
photographed.

latentLif

—t

A powder is applied to:asurface that a fingerprint has touched. The oil
residue of the finger'dattaches to the powder. Transparent tape is then placed
over the latent and)is photographed after the tape is removed or lifted.

activeTHermal

Active thermalsensors which operate by injecting a pulsed heat signal and
measuringheat dissipation or heat conductivity rather than (passive) ther-
mal sensors measuring temperature.

7.12 Bilometric sample quality blocks

See ISOAIEC 39794-1.

7.13 Generic ridge counts

Abstract values;

Contents:

See Table 8.

This data element includes generic ridge count information as a sequence of ridge
count elements. Each ridge count element specifies:

16

a first minutia index, and

a second minutia index.

The number of ridges crossed when drawing a straight line between the first and
second minutia.
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Table 8 — Generic ridge count block

Element Description

minutialndex1 index of first minutia

minutialndex2 index of second minutia

ridgeCount number of ridges crossed between the two minutiae

7.14 Four neighbour ridge counts

Abstract values: See Table 9.

(Jontents: This data element includes four-neighbour ridge count data expressed-as a §
of four-neighbour ridge count blocks. The image area around a.céntre m
split into four quadrants and the ridge count is recorded faor,the closest
in every quadrant.

Table 9 — Four neighbour ridge count block

Element Description
centerMinutialndex index of the centre minutia for this block
topRightMinutiaCountBlock index of the nearest top-right neighbour minutia and ridge

count to centre minutia

bottomRightMinutiaCountBlock |index of the nearést bottom-right neighbour minutia and
ridge count to ¢entre minutia

bottomLeftMinutiaCountBlock |index of the nearest bottom-left neighbour minutia and
ridge countto centre minutia

topLeftMinutiaCountBlock index'of the nearest top-left neighbour minutia and ridge
count to centre minutia

1.15 Eight neighbour ridge counts

oy

bstract values: See Table 10,

(Jontents: This datajelement includes eight-neighbour ridge count information. The im

is recorded for the closest minutia in every octant.

Table 10 — Eight neighbour ridge count block

Element Description
centerMinutialndex index of the centre minutia for this block
octant0CountBlock index of the nearest neighbour minutia in octant and

ridge count to centre minutia

023(E)

equence
inutia is
minutia

age area

arouridacentre minutia is split into eight equally sized fragments and the ridige count

octantICountBlocK INdex of the nearest neighbour minutia In octant and
ridge count to centre minutia

octant2CountBlock index of the nearest neighbour minutia in octant and
ridge count to centre minutia

octant3CountBlock index of the nearest neighbour minutia in octant and
ridge count to centre minutia

octant4CountBlock index of the nearest neighbour minutia in octant and
ridge count to centre minutia

octant5CountBlock index of the nearest neighbour minutia in octant and
ridge count to centre minutia

© ISO/IEC 2023 - All rights reserved
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Table 10 (continued)
Element Description
octant6CountBlock index of the nearest neighbour minutia in octant and

ridge count to centre minutia

octant7CountBlock index of the nearest neighbour minutia in octant and
ridge count to centre minutia

7.16 Core data

Abstrac

Content

717 D

Abstrac

Content

values:  See Table 11.
b This data element includes core information. A fingerprint can have one ofjtwo
cores, each having coordinates and an optional orientation angle.
Table 11 — Core data block
Element Description
X-coordinate
coordinateBlock -
Y-coordinate
angle orientation of the core (optional)
plta data
values:  See Table 12.
S This data element includes delta information. A fingerprint can have multiple del-

tas, each having position coordinates and an optional block of three angles.

Table 12 =<Delta data block

Element Description
X-coordinate

coordinateBlock -
Y-=coordinate
angle 1

angles (optional) |angle 2
angle 3

7.18 Zgnal quality.

Abstract values: See Table 13.

Contents: This data element contains zonal quality information. The fingerprint is seg-
mented into several cells. Zonal quality data is a sequence of algorithm identifi-
er, cell dimensions and cell quality blocks.

Table 13 — Zonal quality block
Element Description
algorithmIDBlock identifier for registered quality algorithm
cellwidth width of the cell
cellHeight height of the cell
cellQualityBlocks sequence of cell quality values (optional)
18 © ISO/IEC 2023 - All rights reserved
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7.19 PAD data block
See ISO/IEC 39794-1.

7.20 Vendor specific data
See extended data blocks in ISO/IEC 39794-1.

This data element contains vendor-specific proprietary data associated with the friction ridge. As this
isan infprnpprnhlp data in‘rprr‘hqngp format thisdata element shall not be nsed to contain data that can

he provided with other elements of this document.

8 Encoding

o0

.1 Tagged binary encoding

lause A.1 specifies an ASN.1 schema in which the abstract data elements of Clause 7 are conptrained
y types defined by the ASN.1 standard (ISO/IEC 8824-1), ASN.1 types défined by ISO/IEC 39794-1, or
y ASN.1 types defined in this document.

he tagged binary encoding of finger minutiae data shall be“obtained by applying the ASN.1
istinguished encoding rules (DER), in accordance with JSO/IEC 8825-1, to a value of the type
ingerMinutiaeDataBlock defined in the given ASN.1 moduleyThe DER encoding of each data object has
hree parts: tag octets that identify the data object, length octets that give the number of suhsequent
alue octets, and the value octets.

< o M QL e joulloulllan)

—]

he ASN.1 module in Clause A.1 can be retrieved from https://standards.iso.org/iso-iec/39794y-2/ed-1.

See Annex C for the encoding sample.

8.2 XML encoding

lause A.2 specifies an XSD schema;-in which the abstract data elements of Clause 7 are conktrained
y types defined by the XML standard, XML types defined by 39794-1, or by XML types defined in this
tandard.

v oI

oY

n XML document encodingfinger minutiae data shall obey the given XSD.

]

he XSD in Clause A<2\can be retrieved from https://standards.iso.org/iso-iec/39794/-2/ed-1.

See Annex C forthie’encoding sample.
8.3 On:card biometric comparison format

8.3.4 Y Overview

['he finger minutiae on-card biometric comparison format is for use with integrated-circuit cards and
other tokens. Its main area of application is on-card biometric comparison (see ISO/IEC 24787-1 and
ISO/IEC 7816-11) of finger minutiae data.

The finger minutiae on-card biometric comparison format is more compact than the tagged binary
encoding defined in 8.1. It fixes the spatial sampling rate to 10 ppmm to encode each minutia coordinate
in only one byte and omits information about the structure and contents of the finger minutiae data,
which is included in the tagged binary encoding. Information necessary for the comparison process is
stored in a separate comparison parameters data object as defined in 8.3.9.

Table 14 depicts the structure of a finger minutiae data block in on-card comparison format (see
ISO/IEC 24787-1 and ISO/IEC 7816-11 for comparison).
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All multibyte quantities are represented in Big-Endian format, i.e. the more significant bytes of any
multibyte quantity are stored at lower addresses in memory than (and are transmitted before) less
significant bytes. All numeric values are fixed-length integer quantities and unsigned quantities.

Table 14 — Biometric data template

Tag Length |Value Presence
7F2Eqe, |var. Biometric data template
Tag Length |Value
91 Hex var. Ridge count data according to 8.3.8.2 Optional
92 Hex var. Core point data according to 8.3.8.3 Optional
93Hex var. Delta point data according to 8.3.8.3 Optional
9% ex var. Zonal quality data according to 8.3.8.4 Optional
954ex 1 Impression type according to 8.3.8.5 Optional
96 ex 5 Quality block Optional
Quality block |Quality algo- |QualitysSeore
vendor id rithm id. or errorcode
(2 bytes) (2 bytes)
B6yex var. Quality blocks Optional
Tag Length Value
9611ex 5 Quality block 1 |Mandatory if
DO with tag
B6y. 1S presen
96ex 5 Quality block n |optional
82y / var. Biometricgdata with vendor specific format Optional
Hex
81 ex var. Fingerminutiae data
Field Size (bits)  |Valid values Multiple In-
X coordinate 8 [0,255] stances
Y coordinate 8 [0,255]
Minutiae Type 2
Minutiae angle |6 [0,63]
Aly,, var. Constructed finger minutiae data in standard |If DOs with tags
format 82ex/ A2 ex
and at least
one of the DOs
with tags 91y,
to 95 are
present
Tag Length Value
81hex var. Primitive fin- |Mandatory if
ger minutiae |DO with tag
data in stand- |Aly,, is present
ard format
91 ex var. Ridge count  |Atleast one of
data the DOs with
92Hex var. Core point tags 91y to
data 95Hex
93 1ex var. Delta point
data
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Table 14 (continued)
Tag Length |Value Presence
94y i var. Zonal quality
data
95 ex 1 Impression
type

8.3.2 Minutia placement

This on-card biometric comparison format requires that all ridge endings shall be encodeda
Y
Hifurcations are used, then the CBEFF BDB format type identifier 0005y, shall beyuséd in
d
i

lentifier 0006y, shall be used.

§8.3.3 Encoding

b

Table 15 — On-card biometric comparison format

X coordinate Y coordinate |type/t angle, 6
1 byte 1 byte 2 bits 6 bits

§.3.4 Minutia position

—

he 8-bit X coordinate of the minutia shall betecorded in the first byte. The 8-bit Y coordinate

lowlao!

idge endings shall be encoded as ridge«skeleton end points or valley bifurcation points.

= =z

rmat.

§4.3.5 Minutia type

he type of minutia ({ype ¢t in Table 15) will be recorded in the most significant two bits of f

hinutia of type “ether”, “01” will represent a ridge ending and “10” will represent a ridge bif
ype “11” is reserved by JTC 1/SC 37 for future use.

= 0 <

o0

.3.6 _Minutia angle

The’angle of the minutia shall be recorded in six bits in units of 5,625 (360/64) degrees. The le

degrees. Angle information shall be present for each minutia, regardless of type.

NOTE Minutiae of “other” type can represent either a ridge ending or ridge bifurcation when the
type cannot reliably be determined.

© ISO/IEC 2023 - All rights reserved

s either

alley bifurcation points or ridge skeleton end points as defined in 6.4.3 and 6.4.5 respectively.|If valley

the BIT

efined in ISO/IEC 19785-3. If ridge skeleton end points are used, then the CBEEF-/BDB format type

sing the on-card biometric comparison format, three bytes are needed to encode each minutia.
able 15 illustrates the layout of the bits and bytes for minutiae position, type and angle descriptors.

shall be

laced in the following byte. The coordinates'shall be expressed such that each unit is equal to 101 mm.

OTE The maximum value for theX’and Y coordinates is 25,5 mm with the on-card biometric comparison

he byte

hose less significant bits contain the angle value for the minutiae. The bits “00” will replfesent a

rcation.

ue shall

Hea’non-negative value between 0 and 63, inclusive. For example, an angle value of 16 represgnts 90,0

minutia
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8.3.7 Number of minutiae and truncation

8.3.7.1 General aspects

The minutiae data of a finger consist of n minutiae encoded as shown in Table 15. The number n depends
on:

— the minimum number of minutiae required according to the security level;

— the maximum number of minutiae accepted by a specific card, e.g. due to buffer restrictions and
computing capabilities.

The majimum number of minutiae accepted is therefore an implementation-dependent value and’shall
be indicpted in the BIT, if the default value is not used.

A card dan also require a special ordering of the minutiae presented in the biometric prébe data. Thie
ordering scheme shall be indicated in the BIT (see ISO/IEC 19785 and ISO/IEC 7816411}, if the default
value is pot used.

8.3.7.2 | Removing minutiae for card processing

If the number of minutiae exceeds the maximum number the card indicatesit can accept, then minutiae
shall be removed according to one of the following two options.

— Minptiae with the largest Euclidean distance from the centré\of mass shall be removed first. Thie
cenfre of mass shall be computed before any minutiae are remmoved.

— If mfinutia quality data is available, minutiae of the lowest quality are removed first. When any twj
minjutiae share the same quality value, the one with:the largest Euclidean distance from the centr
of mass of a minutia set shall be removed first. The centre of mass shall be computed before an|
minutiae are removed. For minutiae that have the same quality and Euclidean distances, remoy
ridge ending first, and for minutiae of the same'type, remove minutia with largest angle first.

o< ®© O

Remova] shall be conducted before any needed sorting of the minutiae.

This prgcedure shall apply to both the‘ehrolment of a reference template, and the preparation of
verificafion template.

[*Y)

8.3.7.3 | Lack of minutiae

If the nimber of minutiae-is fewer than the minimum number indicated by the card, the following
options phould be consideped:

— re-dcquisition efa sample from the subject;

— use pof a differént finger;

— pI'O1Ilpt user or operator.

The implementation shall not assign fictional minutiae.
8.3.8 Usage of extended data for the on-card comparison format

8.3.8.1 Data objects for extended data

In the card format also, extended data beyond the finger minutiae may be present. In this case the
usage of the biometric data template (tag 7F2Ey,,) as described in ISO/IEC 7816-11 and defined in
ISO/IEC 7816-6 is mandatory. Table 14 shows the biometric data template with its embedded data
objects. If vendor-defined data are appended, then the biometric data in standardized format (DOs with
tags 81y, and 91y, to 95,.,) shall be encapsulated in the DO with tag Aly,,, see Table 14.
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8.3.8.2 Ridge count data format

The minimum value for the extended data area length field of a ridge count extended data area is
5 bytes. This consists of 2 bytes for type, 2 bytes for length, and one byte to identify a ridge count
extraction method. This format provides optional information about the number of fingerprint ridges
between pairs of minutiae. Each ridge count is associated with a pair of minutiae. No ridge information
may be contained that is associated with minutiae not included in the corresponding minutiae area.
Ridge counts shall not include the ridges represented by either of the associated minutiae. Refer to

Figure 7 for clarification; the ridge count between minutiae A and B is 1, while the ridge count between
ninutiae Band Cis?2

Figure 7 — Example r?ge count data
Q)‘\

§4.3.8.2.1 Ridge count extraction method $\'

The ridge count data area shall begin with\h\Qs)ingle byte indicating the ridge count extraction [method.
Hidge counts associated with a particu 0:entral minutia (a minutiae used as the reference to generate
the subsequent ridge counts relevan @Eor the ridge count extraction method) are frequently es(tracted
ih one of two ways: by extractin ridge count to the nearest neighbouring minutia in each of four
angular regions (or quadrants), g;)by extracting the ridge count to the nearest neighbouring|minutia
h each of eight angular regiofis (or octants). The ridge count extraction method field shall ind]cate the
extraction method used, aQ? own in Table 16. It is not necessary for all minutiae in the minutiae data
drea to have ridge count@g a associated with each minutia.

—e

el

 either of these S]\%QC extraction methods are used, the ridge counts shall be listed in the fpllowing
jay: %)

- all ridg%@'ﬂnts for a particular central minutia shall be listed together;

<

= the@ral minutia shall be the first minutia referenced in the 3-byte ridge count data;

= ?]isting of the central minutiae of each 3-byte data block shall be ordered and the ordgr of the
isting of neighbouring minutiae for each central minutia are not defined by the standard
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Table 16 — Ridge count extraction (RCE) method codes

RCE method field value |Extraction method |Comments
00ex Non-specific No assumption shall be made about the method used to
extract ridge counts, nor their order in the record; in par-
ticular, the counts may not be between nearest-neighbour
minutiae.
0164 Four-neighbour For each central minutia used, ridge count data is extracted
(quadrants) to the nearest neighbouring minutia in four quadrants, and
ridgp counts for each central minutia are listed fngpfhpr
024104 Eight-neighbour For each central minutia used, ridge count data is extraeted
(octants) to the nearest neighbouring minutia in eight octants, @nd
ridge counts for each central minutia are listed together.
8.3.8.2.1.1 Eight-neighbour ridge count extraction method

Ridge cqunt information for the eight-neighbour ridge count extraction method shall be extracted als

follows.

— Each central minutia used shall be assigned its own unique “neighbourhood” consisting of eight
octdnts (angular sectors of 45 degrees) of a (theoretical) circle centved on the location of the
minjutia. The octants shall be numbered counterclockwise from zer6,to seven with octant numbgr
zer@ locally centre-aligned with the direction of the minutiae. £igire 8 provides an example of p
cenfral minutiae whose “tail” is aligned toward the “South-Sguthwest” direction. The zero octant
spafs the arc of 22,5 degrees on either side of “South-Southwest”. The “tail” bisects the zero octant.

— For
str
int

intefvening ridges plus one).

Note thdt the ridge(s) defining the minutia are cansidered part of the minutia. For example, if the central

minutia
another
count.

24

pach octant, aridge countis produced by counting the number of ridges crossed by a (theoretical)
ight line between the central minutia and the minutia nearest to it (i.e. its “nearest neighbour’|)
at octant, including the ridge on which the nearest neighbouring minutia lies (i.e. the number gf

is a ridge ending, and if the straightline passing from it to a nearest neighbouring minutia ip
octant crosses over the ridge thescentral minutia is on, that crossover does not increment thee
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Key

0 octantO
1 octant1l
2 octant 2
3 octant3
4 octant4
[

t

1

g

S

-

bllows:

octant 5
octant 6
octant 7

5
6
7
8

Figure 8~— Eight-minutiae neighbourhood

ridge

ue to the curving of ridges, the ‘straight line between a minutia and its neighbour might cros
wice (or more). In this caSe)'the same ridge shall not be counted more than once, unless the
ne which connects the'céntral minutia to its nearest neighbour minutia passes through at |
entre of one valley Before entering back into the same ridge. A ridge shall not be counted unless the
traight line passes.atleast to the centre of the ridge thickness.

§4.3.8.2.1.2 Four-neighbour ridge count extraction method

Ridge count information for the four-neighbour ridge count extraction method shall be extr

a) “Each central minutia used shall be assigned its own unigue “neighbourhood” consisting

5 a ridge
straight
east the

hcted as

r of four

quadrants (angular sectors of 90 degrees) of a (theoretical) circle centred on the location of the
minutia. The quadrants shall be numbered counterclockwise from one to four. The central minutia
shall be locally aligned on the ‘Y’ axis between quadrant 3 and 4. Figure 9 provides an example of
a central minutiae whose “tail” is aligned toward the “South” direction. The “tail” bisects the two

lower quadrants.

b) For each quadrant, a ridge count is produced by counting the number of ridges crossed by a
(theoretical) straight line between the central minutia and the minutia nearest to it (i.e. its “nearest
neighbour”) in that quadrant, including the ridge on which the nearest neighbour minutia lies (i.e.
the number of intervening ridges plus one).

© ISO/IEC 2023 - All rights reserved
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The ridge(s) defining the minutia are considered part of the minutia. For example, if the central minutia
is a ridge ending, and if the straight line passes through one of the ridge segments forming the ridge
ending, the latter is not counted as being separate from the minutia and does not increment the count.

Key
1 quadrantl 3 _quadrant 3
2 quadrant 2 4>> quadrant 4

Figure 9 — Four-minutiae neighbourhood

Note alsp that due to the curving of ridges; the straight line between a minutia and its neighbour might
cross a fidge twice (or more). In this\case the same ridge shall not be counted more than once, unlegs
the strajght line which connects the'central minutia to its nearest neighbour minutia passes through
at least the centre of one valley\before entering back into the same ridge. A ridge shall not be countefd
unless the straight line passes at least to the centre of the ridge thickness.

8.3.8.2.2 Ridge countidata

The ridge count data'shall be represented by a list of three-byte elements. The first and second bytes ar
an index numberyindicating which minutiae in the corresponding minutia area are being considereg
The third bytesis a count of the ridges intersected by a direct line between these two minutiae.

—

If a givgn‘guadrant or octant has no neighbouring minutiae in it, a ridge count data 3-byte element
shall be recorded with the first minutia index field set to the central minutia index number, the second
minutia index field set to 255 and the ridge count field set to 255. For each central minutia, there shall
always be four ridge counts recorded for the quadrant method and eight ridge counts recorded for the
octant method.

The ridge count data shall be listed in increasing order of the index numbers, as shown in Table 17.
Since the minutiae are not listed in any specified geometric order, no assumption shall be made about
the geometric relationships of the various ridge count items.
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Table 17 — Example ridge count data
(non-specific extraction method, RCE method = 00y,,)

Minutia index #1 Minutia index #2 Ridge count
OlHeX 02Hex 05Hex
OlHeX 06Hex 09Hex
01Hex O7Hex 02Hex
OzHex 04‘Hex 13l-[ex
02Hex Cr)Hex CDHex
OSHeX 03Hex 03Hex
09Hex 15Hex 08Hex
§.3.8.2.3 Ridge count format summary
The ridge count data format shall be as shown in Figure 10.
8.3.8.2.1 8.3.8.2.2 8.3.8.2.2 8.3.8.2.2 8.3.8.2.2 8.3.8.2.2 8.318.2.2
Extraction type index #1 index #2 ridge count index#1 index #2 ridge count
method index index count index index cpunt
N N N J ) J
Y Y Y Y Y Y
1 byte 1 byte 1 byte 1 byte 1 byte 1 byte 1 pyte
— _/ — _/
~ ~
3 bytes 3 bytes

Figure 10 — Ridge count data format

§.3.8.3 Core and delta data format

o0

.3.8.3.1 General

his format is provided to centain optional information about the placement and characteristics of the
ores and deltas on the original fingerprint image. Core and delta points are determined by the overall
attern of ridges in the fingerprint. There may be zero or more core points and zero or more delta points
br any fingerprint. Core and delta points can optionally include angular information. The required data
ntries for core and.delta point placement are defined in the following subclauses.

DO =hts O =

OTE The”capability to precisely and consistently compute core and delta orientation has hot been
emonstratedand will require dedicated research and development to ensure interoperability.

oz

§4.3.8.3;2 Core information

AL 1 £
INUINnopcerl U1 COIcS

The number of core points represented shall be recorded in the least significant four bits of this byte.
Valid values are from 0 to 15. The high-order (most significant) 4 bits are reserved by JTC 1/SC 37 for
future use and shall be set to 0.

8.3.8.3.2.2 Core information type

The core information type shall be recorded in the first two bits of the upper byte of the X coordinate
of the core position. The bits “01” will indicate that the core has angular information while “00” will
indicate that no angular information is relevant for the core type. If this field is “00”, then the angle
fields shall not be present for the cores.
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8.3.8.3.2.3 Core position

The X coordinate of the core shall be recorded in the lower fourteen bits of the first two bytes of each
core description. The Y coordinate shall be placed in the lower fourteen bits of the following two bytes.
The high-order (most significant) 2 bits of the Y coordinate are reserved by JTC 1/SC 37 for future
use and shall be set to 0. The coordinates shall be expressed in pixels at the spatial sampling rate of
10 ppmm.

8.3.8.3.2.4 Core angle

4

If present, the angle of the core shall be recorded in one byte in units of 1,406 25 (360/256) degrees
The cor¢ angle is measured increasing counterclockwise starting from the horizontal axis to theright.

The valye shall be a non-negative value between 0 and 255, inclusive. For example, an angle.value of
16 repr¢sents 22,5 degrees. If the core information type is 0 (8.3.8.3.2.2) then this field,shatl not b

Delta information

8.3.8.3.3.1 Number of deltas

The number of delta points represented shall be recorded in the least sighificant four bits of this byt
Valid values are from 0 to 15. The high-order (most significant) 4 bits are reserved by JTC 1/SC 37 fo
future ufe and shall be set to 0.

N4

—

8.3.8.3.3.2 Delta information type

The delta information type shall be recorded in the first tWo bits of the upper byte of the X coordinate
of the d¢lta position. The bits “01” will indicate that the'delta has angular information while “00” wi|l
indicate|that no angular information is relevant for-the delta type. If this field is “00”, then the angle
fields shiall not be present for the deltas.

8.3.8.3.3.3 Delta position

-

The X cqordinate of the delta shall be reeorded in the lower fourteen bits of the first two bytes of eac
delta depcription. The Y coordinate shall be placed in the lower fourteen bits of the following two bytes.
The high-order (most significant) 2 bits the Y coordinate are reserved by JTC 1/SC 37 for future use and
shall be set to 0. The coordinates shall be expressed in pixels at the spatial sampling rate of 10 ppmm.

8.3.8.3.3.4 Delta angles

If presel
1,406 2%

t, each of the.three angle attributes of the delta shall each be recorded in one byte in units d
(360/256)>degrees. The delta angle is measured increasing counterclockwise starting froy
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if field'shall not be present. If not all three angles can be extracted from the image because ¢
noise orlimage cropping, the angle fields affected shall be filled by repeating any of the other angle(d
for the same delta.

8.3.8.3.4 Core and delta format summary

The core and delta format shall be as shown in Figure 11 and Figure 12 respectively.
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8.3.8.3.2.1 8.3.8.3.2.2 8.3.8.3.2.3 8.3.8.3.2.3 8.3.8.3.24 8.3.8.3.2.2-4
Reserved # of cores Core info type Xlocation Reserved Y location Core Angle

reserved # cores type X coordinate reserved Y coordinate angle

\ J \ J \ J \ J \ J \ J \ J \ J
Y Y Y Y Y Y Y Y

4 bits 4 bits 2 bits 14 bits 2 bits 14 bits 1 byte 4 or 5 bytes

- P\ AN _ \ A J
' hd ' Y Y

1 byte 2 bytes 2 bytes only presentif core  zero or more

info type not zera  additional cores

Figure 11 — Core data format

8.3.8.3.3.1 8.3.8.3.3.2 8.3.8.3.3.3 8.3.8.3.3.3 8.3.8.3.84 8.3.8{3.3.2-4
Reserved # of deltas Delta info type Xlocation Reserved Y location Delfa\Angles
reserved # deltas type X coordinate reserved Y coordinate | gng1lyang2|ang3| ... R
N J \ J \ J < J J J ¢ J\ J
Y Y Y Y Y Y Y
4 bits 4 bits 2 bits 14 bits 2 bits 14 bits 3 bytes 4 or|7 bytes
- N\ N\ AN J \ J
Y hd hd
1byte 2 bytes 2 byte§ only presentif delta zero qr more

info type not zero  additiopal deltas

Figure 12 — Delta data format

§.3.8.4 Zonal quality data modified for on-cdrd comparison minutiae formats

o0

.3.8.4.1 Zonal quality data format summary

Hor the finger minutiae card formats,the image size in X and Y direction is not provided. Hence, the
fdlacement of the cells described in:this clause is unknown. This information has to be provided in a
Header for the zonal quality data./Figure 13 shows the structure of zonal quality data in the finger
minutiae on-card biometric cdmparison format.
. quality mdp quality map information
density héight width depth
# of cells per # of cells in # of cells in L
decimetre Xdir Y dir. depth Cell quality bits 00.1.0
N J \ J J J )
'S Y Y Y H_/ Y\
1 byte 1 byte 1byte 1 byte Data bits Paddirg bits
EFicure 13 Zonal aualitv data format
il = il HREEEH bk Sl

The first byte of the zonal quality data shall contain the spatial sampling rate of the quality map in
cells per decimetre. The next two bytes shall contain the number of cells in the quality map in X and Y
direction. The fourth byte gives the bit depth used for each cell. These header bytes shall be followed by
the quality indication for each cell.

8.3.8.4.2 Density of cells in the quality map
This value shall indicate the number of cells in the quality map per decimetre. The density shall be

uniform in X and Y direction. Permissible values are 20 to 255. The recommended value is 125 cells per
decimetre.
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8.3.8.4.3 Quality map width and height

The number of cells in X direction shall be stored in one byte. Permissible values are 1 to 255. The

number

of cells in Y direction shall be stored in one byte. Permissible values are 1 to 255.

8.3.8.4.4 Cell quality information depth

The bit depth of the cell quality information shall be contained in one byte. This value will indicate
the number of bits per cell used to indicate the quality. Permissible values are 0, 1, 2, 4 and 8. With an

informa

iondepth of 0 arectancularimage areaof sufficientgualitvisdefinedbyv the width and height
T Y =] S T o4 o4 S

and the

8.3.8.4.5

The qua
8.3.8.4.5
If the fin
shall be
not cont

of poor quality, the cell quality shall be represented by lower values (the bit alue "0" if the informatio

depth is
The cell

left justified with unused bits set to 0.

In cases
extende
width d

In cases
extende
height d

8.3.8.5

spatial sampling rate of the quality map.

b Cell quality data

ity of the fingerprint image in each cell shall be represented by one or more bits, @s'indicated ip
. Quality data for cells shall be stored in usual “raster” order: left to right, then'‘top to bottonp.
ger image within this cell is of good clarity and significant ridge data is present;, the cell qualitly
represented by higher values (by the bit value "1" if the information depth_is 1). If the cell does
ain significant ridge data, or the ridge pattern within the cell is blurredybroken or otherwise

n

quality shall be packed into bytes. The last byte used to encode’the zonal quality data shall b

[}

where the size in the X-direction is not divisible by the:cell width, the number of cells shall b
d to include the rightmost region. The number of célls is then the rounded quotient of imag
vided by cell width.

[CENC]

where the size in the Y-direction is not divisible by the cell height, the number of cells shall b
l to include the bottommost region. The number of cells is then the rounded quotient of imag
jvided by cell height.

[CEN¢]

Impression type

The impjression type of the finger images from which the minutiae data was derived shall be recorde

=g e

in this 1-byte field. The codes for this byte are shown in Table 18. These codes are compatible wit
Table 9 ¢f ANSI/NIST-ITL 1-2011: Update 2015.
Table 18 — Finger impression codes
Cogle Description Usage
0 Plaincontact
1 Rolled contact
2 Nonlive-scan plain no longer in use
3 Nonlive-scan rolled no longer in use
4 Latent image
5 Latent tracing no longer in use
6 Latent photo no longer in use
7 Latent lift no longer in use
8 Swipe contact
9 Vertical roll no longer in use
10 to 23 Reserved by JTC 1/SC 37 for future use
24 Stationary subject contactless plain
25 Stationary subject contactless rolled

30
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Table 18 (continued)
Code Description Usage
26 to 27 Reserved by JTC 1/SC 37 for future use
28 Other impression
29 Unknown impression
41 Moving subject contactless rolled
42 Moving subject contactless plain
OTE The impression type supports enrolment of the same finger multiple times, once with €agh sensor.

S )

gorithm will try to compare with whatever template is stored for the finger to compare.

8.3.9 Biometric comparison parameters

legacy format with biometric comparison parameters DO). Table 19-ists the DO biometric co
arameters.

hollenlYilonlivs)

Table 19 — DO Biometric comparison parameters

Tag |Length Value
Blyex |var Biometric comparison parameters template
Tag |Length |Value
8lyex |2 Number of minutiae, see Table 20
82hex |1 Minutiae order, see Table 21 and Table 22
83hex |1 Feature handling indicator, see Table 23

4.3.9.1 Number of minutiae

v w]

or the indication of the miinimum and maximum value of minutiae expected by the card
number of minutiae as shewn in Table 20 shall be used.

Table 20 — Data object for number of minutiae

Tag Length |Value

8lhex |2 min (1 byte, binary coding) || max (1 byte, binary coding)

[f this DOiS not present in the BIT, the default values apply.

§.379.2 Minutiae order

8.3.9.2.1 Data object for minutiae ordering

he ON-CARD BIOMETRIC COMPARISON engine can perform the comparison of the verification-template with
he enrolled template of the same type. If no impression type is present, the ON-CARD BIOMETRIC:€OMPARISON

iometric comparison parameters are used to indicate implementation-specific values to be dbserved
y the outside world when computing and structuring the biometric prébe data. They can be encoded
s DOs embedded in a comparison parameter template as defined in-1SO/IEC 19785-3:2020, Clause 11

parison

the DO

For the indication of the ordering scheme for minutiae, the DO Minutiae order as shown in Table 21 shall

be used.

Table 21 — Data object for minutiae order

Tag Length Value
82Hex 1 See Table 22

© ISO/IEC 2023 - All rights reserved

31


https://standardsiso.com/api/?name=761584f3eacbf4dcb9a236cf61a7f3e9

ISO/IEC 39794-2:2023(E)

Table 22 — Values for minutiae order indication

b8 b7 b6 b5 b4 b3 b2 b1 Meaning

0 0 0 0 0 0 0 0 No ordering required (default
value)

0 1 Ordered ascending

0 Ordered descending

Cartesian x-y?

Cartacian 7 5
ot

ceSToTy I

Polar, root = centre of mass

SRR
oo~k
olo[~|e[r
>
5
o
(¢
o

0 0 XorY coordinate extension for
on- card biometric comparispn
format

X X X 000, other values are RFY,

a  QOrdered by ascending/descending X-coordinate, if equal by ascending/descending\Y-toordinate.

b The angle represents the orientation of the minutia.

The minjutiae shall be ordered according to the procedures described in 8:3:9.2.2 to 8.3.9.2.8.

8.3.9.2.2 Ordered ascending

“Orderefl ascending” means that the ordered sequence begins*with the minutia from the originz
minutia¢ set that has the smallest value of the indicated itent. The value of this item increases wit
every successive minutia to the maximum value in the last@minutia of the ordered sequence.

= —

8.3.9.2.3 Ordered descending

—_—

“Orderefl descending” means that the orderedcsequence begins with the minutia from the originz
minutia¢ set that has the largest value of thedndicated item. The value of this item decreases with everly
successive minutia to the minimum valuein‘the last minutia of the ordered sequence.

8.3.9.2.4 Cartesian X-Y

Cartesign X-Y stands for an ordering scheme, where first the X-coordinate is compared and usefd
for ordgqring. When ordering by ascending Cartesian X-Y coordinates, the minutia with minimurp
X-coordnate becomes the. first minutia in the ordered sequence. The minutia with the second smallegt
X-coord|nate becomes the) second minutia in the ordered sequence. This process continues until the
minutia[with maximum.X-value becomes the last minutia in the ordered sequence. If the X-coordinates
in two of more minutiae are equal, the Y-coordinate is compared for ordering.

8.3.9.2. Cartesian Y-X

Cartesian ¥*X stand for an ordering scheme, where first the Y-coordinate is compared and used fdr
ordering. If the Y-coordinates in two or more minutiae are equal, the X-coordinate is compared for
ordering.

8.3.9.2.6 Angle

Sorting a minutiae list by angle is achieved as follows. The angle of a minutia begins with value 0 to
the right horizontal axis and increases counterclockwise. When ordering by increasing angle, the
minutia with the minimum angle value in the ordered sequence becomes the first minutia in the
ordered sequence. The minutia with the second smallest angle value becomes the second minutia in the
ordered sequence. This process continues until the last minutia in the ordered sequence is defined as
the minutia with maximum angle value. No rules for sub-ordering are defined if the angle values in two
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or more minutiae are equal. Any possible ordering sequence of the minutiae with the same angle value

is allowed in this case.

8.3.9.2.7 Polar

Polar is an ordering sequence by ascending or descending polar coordinates. First of all, a virtual

coordinate root is defined as the centre of mass of all minutiae. The polar coordinates of every
are computed as the relative distance and angle to this root coordinate. Without loss of ge

minutia
nerality,

the process of ascending ordering with polar coordinates is described. The minutia with minimum

|

Lu\,hdcau d;otalu,c tU tllc lUUt llJCbUlllCD tllC fll bt uliuutia ill t}lc Ul dCl Cd bC\.iuClle. T}lC lllill
the second smallest distance to the root becomes the second minutia in the ordered seguex
drocess continues until the minutia with maximum distance to the root becomes the last“m
t
0

i$ compared. The minutia with the smallest angle as defined in 6.5.1 becomes the next minut

rdered sequence.

—

he position of the centre of mass of the minutiae shall be computed as the poihtspecified by th
fthe coordinates in X and Y.

o

cm is the centre of mass;

n is the number of minutiae.

o0

.3.9.2.8 XorY coordinate extension

The extracted X coordinates are sorted in ascending order and encoded in 2 bytes, but only
sfignificant byte is sent in the minutiae format to the card (equal to a mod(256) computation).
dan reconstruct the original sequence of values by adding 256 on all following entries when a Y
df the ascending order occurs.

HXAMPLE

(riginal sequence: 60 276 277 333581 797 860 986 1000

Transmitted sequence: 60 202177692992 218 232

Hor each violdtion of the ascending order, add 256 on all following entries:

0256 256 256 512 768 768 768 768

tia with
ce. This
nutia in

he ordered sequence. If the root-distance of two minutiae or more is equal, the angle of these minutiae

ia in the

€ means

he least
[he card
riolation

Retonstructed sequencer 60 276 277 333581 7978609861000

The same construction principle may alternately be applied also for the Y coordinate. Using this

construction on X and Y together is not possible.

NOTE1 Images with height larger than 256 pixels can occur when a four-finger slap impression is segmented

below the first interphalangeal crease.

NOTE 2  Itis assumed that the distance between two neighbour minutiae is less than 256.
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8.3.9.3 Indication of card capabilities

If a card with on-card biometric comparison supports one or more of the extended data, then the
capabilities shall be indicated in the DO "Biometric comparison algorithm parameters" (tag Bl
within the BIT, as defined in ISO/IEC 19785-3) using the DO "Feature handling indicator” (tag 83y,
value field 1 byte). The encoding of the feature handling indicator is defined in Table 23.

Table 23 — Encoding of feature handling indicator

b8 b7 b6 b5 b4 b3l b2 bi Mpnning

1 Ridge count supported
1 Core points supported
1 Delta points supported
1 Cell quality supported
1 Impression type

Quality DO(s) in BDT sup-
ported

X X RFU (default: 0)

9 Registered format type identifiers

[}

The regjstrations listed in Table 24 have been made with the Biometric Registration Authority (se
ISO/IEC|19785-1) to identify the finger minutiae data interchange formats defined in this document.
The forrhat owner is ISO/IEC JTC 1/SC 37 with the registeredformat owner identifier 257 (0101y,,).

Table 24 — Format type identifiers

CBEFF BDB f_m_‘mat type Short name Full object identifier
identifier
18 (0030y,,) g3-binary-finger-minutiae {iso(1) registration-authority(1)
cbeff(19785)
biometric-organization(0) jtc1-sc37(257)
bdbs(0)
g3-binary-finger-minutiae(48) }
19 (0031 40,) g3-xml-finger-minutiae {iiso(1) registration-authority(1)
cbeff(19785)
biometric-organization(0) jtc1-sc37(257)
bdbs(0)
g3-xml-finger-minutiae(49) }
5(0005y,,) finger-minutiae-card-compact-val- | {iso registration-authority cbeff(19785)
ley-bifurcations organization(0) jtc1-sc37(257) bdbs(0)
finger-minutiae-card-compact-valley-bi-
furcations(5)}
6-(0006y,,) finger-minutiae-card-com- {iso registration-authority cbeff(19785)
pact-ridge-endings organization(0) jtcl-sc37(257) bdbs(0)
finger-minutiae-card-compact-ridge-end-
ings(6)}
NOTE1 The CBEFF BDB format type identifier 5 (0005y,,) indicates the on-card comparison format using valley
bifurcations. The CBEFF BDB format type identifier 6 (0006y,,) indicates the on-card comparison format using ridge
endings.
NOTE 2 The on-card comparison format defined in this document is the same as the one with the same CBEFF BDB format
type identifiers defined in [SO/IEC 19794-2:2005 and ISO/IEC 19794-2:2011.
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Annex A
(normative)

Formal specifications

A.1 ASN.1 module for tagged binary encoding

==}

SO-IEC-39794-2-ed-1-v1l {iso(l) standard(0) iso-iec-39794(39794) part-2(2) ed-17(1)
so-1ec-39794-2(0) }

|-

- Use of ISO/IEC copyright in this Schema is licensed for the purpose,bf) developin
ilnplementing, and using software based on this Schema, subject to the~nfellowing
donditions:

1= * Software developed from this Schema must retain the Copyridght“Notice, this lis
donditions and the disclaimer below ("Disclaimer").

-+ * Neither the name or logo of ISO or of IEC, nor the nam€s of specific contribut
nflay be used to endorse or promote software derived from this Schema without specifi
ritten permission.

- * The software developer shall attribute the Schema to ISO/IEC and identify the
tandard from which it is taken. Such attribution, (e.g., "This software makes use ¢
chema from ISO/IEC 39794-2 within modificatiopng\permitted in the relevant ISO/IEC
tandard. Please reproduce this note if possible."), may be placed in the software
r any other reasonable location.

Q W W W

- The Disclaimer is:
-- THE SCHEMA ON WHICH THIS SOFTWARE ISMBASED IS PROVIDED BY THE COPYRIGHT HOLDERS

v1(1l)

it of

ors,
c prior

ISO/IEC
f the

itself

IAND
TED TO,

NG, BUT
HETHER

IN ANY
ICH

JONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMI
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
OISCLAIMED. IN NO EVENT SHALL THEJ/COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY]
OQIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDI
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
BROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, W
IN CONTRACT, STRICT LIABLLITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING
WAY OUT OF THE USE OF THEYyCODE COMPONENTS, EVEN IF ADVISED OF THE POSSIBILITY OF SU
DAMAGE .
OEFINITIONS IMPLI@IFTAGS ::= BEGIN
IMPORTS

RegistryWdBlock,

CertifihcationIdBlocks,

ScgreOrError,

GaptureDateTimeBlock,

QwalityBlocks,

PADDataBlock,

ExtendedDataBlocks,

VersionBlock

FROM ISO-IEC-39794-1-ed-1-vl;

PositionCode ::= ENUMERATED ({
unknownPosition (0),
rightThumbFinger (1),
rightIndexFinger (2),
rightMiddleFinger (3),
rightRingFinger (4),
rightLittleFinger (5),
leftThumbFinger (6)
leftIndexFinger (7)
leftMiddleFinger (8
leftRingFinger (9),
leftlLittleFinger (10)

4

),
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36

}

PositionExtensionBlock ::= SEQUENCE ({
fallback [0] PositionCode,

}

Position ::= CHOICE {
code [0] PositionCode,
extensionBlock [1] PositionExtensionBlock

f—

ImpressionCode ::= ENUMERATED ({
pllainContact (0),
rplledContact (1),
lptentImage (4),
sppipeContact (8),
sfationarySubjectContactlessPlain (24),
skationarySubjectContactlessRolled(25),
ofherImpression (28),
uhknownImpression (29),
mpvingSubjectContactlessRolled (41),
mpvingSubjectContactlessPlain (42),

}

ImpressionExtensionBlock ::= SEQUENCE ({

fpllback [0] ImpressionCode,

Impression ::= CHOICE {
cpde [0] ImpressionCode,
ektensionBlock [1] ImpressionExtensionBlock

CapthreDeviceTechnologyIdCode ::= ENUMERATED *{
hknownCaptureDeviceTechnology (0),
FherCaptureDeviceTechnology (1),
tannedInkOnPaper (2),
bticalTIRBrightField(3),
bticalTIRDarkField (4),
pbticalImage (5),
pbticalLowFrequency3DMapped (6,
bticalHighFrequency3DMapped (7) ,
bhpacitive (9),

hpacitiveRF (10),
ectroLuminescencel(1l),
bflectedUltrasoni<€(12),
hpediographicULerasonic (13),
hermal (14),

i rectPressuwe<(15),
hdirectPregsure (16),

i veTapeN(l/) ,
btentImpression (18),

htefitPhoto (19),

htentMolded (20),

L2

HHEHHERFEFERE O B8 O0OQQO0 0000 nh 0 g

bfertTr et e 01y o
latentLift (22),
activeThermal (23)

}

CaptureDeviceTechnologyIdExtensionBlock ::= SEQUENCE ({

fallback [0] CaptureDeviceTechnologyIdCode,

}

CaptureDeviceTechnologyId ::= CHOICE {
code [0] CaptureDeviceTechnologyIdCode,

extensionBlock [1] CaptureDeviceTechnologyIdExtensionBlock
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CaptureDeviceBlock ::= SEQUENCE ({
modelIdBlock [0] RegistryIdBlock,
technologyId [1] CaptureDeviceTechnologyId OPTIONAL,
certificationIdBlocks [2] CertificationIdBlocks OPTIONAL,

}
CommentBlock ::= VisibleString
CommentBlocks ::= SEQUENCE OF CommentBlock

FeatnreDimension - := TNTEGER (0 16383)

FeatureCoordinateBlock ::= SEQUENCE ({
x [0] FeatureDimension,
y [1] FeatureDimension

}

MinutiaKindCode ::= ENUMERATED {
ridgeEnding (0),
ridgeBifurcation (1),
other (2)

}

MinutiaKindExtensionBlock ::= SEQUENCE {
fallback [0] MinutiaKindCode,

}

MinutiaKind ::= CHOICE {
code [0] MinutiaKindCode,
extensionBlock [1] MinutiaKindExtensionBkdck

}

MinutiaIndex ::= INTEGER (1..254)

MinutiaBlock SEQUENCE {
coordinateBlock [0] FeatureCogrdinateBlock,
angle [1] INTEGER (0..255),
kind [2] MinutiaKind,
index [3] MinutiaIndex ©PINONAL,
quality [4] ScoreOrError/OPTIONAL
}

MinutiaBlocks ::= SEQUENCE OF MinutiaBlock

RidgeCountBlock (: := SEQUENCE ({
minutialInde®T) [0] MinutialIndex,
minutiaIndex?2 [1] MinutialIndex,
ridgeCotint [2] INTEGER (0..255)

}

RidgeCountBlocks ::= SEQUENCE OF RidgeCountBlock

RelativeRidgeCountBlock ::= SEQUENCE ({
relativeMinutiaIndex [0] MinutialIndex,

sl Yal e [ 11  TNmmomTs /N o =l =~
FmEavas) [ L ey e ) R g A s e oz

}

FourNeighborRidgeCountBlock ::= SEQUENCE ({
centerMinutiaIndex [0] MinutiaIndex,
topRightMinutiaCountBlock [1] RelativeRidgeCountBlock OPTIONAL,
bottomRightMinutiaCountBlock [2] RelativeRidgeCountBlock OPTIONAL,
bottomLeftMinutiaCountBlock [3] RelativeRidgeCountBlock OPTIONAL,
topLeftMinutiaCountBlock [4] RelativeRidgeCountBlock OPTIONAL

}

EightNeighborRidgeCountBlock ::= SEQUENCE {
centerMinutiaIndex [0] MinutiaIndex,
octantOCountBlock [1] RelativeRidgeCountBlock OPTIONAL,
octantlCountBlock [2] RelativeRidgeCountBlock OPTIONAL,
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octant2CountBlock
octant3CountBlock
octant4CountBlock
octant5CountBlock
octant6CountBlock
octant7CountBlock

3] RelativeRidgeCountBlock OPTIONAL,
4] RelativeRidgeCountBlock OPTIONAL,
5] RelativeRidgeCountBlock OPTIONAL,
6] RelativeRidgeCountBlock OPTIONAL,
7] RelativeRidgeCountBlock OPTIONAL,
8] RelativeRidgeCountBlock OPTIONAL
}

FourNeighborRidgeCountBlocks ::= SEQUENCE OF FourNeighborRidgeCountBlock
EightNeighborRidgeCountBlocks ::= SEQUENCE OF EightNeighborRidgeCountBlock
CorepataBlock ::= SEQUENCE ({

cpordinateBlock [0] FeatureCoordinateBlock,
ahgle [1] INTEGER (0..255) OPTIONAL

CorepataBlocks ::= SEQUENCE OF CoreDataBlock

DeltpAngleBlock ::= SEQUENCE ({
apglel [0] INTEGER (0..255),
ahgle2 [1] INTEGER (0..255),
ahgle3 [2] INTEGER (0..255)

DeltpDataBlock ::= SEQUENCE {
cpordinateBlock [0] FeatureCoordinateBlock,
apgles [1] DeltaAngleBlock OPTIONAL

DeltpDataBlocks ::= SEQUENCE OF DeltaDataBlock
CellpualityBlock ::= INTEGER (0..255)
CellpualityBlocks ::= SEQUENCE OF CellQualityBlock
ZonallQualityBlock ::= SEQUENCE ({

V)

lgorithmIdBlock [0] RegistryIdBlocks

11Width [1] INTEGER (0..255),

b11Height [2] INTEGER (0..255),
t11QualityBlocks [3] CellQualkityBlocks OPTIONAL

Q Q Q

ZonallQualityBlocks ::= SEQUENCE OF ZonalQualityBlock
UnitpimensionCode ::= ENUMERATED ({
iphch (0),
cpn (1)
}
SpatfalSamplingRateBlock ::= SEQUENCE ({

spmplesPexUntt [0] INTEGER (0..65535),
uhitDimension [1] UnitDimensionCode

RepresentationBlock ::= SEQUENCE ({

ol n

peesTter—o—Pesiieny

impression [l] Impression,

minutiaBlocks [2] MinutiaBlocks,

captureDateTimeBlock [3] CaptureDateTimeBlock OPTIONAL,
captureDeviceBlock [4] CaptureDeviceBlock OPTIONAL,

qualityBlocks [5] QualityBlocks OPTIONAL,

spatialSamplingRateBlock [6] SpatialSamplingRateBlock OPTIONAL,
ridgeEndingIsValleyBifurcation [7] BOOLEAN OPTIONAL,
genericRidgeCountBlocks [8] RidgeCountBlocks OPTIONAL,
fourNeighborRidgeCountBlocks [9] FourNeighborRidgeCountBlocks OPTIONAL,
eightNeighborRidgeCountBlocks [10] EightNeighborRidgeCountBlocks OPTIONAL,
coreDataBlocks [11] CoreDataBlocks OPTIONAL,

deltaDataBlocks [12] DeltaDataBlocks OPTIONAL,

zonalQualityBlocks [13] ZonalQualityBlocks OPTIONAL,

pADDataBlock [14] PADDataBlock OPTIONAL,
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commentBlocks [15] CommentBlocks OPTIONAL,
vendorSpecificDataBlocks [16] ExtendedDataBlocks OPTIONAL,

}
RepresentationBlocks ::= SEQUENCE OF RepresentationBlock
FingerMinutiaeDataBlock ::= [APPLICATION 2] SEQUENCE ({

versionBlock [0] VersionBlock,
representationBlocks [1] RepresentationBlocks,

A.2 XML schema definition for XML encoding

?xml version="1.0" encoding="utf-8" ?>

o

se of ISO/IEC copyright in this Schema is licensed for the purgese of developing,
mplementing, and using software based on this Schema, subject\Bd the following
Jqonditions:

|-

* Software developed from this Schema must retain the Copyright Notice, this list o
donditions and the disclaimer below ("Disclaimer").

* Neither the name or logo of ISO or of IEC, nor the\mames of specific contributors
e used to endorse or promote software derived fpomhthis Schema without specific pr
ritten permission.

= O

3%

The software developer shall attribute theg-S¢éhema to ISO/IEC and identify the ISQ
tandard from which it is taken. Such attrikution (e.g., "This software makes use 0
chema from ISO/IEC 39794-2 within modifitations permitted in the relevant ISO/IEC
tandard. Please reproduce this note if@ossible."), may be placed in the software
r any other reasonable location.

Q W W

he Disclaimer is:
HE SCHEMA ON WHICH THIS SOFTWARE) IS BASED IS PROVIDED BY THE COPYRIGHT HOLDERS AND
ONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMI
HE IMPLIED WARRANTIES OF MBRCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
ISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY]
IRECT, INDIRECT, INCIDEN{AL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDI
OT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
[ROFITS; OR BUSINESSSINTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, W
N CONTRACT, STRIETNMIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING
AY OUT OF THE USE~OF THE CODE COMPONENTS, EVEN IF ADVISED OF THE POSSIBILITY OF SU|
IAMAGE .
—>
xs:schemagveérsion="1.1"
¥mins:xs="http://www.w3.0rg/2001/XMLSchema"
ximlns:cmn="http://standards.iso.org/iso-iec/39794/-1"
xmlns="http://standards.iso.org/iso-iec/39794/-2"
targetNamespace="http://standards.iso.org/iso-iec/39794/-2"

D=9y =093 03 4

, may
ior

/ IEC
£ the

itself

TED TO,

NG, BUT

HETHER
IN ANY
ICH

elementFormDefault="qualified"

attributeFormDefault="unqualified">

<xs:import schemalLocation="iso-iec-39794-1-ed-1-vl.xsd" namespace="http://stand
iso.org/iso-iec/39794/-1" />

<xs:complexType name="PositionCodeType">
<xs:choice>
<xs:element name="unknownPosition" type="xs:int" fixed="0" />
<xs:element name="rightThumbFinger" type="xs:int" fixed="1" />
<xs:element name="rightIndexFinger" type="xs:int" fixed="2" />
<xs:element name="rightMiddleFinger" type="xs:int" fixed="3" />
<xs:element name="rightRingFinger" type="xs:int" fixed="4" />
<xs:element name="rightLittleFinger" type="xs:int" fixed="5" />
<xs:element name="leftThumbFinger" type="xs:int" fixed="6" />
<xs:element name="leftIndexFinger" type="xs:int" fixed="7" />
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/>
/>

40

<xs:element name="leftMiddleFinger" type="xs:int" fixed="8" />

<xs:element name="leftRingFinger" type="xs:int" fixed="9" />

<xs:element name="leftLittleFinger" type="xs:int" fixed="10" />
</xs:choice>

</xs:complexType>

<xs

</x

<xs

</x

<xs

</x

<xs

</x

<xs

</x

<xs

:complexType name="PositionExtensionBlockType">
<xs:sequence>
<xs:element name="fallback" type="PositionCodeType"/>
<xs:any namespace="##other" processContents="lax"/>
</xs:sequence>
ccomplexType

: complexType name="PositionType">
<xs:choice>
<xs:element name="code" type="PositionCodeType" />
<xs:element name="extensionBlock" type="PositionExtensionBlockType", />
</xs:choice>
5 :complexType>
 complexType name="ImpressionCodeType">
<xs:choice>
<xs:element name="plainContact" type="xs:int" fixed="0" [%
<xs:element name="rolledContact" type="xs:int" fixed="1L"\(>
<xs:element name="latentImage" type="xs:int" fixed="4{"~/>
<xs:element name="swipeContact" type="xs:int" fixed="8" />
<xs:element name="stationarySubjectContactlessPlaimy*type="xs:int" fixed="24"
<xs:element name="stationarySubjectContactlessRolled" type="xs:int" fixed="25]
<xs:element name="otherImpression" type="x3&int" fixed="28" />
<xs:element name="unknownImpression" typéseliks:int" fixed="29" />
<xs:element name="movingSubjectContactlegsRolled" type="xs:int" fixed="41" />
<xs:element name="movingSubjectContactilessPlain" type="xs:int" fixed="42" />
</xs:choice>
5 : complexType>
E complexType name="ImpressionExtensdonBlockType">
<xs:sequence>
<xs:element name="fallback{ £ype="ImpressionCodeType"/>
<xs:any namespace="##othex" processContents="lax"/>
</xs:sequence>
5 :complexType>
[ complexType name="ImpressionType'">
<xs:choice>
<xs:element namg="code" type="ImpressionCodeType" />
<xs:element Mame="extensionBlock" type="ImpressionExtensionBlockType" />
</xs:choice>
5:complexTypé>
E complexType name="CaptureDeviceTechnologyIdCodeType">
<xs:chQige>
<xs:element name="unknownCaptureDeviceTechnology" type="xs:int" fixed="0" />
{xs:element name="otherCaptureDeviceTechnology" type="xs:int" fixed="1" />
<xs:element name="scannedInkOnPaper" type="xs:int" fixed="2" />
1 e 1 e 1T TnD 2 ot T o 1ol A 11 2 Fe £ o <l nou
Tefre et peteatPIRBrrah et e el —f 5 eaeh

<xs:element name="opticalTIRDarkField" type="xs:int" fixed="4" />
<xs:element name="opticallmage" type="xs:int" fixed="5" />

<xs:element name="opticallLowFrequency3DMapped" type="xs:int" fixed="6" />
<xs:element name="opticalHighFrequency3DMapped" type="xs:int" fixed="7" />
<xs:element name="capacitive" type="xs:int" fixed="9" />

<xs:element name="capacitiveRF" type="xs:int" fixed="10" />

<xs:element name="electroLuminescence" type="xs:int" fixed="11" />
<xs:element name="reflectedUltrasonic" type="xs:int" fixed="12" />
<xs:element name="impediographicUltrasonic" type="xs:int" fixed="13" />
<xs:element name="thermal" type="xs:int" fixed="14" />

<xs:element name="directPressure" type="xs:int" fixed="15" />

<xs:element name="indirectPressure" type="xs:int" fixed="16" />
<xs:element name="liveTape" type="xs:int" fixed="17" />

<xs:element name="latentImpression" type="xs:int" fixed="18" />
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<xs:element name="latentPhoto" type="xs:int" fixed="19" />
<xs:element name="latentMolded" type="xs:int" fixed="20" />
<xs:element name="latentTracing" type="xs:int" fixed="21" />
<xs:element name="latentLift" type="xs:int" fixed="22" />
<xs:element name="activeThermal" type="xs:int" fixed="23" />
</xs:choice>
</xs:complexType>

<xs:complexType name="CaptureDeviceTechnologyIdExtensionBlockType">
<xs:sequence>
<xs:element name="fallback" type="CaptureDeviceTechnologyIdCodeType"/>
s-any namespace="##other" processContents="1ax"
</xs:sequence>
</xs:complexType>

<xs:complexType name="CaptureDeviceTechnologyIdType">
<xs:choice>
<xs:element name="code" type="CaptureDeviceTechnologyIdCodePype" />
<xs:element name="extensionBlock"
type="CaptureDeviceTechnologyIdExtensionBlockType" />
</xs:choice>
</xs:complexType>

<xs:complexType name="CaptureDeviceBlockType">
<xs:sequence>
<xs:element name="modelIdBlock" type="cmn:RegistTyIdBlockType" />
<xs:element name="technologyId" type="CaptureDeviceTechnologyIdType"
ninOccurs="0" />
<xs:element name="certificationIdBlocks"™ fiype="cmn:CertificationIdBlocklsType"
ninOccurs="0" />
<xs:any minOccurs="0" namespace="##other" processContents="lax" />
</xs:sequence>
</xs:complexType>

<xs:simpleType name = "CommentBlockType'" >
<xs:restriction base="xs:stringl/>
</xs:simpleType>

<xs:complexType name="CommentBlocksType">
<xs:sequence>
<xs:element name=commentBlock" type="CommentBlockType" maxOccurs="unbojunded"

</xs:sequence>
</xs:complexType>

<xs:simpleType name="FeatureDimensionType">
<xs:restriction base="xs:unsignedInt">
<xs:m¥fiInclusive value="0" />
<xsbmgxInclusive value="16383" />
</xs;%estriction>
</xs:simgtreType>

<xsacomplexType name="FeatureCoordinateBlockType">
<xs:sequence>
<xs:element name="x" type="FeatureDimensionType" />
<xs:element name="y" type="FeatureDimensionType" />

[SEEeA—AS fearzay

</xs:complexType>

<xs:complexType name="MinutiaKindCodeType">
<xs:choice>
<xs:element name="ridgeEnding" type="xs:int" fixed="0" />
<xs:element name="ridgeBifurcation" type="xs:int" fixed="1" />
<xs:element name="other" type="xs:int" fixed="2" />
</xs:choice>
</xs:complexType>

<xs:complexType name="MinutiaKindExtensionBlockType">
<xs:sequence>
<xs:element name="fallback" type="MinutiaKindCodeType"/>
<xs:any namespace="##other" processContents="lax"/>
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</xs:sequence>
</xs:complexType>

<xs:complexType name="MinutiaKindType">
<xs:choice>
<xs:element name="code" type="MinutiaKindCodeType" />
<xs:element name="extensionBlock" type="MinutiaKindExtensionBlockType" />
</xs:choice>
</xs:complexType>

<xs:simpleType name="MinutiaIndexType">
s-restriction base=" -unsignedByte™
<xs:minInclusive value="1" />
<xs:maxInclusive value="254" />
</xs:restriction>
</xp:simpleType>

<xsfcomplexType name="MinutiaBlockType">
<xs:sequence>
<xs:element name="coordinateBlock" type="FeatureCoordinateBlock®ype" />
<xs:element name="angle" type="xs:unsignedByte" />
<xs:element name="kind" type="MinutiaKindType" />
<xs:element name="index" type="MinutialndexType" minOccuxs<*0" />
<xs:element name="quality" type="cmn:ScoreOrErrorType" minOccurs="0" />
</xs:sequence>
</xp:complexType>

<xsfcomplexType name="MinutiaBlocksType">
<xs:sequence>
<xs:element name="minutiaPointBlock" type="MinutiaBlockType"
maxOccufs="unbounded" />
</xs:sequence>
</xp:complexType>

<xsfcomplexType name="RidgeCountBlockType">

<xs:sequence>
<xs:element name="minutiaIndexl"\type="MinutiaIndexType" />
<xs:element name="minutialIndex@! type="MinutiaIndexType" />
<xs:element name="ridgeCount" “Mype="xs:unsignedByte" />

</xs:sequence>

</xp:complexType>

<xsfcomplexType name="RidgeCountBlocksType">
<xs:sequence>
<xs:element name="ridgeCountBlock" type="RidgeCountBlockType"
maxOccufs="unbounded" />
</xs:sequence>
</xp:complexType>

<xsfcomplexType ‘name="RelativeRidgeCountBlockType">
<xs:sequerige>
<xsselément name="relativeMinutialIndex" type="MinutiaIndexType" />
<xguglement name="ridgeCount" type="xs:unsignedByte" />
</xs<sequence>
</xp:cé€mplexType>

<xsheomptresfype—rame=lFounrNetghborRidgecoun
<xs:sequence>
<xs:element name="centerMinutialIndex" type="MinutialIndexType" />
<xs:element name="topRightMinutiaCountBlock"
type="RelativeRidgeCountBlockType" minOccurs="0" />
<xs:element name="bottomRightMinutiaCountBlock"
type="RelativeRidgeCountBlockType" minOccurs="0" />
<xs:element name="bottomLeftMinutiaCountBlock"
type="RelativeRidgeCountBlockType" minOccurs="0" />
<xs:element name="topLeftMinutiaCountBlock" type="RelativeRidgeCountBlockType"
minOccurs="0" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="EightNeighborRidgeCountBlockType">
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<xs:sequence>

<xs:element name="centerMinutialIndex" type="MinutiaIndexType" />

<xs:element name="octantOCountBlock" type="RelativeRidgeCountBlockType"
minOccurs="0" />

<xs:element name="octantlCountBlock" type="RelativeRidgeCountBlockType"
minOccurs="0" />

<xs:element name="octant2CountBlock" type="RelativeRidgeCountBlockType"
minOccurs="0" />

<xs:element name="octant3CountBlock" type="RelativeRidgeCountBlockType"
minOccurs="0" />

<xs:element name="octant4CountBlock" type="RelativeRidgeCountBlockType"
minQOcconrs="0"

<xs:element name="octant5CountBlock" type="RelativeRidgeCountBlockTypa!
ninOccurs="0" />
<xs:element name="octant6CountBlock" type="RelativeRidgeCountBlockType"
minOccurs="0" />
<xs:element name="octant7CountBlock" type="RelativeRidgeCountBloc¢kType"
ninOccurs="0" />

</xs:sequence>
</xs:complexType>

<xs:complexType name="FourNeighborRidgeCountBlocksType">
<xs:sequence>
<xs:element name="fourNeighborRidgeCountBlock"
type="FourNeighborRidgeCountBlockType" maxOccurs="unbounded~/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="EightNeighborRidgeCountBldcRsType">
<xXs:sequence>
<xs:element name="eightNeighborRidgeSountBlock"
type="EightNeighborRidgeCountBlockType" maxOcchnrs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="CoreDataBlockType">
<xs:sequence>
<xs:element name="coordinateBlock" type="FeatureCoordinateBlockType" />
<xs:element name="angle'™ type="xs:unsignedByte" minOccurs="0" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="€oreDataBlocksType">
<xs:sequence>
<xs:element\name="coreDataBlock" type="CoreDataBlockType"
nfaxOccurs="unbounded" V>
</xs:sequencep
</xs:complexType>

<xs:complé&xType name="DeltaAngleBlockType">
<xs fgequence>
¥xs:element name="anglel" type="xs:unsignedByte" />
<xs:element name="angle2" type="xs:unsignedByte" />
<xs:element name="angle3" type="xs:unsignedByte" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="DeltaDataBlockType">
<xs:sequence>
<xs:element name="coordinateBlock" type="FeatureCoordinateBlockType" />
<xs:element name="angles" type="DeltaAngleBlockType" minOccurs="0" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="DeltaDataBlocksType">
<xs:sequence>
<xs:element name="deltaDataBlock" type="DeltaDataBlockType"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
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<xs:simpleType name="CellQualityBlockType">
<xs:restriction base="xs:unsignedByte">
<xs:minInclusive value="0" />
<xs:maxInclusive value="255" />
</xs:restriction>
</xs:simpleType>

<xs:complexType name="CellQualityBlocksType">
<xs:sequence>
<xs:element name="cellQualityBlock" type="CellQualityBlockType"
maxOccurs="unbounded" />
eguence
</xp:complexType>

<xsfcomplexType name="ZonalQualityBlockType">
<xs:sequence>
<xs:element name="algorithmIdBlock" type="cmn:RegistryIdBlockType" />
<xs:element name="cellWidth" type="xs:unsignedByte" />
<xs:element name="cellHeight" type="xs:unsignedByte" />
<xs:element name="cellQualityBlocks" type="CellQualityBlocksType’
minOccufs="0" />
</xs:sequence>
</xp:complexType>

<xspcomplexType name="ZonalQualityBlocksType">
<xs:sequence>
<xs:element name="zonalQualityBlock" type="ZonalQualityBlockType"
maxOccufs="unbounded" />
</xs:sequence>
</xp:complexType>

<xsfcomplexType name="UnitDimensionCodeType">
<xs:choice>
<xs:element name="inch" type="xs:int"\{ixed="0" />
<xs:element name="cm" type="xs:int" fixed="1" />
</xs:choice>
</xp:complexType>

<xsfcomplexType name="SpatialSamplingRateBlockType">
<xs:sequence>
<xs:element name="samplesRerUnit" type="xs:unsignedShort" />
<xs:element name="unitDMmwension" type="UnitDimensionCodeType" />
</xs:sequence>
</xp:complexType>

<xsfcomplexType name="RepresentationBlockType">
<xs:sequence>
<xs:element “fame="position" type="PositionType" />
<xs:elemefityhame="impression" type="ImpressionType" />
<xs:element name="minutiaBlocks" type="MinutiaBlocksType" />
<xs:el'efment name="captureDateTimeBlock" type="cmn:CaptureDateTimeBlockType"
minOccufs="0" />
<xgtglement name="captureDeviceBlock" type="CaptureDeviceBlockType"
minOccufs="0"\/>
{xs:element name="qualityBlocks" type="cmn:QualityBlocksType" minOccurs="0" /

k] i i1} IR Wl 1 Ratall A1}
et Tt PO ttTro oo T rgnaceo T T

type="SpatialSamplingRateBlockType" minOccurs="0" />

<xs:element name="ridgeEndingIsValleyBifurcation" type="xs:boolean"
minOccurs="0" />

<xs:element name="genericRidgeCountBlocks" type="RidgeCountBlocksType"
minOccurs="0" />

<xs:element name="fourNeighborRidgeCountBlocks"
type="FourNeighborRidgeCountBlocksType" minOccurs="0" />

<xs:element name="eightNeighborRidgeCountBlocks"
type="EightNeighborRidgeCountBlocksType" minOccurs="0" />

<xs:element name="coreDataBlocks" type="CoreDataBlocksType" minOccurs="0" />
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<xs:element name="deltaDataBlocks" type="DeltaDataBlocksType" minOccurs="0" />

<xs:element name="zonalQualityBlocks" type="ZonalQualityBlocksType"
minOccurs="0" />

<xs:element name="pADDataBlock" type="cmn:PADDataBlockType" minOccurs="0" />

<xs:element name="commentBlocks" type="CommentBlocksType" minOccurs="0"

/>

<xs:element name="vendorSpecificDataBlocks" type="cmn:ExtendedDataBlocksType"

minOccurs="0"/>

<xs:any minOccurs="0" namespace="##other" processContents="lax" />
S -sequence

</xs:complexType>

<xs:complexType name="RepresentationBlocksType">
<xs:sequence>
<xs:element name="representationBlock" type="RepresentationBlockType"
nfaxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="FingerMinutiaeDataBlockType">
<xs:sequence>
<xs:element name="versionBlock" type="cmn:VersiogBlockType" />
<xs:element name="representationBlocks" type="RepresentationBlocksType"

<xs:any minOccurs="0" namespace="##other" prOgessContents="lax" />
</xs:sequence>
</xs:complexType>

<xs:element name="fingerMinutiaeData" type="EingerMinutiaeDataBlockType" />
/xs:schema>
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Annex B
(normative)

Conformance test methodology

B.1 Ovyerview

This anphex specifies elements of the conformance testing methodology, test assertions_and tegt

procedulres as applicable to this document.

To provjide sufficient information about the IUT for the testing laboratory to properly conduct
conformance test and for an appropriate declaration of conformity to be made, the supplier of the IU
shall prgvide the information in Table B.1 and also complete the columns "[UT support" and "Supporte
range" ih Table B.2. All tables shall be provided to the testing laboratory prior té6:r at the same time g

the IUT |s provided to the testing laboratory.

Table B.1 — Identification of the supplier and-the IUT

n =D

Supplier name and address

Contact point for queries about the ICS

Implementation name

Implementation version

implementation

Any other information necessary for full identification of the

Is tagged binary encoding supported (Yes or No)

Is XML encoding supported (Yes or No)

ported (Yes or No)

Are any mandatory requirements of\thie' standard not fully sup-

Date of statement

The encpdings supported by this;document are established by formal schema. Validating document]
with the schemas will assureyall level 1 conformance issues. Furthermore, this document does nd
address|level 3 conformance;leaving only a few level 2 test assertions to be provided.

As speciffied in ISO/IEG39794-1, this document specifies a table of optional elements that the IUT claimjs

to suppqrt and to which a testing laboratory can attest.

-+ 0
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B.2 Conformance test assertions
Table B.3 details the level 2 conformance tests that a testing organization can perform on an IUT.

Level 1 and 2 requirements and options shall be tested by decoding tagged binary data blocks under test
based on the ASN.1 module that specifies the tagged binary data format or validation of XML documents
under test against the XML schema definition that specifies the textual data format, respectively.

Table B.3 — Level 2 conformance tests

Test nufnber |Level |Elementname Operator |Operand Testnote |Status |IUT sup-|Test mer
port sult

X1 1 Version.generation |[EQ 3 M

X2

X2
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Annex C
(informative)

Encoding examples

=~

.1 Sample ASN.1 encoding for finger minutia data

n example encoding can be retrieved from https://standards.iso.org/iso-iec/39794/-2/ed-1/e

.2 Sample XML encoding for finger minutia data

?xml version="1.0"2?>
fmr:fingerMinutiaeData xmlns:c“n="https://standards.iso.org/iso-iec/39794-1"

mlns:fYr="https://standards.iso.org/iso-iec/39794-2">

<fmr:versionBlock>
<cmn:generation>3</cmn:generation>
<cmn:year>2020</cmn:year>
</fmr:versionBlock>
<fmr:representationBlocks>
<fmr:representationBlock>
<fmr:position>
<fmr:code>
<fmr:rightIndexFinger/>
</fmr:code>
</ fmr:position>
< fmr:impression>
< fmr:code>
<fmr:rolledContact/>
</fmr:code>
</fmr:impression>
<fmr:minutiaBlocks>
<fmr:minutiaBlock>
<fmr:coordinagreBlock>
<fmr:x>14<7 fr: x>
<fmr:y>5</fr:y>
</fmr:cooxdinateBlock>
<fmr:angle>149</fmr:angle>
<fmr:kind>
SN\fmmr :code>
< fmr:ridgeBifurcation/>
</ fmr:code>
</fmr:kind>
<fmr:index>1</fmr:index>
<fmr:quality>
<cmn:score>44</cmn:score>

Tmr:quality
</fmr:minutiaBlock>
<fmr:minutiaBlock>

<fmr:coordinateBlock>
<fmr:x>13</fmr:x>
<fmr:y>15</fmr:y>
</fmr:coordinateBlock>
<fmr:angle>160</fmr:angle>
<fmr:kind>
< fmr:code>
< fmr:ridgeBifurcation/>
</ fmr:code>
</fmr:kind>
<fmr:index>2</fmr:index>
<fmr:quality>

© ISO/IEC 2023 - All rights reserved
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<cmn:score>76</cmn:score>
</fmr:quality>
</fmr:minutiaBlock>
</fmr:minutiaBlocks>
<fmr:captureDateTimeBlock>
<cmn:year>2018</cmn:year>
<cmn:month>12</cmn:month>
<cmn:day>30</cmn:day>
<cmn:hour>13</cmn:hour>
</fmr:captureDateTimeBlock>
<fmr:captureDeviceBlock>
fmr-model TdRlock
<cmn:organization>200</cmn:organization>
<cmn:1d>33</cmn:id>
</fmr:modelIdBlock>
<fmr:technologyId>
<fmr:code>
<fmr:opticalTIRBrightField/>
</fmr:code>
</fmr:technologyId>
<fmr:certificationIdBlocks>
<cmn:certificationIdBlock>
<cmn:organization>31</cmn:organization>
<cmn:id>31</cmn:id>
</cmn:certificationIdBlock>
</fmr:certificationIdBlocks>
fmr:captureDeviceBlock>
Fmr:qualityBlocks>
<cmn:qualityBlock>
<cmn:algorithmIdBlock>
<cmn:organization>1l</cmn:organization>
<cmn:id>11</cmn:id>
</cmn:algorithmIdBlock>
<cmn:scoreOrError>
<cmn:score>44</cmn:score>
</cmn:scoreOrError>
</cmn:qualityBlock>
<cmn:qualityBlock>
<cmn:algorithmIdBlock>
<cmn:organization>257</cmngdrganization>
<cmn:1id>1</cmn:id>
</cmn:algorithmIdBlock>
<cmn:scoreOrError>
<cmn:error>
<cmn:code>
<cmn:failureTeAssess/>
</cmn:code>
</cmn:error>
</cmn:scoreQrkrror>
</cmn:qualifyBlock>
fmr:qualityBiocks>
Fmr:spatia¥SamplingRateBlock>
<fmr:semplesPerUnit>100</fmr:samplesPerUnit>
<fmr:unitDimension>
Lffr:cm/>
{J/£nmr:unitDimension>

A A

A A

<ME PR, Wl 1= Ratonl il
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<fmr:eightNeighborRidgeCountBlocks>
<fmr:eightNeighborRidgeCountBlock>
<fmr:centerMinutiaIndex>1</fmr:centerMinutiaIndex>
<fmr:octantlCountBlock>
<fmr:relativeMinutiaIndex>2</fmr:relativeMinutialIndex>
<fmr:ridgeCount>3</fmr:ridgeCount>
</fmr:octantlCountBlock>
</frmr:eightNeighborRidgeCountBlock>
<fmr:eightNeighborRidgeCountBlock>
<fmr:centerMinutialIndex>2</fmr:centerMinutiaIndex>
<fmr:octant5CountBlock>
<fmr:relativeMinutialIndex>1</fmr:relativeMinutialIndex>
<fmr:ridgeCount>3</fmr:ridgeCount>
</fmr:octant5CountBlock>
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</fmr:eightNeighborRidgeCountBlock>
</fmr:eightNeighborRidgeCountBlocks>
<fmr:pADDataBlock>
<cmn:decision>
<cmn:code>
<cmn:attack/>
</cmn:code>
</cmn:decision>
<cmn:scoreBlocks>
<cmn:scoreBlock>
<cmn:mechanismIdBlock>
cmn-organization>26 cmn-organization

ISO/IEC 39794-2:2023(E)

<cmn:id>27</cmn:id>
</cmn:mechanismIdBlock>
<cmn:scoreOrError>
<cmn:score>72</cmn:score>
</cmn:scoreOrError>
</cmn:scoreBlock>
</cmn:scoreBlocks>
< cmn:captureContext>
< cmn:code>
< cmn:verification/>
</ cmn:code>
</ cmn:captureContext>
< cmn:supervisionLevel>
< cmn:code>
< cmn:unknown/>
</ cmn:code>
</cmn:supervisionLevel>
<cmn:criteriaCategory>
<cmn:code>
<cmn:unknown/>
</cmn:code>
</cmn:criteriaCategory>

<cmn:challenges>

</cmn:challenges>
</fmr:pADDataBlock>
<fmr:commentBlocks>

</fmr:commentBlocks>
<fmr:vendorSpecifieRataBlocks>
<cmn:extendedDataBlock>
<cmn:dataTypeldBlock>
<cmn:organization>11</cmn:organization>
<cmn3¥d»1</cmn:id>
</cmntdataTypeIdBlock>
<cmfi:glata>PYzbL37NIXC/Ew==</cmn:data>
</crrextendedDataBlock>
<ecmn:extendedDataBlock>
Lcmn:dataTypeIdBlock>
<cmn:organization>11</cmn:organization>
<cmn:id>2</cmn:id>
</cmn:dataTypeIdBlock>

Tl le £ o TITO A ST

<cmn:parameter>UEFEIHBhcmFtZXR1lciBieXRlcw==</cmn:parameter>

<cmn:challenge>UEFEIHBhcmFtZXR1ciBieXRlcw==</cmn:challenge>

<fmr:commentBlock>ISOATEC 39794-2 encoding example</fmr:commentBlock>
<fmr:commentBlock>Smal®¥ finger </fmr:commentBlock>

PN e
e -carte> PR faHEACNGe mr-certer
</cmn:extendedDataBlock>
</fmr:vendorSpecificDataBlocks>
</fmr:representationBlock>
</fmr:representationBlocks>
</fmr:fingerMinutiaeData>
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Annex D
(informative)

Detailed description of finger minutiae location, direction, type

D.1 G

Even if
minutia
the dire
minutia
minutia
of the fi
skeleton

The scoppe of this annex is to provide a more precise definition of location, direction and type of minutiae

in greys
this doc
out of sd

D.2 Minutiae detection strategy

D.2.1

Minutia
strategy
will inct
only a f
an expld
strategy

The Figures D.1 to D.5 show exaniples of applying a conservative or liberal minutia detection strateg

to the s
strategy
and the
support

bneral

minutia data blocks generated by different algorithms conform to this document, different
b data blocks extracted from the same finger image can differ not only in the exact lecations,
ctions, and the types of those minutiae that they have in common, but also in the‘number qf
e they contain, especially in blurred fingerprint regions where even the "manual™ detection af
e is hard. The description of the minutia location in 6.4 refers to a single-pixel-wide skeletop
iction ridges. The minutia direction is defined in 6.5 based on tangents to the skeleton. The
ization algorithm itself is not described. The method to determine the tangents is left open.

cale finger images and a detailed description of the quality fieldc It enhances the readability gf
iment and decreases the possibility of misinterpretation. The standardization of algorithms is
ope of this annex.

Dverview: "Liberal-conservative" spectrum

detection algorithms can use different.'discriminative practices in the minutia detectiop
. A liberal minutia detection strategy is’supposed to detect a large number of minutiae which
ease the probability of including spurious minutiae, while a conservative strategy will detec
bw minutiae and increase the probability of missing some. The following subclauses provide
nation of some types of spurious/(false) minutiae which can result from the use of a "liberal”
but which can potentially rémain undetected if a more "conservative" strategy is employed.

(s

ame sample images/These examples are not intended to suggest a liberal or conservativi
. The best detectidm,strategy for a particular application depends on the business processe
hssociated security requirements that the biometric components of the system are designed t
or enable.

T Twn O]
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on (right)

Figure D.2 — Liberal minutia detection (left) versus conservative minutia detection (right)
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Figui

Figure D:4— Liberal minutia detection (left) versus conservative minutia detection (right)
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Figure D.5 — Liberal minutia detection (left) versus conséervative minutia detection (j

D.2.2 Fingerprint boundary

No minutia should be set outside the fingerprint boundary.

inutiae may be set below the first phalange, evén it is not the usual case.

.2.3 Sweat pore

o minutia should be set at a sweat pore. A pore can lie at the position of the forking of a

ight)

friction

idge (bifurcation, see Figure D.15),(but a sweat pore without connectivity to three legs should not be

isinterpreted as a minutia.

.2.4 Touching ridges

o minutia should be set where thick ridges touch each other.

.2.5 Incipientridge

o minutia should be set at an incipient (very short and thin) ridge.

.2.6 €reéase

a’minutia should be set at a crease (accidental interruption of ridges).

D.2.7 Core

No minutia should be set at a core.

A core represents a singularity in the direction field, hence a proper angle value cannot be assigned to

this location.

NOTE Information about cores can be expressed in a standardized way in the extended data block (see

8.3.8.3.2).
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D.2.8 Delta
No minutia should be set at a delta.

A delta represents a singularity in the direction field, hence a proper angle value cannot be assigned to
this location.

NOTE Information about deltas can be expressed in a standardized way in the extended data block (see
8.3.8.3.3).

D.3 Mlinutia characteristics

D.3.1 Rationale

This dofument is not intended to standardize certain algorithms. The guidelines to(find the begt
minutiafposition and location require some methodology in description. Examples ofctwo independerjt
methods for determining the location and orientation of minutiae are presented in this document. Thie
first is jgommonly known as the ridge gradient method while the second is referred to as the valle
skeletal pifurcation method, which is popular in the automated fingerprint identification system (AFIS
industry. Without loss of generality, the ridge gradient method will focus_on ridge ends and ridg
bifurcatjons and the valley skeletal bifurcation method will describe, valley bifurcations and ridg
bifurcatjons in this document, i.e. the choice of the method finally depends on the specific format typ
to be used.

D D 0w

D.3.2 Minutia type

The minjutia type cannot be determined reliably in some og¢easions.

(i

EXAMPLE Due to varying contact pressure while\acquiring the fingerprint and due to differer
imakeletpnization approaches, a ridge ending may join’an adjacent ridge, giving the impression of a ridg
bifurcatipn.

[¢)

The minjutiae type “other” should only be used.if neither of the other two minutiae types, “ridge ending
and “ridge bifurcation”, can reliably be assigned to a minutia.

D.3.3 Minutia location tools

D.3.3.1 | Consideration of the spatial sampling rate of the underlying finger image

For the fninutiae location, @Correct handling of the spatial sampling rate of the underlying finger image
is important. The minutiae extraction algorithm should be able to determine the spatial sampling rate
of the upderlying finger/image in a reliable way (e.g. from a fingerprint-sensor configuration file). Fdr
minutia¢ data, this'spatial sampling rate should be stored in the X and Y spatial sampling rate fields. Fdr
minutia¢ data in.the on-card-biometric-comparison format, the spatial sampling rate of the underlyinjg
finger ithage should be used when calculating the X and Y coordinates of the location in the prescribe
metric dipiension units out of their pixel values. For conversion between format types, the spatig
sampling rate should he taken from, or stored in, the X and Y spatial sampling rate fields

—

D.3.3.2 Skeletonization

Every greyscale fingerprint image can be transformed into a binary image. This is common practice in
image processing. Every pixel is assigned black if its greyscale value is darker than a threshold (such
as the average greyscale value) and white if its greyscale value is lighter than the threshold. Most
professional finger image processing implementations use sophisticated methods such as location-
dependent thresholds to come to a binary image. A binary image separates the image pixels into two
categories: ridges and valleys. Without loss of generality, black pixels refer to ridges in the following
text.
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b) Binary image (truncated)

Figure D.6 — Raw image vs. binary image

1).3.3.3 -Image skeletonization

kelétonization is a standard procedure in graphing practice. It produces a single-pixel-wide gkeleton
from a binary image. Several skeletonization methods are reported in literature. The process yields
either a four-connected or eight-connected skeleton. Figure D.7 shows a sample image and its skeleton.
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Figure D.7 — Binary image and ridge skeleton

As vallely skeletons will also be used in this document, Figure D.8 depiets/the valley skeleton of the

Figure D.8 — Binary image and valley skeleton

D.3.3.4 | Ridge flow direction

Every fingerprint image has a well-defined directional image expressing the local dominant ridge
flow direction. Methods to compute a directional image are reported in literature, e.g. Reference [10].
Figure D.9 shows a fingerprint image and its directional image.
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Figure D.9 — Raw image and pixel-wise directional image

Most current fingerprint minutiae detection algorithms work-with a block-wise direction3
rpther than a pixel-wise one. The original directional image‘is therefore divided into blocks
most common orientation within a block becomes the @riéntation for the whole block. Figy
shows the block directional image.

1l image
and the
ire D.10
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D.3.3.5

The rid{
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Ridge gradient method

either_forking or ending of the ridge. It was originally reported for greyscale images,[11] but i
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Figure D,10'— Raw image and block-wise directional image

gradienfymethod relies on moving along the ridge line until a minutia condition occurs

Py

wn n

here-for binary images to simplify the procedure, which has only a descriptive nature in thi

D.3.3.6 Minutia location at a ridge skeleton endpoint

Friction ridges in a binary image have a well-defined border: Black pixels with at least one white pixel
as four-neighbour are border pixels of a friction ridge. This ensures that the border is at least eight-
connected. The border of a ridge skeleton endpoint is depicted in Figure D.11.
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