INTERNATIONAL ISO/IEC
STANDARD 38506

First edition
2020-02

Information technology —<
Governance of IT — Application qf
ISO/IEC 38500 to the'governance|of IT
enabled investments
Technologies de l'information — Gouvernance des technologies de

l'information — Application de I'lSO/IEC 38500 a la gouvernance des
investissements reposaut sur les technologies de l'informatidn

Reference number
ISO/IEC 38506:2020(E)

© ISO/IEC 2020


https://standardsiso.com/api/?name=e1ce031e23e12b73a91010b445cf86d7

ISO/IEC 38506:2020(E)

COPVIRIC
U

HT PROTECTEND DOCIIMENT
GUL L IND ) U § L UJGuU

X NUITLGI L UIVILIN T

© ISO/IEC 2020

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 ¢ Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=e1ce031e23e12b73a91010b445cf86d7

ISO/IEC 38506:2020(E)

Contents Page
FOT@WOTIT ... iv
IIETOULCEIONN ... \%
1 S0P ... 1
2 NOTTNATIVE TEECI@INICES .........oocco e 1
3 Terms and AeFIMITIOIIS ... 1
4 Good governance of IT enabled investments..............ccc,
4.1 Benefits of good governance of IT enabled investments...
4.2 FOCUS 0N VaAlUE .....ooocoi e
4.3 Accountability of the governing body ...l e
5 The model for good governance of IT enabled investments....................Qa o, 4
5.1  The model for good governance applied to the governance of IT enabled investments....... 4
511 EVAIUALE el oo 5
5.1.2  Direct.... )
5.1.3  Monitor... .6
6 Principles for governance of IT enabled investments ... S0 s e 6
6.1 15 4 ) ) OO RSN S 6
6.2 Principle 1 — Responsibility ..., i
6.2.1  Applying the principle......ccc &4 v
6.2.2  Implications for the governing body-.. w7
6.2.3  Desired outcomes..........ccors N w7
6.2.4  Governance behaviours ... o 7
6.3 PrincCiple 2 — STFAEZY ... et 8
6.3.1  Applying the principle.. gz s 8
6.3.2  Implications for the geverning body ... .. 8
6.3.3  DeSIred OULCOMESI . ..ot 8
6.3.4  GOVErnance DERAVAOUI'S ... 9
6.4 Principle 3 — AcquUisition.........ccocroirisi .9
6.4.1  Applying the-principle......n .9
6.4.2  Implicatiens for the governing body ... .9
6.4.3  Desired outcomes...........ccorre
6.4.4  Governance behaviours...............
6.5 PrincCiplé.4) — PerfOrmmancCe. ...
6.5. 1.5\ “ApPlying the Principle. ...
6.5:2~/ Implications for the governing body ...
6523  Desired outcomes..........ccocoisciin
6.5.4  Governance behaviours...........c.....
6.6 Principle 5 — Conformance...........cccoccci.
6.6.1  Applying the principle......onn
6.6.2  Implications for the governing body
663 Desired outcomes
6.6.4  Governance behaviours
6.7 Principle 6 — HUmMan DENaVIOUT ...
6.7.1  Applying the Principle. ...
6.7.2  Implications for the governing body ...
6.7.3  Desired outcomes...........crscnn
6.7.4  GOVErnancCe DENAVIOUTLS ...t
BIDLEOZTAPIIY . ... 14
© ISO/IEC 2020 - All rights reserved iii


https://standardsiso.com/api/?name=e1ce031e23e12b73a91010b445cf86d7

ISO/IEC

38506:2020(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

In today’s rapidly evolving digital age, the world is experiencing unpredictable changes through shifts

in political and economic power combined with disruptive business models, seemingly
technology breakthroughs and innovative approaches to conducting business.

constant

How can governing bodies prepare their organizations to address constant and new challenges while

being ready for an increasing information and technology driven future?

ggvernance will proactively prevent or mitigate the IT aspects, of bhe risk of such events occu
example, by addressing prolonged underinvestment.

Gavernance of IT, including investments in IT, is part of sQund corporate governance. Govern
is[not IT management but should be supported by a governance framework and the organiz
management system.

This document provides guidelines to members,of the governing bodies to apply the pring
mopdel documented in ISO/IEC 38500 to IT enabled investments. Throughout this document
"ipvestments” is synonymous with IT enabled investments.
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Information technology — Governance of IT — Application
of ISO/IEC 38500 to the governance of IT enabled
investments
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is document provides guidance on governance of IT enabled investments to the govert
all forms of organizations, whether private, public or government entities, and willequ
pardless of the size of the organization or its industry or sector. The terms busthess and
tcome throughout this document include all forms of organization covered by this'"documer

e documentalso provides guidance to other parties interacting with governirng bodies such
rsonnel, accountants, management consultants, investment portfolie,ntanagers and gq

support staff.
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enabled investments within the scope of this document could“b€ investments of any s
quiring businesses to any business change incorporating,IT,)building new business sd
dressing effectiveness and efficiency gains in IT operatiofial services to gain competit
nether those services are internal or provided by externabparties.

source allocation for strategic innovation is addressed by providing guidance to the §

ojects.

is document also provides guidance that.©an be applied in the due diligence process 1
siness acquisitions. This document may*provide guidance on the application of the |
cumented in ISO/IEC 38500 for ranking IT enabled investments including assessing the

ks of IT elements in the context of iny€stment banking or as performed by investment comj

is document does not prescribe-or define specific management practices required for I’
yestments.

D/IEC TS 38501 contains guidance on the implementation arrangement for the effective gd
IT in general. The canstructs in ISO/IEC TS 38501 can help to identify internal and extern
ating to the governance of IT and to define beneficial outcomes and identify evidence o
D/IEC TR 38502contains guidance on the integration between the governing body and ma
an organization/in general.

is document is written in accordance with the principles of ISO/IEC TR 38504:2016.

Normative references

ing body
lly apply
business
t.

hs project

vernance

rale from
rvices or
ive edge,

foverning

dy’s decision for investment resource allocation between short-, medium- and long-term ifinovation

elated to
brinciples
yalue and
panies.

[ enabled

vernance
al factors
f success.
hagement

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 38500:2015, Information technology — Governance of IT for the organization

3

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 38500 and the
following apply.
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ISO and IEC maintain terminological databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31

benefit
created advantage, value or other positive effect

[SOURCE: 1SO 21505:2017, 3.4]

3.2

governance framework

strategie
governan|

[SOURCE

3.3

IT enabl¢
investme
outcomes

3.4

value
quantifia

[SOURCE

4

4.1 Benefits of good governance of IT ehabled investments

Goo

When te
become a

environnjent.

Good goviernance of IT enabledyinvestments helps the organization to ensure that those investmer
contribute positively to the performance and conformance of the organization through:

givin

and Have the poténtial to return the greatest value to the organization;

opti

providing.a mechanism for appropriate risk mitigation of the investments;

, policies, decision-making structures and accountabilities through which the organizatio
Ce arrangements operate
ISO/IEC TR 38502:2017, 3.1]

bd investments
hts that are dependent on the use of information technology for the achievement of busing

ble financial or non-financial gain

ISO 37500:2014, 3.25]

l governance of IT enabled investments

chnology investment outcomes“ate established as assets rather than cost elements, th
strategic enabler of growth and sustainability of organizations in an increasingly competiti

E priority to investments that align with the organization’s strategy and business objectiy

ising thewalue from investments;

SS

24
ve

ts

balancing investments between short and longer term outcomes to ensure continued business
sustainability;

ensuring conformance with obligations (regulatory, legislation, common law and contractual).

Inadequate governance of IT enabled investments can expose an organization to loss of confidence
by clients and consumers in the brand or product/services being provided, unsuccessful or delayed
innovation and penalties of not being conformant with obligations.

4.2 Focus on value

The value to the organization of any and all investments should be the first and main focus when
evaluating and prioritizing investments.

2
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Value from IT enabled investments is not realized by the implementation of IT alone. The achievement
of value requires complementary planned business changes, including but not limited to, purpose,
organizational values, culture, organization structure, business processes, roles and responsibilities,
people skills and reward systems. For successful implementation of IT enabled investment, significant
business resources are required and the impact to the business should always be considered foremost.
The interdependencies between the business strategy and the underlying technology is inseparable.
The achievement of such changes can be difficult to sustain over time, and the governing body should
continue to monitor the organization’s ability to maintain the required commitment to business
changes over time.

Vdlue may relate to increased market share, new opportunities developed, increased Jcustomer
safisfaction or improved customer access. In addition, direct cost reduction on process)oufsourcing
cost and conformance to rules and regulations can also provide value to an organizatiem.Furthermore,
value may be due to societal or environmental objectives. However, the expected valug.should pe clearly
dgfined and be measurable by an accepted mechanism to ensure realization of thatwalue.

The value of business change may be enabled directly by adoption of innovative IT assefs and IT
capabilities in new business services or products. However, the indirect/value of invesfments in
urlderlying and supportive IT assets, for example infrastructure components or security capabilities,
shpuld be carefully evaluated and continued maintenance should be ‘appropriately prioritized within
the portfolio of investments.

When considering a business acquisition, value assessment/could be obtained by ensurihg that a
structured due diligence process includes evaluation of péerformed IT governance princfiples and
prictices, IT assets and IT capabilities.

The value forecast from IT enabled investments, as with all investments, should also be ¢valuated
aglhinst time and resource diversion from other busifess activities. Risk based prioritization ghould be
made between current product/services and future product/service development.

Specific guidance relating to focus on value are made in Clauses 5 and 6.

4.8 Accountability of the governing body

The governing body is ultimately~“accountable for the success of all investments an organization
urldertakes. This accountabilitydérives from the governing body’s accountability for governapce of the
organization and consequeritly the governance of the IT within the organization.

The governing body shguld exhibit the same behaviours with all investments whether IT enabled or not.

The governing body-should take and retain accountability of business change, to take visible gnd active
leadership and champion the investments rather than delegate all responsibility, as a result, cfeating an
environment.for successful strategic innovation. With clear visibility of outcomes, value creption and
mitigation©firisks will increase the likelihood of successful investment.

The governing body should establish, promote and support an environment to enable the sucdess of the
organization’s investments, and provide the leadership to support the people involved.

An environment without surprises for the governing body and a supportive response to messages about
potential problems builds on two-way trust and transparency and ensures alignment of objectives.

Accountability for the effective, efficient and acceptable use of IT and the success of the organization’s
investments in IT remain with the governing body and cannot be delegated. Retaining a level of
engagement by the governing body significantly increases the organizational focus on successful
outcomes and value realization of all investments.

The governing body can delegate the decision-making authority and hold the management accountable
for aspects of investments, ensuring that management have the requisite competence to satisfy such
responsibilities associated with the delegation, and that the governing body itself retains appropriate

© ISO/IEC 2020 - All rights reserved 3
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visibility of key decisions. The governing body should clearly communicate the management’s

accountability for outcomes.

The governing body should retain visibility of investments that involve:

— a focus on strategic innovation, with potential to provide continued long-term competitive

advantage;

— investments evaluated to have high risk to the organization’s sustainability of existence;

— investments evaluated to require a commitment of significant financial magnitude;

— high |evels of integration with other investments and/or business activity.

5 Themodel for good governance of IT enabled investments S
Re)
5.1 The model for good governance applied to the governance of IT en@l d

investmpnts \\Q,

N
Vv
P

N

ISO/IEC 38500 introduces a model for the governance of IT that establishes le of Evaluate - Dire

Monitor. This “EDM” model describes the three main tasks for governing !’\I\a d has been applied to t

governanice of IT enabled investments in the following clauses. o

Figure 1 $hows the model as it applies to IT enabled investments@s figure is based on the modelli

ISO/IEC 38500:2015, Figure 1. \\

Source of Authority ()
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l'
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Figure 1 — Model for governance of IT
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5.1.1 Evaluate

In applying the ISO/IEC 38500 model the key questions asked by the governing body, when evaluating
IT enabled investments, should include the following:

To what extent is value being created or eroded by the investments over the full lifecycle of the
investment decision?

In what way does the portfolio of investments deliver to the business strategy plan, the development
of existing and new (business and IT) capabilities and is the timing right for the business?

Th
in
f

—

.2 Direct

Is the resource allocation between short- and long-term investments right for ensuring relevant
business capabilities?

What steps are being taken to enhance and protect the reputation and brand of the busingss, is the
trustworthiness of the organization being considered?

How are security, privacy, data governance, legal, societal and business requiremepnts being
enforced?

Does the risk profile of the overall portfolio of IT enabled ifivestment sufficiently|business
sustainability and match the organization’s risk appetite?

[s the balance between growth, innovation and cost reductien consistent with the orgapization’s
strategic objectives for IT effectiveness and efficiency?

What use is being made of evolving technologies to aptimise the future growth of the orggnization?

Is the overall level of business change right for &he capability of the organization, customers and
external stakeholders?

What are the organizational barriers whefé the governing body’s assistance is required [to ensure
an environment for success?

[s the proposed approach to deliver;the investment appropriate and consistent with futurg strategic
direction on development versus.acquisition, internal versus outsourcing, service versus product?

e governing body shouwld direct the establishment of a framework for control and visibility of

pestments that is appropriate to the size, number and type being undertaken. The ggvernance
imework and management system may:

direct thatthe focus of all investments is to create and sustain short- and long-term busiress value
where value is a function of strategic alignment, benefits, costs and risks over the full life dycle of an
investient;

direct that the investments include all the necessary business changes for the expected vhlue to be
téalized;

direct that the investments must have an accountable business owner/sponsor and that relevant
metrics and feedback mechanisms are in place to ensure and assure the value is delivered;

direct that business strategic plans include identified success criteria to drive the investments;

direct clearly defined policies, processes, responsibilities and accountabilities for transparency in
delegated decision-making authority;

direct the required speed, timeliness and resource allocation with respect to the innovation
investment or application of current and future technologies;

direct the application of appropriate due diligence for all types of investments;

© ISO/IEC 2020 - All rights reserved 5
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— direct the organization to the level of expected capacity, capability and maturity to deal with the
risk and complexity required and to realize the value and benefits desired;

— establish an organizational environment and culture which considers how the use of IT impacts
people and is addressed to optimise business value;

— require independent and accountable risk management assessment with separation of duties
utilizing appropriate business and IT capabilities.

5.1.3 Monitor

The govelning body should monitor the performance and conformance of investments to ensuge they
are driving the most effective and efficient behaviours and value delivery.

The key donsiderations of the monitoring task for the governing body may include the follewing:

— ensuring that the investments continue to be aligned with the strategy and are contiriuing to credte
and gustain value to the organization;

—

— monitoring an environment of trust and transparency continually exists highlighting ear
indicptors of barriers and solutions for governing body action;

y

— ensufing a level of technology in the organization is aligned with strategic propositions and the
governing body’s risk appetite;

— challgnging interdependencies between investments that could result in non-delivery of value|to
the bpsiness;

— moniforing whether the organization has the capacity(orability) and culture to sustain the required
level jof organizational change;

portfplio owners and other stakeholders are.providing appropriate accountability in their roles apd

— moniforing stakeholder engagement throughout the investment, including whether assigned
orgamizational support;

— deterlmining whether business conditions and strategy have changed during the investment, with
original assumptions still valid and the value still balancing the risk;

— moniforing emerging technologies in the marketplace for potential investment prospects;

— ensuring business contipuity is maintained;

— moniforing the effective, efficient and acceptable use of IT assets and capabilities against a
benchmark in the/marketplace for prolonged under-investment.

6 Principlesfor governance of IT enabled investments

ISO/IEC 38500 provides six principles for the good governance of IT. The following subclauses provide
guidance on how these principles can be applied to the governance of IT enabled investments.

The practices described are not exhaustive but provide a starting point for suggested guidance to the
governing body.

It is the responsibility of each organization individually to identify the specific actions required to
apply the principles, given due consideration of the nature and structure of the organization as well as
the nature and type of the IT enabled investment.

The implications of applying the principles for the governing body are relevant to those investments
which it has decided to retain involvement. Where the governing body has delegated decision-making

6 © ISO/IEC 2020 - All rights reserved
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authority and holds the management accountable, these implications may be most relevant to the
management of the organization. However, as described in Clause 4, the governing body retains overall
accountability for the effective, efficient and acceptable use of IT and the success of the organization’s
investments.

6.2 Principle 1 — Responsibility

6.2.1 Applying the principle

In
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spect to IT enabled investments and have the authority and adequate resources to'\d
siness outcomes.

bst importantly, the presence of an investment owner/sponsor is a prerequisitefor initi
Vestment portfolio. The governing body’s role as the overall sponsor is crucial/to’the succ
Vestments.

.2 Implications for the governing body

e implications of applying the responsibility principle are that the‘governing body should:

.3 Desired outcomes

e desired outcomes of applying the responsibility principle may include:

1zation o 1 1
oS oot 6 VMtJU VV ICITIIT TSOUIITZTCIOTT ot Tt acCC P Tt T CopPOUTISTOTT

pliver the

pting any
pss of the

evaluate those policies and decisions it wishes to retain (or review) at its level as part of its overall

responsibilities;

evaluate whether appropriate roles and responsibilities are identified and assigned with }
the lifecycle of the investments;

evaluate the competences of those given respoensibility to make decisions regarding inves

direct the development and implementation of a clear engagement strategy which addi
roles of the business areas in investments;

monitor the effectiveness of the arrangements for allocation of responsibility for delivering
outcomes from the use of technolegy.

investments are.stccessful in delivering value as defined by the governing body, leading tg
willingness te ibvest appropriately to achieve business outcomes;

swift decision making across all levels of the organization;

appropriate organizational engagement and use of required skills and capabilities in
making processes for IT enabled investments.

espect to

tments;

esses the

business

a greater

decision

6.2.4 Governance behaviours

The desired behaviours from applying the responsibility principle are as follows:

Leadership: Leadership by the governing body is clear and visible throughout the organization.

Effective decision making: Delegations, responsibilities and accountability related to investments

are clearly defined, understood and accepted by the those given responsibilities.

Active sponsorship: There is active assigned sponsorship to support that alignment of business and

IT perspectives are included in the investments and that the conformance to regulatory, |
and contractual obligations is considered.

© ISO/IEC 2020 - All rights reserved
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— Culture of measurement for improvement: The measurement of the success of IT enabled
investment is embedded in the organisation leading to a greater trust and belief in the value
realization of the investment.

6.3 Principle 2 — Strategy

6.3.1 Applying the principle

The strategy should set the direction for IT enabled investments, what should be achieved and how the
IT strategyshewldbealisned-to-the-erganization’'s busine egy—talkinginte-consideration—vakue
creation

nization’s business strategy should be the source of all investments of any organizatipn
s of type, structure or size.

The org
regardle

Investmeht strategies should ensure that current and future IT assets and capabilities of IT, and the
plans for fhe use of IT, satisfy the current and on-going needs of the organization’s business strategy.

6.3.2 Implications for the governing body
The implications of applying the strategy principle are that the governingdbody should:

— evalyate whether the investments are aligned with the overall‘business strategy and that they
provide value and the required return on investment to the organization;

— evalyate and formulate a position on innovation from investment in and business use of IT;

— evalyate regularly the opportunities for investmentit-IT to improve organizational imperativgs,
such |as the value chain arrangements in order_t@ maintain the competitive advantage of the
orgamnization;

— evalyate if effective and timely decisions*are made about investments in support of busingss

— diredt preparation and implementation of strategies and policies, demonstrating an understandipng

investment decisions;

— monitor the overall performance of the organization’s IT investment strategy in support of the
organization strategy.

6.3.3 Desired outcomes
The desired outcomes from applying the strategy principle may include:

— all investments are aligned to value delivery to the business, regardless of the organization type,
structure or size or who implements them;

8 © ISO/IEC 2020 - All rights reserved
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IT strategies, architectures and policies support the ongoing requirements of businesses for
delivering new and changed IT assets and IT capabilities;

there is a systematic approach to encouraging innovation in the use of IT;

a sustainable IT landscape supporting the organizations’ business strategy and continuous growth
of revenues;

a culture of understanding the relationship between digital opportunities and the business strategy.

6 24 L Lol 3
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6.4.1 Applying the principle

IT
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6.4.2 Implicationsfor the governing body

TH

e desired behaviours from applying the strategy principle are as follows:

Recognition of the strategic importance of IT investment: The governing bodgp exhibifs interest
and engagement in the IT strategy for investments in the same manner as business strategy.

Effective, efficient and acceptable use of IT: The strategy for investments should dnsure an
effective, efficient and acceptable use of IT.

Requirement for demonstrable value from IT investments: _The strategy for inyestments
supports achieving the business value and benefits desired by, the‘organization.

Innovation strategy: Strategies and policies for innovatign provide a clear guidance for pxecuting
investments that support adoption of current and futuré.available technologies.

4 Principle 3 — Acquisition

acquisitions are made for valid reasons\in support of the planned investment strategy and on
edicted value to be achieved, on the basis of appropriate and on-going analysis and supported by
clear and transparent decision-makihg process. There is an appropriate balance between benefits,
portunities, costs, and risks, in both-the short and the long term.

e governing body should ensure that appropriate resources are available before, during and after any
enabled investment and that they are made according to a clear and transparent decisiop-making
oCess.

e implications\of applying the acquisition principle are that the governing body should:

evaluate,whether the necessary and appropriate strategic resources, sourcing and legal cqpabilities
are available for the successful completion of the investments in a timely manner;

direct adoption of structured due diligence methodology and framework for balancing [risks and

Falia for ooy of o acnd T ac

o i akic
varaCToT ThomCy OT pTropUsStOTITY CSTIITCTITS,

direct that supply arrangements (including both internal and external supply arrangements)
support the desired business change of the organization;

direct that, when making any IT acquisition, both the organization and suppliers develop a shared
understanding of the organization’s intent in terms of desired outcomes;

monitor the entire supply chain provided by the IT acquisitions, to ensure that they provide the
required business capabilities, IT assets and IT capabilities.
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6.4.3 Desired outcomes
The desired outcomes of applying the acquisition principle may include:

— improved integration of business and IT perspectives before, during and after investments, including
IT enabled acquisitions decisions;

— IT governance, IT assets and IT capabilities included in due diligence reports for evaluating IT
enabled investment against business risk and value add.

6-4‘-4’ UVCI IIAIILT 'uchav iU urs
The desirfed behaviours from applying the acquisition principle are:

— IT acguisitions treated as business investments: Takes account of capabilities and cenfemporary
use ¢f IT and ensures that business strategic plans drive the IT acquisitions.agenda of the
orgamization.

— IT cdnsidered a value asset: Technology, digital or traditional, is established-as a value asset|to
the ofganization rather than a cost element and becomes a growth and gatne changer asset to the
organization.

— IT emnabled investment due diligence methodology is established: The methodology for |IT
acquisitions includes appropriate risk oversight and approvals\before, during and after the [T
invegtment decision making.

6.5 Principle 4 — Performance

6.5.1 pplying the principle

Investmehts are fit for purpose in supporting the organization, providing the services, levels of service
and service quality required to meet current andfuture business requirements, creating value to the
organizatlion and leveraging competitive advantage in the market.

6.5.2 Implications for the governing body
The implications of applying the performance principle are that the governing body should:
— evalyate the value created for the organization by the investments;

— evalyate whether thefinvestments are fit for purpose in supporting the current and future needs|of
the bpsiness;

— evalyate regudarly the performance of the organization’s governance framework for investmentsg;

— diredt that’relevant performance metrics are identified, documented and operational, receiving
apprti)priate attention and remedial action if necessary;

— direct that acceptable investments fit for purpose in supporting the organization;

— monitor the extent to which investments support and create value and benefits to the organization;
— monitor the extent to which investments are aligned to business change objectives;

— monitor the extent to which the policies related to investments are followed properly;

— monitor the value and benefits related to innovation investments.

10 © ISO/IEC 2020 - All rights reserved
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6.5.3 Desired outcomes

The desired outcomes from applying the performance principle may include:

lower risk and better transparency into short- and long-term value of investments;

2020(E)

all required outcomes met as defined by the organization strategy and investment proposition in a

measurable and identifiable manner;

measurement of the value and the benefits against plan;

TH

In
re
in

T}

performance on conformance requirements to investments are tracked and reported.

.p.4 Governance behaviours

e desired behaviours from applying the performance principle are as follows:

Transparency in performance evaluation: Means of ensuring transpareney into the per
evaluation of achieved business outcomes of investments are ensured,/tracked and ad

necessary and the required mechanisms to monitor the performance‘are clear and visiblg.

Recognition of risks and appropriate mitigation: Possible Tisks related to investrn
identified, treated and monitored according to the appropriaterisk management implemsg

Value realization: Monitor and control of the value and(the benefits to the organization
investments.

Continued support for IT enabled investment contingent on performance: Good gove
IT enabled investment directly leads to the moré’effective and efficient selection, impler
and use of technology achieving desired business outcomes.

.p Principle 5 — Conformance

.6.1 Applying the principle

vestments comply with all mandatory legislation and regulations and other internal o
guirements. Policies and practices to ensure conformance before, during and after exed

Vestments are clearly defined, implemented and enforced.

.6.2 Implicationsfor the governing body

e implications.of applying the conformance principle are that the governing body should:

formance
justed as

hents are
nted.

related to

rnance of
hentation

external
uting the

evaluate, \risks related to conformance to obligations (regulatory, legislative and contractual)

regardivig investments;

evaluate regularly the organization’s internal conformance to its governance framsg

mvestments:

work for

direct that policies related to investments are established and enforced to enable the organization

to meet its external and internal obligations;

monitor the investments activities regularly to ensure that related conformance obligations
(regulatory, legislative and contractual), including data privacy, intellectual property, health and

safety, financial and other internal obligations are met.
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