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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take pa
\/

IFO/IEC JTC 1.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria ne
the different types of document should be noted. This document was drafted in-ac¢ordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development'\of'the document will &
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

Hor an explanation on the meaning of [SO specific terms and€xpressions related to conformity ass
ds well as information about ISO’s adherence to the Wotld Trade Organization (WTO) principl
Technical Barriers to Trade (TBT) see the following YURL: www.iso.org/iso/foreword.html.

This document was prepared by Technicaly Committee ISO/IEC/]JTC 1, Information ted
Subcommittee SC 40, IT Service Management and IT Governance.
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Introduction

The objective of this document is to provide principles, definitions and a model for governing bodies to

use whe

n evaluating, directing and monitoring the handling and use of data in their organizations.

This document is a high level, principles-based advisory standard. In addition to providing broad
guidance on the role of a governing body, it encourages organizations to use appropriate standards to
underpin their governance of data.

All orgaizations use data, and the major proportion of this data 1S stored electronically across, Il

systems|
and the

mine foif useful information. This flood of data brings with it an urgent requirement and responsibilit

for gove

and secyred.

This do¢ument has been prepared to provide guidelines to the members of governing bodies to app}E

a princi
decreas

the govérning bodies of organizations to guide their current use and to_plan for their future use gf

Informal

As with

With the advent of cloud computing, the realization of the potential of the “internet of things
increasing use of “big data” analytics, data is becoming easier to generate, gather, stere an

< =

'ning bodies to ensure that valuable opportunities are leveraged and sensitive datajis protecte

bles-based approach to the governance of data so as to increase the valué of the data whi
ng the risks associated with this data. ISO/IEC 38500 provides prin€iples and model fdr

kion technology (IT), and it is that document that is applied here,.

[SO/IEC 38500, this document is addressed primarily to thegoverning body of an organization,

and will equally apply regardless of the size of the organization @r its industry or sector. Governan

is distin
use of d
underst
strategi

Vi

Ct from management and thus we are concerned with evaluating, directing and monitoring t
hta, rather than the mechanics of storing, retrieving or'managing the data. That being said, a
hinding of some data management and techniques is outlined in order to enunciate the possib
s and policies that could be directed by the govéthing body.
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Information technology — Governance of IT — Governance

of data —

Part 1:

[his document provides guiding principles for members of governing bodies of ©xganization
dan comprise owners, directors, partners, executive managers, or similar) on-the effective,
and acceptable use of data within their organizations by

- applying the governance principles and model of ISO/IEC 38500 to thégovernance of data,

—+ assuring stakeholders that, if the principles and practices proposed by this document are f]
they can have confidence in the organization’s governance ofidata,

-+ informing and guiding governing bodies in the use and prdtection of data in their organizaf
-+ establishing a vocabulary for the governance of data.

This document can also provide guidance to a wider,community, including:

-+ executive managers,

—+ external businesses or technical specdialists, such as legal or accounting specialists, 1
industrial associations, or professianal bodies,

+ internal and external service préviders (including consultants), and
-1 auditors.

Vhile this document lookslat the governance of data and its use within an organization, guidan
mplementation arrangement for the effective governance of IT in general is found in ISO/IEC/T
he constructs in ISO/IEC/TS 38501 can help to identify internal and external factors relatir
overnance of IT and-help to define beneficial outcomes and identify evidence of success.

his document applies to the governance of the current and future use of data that is created, c
tored or controlled by IT systems, and impacts the management processes and decisions relating

v _— Qg - =

—

his do€ument defines the governance of data as a subset or domain of the governance of |

—

5 (which

bfficient,

bllowed,

ion, and

retail or

e on the
S 38501.
g to the

ollected,
y to data.

I, which

selfis a subset or domain of organizational, or in the case of a corporation, corporate governajnce.

This document 1S appticable to ail organizations, including public and private companies, gov

ernment

entities, and not-for-profit organizations. This document is applicable to organizations of all sizes from

the smallest to the largest, regardless of the extent of their dependence on data.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their

content

constitutes requirements of this document. For dated references, only the edition cited applies. For

undated references, the latest edition of the referenced document (including any amendments)

ISO/IEC 38500, Information technology — Governance of IT for the organization

© ISO/IEC 2017 - All rights reserved
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 38500 and the
following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

31
anonynjization

process |by which personally identifiable information (PII) is irreversibly altered in such a way/that
PII pring¢ipal can no longer be identified directly or indirectly, either by the PII controller alone or i
collaborption with any other party

=R

[SOURCE: ISO/IEC 29100:2011, 2.2]

3.2
big dat3
data seft(s) with characteristics (e.g. volume, velocity, variety, variability, veracity, etc.) thdt
for a particular problem domain at a given point in time cannot be ‘efficiently processed usinjg
currentfexisting/established/traditional technologies and techniques iworder to extract value

Note 1 t¢ entry: The term Big Data is commonly used in many differ€nt“ways, for example as the name of the
scalable technology used to handle big data extensive datasets.

[SOURCE: ISO/IEC 20546:—1), 3.2.1]

3.3
cloud computing
paradigin for enabling network access to a scalable and elastic pool of shareable physical or virtual
resourcés with self-service provisioning and administration on-demand

Note 1 toentry: Examples of resources includéservers, operating systems, networks, software, applications, and
storage dquipment.

[SOURCE: ISO/IEC 17788:2014, 3.2-5]

3.4
data ac¢ountability
accountability for data and\ts use

Note 1 td entry: The “dse”of data includes all activities associated with data.

3.5
de-ider}ification

general [term. for any process of removing the association between a set of identifying data and t
data suhjeet

[SOURCE: ISO/TS 25237:2008, 3.18]

1) Under preparation.

2 © ISO/IEC 2017 - All rights reserved
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3.6

internet of things

IoT

global infrastructure for the information society, enabling advanced services by interconnecting
(physical and virtual) things based on, existing and evolving, interoperable information and
communication technologies

Note 1 to entry: Through the exploitation of identification, data capture, processing and communication
capabilities, the 10T makes full use of things to offer services to all kinds of applications, whilst ensuring that
security and privacy requirements are fulfilled.

Note 2 to entry: In a broad perspective, the IoT can be perceived as a vision with technologicalhand societal
mplications.

—-

SOURCE: Rec. ITU-T Y.2060]

[
3.7

machine learning
fdrocess using algorithms rather than procedural coding that enables ledrning from existing data in
drder to predict future outcomes

.8

seudonymization
rocess applied to personally identifiable information (PII) which replaces identifying infdrmation
Uith an alias

< 0 s

=z

ote 1 to entry: Pseudonymization can be performed either by PII principals themselves or by PII coptrollers.
seudonymization can be used by PII principals to consistently use a resource or service without discloging their
dlentity to this resource or service (or between services)ywhile still being held accountable for that use

—_

ote 2 to entry: Pseudonymization does not rulesout the possibility that there might be (a restrictdd set of)
rivacy stakeholders other than the PII controllef/of the pseudonymized data which are able to determipe the PII
rincipal’s identity based on the alias and datalinked to it.

SOURCE: ISO/IEC 29100:2011, 2.24]

9
ersonally identifiable information
11
ny information that (a)(can be used to identify the PII principal to whom such information reglates, or
() is or might be directly or indirectly linked to a PII principal

s — hollolilsd

ote 1 to entry: Te_determine whether a PII principal is identifiable, account should be taken of all the means
hich can reasonably be used by the privacy stakeholder holding the data, or by any other party, to ideptify that
atural person.

[FOURCE:ISO/IEC 29100:2011, 2.9]

10
II'principal
natural person to whom the personally identifiable information (PII) relates

Note 1 to entry: Depending on the jurisdiction and the particular data protection and privacy legislation, the
synonym “data subject” can also be used instead of the term “PII principal”.

[SOURCE: ISO/IEC 29100:2011, 2.11]

© ISO/IEC 2017 - All rights reserved 3
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4 Good governance of data

4.1 Benefits of good governance of data

Good governance of data assists governing bodies in ensuring that the use of data throughout an
organization contributes positively to the performance of the organization through:

innovation in services, markets and business;

app

ropriate implementation and operation of data assets:
r r r 4

clarfty of responsibility and accountability for both the protection and potential to add value;

minfimization of adverse or unintended consequences.

Organiz

This do¢ument establishes principles for the effective; efficient and acceptable use of data. Governing
n|

htions with good governance of data should be expected to be:

trugtworthy organizations for data owners and data users to transact with;

abld to provide reliable data for sharing;

protectors of intellectual property and other value derived from data;

organizations with policy and practice in place to deter hackers andfraudulent activity;

aw

prejared to minimize the impact of data breaches;

re of when and how data can be reused;

abld to demonstrate good data handling practices.

bodies,
risks and encouraging the exploitation of oppartunities arising from the safe handling and accurat
interpretation of quality data.

by ensuring that their organizations follow these principles, will be assisted in managi

Good gqvernance of data also assists (governing bodies in assuring conformance with obligation
(regulat

This do

fulfilling

principl

pry, legislation, contractual) concerning the acceptable use and handling of data.

fument establishes a model for the governance of data. The risk of governing bodies nd

ES.

Inadequpte provision for the governance of data can expose an organization to several risks including

pen

hlties of not-complying with legislation, especially legislation relating to required privac

megsures;

loss

of confidentiality of business data, e.g. recipes or design specifications;

 their obligation is mitigated by giving due attention to the model in appropriately applying thie

[72)

t

loss

of trustfromr stakehotders, including businmess partiers, TuStomers and the public;

inability to carry out critical organizational functions due to lack of trustworthy or business-

rele

vant data;

increased competition through the strategic use of data by competitors.

Governing bodies can be held accountable for:

— breaches of privacy, spam, health and safety, record keeping legislation and regulations;

— non-compliance with mandated standards relating to security, social responsibility;

— matters relating to intellectual property rights.

4

© ISO/IEC 2017 - All rights reserve
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4.2 Responsibilities of the governing body

Members of the governing body are responsible for the governance of data and are accountable for the
effective, efficient and acceptable use of data by the organization.

The governing body’s authority, responsibility and accountability for the effective, efficient and
acceptable use of data arise from its overall responsibility for governance of the organization, and its
obligations to its external stakeholders, including regulators.

The key focus of the governing body’s role in the governance of data is to ensure that the organization
dbtains value from investments in data and associated I'T, while managing risk and taking corjstraints
ipto account.

dditionally, the governing body should ensure that there is a clear understanding,of.what data are
eing used by the organization and for what purpose, and that there is an effective managemeng system
h place to ensure the obligations, such as data protection, privacy and respect for'intellectual groperty,
an be met.

Q o

4.3 Governing body and oversight mechanisms

—]

he governing body should establish oversight mechanisms for governance of data that are appfropriate
b the level of business dependency on data.

(s

o |

he governing body should have a clear understanding of the/importance of data to the organfization’s
usiness strategies as well as the potential strategic risktothe organization from the use of that data.
The level of attention that a governing body gives to data should be based on these factors.

jow

The governing body should ensure that its members and associated governance mechanisms|(such as
audit, risk management and related committees).ds'well as managers have the requisite knowl¢dge and
understanding of the importance of data.

The governing body may establish a subcommittee to assist the governing body in overseging the
drganization’s use of data from a strategic¢ point of view. The need for a subcommittee will dgpend on
the importance of data to the organization and its size.

The governing body should ensure that an appropriate governance framework is established for the
governance and management‘of data.

The governing body should monitor the effectiveness of the mechanisms for the governance and
management of datacby requiring processes such as audit and independent assessments|to gain
assurance that governance is effective.

[&u |

Principles, model and aspects for good governance of data

oY

s ISO/IEC“38500 highlights, the governance of IT is a subset or domain of organizational governance, or
h the case of a corporation, corporate governance. This standard builds on and extends ISO/IEC 38500
b Specifically examine data and its use by the organization.

-+ —-

ISO/IEC 38500 outlines six principles for good governance of IT, as follows:
a) responsibility;

b) strategy;

€) acquisition;

d) performance;

e) conformance;

f) human behaviour.

© ISO/IEC 2017 - All rights reserved 5
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ISO/IEC

38500 also introduces a model for the governance of IT that establishes a cycle of “Evaluate-

Direct-Monitor”. This “EDM” model describes the three main tasks for governing IT and reminds us that
“Authority for specific aspects of IT may be delegated to managers within the organization. However,
accountability for the effective, efficient and acceptable use of IT by an organization remains with the
governing body and cannot be delegated.”

The broad areas of accountability as they relate to data are shown in Clause 6, along with the data flow

and “gat

ing” process where strategy and policies are in place to support this accountability.

To apply the principles and model to the governance of data, it is necessary to examine data-specific

aspects
underst
the use
extra ac

The dat:

of governance to the guidance. These aspects apply to all data and should be considered ip
hnding data and its impact across the organization. They also highlight the opportunities‘thgt
of data (particularly with emerging technologies) provide to the organization, as well as thie
rountabilities that data brings to the governing body.

1-specific aspects of governance that are introduced in this document are the following.

the
dat
util

— Co
on
of
or S
poli

Data an
stakeho
docume
manage

6 Dat

6.1 Gg¢

Datais 4
inventor

e: Data is the raw material for useful knowledge. Some data may not be very useful, while othdr
is extremely valuable to the organization. However, this value is not kKnown until it is used
e organization and therefore all data is of interest to the governingbody that is ultimately

1

)

imeliness, the context (which is in itself data) and the cost of its storage, maintenance, use anfd

isks of data and how to direct managers to manage these risks. The risks not only manifest i
breaches, but also in the misuse of data as well as the.competitive risks involved in not properly
zing data.

—

straints: Most data comes with constraints on its use. Some of these are imposed externall
he organization through legislation, regulation or contractual obligations and include issue
ivacy, copyright, commercial interests and so on. Other constraints on data include ethica
ocietal obligations or organizational policies that restrict the use of the data. Strategies an
Cies are required to account for theseconstraints in any use of the data by the organization.

T <

—

1 its use by organizations is becoming increasingly important for all organizations and thei
ders. By applying the principles, model and data-specific aspects of governance outlined in thij
ht, governing bodies shoufdybe able to take actions that maximize their investment in data us¢
the risks involved and provide good governance for their organization.

[72)

a accountability

pneral

key asset to any organization. Itis used to keep track of the business (such as people, accounting

D

y,dnd'so on) and as a raw material for knowledge, innovation and insight. The accountability

<

for data

and its use rests with the governing body of the organization.

© ISO/IEC 2017 - All rights reserved
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‘bt
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<&
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OTE Like any model, this diagram is simplified in ord @hlghhght specific concepts relating
f interest for the governing body. The titles of the eleme ‘?ve an indication of the activity and are
eiplained below.

Figure 1 — Da éﬁccountablllty map

Higure 1 shows the areas of data accou%\é\hty within an organization. The elements of the
flirther described below. b\

N

or any organization and for any, \}gl)ness type, the map identifies the topics that are of inter
governance perspective. While*the actual processes and implementations are the respons
hanagement, the lines indi both data flow and gating mechanism where it is necessary t
overnance policies an
spects of governance 1nGhe context of these accountabilities are discussed further in Clause 9

O 0o = O

he focus of this d ent is the governance of data which should not be confused with the man
fdata. Where governing body is concerned with applying the principles of governance as
n Clause 7, t ld of data management has well-defined methods for the processing of dat:
s mechani for ensuring the confidentiality, integrity and availability of that data. An exan]
hanage t lifecycle is shown in Figure 2.

=0 =0

d_stpategies are in place and accountabilities can be met. The dataf

to items
e further

map are

bst from
bility of
b ensure
specific

hgement
putlined
h as well
ple data

N I I e I e i e WL

Figure 2 — Example data management lifecycle

6.2 Collect

The Collect activity includes the data acquisition, gathering and creation process, learning from

previous decisions made and additional context extracted from other data sets (internal or ext

© ISO/IEC 2017 - All rights reserved
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Data exists in many forms and can be created and collected for use by the organization in a number of
different ways, including the following.

— Data entry: Data entry is achieved using applications either within the organization [for example,
in an Enterprise Resource Planning (ERP) system or email application] or externally via a website,
mobile application or similar application.

— Transactions from other systems: Data entry or updating done on other systems can flow
through to the organization’s system through Electronic Data Interchange (EDI) or other interfacing
processes.

— Senpors: An increasing amount of data is ingested into the organization through machine systemls
such as sensors. Sensors cover a wide range of data acquisition devices including web sitellogs,
socipl media sources and “internet of things” devices which include everyday devices frem'simp
temperature sensors to TVs, cars, traffic lights and buildings. Data from sensors can{also inclu
poténtially urgent signals such as alerts and alarms.

— New context: Data from reports can be combined with other data to provide additional information,
whirh is itself fed back into the data of the organization. In many cases, this‘additional data gives
new context to the original data and may need to be treated differently from'the original data. Ney
contextual data can come from decisions which may give relevance or yvalue to existing data.

— Sub
or

cription: Data may become available to the organization through a subscription to a data feed
irtual data store.

6.3 Store

The Store activity includes locating the data where it can, be physically or logically retrieved. This
includeg data stored on devices owned and operated<by the organization, devices external to the
organization and also virtual stores such as data feeds'where the data is only collated when needed. Ip
each cade, the stored data can be retained for repoiting purposes pending a decision to dispose.

As dataf|is collected through the above actionsjit is ingested into a data store where it is secured and
managefl and possibly archived. The amountof data that organizations control is increasing rapidl
due to rlew technologies such as the intettiet of things that use sensors to collect data, and big da
that usep large amounts of data to look for trends and make predictions using machine learning. Ma

of these|new technologies run in public cloud computing environments where the economies of sca
enable Iarge storage and processing capabilities at much lower cost.

[72)

In some|cases, the organization will use a data store that is outside its location. Traditionally, this ha
been through offsite hostitig’operations where the storage is outsourced. Cloud computing takes thi
to the n¢xt stage where-the operation of the store is not visible to the client organization. Furthermor¢
the orggnization magluse a “virtual store” where data is provided only as a data feed which can floy
directlyfinto reports-or analysis.

v

-

<

It should also-be noted that even though the organization may control the data in its store, it may nagt
“own” thatdata because of intellectual property rights such as copyright or other legal issues includi
personal or' health information handling laws. Special care may also be necessary where the storaﬁ
and use of data cross jurisdictional boundaries. In any case, the stewardship of the data remains with
the governing body.

6.4 Report

The Report activity includes manual or automated extraction and analysis of data for the purpose of
supporting decision making, distribution or disposal.

An important capability of an information system is to extract data from the data store in the form of a
data feed. This feed should have associated properties such as quality and currency of the data so that
the business can determine its usefulness to the reports they produce from that data.

8 © ISO/IEC 2017 - All rights reserved
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During the extraction and reporting process, many data feeds may be used and these can come from
a data store within the organization or may come from a virtual data store outside the organization.
The combination of these data feeds may give a new context to the data. This new context is in itself
new data and this should be fed back into the data creation and collection process, where the normal
collection process occurs.

Applications can also produce reports as well as update the existing data and again, this new data
follows the creation process.

Other extraction and analysis techniques such as data mining and machine learning can be applied to
data to gain further insight, predict future outcomes and to make decisions automatically. Agaipn, this is
rlew data being created and collected.

eports can also be used to filter data to increase its usefulness, or to enable distribution’and dlisposal.
or example, data from sensors can be aggregated to extract trends while rénfoving pegrsonally
lentifiable information through techniques such as anonymization and pseudonymizatjon. The
riginal data can then be similarly extracted and disposed of.

o = 1 4

o

.5 Decide

The Decide activity occurs when a decision is made based on the regoitexamination. The decisjons will
He made by people within the organization or by automated means.

]

he main reason for having data is to make decisions, and the value of data is how it imprpves the
ecisions that are made. Reports (including on screen reporting) are examined to provide infqrmation
pon which decisions are made.

o O

hrough a process of delegation, the governing body ensures that the decisions made are appropriate
br the level of responsibility of those decisions«This is of particular importance when decidions are
hade automatically through simple data flow processes or more complex machine learning algprithms.
h any case, the governing body remains accountable for all decisions and should ensure that they have
he appropriate controls and, where neeessary, apply human intervention to deal with any biases,
iscrimination or profiling in the decijsion making process.

Q. .t — 5 =n

ecause the decision making precess values the data, that information (the “usefulness” of the data)
an be fed back into the data collection and creation process. By creating this data maintengnce and
bedback loop, it is possible to.fine tune the reports that are created, the data feeds that are ysed and
Itimately, the data that is.fed into the system. Together, this loop increases the value of the decisions
hade and that in turn canimprove the business.

S o =, o

4.6 Distribute

—]

he Distribute activity involves extraction or copying of data via the Report activity for circulation to
xternal parties.

(0}

=

ata.may be extracted from the store and distributed outside the organization. This can oc¢ur for a
wmber of reasons, such as:

=

— external reporting is required for example to a government authority;
— itis part of a business-to-business (B2B) data exchange, customer use or similar activity;
— the data is being sold for example to an advertising agency or survey company;

— the data is part of the publishing business of the organization, for example business data (in other
words, the data is the product);

— the distribution was not authorized, in which case this would be classified as a data breach.
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6.7 Dispose

The Dispose activity usually involves identifying data for disposal via the Report activity and then
permanently removing that data and any duplicates from the data store. In the case of a data feed, this
would be the permanent disconnection to that feed.

The increasing sophistication of data analysis, mining and learning tools increases the value of existing
data because more information can be extracted from more data. This fact, combined with the reduced
cost of keeping data reduces the necessity to dispose of data.

But the
Report g

— Tor
or u

— Ton
nol

— To dpply the right to be forgotten. Customers may ask to have their data removed.

— Tod
— Tod

Similarl
retentio

7 Gui

7.1 Gq

ISO/IEC
guidanc

The prd
respons
suggest§

It is the
implemg
appropr

7.2 Pi

The gov|

e are still a number of reasons why some data should be extracted from the store (viathle
ctivity) and securely disposed of.

o

educe the risk of dataleakage. Ifthe data no longer exists, it cannot be inappropriately distribute
sed.

emove irrelevant or incorrect data. Although older data may be used for trend-analysis, it mafy
bnger be relevant. Also, it may no longer be correct.

omply with contractual arrangements with customers or suppliers.
omply with legal or regulatory requirements.

U, there may be reasons such as health related regulations or legislation that require the
h of data.

dance for the governance of data — PrincCiples
eneral
38500 provides six principles for the good governance of IT. The following subclauses provide

e on how these principles can be applied to the governance of data.

ctices described are not exhaustive but provide a starting point for discussion of the
bilities of the governing body for the governance of data. That is, the practices described are
bd guidance.

responsibility of each) organization, individually, to identify the specific actions required tp
nt the principles)giving due consideration to the nature of the organization, and applying
jate analysis ofthe data-specific aspects referred to in Clause 9.

rinciple/,— Responsibility

erning-body is accountable for the responsibilities associated with the organization’s use qf

data, an

 should ensure that those within the organization understand and accept their responsibilities.

These réspensibilities:

— extend across the organization and beyond the IT function or department, or IT initiated activities;

— include key data related to business activities such as marketing, where data is used to inform
product plans, and product development, where data is collected to guide the design and build of
new products;

— include situations where the data itself is the product or service that the organization provides.
Such situations include content such as music or movies and information such as weather or stock
market reports;

— cover the whole lifecycle of the data.

10
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7.3 Principle 2 — Strategy

017(E)

The governing body is accountable for a data strategy that aligns with the organization’s overall
strategy, including current and future capabilities. This data strategy should:

include plans for data use that address current and future overall strategic objectives;
allow for technology advances and market expectations;

cover all parts of the data accountability map;

lowli—|

1.4 Principle 3 — Acquisition

he governing body is accountable for acquisition (by collection or purchase or as a by-pr
usiness activity) of data and should ensure such acquisitions are approptiate by considering v

7.5 Principle 4 — Performance

Herformance metrics should include:

7.6 Pringiple 5 — Conformance

The’governing body should ensure that the organization knows and conforms to external ob
and properly defines, implements and ensures compliance to appropriate internal polici

account for the data-specific aspects of governance (value, risk, constraints);

set an expectation that it may require a revision of the overall strategy to a¢dount
opportunities or risks.

the acquisition is consistent with its intended and/or stated use-within the organization a
external use if the data is so distributed;

the assessment of the value, risks and constraints associatéd with the proposed use and man
of acquired data sets or data streams aligns with thedata strategy.

how well data use supports deciSion making within the organization;

where data is shared with suppliers or customers, how well data use supports their decision
the adoption rate of néw)data sets and data streams within the organization;

the return on invéstment for data, including data that has been distributed;

the overall value of data leveraged by the organization against the value leveraged by comp
comparative brganizations.

for new

pduct of
vhether:

s well as

hgement

The governing body should identify the relevant performance metrics, ensure they receive appropriate
attention and remedial action if necessary.

making;

etitor or

igations
ps. Such

obligations and policies should include:

all data sets and data streams be secured according to security policies that meet the organ
needs and obligations;

the correct handling of PII;

the appropriate implementation of data retention policy and practice across the organizati

ization’s

on;

an understanding of all legal obligations relating to data, and the assurance that these obligations

have been met across the organization.

© ISO/IEC 2017 - All rights reserved
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7.7 Principle 6 — Human behaviour

The governing body is accountable for the use of data across the organization such that human
behaviours are identified and appropriately considered. This respect for human behaviour should
include:

— policy to govern the acceptable use of data and devices across the organization;

— anorganizational data culture to encourage the appropriate sharing, protection and interpretation

of data;
— the jmpact and requirements of the human behaviour of stakeholders. y<\
>
8 Guidance for the governance of data — Model 03’\ )
Q
8.1 Applying the model (,;b(o

Source of Authority Q/C)
\

|

The Gowarning
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O
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&
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Figure 3 — Governance of IT model — Application to the governance of data

Governing bodies should govern data through three main tasks:
a) evaluate the current and future use of data;

b) direct preparation and implementation of strategies and policies to ensure that use of data meets
business objectives;

c) monitor conformance to policies and performance against the strategies.
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Authority for specific facets of data may be delegated to managers within the organization. However,
accountability for the effective, efficient and acceptable use of data by an organization remains with the

governing body and cannot be delegated.

Figure 3 shows specific pressures on the governing body in relation to data and its use by the
organization. Stakeholders, including customers, employees and regulators all have an interest in this
domain. The figure also shows the type of inputs that are required in the EDM cycle as it relates to data.

Areas where management input could assist the governing body in the Direct, Evaluate and
activities are shown in the diagram.

Monitor

8.2 Internal requirements

he governing body will have established an overall strategy for the business. However, the us

bligations to their stakeholders, the governing body should examine the use of data as part
verall strategy.

O 0O =

his requires the governing body to examine the potential uses of data, either by the organizat
r by its competitors, and to adapt the strategic direction to support thi€ desired outcomes. T
hclude buying and selling data.

— N,

he business will have a culture surrounding the use of data bythe organization. The govern
hould shape that data culture to ensure that it aligns to the data’strategy required to reach it
bjectives. Because data is only as valuable as the decisions‘that are made from it, this data
ould result in organizational behaviours pertaining to datd access, good data handling pract
ecision processes at all levels that rely on reports in thewrelevant context.

Q.0 O u»n —

8.3 External pressures

—

he organization may need to adjust its strategies and policies to ensure it complies with the p
df the market forces in which it operates. Such market forces include:

- customer expectations regardingithe availability, quality and interaction with the available ¢
-+ competitors using data to improve or expand their products, services or processes.

laws and regulations as_ well as stakeholder requirements may vary between markets
governing body will need to’ensure that the strategies and policies applying to its current an|
use of data can apply broadly across these markets. Such constraints and obligations may appl
different data accountability activities including:

1+ how data is/able to be collected, including privacy notification and consent requirements ar
collectionand use of personal information,

—+ the data retention and disposal requirements,

—+ “ecision making obligations to appropriately deal with biases, discrimination and profiling

b of data

5 much more significant across all industries and government to the point that, in.order to fullfil their

of their

on itself
his may

ng body
5 overall

culture
ices and

fessures

lata, and

and the
d future
y across

bund the

7, and

— Tthe intellectual property 1ssues regarding the sharing or reuse of data.

8.4 Evaluate

In evaluating the governance of data for the organization, the governing body should take into
the internal requirements and external pressures placed on the organization.

account

Additionally, the governing body should examine and make judgement on the current and future use of

data. This includes:
— the internal use of data and associated technologies and processes,

— the use of data by competitors, other organizations, governments and individuals,

© ISO/IEC 2017 - All rights reserved
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— evaluating the evolving set of legislation, regulation, societal expectations, and
— other factors that control and influence the use of data.

The technologies of data management are rapidly changing and the governing body should solicit
proposals from managers to explain these technologies and their potential impact on the organization.
Such technologies can have a significant effect on all data aspects including cost, insight and privacy.
In many cases, these effects can go beyond the management of the data and can provide new business
opportunities for the organization, and potentially greater risk. By not availing themselves of these
opportunities, the governing body could subject the organization to increased risk from competitors,
changing market expectations and increased compliance issues.

The governing body should also be aware of the data management capabilities of the organization. Fqr
examplg:

— to wWhat extent the organization can recover from a data breach;

(s

— how easily the correct information can be delivered in the right format to assist‘decision making g
all lgvels;

— whdther the organization leverages new technologies such as cloud computing to augment its owp
capabilities.

The governance of data strategies and policies can only be implemented if the organization has thie
necessaly resources and capabilities to implement such policies.

8.5 Direct

Governihg bodies should assign responsibility for and~direct preparation and implementation of
strategies and policies.

The strategies and policies of the current and future\use of data for the organization should be aimed af:

— Magimizing the value from the organization’s investment in data: Data, like any asset withi
the prganization, requires an investment, This is true whether the data is collected from outside th
orgdnization, is stored ata third party or'is used as a service. And like any investment, the organizatio
willlwant to ensure it is getting a.good return on the data. The ultimate value of data is how its ug
impfoves decision making, but-ahrorganization may also be able to sell data for others to use.

® = ® =

— Mamaging the risk associated with the data in line with the data risk appetite: Some dat
such as product research-or undisclosed stock market ambitions, has a high business value an
appfopriate resources\ieed to be applied to leverage and protect this data. The value and ris
assqciated with managing this data is higher than other types of data and the strategies and policig
shotild reflect thisthrough the adoption of a data classification scheme for the data.

wn AL

o

— Enspring thecorrect level of data stewardship: The governing body is accountable for data an
its yse, ifieluding the decisions that are made from this data. Therefore, the data accountabilit]
actiyities should be delegated appropriately within the organization.

=

These elements all contribute to the “information attitude” of the organization and its effectiveness in
applying data to the business goals of the organization. This reflects the data culture of an organization,
its overall strategy, its risk appetite, its perceived security levels, the amount of knowledge-based work
it does and the metrics and value it places on data and its use.

8.6 Monitor

Governing bodies should monitor, through appropriate measurement systems, the performance of data
use of the organization. They should be able to reassure themselves that the strategies relating to data
are being correctly implemented and that the use and management of the data conforms to internal
policies and external requirements such as regulations and data stewardship requirements.
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The use of reporting and analysis tools in decision making should be measured in order to understand
the value of the data and to improve the decision making processes.

Other areas where oversight from the governing body may be of high importance due to strategy or
regulations include:

— the use of PII including privacy concerns, consent requirements and transparency of data use (see
ISO/IEC 29100);

— theuseofaneffective Information Security Managementsystem (such asdescribedin ISO/IEC27001)
that reflects the strategic Importance of data. This should extend to include third party,data feeds
and data managementin cloud computing services (for example, ISO/IEC 27017). These Interjnational
Standards provide guidelines for information security controls, but in some cases; siich [controls
will be insufficient and the governing body will need to rely on trust and verification!

-+ dataretention and disposal requirements;
-1 thereuse, sharing or selling of data and its associated rights, licensing or‘égpyright;

-+ appropriately accounting for cultural norms, bias, discrimination ox$tofiling in decision making.

Va)

Guidance for the governance of data — Data-specific aspects

2O

.1 General

et

h many organizations, the volume of data in use is incréasing exponentially. This is as a result ¢f recent
hanges in technology that make it economically viableto process large datasets.

Q

This capability means that data use is becoming a‘core business for many organizations, regardless of
their industry.

Whenever data is used by an organizatien (whether it is stored outside the organization, copyrighted
By others or “owned” by a customer)“it brings with it the potential to create new valug in the
drganization by providing better de€ision making or additional information. It also imposes ajnumber
df accountabilities on the organization.

—

ata is a non-consumabletvasset with many associated attributes and aspects. These|require
onsideration by the goyerning body of an organization as items that may have significant trategic
mpact on the organization as a whole.

—

2O

.2 Value

9.2.1 General

[}ata, as'a raw material for useful information, can be distributed and sold. That sale, via a subsgription,
d data feed such as a publication or website, assigns a monetary value to the data.

he business value In data is the measure of how it improves the decisions that are derived from the
information it contains. To extract the information from the data requires the data to have quality,
timeliness, context, volume and potentially other attributes that together match the requirements of
the decision process.

9.2.2 Quality
The quality of data is the measure of how accurately it encapsulates the facts it is trying to represent.

The value which can be derived from data depends in part on the quality of the data matching the
accuracy required by different decision scenarios.
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In some cases, such as financial information, a dataset of high quality data that is up to date and in the
right format is necessary for decision makers (e.g. investors). However, in other cases, a dataset of lower
quality may be adequate to derive good decisions, for example, in the case of trend analysis.

9.2.3 Timeliness

Data provides information for improved decision making and most decisions are time dependent and
therefore an important property of data is its timeliness or currency.

As with allelements of data nlnqlify, the timeliness of the data dpppndc onthe decisions hping made_ FE
exampld, automated decision making in an anti-lock braking system relies on up-to-date data collecte
and analysed over a short time period. This is a very different time span than that required to analys
an annupl income statement.

—

[CE="

9.2.4 [Context

=)

Applying context to data allows information to be obtained from it. This conteXt,“in the form (
additionjal data, may affect the policies that are applied to the new information‘that is obtained. Fg
examplg, combining sales data with postal information may reveal PII whichmay require differer

handling of the data.

— =

Contextlis an important factor in decision making because it could invoke cultural norms and bias and
lead to g different interpretation of the data, resulting in a potentially, different decision.

9.2.5 Nolume

The volyme of data may affect its value. A large amount of consistent data may increase the confidende
of a trenld or prediction, but different techniques may bexequired to extract this confidence.

9.3 Risk

9.3.1 [General

Because| data has value, it also brings with it risk. However, unlike other assets, some aspects of da]
means that it has different risk prefiles. For example, stealing data usually involves unauthorize
copyinglof the data and not moving:it:

[o Y

Additionally, the use of data,such as PII or healthcare data carries with it additional responsibilitie
and theijefore increased risk-te’the organization. A way to reduce this risk is by removing PII attribute
through|de-identificatiomtechniques such as described in ISO/IEC 208892).

v wn

The ovefall risk appetite for the organization is established by the governing body. As data becoms
strategig¢ally, operationally and financially important to the organization, the risks associated with
data itsqlf should.be examined by the governing body to ensure an appropriate level of “data risk” is se
that aligns with'the overall risk appetite.

[%2)

—t

The risk

was not acted upon. This could relate to operational risks such as safety data, financial risks regarding
investments or strategic risks such as allowing new types of customer interactions.

9.3.2 Management

Risk management is described in ISO 31000:2009, 2.2 as the “coordinated activities to direct and
control an organization with regard to risk” and includes a framework and structured process for
dealing with risk.

2) Under preparation.
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