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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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ISO/IEC 38503:

Introduction

2022(E)

As part of their accountability for an organization, governing bodies are responsible and accountable
for the current and future use of IT (information technology) within an organization. To meet this
obligation, it is recommended that members of the governing body ensure that there is effective
governance of IT within the organization, involving both their own activities in setting the direction for
the organizational use of IT, as well as their oversight and evaluation of the management of IT within

th
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e organization.

’JITE‘I“ 200NN |

di
to
arn

T}

HEC38500-previdesprineiplessdefinitionsand-ameodeHorgoverningbodiestouse-whene
recting and monitoring the use of IT in their organizations. This document provides guidan
assess an organization’s governance of IT arrangements based on ISO/IEC 38500, ISO/IEC
d ISO/IEC TR 38502.

variation depends on various factors including the organization’s level of,-reliance on
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Gq
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rategically and operationally, as well as the size and nature of the organization.

verning bodies should seek continual improvement of the governaneg of IT as part of the
countability for organization governance and they should assess whether the current arra
bet the needs of the organization. They should use such an assessment to improve the effect
e governance of IT in a structured way, with a planned approach. The assessment should ad
ly management’s approach to supporting the governance of\IT but also the effectiveness of

approach to evaluating, directing and monitoring managerent activities.
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e purpose of this document is to assist governing bodies, authorized subcommittees and
hkeholders in assessing the capability and matugity of the arrangements for the governang
P organization.

provides an objective approach for determining whether the governing body is appi
verning IT, as well as examples of the~practices and outcomes (referred to as ‘characte

sessment can be used to assist the governing body to determine where and how the govern

cajn be improved in the organization
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e primary audiences for this*document are the governing body and its subcommittees,

assessment of the orgahization’s governance of IT.

raluating,
e on how
TS 38501

e specific arrangements for the governance of IT vary from organization,‘to “organization. The

IT, both
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is document) of the good governance of IT (see Tables A.1 to A.7 in Annex A). The outcomes of the

hnce of IT

executive

hnagers and assessors, whowill also derive benefit from this document when planning and c¢nducting
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Information technology — Governance of IT — Assessment
of the governance of IT
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Scope

D/IEC TR 38502 and the implementation considerations outlined in ISO/IEC TS 38504,

is document includes approaches for conducting the assessment, the criteria~against ¥
sessment can be made, guidance on the evidence that can be used for the asséssment, as
bthod for determining the maturity of the organization’s governance of IT.

is document is applicable to organizations of all sizes, regardless of the‘extent of their use g

Normative references

e following documents are referred to in the text in sucha way that some or all of thei

. . . . . logy (IT)
sed on the principles, definitions and model for the governance of IT outlined in ISO/IEC 3|8500 and

vhich the
well as a

fIT.

r content

copnstitutes requirements of this document. For dated references, only the edition cited applies. For

ur
IS
IS
IS
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Far the purposes of this document, the following terms and definitions apply.

IS

3.
be
ac
of

dated references, the latest edition of the referenced document (including any amendments
D/IEC 38500, Information technology — Governanceof IT for the organization

D/IEC TS 38501, Information technology — Governance of IT — Implementation guide
D/IEC TR 38502, Information technology —\Governance of IT — Framework and model

Terms and definitions

D and [EC maintain terminology databases for use in standardization at the following addrg

[SO Online browsing/platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

L
neficialloutcome
hievement of a high-level objective of the organization, related to the successful deploymer
information technology

) applies.

SSes:

t and use

3.2

evidence of success
observable and measurable deliverables from information technology functions/processes that support
and enable the achievement of beneficial outcomes
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4 Benefits of the assessment of the governance of IT

4.1 Context

The governance of IT involves appropriate behaviours from governing bodies and management to
create and maintain a framework for the use of IT, that delivers long-term value consistent with the
expectations of its stakeholders, including:

— continuous innovation in services, markets and business;

— clarit
strat

— assul
— realiy
— confda
— effec

— const
and V

However,
achieving

— theg

to thgse responsible for implementing technology;

— the l
mana
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— diffid
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y of responsibility and accountability for both the supply of and demand for I'T 1n achieving t
boic goals of the organization;

ance of business continuity and sustainability through IT;

ration of the expected benefits from each IT investment;

rmance with relevant obligations (regulatory, legislation, common law, contractual);
[ive oversight of the management of IT risks;

ructive relationships and effective communications between the business and IT manageme
yith external partners.

organizations can experience a wide variety of challenges, which can prevent them frd
the desired outcomes from their efforts at governing IT, including:

bverning body and executive managers delegating the responsibility for the governance of

hck of policies and frameworks clarifying ¢he relationship between governance of IT a
gement of IT;

hdence on organizational processes, rather than effective decision making, approprig
Viours, proper communication and:suitable human interactions;

ulty monitoring and measuring.behaviours and expected outcomes, including:
nsuring that IT objectives.are aligned to the organization’s purpose and objectives;
nsuring that IT risksiare known and mitigated;

tewardship of efterprise assets, resources and continuity planning;

onformance by the organization with established and expected norms of behaviour;
oldingdTaccountable for the delivery of services and solutions;

velution of business models through the use of information and the adoption of n¢

m

W

cechhologies
o

4.2 Benefits of assessing the governance of IT

It is important, therefore, for organizations to adopt a structured method to assess whether their

governan

ce of IT arrangements are achieving the desired outcomes and the key benefits, including:

— assisting with the development of the framework for the governance of IT;

— determining the strengths and weaknesses of the current governance of IT capability;

— helping to determine improvement actions that need to be taken;
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— improving the levels of engagement between executive managers and the governing body as regards
expectations and outcomes related to the governance of IT;

— creating an awareness in the governing body of their roles and responsibilities as regards the
governance of IT;

— assisting organizations with IT conformance;

— providing feedback to the governance stakeholders and support staff.

5| Assessment scope and approach

5.1 Establish scope

The governing body shall define the scope and the requirements and objectives.of the assessment. The
gagverning body shall identify those stakeholders which require, or might benefitfrom, the reqults of an
aspessment of the governance of IT. For these stakeholders, the needs and éxpectations shal] be taken
info consideration when designing the assessment.

In| establishing the scope, focus and priority of the assessment{¢onsideration shall be|given to
evialuating issues of highest importance to the organization in ofder to achieve the greatesf benefits
arld not to waste resources. This can take account of the level of opérational reliance on IT, the[existence
of|assurance inputs, as well as any specific strategic initiatives of importance and priority to the
organization.

Figure 1 shows areasrelated to the implementation of gevérnance of IT, as described in ISO/IEC[I'S 38501,
thpt shall be considered when defining the scope of thie assessment.

Implementation.of the governance of IT

f Continual review

Establish and sustain enabling Source of
environment GovernIT authority

. \
nt egulatory
Sponsorship

obligations Q expectations
&

Responsibilities The

. governing .
Business Business

body
pressures needs
g / Evaluate \ Q
M o |

Polifies & Strategy
Plgns & Proposals

Conformance &
Pefformance

Managers
Management systems for the use of IT

Figure 1 — Areas for consideration in the assessment of the governance of IT
[SOURCE: ISO/IEC TS 38501:2015, Figure 1]

Table 1 identifies key aspects related to the implementation of governance of IT, as described in
[SO/IEC TS 38501, that shall be considered when defining the scope of the assessment.
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Table 1 — Key aspects for consideration in the assessment of the governance of IT

Establish and sustain enabling environment

— goals and objectives of governance of IT
— understanding of stakeholders, roles and responsibilities
— stakeholder engagement

— delegation of authority

Govern|]

— applifation of the six principles and EDM Model

— governance steering group

— interphal and external environment

— articplation of current and desired states and beneficial outcomes
— monitoring capability and identification of evidence of success

— change programme

Continuall review

— imprpvement in value derived from IT

— manggement of risks associated with IT

— additfional governance actions required

5.2 Assessment approach and involved parties

In establishing an assessment approach, consideration shall be given to the objectives/purpose of the
assessmejnt, degree of independence required for{the assessment, the skills/knowledge of the assessdrs
and participants and other relevant considerations dependent on the specific arrangements for the
governanice of IT within the organization.

The assegsment approach shall be approved by the governing body. It shall be supported with the detajils
of the asgessment framework, an assessment plan, roles and responsibilities of assessors, timing of}e
assessmejnt, resources necessary for'the assessment and an understanding of the skills and knowledige

of the assfssors.

There arg different approaches to the assessment of the governance of IT. The assessment approaches
and the kpy considerations are summarized in Table 2.

Table 2 — Assessment approach and key considerations

Governing body Internally facilitated Externally facilitated as-
assessment assessment sessment
Description Assessment of governance [Assessment of governance of| Assessment of governance
of IT performed by the IT performed by approved, |of IT performed by approved
governing body; this can skilled and knowledgeable |skilled and knowledgea-
be considered similartoa |internal resources or asses- |ble external resources or
self-assessment. sors to support the assess- |assessors to support the
ment. assessment.

4 © ISO/IEC 2022 - All rights reserved
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assessment

enables the governing
body to monitor its own
performance in respect
to the governance of IT

Governing body Internally facilitated Externally facilitated as-
assessment assessment sessment
Objective/ Purpose high-level self- — detailed internal — detailed independent

assessment

— provides the governing
body with an internal
perspective on the
extent to which

external assessment

— provides the governing
body with an external
perspective on the
extent to which

itis meeting its
responsibilities
in respect of the
governance of IT

itis meetingy
responsijbilitids
in respect’of the
govepnance of|IT

Benefits

speed/ease

no dependency on
assessors (internal or

— broader involvement
(executive
management)

— greater objectjvity

— <ability to suppjort
external repoqting

external) — greater level of requirements
information considered
Participants governing body — governing body — governing body

— executivednanagement

— businéss and technical

— executive marfagement

— Dbusiness and technical

shall be committed to
performing the self-
assessment and acting
on its conclusions

experts experts
Assessor member of the — internal assessor/s — external indegendent
governing body assessor/s
Success factors the governing body +— the governing body — the governingpbody

shall be committed to
supporting the internal
assessment and acting
on its conclusions

— the internal resource
has the necessary
authority to assess the
governing body

shall be commliitted to
supporting th¢ external
assessment and acting
on its conclusipns

5.8 Roles, responsibilities and competencies

5.8.1 Rolesassociated with the assessment of the governance of IT

The following are the important roles within the context of the assessment of the governange of IT. A

f

[«

—{ “governing body (see 5.3.2);

1 deseription is provided for each role in the following subclauses:

— sponsor (see 5.3.3);

— executive management (see 5.3.4);

— assessment expert (assessor) (see 5.3.5);

— business expert (see 5.3.6);

— technical expert (see 5.3.7).

© ISO/IEC 2022 - All rights reserved
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5.3.2

Governing body

The governing body is a key role in the assessment. It provides the overall direction to the assessment
and ensures that the assessment adds value to the overall governance objective. In the event of the
governing body performing the assessment itself, there are additional responsibilities and skills/
knowledge requirements. These are shown in Table 3.

Table 3 — Responsibilities and skills/knowledge of the governing body

Responsibilities

Skills/Knowledge

Overhgll:

egtablish the key objectives of the assessment;
aIprove the assessment scope and approach;

emable executive management to achieve the
key objectives of the assessment;

eyaluate whether the assessment provides the
d¢sired deliverables as per the key objectives;

efsure that the assessment adds value to the
oyerall governance objectives; approve/reject
the formal assessment report submitted by the
sponsor.

Govefning body assessment:

the overall responsibilities described above
are still applicable;

iffthere is a gap in competencies for
performing the assessment, nominate the
r¢levant members to acquire the competencies
fqr performing the assessment;

njanage the operational aspects of the
agsessment and the production of the Feport.

Overall:

Governing body assessment:

should have a basic awareness of
ISO/IEC 38500, ISO/IEC TS 38501 and
ISO/IEC TR 38502;

shall understand the internal-and external
context within which the.organization
operates.

members of the goeverning body participatin
as an assessoréin the governing body
assessment shall have the skills and
knowledgé&required to conduct the governirjg
body assessment, where required.

0Q

5.3.3

The spon|
is finaliz
responsil]

Sponsor

Table 4 — Responsibilities and skills/knowledge of the sponsor

sor is a member of the governing body. The sponsor ensures that the scope of assessmgnt
bd and the resourees required for conducting the assessment are available. The sponsof’s
ilities and skills/kKnowledge requirements are shown in Table 4.

Responsibilities

Skills/Knowledge

final{ze-and approve the plan for the assessment;

should have a basic awareness of ISO/IEC 38500

ensure that the resources required for conducting
the assessment are available;

ensure that the assessor has access to business
and technical experts required during the
assessment;

review of final report and submission to
governing body.

ISO/TEC TS 3065001 and ISU/IEC TR 536504;

shall understand the internal and external context
within which the organization operates.

© ISO/IEC 2022 - All rights reserved
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Executive management follows the directives of the governing body as regards the assessment and
provides the assessor with the required assessment data and support. The executive management’s
responsibilities and skills/knowledge requirements are shown in Table 5.

Table 5 — Responsibilities and kills/knowledge of the executive management

Responsibilities

Skill/Knowledge

work towards achieving the key objectives of the

should have basic awareness of ISO/IEC 38500,

assessment;

review the assessment plan as prepared by the
assessor, where required;

provide the assessor with the required
assessment data and access to business and
technical experts;

review the accuracy and completeness of the
assessment report;

manage communication between the governing
body and downstream stakeholders.

ISO/IEC TS 38501 and ISO/IEC TR 38502

shall understand the internal and-extérnjl context
within which the organizationeperates;

should build trust and persehal accountdbility
among all participating reles.

T}
as

.B.5 Assessment expert (assessor)

e assessment expert (assessor) is the individual-or group of individuals who perform the actual
sessment. The assessor’s responsibilities and skills/knowledge requirements are shown in [lable 6.

Table 6 — Responsibilities and skills/Knowledge of the assessment expert (assesgor)

Responsibilities

Skills/Knowledge

understand and document the objectives for the
assessment;

verify that the assessmentapproach is approved;

verify that the assessment'scope is properly
established before the start of assessment;

prepare the asgessment plan and conduct the
activities as pérthe assessment plan;

prepare and submit the assessment report.

shall have a good knowledge of ISO/IEC 38500,
ISO/IEC TS 38501 and ISO/IEC TR 38502|and the
assessment framework;

shall understand the governance of IT
arrangements within the organization afd the
various roles and their contributions;

standards and best practices and shall h
experience enabling them to apply the s
towards assessment.

ve

shall have good knowledge of assessmer}
me

5.

B.6<_'‘Business expert

Tl

& DUSITESS expert 15 the individual or group of individuals wito constitute the ftermat resource
providing the necessary business data required to perform the actual assessment. The business
expert’s responsibilities and skills/knowledge requirements are shown in Table 7.
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Table 7 — Responsibilities and skills/knowledge of the business expert

Responsibilities Skills/Knowledge
— understand the scope and objective of the — should have basic knowledge of the business
assessment; benefits of ISO/IEC 38500, ISO/IEC TS 38501 and
ISO/IEC TR 38502;

— provide business domain expertise required
during the assessment. — shall have good knowledge and understanding of
organization’s business processes and procedures;

— should understand how IT can enable business
innovation and transformation and value
generation.

5.3.7 Technical expert

The techpical expert is the individual or group of individuals who constitute the internal resourdes
providing the necessary technical expertise and support required to perform the-actual assessmept.
The technjical expert’s responsibilities and skills/knowledge requirements are shown in Table 8.

Table 8 — Responsibilities and skills/knowledge of the technical expert

Responsibilities Skills/Knowledge
— undefstand the scope and objective of the — should have<@ good knowledge of ISO/IEC 38500
assedsment; ISO/IEC TS38501 and ISO/IEC TR 38502;
— provi]de the technical expertise required during |— shall understand technical risks and mitigations

the afsessment.
— should understand how IT can enable business

innovation and transformation and value
generation;

— should understand regulatory aspects of new
technology.

6 Asséssment of the governance of IT

6.1 Assessment overview

The assegsment of the govérnance of IT shall be performed using the reference model for the
governanice of IT, which-isZderived from the core standards, namely ISO/IEC 38500, ISO/IEC TS 385p1
and ISO/IEC TR 38502, The reference model comprises four components, namely:

— governance of IT'practice areas (see 6.2.1);

— governarice of IT characteristics (see 6.2.2);

£ dal £, £l £1T L. D0
- mea UrcInicIit rIifoucI 1UID uIIc SUVCI IIalricce Ul Il LDCC U.La--J);

— assessment framework for the governance of IT (see 6.2.4).

Figure 2 shows the interrelationship of these concepts.

8 © ISO/IEC 2022 - All rights reserved
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Y A - |

Measurement model: 1

- Applied to all governance of IT >

characteristics

- Qualitative rating scale
Level 1

K¢

Th
ef
IS
in

1 2 3 ... n

Reference model for the governance of IT |

y
assessment of the governance of IT

governance of [T practice areas
assessment rating

Figure 2 — Overview of the assessment©f the governance of IT

.2 Reference model for the governance of IT

.2.1 Governance of IT practice areas

e governance of IT practice areas represent the key areas of focus for the organizat
fectively governing IT. Seven practice areas have been identified, with the first being der
D/IEC TS 38501 and ISO/IEC TR 38502. The other six practice areas are derived from the six|
ISO/IEC 38500:

Enabling mechanisms;
Responsibility;
Strategy;

Acquisition;
Performance;

Confermance;

on when
ved from
brinciples

Human behaviour.

Subclause 6.2.2 and Annex A provide further information on the content that is covered in each practice

area.

6.2.2 Governance of IT characteristics

Each practice area contains three categories of characteristics, as defined in the core standards, namely:

governance tasks and practices (evaluate, direct and monitor);
evidence of success (deliverables indicating the achievement of beneficial outcomes);

beneficial outcomes (organizational objectives achieved through IT).

© ISO/IEC 2022 - All rights reserved
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These relationships are shown in Figure 3 below.

Practice area

Characteristics

Category: Governance tasks and

practices (EDM) Category: Evidence of success

- Practice #1 - Evidence of success #1 - Beneficial outcome #1
[ X X} [ X X ] [ X X ]
- Practice #n - Evidence of success #n - Beneficial outcome #n

Example
part of th

It is ant
organizat

6.23 WM

ISO/IEC 1]
since pri
achieving

The meas
the evalu
(left hang
of IT char

gure 3 — Practice area with the 3 categories of governance of IT characteristics
Characteristics, by practice area and category, are provided in Tables-A:{"to A.7 of Annex A
e sample assessment framework for the governance of IT.

icipated that organizations will customize the characteristies to suit their particu
ional circumstances.

[easurement model for the governance of IT

S 38501 defines a measurement model that is mebe qualitative than quantitative in natu
hciples-based standards focus on the achievement of outcomes, rather than the means
outcomes.

urement model from ISO/IEC TS 38501 has been adopted with minor amendments to incly|

column), with specific measures being defined for each of the three categories of governan
acteristics. This is shown in Table 9.

Table:9 — Measurement rating scale

as

e,
of

de

hte, direct and monitor (EDM) tasks andpractices. The standardized rating scale is maintainged

ce

Rating EDM tasks and practices Evidence of success Beneficial outcomes
Unknown| |EDM tasks and prastices not No evidence of success No knowledge of the level of
being performed achievement of outcomes
Not appli¢d |Limited penformance of EDM Little evidence of success The majority of beneficial out-
tasks and;practices comes are not being achieved

Somewhaf |Some.evaluate and direct tasks |Some evidence of success vis- |Some beneficial outcomes being

applied and.practices being performed |ible with one or more aspects |achieved to a certain degree with
butlimited monitoring prac- not in place at all one or more beneficial outcomey
tices not being achieved at all

Largely The majority of evaluate and All evidence of success visible | All beneficial outcomes being

applied direct tasks and practices being |to a large extent with certain |achieved to a large degree with
performed with a fair degree of |aspects being fully in place certain beneficial outcomes being
monitoring practices fully achieved

Fully All EDM tasks and practices All evidence of success fully |All beneficial outcomes being

applied being fully performed implemented and working fully achieved

effectively
10 © ISO/IEC 2022 - All rights reserved
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6.2.4 Assessment framework for the governance of IT

The assessment framework for the governance of IT is then defined by applying the measurement
model to each category of governance of IT characteristics for each practice area. This is illustrated in

Figure 4.

Practice area

Characteristics

Category : Governance tasks and Category: Evidence of success

practices (EDM)
- Practice #1 - Evidence of success #1 - Beneficial outcome#1
(X X ] [ X X ] [ X X ]
- Practice #n - Evidence of success #n - Beneficialeutcome #n
=) = = 3 v D = S
> > >
A . TREEE A . HEEIEE of) . HE ElEE
ssessmen i = E E u:-s ssessmen ':é = E E LE sessmen % Z E E LE
= 3 = 3 AN\ =) 3
-
Are governance tasks and Is there evidence of @é beneficial outcomes
practices being applied? success? eing achieved?

Figure 4 — Assessment framework for the governance of IT

The measurement model is applied to the overall category of governance of IT characteristics, rather
thpn to individual characteristics within each category, for the following reasons:

—| assessing individual characteristics-within a category creates additional complexity, reduiring an
aggregation formula per category;

—| different characteristics ean-be perceived to be more important than others, necesgitating a
weighting scheme that would add further complexity;

— assessing at the gevernance of IT characteristics level will not bring further accurafy to the
inherently qualitative assessment approach and will require additional work. This can l¢ad to the
perception of foverkill”.

Figure 4 also illastrates the relationship between the categories of governance of IT characterjistics and
infreasing governance of IT maturity, as indicated by the arrow at the bottom of the diagram{ This can

bq briefly sivmmarized as follows:

—| ,n‘the absence of formalized governance of IT, it is likely that the organization will have g low level
of gavernance of IT maturity;

— to improve the level of maturity, the governing body can undertake appropriate governance of IT
tasks and practices;

— thiscanlead to improved deployment and use of IT in the organization, as demonstrated by evidence
of success;

— this, in turn, can support and enable the achievement of beneficial outcomes for the organization.

These concepts are expanded further in the governance of IT maturity model in 6.4.

© ISO/IEC 2022 - All rights reserved 11
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6.3 Assessment of the governance of IT

The assessment of the governance of IT is performed by rating each category of characteristics, for all
of the in-scope practice areas in the governance of IT reference model.

Figure 5 shows an example graphical representation of an assessment of all governance of IT practice
areas. This would need to be supported with appropriate detail in a report as further discussed in 7.3.

Y
Fully applied _
—
Largely applied P 2
Somewhat applied /3
Not applied H H H H H
I I 00 LUl U0F (10§
ml::::‘l]iinsisRcspunsibility Strategy Acquisition Performance Conformanceb:hlzr‘rlniaollr X
Key
1 goverhance tasks and practices (EDM) X  practice areas
2 evidence of success Y assessmentrating
3 benefjcial outcomes
Figure 5 — Example graphical representation of an assessment of the governance of IT
6.4 Goyernance of IT maturity model
The govefnance of IT maturity model relates to thegrowing ability of an organization to achieve higher
levels of dapability across its key governance of I-characteristics. The overarching theme evolves frgm
initially gerforming governance tasks, through-seeing evidence of success and eventually to achieving
beneficial outcomes for the organization. This growing capability needs to be demonstrated across pll
governanice of IT practice areas.
The orggnization’s governance of IT maturity level is based on the rating of each category |of
characteifistics, for all practice areas in the governance of IT reference model and is obtained according
to the mepsurement model descyibed in 6.2.3.
Each mafurity level describes the minimum rating that the organization needs to achieve in each
category [of governancé\of IT characteristics, for all practice areas. For example, to achieve a leve] 2
rating, for all practiee‘areas, the governance tasks (EDM) need to be ‘largely applied” while evidence|of
success ahd beneficial outcomes need to be ‘somewhat applied’.
The govelnance of IT maturity level shall be determined according to Table 10.
12 © ISO/IEC 2022 - All rights reserved
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Table 10 — Governance of IT maturity model

Characteristics
g::_' Evi- | Bene-
dence | ficial
ance
of suc- | out-
tasks cess | comes
(EDM)
No leadership commitment to the
governance of IT
Governing body and executive
Un- Un- Un- managers not aware of the
kiown | known | known mechanisms that could be applied | No gov-
or not | or not | or not to govern IT (ef nar;coe)
. ] . eve
applied applied  applied| Lack of internal controls for IT
The organization is largely
unaware of the risks associated
with the use of IT
Governing body and executive managers
aware of the purpose and objectives of
governing IT
Un- Un- . . .
sdme- | known | known Implementation of basic governance of IT | Initial gov-
‘{?at ornot | ornot mechanisms initiated ernance
. . . (Level 1)
applied applied  applied| Some internal controls fo”’IT in place
The organization is aware of the risks
associated with theuse of IT
Governing body and executive managers start
demonstrating commitment to the governance
of IT
Key.stakeholders identified and engaged
Broader implementation of governance of IT .
Lafgely Some- | Some- mechanismz across the or agnization Applied
apblied what | what 8 governance
applied |applied ) * Broader implementation of internal controls (Level 2)
for IT across the organization
Organization starting to manage IT risk
Benefits starting to be achieved from
investments in IT

© ISO/IEC 2022 - All rights reserved
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Table 10 (continued)

— Enabling environment for governance of IT
established by governing body, including leadership
commitment, awareness and education, stakeholder
engagement

— Governance of IT framework established, including

policies, structures and processes Estab-
Fully |Largely S‘:lr:laet- Svst fint | control for IT established tof lished gov-
applied |applied at | — Sys enslo internal con r;) or [ e;s ablished as part o (ernal;ce)
applled LIIT UT SdlllZ4atlUll 5 TIIdITd g CITITIIU S Y SLUIITS LeVe 3

— Organization identifies opportunities to improve the
governance of IT

— Organization ensures that IT risks are managed

— Benefits regularly achieved from investments in IT

— Enabling environment for governance of IT sustained
resulting in behavioural change from governing body and
executive managers

— Governance of IT framework enhanced, including charter,
roles and responsibilities, governance steering'group,
governing body's reserve powers Achieved

Fully | [Fully |Largely
applied |applied |applied

govern-
ance
(Level 4)

— System of internal control for IT enhanced to support
the governance of IT, including Respensibility, Strategy,
Acquisition, Performance, Conformmance, Human behaviour

— Continual review implemented to ensure improvement of the
governance of IT in the organization

— Organization ensures(that IT risks are managed and IT
investments drive the’achievement of business value

— Enabling envirohment for governance of IT optimized resulting in
behavioural and cultural change across the organization

— Governanee of IT framework optimized to suit organizational and
external requirements

— _System of internal control for IT optimized to suit organizational
and external requirements

Optimized
Fu{!yd Fu{!yd Fu}!yd - organization consistently leverages IT improvement opportunities govern-
applied applied app.1e from continual review and from feedback obtained from all (L;;:/l;le )
D

interested parties

— Continual review optimized. with feedback loops to all
stakeholders, to ensure the improvement of the governance of IT in
the organization

— Organization ensures that IT risks are managed and IT innovation
drives business transformation

7 Assessment activities

7.1 Plan the assessment

A plan for the assessment shall be developed and documented by the assessor, which shall be reviewed
and approved by the sponsor. The plan shall include at a minimum:

— the sponsor and the sponsor’s relationship to the organization (see 5.1, 5.3.3);

14 © ISO/IEC 2022 - All rights reserved
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objectives of the assessment (see 5.1, 5.2);

the scope of the assessment (see 5.1);

the type of the assessment (see 5.2);

the practice areas and characteristic groups for assessment (see 6.2.1, 6.2.3);
the timeframe of the assessment (see 5.2);

activities to be performed during the assessment (see 5.2, 7.2);

2022(E)

Annex A provides a sample assessment framework to assist organizations conduct the asg

of]
ad
th

Rq
inj
7.

7.

T}
as

Da
re

7.

roles and responsibilities of the participants in the assessment (see 5.3);
resources necessary to perform the assessment (see 5.3);
budget of the assessment (see 5.2);

description of the planned assessment report (see 7.3).

the governance of IT. Each organization shall customize the practice areas through the
dition and removal of characteristics in each category, as appropridte, based on the extent
e organization has determined its future governance state.

les and responsibilities for the assessment shall be aSsigned and communicated to ]
pacted by the assessment.

2 Perform the assessment

.1 Collect the data

e data required for assessing the governance of IT shall be sufficient to cover the sco
sessment, as detailed in the assessment plan.

ta determined as above shall _be collected in a systematic manner, including the
(quirements:

objective evidence shall'be identified and gathered to provide the basis for verification of th

methods to gather. subjective evidence shall be developed, including the list of questiq
governing body,executive managers and IT professionals within the organization;

objective and/subjective evidence shall be evaluated to ensure that it is sufficient to
purpose,iseope and type of the assessment.

P.2 , (€onduct the assessment

sessment
revision,
to which

personnel

pe of the

following

eratings;

ns to the

meet the

T}

e assessment process can vary depending on the gaovernance of IT practice areas and char

cteristics

being assessed, as described in the assessment plan. However, the following common activities shall be
followed:

rate the characteristics in the governance of IT practice area according to the measurement model

(see 6.2.3);

record the relationship between the governance practice area and characteristics being rated and

the data collected (see 7.2.1);

determine the maturity level (see 6.4);

review the assessed maturity levels and determine the root cause of lower maturity as a basis for

improvement (see 6.4);

© ISO/IEC 2022 - All rights reserved
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— identify and document the list of improvements (see 7.3).

7.3 Report the assessment

A formal assessment report shall be created by the assessor capturing the key findings of the
assessment. In addition, the relevant supporting documentation shall be compiled and made available
should this be required. The report shall also include an improvement plan that addresses any key
weaknesses or risks that have been identified. The formal assessment report shall be documented and
issued to the assessment sponsor in a way that enables effective communication to the sponsor and
affected parties and shall be approved by the governing body.

Key aspe¢ts of the report’s content shall include:

— date faind duration of the assessment;

— the npmes and roles of the assessors;

— the apsessment participants (by name, role or functional area);
— scopg of the assessment;

— type pf assessment adopted;

— rating and maturity model;

— assegdsment result of the governance of IT in the organization;

— imprpvement and risk mitigation indicators.
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Annex A
(Informative)

Assessment framework — Governance of IT practice areas

This annex provides an example assessment framework for the seven practice areas of the governance
of[ IT reference model. It contains sample governance of IT characteristics, by category, from
ISP/IEC 38500, ISO/IEC TS 38501 and ISO/IEC TR 38502 and is provided for information purppses only.

Adsessors shall engage with the governing body and senior management to understand‘organizational
specific governance of IT characteristics and then customize the content in this.annex to fsuit their
pqrticular organizational circumstances.

CHaracteristics can be qualitative or quantitative in nature but should ,aim' to be specific,| relevant,
replistically achievable and measurable.

© ISO/IEC 2022 - All rights reserved 17
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Table A.1 — Enabling mechanisms

Governance tas.k s (EDM) and Evidence of success Beneficial outcomes
practices
— Governing bodies monitor — A governance framework is — Governance of IT addresses
that appropriate mechanisms established, including: relevant aspects and is
for'; gl())l\_/ell;n(aimce of IT are — strategies, policies, effectively administered.
established. o .
decision- making — There is effective leadership of

structures, terms of

the governance of IT.
reference, charter, etc. &

— Governing bodies regularly
evalyate the organization’s

interpal conformance to its — A governance steering group is |— Stakeholders are fully engagef
frampwork for governance of established, including: and effectively contributé to
IT. s : the governance of IT imthe
— administration and S
. organization.

documentation,

management of the change | _  Tpere is continu4l

programme, etc. improvementinthe governanfe

— The governing body considers of IT.

relevant internal and external
requirements in key IT decision
making, including:

— business goals and
strategy, risk appetite,
organizational culture, etc

— regulatory environment,
technological advances,
generational trends;etc.

— Business sponsor appointed to
lead governance:of'IT.

— Stakeholders are appropriately
managed,‘including:

— stdkeholders identified;
stakeholders aware of
purpose and their roles and
responsibilities;

— continual improvement
activities are undertaken,
including monitoring:
governing body’s
understanding of value
of IT, management’s
appreciation of need for
IT to support and enable
business; etc.

= +=2 +2 +
= (=} et o o
2 = '§ % > 2 = '—E % > 5 = § 7? >
o _ o = o s
Assessment SRR e Assessment AR IBIE Assessment SEIEIRIE
= g| <| = = E| | = gl o=
£ ol = = o= g S|
= 197} = 1972} = 197}
Are governance . Are beneficial
tasks and practices Is there evidence of outcomes being
. . o success? - ”
being applied? achieved?
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Governance tas_k s (EDM) and Evidence of success Beneficial outcomes
practices
The governing body directs — Executive managers lead — The organization successfully
that plans should be carried out business process, organization implements IT enabled
according to the assigned IT structure and human change business change.
responsibilities. when implementing IT
solutions. — Organizational value is
Governing bodies monitor generated by IT.
the performance of those — Executive managerstreatIT as
given responsibility in the an investment for return, not |— The organization recdives the
governance of IT (for example, solely as a cost to be reduced. quality of service§jit'fpquires in
those people Serving on the most effective’and efficient
steering committees or — Executive managers determine manner possiblé.
presenting proposals to the b_est IT delivery model,
governing bodies). considering:
. . — decision rights and
Thhe gove;nmg body moElto_rs_ control structures
t (}el_usg 0 ,IT t_o ensclllrg}‘g at lft 1S (central, de-central,
achieving its intended benefits. federal, etc);
Thhe gO\_/erm;lg bod_y eyaluates — supply: optimizing the
the Optl(,m,s_ orassigning provision of IT (sourcing
responsibilities in respect of .
e strategy);
the organization’s current and ]
future use of IT. — Reporting of key
performance indicators to the
The governing body evaluates governing body, relating to
the competence of those responsibiljtiesfor the supply
given responsibility to make and use of IT:
decisions regarding IT.
The governing body directs
that supply arrangements
(including both internal and
external supply arrangements)
support the business needs of
the organization.
st S| > L AREIEN AEIEN
o2z o= IR A= ol®|l= L=
Assessment SH2| o| 0= Assessment g2 ol &= Assessment SR a5
ﬁézgmm ézgmm 21T E| 3 |=
S| (&7 S0 37 S&]7
Are governance . Are beneficial
. Is there evidence of .
tasks andpractices success? outcomes being
beingapplied? ’ achieved?
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