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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of docurhent should be noted. This document was drafted in accordance with the editorial rules of]the 1SO/
[EC Direfctives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and|IEC draw attention to the possibility that the implementation of this document-may involve the
use of (3) patent(s). ISO and IEC take no position concerning the evidence, validity or applicabilitly of any
claimed|patent rights in respect thereof. As of the date of publication of this document;,}]SO and IE( had not
received notice of (a) patent(s) which may be required to implement this document. However, implegmenters
are cautlioned that this may not represent the latest information, which may be'‘obtained from thee patent
databasg available at www.iso.org/patents and https://patents.iec.ch. ISOvard IEC shall not [be held
respons|ble for identifying any or all such patent rights.

Any trafle name used in this document is information given for the Convenience of users and ¢loes not
constitute an endorsement.

For an efkplanation of the voluntary nature of standards, the meaning of ISO specific terms and expjressions
related [to conformity assessment, as well as information -about ISO's adherence to the World Trade
Organizption (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewdrd.html.
In the IHC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical;;€ommittee ISO/IEC JTC 1, Information tedhnology,
Subcompnittee SC 40, IT service management and IT\governance.

This thifd edition cancels and replaces the secornd edition (ISO/IEC 38500:2015), which has been teghnically
revised.

The maip changes are as follows:

— the principles for governance'ofIT and alignment to the principles of governance in ISO 37000 haive been
elaborated;

— the model has been ypdated to include "engage stakeholders";
— aframework for,the/governance of IT has been updated from ISO/IEC TR 38502.
A list of pll partsdnythe ISO/IEC 38500 series can be found on the ISO and IEC websites.

Any feddback™or questions on this document should be directed to the user’s national standards
body. A cCcomplete listing of these bodies can be found at www.iso.org/members.htinl and

H \ ) e 1 e
WWWw.leCen7 matiomar-commniteees:
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Introduction

The use of information technology (IT) is critical to the success of most organizations, not only as a
supporting function, but also as part of the organization’s capability to transform the organization. IT enables
new business models and can substantially improve the organization’s outcomes to meet the organization’s
stakeholder needs and expectations. The growing threat of cybersecurity and risks emanating from
emerging technologies increases this focus.

The increasing potential of current and future IT requires the appropriate application of governance of IT to
ensure that it fulfils the purpose of the organization in an effective, responsible and ethical manner, and that
it aligns with the organization’s strategic direction.

The obj

sustaingble and strategic use of IT, data and digital capabilities, so their organizations can ‘fu
purpose in a manner expected by their stakeholders. This document provides principle-based gt
and therefore does not include specific implementation detail.

¢ctive of this document is to provide guidance to governing bodies on the responsiblesint

ovative,
fil their
idelines

It utiliz¢s three tools for the governing body and associated governance and management pragtices to

achieve

bood governance of IT:

1) Prirciples for the governance of IT — applying these principles to the responsible and strategic pse of IT

can|lead to an organization that is more agile and adaptive.

2) Model for the governance of IT — the model shows the main{governance tasks and inte
thrqughout the organization, leading to a clarity of decision-making and responsibilities for all
of t

3) Fra
orgdnization’s governance of IT arrangements operafe, which helps to ensure the critical ac
governance are considered and applied to the use ofIT by the organization.

As the gpvernance of IT is a domain of the governance of organizations, this document aligns to IS
and its principles of governance. This document can'also be used in conjunction with other governan

and pri

governapnce based on the previous edition of ISO/IEC 38500.

This dofument is addressed primarily to the governing body but recognizes that governancg
throughput the organization. It thexefore provides guidance on the practice of governance of IT ag
organization including the interadtion and collaboration of all personnel, regardless of their job des

:E use of IT.
ework for the governance of IT — the framewotrk>describes the elements through w

iiciples for effective governance. This decument can be used independently or to upgrade

ractions
aspects

hich the
tions of

D 37000
ce codes
current

occurs
ross the
Cription.
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Information technology — Governance of IT for the
organization

1 Scope

d those
ort them on the effective, efficient and acceptable use of information technology (IT)mwithin their
organizations.

This doqument is applicable to:

— the povernance of the organization’s current, and future, use of IT;
— the povernance of IT as a domain of governance of organizations.
In term4 of audience, this document is applicable to:

— all prganizations, including public and private companies, government entities, and not-fpr-profit
organizations;

— organizations of all sizes, from the smallest to the largest, regardless of the extent of their use df IT.

2 Normative references

The follgwing documents are referred to in the text insuch a way that some or all of their content conlstitutes
requiremments of this document. For dated references; only the edition cited applies. For undated references,
the latedt edition of the referenced document (including any amendments) applies.

ISO 37000, Governance of organizations —Guidance

3 Ternms and definitions
For the purposes of this document, the terms and definitions given in ISO 37000 and the following ajpply.
[SO and [EC maintain terminélogy databases for use in standardization at the following addresses:

— ISOPnline browsing platform: available at https://www.iso.org/obp

— IECElectrop¢dia: available at https://www.electropedia.org/

3.1
direct

H ool H < | 4
commurreareaestreapttrposesantottcomes

Note 1 to entry: Within the context of the governance of IT, directing involves setting objectives, strategies and policies
to be adopted by the members of the organization, to ensure that the use of IT meets business objectives.

Note 2 to entry: Objectives, strategies and policies can be set by management if they have the relevant authority
delegated to them by the governing body.

© ISO/IEC 2024 - All rights reserved
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evaluate
consider and make informed judgements

Note 1 to entry: Within the context of the governance of IT, evaluating involves making judgements about the
circumstances and opportunities (internal and external, current and future) relating to the organization's current,
and future use of IT.

3.3

governance
human-based system comprising directing, overseeing and accountability

3.4

governince of IT

system by which the current and future use of IT is governed

Note 1 toentry: Governance of IT is a component or a domain of governance of organizations.

Note 2 t¢ entry: The term "governance of IT" is equivalent to the terms "corporate governance of IT", "ehterprise
governaijce of IT" and "organizational governance of IT".

3.5

informgtion technology

IT

resourc¢s used to acquire, process, store and disseminate information ox'data

Note 1 tg entry: Resources can include computer or communication equipment, sensors, software, cloud c¢mputing
and othef software-based services.

3.6

investnjent

allocatign of resources to achieve defined objectives and other benefits

3.7

manage ment

fulfilment of the organization’s objectives within the authority and accountability established by govyernance
Note 1 tolentry: The term "management" is ften used as a collective term for those with responsibility for cdntrolling
an organfzation or parts of an organization.

3.8

monitox

review gs a basis for appropriate decisions and adjustments

Note 1 tp entry: Monitorillg’ involves routinely obtaining information about progress against plans as well as the
periodic pxamination efioverall achievements against agreed strategies and outcomes to provide a basis for [decision-
making gnd adjustments to plans.

Note 2 tq entry~Monitoring includes reviewing compliance with relevant legislation, regulations and orgarfizational
policies.

39

use of IT

planning, design, development, deployment, operation, management and application of IT to fulfil business
objectives and create value for the organization

Note 1 to

3.10

entry: The use of IT includes both the demand for, and the supply of, IT.

digital capability
IT to enable or support a service, product or process of the organization

© ISO/IEC 2024 - All rights reserved
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4 Good governance of IT

4.1 Outcomes of good governance of IT

4.1.1 Overview

This document provides guidance on the governance implications of the use of IT, data and digital capabilities
by an organization. Throughout the concept, this term is simplified as the phrase “the governance of
IT”. While the governing body retains ultimate accountability for the whole organization, the practice of
governance of IT can occur throughout the organization.

The go
emergi
softwar
and tra
processt
are supy

The gov

Tance o 1 thiS context 1s applied broadly to the use of information technology i
o technology, data and digital capabilities. Information technology includes computers,
e, cloud computing services and techniques which are used to gather, store, process,.disg
hsform data. Digital capabilities, often innovative, enable or support the services, pro

orted, or enabled, by using information technology and data.

brnance of IT is a domain of the governance of organizations, so this doeunient aligns to IS

and its principles for governance. This document provides guidance on how the/governance outca

realized

ISO 370
of the o
It setso
organizd

— effe

— resy

by the organization as a result of effective governance of IT.

DO describes governance of organizations as laying the foundation for the fulfilment of the
ganization in an effective, responsible and ethical manner/inline with stakeholder expe
1t eleven governance principles to guide governing bodies. in*discharging their duties such
itions realize the three intended governance outcomes, which are defined as:

Ctive performance,

onsible stewardship, and

— ethIal behaviour.

ITandt
significg
organiz:

4.1.2

What co
underst
clearly s
delivery

The effe

— alig

e data from which it creates and unlocks’value, have become increasingly effective and stra
nt to most organizations. This.makes the governance of IT increasingly important
ition — and stakeholders have high;expectations of the outcomes of effective governance of |

Effective performance

hstitutes effective performance of IT by the organization is determined by the governing bod
hinding of the organization’s context and stakeholder expectations. To achieve effective perfd
tated performanceeéxpectations are established as a basis for operational management, ove
and use of IT,

Ctive perfermance of IT by the organization can also be measured by evaluating the followin

hmeng,of digital capabilities to support and enable the fulfilment of organizational purpose

hcluding
sensors,
eminate
lucts or

s of the organization that can create value for stakeholders. Digital capabilities ef the organization

D 37000
mes are

purpose
Ctations.
that the

fegically
for the
T.

y and its
rmance,
rsight of

b points:

— app

ropriate investment in IT, including degree of digitalization and innovation required

by the

organization;

— appropriate value extraction from resources, including IT assets such as computers and software,
but also the data and digital services used and the people creating, maintaining and using the digital
capabilities;

— the linkage between data costs and how data use delivers better decision-making in the organization

and

its stakeholders;

— the degree to which digital capabilities are delivering agility and adaptability to the organization so it

can sense, learn and adapt to address future opportunities, potential risks and new obligations.

© ISO/IEC 2024 - All rights reserved
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4.1.3 Responsible stewardship

The resources under the stewardship of the organization include the digital capabilities of the organization
as well as the data it has created and data from others (such as vendors, customers, employees and other
stakeholders).

Expectations for responsible stewardship should be clearly stated and can include:

— consideration for ensuring that automated decisions are reasonable and justified (see ISO/IEC 38507);

— ensuring that data relating to stakeholder information is appropriately protected and used;

— ens

1ring the security and resilience of the digital capabilities and data;

— dem
digi

— ada
asseé

4.1.4

The org

ethical practices and drive appropriate conduct. In the context of the use of IT, this means that §
priately governed and expectations are clearly stated to en§ure that use remains withjfin these

is apprd
paramet
stakeho

By adhg
organizd

Expectafions for ethical behaviour can include:

— con
— con
— con
— mai
— inte

— Ccom

4.2 Pi

This do
practice
the bense

onstrating appropriate risk governance, duty of care and good decision-making in-the
Fal capabilities;

bting to the changing stakeholder requirements of transparency, explainability and
ssments.

Ethical behaviour

anization relies on stakeholder engagement and international norms of behaviour to d

ers (including human behaviour), and any impact from sueh{use does not adversely affect
ders or the economic or natural environment.

ring to the principles of the governance of IT and)applying the model and framewor
ition’s use of IT, the governing body ensures that ethical behaviour is supported and encour

bideration of IT asset ownership and data rights and obligations;
bideration of access and rights of use;

bideration of social and environmental issues;

htenance of confidentiality;

crity and transparency i/ fulfilling obligations and commitments;

pliance to regulations.

inciples, model and framework

fument ‘provides three tools for the governing body and associated governance and man
5 to,use to achieve effective governance of IT. Table 1 describes these tools, how they are
fits of using them.

1sage of

impact

fine its
uch use

relevant

k to the
pged.

hgement
sed and
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Table 1 — Governance of IT — Overview of tools

Tool

Explanation

Use

Benefit(s)

Principles for
the governance
of IT

Provides the fundamental truth
and assumptions that serve

as the foundation for beliefs,
behaviours and reasoning.

Application of these principles
in tasks, interactions and frame-
work elements allows faster and
more aligned decision-making,
particularly in the absence of
clearly-defined rules (e.g. new
markets, business rules, tech-
nologies or innovations in any of
these areas).

A more agile, adaptive, respon-
sible and strategic use of IT to
support and enable the objec-
tives of the organization.

Model fdr the
governahce of
IT

Shows the main tasks and
interactions throughout the
organization that are necessary
for the implementation of the
governance of IT.

The model is used to clearly
delineate governance responsi-
bilities and decisions from those
of management, while under-
standing how these two prac-
tices interact within an overall
framework for the governance
of IT.

Clarity of decision-making and
responsibilities forall’agpects
of the use of IT.

Framewprk for
the governance
of IT

Describes the elements through
which the organization’s gov-
ernance of IT arrangements
operate.

The governance practice collab-
orates throughout the organiza-
tion to detail the six elements.af
the framework. The principles
are applied throughoutthe
collaboration and the/model
guides the responsibilities and
decision-makingthroughout.

cal
e con-
he use of

Helps to ensure the crit
actions of governance a
sidered and applied to t
IT by the organization.

5 Pripciples for the governance of IT

5.1 Oyerview

The bengfit of a principle-based document ig\that such an International Standard can identify the outcomes

of apply
As the f
no cons

ng the principles without specifying explicit methodologies, structures, processes and techniques.
undational document for the governance of IT, it is essential that the document can be appliied with
deration to the specific implermentation for an organization. The system of governance

adopted

by the ofrganization should be outcgme-driven to best fit the organization, including but not limit¢d to, its

complia

The principles for the govérnance of IT provide the fundamental truth and assumptions that sery
on for beliefs, behaviours and reasoning (see Table 1). They provide a useful foundatio

foundat

hce needs.

e as the
for the

governapce of IT and,will provide particular value when new or innovative use of IT is considefed. The

principl

of an organization,

As the gpvernance of IT is a domain of the governance of organization, the "principle" statements
5.2 to 5. 2Z)are those of [SO 37000:2021, Clause 6. Table 2 details the category and grouping of the p

bs can be applied to individual situations and elements of IT, as well as across the whole ecpsystem

Table 2,
inciples

and is taKen from 150 37000:20271, Table I.

The governance implications of the use of IT and consequent outcomes are detailed, highlighting both the
specific and unique aspects of the principles for an organization with respect to IT.

© ISO/IEC 2024 - All rights reserved
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Table 2 — Organizational governance principles overview

and the central point of all the other principles in this document. All
other principles are to be read in the context of the application of this
principle.

Category Category description Principle
The pursuit of purpose is at the centre of all organizations and is of Purpose (5.2)
primary importance for the governance of organizations.

Primary Therefore, this principle is the primary consideration for governance

TIIU fUul fUullL‘ldLiUlldl sUVETIIAIILT DI illLipiUb dl'c L}lU CS5CIILC LU TIISUur-= ‘VYdILIE 5CIITT dLiU 1 (573)
ing that effective governance of an organization takes place.
Core to the ability to effectively govern an organization is:
— determining the organization’s approach to value generation;
— directing and engaging with strategy to generate that value;
— overseeing that the organization performs and behaves according
to the expectations set by the governing body;
Foundational — demonstrating accountability for the organization’s perforfnance, |Strategy (5.4)
behaviour, decisions and activities.
Oversight (5.5)
Accountability (5.6)
The six enabling principles address the governancéresponsibilities Stakeholder engage-
pertinent to today’s organizations: to meet evolying stakeholder ex- ment (5.7)
pectations and the changing natural environmeént, social and economic Leadership (5.8
context. ]
Data and decisi¢ns (5.9)
Enabling Risk governancg (5.10)
Social responsilpility
(5.11)
Viability and pejrfor-
mance over timg (5.12)
5.2 Purpose
5.2.1 Principle

"The goperning body should ensure that the organization’s reason for existence is clearly define
organizdtional purposé. This organizational purpose should define the organization’s intentions tow
bnvironment, society and the organization’s stakeholder. The governing body should also ensurg
associated set of grganizational values is clearly defined.” [SOURCE: 1SO 37000:2021, 6.1.1]

natural

5.2.2

Governance implications for use of IT

d as an
ards the
that the

When defining the purpose of the organization, the governing body should consider how the use of IT can
enable or enhance the organizational purpose as well as the values of the organization. Consideration
should be given to the implications of new and emerging technologies, communicated in a way that makes
appropriate use of IT and is embedded through continued, demonstrated commitment.

As technology changes, the purpose of the organization should be reviewed to address the potential for
a wider, more focussed or stronger purpose by leveraging these changes. Additionally, the use of new
technology services should be reviewed to ensure such use remains aligned to the agreed organization’s

purpose.

© ISO/IEC 2024 - All rights reserved
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Outcomes

The expected outcomes of the use of IT for the application of the principle are as follows.

— Extended or improved purpose: by leveraging the use of IT appropriately, the organization can enhance
its value offerings.

— Alignment of IT to purpose: addressing the use of IT along with the organizational purpose and values
helps to align the use of IT.

— Empower personnel: clarifying the alignment of the use of IT to the organizational purpose empowers
personnel to make decisions and act in alignment with the purpose.

5.3 V3lue generation

5.3.1

"The go

organizqtional purpose in accordance with the organizational values and the natural environment, s¢
economif context within which it operates.” [SOURCE: ISO 37000:2021, 6.2.1]

5.3.2

IT plays

Principle

berning body should define the organization’s value generation objectives sich that they |

Governance implications for use of IT

[ulfil the
cial and

an important role in an organization’s value generation as it.can’provide new or improved

roducts

or services in a timely, cost-effective and high-quality manner.Atcan also be used to differentiate the

organizd

impacts

IT in thg

concept

Organiz
capabili
model a
values a

In deter
environ
stakeho

Organiz

of a value generation model is defined in ISO 37000:2021, 6.2.3.

htions are faced with an environment of continuous change, often driven by IT, data an
ies. The governing body should consider_the impact of technology change on its value ge
hd ensure that implications are well understood and appropriate for the organization’s
hd ability or necessity to change or transform.

ment, emerging and future,technology trends, alternative technology solutions and ti
der expectations should belconsidered.

htions should also ensurethe opportunities and threats to the organization’s value generatid

from digital innovation or transformation are monitored. Opportunities for innovation should be ic
and assgssed.

Governgnce should enisure that the digital capabilities of the organization are appropriate for both

use and

the desiredfuture use, at a pace of change required by the organization. Investment in

and digital capabilities is critical and significantly impacts the value generation model for an orga
Investmnt ifnyboth the organization’s current environment and its future plans should be consid
impact qn-value for the organization.

5.3.3

The exp

ition’s value to its stakeholders including customers and§uppliers. The use of IT can have significant
both positive and negative, on the organization’s value.generation model and therefore, the role of
e definition and generation of organizational value should be determined and communicalted. The

1 digital
heration
DUrpose,

mining the impacts of IT, data and digital capabilities on the value generation model, the conppetitive

ends in

n model
lentified

current
IT, data
nization.
ered for

Outcomes

ected outcomes of the use of IT for the application of the principle are as follows.

— Defined value generation objectives: there are defined objectives as to how the organization proposes
to use IT to support and enable its value generation model and to guide the organizational priorities and
investment in IT.

— Communicated value generation objectives: the contribution and integration of the organization’s
digital capabilities as a critical enabler to the value generation model are understood and aligned to its
strategy and communicated to its relevant stakeholders.
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— Adaptability: there are mechanisms in place to regularly assess the potential impact of new technology
solutions and to leverage these for the organization's value generation model and competitive solutions.

5.4 Strategy

5.4.1 Principle

"The governing body should direct and engage with the organizational strategy, in accordance with the value
generation model, to fulfil the organizational purpose.” [SOURCE: ISO 37000:2021, 6.3.1]

5.4.2 Governance implications for use of IT

The overall organizational strategy should consider the impact of IT on the organization’s current drld future
needs aphd expectations. The potential value and role that emerging IT can provide to the\organization
in a timely manner as well as the pace and approach used to integrate new or emerging,IT ShOa\Illd form
fundam¢ntal elements of the organizational strategy.

The IT gtrategy should align with, and be included in, the organizational strategy. [t:should identiffy where
the strafegic choices impact on the use of IT, the increasing demand for digitalservices and the ijnpact of
cyber sqcurity, resilience, total cost of ownership, flexibility and resources. Particular attention sEould be
given to whether the organization can adapt its strategy to integrate new.technology opportunities and
to adapf| to changing internal and external demand. The IT strategy for the’supply and use of IT should be
critically reviewed, considering the ecosystem within which the organization operates now and |into the
future.

Essentigl IT services, such as online identity management, data storage and communications should be
examindd to ensure a reasonable balance between costs; flexibility and organizational autongmy and
indepenflence.

5.4.3 Putcomes
The expgcted outcomes of the use of IT for the application of the principle are as follows.

— Digijtal capability: the organizational strategy provides current and effective guidance for theluse and
deliyery of the organization's IT, dataand digital capabilities.

— Digijtal readiness: the organization makes effective use of new digital capabilities as appfopriate,
plarining for the appropriate resources, including personnel.

— Digjtal innovation: the strategy identifies the appropriate level of investment for digital innoyation to
enable the organizatiofirtto accelerate its strategic objectives.

— Digijtal currency: the organization’s IT is and remains current and in line with the organjzational
strategy. The organization has strategies for resolving IT degradation and obsolescence over time.

5.5 Oyersight

5.5.1 Principle

"The governing body should oversee the organization’s performance to ensure that it meets the governing
body’s intentions for, and expectations of, the organization, its ethical behaviour and its compliance obligations.”
[SOURCE: IS0 37000:2021, 6.4.1]

5.5.2 Governance implications for use of IT

Policies and practices provide the enumeration of intentions and direction within which an organization
operates to achieve its objectives. Some are based on the requirements of mandatory legislation and
regulations. Others are based on best practices and will guide the organization in terms of risk reduction
or improvements in efficiency and effectiveness in the delivery and use of IT. It is noteworthy that with
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the fast evolution of advances in digital technologies, legislation can be unclear, underdeveloped or even
contradictory. In such a case, the governing body should address the compliance elements it requires of the
organization.

The governing body should have the assurance that appropriate policies are in place, are being followed
and that it is informed of any significant breaches or patterns of breach. Open communication and the
ability to demonstrate or verify conformance with an applicable set of regulatory or voluntary framework
requirements assists the organization in being considered trustworthy. The governing body should define
their expectations and the mechanisms through which the overall performance is assessed and through
which significant modifications for improvement are made, focussed on organizational value generation.

Awareness of the governing body’s responsibilities and expectations are key so that all members are
effective in their role and duties.

The governing body should have oversight of management’s progress in implementing the [T.strategy and
any risKs to the organization that might arise. This requires that the governing body be.informe¢d about
progres$ in implementing the organization’s IT strategy, as well as the impact of changes to the organjization's
external and internal environments, to identify areas in which the strategy needs to bé-adjusted.

The organization’s digital capabilities are often composed of IT delivered, by third parties [through
contracfual arrangements, such as service agreements or business process: outsourcing. These|policies
should dover the governing body’s intentions and expectations of ethical usé of IT, as well as its corhpliance
obligatigns. Oversight of the overall sourcing strategy and these arrangemients and responsibilitigls can be
a key gqvernance issue for the organization. See the ISO/IEC 20000 séries and the ISO/IEC 301(Q5 series
respectively for related management guidance.

The governing body should have oversight of the end-to-end(life cycle of technology provisipn from
embracing new technologies to the retirement of outdated, technology and data. Consideration should be
given to|the resilience of digital capabilities and the effective and optimized use of technical and datp capital
within the organization.

5.5.3 Putcomes
The expgcted outcomes of the use of IT for the application of the principle are as follows.

— Compliance: IT-related obligatiens” both, internal and external (regulatory, legislation,
common law, contractual,) have been-identified with planned actions.

— Infqrmed: the governing body-should be informed in a timely manner of any material Hreaches,
particularly in regulatory of gontractual compliance, and any risks to the organization that reldte to IT.

— Effgctive performanceé:processes are in place to ensure transparency and that the flow of infqrmation
and[associated perfarmance measurements aids governance and decision-making.

5.6 Ac¢countabitlity

5.6.1 Principle

"The governing hody should demonstrate its accountability to the organization as a whole and hold td account

those to whom it has delegated.” [SOURCE: ISO 37000:2021, 6.5.1]

5.6.2 Governance implications for use of IT

The governing body should ensure that respective responsibilities and accountabilities for delivery and use
of IT are clear. There should also be a clear strategy to ensure those who use IT, those who are responsible
for the products and services IT enables and those who have the appropriate IT knowledge are engaged in
IT-related decision-making applicable to their responsibilities, with appropriate support mechanisms. This
maximizes the benefits while minimizing the associated risk of delivery.
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The governing body should have assurance that where necessary, the formulation and translation of
its intentions are supported by personnel with the appropriate competence across the organization.
Accountability for the governance of IT remains with the governing body regardless of implementation
strategies and delegation of responsibilities.

5.6.3 Outcomes
The expected outcomes of the use of IT for the application of the principle are as follows.

— Governing body accountability: accountability for the governance of IT remains with the governing
body regardless of delegation.

— Intggrated decision-making: the design of the decision-making structures and oversight arrangements
inclpide those in the organization responsible for delivering as well as those using the IT sénviges, with
authority delegated to those best placed to exercise it.

— Assprance: there is assurance that the framework for the governance of IT is effective and thdre is the
appropriate oversight control of the use of IT.

5.7 Stakeholder engagement

5.7.1 Principle

"The governing body should ensure that the organization’s stakeholders are appropriately engaged dnd their
expectatjions considered.” [SOURCE: ISO 37000:2021, 6.6.1]

5.7.2 [Governance implications for use of IT

The organization’s use of IT should be aligned to the orgamization’s stakeholder requirements. Stakeholder
satisfaction in digital capabilities is a critical factor in achieving the benefits from investment in IT. Customer
retentiop and personnel engagement are essential factors for the successful use of the IT. The organlization’s
approach to design, implementation and operation of IT and associated support arrangement$ should
addressistakeholder expectations to increase satisfaction and trust.

Stakeholder engagement involves not justthe’interface of one system but the whole of organization dpproach
though which stakeholders, including customers, suppliers, regulators and personnel, interact yith the
organization through IT. Increasingly;there is a need for a clear strategic approach to design, implemgentation
and operation of systems and support arrangements to meet or exceed stakeholder expectations and achieve
increasqd stakeholder and end-user satisfaction and loyalty. It is critical that IT investment is aligped with
stakeholder requirements and prganizational goals.

The governing body should identify the stakeholders including those using the IT of the organization, and
considet the entire stakeholder journey in order to monitor overall satisfaction of the use of IT. Therje should
be an effective stakeholder engagement strategy in place.

The governingsbedy should also ensure that the organization's culture enables the successful achipvement
of stratggicdobjectives, particularly when introducing change. Culture influences the way individpals and
groups yithin the organization interact with IT. Culture can thus impact the ability of the organiZation to
use IT to achieve 1ts objectives. The elfectiveness of an individual's participation 1n all aspects of IT are
influenced by the organization's culture.

5.7.3 Outcomes
The expected outcomes of the use of IT for the application of the principle are as follows.

— Stakeholder-centric approach: there is a planned approach to stakeholder engagement so that those
affected by decisions can influence the outcome. The organization’s policies, models and frameworks
support a stakeholder-centric approach.
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— Supportive culture: organization leadership, policies and practices positively influence
human and organization behaviour in the delivery and use of IT.

5.8 Leadership

5.8.1 Principle

"The governing body should lead the organization ethically and effectively and ensure such leadership throughout
the organization.” [SOURCE: ISO 37000:2021, 6.7.1]

5.8.2 Governance implications for use of IT

The governing body should ensure ethical leadership across the organization’s use of IT ifi ‘a|manner
consistent with its organizational values.

IT-enabled organizational change should be supported through a clear vision of the(desired ofyitcomes,
togethert with the capacity to deliver the change required to achieve planned outcomes-The level fo which
the orgdnization adopts business transformation, through and supported by digital transformation, should
be definpd and enacted throughout the leadership of the organization. The governing body should ¢stablish
the orgdnization’s purpose, value generation model and organizational values.to achieve IT objeftives to
ensure Jtakeholder satisfaction.

The digital landscape to address the organization’s purpose should be clearly identified and commfinicated
throughput the organization.

The deliyery of value from IT-enabled change is often complex. The/governing body should have the agsurance
that the|organization has the organizational and IT knowledge.and skills needed to implement chgnge in a
timely fashion. The governing body should consider its own competencies in respect to IT and the ijnpact of
the use pf IT on all stakeholders. It should continuously.improve and align their IT knowledge in line with
the socigtal and organizational requirements. It should ensure that oversight is performed apprgpriately
and there is ongoing evaluation to ensure accountability and oversight of strategic decision-making and use
of IT.

5.8.3 Putcomes

The expgcted outcomes of the use of IT-for the application of the principle are as follows.

— Trapsformational capability:the organization has organizational and IT change capability appropriate
to the level of organizational ¢hange, complexity and rate of change.

— Technology adaptability: a disciplined, flexible approach to acquiring or changing IT services Jupports
IT-epabled organizational change.

— Leafning culture: the organization has a learning culture with integrated IT competency apd skills
strategy for future needs to achieve the organization’s goals.

5.9 Data“and decisions

5.9.1 Principle

"The governing body should recognize data as a valuable resource for decision-making by the governing body,
the organization and others.” [SOURCE: ISO 37000:2021, 6.8.1]

5.9.2 Governance implications for use of IT

Gathering data and processing it into information to be used for decision-making is one of the primary
objectives of IT and is increasingly an essential enabler of organizational value. Through access to data from
various sources and using tools such as Artificial Intelligence (AI), organizations can make better and faster
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strategic and operational decisions to drive value through improved services, more immediate responses or
reduced costs.

As data are used to make decisions, by machines and people, they are valuable not only for the organization
itself but also as a resource that can be bought, sold or otherwise distributed. For example, data are a
resource used in products and their design, market and customer insights, and supply chain and product
usage information.

The role of data in the value generation model should be clear and aligned to the organization’s strategy.
It should ensure that the organization can effectively acquire, use and protect data. The governing body
should ensure there is clear data strategy that addresses the following:

a) the ptrategicobjectives fortheuse of dats;

b) datq governance and data protection responsibilities;

c) strategies for data assets, including classification, sharing and use;

d) ensyiring the obligations and restrictions placed on data use by others;
e) ensyring the data rights concerning use are respected when those data are disseminated to others;

f) thatidata are used in line with the organizational purpose and values.

5.9.3 Putcomes
The expgcted outcomes of the use of IT for the application of the principle are as follows.

— Strategic use of data: the role of the use of data is clearly-defined in the organization’s stratdgy. Data
are psed in every aspect of the organization, including.its products, services and value generafion. It is
theyefore important to understand how it adds valugf risk and obligations to the organization’s goals.

— Responsible use of data: the organization canydemonstrate its responsible use of data. This fincludes
ensliring that the data are appropriate for theiruse (including respect for obligations such as priyacy and
copyright), that they are of requisite qualitjz(including an absence of unwanted bias) and that fthey are
profected from theft, corruption and malieious use.

— Requisite data quality: the quality requirements are understood and mechanisms are in place tp ensure
the fata meets these requirements.

5.10 Risk governance

5.10.1 Principle

"The governing body‘should ensure that it considers the effect of uncertainty on the organizational purpose and
associated strategicoutcomes.” [SOURCE: ISO 37000:2021, 6.9.1]

5.10.2 Gowvernance implications for use of IT

The govermamnceof risktscriticattothreeffective govermance amdmmamagement of thedetiveryamduse of IT.
An understanding of the IT-related risks, threats and opportunities for the organization should guide the
focus of governance of IT and should provide a basis for the governance framework for IT. Cybersecurity
risks, the level of uncertainty of emerging technologies and the risks and consequences of adverse impact to
accidental or intentional unethical use of IT would be areas of attention for risk governance of IT.

The governing body should ensure that it is kept aware of the strategic or critical risks associated with
IT and that a sound process for management of IT-related risks is in place. Having a risk-based approach
provides flexibility and agility for adopting and adapting to changing conditions. Furthermore, it provides a
mechanism for prioritization of resource allocation.
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Outcomes

ected outcomes of the use of IT for the application of the principle are as follows.

— Appropriate risk oversight: critical or strategic risk associated with the use of IT is recognized and
acted upon promptly.

— Acceptable risk appetite: the level of risk that the organization is prepared to accept with regard to the

use

of IT in pursuit of its objectives is defined and managed.

— Digital resilience: the organization is able to respond and recover from internal IT failures or adverse
external events in line with stakeholder expectations.

5.11 Sqcial responsibility

5.11.1

Principle

"The gadverning body should ensure that decisions are transparent and aligned~with broader
expectatjions.”" [SOURCE: ISO 37000:2021, 6.10.1]

5.11.2

Governance implications for use of IT

The govierning body should ensure that their societal responsibilities:are addressed in all IT d
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bcted outcomes of the-use of IT for the application of the principle are as follows.
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htended and any unintended consequences are addressgd’swiftly while maintaining appropriate
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ropriate social\responsibility: alignment with overall organization principles of decisionfmaking
policies for [P-The organization takes responsibility for the use and consequences of the IT| utilized

ct of the

acceptable use of IT, data and algorithms.

5.12 Viability and performance over time

5.12.1

Principle

cal checks and balances: ethical checks and balances are considered in decisions to ensure

"The governing body should ensure that the organization remains viable, and performs over time, without
compromising the ability of the current and future generations to meet their needs.”" [SOURCE: ISO 37000:2021,

6.11.1]
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5.12.2 Governance implications for use of IT

Effective digital capabilities now and into the future are vital to the viability of an organization. A clear
direction and path to the future should be identified while maintaining a reliable and sustainable current
environment. The direction should include resilience for the future of the organization from a technology
perspective. The governing body should understand and respond, through good governance of IT, to the
needs of the ecosystem in which the organization operates to remain viable and perform over the longer
term.

In a rapidly changing environment, organizations need to have a clear understanding of
technology options. The governing body should understand the reliance of critical functions on IT
and have the assurance that the provision of the IT services is well managed and resilient. They should
be informed of any potential IT-related issues that can impact the organization's performance.

IT should be suitable for the task for which it is designed in supporting the organizational\purgose and
objectives, providing services, levels of service and service quality required to meet current anf future
organizational requirements.

The governing body should minimize any negative impact of the organization’s useof IT on the|natural,
social afjd economic systems within which the organization operates.

5.12.3 Putcomes
The expgcted outcomes of the use of IT for the application of the principle are as follows:

— IT gqcosystem remains valid for the needs of the organization: the provision of IT is mafaged to
ens(]lre that business requirements are identified, agreed upon and provided in line with organjzational
pridrities.

— Infrjastructure management: the essential operational components, such as policies, piocesses,
equlpment, data, human resources and external contacts are managed for overall effectiveness

— Progection: the organization’s policies and practices ensure that the operations and informdtion are
protected in an increasingly complex and vulnerable environment.

6 Mogel for the governance of IT

6.1 Introduction

Governgnce involves setting(and being accountable for the purpose and parameters for the organization.
While the governing body‘retains ultimate accountability for the whole organization (and this dpcument
focuses |on the accountability for the current and future use of IT by the organization), the practice of
governajce occurs thyoughout the organization.

Managenent is about fulfilling the associated objectives by making choices within the parameters sgt by the
governing body:

The distinetion between the roles will vary between organizations, but it is important to diffdrentiate
betweerrtirevartous Tespormsibitities, decisioms amd-actions Tequited by eachrrote-Everif a persorris tasked
with both governance and management roles, this separation and clarity of roles assists with effective
governance outcomes.

The whole organization operates within a governance framework, and this document focuses on the
framework for the governance of IT - that is, the strategies, policies, decision-making structures and
accountabilities through which the organization’s use of IT operates today and plans for its future.

Responsibility for specific aspects of IT may be delegated to management within the organization. However,
accountability for the effective, efficient and acceptable use of IT by an organization remains with the
governing body and cannot be delegated.
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Figure 1 shows the model for the governance of IT. This model consists of:

nmon

1) governance of IT practice, comprising the four main tasks of "engage stakeholders", "evaluate”,

and

"monitor" (as depicted by the triangle);

2) management of IT practice (as depicted by the rectangle); and

"direct"

3) framework for the governance of IT (as depicted by the circle), within which the whole organization
operates.

/\

Engage
stakeholders

Evaluate ’ C

Monitor Direct

&

Management of IT

xO

Figure 1(— Model for the governance of IT

6.2 Governance of IT practice

6.2.1

The rel
appropr
employd

Underst
and beh|

Engage stakeholdets

jately engaged. Such stakeholders are likely to be internal to the organization (e.g. use
es and developers) as well as external (e.g. customers, suppliers, governments).

hnding the expectations of relevant stakeholders helps the organization to set appropriaf

bvant stakeholders of the use of IT by the organization should be identified, consulted and

rs of IT,

e policy

hiriour so that the desired governance outcomes are understood and its accountability ob

igations

can be set. ITn particular, the organization should ensure that there Is a clear statement of commitments
regarding the use of IT and data and that any breaches in these commitments are communicated promptly

to allow

the organization and its stakeholders to deal with the consequences.

Engaging with the relevant stakeholders also allows the potential capabilities of the use of IT to be discussed,
and the understanding of that potential can change the expectation of stakeholders.

6.2.2 Evaluate

Governing bodies should examine and make judgement on the current and future use of IT, including plans,

proposa

Is and supply arrangements (whether internal, external or both).
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In evaluating the use of IT, governing bodies should consider the external or internal pressures acting
upon the organization, such as technological change, economic and social trends, regulatory obligations,
legitimate stakeholder expectations and political influences. Governing bodies should undertake evaluation
continually as circumstances change. Governing bodies should also take account of both current and future
business needs, i.e. the current and future organizational objectives that they intend to achieve, such as
maintaining competitive advantage, as well as the specific objectives of the plans and proposals they are
evaluating.

6.2.3 Direct

Governing bodies should assign responsibility for, and direct preparation and implementation of strategies

and Ol" tac Strataagiac chaonld caot thao divaction for tnuactimantc 10 IT ~nd vwhat TT chaonld ~chiaga Policies
pollgteS—trate ges-Ssnotra-Settre-ere et oo hvesteftsHrr—aia-Whdt r—Snethaacnteve

should gstablish acceptable behaviour in the use of IT.

Governihg bodies should encourage a culture of effective governance of IT in their organization by requiring
management to provide timely information, to comply with direction and to conform to the.eléven pfinciples
of effectjve governance.

If necesgary, governing bodies should direct the submission of proposals for approval to address identified
needs.

6.2.4 Monitor

Governihg bodies should monitor, through appropriate measurement systems, the performance of|IT. They
should gssure themselves that performance is in accordance withnStrategies, particularly with rggard to
businesg objectives.

Governihg bodies should also ensure that IT complies with-external obligations (regulatory, legislation,
contracfual) and internal work practices.

6.3 Mpnagement of IT practice

Given tHe direction and parameters in which thie organization will operate, the management practice uses
a management system of interrelated or intetacting elements to establish management policies, objectives
and prog¢esses to achieve those objectivesrAdditionally, there is a commitment of continual improv¢ment to
the manpgement system.

6.4 Frjamework for the governance of IT

Governgnce and management should not operate separately or independently. The collaboration petween
the two |practices is essential for effective governance outcomes, including the pursuit of the organfization’s
purpose, achieving its geals, and delivering the performance and behaviour expected by its stakeholders.

The frapnework for~the governance of IT (see Clause 7) describes this collaboration as well §is other
mechan]sms forlestablishing policy, ensuring good decision-making across the organization and ¢nsuring
that thelgoverning body can remain accountable for the use of IT by the organization.

7 FrameworKTor the governance of I'T

7.1 General

Figure 2 shows the framework for the governance of IT, which includes six elements through which the
organization’s governance of IT arrangements operate. This includes establishing and maintaining the
policies, decision-making structures, behaviours and accountability mechanisms that are required to ensure
the operational model is delivering value, the risks are managed and other expectations of stakeholders can
be met. The six elements are further described in 7.2.2 to 7.2.7.
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