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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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ISO/IEC 38500:

Introduction

2015(E)

The objective of this International Standard is to provide principles, definitions, and a model for
governing bodies to use when evaluating, directing, and monitoring the use of information technology
(IT) in their organizations.

This International Standard is a high level, principles-based advisory standard. In addition to providing
broad guidance on the role of a governing body, it encourages organizations to use appropriate standards

to

underpin their governance of IT.
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bst organizations use IT as a fundamental business tool and few can function effectively wit
plso a significant factor in the future business plans of many organizations.

penditure on IT can represent a significant proportion of an organization’s expenditure of
d human resources. However, a return on this investment is often not realized{fully and th
fects on organizations can be significant.

heduling aspects of IT activities rather than emphasis on the whole business context of use

is International Standard provides principles, definitions, and a medel for good governang
sist those at the highest level of organizations to understandcand fulfil their legal, reguld
hical obligations in respect of their organizations’ use of IT,

is International Standard is aligned with the definition @f corporate governance that was

92. The Cadbury Report also provided the foundatien*definition of corporate governance in
inciples of Corporate Governance in 1999 (reviseédin 2004). Governance is distinct from mar
d for the avoidance of confusion, the two corcepts are defined in this International Stan
hborated in ISO/IEC TR 38502.

is International Standard is addressed'primarily to the governing body. In some (typically
panizations, the members of the goyerning body can also be executive managers. This Inte
hndard is applicable for all organizations, from the smallest to the largest, regardless of]
sign, and ownership structure.

e implementation of governance of IT is covered by ISO/IEC TS 38501.

hout it. IT

financial
e adverse

e main reasons for these negative outcomes are the emphasis on the“technical, financial, and

pf IT.

e of IT, to
tory, and

bublished

a Report of the Committee on the Financial Aspects of Corporate Governance (the Cadbury Report) in

the OECD
agement,
dard and

r smaller)
rnational
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INTERNATIONAL STANDARD ISO/IEC 38500:

2015(E)

Information technology — Governance of IT for the

organization

1 Scope
This—imtermational—Stanmdard—provides guiding principtes for Tmembers of —govermng podies of
organizations (which can comprise owners, directors, partners, executive managers, or similar) on the
effective, efficient, and acceptable use of information technology (IT) within their organizatidgns.

It also provides guidance to those advising, informing, or assisting governing hodies. They include
the following:

—| executive managers;
—{ members of groups monitoring the resources within the organizatien;

— external business or technical specialists, such as legal or accounting specialists, retail or

—|{ internal and external service providers (including consultants);

—{ auditors.

T}
IT|

prjocesses can be controlled by IT specialistscwithin the organization, external service pro
bysiness units within the organization.

T}

This International Standard isapplicable to all organizations, including public and private c
ggvernment entities, and neffor-profit organizations. This International Standard is app

(0)y

The purpose of this Interhational Standard is to promote effective, efficient, and acceptable u

al

— assuring stakeholders that, if the principles and practices proposed by the standard are

2

associations, or professional bodies;

including management processes and decisions related to the current and future use of

banizations of all sizes from the smallest to the largest, regardless of the extent of their use

organizations by

they can lrave confidence in the organization’s governance of IT,

inferming and guiding governing bodies in governing the use of IT in their organization, g

ndustrial

is International Standard applies to the governaiiee of the organization’s current and futyre use of

IT. These
viders, or

is International Standard defines the ‘governance of IT as a subset or domain of orgapizational
gavernance, or in the case of a corporation, corporate governance.

mpanies,
licable to
of IT.

e of [T in

followed,

nd

establishing a vocabulary for the governance of IT.

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

21
acceptable
meets stakeholder expectations that are capable of being shown as reasonable or merited

2.2
accountable
answerable for actions, decisions, and performance
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2.3
accountability
state of being accountable

Note 1 to entry: Accountability relates to an allocated responsibility. The responsibility can be based on regulation
or agreement or through assignment as part of delegation.

2.4
corporate governance
system by which corporations are directed and controlled

Note 1 to ¢ntry: Corporate governance is organizational governance applied to corporations.
Note 2 to ¢ntry: From Cadbury 1992 and OECD 1999.
Note 3 to ¢ntry: Definition is included to clarify evolution in terminology from previous edition.

2.5
direct
communifcate desired purposes and outcomes to

Note 1 to gntry: In the context of governance of IT, direct involves setting objectiveSystrategies, and policies to|be
adopted by the members of the organization to ensure that use of IT meets business objectives.

Note 2 to gntry: Objectives, strategies, and policies can be set by managers.ifthey have authority delegated by ghe
governing[body.

2.6
evaluate
consider ind make informed judgements

Note 1 to ¢ntry: In the context of governance of IT, evaluate’involves judgements about the internal and exterral,
current ar]d future circumstances and opportunities relating to the organization’s current and future use of I'l].

2.7
executive manager
person wiho has authority delegated from/the governing body for implementation of strategies ahd
policies t¢ fulfil the purpose of the organization

Note 1 to [entry: Executive managers can include roles which report to the governing body or the head of ghe
organization or have overall accountability for major reporting function, for example Chief Executive Officgrs
(CEOs), Hgads of Government©rganizations, Chief Financial Officers (CFOs), Chief Operating Officers (CO(s),
Chief Infoymation Officers (€10s), and similar roles.

Note 2 to ¢ntry: In mandgement standards, executive managers can be referred to as top management.

2.8
governapce
system onirecting and controlling

2.9
governing body
person or group of people who are accountable for the performance and conformance of the organization

2.10
governance of IT
system by which the current and future use of IT is directed and controlled

Note 1 to entry: Governance of IT is a component or a subset of organizational governance.

Note 2 to entry: The term governance of IT is equivalent to the terms corporate governance of IT, enterprise
governance of IT, and organizational governance of IT.

2 © ISO/IEC 2015 - All rights reserved
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2.11
human behaviour
interaction among humans and other elements of the system

Note 1 to entry: Human behaviour includes culture, needs, and aspirations of people as individuals and as groups.

Note 2 to entry: In respect of IT, there are numerous groups or communities of humans, each with their own needs,
aspirations, and behaviours. For example, people who use information systems might exhibit needs relating to
accessibility and ergonomics, as well as availability and performance. People whose job roles are changing because
of the use of IT mlght exhibit needs relatlng to communlcatlon tramlng, and reassurance. People involved in
nt of skills.

“information

allocation of resources to achieve defined objectives and other benefits

2.14
mpnagement
exercise of control and supervision within the authority and accountability established by goyernance

Ndte 1 to entry: The term management is often used as a collective term for those with responsibility for ¢ontrolling
anforganization or parts of an organization. The term manageérs is used to avoid confusion with management systems.

2.15
mpnagers
grpup of people responsible for control and supervision of an organization or parts of an organization

Ndte 1 to entry: Executive managers are a-¢ategory of managers.

2.16
mpnitor
reyview as a basis for appropriate decisions and adjustments

Ndte 1 to entry: Monitoyinvolves routinely obtaining information about progress against plans as yell as the
periodic examination, 6fyoverall achievements against agreed strategies and outcomes to provide § basis for
defcision making and_adjustments to plans.

Ndte 2 to entry:r Monitor includes reviewing compliance with relevant legislation, regulafions, and
organizationakpolicies.

2.17
onganization
persan or group of people that hasits own functions with responsihilities_anthorities_and reldtionships
to achieve its objectives

Note 1 to entry: The concept of organization includes, but is not limited to sole-trader, company, corporation, firm,
enterprise, authority, partnership, charity, or institution, or part or combination thereof, whether incorporated
or not, public, or private.

[SOURCE: Consolidated ISO Supplement 2013- Procedures specific to 1SO, Annex XL, Appendix 2. The
note has been added in this International Standard].

2.18
organizational governance
system by which organizations are directed and controlled

© ISO/IEC 2015 - All rights reserved 3
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intentions and direction of an organization as formally expressed by its governing body or executive
managers acting with appropriate authority

2.20

proposal
compilation of benefits, costs, risks, opportunities, and other factors applicable to decisions to be made

EXAMPLE business cases

2.21

resources

people, yrocedures, software, information, equipment, consumables, infrastructure, capital apd
operating funds, and time

2.22

responsipility

obligation to act and take decisions to achieve required outcomes

2.23

risk

effect of yncertainty on objectives

Note 1 to ¢ntry: An effect is a deviation from the expected — positive and/or negative.

Note 2 to ¢ntry: Negative effects reflect threats while positive risks reflect opportunities.

[SOURCE]ISO Guide 73:2009]

2.24

stakeholder

any indivjdual, group, or organization that can affect, be affected by, or perceive itself to be affected py

a decision or activity

[SOURCE

2.25

use of IT
planning
business

adapted from ISO Guide 73:20009]

design, development, deployment, operation, management, and application of IT to fu
bbjectives and createwalue for the organization

Note 1 to ¢ntry: The use oftI-includes both the demand for, and the supply of, IT.

Note 2 to ¢ntry: The use-of IT includes both current and future use.

3 Ben

bfits \0f Good Governance of IT

Good gov

performance of the organization, through:

— innovation in services, markets, and business;

— align

ment of IT with business needs;

— appropriate implementation and operation of IT assets;

ETTIarce of 1T assists governing bodies toensure that the use of 1T comntributes positively tothe

— clarity of responsibility and accountability for both the supply of and demand for IT in achieving the
goals of the organization;

— business continuity and sustainability;
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efficient allocation of resources;
good practice in relationships with stakeholders; and

actual realisation of the expected benefits from each IT investment.

2015(E)

This International Standard establishes principles for the effective, efficient and acceptable use of
IT. Governing bodies, by ensuring that their organizations follow these principles, will be assisted in
managing risks and encouraging the exploitation of opportunities arising from the use of IT.

Good governance of IT also assists governing bodies in assuring conformance with obligations
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poulatory, legislation, contractual) concerning the acceptable use of IT.

is International Standard establishes a model for the governance of IT. The risk of governi
t fulfilling their obligations is mitigated by giving due attention to the model in appropriately
e principles.

hdequate IT systems and improper or inappropriate use of IT can expose an organization to f

hg bodies
applying

he risk of

t complying with legislation. For example, in some jurisdictions, members.éf governing bodlies could

held personally accountable if an inadequate accounting system resulfs in tax not being pa

ocesses dealing with IT incorporate specific risks that should be addfessed appropriately. Fo
verning bodies and members of governing bodies can be held actountable for:

breaches of privacy, spam, health and safety, record keeping legislation and regulations;
non-compliance with standards relating to security,social responsibility;
matters relating to intellectual property rights iftcluding licensing agreements.

verning bodies using the guidance in this standard are more likely to meet their obligation

Principles and Model for Good-Governance of IT

1 Principles

d.

F example

is clause sets out six principles for good governance of IT. The principles express preferred

ehaviour

guide decision making,The statement of each principle refers to what should happen, buf does not
escribe how, when or.by'whom the principles would be implemented - as these aspects are dependent

the nature of theorganization implementing the principles. Governing bodies should re
pse principles areapplied.

Prjinciple 1: Résponsibility

In
of]

p4

Hividuals.and groups within the organization understand and accept their responsibilities {
bothsstupply of, and demand for IT. Those with responsibility for actions also have the au
rform those actions.

uire that

n respect
thority to

Principle 2: Strategy

The organization’s business strategy takes into account the current and future capabilities of IT; the
plans for the use of IT satisfy the current and on-going needs of the organization’s business strategy.

Principle 3: Acquisition

IT acquisitions are made for valid reasons, on the basis of appropriate and on-going analysis, with clear
and transparent decision making. There is appropriate balance between benefits, opportunities, costs,
and risks, in both the short term and the long term.

Principle 4: Performance

© ISO/IEC 2015 - All rights reserved
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IT is fit for purpose in supporting the organization, providing the services, levels of service and service
quality required to meet current and future business requirements.

Principle 5: Conformance

The use of IT complies with all mandatory legislation and regulations. Policies and practices are clearly
defined, implemented and enforced.

Principle 6: Human Behaviour

IT policies, practices and decisions demonstrate respect for Human Behaviour, including the current
and evolying needs of all the ‘people in the process’.

4.2 Madel
Governing bodies should govern IT through three main tasks:
a) Evalyate the current and future use of IT.

b) Diredt preparation and implementation of strategies and policies to ensure. that use of IT megts
busirfess objectives.

c) Monifor conformance to policies, and performance against the strategies.

Authority for specific aspects of IT may be delegated to managers.within the organization. Howevr,
accountability for the effective, efficient and acceptable use of ITby an organization remains with the
governing body and cannot be delegated.

Figure 1 [shows the model for governance of IT using Ewaluate-Direct- Monitor. The text following
Figure 1 ¢xplains the elements and relationships depicted:

6 © ISO/IEC 2015 - All rights reserved
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2015(E)
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Managers

Management systeins for the
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Figure 1 =~Model for Governance of IT

aluate

verning bodies should exafine and make judgement on the current and future use of IT,
hns, proposals and supplyarrangements (whether internal, external, or both).

evaluating the use-of I'T, governing bodies should consider the external or internal pressu
on the organization;such as technological change, economic and social trends, regulatory ol
pitimate stakehelder expectations and political influences. Governing bodies should Y

aluation continually as circumstances change. Governing bodies should also take accour

current and-future business needs— the current and future organizational objectives that t
achieve, siich as maintaining competitive advantage, as well as the specific objectives of the
proposals'they are evaluating.

including

'es acting
ligations,
ndertake
t of both
hey must
plans and

Direct

Governing bodies should assign responsibility for, and direct preparation and implementation of
strategies and policies. Strategies should set the direction for investments in IT and what IT should
achieve. Policies should establish sound behaviour in the use of IT.

Governing bodies should encourage a culture of good governance of IT in their organization by requiring
managers to provide timely information, to comply with direction and to conform with the six principles

of

good governance.

If necessary, governing bodies should direct the submission of proposals for approval to address
identified needs.

© ISO/IEC 2015 - All rights reserved
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Monitor

Governing bodies should monitor, through appropriate measurement systems, the performance of IT.
They should reassure themselves that performance is in accordance with strategies, particularly with
regard to business objectives.

Governing bodies should also make sure that IT conforms with external obligations (regulatory,
legislation, contractual) and internal work practices.

5 Guidance for the Governance of IT

5.1 General

The folloyving sub-clauses provide guidance for the general principles of good governance©f1T and the
practices|required to implement the principles.

The pradtices described are not exhaustive but provide a starting point for discussion of the
responsibjilities of the governing body for the governance of IT. That is, the ptdetices described gre
suggested guidance for the Governance of IT.

It is the responsibility of each organization, individually, to identify the specific actions required |to
implement the principles, giving due consideration to the nature of the‘organization, and approprigte
analysis ¢f the risks and opportunities of the use of IT.

5.2 Principle 1: Responsibility
Evaluate

Governingbodiesshould evaluate the options forassigning responsibilitiesinrespectofthe organization’s
current ajnd future use of IT. In evaluating options,\governing bodies should seek to ensure effectiye,
efficient, pnd acceptable use of IT in support of current and future business objectives.

Governing bodies should evaluate the compétence of those given responsibility to make decisions
regarding IT. Generally, these people should be business managers who are also responsible for the
organizafion’s business objectives andiyperformance, assisted by IT specialists who understand busingss
values and processes.

Direct
Governing bodies should direct that strategies be followed according to the assigned IT responsibilitigs.

Governing bodies should direct that they receive the information that they need to meet their
responsibilities and accountability.

Monitor

Governingbodies should monitor that appropriate mechanisms for governance of IT are established.

Governing bodies should monitor that those given responsibility acknowledge and understand their
responsibilities.

Governing bodies should monitor the performance of those given responsibility in the governance of IT
(for example, those people serving on steering committees or presenting proposals to governing bodies).

5.3 Principle 2: Strategy
Evaluate
Governing bodies should evaluate developments in IT and business processes to ensure that IT will

provide support for future business needs.

8 © ISO/IEC 2015 - All rights reserved
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When considering plans and policies, the governing body should evaluate the use of IT and IT activities to
ensure they align with the organization’s objectives and satisfy key legitimate stakeholder requirements.
The governing body should also take into consideration good practices.

Governing bodies should ensure that the use of IT is subject to appropriate risk management.
Direct

Governing bodies should direct the preparation and use of strategies and policies that ensure the
organization does benefit from developments in IT.

Gaverning bodies should also encourage the submission of proposals for innovative uses.pf IT that
enable the organization to respond to new opportunities or challenges, undertake new-buSinesses or
injprove processes.

Mopnitor

Ggverning bodies should monitor the progress of approved IT proposals to ensurethat they are pchieving
oljectives in required timeframes using allocated resources.

Ggverning bodies should monitor the use of IT to ensure that it is achi€ving its intended beneffits.

5.4 Principle 3: Acquisition
Evaluate

Gaverning bodies should evaluate options for providingIT to realize approved proposals, palancing
rigks and value for money of proposed investments.

Direct

Gaverning bodies should direct thatIT assets(systems and infrastructure) be acquired in an appropriate
manner, including the preparation of suitable documentation, while ensuring that required cdpabilities
arg provided.

Ggverning bodies should direct that)supply arrangements (including both internal and external supply
arfangements) support the business needs of the organization.

Gaverning bodies should direct that their organization and suppliers develop a shared undersfanding of
the organization’s intent in-making any IT acquisition.

Mpnitor
Gaverning bodies.should monitor IT investments to ensure that they provide the required capabilities.

Gagverning<bodies should monitor the extent to which their organization and suppliers maintain the
shred uiiderstanding of the organization’s intent in making any IT acquisition.

5.6 —“Principle 4: Performance

Evaluate

Governing bodies should evaluate the plans proposed by the managers to ensure that IT will support
business processes with the required capability and capacity. These proposals should address the
continuing normal operation of the organization and the treatment of risk associated with the use of IT.

Governingbodies should evaluate the risks to continued operation of the business arising from I T activities.

Governing bodies should evaluate the risks to the integrity of information and the protection of IT
assets, including associated intellectual property and organizational memory.

© ISO/IEC 2015 - All rights reserved 9
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Governing bodies should evaluate options for assuring effective, timely decisions about use of IT in
support of business goals.

Governing bodies should regularly evaluate the effectiveness and performance of the organization’s
governance of IT.

Direct

Governing bodies should ensure allocation of sufficient resources so that IT meets the needs of the
organization, according to the agreed priorities and budgetary constraints.

Governing bodies should direct those responsible to ensure that IT supports the organization, when
required for business reasons, with correct and up-to-date data that is protected from loss or misusyg.

Monitor

Governing bodies should monitor the extent to which IT supports the business. Governing bodies shoyld
monitorthe extenttowhichallocated resourcesand budgets are prioritised according tobusiness objectivgs.

Governing bodies should monitor the extent to which the policies, such as for:data accuracy and the
efficient yse of IT, are followed properly.

5.6 Principle 5: Conformance

Evaluate

™3

Governing bodies should regularly evaluate the extent to which IT satisfies obligations (regulato
legislatiop, contractual), internal policies, standards and professional guidelines.

Y
Governing bodies should regularly evaluate the organization’s internal conformance to its framewdrk
for goverpance of IT.
Direct

Governing bodies should direct those respdnsible to establish regular and routine mechanisms for
ensuring fhat the use of IT complies with rélevant obligations, internal policies, standards and guidelings.

Governing bodies should direct that policies are established and enforced to enable the organization|to
meet its ihternal obligations in its-use of IT.

Governinlg bodies should direct that IT staff follow relevant guidelines for professional behaviour
and development.

Governing bodies shouldudirect that all actions relating to IT be ethical.
Monitor

Governing bediés should monitor IT compliance and conformance through appropriate reporting ahd
audit prattiees, ensuring that reviews are timely, comprehensive, and suitable for the evaluation of the
extent of satisfactiomof the orgamization:

Governing bodies should monitor IT activities, including disposal of assets and data, to ensure that
environmental, privacy, strategic knowledge management, preservation of organizational memory and
other relevant obligations are met.

5.7 Principle 6: Human Behaviour
Evaluate

Governing bodies should evaluate IT activities to ensure that human behaviours are identified and
appropriately considered.

10 © ISO/IEC 2015 - All rights reserved
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