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Foreword

ISO (the International Organization for Standardization) and IEC (the
International Electrotechnical Commission) form the specialized system for
worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical
commitfees established by the respective organization to deal with particular
fields off technical activity. ISO and IEC technical committees collaborate in
fields off mutual interest. Other international organizations, governmental and
non-governmental, in liaison with ISO and IEC, also take part in the work, In
the field of information technology, ISO and IEC have established a joint
technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the
ISO/IEQ Directives, Part 2. The main task of the joint technical committee is
to prepare International Standards. Draft International Standards adopted by
the joint technical committee are circulated to national bodies-for voting.
Publicatiion as an International Standard requires approval by at least 75 % of
the natipnal bodies casting a vote.

Attentign is drawn to the possibility that some of the elements of this
document may be the subject of patent rights. ISG-and IEC shall not be held
responglible for identifying any or all such patent rights.

ISO/IE(Q 38500 was prepared by Standards-Australia (as AS8015:2005) and
was adgpted, under a “fast-track procedure”, by Joint Technical Committee
ISO/IEQ JTC 1, Information technologyy-in parallel with its approval by
national bodies of ISO and IEC.

ISO/IE(Q 38500 is a high level, principles based advisory standard. In
addition to providing broad guidance on the role of a governing body, it
encourgges organizations to.use appropriate standards to underpin their
governgnce of IT.

At the tjme of publication of this standard, JTC1 is continuing efforts to
develop| further documents relating to governance of Information Technology.
These documents;~which are likely to be released in the future as ISO/IEC
Technicpl Reports and, possibly, as Standards, are expected to address a
range of topies including:

« (dovernance of Projects involving IT Investment
* Governance of IT used in ongoing Business Operations
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Introduction

The objective of this standard is to provide a framework of principles for
Directors to use when evaluating, directing and monitoring the use of
information technology (IT) in their organizations.

Most organizations use IT as a fundamental business tool and few can
fynction effectively without it. IT is also a significant factor in the future
business plans of many organizations.

Expenditure on IT can represent a significant proportion of an organization’s
expenditure of financial and human resources. However, a return on-this
investment is often not realized fully and the adverse effects on(©rganizations
can be significant.

The main reasons for these negative outcomes are the emphasis on the
tachnical, financial and scheduling aspects of IT activities rather than
emphasis on the whole business context of IT use.

This standard provides a framework for effective governance of IT, to assist
those at the highest level of organizations to understand and fulfil their legal,
regulatory, and ethical obligations in respect of'their organizations’ use of IT.
ne framework comprises definitions, principles and a model.

T
This standard is aligned with the definition of Corporate Governance that was
published as a Report of the Committee on the Financial Aspects of Corporate
Gpvernance (the Cadbury Report).iny1992. The Cadbury Report also
provided the foundation definition-of Corporate Governance in the OECD
Principles of Corporate Governance in 1999 (revised in 2004). Users of this
sttandard are encouraged to-familiarise themselves with the Cadbury Report
and the OECD Principles of Corporate Governance.

Gpvernance is distinct from management, and for the avoidance of confusion,
the two concepts afe)clearly defined in the standard.

While this standayd is addressed primarily to the governing body, which may
in turn direct;that certain actions be taken by the management of the
organization, it also allows that, in some (typically smaller) organizations, the
members.of the governing body may also occupy the key roles in
management. In this way, it ensures that the standard is applicable for all
organizations, from the smallest, to the largest, regardless of purpose, design
a

h A e b e
T OvVWTTCT ST StrattultT,

The standard is also intended to inform and guide those involved in designing
and implementing the management system of policies, processes, and
structures that support governance.
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Corporate governance of information technology

1 SCOPE, APPLICATION AND OBJECTIVES
1.1 Scope

This standard provides guiding principles for directors of organizations
(including owners, board members, directors, partners, senior executives, or
similar) on the effective, efficient, and acceptable use of Information Technelog
(IT) within their organizations.

This standard applies to the governance of management processes (and
decisions) relating to the information and communication services used by an
organization. These processes could be controlled by IT specialists within the
organization or external service providers, or by business units’ within the
ofrganization.

It{also provides guidance to those advising, informing, orassisting directors.

They include:

e senior managers;

« members of groups monitoring the resources within the organization;

» external business or technical specialists,~such as legal or accounting;
specialists, retail associations, or professional bodies;

* vendors of hardware, software, communications and other IT products;

* internal and external service providers (including consultants);

o IT auditors.

1.2 Application

This standard is applicable tolall organizations, including public and private
companies, government entities, and not-for-profit organizations. The standard
islapplicable to organizations of all sizes from the smallest to the largest,
rggardless of the exteht of their use of IT.

1.3 Objectives

The purpose-ofi.this standard is to promote effective, efficient, and acceptable
use of IT inyall organizations by:

* assuring stakeholders (including consumers, shareholders, and
eémployees) that, if the standard is followed, they can have confidence in
the organization’s corporate governance of IT;

* Informing and guiding directors in governing the use of IT in their
organization; and

* providing a basis for objective evaluation of the corporate governance of
IT.

1.4 Benefits of Using This Standard
1.4.1 General

This standard establishes principles for the effective, efficient and acceptable
use of IT. Ensuring that their organisations follow these principles will assist
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directors in balancing risks and encouraging opportunities arising from the use
of IT.

This standard establishes a model for the governance of IT. The risk of
directors not fulfilling their obligations is mitigated by giving due attention to
the model in properly applying the principles.

The standard establishes a vocabulary for the Governance of IT.

1.4.2 | Conformance of the organization

Proper ¢orporate governance of IT may assist directors in assuring conformance
with obligations (regulatory, legislation, common law, contractual) concerning
the acc¢ptable use of IT.

Inadeqyate IT systems can expose the directors to the risk of not complying
with legislation. For example, in some jurisdictions, directors could-be”held
persondlly accountable if an inadequate accounting system results-in tax not
being paid.

Processges dealing with IT incorporate specific risks that must be addressed
appropriiately. For example, directors could be held acceuntable for breaches of:

security standards;
* privacy legislation;
spam legislation;
trade practices legislation;
intellectual property rights, including.software licensing agreements;
bcord keeping requirements;
nvironmental legislation and regulations;
ealth and safety legislation;
cessibility legislation;
pcial responsibility standards.

.
o > om 3

Directons using the guidelineés in this standard are more likely to meet their
obligatipns.

1.4.3 | Performance of the organization

Proper ¢orporate'governance of IT assists directors to ensure that IT use
contribytes positively to the performance of the organization, through:

. ar)propriate implementation and operation of IT assets;

e clarity of rpqpnnqihili’ry and arrmmfahili’ry for both the use and provision
of IT in achieving the goals of the organization;

* business continuity and sustainability;

* alignment of IT with business needs;

« efficient allocation of resources;

¢ innovation in services, markets, and business;

* good practice in relationships with stakeholders;

* reduction in the costs for an organization; and

* actual realization of the approved benefits from each IT investment.
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1.5 Referenced Documents

The following documents are referred to in this Standard:

Report of the Committee on the Financial Aspects of Corporate
Governance, Sir Adrian Cadbury, London, 1992 ISBN 0 85258 913 1

OECD Principles of Corporate Governance, OECD, 1999 and 2004

IS0 Guide 73 2002 - Risk management — Vocabulary — Guidelines for
use in standards.

1.6 Definitions
For the purpose of this Standard, the definitions below apply:

It|is expected that an organization will adapt the terminology used within this
standard to suit their circumstances or structure.

1,6.1 Acceptable

Meeting stakeholder expectations that are capable of being shown as reasonable
orr merited.

1,6.2 Corporate governance

The system by which organizations.are directed and controlled. (adapted from
Cadbury 1992 and OECD 1999)

1,6.3 Corporate governance of IT
The system by which the’/current and future use of IT is directed and controlled.

Corporate governance of IT involves evaluating and directing the use of IT to
support the organization and monitoring this use to achieve plans. It includes
the strategy anhdpolicies for using IT within an organization.

1,6.4 - Competent

Having'the combination of knowledge, formal and informal skills, training,
experience and behavioural attributes required to perform a task or role.

1.6.5 Director

Member of the most senior governing body of an organization. Includes owners,
board members, partners, senior executives or similar, and officers authorized
by legislation or regulation.

1.6.6 Human behaviour

The understanding of interactions among humans and other elements of a
system with the intent to ensure well being and systems performance. Human

© ISO/IEC 2008 — All rights reserved 3
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behaviour includes culture, needs and aspirations of people as individuals and
as groups.

Note: In respect of IT, there are humerous groups or communities of humans,
each with their own needs, aspirations and behaviours. For example, people
who use information systems might exhibit needs relating to accessibility and
ergonomics, as well as availability and performance. People whose job roles are
changingbetause of theuse of IT mightextibit eeds Tefatingto
commuhpication, training, and reassurance. People involved in building and
operating IT capabilities might exhibit needs relating to working conditions and
development of skills.

1.6.7 | Information technology (IT)

Resourdes required to acquire, process, store and disseminate inforniation. This
term also includes "Communication Technology (CT)” and the compaosite term
“Informagtion and Communication Technology (ICT)”".

1.6.8 | Investment

Allocation of human, capital and other resources to achieve defined objectives
and othpr benefits.

1.6.9 | Management

The system of controls and processes required to achieve the strategic
objectivies set by the organisation's governing body. Management is subject to
the policy guidance and monitoring set through corporate governance.

1.6.10 Organization

Any company, corporation, government, not-for-profit or other legally
constituted body including dssociations, clubs, partnerships, government
agenciep, publicly listed companies, private companies and sole traders that has
its own ffunction(s) and~administration.

1.6.11| Policy

Clear and measurable statements of preferred direction and behaviour to
condition the’decisions made within an organization.

1.6.12 Proposal

Compilation of benefits, costs, risks, opportunities, and other factors applicable
to decisions to be made. Includes business cases.

1.6.13 Resources

People, procedures, software, information, equipment, consumables,
infrastructure, capital and operating funds, and time.

4 © ISO/IEC 2008 — All rights reserved
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1.6.14 Risk

Combination of the probability of an event and its consequence (ISO/IEC Guide
73).

Note: The consequences are impacts upon the organization. They can be
negative, as in common usage, or ‘opportunities’ in common usage.

1,6.15 Risk management

Coordinated activities to direct and control an organization with regard to risk
(ISO/IEC Guide 73).

1/6.16 Stakeholder

Any individual, group or organization who may affect, be affected by, or
perceive themselves to be affected by, a decision or activity (adapted from
I90/IEC Guide 73).

1.6.17 Strategy

An organization’s overall plan of development, describing the effective use of
rgsources in support of the organization in its future activities. It involves
satting objectives and proposing initiatives fop action.

1,6.18 Use of IT

The planning, design, development/deployment, operation, management, and
application of IT to meet the needs of the business. It includes both the
demand for, and the supply of~\IT services by internal business units, specialist
IT units, or external suppliersand utility services (such as those providing
sqgftware as services).

© ISO/IEC 2008 — All rights reserved 5
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2 FRAMEWORK FOR GOOD CORPORATE GOVERNANCE OF IT
2.1 Principles

This section sets out six principles for good corporate governance of IT. The
principles are applicable to most organizations.

The principles express preferred behaviour to guide decision making. The
statemgnt of each principle refers to what should happen, but does not
prescride how, when or by whom the principles would be implemented - as
these aspects are dependent on the nature of the organization implementing
the principles. Directors should require that these principles are applied.

2.1.1 | Principle 1: Responsibility

Individdals and groups within the organization understand and accepttheir
responglibilities in respect of both supply of, and demand for IT. Those with
responglibility for actions also have the authority to perform those’actions.

2.1.2 | Principle 2: Strategy

The orgpnization’s business strategy takes into account the current and future
capabilities of IT; the strategic plans for IT satisfy thé“current and ongoing
needs of the organization’s business strategy.

2.1.3 | Principle 3: Acquisition

IT acquisitions are made for valid reasons;,’on the basis of appropriate and
ongoing analysis, with clear and transparent decision making. There is
approprjiate balance between benefits, opportunities, costs, and risks, in both
the short term and the long term.

2.1.4 | Principle 4: Performance

IT is fit for purpose in sdupporting the organization, providing the services, levels
of servigce and serviceCguality required to meet current and future business
requirements.

2.1.5 | Principle 5: Conformance

IT compliegs.with all mandatory legislation and regulations. Policies and
practices are clearly defined, implemented and enforced

2.1.6 Principle 6: Human Behaviour

IT policies, practices and decisions demonstrate respect for Human Behaviour,
including the current and evolving needs of all the ‘people in the process’.

6 © ISO/IEC 2008 — All rights reserved
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2.2 Model
Directors should govern IT through three main tasks:
a) Evaluate the current and future use of IT.

b) Direct preparation and implementation of plans and policies to ensure
that use of IT meets business objectives

c) Monitor conformance to policies, and performance against the plans.

Figure 1 shows the IT Governance model of the cycle of Evaluate-Direct-
Mpnitor. The text following Figure 1 explains the elements and relationships
depicted.

Caorporate
govemance
of ICT

Business
prossures

Business
neods

proposa s
N

pelicies

plans

b

parfomance
conformance

Businfiss processes

Figure 1 Model for Corporate Governance of IT

Evaluate

Directors should examine and make judgement on the current and future use of
IT, including strategies, proposals and supply arrangements (whether internal,
external, or both):

In evaluatingthe use of IT, directors should consider the external or internal
pressures-acting upon the business, such as technological change, economic
amd social'trends, and political influences.

Directors should undertake evaluation continually, as pressures change.

Directors should also take account of both current and future business needs —
the current and future organizational objectives that they must achieve, such as
maintaining competitive advantage, as well as the specific objectives of the
strategies and proposals they are evaluating.

Direct

Directors should assign responsibility for, and direct preparation and
implementation of plans and policies. Plans should set the direction for
investments in IT projects and IT operations. Policies should establish sound
behaviour in the use of IT.

© ISO/IEC 2008 — All rights reserved 7


https://standardsiso.com/api/?name=16950f1a95d2df083387fee00ba7d3fe

ISO/IEC 38500:2008(E)

Directors should ensure that the transition of projects to operational status is
properly planned and managed, taking into account impacts on business and
operational practices as well as existing IT systems and infrastructure.

Directors should encourage a culture of good governance of IT in their
organization by requiring managers to provide timely information, to comply
with direction and to conform with the six principles of good governance.

If necegsary, directors should direct the submission of proposals for approval to
address| identified needs.

Monitof

Directons should monitor, through appropriate measurement systems, the
performance of IT. They should reassure themselves that performance is’in
accordajnce with plans, particularly with regard to business objectives.

Directons should also make sure that IT conforms with external obtigations
(regulafiory, legislation, common law, contractual) and internal work practices.

Note: Responsibility for specific aspects of IT may<be delegated to
nEanagers within the organization. However, accduntability for the

effective, efficient and acceptable use and delivery of IT by an

organization remains with the directors and @annot be delegated.

8 © ISO/IEC 2008 — All rights reserved
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3 GUIDANCE FOR THE CORPORATE GOVERNANCE of IT

3.1 General

The following sections provide guidance for the general principles of good IT
governance and the practices required to implement the principles.

The practices described are not exhaustive but provide a starting point for
discussion of the responsibilities of Directors for the governance of IT. That is;
the practices described are suggested guidance for IT Governance.

It|is the responsibility of each organization, individually, to identify the specific
ac¢tions required to implement the principles, giving due consideration'to the
nature of the organization, and appropriate analysis of the risks and
opportunities of the use of IT.

As$ a basis for illustration, the practices described are applicableto most
organizations (large or small), most of the time. Any variation should be well
considered.

312 Principle 1: Responsibility

Evaluate

Dijrectors should evaluate the options for assighing responsibilities in respect of
the organization’s current and future use'of IT. In evaluating options, directors
should seek to ensure effective, efficient, and acceptable use and delivery of IT
inf support of current and future business objectives.

Djrectors should evaluate the competence of those given responsibility to make
decisions regarding IT. Generally, these people should be business managers
who are also responsible for the organization’s business objectives and
performance, assisted by IT specialists who understand business values and
processes.

Direct

Directors shodld direct that plans be carried out according to the assigned IT
rgsponsibilities.

Dijrectorsishould direct that they receive the information that they need to meet
theirc«responsibilities and accountability.

© ISO/IEC 2008 — All rights reserved 9
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Monitor

Directors should monitor that appropriate IT governance mechanisms are
established.

Directors should monitor that those given responsibility acknowledge and
underst@nd their responsibilities.

Directors should monitor the performance of those given responsibility in the
governance of IT (for example, those people serving on steering committees or
in presenting proposals to directors).

10 © ISO/IEC 2008 — All rights reserved
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3.3 Principle 2: Strategy

Evaluate

Directors should evaluate developments in IT and business processes to ensure
that IT will provide support for future business needs.

In
el
t3
re

D

ke consideration of better practices and satisfy other key stakeholder
quirements.

rectors should ensure that IT use are subject to appropriate risk assessment

amnd evaluation, as described in relevant international and nationalrstandards.
Direct

Djrectors should direct the preparation and use of plans and-policies that ensure
the organization does benefit from developments in IT.

Djrectors should also encourage the submission of pf@posals for innovative uses
off IT that enable the organization to respond to new-opportunities or
challenges, undertake new businesses or improve processes.

Monitor

Djrectors should monitor the progress, of~approved IT proposals to ensure that

th

D
b4

ey are achieving objectives in required timeframes using allocated resources.

rectors should monitor the use of“IT to ensure that it is achieving its intended
pnefits.
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