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INTERNET OF THINGS (loT) -
FUNCTIONAL ARCHITECTURE FOR RESOURCE IDENTIFIER
INTEROPERABILITY

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
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in liaison with ISO and IEC, also take part in the work.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possiple,
international consensus of opinion on the relevant subjects since each technical committee has representat
from all interested IEC and ISO National bodies.

IEC and ISO documents have the form of recommendations for international use and are accepied by IEC 3
ISO National bodies in that sense. While all reasonable efforts are made to ensure that theytechnical content
IEC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way-in which they are ug
or for any misinterpretation by any end user.

In order to promote international uniformity, IEC and ISO National bodies undertaké to apply IEC and |
documents transparently to the maximum extent possible in their national and)regional publications. A
divergence between any IEC and ISO document and the corresponding nationalor regional publication shall
clearly indicated in the latter.

IEC and ISO do not provide any attestation of conformity. Independent certification bodies provide conforn
assessment services and, in some areas, access to IEC and ISO marks of conformity. IEC and ISO are
responsible for any services carried out by independent certificationbedies.

All users should ensure that they have the latest edition of this deeument.

No liability shall attach to IEC and ISO or their directors, employees, servants or agents including individ
experts and members of its technical committees and |[ECZand ISO National bodies for any personal injuy
property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (includ
legal fees) and expenses arising out of the publication,\use of, or reliance upon, this ISO/IEC document or g
other IEC and ISO documents.

Attention is drawn to the Normative references Cited in this document. Use of the referenced publications

indispensable for the correct application of this\document.

IEC and ISO draw attention to the possibiljtyithat the implementation of this document may involve the use of
patent(s). IEC and ISO take no positionnconcerning the evidence, validity or applicability of any claimed pat
rights in respect thereof. As of the date of publication of this document, IEC and ISO had received notice of
patent(s), which may be required, to implement this document. However, implementers are cautioned that t
may not represent the latest information, which may be obtained from the patent database available
https://patents.iec.ch and wwWw.iso0.org/patents. IEC and ISO shall not be held responsible for identifying any
all such patent rights.

O/IEC 30181 has been prepared by subcommittee 41: Internet of Things and Digital Twin,

O/IEC joint technical committee 1: Information technology. It is an International Standard.
e text of thisinternational Standard is based on the following documents:
Draft Report on voting
JTC1-SC41/458/FDIS JTC1-SC41/471/RVD
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Full information on the voting for its approval can be found in the report on voting indicated in
the above table.
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The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1, and the ISO/IEC Directives, JTC 1 Supplement
available at www.iec.ch/members_experts/refdocs and www.iso.org/directives.

IMPORTANT — The "colour inside" logo on the cover page of this document indicates

thatitcontainscotours-which-areconsidered-tobeusefut-for-thecorrectunderstanding

df its contents. Users should therefore print this document using a colour printer;
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INTRODUCTION

Internet of Things (loT) is defined as an infrastructure of interconnected entities, people,

systems and information resources together with services which processes and reacts
information from the physical world and virtual world. 10T has attracted significant soc

to
ial

attention globally and is expanding in various fields such as smart homes, healthcare, smart
cities, logistics, smart cars, etc. In particular, loT platforms are essential because they connect
various devices (e.g. sensors, access points, and data networks) and provide services to the
user. Heterogeneous loT platforms refer to loT platforms developed based on different
standards such as various data models, policies, vendors, interfaces, and specifications.

THerefore, interoperability, such as requesting services and sharing resources amo
hgterogeneous loT platforms, is important, and it is essential for a real loT system.

loT platform has many challenges to interoperability, such as support for diverse ‘protoco
digscovery service, well-defined semantic management, and processing of data”formats
hgterogeneous 10T platforms. However, current diverse loT platforms and related standar
make it difficult to achieve interoperability and collaboration between thetérogeneous |
platforms. Especially regarding resource interoperability issues, each 161, platform has be
dgveloped using a specific and unique resource identifier, including a different type of resourg
refjuest format, so it is difficult to identify resources among heterogeneous loT platforn
Fdrthermore, the existing approaches mainly focus on integrating and managing each |
platform's ontology and a method of duplicating resources for the target IoT platforms. It mak
it @ burden for the developer to construct specific ontologies-far the diverse IoT platforms.

THis document provides a functional architecture for resource identifier (ID) interoperabili
which converts the format of a resource identifier among heterogeneous loT platforms. T}
ddcument concentrates on converting resource paths (e.g. uniform resource identifier (UR
used in a specific loT platform to the target loT platform. In addition, this document provides

lo resource name system (RNS) architecture based on the comparative analysis

hgterogeneous loT platforms and a smarivCity scenario, including resource registratig
resource deletion, sharing mapping tables; and resource path conversion. To ensure the ug
can use heterogeneous loT resources; |6T RNS analyses and converts identifier into desir
resource-request formats, including.feconfiguring resource requests between heterogeneo
loT platforms as appropriate for the juser-requested resources.

THis document has the ISO/fEC 30141 [1]" IoT reference architecture as a reference to consid
inferoperability among hetesogeneous components and systems. In addition, this document h
IEC 61406-2 [2] as a yveference to specify minimum requirements for a globally uniq
identification of resqurces which constitutes a link to its related digital information. Furthermo
the 1oT RNS in thiS-document can be modularized in middleware as edge computing in the |
system. Therefore) this document has as a reference ISO/IEC TR 30164 [3], which describ
the general concepts, terms, characteristics, use cases, and techniques (e.g. data managems
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coordinatiafy,‘processing, network functionality, heterogeneous computing, security, hardwgre

and software optimization) of edge computing for lIoT system applications.

T Numbers in square brackets refer to the Bibliography.
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INTERNET OF THINGS (loT) -

FUNCTIONAL ARCHITECTURE FOR RESOURCE IDENTIFIER
INTEROPERABILITY

1 Scope

THis document specifies functional requirements and architecture about the following items, 1
resource interoperability among heterogeneous loT platforms through the conversion
resource identifiers (IDs) and paths (e.g. uniform resource identifier (URI)):

— | requirements for interoperability of resource IDs in the heterogeneous loT platforms;

— | functional architecture for converting IDs and paths of resources on heterogeneous |
platforms; and,

— | functional architecture for mapping and managing resource IDs among heterogeneous |
platforms.

2| Normative references

THere are no normative references in this document.

3| Terms and definitions
Fqgr the purposes of this document, the followjng terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the followi
addresses:

o | IEC Electropedia: available at‘https://www.electropedia.org/
e | ISO Online browsing platferm: available at https://www.iso.org/obp

identifier

Note 1 to entry:\Itrefers to a name used to identify and distinguish an object.

Note 2 to éntry: In the 10T system, it is used to identify resources such as devices and services and related polic
cap bedifferent for each platform.

or
of

[S

3.2
identity context

environment where an entity can be sufficiently identified by a certain set of its attributes and

values

[SOURCE: ISO/IEC 20924:2024, 3.1.20]
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3.3

Internet of Things

loT

infrastructure of interconnected entities, people, systems and information resources together
with services which processes and reacts to information from the physical world and virtual
world

Note 1 to entry: In this document, IoT is described as a hyper-connection among smart things, services, and humans
that provides useful and seamless services with minimum human involvement.

Note 3 to entry: It provides user security such as authentication and access control, and a service that colledts,
visualizes, and analyses data from sensors.

ngxt generation service interface for linked data
NGSI-LD
information model and API for publishing, querying and subscribing to context-awdre

inlormation-managementinlol-systems
g 4

3.8

object identifier

oID

ordered list of primary integer values from the root of the international object identifier tree to a
node, which unambiguously identifies that node

[SOURCE: ISO/IEC 9834-1:2012, 3.5.11]

3.9
resource
application service used between devices based on various loT platforms
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3.10

radio frequency identification

RFID

wireless use of electromagnetic fields to transfer data, for the purposes of automatically
identifying and tracking tags attached to objects

[SOURCE: ISO/IEC 18038:2020, 3.25]

ervice

compact sequence of characters that identifies an abstract or physical resource

Note 1 to entry: It is a conceptual term that refers to a unified identifier for Internet‘application information resourcgs.

Note 2 to entry: It includes a URN indicating an identifier using the name and a-URL indicating a resource path.

[SOURCE: ISO/IEC 12785-1:2009, 3.23, modified — Note)/to entry has been replaced apd
Note 2 to entry has been added.]

4 | Abbreviated terms

ADN application dedicated node
A$N application service node
C$E common service entity
identifier

infrastructure node
Internet of Things

middle node

object identifier
resource~name system
uniform resource identifier
uhiform resource locator

uniform resource name
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5 loT resource name system

5.1 Requirements for the interoperability of the resource ID in an loT platform

5.1.1 General

loT systems consist of devices or smart objects that can interrelate and interconnect among
themselves and the environment to provide services to end-users. Figure 1 shows an illustrative
example of the loT metamodel provided in [5]. It shows the relationships of the main elements
in the 10T system and is not prescriptive. loT metamodels are used to understand the complexity
of[TOT Systems and simplily the design, development, and management process. It SUPPofts
ofdtimizing system architecture and minimizing the problems. In addition, it facilitates
cammunication between various stakeholders in an loT system. loT systems distinguish)three
types of node: physical, intermediate, and application. Every node can uniquely identify eagh
ndde and component in an loT system with a URI. A physical node represents the®hings within
an loT system, such as sensors and actuators. Application service used betweendevices basgd
on various loT platforms is referred to as the resource. Application nodes consume resources
frgm physical nodes and provide them to users. Intermediate nodes connect physical aphd
application nodes when they belong to different networks. It can be abridge or gateway anpd
connect networks using different protocols.

Inferoperability in loT systems is an important requirement so. that nodes can exchange
resources with each other, regardless of the specific technolegy or protocol used by service
prpviders and device manufacturers. 10T systems are usually composed of various devicgs,
services, and applications from different vendors or.service providers that use differgnt
communication technologies and data exchange formats. This document describes the
refluirements for the interoperability of the resource ID*in an loT system.

Has
Node q URI
| |
Physical Intermediate Application
node node node
Thing Bridge Gateway
Sensor Actuator
Produces\l ‘/Produces
Consumes

Resource |«

IEC

Figure 1 — The loT metamodel

5.1.2 Uniqueness

Unique ID shall identify entities within the specific application, and IDs used across the loT
platform shall also be unique. Thus, ID allocation shall be organized such that individual loT
platforms can allocate their own set of IDs without conflicting with other 10T platforms.
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5.1.3  Equality

Various established and emerging IDs used by the many different loT platforms shall be
considered and supported. Even if loT platforms use IDs in different formats, equality can be
supported by converting the IDs of each platform into a common identifier format. In addition,
methods that support ID mapping between different loT platforms shall be supported to satisfy

equality among heterogeneous ID systems.

5.1.4 Persistency

Injaddition, different persistency policies can be allowed between heterogeneous |67 platforn
Egch loT platform shall explicitly specify its policies and implement strategies to preve
adcidental errors that could impact third-party resources (e.g. data corruptiofdte to softwg
malfunctions or service interruptions from hardware failures). Therefore, the loT platform shall
consider the ID treatment method in which the issued ID identifies the corfect entity and remai
ddring allocation, transfer, and use.

5.1.5  Scalability

Sqalability refers to the ability to be extensible in terms of{the number of users and physig
ngdes without negatively affecting the quality of the services provided by the loT syste
Implementing scalability between nodes in heterogeneous loT platforms requires an efficie

way to manage an loT system's internal and external®nodes. This node management include

ngde registration and identification and storing and’processing the massive volume of ds
ggnerated by physical nodes. In addition, metadata-values such as IDs of nodes used in vario
loT platforms require efficient management.

5.1.6 Security

Adthenticating the ID shall avoid duplication of ID used for other entities, and verification of
adthenticity shall be possible bothonline and offline as proof that the ID is assigned to t

ID
he

correct entity. Security requirements (e.g. ID anonymization, using IDs that contain no personal

ddta, disabling ID tracking, @and access control to ID information) that the system shall supp
fof ID interoperability between heterogeneous loT platforms are provided in [6].

5.2 loT RNS architecture
5.2.1 Assumption

Td describe\the architecture for the 1oT RNS, the following assumptions are made in t
ddcument.

— | In.numerous loT platforms, various devices are abstracted to different levels. For examp

brt

S

e,

some-devices may be core devices nnrfnrnmnn data nnllnnhnn r\qlr\nlahnn and nrnr\ncelrg

Some may be sensors that only measure specmc data or deV|ces that perform simple
services. These low-performance sensors have limitations for requesting and processing

resources. Since there are many different types of device in the loT system, it is difficult
generalize. Therefore, in this document it is assumed that resource requests using t
converted resource table are not sent directly to the end device but are sent through t
specific platform.

— Currently, some IoT platforms only provide discovery services to users. Discovery servi
is the service to find available resources based on a specification of the desired target.
the scenario of this document, the root loT RNS must manage the information of resourc
registered to each loT platform. Therefore, this document assumes that each platform c
provide a discovery service.

to
he
he

ce

In
es
an
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— As mentioned previously, this document defines a resource as the application service used
between devices based on various loT platforms. The interoperability framework
concentrates on converting resource paths (e.g. URI used in heterogeneous loT platforms)
in a specific 10T platform to the target loT platform. The assumed request is limited to one
direction, and additional data exchange issues according to the request are not considered.

— The structure, function, and sequence of the figures that describe the framework are
illustrative examples and are not prescriptive.

5.2.2 Architecture
Firﬁ—l_n_l_l—l_l_l_l_l_d—l_rmure TEPresents an Ilustrative example of system structure and components. It 1s divided
info three factors: server, middleware, and end device.

THe server includes the root loT RNS that manages the registered resources of warious I1pT
platforms. The root loT RNS has a database that manages the total resource list, mapping tab|e,
and resource metadata. Total resource list means the discovered resources (i.€.'service nanie)
frgm loT platforms. The mapping table includes mapped ID formats among-heterogeneous IpT
platforms. In addition, resource metadata includes resource name, platform-type, device tyge,
dgvice ID, IP address, and resource path.

THe middleware includes the 10T platform. The local loT RNS is modularized in the loT platform
and contains the resource list, resource metadata, local mappifng table, local resource table,
and the path conversion module.
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Root IoT RNS
Database
e st e 1
: Root resource table '
Server ' (total resource list Root mapping table |
I ] and resource metadata) i
1 1
______________ e B
1 I
| User-agent
— loT platform
Local loT RNS
| Path conversion module |+
[~
R Database ——————
' b
I ]
! 1
1
@ @ : 2
1 1 e)
: Resource Resource :
! list ]
M I\:::::::::::::::::.'T:ef'a:d:a_fi:::::"I
~b || :
i S
' B
! maplﬁ?r?gltable Local resource table E
! (total resource list H
Database Discovery ; and resource metadata) !
Resource service |l -----e----- oo o e o
metadata | +——— User-agent |
-
F ¥
~a) . :
9) client user interface — f)
End device Sensor device Request module
’V A‘ Total resource list I-
Figure2 — Overview of system structure and components
THe end device includes the sensor devices that perform the service and the client uder
inferface with the.total resource list and the request module. The overall flow is as follows.
a)| The resource metadata is stored in the IoT platform when a new sensor device is registergd.
b)| Periedically, metadata through discovery service of the loT platform are stored in local IpT
RNS.
c) HAaddittenthetocaHo T RNSperiodicaly-sharesreseuree-metadata-with-the—reotdtoTRNS.
d) Resource metadata received from all local loT RNS are stored in the resource table of the
root loT RNS. This resource table and root mapping table are sent to each local loT RNS.
e) Each local IoT RNS converts the resource path of total resource list and resource metadata.
f) The local loT RNS sends the total resource list to the client user interface.
g) A user requests a resource through the client user interface, and the local loT RNS uses

the converted path to use the resource of another platform.
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An IoT RNS is divided into a local lIoT RNS that exists as a module on each platform and a root
loT RNS that manages the entire resource table and the mapping table. Figure 3 represents an
illustrative example of the 1oT RNS architecture. The root IoT RNS manages the metadata for
registered and deleted resources. Each local IoT RNS sends related metadata (i.e. device type
and device ID) to the root loT RNS when new devices and services are registered and informs
the root IoT RNS when devices and services are deleted.

The root loT RNS updates the root resource table with resource metadata received from local
loT RNSs and then transmits the root resource table to local IloT RNSs. Furthermore, in addition
to when new resource metadata are registered, the root IoT RNS requests discovery service to

ugdate the root resource table at regular intervals. Each local loT RNS converts and stores_the
source path in the local resource table received from the root 1oT RNS, depending on‘the
mat requested by each loT platform using the local mapping table.

re
fo

THe mapping table includes the root and local mapping table. The root mapping table managges
b local mapping tables in various loT platforms. If a new IoT platform is added_or the existi
format changes, the root mapping table is updated and sent to the local loeT RNS. Then eagh
tal loT RNS updates the local mapping table received from the root mapping table. The
mapping table contains resource metadata of diverse loT platforms, including attributes sugh
loT platform type, device type, device ID, IP address, and resourece-path. The device ID a
Huest format for each loT platform differ for each loT platform and-are used by the local |

th
ID
lo

as
re

ng

hd
DT

RNS to convert into the appropriate request format. The examples of resource ID formats for
several 10T platforms are detailed in Annex A.

Resource registration/deletion

Input: Request for updating the root resource table
Olitput: Updated root resource table
if hew resource is registered then
store the resource medatada to root resource
table
elpe if registered device is deleted then
delete the resource medatada from root
resource table
date the root resource table
end

C

Manage the mapping table

put: Local mapping table

itput: Updated root mapping table

bnage the updates such as adding new platform
d changing the identification system of existing
plptforms.

Lipdate the root mapping table then

send root mapping table to each local loT'RNS
end

305

=

Discovery seryice

Input: Request for updatingdootreSource table
bnage the updates such’as resource registration
d deletion in root resource table.

lipdate the root resource table then

send updated parts to each local loT RNS
refjuests discovery, sérvice to each local loT RNS
fof updating-the\root resource table at regular
infervals¢

end

=0 3

|

|

|

|

|

JJ

Platform f
used cloud |, 2 o oo Mmoo o oo 4\
‘ Root loT RNS ¥
-------------------- EEEEE |
@600 [
] L
i . | : |
Local Local Local Local i |

10T RNS 1/{IoT RNS 2{loT RNS 3|[loT RNS 4 | }
eH |eH | oA | @ i
T TR
() ®
) ) ‘

Sensor device or client user

Discovered resource list

Conversion of resource path

Input: Local resource table
Output: Local resource table
convert and map the request path for each
resource according to format of other loT
platforms
if platform of resource = local then
use local request path
else
convert and map the request path
according to format of other platforms
end

Request service

Input: Request of the user
send request to the resource using
converted resource path.
if platform = local then
send local request to local platform
else
send converted request to other loT
platform using local mapping table
end

Update the local mapping table

Input: Updated root mapping table
Output: Updated local mapping table
update the local mapping table to received
root mapping table.

end

EC

5.2.3 Metamodel

Figure 3 — The loT RNS architecture

Metamodelling the 1oT RNS architecture using the class diagram is shown in Figure 4. As
mentioned previously, loT RNS is divided into root loT RNS and local 1oT RNS. The root loT
RNS performs three functions as follows:

Stores registered resource metadata and resource list.
Sends the updated root resource table and root mapping table to the local loT RNSs.

Requests discovery service to update the root resource table at regular intervals.


https://standardsiso.com/api/?name=cd5818e14fd924e9cbe36897e46882a5

ISO/IEC 30181:2024 © ISO/IEC 2024 - 15—

And the local IoT RNS performs seven functions as follows:

Updates the local resource table by requesting discovery service.
Sends the updated resource metadata to the root loT RNS.

Stores the root resource table received from the root IoT RNS.
Converts resource paths using the local mapping table.

Updates the local mapping table when a root mapping table is received.

Sends the total resource list to the client user interface.

Receives the user request from the client user interface.

loT RNS
(Resource name system)
Root IoT RNS f‘hare fesource metadaga, Local loT RNS

Updates the local resource table by requésting discovery service()
Sends the updated resource matadata to the root loT RNS()

Stores the root resource table received from the root loT RNS()
Converts resource paths using the focal mapping table()

Updates the local mapping fableywhen a root mapping table is received()
Sends the total resource-list to-the client user interface()

Receives the user request from the client user interface()

Haf/

Steres registered resource metadata and resource list()
Sgnds the updated root resource table and root mapping table to the local loT RNSs()
Rqquests discovery service to update the root resource table at regular intervals()

Has Has

Root resource table
Resource name: String

Root mapping table

Platform name: String Has

Platform name: String

Device ID: String Local,resource table Local mapping table

Device type: String
Device ID: String

IP address: String
Resource path: String

Device type: String
IP address: String
Resource path format: String

Service : String

Resoureg/hame: String
Plafformyname: String
Devicetype: String
Device ID: String

IP address: String

Platform name: String
Device ID: String

Device type: String

IP address: String

Resource path format: String

Original path: String

Converted path: String
Service parameter: String

Figure 4 — The metamodel of loT RNS

w
re
lo
to

hen the resource is updated from theNlecal loT RNSs, the root loT RNS sends only the updat
sources to the local loT RNSs. Fhus, it can reduce traffic issues between the root and log
[ RNSs. In addition, since the entire resource table is sent at regular intervals, it is possil
check all available resources.” The root resource table includes resource name, platfo
me, device ID, device type; P address, and resource path. The local resource table includ
resource name, platform name, device ID, device type, IP address, original path, and convert
path. Root and local mapping tables include platform name, device ID, device type, IP addres
and resource path format.

5.2.4 Sequence and algorithms

Egch loT platform contains registered resource metadata. Figure 5 a) represents how the log
loT RNS'sends the resource metadata (i.e. platform name, device type, device ID, IP addres
and ofiginal path) to the root IloT RNS when new resources are registered. The root [oT RN
stpres and manages the registered resource metadata of all connected loT platforms a

EC
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al
le
m
ES
2d
S!

y
data type.
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3) Stores the resource metadata and resRc?L?rtce R%)[EJISOT Root loT resRoot?rtce 3) Deletes the resource metadata and
resource list in root resource table table RNS table resource list in root resource table
2) Sends resource metadata and resource list 2) Requests to delete the resource metadata
of the registered resource in root resource table
R Local loT Local loT Resource
1) Stores the resource metadata - ”meestfgg;(t:g RNS RNS metadata ||~ 1) Deletes the resource metadata
e P D
adds / ; \ . / Deleted
14 i ‘ . -
& WM O giee ||| SN s
User New resource
IEC IEC
a) Registration of resource b) Deletion of resource
Figure 5 — Resource registration and deletion of loTRNS
Figure 5 b) represents how the local loT RNS manages the deleteddesource. IoT RNS checks
the availability of the resources regularly by confirming whether the connection is temporarjly
disconnected or not. The local IoT RNS requests related metadata to be deleted from the rqot
loT RNS resource table when existing resources disconnect-
Figure 6 represents an illustrative example of converting.the resource path in the local lIoT RN[S.
THe root loT RNS manages and updates newly registered and deleted resource metadata. Then,
it $ends the updated resource table to all connected-local IoT RNSs. The local IoT RNS convefts
and maps the resource path from the root IoT, RNS into the resource-request format of jts
corresponding platform.
1)Manages the root resource table
(registration and deletion)
R%OIEIISOT 3) Conyerts'the resource path using local mapping table
Root A Start
resource ’,‘
table 1." Updated root
/ resource table
ase ! v
‘ egistersthg}
2) Sends the updated rootrésource aey resouree o
table to each locaNoT RNS : mapping table
:’ Converts and maps
Ve X /e the resource path
Local loT Local loT
RNS RNS Deletes th Stores th
N eletes the ores the resource .
Local \» Local | disconnected resource motadata and | Uses original path ‘
reseuree resource converted path in local
4 Eab_le table resource table
— :M — ‘-/'V\\\\ f Upuates e rocar 1
a . : resource table
Ppr -
Tewdt) | T ey e T
\_| loT platform 1 |/ \l loT platform N l/
End
IEC

Figure 6 — Discovery service and path conversion in the local loT RNS

The conversion algorithm is as follows:

a)
b)

Inputs the updated resource table from the root loT RNS.
Checks if the resource is newly updated.
1) If the resource has disconnected: deletes the related metadata.
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2) If the resource is newly registered: checks if it is a local platform.
i) Ifitis alocal platform, uses the original resource path.

ii) If it is another IoT platform, converts the resource path using the resource-request
format in the local mapping table and stores it in the resource table.

c) Updates the resource table.
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Annex A
(informative)

Resource identifier format of various loT platforms

A.1 Overview

This document compares and analyses the resource ID formats of the five 10T platforms in
Al INcSA A lel)ib' I:\1 lUplUbb‘llib Udbil iUT pidtfulllllb Ulb'VibU iD dlll.]I ICquIbU-Ib‘unbi fUlllIdi. T e
regsource ID format of each platform is analysed below.
Table A.1 — Comparison of five loT platforms’ resource ID formats
Device ID format
Pllatform? Type
Resource-Request format
[OID(Higher Arc)].[ManufacturerID].[DeviceTypelD].[DeviceSerialNo]
oneM2M OID based
(HTTP) [Server_IP_address]/[CSEBase_name]/[cse_name]{n}/[ae_name]/[cnt_namE]
ck1 [GS1 OID({2.51})].[Identification Keys(1)].[ID Key Type],
i OID based [GS1prefix].[CompanyNo].[ReferenceNo].[Serial/ExtensionNo]
Ofiot (HTTP) urn:epc:id:[ID Key Type]:[GS1 ID Keyl
IBM d:[orgID]:[deviceType]:[devicelD]
Watson Client ID
lofr (HTTP) GET /devicel/types/[typeld]/devices/[deviceld]/state/[logicallnterfaceld]
N Resource [di], rt:oic.wk.d, oic.d.[*]

OfCF

Type,
lo[Tivity Device ID (coap)://[IP_address]/[URL/path]

Entity Type, No specific restriction_except some characters (e.g. <, >, etc.)
FIWARE

Entity ID (HTTP) [ip addressT: [port]/v2/entities/[id] or [type]
1 Any proprietary technology listed in this)table is for the convenience of the user of this document and does nt

constitute an endorsement by IEC and ISO.
A [further resource ID fermat, which is not linked or limited to a specific loT platform, is gn
Identification Link [7]
A{2 oneM2M
THe oneM2M standard uses object identifiers (OIDs) to identify devices. The OIDs are objgct
nd

identifiers organized into tree structures specified by the abstract syntax notation (ANS.1) a
jo{ntly developed by IEC, ISO and ITU-T, as shown in Figure A.1.
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Root arc Root arc
[
|
First arc 0 (ITU-T) 1 (ISO) 2 (joint ISO/IEC/ITU-T)
- = =
Second arc 1 2 40 1 2 40 1 27 40
I I I
I
450 | |
Third arc 480 410 1
481

e
Figure A.1 — International OID tree

THe international OID tree is referred to as the higher arc and is used as a-prefix for the device
IDjof oneM2M. As depicted in Figure A.2, the higher arc is followed by "x", "y", "z", where "x"|is

the device manufacturer, "y" is the device type, and "z" is the device-serial number.

THe resource structure of oneM2M is provided in [8] and is shown in Figure A.3. This structyre
consists of an infrastructure node (IN), middle node (MN),application service node (ASN), anhd
an| application dedicated node (ADN). Except for the ADN, every other node has a commpn
sefrvice entity (CSE). The CSE has a resource structure with a tree format. In the oneM2M
infrastructure, each resource has a resource ID andresource name. The latter two are used|to
refluest resources.

—

EXAMPLE In order to request the ASN-AE with a spé€eific resource ID 006 and resource name dev02, the path

format is "server01/gateway01/asn01/dev02".

Cuyrrently, the oneM2M standard does hot use the device ID when it requests resources.

(Higher arc) () ) @) (a)
M2M device Manufacturer Model Serial No Expanded
indication 1D ID ID ID ID

IEC

Figure A.2 — oneM2M standard object identifiers
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Resource structure Example
a AYE N

resourcelD="000"

Infrastructure node (IN) <CSE-base> rg;téulrsetl/ﬁ;ngg‘éeorzﬁo1”

IN-AE resourcelD="002"
H <container> resourceName="gateway01”
IN-CSE CSE-ID="/MN-CSE-001"

resourcelD="003"

| <container> resourceName="asn01”
CSE-ID="/ASN-CSE-001"

Middle node (MN)
resourcelD="006"
I MM AL 07 il oSOl NI “den0n
CSE-ID="/ASN-AE-001"
1 MN-CSE
\ resourcelD="004"

<contentlnstance> | resourceName="adn01”
CSE-ID="/ADN-AE-001"

Application service

node (ASN) resourcelD="005"
L{<contentlnstance> | resourceName=:devQ3"

CSE-ID="/MN-AE-001"

Application dedicated
node (ADN)
resourcelD="001"

ADN-AE ASN-CSE L| <contentinstance>| resourceName=;devo1>

J CSE ID="/IN-AE-Q0}"

\ AN
EC
Figure A.3 — oneM2M resource structure
Al3 GS1 Oliot
G¥$1 uses the resource ID structure provided in [9]pand the Oliot project is being developgd

b3
G
as
re
{2
G
wh
in
it
id
ad
sh

sed on this structure. The overall specifications of the Oliot project are provided in [10]. The
51 Oliot uses an OID-based ID key (namely the GS1) to identify devices and events. The OJD
signed to GS1 is {2.51}. The first arc (2)..¢contains the organization or institution code that
bresents a joint project between ITU-Tand ISO. The second arc (51) represents the G31.
51} is followed by GS1 ID keys (1), GSI“supplementary data (2), GS1 business data (3), apd
51 technical data (4) as child nodes:"GS1 ID keys (1) are used as device IDs in the G31,
ere the OID is {2.51.1}. The child;nodes of {2.51.1} can have 10 key types, which are shoyn
Table A.2. GS1 ID keys have various types depending on their uses, such as the global trafle
m number (GTIN) and serial\shipping container code (SSCC). The GS1 ID key types can pe
ntified by the field or application of the device. Individual devices can be identified through
ditional values. These GS1 ID key values include the company prefix, serial number, etc., ps
own in Figure A.4.

Table A.2 — GS1 identification key type

oiD ID Key Type Name
2.51.1.1 GTIN global trade item number
2.51.1.2 SSCC serial shipping container code
25113 GLN global location number
2.51.1.4 GRAI global returnable asset identifier
2.51.1.5 GIAI global individual asset identifier
2.51.1.6 GDTI global document type identifier
2.51.1.7 GSRN global service relation number
2.51.1.8 GSIN global shipment identification number
2.51.1.9 GINC global identification number for consignment
2.51.1.10 GCN global coupon number
2.51.1.11 CPID component/part identifier
2.51.1.12 GMN global model number
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> GS11D Key
[ : )
Company prefix
\

Product identifier (GTIN) f !
Code system*: 2.51.1.1 XX(X)* XXX(X)* XXXXX(X)* XXXXXXXXX(X)*
Value: 08699536160085 — — e T /
GS1 prefix  Company No. Reference No.  Serial/extension No.

IEC

Figure A.4 — GS1 ID key value

G¥$1 Oliot uses the electronic product code information services (EPCIS) to store and mana
dgvices and resources in an event format. In order to identify and request thesecdevices a
resources, the following ID format is used: "urn:epc:id:sgtin:[GS1 ID key]". Thisformat contai
the type and value of the GS1 ID key.

Al4 IBM Watson loT

THe ID of the IBM Watson loT identifies individual devices with unique client IDs. The types a

e
hd

hd

stfuctures of client IDs used by Watson loT are provided in [A1]-’The client IDs are formattgd
byl the client type. The client type is divided into applicatiofy'expandable application, devige,
anld gateway. The format of each client ID is shown in TableA.3. The client ID used to identjfy
edch device has the following format: "d:[orglID]:[deviceType]:[devicelD]". In this format, "orglP"
is the user's own organization ID. In order to register the'device on the IBM Watson loT platform,
the user needs his or her own organization. IBM prevides the "orgID" when the user registgrs
hig or her own account. Generally, IBM assigns a‘random six digit-long string to every user.
THe description of "deviceType" and "devicelD!is shown in Table A.4. The "deviceType" is the
type or model of the device. The "devicelD" isthe serial number of the device.
Table A.3 —Type of Watson loT client ID
Client type ID format

Application a:[orglID]:[appID]

Expanded appligation A:[orglD]:[appID]

Device d:[orgID]:[deviceType]:[devicelD]

Gateway g:[orgID]:[typelD]:[devicelD]

Table A.4 — Request identifier parameter
Parameter Description

typelD, The device type identifier.
devicelD The device identifier.
logicallnterfacedID or alias The identifier created for the logical interface or the user-specified alias name.
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A.5 OCF loTivity

The resource structure and format of OCF loTivity are provided in reference [12]. The OCF
loTivity identifies all resources, including the device, resource, etc., with the value of the
resource type (rt). Among them, the device is identified by using the "rt" and an additional value
referred to as the device identifier (di). The "rt" value can have the format "oic.wk.d" or "oic.d.[*]".
The "oic.d.[*]" represents the specified device attribute. Currently, the "rt" value is assigned the
device type of the field for smart home applications and health care applications. The resource
request format used by the OCF loTivity is as follows: "coap://[IP_address]/[URL path]". In this
format, the "di" value is used for the URL path. The "di" value uses the universally unique
id¢ntifier (UUID) and has 36 characters.

A6 FIWARE

THe resource structure and format of FIWARE are provided in [13]. The device ID of FIWARE
is |based on NGSI standard. FIWARE uses "entity id" and "entity type" to-identify a specific
entity. These entities also include each device connected to FIWARE, afhd-the device ID anpd
dgvice type that identify each device can be set to "entity id" and "entitystype". "Entity id" apd
"entity type" can be set freely by the user at the time of creation. There.is no specific restrictipn
or] the format, but it is important that "entity id" is unique within the’ APl and some elements
(i.e. <,>,",", =, (,)) are forbidden. The resource request format of FIWARE is different fragm
edch loT agent. The IoT agent is a component that mediates/between a set of devices usipg
their own native protocols and an NGSI-compliant data and/)service source. In FIWARE, the
infelligence data advanced solution (IDAS) generic enabler (GE) offers a wide range of 1pT
adents making it easier to interface with devices using the most widely used loT protocols (e.g.,
lightweight M2M (LWM2M) over constrained application protocol (CoAP), JavaScript object
ngtation (JSON), UltraLight over HTTP/MQTT, or OPC unified architecture (OPC-UA)) as shoyn
in|Figure A.5.

D

OMA-NGSI RESTAPI
(interface of\developer)

I

| FIWARE NGSI context broker |
T

f
Backend / / \ \ Provision/config IoT agent

ADMIN
device manager REST API
management §

2
loT loT loT
agent agent agent
uUL2.0 JSON LWM2M
T T T (interface of devices)
uUL2.0 JSON OMA
over over LWM2M
HTTP HTTP over
or or IETF
MQTT MQTT CoAP

IEC
Figure A.5 — FIWARE loT device management architecture based on loT agents

This document analyses the NGSI-based HTTP resource request format. The HTTP request
format of FIWARE is [ip address]: [port] / v2 / entities / [ID] or [type]. "lp address" is the IP of
the device receiving the request, and FIWARE Orion uses port number 1026. "ID" is the
identifier of the entity, and the attribution value is added to the format when users get or update
the specific state information of the entity. The format for getting or updating specific status
information is [ip address]: [port] / v2 / entities / [ID] or [type] / attrs / [attrsName].
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A.7 Identification Link

An Identification Link is a globally unique identification of physical objects which also constitutes

a link to its related digital information. The Identification Link is machine-readable and

is

attached to the physical object in a 2D symbol or NFC tag. The pure data part is the
Identification Link string. When an l|dentification Link string is encoded in a 2D symbol, this

symbol is marked with an lIdentification Link frame. Similarly, when an Identification Link

is

encoded in an NFC tag, the emblem of this NFC tag is marked with an Identification Link frame.
The ldentification Link frame is a reserved graphical symbol in IEC 60617 [14]. Figure A.6 shows
an example of an Identification Link with a QR-Code in an Identification Link frame, marked with

an Identification Link frame when encoded in a data carrier. The Identification Link string.h
the data format of a link (URL).

Figure A.7 shows an RFID emblem with an Identification Link frame. The characters a
combinations of allowed characters are restricted t6exclude unintended altering of the stri

dduring URL processing. Identification Links do "mot require any specific logic or resolver

Haowever, they can be used as unique identification and link to related digital data, such
ddcuments or digital twin, without any specific resolvers or logic. Combining these t
fupctionalities in one code and symbol makes it possible to reduce ambiguities and spa
refjuirements, especially on type plates and in the various processes requiring identification
linking. Identification Links are a suited)ID for assets in loT systems, e.g. in the context of digi
ngmeplates as a submodel in IEC(61360-4 (Common Data Dictionary and Asset Administrati

Shells). Adding the prefix "ilstring:" to an Identification Link string makes it possible to generg

a related Secure Device ldentifier that conforms to IEEE 802.1AR [15].

o)

RFID

IEC

Figure A.6 — Example of Identification Link with QR-Code in Identification Link frame

AS

Ce
or
al
bn
te

Figure A.7 — Example of RFID emblem with Identification Link frame
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Annex B
(informative)

Resource interoperability scenario and implementation examples
between heterogeneous loT platforms in a smart city

1 Overview

inferoperability among heterogeneous loT platforms in a smart city. Figure B.1 represents’the

a

TlS document describes an example of adopting the lol KNS Tor resource identitler

umed smart city scenario. A smart city is an urban area that provides the information |to

efficiently manage assets and resources using various electronic data collection sensors.
Drone 1 <~
[ ]
LY
/ Request detecting abnormal behaviour to the nearest [oT device ©..»
/ & PN
Resource list o f.‘m' /
. Abnormal behaviour detection w = Smart car
2. Capturing drone images V4 /
. Checking smart car location
_/_User
EC
Figure B.1 — lIoT RNS interoperability scenario in a smart city
Smart cities connect various resources within the city through a network and optimize cjty
operations by introducingAo¥ artificial intelligence, and big data technologies. This scenario|is
fof requesting resources ;among devices on heterogeneous platforms in a smart city. This
scenario is a limited>_smart city environment, which considers only five loT platforms (ile.
oneM2M, GS1 Oliot\IBM Watson loT, OCF loTivity, and FIWARE) and five hardware device
types (i.e. drones)‘CCTVs, smart buildings, cars, and phones). In this scenario, the root [T

RN
in
co

S is assumed-to be managed by a trusted organization such as a trusted third party (TTR),
tluding the\government. The local loT RNS is modularized in each platform or gateway |[to
mmunicate with the root loT RNS. In a smart city, the number of resources in a specific range

C
a

n bethuge due to the nature of resource mobility, and the root IoT RNS can be saturatgd
ordingly. Therefore, this document assumed that the root lIoT RNS, which manages All

Cco

nnected to the root loT RNS and share the list of available resources in advance. A detailed

description of the scenario is as follows.

A user checks the available resources using the oneM2M's smartphone application. At this
time, interworking between the user 10T platform (i.e. oneM2M) and the nearest |oT device
platform (i.e. FIWARE) is enabled.

After the user selects the resource (i.e. Abnormal behaviour detection), the resource request
is sent to the nearest loT device (i.e. CCTV 1).

The resource request is shared with other loT devices (e.g. CCTVs and drones operated on
other loT platforms) without requiring human intervention.

Every loT device that detects abnormal activity sends the results to the user.

Results can also be sent to other smart objects (e.g. smart cars) if necessary.
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This document presents a scenario-based sequence diagram of an example that converts the
resource path among heterogeneous loT platforms, as shown in Figure B.2. It represents the
sequence in which a new device is registered in the FIWARE platform, and the resource path
for this device is converted and used by other IoT platforms.

loT (& loT platform 1 .(/) Root -« loT platform 2 one. loT platform 3 User
cev  device i (local IoT RNS 1) =% IoT RNS 1OTVitY 1 ocalioTRNS 2) | IVPME (1ocal 1oT RNS 3) hd =8 (platform 3)

c e —

2 1.10T device is registered

g on loT platform 1 by the

g owner or administration.

[ 2. Local IoT RNS 1 sends the

o newly redisterad oSG

= metadata to the root IoT RNS.|__ 3. Root IoT RNS stores

9 :| metadata in the

& resource table.

ParJ 4. Root loT RNS sends the updated resource table to

c 1< the local IoT RNS in each loT platform.

S 4.-(a)

9

g 4-)

o

<

© 4.-(c)

o

e par )| 5. When the other platform's resource is updated,

© each |oT platform converts the resource path

© 5.-(a) depending on theirplatform format.

o e—

b

[0} —F

(2]

> 5.-(b)

[0}

>

8 <

g 6. Requests discovery service.
""" 7. Available resource list.

k7

[}

> 8. Requests the resource and

o . input the data value using
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Figure B.2 — Scenario-based sequence diagram that converts
the resource path among heterogeneous loT platforms

Fifstly, a new loT device (i.e. CCTV) is\registered on the FIWARE platform by the device owner
or[administrator. The local loT RNS-modularized in the FIWARE server sends the metadata|of
newly registered CCTV (e.g. device' ID, IP, platform, etc.) to the root loT RNS. Then, the rqot
lo RNS stores the metadata ‘of the newly registered device in the resource table and senfds
the newly added metadatato the local loT RNS modularized to each loT platform. Singe
different platforms' resources have been registered, local loT RNSs modularized in loTivity, and
oneM2M server converts and stores the resource path according to the ID format used by jts
own platform. WhenCayUser with a oneM2M device checks the available list using discovgry
sefrvice and requests' another platform resource, the user's device requests a resource usihg
the converted path. Then, the local loT RNS modularized in the oneM2M server can requegst
the resourcewusing the original path mapped to the request. This sequence diagram is divided
info three(stages (i.e. resource registration, discovery service and path conversion, apd
regourcesrequest).
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The FIWARE server sends the newly registered resource metadata to the root lIoT RNS,
including resource name, platform type, device type, device ID, IP address, and original
resource path, which is stored in the root loT RNS's resource table as shown in Figure B.3.
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