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INTERNET OF THINGS (loT) -
loT APPLICATIONS FOR ELECTRONIC LABEL SYSTEM (ELS)

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC

participate in the development of International Standards through technical committees established by

he

2)

3)

4)

5)

6)
7)

8)

9)
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respective organization to deal with particular fields of technical activity. ISO and IEC technical committd
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmen
in liaison with ISO and IEC, also take part in the work.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly ag“possible,
international consensus of opinion on the relevant subjects since each technical committee has representat
from all interested IEC and ISO National bodies.

ISO National bodies in that sense. While all reasonable efforts are made to ensure that(the technical content
IEC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way in which they are us
or for any misinterpretation by any end user.

In order to promote international uniformity, IEC and ISO National bodies  undertake to apply IEC 4
ISO documents transparently to the maximum extent possible in their national-and regional publications. A
divergence between any IEC and ISO document and the corresponding national or regional publication shall
clearly indicated in the latter.

IEC and ISO do not provide any attestation of conformity. Independent certification bodies provide conform
assessment services and, in some areas, access to IEC and 1SO©/marks of conformity. IEC and ISO are
responsible for any services carried out by independent certification bodies.

All users should ensure that they have the latest edition of thiss\document.

No liability shall attach to IEC and ISO or their directors;“employees, servants or agents including individ
experts and members of its technical committees and [EC and ISO National bodies for any personal inju
property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (includ
legal fees) and expenses arising out of the publication, use of, or reliance upon, this ISO/IEC document or g
other IEC and ISO documents.

indispensable for the correct application of-this document.

Attention is drawn to the possibility that;some of the elements of this ISO/IEC document may be the subject
patent rights. IEC and ISO shall not be*held responsible for identifying any or all such patent rights.

O/IEC 30169 has been prepared by subcommittee 41: Internet of Things and Digital Twin,
O/IEC joint technical cammittee 1: Information technology. It is an International Standard.

e text of this International Standard is based on the following documents:

Draft Report on voting

JTC1-SC41/277/FDIS JTC1-SC41/287/RVD

ll-information on the voting for its approval can be found in the report on voting indicated

Attention is drawn to the Normative references cited in this document. Use of the referenced publications|
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The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1, available at www.iec.ch/members_experts/refdocs
and www.iso.org/directives.
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INTRODUCTION

The development of information technology has brought a lot of changes in daily life, especially
with the invention and emergence of IoT technology. loT technology makes things connected
with each other, in order to enhance the efficiency, provide effective monitoring and reduce the
cost for all the regular management, maintenance, and other business events for those things.

Because of the information explosion era, there is rapid replacement of information, along with
the rich varlety of the information and the extremely short life cycle of the mformatlon It is very

In
do
oV

tainable, and controllable condition, it is urgent to develop the ELS focused standard(s)
elerate standardization for the ELS design and distribution. At thesame time, the E

efly defines the system framework and loT application model for ELS, which will firstly spec
b components of ELS, duties of each component, regulations for business access logic a
ta flow between adjacent components. Then, the overall requirements in terms of syste
nctions, system interfaces and system performances are specified in this document to simpl
d unify the design of ELS. In conclusion, the purpose of this document is to help ensure t
ality of service (QoS) and design conformance of ELS in the retail industry.

order to avoid some unnecessary confusion regarding this document and to distinguish th
cument from other publications, the cote concepts of this document are focused only on t
erview and general requirements (discussed above) of the ELS itself.

r example, typical things out of the scope of this document include, but are not limited to,

electronic product labelling,
RFID-specified applieations, and

health informatics:

y!
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ep is to provide a general design guide, and the overall technical requirements. This documg
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INTERNET OF THINGS (loT) -
loT APPLICATIONS FOR ELECTRONIC LABEL SYSTEM (ELS)

1 Scope

This document specifies the system framework, 10T application model and overall technical
refjuirements for electronic label system (ELS).

THis document applies to the design and development of the loT applications for ELS"

THe loT applications for ELS specified in this document are mainly applicable\to the retpil
inglustry, and can also provide reference for the design and development of the-oT applications
fof ELS in other industries.

2| Normative references

THere are no normative references in this document.

3| Terms and definitions
Fqar the purposes of this document, the following term's and definitions apply.

ISP and IEC maintain terminological databases for use in standardization at the followihg
addresses:

e | IEC Electropedia: available at http:/fwww.electropedia.org/

e | ISO Online browsing platform:(available at http://www.iso.org/obp

3.1
electronic label
El
<in retail industry> 10T )device which attaches to a physical item having a display for the
information about_the’ item and its perceived environment and also having informatipn

Note 1 to entry:\’"Examples of the information about the item and its perceived environment include, but are pot
limited to, prices, stock status, promotional advertisement, barcode, two-dimensional code, temperature, humidity,
ambient light-conditions.

el
ELS

<in retail industry> system with a few to a large number of electronic labels designed for loT
applications

3.3

ELS backend system

subsystem intended to realize the business service functions and the equipment control
functions of ELS

Note 1 to entry: The ELS backend system provides unified planning and management services for business
activities that utilize the ELS, and it also provides a centralized equipment monitoring service.


http://www.iso.org/obp
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3.4

loT gateway

entity of an loT system that connects one or more proximity networks and the loT devices on
those networks to each other and to one or more access networks

[SOURCE: ISO/IEC 20924:2021, 3.2.8]

4 Abbreviated terms

AFS——advancedencryptionstandard
GUI  graphic user interface

loT Internet of Things

LAN local area network

MRC machine-readable code

NFC near field communication
Q¢S quality of service

S$L  secure socket layer

TUS  transport layer security

5| Motivation

5.1 Background

In|the retail industry, paper labels have a long history of being used to show consumers key
information about merchandise. Obviously, with paper labels, all the maintenance wdrk
(including, but not limited to, information update, label inspection, label replacement) will pe
ddne by humans. In addition, in traditionalretail activities, there are many other tasks that negd
to|be done manually besides the maintenance of labels, including, but not limited to, inventqry
ingpection, replenishment of goods;.payment and settlement. The drawbacks of using paper
labels include, but are not limited to; rising labour costs, inefficient business activities, error-
prpne, service and management is not timely. Such drawbacks are attracting more and mdre
attention from the retail industry:

Tq address these issues, the retail industry needed to introduce an innovative business mode.
THerefore, the ELS was’invented, which has been adopted by the retail industry since 1993.
Adcording to relevant research, ELS has a global market size of over $15 billion and market
penetration of over 10 %; in other words, more than 100 retail chains in more than 55 countrigs
arg covered (with more than 12 000 stores in total). Annex B gives some information about the
applicationsscenarios and use cases of ELS.

At|present, the display technology of electronic label in the global market is at a mature stage,
|n|y usmg two dlsplay technologles I|qU|d crystal dlsplay (LCD) and electronic paper
(in o - g _— s _— =
technologies, ELS manufacturers are actlvely developlng and dlstrlbutmg the system to promote
its popularity in the global market.

In recent years, with the rapid evolution and iteration of loT technology, the application of loT
has been gradually promoted and adopted in various industries. At the same time, this means
that the ELS also coincided with a good opportunity — its advantages include, but are not limited
to, convenient template design for display contents, fully automatic data update mode, the
highly effective operation management, lightweight devices, low power consumption, support
for the sensing and monitoring of target object. The application of ELS is being gradually
accepted by and popularized in other industries besides the retail industry (the core application
field), including, but not limited to, health services, public transportation, logistics, financial
transactions, advertising. In terms of the core application field, ELS has been globally and
widely used in places including, but not limited to, mainstream shopping malls, supermarkets.
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In terms of other application fields, the application of ELS in global markets shows a quick
growth trend. Therefore, ELS has great market potential, and ELS is the mainstream of future
development.

5.2 Purpose and significance

At present, ELS has rapidly and globally penetrated into our daily life. When an innovative
technology is rapidly promoted and deployed, the problems and potential risks are revealed
gradually. These problems and potential risks are mainly raised from the technical level and
business consistency level.

a)

b)

pr
In
an
im
pr

Cl

1 General

.2 System framework

In terms of technology, the technologies to realize the ELS have diversified formsy [
problems caused by the lack of standardization and uniformity will mainly focus{on t
following four points:

1) uncertainty of ELS system framework and loT application model;
2) uncertainty of ELS functions;

3) uncertainty of the necessary interfaces;

4) uncertainty of ELS performance.

In terms of business consistency, when some businesses need.{g)extend ELS in parallel
integrate two or more ELSs (ELSs are from different manufacturers or different series) ir
a larger ELS, a unified requirement for ELS design and distribution is the key.

conclusion, normalization and standardization are the aptimal solution to address the abo
bblems. Therefore, applications for ELS has been proposed as the subject of a futd
ernational Standard. The follow-up development of<this standard project will be research
plementable. In addition, this solution will also contribute to the standardization of E
bduct acceptance and ensure the QoS for consumers.

System framework and loT application model

buse 6 specifies the systemi-framework and loT application model for ELS.

to
to

Ve
re
bd

d reviewed closely related to the above issues, itcorder to make this International Standqrd

LS

PR
ELS :
1
1
1
ELS backend system Database 1
1
I
I
1 ELS(s)tobe
loT aateway <___'>'! extended in
- i X parallel !
! |
! I
! I
! I
ELs ! I
! I
! I
' |
b l

Figure 1 — System framework of the loT applications for ELS

As shown in Figure 1, the system framework of the IoT applications for ELS shall be based on
a complete ELS. It shall be able to extend with a single ELS or multiple ELSs in parallel (via

thi

rd-party bridging service or services) according to the actual business requirements.
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Each complete ELS shall be composed of ELS backend system, database, loT gateway and ELs.

a) The backend system shall include two functions: business service, equipment management
and control.

b) The data categories in the database shall include business data and equipment data.
6.3 loT application model

6.3.1 General

1 User

| [ [N
! Yy vy
ELS backend system Database

Business service Business database

“i
Yy

E Equipment management and control

A

Equipment database

1

.
vy

loT gateway

Wireless

<
a4

v

ELs

! Perception | ¢

: v

-1 % Perception objects

FC
Figure 2 — loT_application model of the loT applications for ELS

Aq shown in Figure 2, the 10T application model of the 10T applications for ELS shall be able|to
bg divided into five devels. The order of authority from top to bottom is user, ELS backepd
system and database, loT gateway, ELs, perception objects.

d

THe data flow, direction and business access logic in Figure 2 have been marked with so
arfows and_dash arrows, respectively.

Adcess between all levels shall be performed downward/upward level-by-level; no cross-level
adcess(s) is allowed, except from the user to the ELs.

Subclauses 6.3.2 to 6.3.7 provide the description how each part relates to the domain-based
reference model in the loT Reference Architecture.

6.3.2 User

This level relates to the user domain of the domain-based reference model, but more focuses
on human user.
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Specified in ELS, this level is the top of the 10T application model, which shall be able to provide
user entities (ELS owners, operation and maintenance personnel, and consumers) with access
interfaces of ELS, including, but not limited to, the direct access to the ELs via MRC scanning,
NFC. The access purpose shall include, but is not limited to, information query, payment, and
information within certain authority.

Consumers shall only be able to perform basic actions, including, but not limited to, public
information access, suggestions and advice feedback.

the ELS backend system and database via the account with proper authorities. (TThe
maintenance activities shall strictly follow the requirements of the ELS owners.

THe ELS owners shall have the maximum access authorities and shall be able to monitor all|of
th¢ data in the ELS backend system and database, excluding payment information apd
customer personal data.

THe business access logic of this level to the ELS backend system, database, and ELs shall pe
unidirectional. The data flow between this level and ELS backend system shall be bidirectional;
theé data flow between this level and database shall be bidirectional;the direct data flow betwegn
this level and ELs shall be prohibited. This level should be able. to actively access the ELS
bdckend system, database, and ELs; such business access logics are irreversible.

6.8.3 ELS backend system

T
>

THis level has a hybrid relation to the domains of therdomain-based reference model, whi
in¢ludes the operations and management domainythe application and service domain.

Specified in ELS, this level shall be able to.Support the loT applications for ELS in terms |of
business service, equipment management and control, and data exchange within the systen.

THe authority level of business service€ function in the ELS backend system shall be higher than
th¢ authority level of equipment management and control function. The equipment managemgnt
and control function is controlled by the business service function.

NQTE 1 The authority levels ofthe’business service function and equipment management and control function, gnd
thg relationship between those‘two functions described here can confuse. The ELS can be thought of as a factdry,
thg business service function) as a chief manager, and the equipment management and control function as |an
executor. The chief manager will arrange necessary works for the executor according to the input busingss
ingtructions from userS.-Next, the chief manager will receive the execution results from the executor and tHen
fegdback the desired sesults to the user. Both the business service function and the equipment management gnd
coptrol function arelfunction collections, they contain a variety of business purpose functions and equipment relevant
furjctions, respectively, according to different actual business demands.

Fol instaneeythe functions contained in the equipment management and control function are more fundamental tHan
thg functions contained in the business service function. To realize a function in the business service function, if is
possible,that the cooperation of multiple functions is needed in the equipment management and control functipn;
furlctions in the business service function can call functions in the equipment management and control function, but
theTeverse call Is not supporied and Is forbidden. In general, the data received by the equipment management and
control function are not raw data from users, but processed data from the business function service instead.

NOTE 2 The detailed classification of those functions is out of scope.

The business access logic between the business service function, the equipment management
and control function in the ELS backend system, and the business database in the database
shall be unidirectional for all. The corresponding data flows shall be bidirectional for all. The
business service function shall be able to actively access the equipment management and
control function, and the business database in the database. Such business access logic is
irreversible.
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The business access logic between the device control function in the ELS backend system and
the device database in the database shall be unidirectional, and the corresponding data flow
direction should be bidirectional. The equipment management and control function shall be able
to actively access the device database in the database, and the business access logic is
irreversible.

The business access logic between this level and the |oT gateway shall be unidirectional,
except the situation when the loT gateway joins the ELS network for the first time. The
corresponding data flows shall be bidirectional. This level shall be able to actively access the
loT gateway, and this business access logic is irreversible.

6.3.4 Database

THis level relates to the resource access and interchange domain of the domain-basgd
reference model, with little modification, to which the access will be gated by the ELS backepd
system.

Specified in ELS, this document considers the business level requirements of functions apd
performances only, which means this document does not consider the-technical design for the
dqtabase and associated data format.

THe level of database is parallel to the ELS backend system. |t shall be able to provide support
fof the centralized management and data exchange of all business data and equipment dgta
within ELS.

THe database shall be composed of business database and equipment database; the two
ddqtabases shall be independent of each other.

Bysiness database and equipment database shall only be accessed by the user apd
corresponding functions in the ELS backend system. They shall process immediately for the
ddqta access instructions and related operations that are initiated by user or correspondipng
fupctions in the ELS backend system:;

THis level shall not actively access the user and ELS backend system, but it shall ensure tHat
the corresponding data flows:between this level and the user and ELS backend system dre
biglirectional.

6.8.5 loT gateway

THis level has hybrid relation to the domains of the domain-based reference model, which
in¢ludes the sensing and controlling domain (focuses on controlling), and the physical entjty
dgmain.

—

Specified-in ELS, this level shall be able to ensure the channel of the equipment managemgnt
andcdata exchange between the ELS backend system and the ELs, in order to provide support

f o + l £ -1 ol tlo H'Y + £ 41 i | 4+
0 I LU UT UT'LLLo aliu tic TIuTIimuriiTy Ul Uic YTl LCTPYUUlT UUJTULO.

loT gateway shall only be controlled by the ELS backend system that it belongs to. Multiple loT
gateways in the same ELS are allowed.

The business access logic between this level and the ELs shall be unidirectional, except when
the ELs join the internal network for the first time. And the corresponding data flows shall be
bidirectional. This level shall be able to actively access the ELs, and the business logic is
irreversible (except the situation described above).
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When this level joins the internal networking for the first time, it shall make an exception to
access the ELS backend system actively, in order to complete the registration and authorization
of this level within ELS; otherwise, it shall not actively access the ELS backend system.
However, the data flows between this level and the ELS backend system shall be bidirectional.

6.3.6 ELs

This level has hybrid relation to the domains of the domain-based reference model, which
includes the sensing and controlling domain (focuses on sensing), and the physical entity
domain.
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1 General

ecified in ELS, this level shall be able to display business data, record equipment status,.a
llect the data of perception objects, in order to provide support for daily retail chusine
tivities, equipment control and monitoring of perception objects.

e ELs shall only be controlled by the 10T gateway that they belong to. Multiple grouped E
the same ELS are allowed.

e business access logic between this level and the perception objectsyshall be unidirection
e corresponding data flow shall be unidirectional as well with-opposite direction to t

siness logic is irreversible.

hen this level joins the internal networking for the firstdime, it shall make an exception
cess the 10T gateway actively, in order to complete the'registration and authorization of t
el within ELS; otherwise, it shall not actively access the IoT gateway. However, the da
ws between this level and the IoT gateway shalltbe bidirectional.

8.7 Perception objects

is level is the bottom of the IoT application model, which is the data source for perceptu
ta collecting by the ELs.

is level shall not access the ELS; only the upward data flow from this level to the ELs sh
guaranteed.

General technicalyrequirements

huse 7 specifies the general technical requirements of the IoT applications for ELS in tern
functions, jinterfaces, and performances.

nex*A gives further testing requirements which are important to ELS.

siness access logic. This level shall be able to actively detect perception objects, and thi

is
ta

al

all

7.2 Function requirements

7.2.1 ELS backend system

7.211 General

In order to ensure the ability of ELS to support the daily retail business activities (described
above), the ELS backend system shall have responsibility for the overall management and
control of the display data update, customization-friendly perceptual data collection, data
management, network monitoring, and operation status monitoring.
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7.2.1.2 Business display

It shall switch automatically for display templates according to the actual business demands.
Typical display template categories should include, but are not limited to, the pre-designed
templates in the ELS backend system:

a)

b)

Generation and distribution of general merchandise display. According to the actual
business demands, information related to the regular sales of commodities shall be

generated and distributed to corresponding ELs.

Generation and distribution of promotion/feature display. According to the actual business

d)

e)

7

TH
di

TH
CO

demands including, butnot limited to, the business purposes described in 7.2.1.2.

Ur
di
pr

a)

213 Data management

demands, Information related to the promotion acuvities or featured commodities shall
generated and distributed to corresponding ELs. Such a template shall be able to distingui
them from general commodities.

Generation and distribution of out-of-stock/out-of-inventory display. The status‘of the re
time store/warehouse stock shall be generated and distributed to corresponding EL
according to the actual business needs so that users can make timely response for differs
storage status. The categories of such stock status should be able to glassify as sold o
insufficient remaining, in transit, and normal.

Generation and distribution of merchandise backtrack entrance. It shall ensure the ELs ha
display template and NFC response of merchandise backtrack entrance, so that consums
can scan the MRC of such entrance on the EL screen or use NFC to obtain such entrand

the merchandise information.

Generation and distribution of electronic payment.entrance. It should adopt third-pa
electronic payment entrance in the EL display template and NFC response, according to t
actual demands of ELS owner. In this way, consumers can scan the MRC of commoditi
on the EL screen directly or can use NFC te’"make payment and settlement via mob
phones or mobile terminals; the electronic payment entrance can also redirect consume
to the online mall for payment and settlement of commodities they want to buy.

e ELS backend system shall be able to design the display template of business data for
splay purpose and manage the business data uniformly for non-EL display purpose.

e data to be sent to the ELs for display shall be designed in picture format with incremen
nception. Display templates shall be able to customize according to different busine

ified management of non-EL display business data shall include, but is not limited to, t
stribution of .equipment operation instructions, business data and perception objects d3
bcessing.

Distribution of equipment operation instructions. It shall be able to realize the distributi
roating selection for designated display-purpose business data (based on the equipmg

be
5h

Sl
nt
It,

in order to be redirected to the corresponding merchandise‘“information website to review

.ty
he
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EL
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he
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nt

registry) and collecting necessary data from the equipment and users under its jurisdicti

olpi

b)

(perception daia, equipment operation status).

Business data and perception data processing. It shall be able to process the collected
perception data and business data, including, but not limited to, data classification,
statistics, analysis and maintenance. And it shall be able to generate archived data for the
result of data process based on actual business requirements, including, but not limited to,

the following.

1) Monitoring logs. The log type shall include, but is not limited to, system operation log,

equipment binding log, data docking log and system task log.

2) System report. It shall be able to make statistics/analysis (including, but not limited to)
of the distribution of all types of ELs within its authority range, update frequency of data
in each historical period, statistical analysis of the operation to ELs in each historical

period, and statistical analysis of data docking in each historical period.
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3) Equipment data management. It shall centralize and unify the control, operation and
maintenance of the registry and operation status for all loT gateways, ELs and other
controllable equipment within the authority range of the ELS backend system.

4) Merchandise data management. It shall be able to make statistics on the record changes
of merchandise data for the ease of query by ELS owner, operation and maintenance
personnel.

7.21.4 User management

The loT authentication is a model for building trust in the identity of IoT involved in the loT
agpfications for € able 1o centralize and unjfy
the management of authorized users and their correspondlng authorities, including, butlrot
ited to, create user groups, permission distribution, in order to optimize, prevent, and.contfol
sgme problems and risks caused by fragmented management (e.g. poor/unstable user’accejss
efficiency and incomplete authority management), and strengthen the security andefficiency|of
the system.

7.2.1.5 Data transmission

THe ELS backend system shall only provide access services to_the data transmissipn
connections that have been registered with proper authorities (which.shall conform to the dqta
flgw direction and the business logic between each level in Eigure 2); otherwise, the ddta
trgnsmission connection will be shielded as invalid connection,

THe ELS backend system shall be able to perform data transmission (data access, ddta
callection, data report/distribution) for user, database and'loT gateway within the correspondipg
adthority range of different user types.

7.2.1.6 Incremental update for display cohtents

It s focused on the incremental update for'display contents of ELs in order to improve the
update efficiency and reduce the data bandwidth as much as possible.

THe incremental update for displdy contents of ELs shall support the partial updating, that |s,
the ELS backend system shall only uniformly distribute the relevant data for the part to pe
updated, and the corresponding ELs shall carry out the information replacement and integratign,
inlorder to display the updated part correctly.

THe process of incremental data updating shall be fully automated, in order to improve the dgta
updating efficiency.

7.2.2 Database

—

It $hall be-able to access (save/load) business data and equipment data by strictly following the
ingtructions of the ELS backend system.

7.2.3 loT gateway

It shall only be controlled by the ELS backend system that it belongs to, and it shall be able to
accurately distribute/collect data to/from each targeted EL in the ELs by strictly following the
instructions of the ELS backend system.

7.2.4 ELs
7.2.4.1 Perception function

Each EL shall be able to collect and locally record the perception data from perception objects,
and provide feedback for them in real-time/periodically according to actual demands of the ELS
owner, so as to help the ELS owner, operation and maintenance personnel to monitor the
surrounding environment of corresponding ELs.
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The types of perception objects should include ambient temperature, ambient humidity, ambient
light, and other factors that relate to retail business activities.

7.2.4.2 Status feedback

Each EL shall locally record its own status (including, but not limited to, residual power,
operating state, chip temperature), and each EL shall be able to provide upward feedback for
relevant data, according to the regularly distributed data query instructions, in order to ensure
the ELS backend system can monitor the operation status of each EL easily.

7.2.4.3 Data transmission

Td ensure the thinness and mobility of the EL, the EL shall only support wirelessyaccegs,
wireless control and wireless data transmission.

Egch EL shall also support NFC, which can be detected by equipment with NFC.enabled. If the
ddtecting equipment owner is consumer, only the public information of the corresponding EL
shlall be available for access; If the detecting equipment owner is ELS owner or operatiops
pdrsonnel, it shall be able to access the restricted information and.'shall be able to wr|te
information into the corresponding EL.

7.2.4.4 Display function

1%
o

Egch EL shall be able to display the incremental business“data correctly, which are forward
frgm the loT gateway. And each EL shall be able to perform multi-colour display for some
splecial categories of merchandise information, including, but not limited to, promotional
digcounts, featured goods.

7.8 Interface requirements
7.83.1 ELS backend system

EULS backend system shall only provide access interfaces to the user, the 10T gateway, and the
ddtabase. It shall be able to provide the user with GUIs.

If the current ELS needs to-perform parallel extension (bridging additional ELS(s) and make
them co-operate as a whple), the ELS backend system shall provide access interfaces to the
third-party bridging seryice”The choice of the third-party bridging service and the correspondipg
adcess authorities of/the’interfaces shall be determined by the ELS owner only.

Adcording to thehactual business demands, the ELS backend system shall be able to be cloyd-
based or localbased; the corresponding data transmission interface requirements are ps
follows.

a)| Cloud-based. The Internet access interface shall be supported. The authority contfol
scheme for the access shall be ensured, in order to block unauthorized access requests

b) Local-based. The CAN access interfaces should be supporied. The authority confrol scheme
for the access shall be ensured, in order to block unauthorized access requests.

7.3.2 Database

Database shall only provide access interfaces to the user and ELS backend system. It shall be
able to provide the user with GUIs.

According to the actual business demands, the database shall be able to be cloud-based or
local-based; the corresponding data transmission interface requirements are as follows.

a) Cloud-based. The Internet access interface shall be supported. The authority control
scheme for the access shall be ensured, in order to block unauthorized access requests.
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b) Local-based. The LAN access interfaces should be supported. The authority control scheme

for the access shall be ensured, in order to block unauthorized access requests.
7.3.3 loT gateway
7.3.3.1 Between ELS backend system

Access interfaces to ELS backend system shall be supported.

If the ELS backend system adopts the cloud-based solution, the Internet access interface sh

all

b ool T L +h H S + ] kL £ o ball L Al H <l £ [N
SUMPPMUTITU. TTIC AdUlliutity CUTTUUT oUTTTITTIC TUT UTITT AaLUT oo offdilh VT TTITourtTu, 1 UTutTTr tU Ul

unauthorized access requests.

If the ELS backend system adopts local-based solution, The LAN and WLAN accesssinterfac
shiould be supported. The authority control scheme for the access shall be ensured;in order
blpck unauthorized access requests.

7.83.3.2 Between ELs

Adcess interfaces to ELs shall be supported.

Only short-distance wireless transmission interfaces shall be supported. Examples of sho

distance communication interfaces are 2.4G private protocol.and Sub1G.

7.3.4 ELs

Adcess interfaces to loT gateway shall be supported:

THe ELs shall only support short-distance wireless communication interfaces for the connecti

bdtween themselves and loT gateway. Exanmples of short-distance communication interfacg

arg 2.4G private protocol and Sub1G.
THe ELs shall support NFC interfaces:
THe ELs shall support data acquisition interfaces (for perception purpose).

7.8.5 System scalability

EUS should supportaccess interfaces for third-party bridging service, which should only
usled for parallel-extension of ELS, in order to provide connection authorization for third-pa

coordinated operation and the conformance of data sharing scheme between the bridged ELSs.

7. Performance requirements
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In order to prevent and control the hidden danger of malicious theft and illegal tampering of the

data being transmitted, the ELS backend system shall support TLS/SSL protocol.

7.4.2 Database

7.4.2.1 General

In order to ensure the reliability, security and the ease of maintenance for ELS databases,

mainstream and mature database technologies or commercial database shall be adopted.
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7.4.2.2 Storage reliability

In order to prevent and control the risks caused by network, software and hardware that can
affect data quality in the whole life cycle of data storage, the database shall ensure the integrity
and accuracy for data storage, the whole life cycle management for data storage, and shall
monitor effectively.

7.4.2.3 Storage security

It shall ensure the data storage security for the whole life cycle of data storage.

It [shall be able to perform security reinforcement operations for the storage managemént
syistem, including, but not limited to, services, passwords, authorities of files and direetorigs,
kernel parameters.

—

It hall be able to perform security reinforcement operations for database itsglf,)including, Qut
ngt limited to, minimize installation, minimize access for non-core managers, authorjty
prptections for database files and directories. In addition, for the password of user account apd
dqtabase account, and other restricted data, information shall be, saved after irreversible
erlcryption algorithm has been applied, and it shall be able to prevent-a rainbow table attagk.
Rgversible encryption algorithms shall be supported for those.passwords that need to pe
regtored.

7.4.3 loT gateway
7.4.3.1 Transmission security

Inforder to prevent and control the hidden dangeis*of malicious theft and illegal tampering |of
the data being transmitted, the data transmissieh function between loT gateway and ELs shpll
support encryption protection.

7.4.3.2 Maintainability

Fdlly automatic firmware updatesshall be supported. Firmware update instructions shall pe
distributed from the ELS backend system that it belongs to.

—_

should support anti-theft\treatment on its physical equipment, including, but not limited {o,
add equipment lock, equipment missing alarm, to ensure that malicious theft and malicious
trgnsposition in dailyc,use are not easy.

7.4.4 ELs

7.4.4.1 Display resolution

THe MRE-displayed on EL screen shall be recognized properly by mobile device scanning. T}
is the_essential criterion for the display resolution.

S

7.4.4.2 Response time

The response time is the average time spent between the time that loT gateway starts
distributing instructions and the time that the EL starts processing those instructions, which
shall be no more than 10 seconds.

7.4.4.3 Transmission reliability

In order to arrange time schedule to resend the business data that is not received. Each EL
shall support the data receiving status feedback scheme. This scheme will provide real-time
feedback of the data receiving status that is forwarded by the loT gateway.

The feedback contents include receiving success and receiving failure.
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7.4.4.4 Transmission security

In order to prevent the potential risks caused by malicious theft and illegal tampering of the
data being transmitted, each EL shall support encryption protection.

7.4.45 Maintainability
Each EL shall support battery replacement and fully automatic firmware update.
a) Battery replacement. It shall support convenient battery replacement for ELs that indicate
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time.

b)] Firmware update. Firmware update instructions shall be forwarded to each Ek‘by IpT
gateway through the internal wireless network, and the entire update process shall’be fullly
automatic without manual intervention.

Eqch EL should support anti-theft treatment on its physical equipment, in order to ensure that
malicious theft and malicious transposition of each EL are not easy in dajly.use.
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Annex A
(normative)

Reference testing requirements

A.1 General

In addition to the below listed testing requirements, all products and the peripherals in ELS
shatbecomptantwithHEC62368=1

Al2 Mechanical testing of display devices

a)| EL displays in their casing shall withstand a pressure impact higher than 150°kg m/s2.

b)| Drop test: drop testing from 1,5 m on all edges (10 sides: front, back, small' sides and edggs)
of the EL shall leave no visible or functional damage on the device.

c)| The ingress protection rating shall be not less than IP 51.

Al3 System performance testing

a)| NFC function/tag shall be detectable with any mobile device.

b)| Display update at lowest/mid/highest temperature of infended environment conditions ahd
quality check of the updated display (e.g. 0 °C, 20 °Cy*40 °C).

c)| Image transmission test:
1) Reference device: 2,6 inch black-white-red“electronic paper display.

2) Display resolution: 125 dots per inch:(where the resolution of width and height are 2p6
and 152, respectively).

3) Complete display update required’ (no partial image updates). For a reference imade:
uncompressed image size is:11 248 bytes.

4) Minimum pass criteria: 2 000 updates per hour with one 10T gateway.
5) System setup:

i) core service testing for ELS backend system;

ii) access point function testing for loT gateway.

NQTE One inch equals’2,54 cm.
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Annex B
(informative)

Application scenarios, and use cases of ELS

1 Application scenarios

1.1 Consumer-oriented representation of merchandise information
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a)
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3)

.2 Staff-oriented representation of merchandise management information

bresentation of merchandise information also needs to achieve the following two aspects.

Display other information that consumers might be interested in, including, but'not limit
to, merchandise source information, market monitoring information;~ merchandi
introduction links, and coupon codes.

Keep timely and synchronized information update between online atfd’offline businesse
such as the information of commodities, regular sale events and‘ massive promotion
activities.

ven the need of flexible business mode and the frequent change of merchandise informatig
p continued use of traditional paper labels and the manualniaintenance of such labels wol
sult in greatly increased labour costs, business complexity,”and business error rate. To avg
ch issues and help to improve the overall business efficiency, use of ELS can achieve t
al for the following reasons.

ELS can guarantee the timely information update for the merchandise information th
consumers might be interested in by interagting closely between the electronic labels a
the ELS backend system without manual gperation.

Highly customizable information representation template can guarantee the different nee
of merchandise information representation.

ELS can conduct the online andvoffline business activities synchronously for the ease
overall business monitoring and’resource dispatching.

addition to the merchandise information representation to consumers, the staff-orient
presentation of merehandise management information is also necessary. Because staff ne
manage the merchandise — inventory status monitoring, merchandise replenishing a
cing, etc. — sbich information can help staff to perform these tasks efficiently in the followi
pects.

ELS can” help staff to perform inventory monitoring and replenishment, expiration da
monitoring and controlling, etc. by providing staff with the merchandise managemsg
information representation template to conveniently inquire about the current inventd

the retail industry develops, merchandise labels are not enough to show consumers |the
mmon merchandise names, units and prices only. Instead, the consumer-oriehtgd
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replenishing merchandise, timely replacement of expired merchandise, etc.

(e

ELS can simplify the procedure of the sorting and adjusting for the merchandise placement
through the interaction between the staff and the ELS backend system, which can free staff

from complicated location memorization of merchandise.
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