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INTERNET OF THINGS (loT) -
REAL-TIME loT FRAMEWORK

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
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in liaison with ISO and IEC, also take part in the work.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible,
international consensus of opinion on the relevant subjects since each technical committee has representat
from all interested IEC and ISO National bodies.

IEC and ISO documents have the form of recommendations for international use and are accepted by IEC 4
ISO National bodies in that sense. While all reasonable efforts are made to ensure that thestechnical content
IEC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way.in which they are us
or for any misinterpretation by any end user.
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In order to promote international uniformity, IEC and ISO National bodies undertake to apply IEC 4gnd

ISO documents transparently to the maximum extent possible in their national and'regional publications. A
divergence between any IEC and ISO document and the corresponding national-or regional publication shall
clearly indicated in the latter.

IEC and ISO do not provide any attestation of conformity. Independent certification bodies provide conform
assessment services and, in some areas, access to IEC and ISO marks of conformity. IEC and ISO are
responsible for any services carried out by independent certification-bedies.

All users should ensure that they have the latest edition of this document.

No liability shall attach to IEC and ISO or their directors, employees, servants or agents including individ
experts and members of its technical committees and |IEC and ISO National bodies for any personal inju
property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (includ
legal fees) and expenses arising out of the publication\use of, or reliance upon, this ISO/IEC document or 4
other IEC and ISO documents.

Attention is drawn to the Normative references tited in this document. Use of the referenced publicationg
indispensable for the correct application of thistdocument.

Attention is drawn to the possibility that seme of the elements of this ISO/IEC document may be the subject
patent rights. IEC and ISO shall not be_held responsible for identifying any or all such patent rights.

O/IEC 30165 has been prepared by subcommittee 41: Internet of Things and Digital Twin,
O/IEC joint technical committee 1: Information technology. It is an International Standard.

e text of this International Standard is based on the following documents:

FDIS Report on voting

JTC1-SC41/216/FDIS JTC1-SC41/229/RVD

[l infe@rmation on the voting for its approval can be found in the report on voting indicated
b above table.
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The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1, available at www.iec.ch/members_experts/refdocs
and www.iso.org/directives.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

This document addresses a special kind of loT system operating in real-time that is called real-
time loT (RT-loT) systems.

The correct behaviour of a real-time system depends not only on the logical correctness, but
also on the timeliness of its actions. Design and development of a real-time system are different
from conventional computer systems in terms of real-time OS, embedded development, task

SC

heduling, etc.
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1 emphasizes the requirements of timeliness and predictability in real-time systems
lows.

he challenges and trade-offs faced by the designers of real-time systems are \quite differs
m those who design general purpose computing systems. To achieve .the fundamen
huirements of timeliness and predictability, not only do conventional methods for scheduli
d resource management have to be redesigned, but new concepts’/that have not be
nsidered in conventional systems need to be added. New paradigms _are‘necessary to spec
d validate real-time systems."
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support real-time requirements. Therefore, it is important to complement the real-tin
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ck of understanding of real-time systems could lead to @nsuccessful RT-loT syste
ployment where real-time computation is required. A deployment of an RT-loT system bas
the very general real-time capabilities defined in ISOAEC 30141 [2] is not enough to fu

pabilities of 10T reference architecture for RT-loT systems.

sically, an RT-loT system has features of a typical lIoT system except real-time capabili
O/IEC 30141 explains real-time capability of-an loT system as follows:

a characteristic of a system or mode of operation in which computation is performed duri
the actual time that an external process occurs, in order that the computation results can
used to control, monitor, or respond-in a timely manner to the external process

nsidering the characteristics.ofreal-time capability, any loT system embraces real-tin
pects to some extent simply_because it continuously interacts with the physical world.

quirements for real-time’/capability depend on the peer that an loT system interfaces wi
r example, a human=~machine interface guarantees a maximum delay of 250 ms in presenti
sponses to humahnsy whereas 150 ms is sufficient in a telephone service. Any loT syste
erfacing with physical things guarantees some extent of timeliness because any eventin t
ysical world{demands timely adjustment from the loT system.

is document focuses on real-time capability in addition to very general description given
O/IEC”30141, because failing on timing constraints could cause serious damage to an |
stemror to its environment, including injury or even death of people involved. Certain RT-I
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of high importance.

The purpose of this document is to provide a guideline for deploying an RT-loT system to avoid
pitfalls that usually occur during real-time system developments.

1

Numbers in square brackets refer to the Bibliography.
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INTERNET OF THINGS (loT) -
REAL-TIME loT FRAMEWORK

1 Scope

This document specifies the framework of a real-time loT (RT-1oT) system, including:

— | RT-1oT system conceptual model based on domain-based loT reference model defined
ISO/IEC 30141;

— | impacts of real-time parameters in terms of four viewpoints (time, communication, cont
and computation).

2| Normative references

THere are no normative references in this document.

3| Terms, definitions and abbreviated terms

3.1 Terms and definitions

Fqar the purposes of this document, the following terms.and definitions apply.

ISP and IEC maintain terminological databases for use in standardization at the followi
addresses:

e | IEC Electropedia: available at http://www.electropedia.org/
¢ | ISO Online browsing platform: available at http://www.iso.org/obp

3.1.1
repl-time loT
RT-loT

o system with timing constraints

Note 1 to entry: Correct.behaviour of an RT-1oT system depends not only on the logical correctness, but also
be|ng able to meet timing constraints.

3.1.2
timeliness

prpperty “of meeting timing constraints, finishing before the deadline and giving compulsd

repponse

n

ol

=

Yy

3.2 Abbreviated terms
2G/3G/4G second/third/fourth generation mobile networks

5G fifth generation mobile networks

Al artificial intelligence

ASD application and service domain
CPU central process unit

loT Internet of Things

LAN local area network

OMD operation and management domain

PED physical entity domain
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QoS Quality of Service

RAID resource access and interchange domain
RT real time

TSN time-sensitive networking

ub user domain

4 Conceptual model

4.1 General

Figure 1 illustrates the conceptual model based on the loT reference architecture |in
ISPO/IEC 30141. The conceptual model of an RT-loT system inherits domain-based-reference
maodel and extends it in terms of timing constraints.

User domain

(Operation an (Application and Resource access

management service domain|—— | and interchange

domain (OMD) (ASD) domalnﬁ%RAlD)
@

|

Soft

O
)\\Q/

4 Edge subsystem (sensing and controlling domain) R

f@
Logical control unit
(including some of the OMD, ASD, RAID elements)

Communication unit

| |

| Sensing unit l [ Controlling unit I

Criticality of timing constraints
Timeliness
Predictability/reliability
Resource management/life cycle management

\\ )

Hard

3 - Timing constraints Physical entity Y
domain (PED)
IEC

Figure 1 — RT-loT system conceptual model

o)

4.5 The sixd .

First of all, an RT-loT system is still an loT system. Its conceptual model is extended from that
of the six domain model for an loT system.

4.3 Edge sub-system

The edge sub-system is an entity of an RT-loT system, which encompasses loT device entity
and loT gateway entity defined in ISO/IEC 30141.

An RT-loT system can be deployed at different scales from large scale that has a number of
edge sub-systems to small scale that has limited number of edge sub-systems.
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As an loT sub-system, the edge sub-system also includes some elements of other domains to
be a complete functioning system; it is a small scale RT-loT system. A large scale loT system
could be a system of multiple collaborating 10T systems. This document and ISO/IEC 30141
should be referenced in designing a system of multiple collaborating RT-loT systems.

The edge sub-system is in some ways similar to edge computing system described in other
literature.

4.4 Timing constraints

Timing constraints are the major characteristics of an RT-1oT system. Timing constraints cou
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timing constraints could be violated without causing significant conhsequence.
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within a domain or between domains, could be local or global.

ch domain and each functional component need to have a sense of time. For these ‘domai
functional components involved in a shared timing constraint, their local clock should
nchronized with a master clock. It could be a single master clock in the wholesystem. On t
this, the timing constraints could be defined and satisfied.

ming constraints are classified into two categories according to the consequence that violati
b timing constraints causes in an RT-loT system. Hard real-timetsometimes requires that
adline should never be missed, otherwise catastrophes can happen. In soft real-time, t

e edge sub-system interacts with the physical world generally under the requirements of h3
bl-time. The delay of time is shorter as the edge sub=system is closer to the physical wor
is is indicated with the word hard at the bottom ‘in Figure 1. However, the criticality
plementing and handling timing constraints become’s soft far away from the PED, where mo
mputation power is usually available such as\OMD and UD. This is indicated with the wg
ft at the top in Figure 1.

TE This document provides a guideline for deploying an RT-loT system. While it covers in general terms, fut
cuments will cover many related topics in mefe detail, such as the following.

Support of timeliness, availability, and predictability in the vertical dimension. The timely delivery of data fr
an loT device to the cloud, and vice versa.

Real-time constraints across multiple applications.
Real-time resource management in complex cases.

The life-cycle management.*Besign and validation of an RT-loT system depends on specific application area 3
follows specific practices./It might include, for instance, certification.

Other new technolegdies referenced in Annex A.
Viewpoints of RT-loT system conceptual model

| Time view

1 4 General

ng
a
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of
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ire

Time view represents time-related characteristics of an RT-loT system. Entities of an RT-loT
system should have a common understanding of the clock to reference the time, although the
precision can differ in each entity. Figure 2 shows the RT-1oT system time view.
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)
User domain (UD)
- @/
Operation and Application and Resource access
management service domain and interchange
domain (OMD) (ASD) domain (RAID)
o180 ., S Q

Timeout handling

and controlling domain)

Clock synclronization
Timesfamp
Time grgnularity

( Edge subsystem (sensing

r@

’C? - Timing constraints

Physical entity
domain (PED)

Figure 2 — RT-loT system time-view

5.1.2 Clock synchronization

Injan RT-loT system, all functional components should have a clock that is synchronized td a
master clock for distributed timing constraints, if,the components together are required to mget
c{rtain timing constraints. However, a master-clock is optionally synchronized to the glohal
standard time. In some cases, a componéent's clock may be of different synchronizatipn
precision, or even not synchronized.

IECC 61588 [3] defines a precision_cleek synchronization protocol for networked measuremgnt
and control systems.

THe Internet has a high acCuracy in time with the help of several international atomic clocks.
An loT system could synchronize with the Internet time, referencing of which could be importgnt
injtroubleshooting, legalcontext, etc. The NTP (Network Time Protocol) standard [4] defineq a
synchronization protoCol used on Internet.

5.1.3 Timestamp

Injan RT-10T)system, events, data, actions, etc., are all able to be timestamped.

5.1.4 Time granularity

An RT-1oT system should support appropriate time granularity, or length of time defined in the
timing constraints.

Being fast or quick does not mean being real-time. The time unit measured in real-time
constraints could be large or small, but the key is for the system to be timely and predictable.

Different 10T systems could have different time granularity. A driverless car needs to react to
external events in microseconds, whereas a smart building adjusts room temperature in minutes.
Within an RT-1oT system, the actuator can act in milliseconds, but the self-diagnostics routine
could run intermittently in the background. Hard real-time systems could be systems with large
time granularity, and vice versa. For example, distributed control systems in the process control
industry are often hard real-time systems, although their control cycles are often in seconds.
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5.1.5

An RT-loT system should implement a timeout handling mechanism.

Timeout handling

—9-—

While an RT-1oT system should finish all tasks within the deadlines. One major feature of a real-
time system is its component handling timeouts. There are different handling approaches. Some
applications allow rolling back the modification. A process application can entail opening a
relieving valve after a task misses the deadline. In other cases, the system is simply rebooted.

5.2 Comm

unication view

5.2.1

THe need for timely interaction between different elements entails real-time support from t
cogmmunication networks. Deterministic network capability, if needed for timeliness{ds essenti
Tineliness of communication is achieved through properties such as bandwidthymanageme

General

lajency, and redundancy management.

Operation and
management
domain (OMD)
@

User domain

Application and
service domain
(ASD)

i

Resource access
and interchange
domain@LRAlD)

-

Edge subsystem (sensing and controlling domain)

)

Logical control unit

(including some of the OMD, ASD, RAID elements)

[

Communication unit

Sensing unit

Controlling unit

=

Off the nétworks in an loT system, the field level networks are usually fieldbuses and usua|
prpvide thard real-time support. Soft real-time support is expected at the administrative lev

2 - Timing constraints ZT:::;:I (:nEtIIDty

Figure 3 — RT-loT system communication view

User network
(deterministic
network)

Service network (
(determini

ne%

Access network
(deterministic
network)

Proximity network
(deterministic
network)

i.g. ‘@actions involving a human to manage the system.

he
al.
ht,

Bandwidth management

Latency

Redundancy

Priority

IEC

<

14

There are different network topologies and technologies among the four network types in
Figure 3. They are explained in ISO/IEC 30141 [2]. Some |oT devices are part of a fixed
installation and can be connected to a wired or wireless network, and some loT devices are
mobile and hence connected to a wireless network, and each network technology has a different
and potentially varying latency. Regardless of all those differences, a network should provide

different degrees of timing support.

communication could also meet stringent timing constraints.

In an RT-loT system, a mobile device's wireless
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5.2.2 Bandwidth management

Bandwidth is the rate at which bytes of data can be moved across a given network connection.
The lower the data rate, the longer it takes to move a given amount of data across the
communication link. The network traffic needs to be managed so that real-time data traffic flows
smoothly. There should be no blocking for time-sensitive data. While guaranteed bandwidth
needs to be allocated for real-time data, it is better for the total bandwidth to be fully utilized for
all data traffic. Bandwidth could be pre-allocated or dynamically allocated.

An RT-loT system should provide a mechanism to convey time sensitivity of a data package or
a fommunication session 1o the Nnetwork that routes the data accordingly. Priority 1S commonly
used for this purpose.

THe supported data rate is usually fixed by the technology involved in the network ¢ennectign.
THe supported data rate can vary substantially among different network technologies.

THe term Quality of Service (QoS) is usually used in the network community to describe ddta
communication support. If QoS ranges from 0 to 1, then hard real-time task-demands QoS =|1.

5.2.3 Latency and jitter

An RT-loT system should employ techniques addressing network latency in its design. Real-
time data, which can be timestamped, should be delivered before it expires. Latency is the time
ddlay in delivering data from one node across a network eonriection to another node.

An RT-loT system should employ techniques addressing network jitter in its design. It is typigal
fof the actual time taken for the end-to-end processén a given RT-1oT system to vary to some
extent — such variation in the time taken is termedvjitter. Jitter can be an intrinsic aspect of the
sylstem concerned, or it can vary depending.on the state of the system — in particular, the time
taken could increase with the load (or throughput) of the system.

5.2.4 Redundancy

Network redundancy is one of the means to provide guaranteed data delivery while meeting the
timing requirements. When faiture occurs, the redundant data delivery should still be finished
within the deadline. Redundant data could be sent simultaneously, or only when the previous
ddlivery fails. Redundantdata could also be sent on different network links.

Link aggregation is\'oane of the means to guarantee data delivery while meeting the timipg
refluirements. When data delivery fails, the data should be redelivered via an alternatiye
ndtwork link within’ the deadline.

5.2.5 Priority

Data“should be prioritized and treated differently by the network. High-priority data gets
trgnsmitted earlier and faster for higher priority tasks. Priority is the basic concept throughqut
any real-time system. It is emphasized in this view because an loT system is by definition a
networked system. A prioritized network is essential to provide real-time guarantee.

5.3 Control view
5.3.1 General

Historically, control systems were common in industrial environments, for example being used
on production lines to ensure the smooth operation of those production lines. Most RT-loT
systems include actuators in the edge subsystems to act upon the environment. They are the
extension of a typical control system. The practice of a control system applies to an RT-loT
system. Figure 4 shows the RT-1oT system control view.
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Logical control unit
(including some of the OMD, ASD, RAID elements)
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Physical entitﬂ A\ §
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Figure 4 — RT-loT system control view
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5.8.2 Physical safety

Physical safety is typical in a real-time system; For an RT-loT system, especially a hard real-
tiTe one, strong safety requirements should be in place safeguarding the critical 1pT
infrastructure and the wellbeing of the warkers, users, properties and the environment.

5.8.3 Reliability

It lis inherent that a real-time_‘system is reliable. It is expected that some problems require
ddgterministic analysis, computation and response. Reliability should be a design criterion for
any RT-1oT system.

5.8.4 Accuracy

A [RT-loT systemvwith hard timing constraints should satisfy a higher level of accuracy in |ts
regults. Any system that interprets and acts on the results should have safeguards against
undesirable _and unintended physical consequence.

5.8.5 Fault tolerance

In an RT-1oT system, fault tolerance means to accomplish every output action of a critical task
successfully in spite of component failures. The failures could be of hardware or software. There
are many techniques developed over the years, for example, voting scheme, self-checking,
recovery methods, surveillance and reconfiguration, etc.

5.3.6 Closed loop control

Closed-loop is a basic concept in automation control. Many RT-loT systems are used in
automation industry that employ many closed loops. An RT-loT system should make use of
automation control theories and practices.
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A control loop typically involves some sensors observing a real-world process and using the
inputs from the sensors to direct one or more actuators to influence or control that real-world
process. Sensors could also receive outputs from the loT system; actuators could also provide
sensory information.

Higher layer could also implement advanced control algorithms or data analytic modules to form
soft real-time loops. They belong to the OMD and could be realized in the cloud.

5.4 Computation view

5.4.1 General

Dgsigning an RT-loT system should follow the practice of designing a real-time system:

A real-time computer system is much different from a general-purpose computer system. The
repl-time system field has been in existence since the invention of the computer and hps
matured with thorough theories and methodologies. A successful RT-loT-system should pe
cognizant of them.

Sybclause 5.4 lists the key elements of a real-time computer system~See also Figure 5.
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Figure 5 — RT-loT system computation view

5.4 2—Real-timetaskmodel

A task in an RT-1oT system with real-time constraints should be a real-time task.

A real-time task is modelled with parameters: computation time, deadline, and sometimes the
start time. A task could be periodic or aperiodic; parameters such as period, minimum
separation time and jitter are also defined. When tasks work together, they often access shared
resources, called critical sections.

5.4.3 Real-time operating systems

For better support of real-time capability, edge sub-system should consider using a real-time
operating system as well as OMD, ASD and ACD.
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real-time operating system is typically portable, componentized, configurable, with small

footprint, flexible with priority and pre-emption, and highly reliable.

544 Real-time databases

For better support of real-time capability, real-time database should be used where appropriate

in

the RT-loT system.

As systems grow, data management becomes a bigger challenge, so databases come into being.
Real-time databases are designed for real-time applications.
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lafter can be more important.
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addition to the benefits of a database, a real-time database is different due to the time aspegts
the data: not all data are permanent, some are temporal; serializable schedules |need [to
nsider temporal correctness; precision sometimes may be traded for timelingssJsince the

1.5 Task scheduling and resource management

set of real-time tasks in the RT-10T system should be scheduled in~a\way so that no timihg
nstraints will be violated.

al-time scheduling includes single-CPU, multi-CPU, and over‘networks. Shared resources
ther complicate the scheduling problem. Scheduling poliecy ‘could be fixed priority or dynamic
ority, pre-emptive or non-pre-emptive, interrupt-driven{or time-triggered. The schedulihg
licies, like dynamic best effort or dynamic planning, are also used for aperiodic tasks.

al-time task and scheduling has been studied extensively in the real-time systems community.
bnsactional real-time tasks are often encountered in an RT-1oT system.

1.6 Distributed computing

a system with different edge systems, an RT-loT system should also coordinate the timipng
nstraints among distributed components. Operating system, database, scheduling, etc. gll
ould be adapted accordingly-
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Annex A
(informative)

State of the technology

This document defines an RT-1oT system. The technologies underneath an loT system evolve
fairly quickly. The same is true for RT-loT systems. Annex A lists some of the technology
development in 2019 that is beneficial to RT-loT development.

Th

GG AD dll UIIdb:UI GG pIUV;dUO hlyhcl opccdb, :UVV':dtUllby, dllltll bUttUl Quailty Uf SUIVi
(QoS), for real-time applications. To meet timing constraints, the network speed’a
bandwidth needs to be good enough for any applications. There are already limited(RT-I
applications built with 2G/3G/4G. Many high-demand applications demand, latency
microseconds, which becomes possible with 5G. For example, connected(ears, onli
surgery, etc. However, for 5G to truly make those happen, it needs to include real-tin
support in its infrastructure, for which this document provides the guidelines:

Smart manufacturing: Smart manufacturing relies on extensive information collected frg
the factory floor and comprehensive control of the production. A modern factory is an |
system; a modern factory is also a real-time system.

Edge computing: Edge computing corresponds to the edge subsystem in this docume
although its scope and target differ.

Time sensitive networking (TSN): There is a joint project of IEC SC 65C/WG 18 a
IEEE 802 to define time-sensitive networking profiles for industrial automation. The profil
select features, options, configurations, defaults, pratocols, and procedures of bridges, e
stations, and LANs to build industrial automation_networks.

Artificial intelligence (Al) and machine learning: Al is being applied to many fields. Applyi
Al to real-time systems is a new active field:
e following current standard activities also could make use of this document.

The International Standards beingldeveloped in ISO/IEC JTC 1/SC 41. For example, t
transport interoperability draft contains a special section on real-time.

Edge computing.

Industrial loT.
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