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INTERNET OF THINGS (loT) -
DATA EXCHANGE PLATFORM FOR IOT SERVICES -
Part 1: General requirements and architecture

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
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in liaison with ISO and IEC, also take part in the work.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possipfe, |lan
international consensus of opinion on the relevant subjects since each technical committee has representatjon

from all interested IEC and ISO National bodies.

IEC and ISO documents have the form of recommendations for international use and are accepted by IEC gnd
ISO National bodies in that sense. While all reasonable efforts are made to ensure that thestechnical conten{ of
IEC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way.in which they are uded

or for any misinterpretation by any end user.

In order to promote international uniformity, IEC and ISO National bodies undertake to apply IEC 4nd

ISO documents transparently to the maximum extent possible in their national and'regional publications. An

y

divergence between any IEC and ISO document and the corresponding national-or regional publication shall|be

clearly indicated in the latter.

IEC and ISO do not provide any attestation of conformity. Independent certification bodies provide confornjit

y

assessment services and, in some areas, access to IEC and ISO marks of conformity. IEC and ISO are not

responsible for any services carried out by independent certification-bedies.

All users should ensure that they have the latest edition of this dgeument.

No liability shall attach to IEC and ISO or their directors, employees, servants or agents including individpal
experts and members of its technical committees and |IEC and ISO National bodies for any personal injury,
property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including

legal fees) and expenses arising out of the publication)\use of, or reliance upon, this ISO/IEC document or gn
other IEC and ISO documents.

Attention is drawn to the Normative references tited in this document. Use of the referenced publications|
indispensable for the correct application of thistdocument.

is

y

Attention is drawn to the possibility that seme of the elements of this ISO/IEC document may be the subjectl of

patent rights. IEC and ISO shall not be.held responsible for identifying any or all such patent rights.

ernational Standard ISO/IEC 30161 was prepared by subcommittee 41: Internet of Things
d related technologies, of-ISO/IEC joint technical committee 1: Information technology.
e text of this International Standard is based on the following documents:
FDIS Report on voting
JTC1-SC41/178/FDIS JTC1-SC41/187/RVD

Il information on the voting for the approval of this International Standard can be found in the

bort on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

loT implements various services in many fields, such as "Remote Management of Large
Equipment in a Plant", "Warehouse Goods Monitoring", "loT Endpoint (Sensors and Actuators)
Monitoring Systems", etc. The loT architecture can be categorized into vertical and horizontal
approaches. For small deployments in limited areas, the vertical approach is possible. However,
for large scale deployments, the horizontal approach is required, and then introducing the
concept of a common platform is helpful for implementing various services. In the horizontal
approach, information processing and networking are positioned as the platform. And also, the
types of 10T services are increasing in different application fields. To make IoT services more
creative and productive, data exchange between various I0T services needs to be supporipd
and a common platform for data exchange is the simplest way. This document has begn
dgveloped in accordance with a detailed study of a platform that supports various loT use-cassgs.
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INTERNET OF THINGS (loT) -
DATA EXCHANGE PLATFORM FOR IOT SERVICES -
Part 1: General requirements and architecture

1 Scope

THis document specifies requirements for an Internet of Things (loT) data exchange platfo
fof various services in the technology areas of:

e | the middleware components of communication networks allowing the co-existence of |
services with legacy services;

¢ | the end-points performance across the communication networks among thieloT and lega
services;

e | the 10T specific functions and functionalities allowing the efficientvdeployment of |
services;

e | the loT service communication networks’ framework and infrastructure; and

e | the loT service implementation guideline for the loT data €xchange platform.
2| Normative references

THe following documents are referred to in the text.insuch a way that some or all of their conte
constitutes requirements of this document. For dated references, only the edition cited applig
Fgr undated references, the latest edition;-of the referenced document (including a
amendments) applies.

ISO/IEC 30141:2018, Internet of Things-(loT) — Reference architecture

3| Terms and definitions
Fqgr the purposes of this dogument, the following terms and definitions apply.

ISP and IEC maintain’ terminological databases for use in standardization at the followi
addresses:

e | ISO Onlinebrowsing platform: available at http://www.iso.org/obp

o | IEC Elestropedia: available at http://www.electropedia.org/

3.1

m

nt

lo[_data exchange platform
loT DEP

set of functional blocks that provide an abstraction of 10T data blocks and exchange of IoT data

with other entities

Note 1 to entry: For example, in a huge number of sensors across various networks, 10T DEP reduces traffic
volumes and exchanges loT data with other entities. Functional blocks of loT DEP are implemented at endpoints and

nodal points in lIoT networks. These functional blocks cooperate as a platform.

3.2
nodal point

point that investigates routing information specified in communication protocols and relays data

blocks according to such information
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4 Abbreviated terms

CAC communication access control
CCN content centric network

DNS domain name service

ICN information centric network
loT Internet of Things

loT DEP loT data exchange platform
IP internet protocol

MQTT Message Queuing Telemetry Transport
O$l open systems interconnection
QoS quality of service

T¢P transmission control protocol
ubP user datagram protocol

5| Overview of loT services

=3

Cansidering loT use cases across sectors, it can be assumed(that data blocks from/to sensqrs
anld actuators, referred to as "loT data", are transferred.across networks. To reduce traffic
volume and comply with various user requirements on Q0S, it is reasonable that an loT DEP
shiould be deployed. The lIoT DEP is positioned in theapplication layer of the OSI referenge
model. However, loT data is transferred over abstracted lower layers including the currgnt
Infernet. An loT DEP shall be implemented in aceordance with the networking view of IpT
reference architecture defined in ISO/IEC 30141:2018.

THe 1oT DEP should not impact communications other than loT data and permit co-existence|of
cammunications of 10T data and other data. Therefore, this document promotes an approagh
that isolates communications of 10T data from other communications. It excludes specificatiops
ofcloud computing and edge computing, which deal with distributed operations for every layer
inthe reference model.

Oyerviews and analyses-~'of/ the loT use cases have motivated this document and gre
suUmmarized in Annex C. TFhese use cases are collected in ISO/IEC TR 22417 [1]1.

6 | Network configurations for loT services

6.1 Overview of network configurations for loT

An overview of network configurations for 10T is shown in Figure 1. Networks provide connectipn
among.loT users, loT gateway, and loT devices specified in ISO/IEC 30141:2018. Moreovér,
lo devices — for example specified in ISO/IEC 30118-1 to ISO/IEC 30118-6
[2],[31,[41,[5].[6],[7] — are included.

Each network can have several nodal points. In ISO/IEC 30141:2018, sub-systems (Operations
& Management sub-system, Application & Service sub-system, and Resource Access &
Interchange sub-system) in entity-based reference models take on the role of nodal points.
These sub-systems correspond to the Operations & Management Domain, Application &
Service Domain, and Resource Access & Interchange Domain in a domain-based reference
model.

1 Numbers in square brackets refer to the Bibliography.
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loT-users

loT gateway

Ao !
TNCTWOTKK

- >
loT devices ,\

er

Figure 1 — Overview of network configurations C)

Dg¢tailed network configurations based on Figure 1 are shown in Figur \As shown in Figure|2,
configurations consist of five service types. Service type 1 prow cal services for limitgd
argas. Service types 2 to 5 provide wide area services. In some es of wide area servicgs,
loT gateway can be deployed for connections between 10T us nd loT devices. However,|i

(2]

other cases, 10T users can be connected to 0T devices an t loT gateway. In network type
based on ISO/IEC 30141:2018, a proximity network provi onnections for the limited ares

Fqr the wide area services, the user network, service &Szro , and access network are deploy
Injthese, the user network takes the role of network fo specific applications and is operat
by| loT user. The service network and access ngtwork accommodate generic application]
in¢luding loT-specific applications and legacy ications (e.g. telephony, video distributig
and Internet access). The service network in es switching functions among locations. Th
agcess network provides multiplexing funct@ of traffic flow from every specific area.

S”

w1
o

=]

Local area
service

Wide area service

loT-users

Access/
Service
network

!Q%imity loT loT User
??~ etwork ‘: gateway gateway | network

. Proximity\‘g | Proximity\“-‘
i network ; i network |

: User :
network

Access/
service
network

loT devices

IEC

Figure 2 — Service types of the network configurations
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6.2 Network models for an loT DEP

An loT DEP transfers a huge number of data blocks from/to sensors and actuators effectively.
It should be applied to any service including local area services and wide area services for 1oT.
It should be operated across any network, including proximity networks, access networks,
service networks, and user networks specified in ISO/IEC 30141:2018, even if applications
other than loT are deployed in these networks.

Although network configurations are categorized into five types (Figure 2), these five types are
aggregated into three types from an loT DEP point (Figure 3). As shown in Figure 3,
configuration type 1, types 2 and 3, and types 4 and b are redefined as coniiguration types [X,
Y,|and Z, respectively.

X Y Y4

) N~

Wide area service

Ve

Local area
service

loT-users
|/ s e
x.\network network
Proximity loT user Q:f\iz:/
network | atewa atewa
i ¢} network network
{"Proximity“; {'Proximity“;
i network ; | network /,i'

loT devices

Figure 3 — Redefined configuration types for an loT DEP

7 | Data exchange platform in loT reference architecture

71 General

lo] DEP takes(the role of the interworking of information in loT systems. Cloud computipg
related technologies, including interfaces of connections to the cloud, are not specified in this
ddcument.

An leT DEP is distributed to entities specified in ISO/IEC 30141:2018. Therefore, it works ag a
platform by combining distributed parts.

7.2 Position of an lIoT DEP in loT reference architecture

7.21 Functions of the loT DEP

An loT DEP transfers data to loT applications effectively as a part of network functions. loT
DEP shall not include data processing and computation in cloud computing.
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An loT DEP shall provide the following functions.

7.

lo
lo
IS

In order to ensure effective 10T application services, an loT DEP shall operate independent
of communication media and protocols. It shall connect among loT users and loT devices
via loT gateway or directly. For example, when a huge volume of data from sensors is
transferred across wide area networks using Internet technologies, an loT DEP provides the
communication with small overheads such as small processing delay and/or a small traffic
volume by reducing processing on complicated IP related protocols.

An loT DEP shall dynamically control the required functions for loT applications. For
example, it controls traffic flows for lIoT applications and shall provide a requested QoS.

An |oT DEP shall manage the validation of communication paths and loT devices.

User Domain
[ loT-users

! Network J L Network | 'Hm
(
Operations & /( Application & \\ é Resource Aceess' &

Management Domain Service Domain Interchange\Domain
Operations & <,‘:[ Application & ﬁ: #> Resﬁrce Access
Management Service erchange
Sub-system Sub-system </ ‘Sub-system loT DEP
L 4 A\ ') ;‘\
Q[ Network ] [ sx@lwork J D
Sensing & Controlling N
Domain C\Q) loT gateway loT DEP
3
[ : C\)éI devices loT DEP

( HElE) En g [ Physical entities ) )
Domain

IEC

Figure 4 — Locations of loT DEP functions in the loT reference models

p.2 Poésitions of the loT DEP

' DER functions are implemented in lIoT user, Resource Access & Interchange sub-system,
[ Cgateway, and IloT devices that are specified in the entity-based model [of

OMEC 3041 20t8—The Tetationstip—between —the—Teference —modet—specified—
ISO/IEC 30141:2018 and an loT DEP is shown in Figure 4. In ISO/IEC 30141:2018, two

in

reference models — entity-based and domain-based — are specified. In Figure 4, locations of
the loT DEP functions are shown, explaining the relationship between both reference models

in

ISO/IEC 30141:2018.

7.3 Operation of an lIoT DEP in an loT system

Functions of loT DEP are described in 7.2.1. In Cases C and D, loT applications provided by
an loT DEP co-exist with legacy applications. Figure 5 shows a logical configuration; however,
loT gateway and Resource Access & Interchange sub-system accommodating loT DEP
functions can be shared with nodal points for legacy applications, from an implementation point

of

view.
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loT DEP Case A —
loT users <———{ End points ]

, loT DEP Case B
Resource Access & . .
Interchange sub-subsystems Nodal points :

B kTP “-Networks - f------oirolo o lo il oIl .
f loT DEP Case C

. loT gateway ‘—’( Nodal points W '

TH

loT DEP Case D

loT devices End points
\ J [ P ]

Figure 5 — Cases of an loT DEP and relationship between loT and other services

e operations of loT DEP in each case are described as follows.

Case A: An |loT DEP shall divide serial data streams from the loT user to data blocks. Thgn,

it shall transfer these blocks to connected network interfacés, as shown in Figure 6. T
connected network interfaces support generic services~(e.g. legacy applications on t

Internet). An loT DEP shall isolate communication paths for loT applications from other

paths to provide required QoS in loT applications:in"this operation, some virtualizati
technologies should be applied.

ol DEP
g Network Network
interface interface
o7 user (IoT) (Other service)

IEC

Figure 6 — Operations of the IoT DEP in Case A

Case B: An |0T~DEP takes on the role of a nodal point. In ISO/IEC 30141:2018, netwdrk
types are categorized into proximity networks, access networks, service networks, and uger

networks+An loT DEP shall be applied to all these networks except proximity networks.

As

showndnyFigure 7, 10T applications shall be provided via an lIoT DEP between netwqrk

interfaces. On the other hand, other applications are provided between network interfac
without [oT DEP. In an loT DEP, paths of loT applications are controlled to isolate the pat
ofyother applications and to comply with requested QoS requirements in loT applications

es
hs
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loT applications

Network Network
interface <-- L "' > interface

Other applications

Y

(19

Access network, service network, Q
user network IEC (l/
Figure 7 — Operations of an loT DEP in Case B Q'\

Case C: An |loT DEP is integrated into an loT gateway. In ISO/IEC 3014@ 18, loT gatewpy

connects between proximity and access networks. An loT DEP tra rs loT applications

between proximity and access networks, as shown in Figure 8. In T DEP, paths of |
applications are controlled to isolate paths of other applica@ s and to comply w
requested QoS requirements in loT applications, as with Case\E\

XV

loT se&&e

Io&eway

! \©ther service :

T — v
I@}yrk Network
interface interface
(proximity) (access)

C)(J IEC

(j%’ure 8 — Operations of an loT DEP in Case C

Case D: An EP is integrated with 10T devices, which accommodate physical entiti
such as s s and actuators. It shall assemble data blocks based on signals from physig
entitiesd all transfer these data blocks to a proximity network, as shown in Figure 9.

N

DT
th

al

7o) oT DEP

Network
lIoT device interface

(IoT)

IEC

Figure 9 — Operations of an loT DEP in Case D
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8 Requirements for an loT DEP

8.1 General

The loT DEP shall comply with the requirements described in Clause 8. In Clause 7, four
applied cases of an IoT DEP are specified. Requirements described in Clause 8 are applied to

all cases unless otherwise specifically noted. Architecture for implementation in each case
loT DEP shall be in accordance with Annex A.

8.2 Requirements of functional blocks

on

8.2.1 Definitions of functional blocks

Figure 10 shows the functional blocks of an loT DEP. Each block shall be applied according
Tgble 1.

loT DEP

Data translation

Data control

loT contrél

loT management

Communication access contral

Adaptation

10T users, loT gateway, (0T devices or Resource Access
and Interchange sub-system

Figure0 — Functional blocks in an loT DEP

Tgble 1 lists all the func¢tiponal blocks in an loT DEP. This table clarifies the relationship betwe
fupctional blocks and“applied cases. For example, Case A does not require data control a
ddta translation bécause an loT DEP in Case A is located at the edges of the services. Case
ddes not require‘data control because an loT DEP in Case D is located at the connecting po

with the devices. However, this case shall include data translation because an loT DEP

asisembles(signals from the devices to data blocks. In the other cases (i.e. Case B and Case (),

all blockstshall be included because an IoT DEP in these cases shall operate as nodal point

Table 1 — Relationship between functional blocks and cases of an loT DEP

Blocks Case A Case B Case C Case D
Communication access control X X X X
Data control X X
Data translation X
10T control X X X X
loT management X X X X
Adaptation X X X X
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8.2.2 Communication access control (CAC)

Communication access control (CAC) shall provide protocol processing for loT applications, as

sh

As
ro
sh
trg

1)

2)

own in Figure 11.
loT DEP loT DEP loT DEP
CAC CAC CAC
¥ ; — H l
loT Network .Gateway. P H Net\;vork
device IF : : Network I/E VF 14
H Network I/F - . :

Figure 11 — Functional blocks in an loT DEP

shown in Figure 11, at the end points, the CAC in an loT DEP shall translate between t
v data from/to the loT devices or 10T users and data blocks. At.the nodal points, the CA
all transfer these data blocks to other CACs, independent of the lower-layer protocols a
nsmission media. The CAC has three requirements as follaws.

First, a large number of data blocks from/to the sensors{and actuators shall be controlled
the CAC block. This communication control will simplify the operations (e.g. realizing sm
overheads and simple communication sequences). New network technologies can
applied in this control; a promising candidate is\the ICN, which is summarized in Annex
In ICN technologies, simple communication sequences with small overheads are perform
because it is not necessary that physical addresses are discovered from transfer informati
For example, in the current Internet, IP -@ddresses are discovered by the DNS. However,
ICN technologies, this discovery progéss is not required. The CAC block shall be applied
all cases: Cases A, B, C and D.

Next, an IoT DEP is positionedjas an application layer protocol, as shown in Figure 1
Therefore, the CAC shall be adapted between the IoT applications and lower layers,

shown in Figure 13. It shall also abstract the lower-layer protocols. In loT application
various networks can be deployed for data transportation. The CAC shall be independs
of loT applications, and shall not investigate or modify content in these data blocks of |
applications. Although' detailed secure mechanisms can be specified, they are beyond t
scope of this document.
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OSI reference model

Application layer
loT DEP
(communication access control)

15—

Internet reference model

Application layer
loT DEP
(communication access control)

Presentation layer

Session layer }
[ ) ]
L Transport layer J L Transport layer (1CP, UDP) J
[ Network layer } [ Network layer (IP) J
‘ Data layer } ‘ Data layer }
‘ Physical layer ‘ ‘ Physical layer }

Figure 12 — Layer structures of the communication“platforms

[ loT services J

loT DEP Application layer
(communication access control) protocols

]

Lower layer protocol
sets

IEC

Figure 13 — Independence between CAC and lower layer protocols

3)| Lastly, an loT DEP/shall provide a co-existence between loT applications and other
applications, if .other applications are deployed. The co-existence architecture is shown|in
Figure 14.

Legacy
applications

loT
applications

i Legacy application
! protocols

loT DEP
(e.g., ICN)

Co-operations

Co-existence
The Internet

IEC

Figure 14 — Co-existence architecture between loT applications and other applications
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loT applications and legacy applications can be operated in parallel on the Internet as shown

in

Figure 14. 10T applications and other applications can be operated in parallel. The CAC shall

not request modifications of the Internet if this infrastructure is deployed. The CAC shall operate

ov

er the interfaces of the transport layers (e.g. TCP or UDP), and isolate loT applications from

other applications using certain technologies such as virtualization technologies.

8.2.3 Data control

Data control caches data in networks to mitigate traffic flows due to the retransfer of the same
data. Data control reduces the traffic volume in networks. It shall be installed at nodal points

(i.

lo

status. It shall manage route transfers of loT applications in networks. It shall be deployed f

all
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lo
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2.4 Data translation

2.5 loT control

.2.6 loT management

2.7 Adaptation

.3 Communication protocols

p. Cases b and C).

ta translation shall assemble data blocks from the bit streams of 10T devices (e({Q. sensor
shall be installed in Case D.

"2}
~

[ control shall provide operating parameters for the CAC and shall monitor the operatihg
or
cases.

[ management shall monitor failures of the loT DER.and communication routes between an
[ DEP and the other loT DEP.

is assumed that an loT DEP is operated over the transport layer in the protocol stack
scribed in 8.3. However, in other cases; the network layer or lower layers are connected|to
loT DEP through this function. This,;adaptation function depends on the implementations|of
loT DEP.

e requirements of an.|o¥ DEP are specified from the communication protocol viewpoint. An
[ DEP shall be positioned as the upper layer of communication protocols (i.e. an applicatipn
er protocol, as,shoewn in Figure 15). If it is operated over the transport layer, it shall pe
nnected to the-transport layer protocols (i.e. TCP and UDP) through conventional sockets] If
s not operated“over the transport layer, the lower layers shall be adapted to an loT DEP
ough the_adaptation function.

[ loT services }

( loT DD
TOT =

C oT5

L

Transport layer

—

Network layer J

Data link layer ]

YY)

Physical layer ]
IEC

Figure 15 — loT DEP connections over communication protocols
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8.4

An

Service mapping

loT DEP shall provide efficiency in information delivery without investigation and

modifications of information-related services. An loT DEP shall process information from/to the
lower layers independent of user services.

An

loT DEP is physically positioned as shown in Figure 16. To deploy services in various use

cases, an loT DEP shall abstract the network configuration, protocols, and services. If an loT
DEP is not deployed, the operations will be complicated, as shown in Figure 17.

Th

1)

loT users

loT DEP

----------- O

loT devices
IEC

Figure 16 — Connections between loT users and loT services with an loT DEP

loT users

Information
distovery

: e.g., DNS (domain name service)
translation information to address

______________ .

loT\devices

<«——> User data flow

> Control data flow
IEC

Figure 17 — Connections between loT users and loT services without an loT DEP

Operations-of an loT DEP

e generic operations of an loT DEP are described in 1) to 4) and summarized in Figure 18.

Pre-set transfer routes

2)

When users subscribe to an loT application, the transfer routes among an loT DEP are
established by loT management.

Data collection request

When loT users collect data from loT devices, a request message is transferred to the loT
DEP in networks using preset routes. In this operation, the DNS is not required, although it
is mandatory for the Internet. In cases of multiple pre-set routes, an IoT DEP resolves the
route selection. The IP and its related protocols are isolated from this operation.
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Data transfer

When an loT device transfers data, it transfers data to the loT DEP in the networks
discussed in 2). The loT DEP can cache data. Subsequently, when an loT user requests a
data transfer, an loT DEP transfers data in a cache instead of an |loT device. ICN
technologies are applied to data transfer mechanisms. These technologies are described in
Annex B.

Data access schemes

In operations 2) and 3), two detailed schemes are applied.

Qynr\hrnni7nr’l scheme: Interest/data seguences in—the CCN_which is a fypn of ICN, are

applied. Interest message is applied to request data collection. Data message is appli€d|to
transfer data corresponding to interest message. Interest/data sequences are paired.

Asynchronized scheme: Publication/subscription sequences in MQTT, which is ajtyp€ of ICN
and also a family of the ICN. Subscription message is applied to obtain data~Publicatipn
message is applied to data transfer. These messages are invoked independently. An 19T
DEP shall manage the relationship between these messages according to foT applications.

~ Data flow for Application A
<:> Data flow for Application B
End points

End points

loT device

10T user

Application A

Application B

iﬂ

loT device

Conventional network equipment
Pre-set routes by

8 —————— Management functions

loT DEP

IEC

Figur = i i i i nloT DEP
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Annex A
(normative)

Implementation guideline for an loT DEP

A.1 General

Annex A provides the guidelines for interoperability in an loT DEP defined as Cases A, B, C,
a d D. Ellt;t;co ;Ilu:udills dartl :UT DEP fUI UUIIIIIIUII;bGt;UII al'c ty'.llbcl::y UUIIf;UUIGd do OhUVVII |n
Figure A.1. An loT DEP is implemented over the transport layer without adaptation. Af the
adaptation function in an loT DEP is activated, the lower-layer functions can be includedhin IpT

DEP, as shown in Figure A.2.

Annex A provides the following configurations on implementation:

— | abstraction of lower layer in loT DEP;

— | internal connections in a component of loT DEP.

Services Application software
loT DEP Middleware
Transport layer Basic software
Network layer (0S)
Data link layer Device driver
Physical layer Dedicated device
IEC

Figure A.1 — Canfiguration of entity including an loT DEP without adaptation

Services Application software
loT DEP Middleware
Erl
Data link layer |
Physical layer Dedicated device

IEC

Figure A.2 — Configuration of entity including an loT DEP with adaptation
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A.2 Abstraction of lower layer in loT DEP

When an loT DEP is operated over the transport layer, an loT DEP shall be connected to this
layer through the socket interface specified in the TCP or UDP. This socket interface is identified
by port numbers, such as newly assigned well-known ports or negotiated ports.

When the communication access control in an loT DEP supports multiple access protocols of
various ICN technologies described in Annex B, multiple ports should be assigned for the

interfaces between the loT DEP and transport layer to identify each access protocol, as shown
in Figllrn A3

loT DEP

Communication access control

Access Access Access

protocol protocol protocal
Socket interface

Port 1 Port 2 Port 3

Transport layer,

IEC
Figure A.3 — Implementation on support of multiple access protocols in an loT DEP

When the communication capability in an 16T DEP requests different capabilities, such ps
trgnsfer route, etc. to transfer information in“fower layers, multiple ports should be assigned for
the interfaces between an loT DEP and*transport layer to identify the transfer capabilities, ps
shiown in Figure A.4. Port selection.isinvoked in the communication access control of an I1pT
DEP.

loT DEP

Communication access control

Socket interface

Transport Iayerl

Network layer and lower layers

IEC

Figure A.4 — Implementation on support of multiple socket interfaces in an loT DEP
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When an loT DEP is operated on the data link layer or physical layer, an loT DEP should be
connected to this layer through the adaptation function. The adaptation function converges
various interfaces in the data link layer or physical layer to the socket interface, as shown in
Figure A.5.

loT DEP

Communication access control

Socket interface

< - Ve -
( Port1 Port2” v ( Port3

T T RN IEC

Figure A.5 — Implementation on support 6fymultiple socket
interfaces in an loT DEP with adaptation function

Al3 Abstraction of lower layer in loT DEP
E4ch function block in an 1oT DEP is implemented as follows.

Al| the functions are implemented as middleware modules on basic software. However, the
cdmmunication access control and data‘control blocks require assistance by hardware, becauge
prptocol processing including finite-state machines and timer, and data cache can be handlgd
bylhardware, for example, ASIC (application specific integrated circuit) or specific acceleratofs.
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Annex B
(informative)

Typical communication protocols for ICN

ISO/IEC 30161-1:2020 © ISO/IEC 2020

Information centric network (ICN) technologies are described as an example of the data

exchange platform.

ICN technologies can be categorized into four types as described in Figure B.1:

Al

data-oriented network architecture (DONA);

content centric network (CCN);

publish—subscribe Internet routing paradigm (PSIRP);
network of information (Netlnf).

hough the detailed mechanisms of these types are different, the basic cencepts are the sam

mitigation of overhead in Internet such as location base routing and\data discovery, a

re

P
C
d
Fi

jure B.1.

Huction in traffic volume using networked cache.

CCN \\.Qw

DONA PSIRP

bIPR is an asynchronous architecture using publication and)subscription. MQTT can
egorized into this part. Other types include synchronous architecture using data request
mand and response, which are paired. The featuressof/these types are summarized

Netinf

Namespace

Name-data integrity

Human-readable names

NDO granularity

Routing aggregation

Routing of NDO Q9
v

API Q
"3

Routing of NDO reques%\%

Information abstraction model

O

(

Flat with structure Flat with structure

&{@&hical

Signature, PKI Signature, external Signature, PKI

independent trust source independent

No O Possible No

No - No No

Obj;cts 7 Packets Objects
Publisher/explicit Publisher Scope / explicit
Name-based (via RHs) Name-based NRS (rendezvous)

Reverse request path or
direct IP connection

Reverse request path
using router state

Source routing
using Bloom filter
Publish/subscribe

Synchronous get Synchronous get

P Many including IP IP/PSIRP

Flat with structure

Signature or content
hash, PKl indep.

No

Yes
Objects
Publisher

Hybrid NRS and name-
based

Reverse request path or
direct IP connection

Synchronous get

Many including IP

See B. Ahlgren et al. [8]

Figure B.1 — Types of ICN technologies
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Annex C
(informative)

Applied use cases based on an loT data exchange platform

C.1 General

In the use cases summarized in Annex B, the most effective cases of the deployment of loT
DI.'_.P dl'c ;Ild;hatcd do fU::UVVO.
S
Q

Farm product tracking use case: Actors and information exchang&ﬂ,

C2

THis use case is indicated in 7.5 of ISO/IEC TR 22417:2017 [1]. Figure C.1 ws the |
syistem for distributing farm products to consumers safely.

-

IT system ReaLline O
A monitoring in farm
< maintenance product market

Application Service Domain Object Domain

(OBD)

Tracking management
platform for government 2
customer N

u Farm product

loT
gateway

Tracking service platform
for public custom

Employees involved
in farm product
activities

Public
customer

Government
customer

Information, se¢urity

Resource Interchange Domain
(RID)

Farm product
T information

exchange platform

[

E-commerce
platform

~

[EC

)

Figure C.1 — Diagram of farm product tracking system

In this case, various sensing data (e.g. RFID data with farm products, ID card data for farmers)
are collected for every stage in a supply chain (e.g. producing, processing, transporting, and
selling). Subsequently, centralized administrative control over the data is performed.

In this system, data are collected from different supply chains; therefore, traffic volume is
increased. Various QoS are required for each type of loT data. If these problems are solved,
the development cost of this system is increased.

To address these problems, an loT DEP is deployed to abstract networks for data collection.
An |oT DEP is installed to a Sensing & Controlling Domain, as in Figure C.1.


https://standardsiso.com/api/?name=4dd55d06c5aa9f30d7ff63bb4e93517f

	CONTENTS
	FOREWORD
	INTRODUCTION
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Abbreviated terms
	5 Overview of IoT services
	6 Network configurations for IoT services
	6.1 Overview of network configurations for IoT
	6.2 Network models for an IoT DEP

	7 Data exchange platform in IoT reference architecture
	7.1 General
	7.2 Position of an IoT DEP in IoT reference architecture
	7.2.1 Functions of the IoT DEP
	7.2.2 Positions of the IoT DEP 

	7.3 Operation of an IoT DEP in an IoT system

	8 Requirements for an IoT DEP
	8.1 General
	8.2 Requirements of functional blocks
	8.2.1 Definitions of functional blocks
	8.2.2 Communication access control (CAC)
	8.2.3 Data control
	8.2.4 Data translation
	8.2.5 IoT control
	8.2.6 IoT management
	8.2.7 Adaptation

	8.3 Communication protocols
	8.4 Service mapping

	9 Operations of an IoT DEP
	Annex A (normative)Implementation guideline for an IoT DEP 
	A.1 General
	A.2 Abstraction of lower layer in IoT DEP
	A.3 Abstraction of lower layer in IoT DEP

	Annex B (informative)Typical communication protocols for ICN
	Annex C (informative)Applied use cases based on an IoT data exchange platform
	C.1 General
	C.2 Farm product tracking use case: Actors and information exchange
	C.3 IoT endpoint monitoring systems
	C.4 IoT-based energy management system for industrial facilities

	Bibliography
	Figures
	Figure 1 – Overview of network configurations
	Figure 2 – Service types of the network configurations
	Figure 3 – Redefined configuration types for an IoT DEP
	Figure 4 – Locations of IoT DEP functions in the IoT reference models
	Figure 5 – Cases of an IoT DEP and relationship between IoT and other services
	Figure 6 – Operations of the IoT DEP in Case A
	Figure 7 – Operations of an IoT DEP in Case B
	Figure 8 – Operations of an IoT DEP in Case C
	Figure 9 – Operations of an IoT DEP in Case D
	Figure 10 – Functional blocks in an IoT DEP
	Figure 11 – Functional blocks in an IoT DEP
	Figure 12 – Layer structures of the communication platforms
	Figure 13 – Independence between CAC and lower layer protocols
	Figure 14 – Co-existence architecture between IoT applications and other applications
	Figure 15 – IoT DEP connections over communication protocols
	Figure 16 – Connections between IoT users and IoT services with an IoT DEP
	Figure 17 – Connections between IoT users and IoT services without an IoT DEP
	Figure 18 – Operation of information control using an IoT DEP
	Figure A.1 – Configuration of entity including an IoT DEP without adaptation
	Figure A.2 – Configuration of entity including an IoT DEP with adaptation
	Figure A.3 – Implementation on support of multiple access protocols in an IoT DEP
	Figure A.4 – Implementation on support of multiple socket interfaces in an IoT DEP
	Figure A.5 – Implementation on support of multiple socket interfaces in an IoT DEP with adaptation function
	Figure B.1 – Types of ICN technologies
	Figure C.1 – Diagram of farm product tracking system
	Figure C.2 – Diagram of farm product tracking system
	Figure C.3 – Diagram of IoT-based energy management system for industrial facilities
	Figure C.4 – Extracted key blocks of Figure C.3

	Table 1 – Relationship between functional blocks and cases of an IoT DEP



