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INFORMATION TECHNOLOGY -
UNDERWATER ACOUSTIC SENSOR NETWORK (UWASN) -

Part 2: Reference architecture

FOREWORD

1 ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commissiof
form the specialized system for worldwide standardization. National bodies that are members of ISO_or IE
participate in the development of International Standards through technical committees established\ by th
respective organization to deal with particular fields of technical activity. ISO and IEC technical .committeq
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental,
liaison with ISO and IEC, also take part in the work. In the field of information technology, ISQ and IEC ha
established a joint technical committee, ISO/IEC JTC 1.

O

® S »n O

=]

2) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, 4
international consensus of opinion on the relevant subjects since each technical committeé has representatio
from all interested IEC National Committees and ISO member bodies.

=]

Q.

3) IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are accepte
by IEC National Committees and ISO member bodies in that sense. While all\reasonable efforts are made {
ensure that the technical content of IEC, ISO and ISO/IEC publications is acetUrate, IEC or ISO cannot be hel
responsible for the way in which they are used or for any misinterpretation<byany end user.

o O

4) In order to promote international uniformity, IEC National Committeés and ISO member bodies undertake f
apply IEC, ISO and ISO/IEC publications transparently to the maximum extent possible in their national an
regional publications. Any divergence between any ISO, IEC af)ISO/IEC publication and the correspondin|
national or regional publication should be clearly indicated in the latter.

Q Qo

5) 1SO and IEC do not provide any attestation of conformity. lhdependent certification bodies provide conformi
assessment services and, in some areas, access to IEC(marks of conformity. ISO or IEC are not responsibl
for any services carried out by independent certification‘\bodies.

O <

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual exper
and members of their technical committees~and IEC National Committees or ISO member bodies for an
personal injury, property damage or other damage of any nature whatsoever, whether direct or indirect, or f
costs (including legal fees) and expenses‘arising out of the publication of, use of, or reliance upon, this ISO/IE
publication or any other IEC, ISO or |SO/IEC publications.

O3s< o

8) Attention is drawn to the normative Teferences cited in this publication. Use of the referenced publications {s
indispensable for the correct application of this publication.

=

9) Attention is drawn to the possibility that some of the elements of this ISO/IEC publication may be the subject
patent rights. ISO and IEC_shall not be held responsible for identifying any or all such patent rights.

nternational Standard 1ISO/IEC 30140-2 was prepared by subcommittee 41: Internet of Thing
and related technelogies, of ISO/IEC joint technical committee 1: Information technology.

[

Tlhe list of al-currently available parts of the ISO/IEC 30140 series, under the general titl
nformation)technology — Underwater acoustic sensor network (UWASN), can be found on th
EC and\ISO websites.

D

——

Thhis’International Standard has been appraved by vote of the member hodies and the vatin
results may be obtained from the address given on the second title page.

«

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

Water covers approximately 71 % of the Earth’s surface. Modern technologies introduce new
methods to monitor the bodies of water, for example, pollution monitoring and detection.
Underwater data-gathering techniques require exploring the water environment, which can be
most effectively performed by underwater acoustic sensor networks (UWASNSs). Applications
developed for the UWASNSs can record underwater climate, detect and control water pollution,
monitor marine biology, discover natural resources, detect pipeline leakages, monitor and

locate underwater intruders, perform strategic surveillance, and so on.

Tlhe ISO/IEC 30140 series provides general requirements, reference architecture (RA
cluding the entity models and high-level interface guidelines supporting interoperabilit
mong UWASNSs in order to provide the essential UWASN construction information to hel
nd guide architects, developers and implementers of UWASNSs.

Additionally, the ISO/IEC 30140 series provides high-level functional moedels related t
underwater sensor nodes and relationships among the nodes to construct-the architectura
perspective of UWASNs. However, the ISO/IEC 30140 series is an,application agnosti
standard. Thus, ISO/IEC 30140 series specifies neither any type of communication waveform
fpr use in UWASNs nor any underwater acoustic communicatjon—frequencies. Specifyin
communication waveforms and/or frequencies are the responsibility of architects, developer
and implementers.1

coustical data communication in sensor networks neceSsitates the introduction of acoustic4

—Hwv >

mplementers of acoustical communication networks should consult the relevant regulator
gencies prior to designing and deployment of these systems to ensure compliance wit
bgulations and avoid conflicts with the agengcies.

= Q

he purpose of the ISO/IEC 30140 series is to provide general requirements, guidance an
heilitation in order for the users of the ISO/IEC 30140 series to design and develop the targs
WASNSs for their applications and-services.

c

Tlhe ISO/IEC 30140 series comprises four parts as shown below.

o/ Part 1 provides a( general overview and requirements of the UWASN referenc
architecture.

o/ Part 2 provides\reference architecture models for UWASN.

o Part 3 provides descriptions for the entities and interfaces of the UWASN referenc
architecture:

o Part 4\ provides information on interoperability requirements among the entities within
UWASN and among various UWASNSs.

ignals that overlap biologically important frequency:bands into the subject environment.
hese signals may conflict with regional, national of<international noise exposure regulationg.

O —

T O O — O

— o<

[

[

Architects, developers and implementers need to be aware of the submarine emergency frequency band, near
and below 12 kHz, and it is recommended to provide a provision for such submarine emergency band in their
UWASN design and applications.
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INFORMATION TECHNOLOGY -
UNDERWATER ACOUSTIC SENSOR NETWORK (UWASN) -

Part 2: Reference architecture

Shnr\n
A A

his part of ISO/IEC 30140 provides a UWASN conceptual model by identifying and definin
ree domains (application domain, network domain and UWASN domain).

also provides UWASN reference architecture multiple views consistent with th
bquirements defined in ISO/IEC 30140-1:

) UWASN systems reference architecture;
) UWASN communication reference architecture;

) UWASN information reference architecture.

or each view, related physical and functional entities are described.

Normative references

he following documents are referred to in the.texXt in such a way that some or all of the
ontent constitutes requirements of this document. For dated references, only the editio
ited applies. For undated references, the latest edition of the referenced document (includin

dny amendments) applies.

5O/IEC 29182-2, Information techpnology — Sensor networks: Sensor Network Referenc
rchitecture (SNRA) — Part 2: Voeabulary and terminology

5O/IEC 30140-1, Informatientechnology — Underwater acoustic sensor network (UWASN)
art 1: Overview and requiréments?2

Terms and definitions
or the purpaSes’ of this document, the terms and definitions given in ISO/IEC 29182-2 apply,

50 andJJEC maintain terminological databases for use in standardization at the followin

addresses:

14

= =

¢)

IEC Flpr‘tmppdia' available at hﬂp'//www plprtrnppdin nrg/

2

ISO Online browsing platform: available at http://www.iso.org/obp

Under preparation. Stage at time of publication: ISO/IEC FDIS 30140-1:2017.
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4 Abbreviated terms

2D

3D

3G

4G
A/D
oDV

two-dimensional
three-dimensional

third generation

fourth generation
analog-to-digital converter

ad hoc on demand distance vector

PS IB
PSDE
PSME
SK
uv
LDE
LME
UN IB
DMA
LA

PU
RA
SMA
/A

SDV
SR
TN

T O 6 T T O O O QO Qo g o000 0 0 OO0 m mmX»>™X»™ > > > >

application layer information base
application layer data entity
application layer management entity
amplitude shift keying

autonomous underwater vehicle
bundle layer data entity

bundle layer management entity
bundle layer information base

code division multiple access
convergence layer adapter
communication module

central processing unit
communication reference architectlire
carrier sense multiple access
digital-to-analog converter.

database

distance group
destination-sequenced distance vector routing
dynamic source routing

delay and disruption tolerant network

AL hardware abstraction layer
SK fregquency shift keying
FG greedy-face-greedy
PRS general packet radio service
AL hardware layer
IB information base
+C irterintegrated-cireuit
IP Internet protocol
IRA information reference architecture
kbps kilobits per second
LAN local area network
MAC IB datalink layer information base
MAC media access control
MCU microcontroller unit
MFSK multiple frequency shift keying
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MIMO multi-input multi-output

MLDE MAC layer data entity

MLME MAC layer management entity
MM micro controller module

MSDU mac service data unit

NLDE network layer data entity

NLME network layer management entity
NWK IB network layer information base
OFDM orthogonal frequency division multiplexing
OLSR optimized link state routing

as operating system

RC personal computer

RDU protocol data unit

RHY IB physical layer information base
RIT passive integrated transponder
RLDE physical layer data entity

ALME physical layer management entity
ASK phase shift keying

RTKF partial topology knowledge forwarding
AWM pulse width modulation

QAM quadrature amplitude modulation
QoS quality of service

RA reference architecture

REST representational stateltransfer
RF radio frequency

RFID radio-frequeney identification
ROV remotely operated underwater vehicle
AP service.access point

SCI serial)communication interface
3DV switched digital video

SIM sensor interface module

SIMO single-input multi-output

SISO single-input single-output

M service module

SPI serial peripheral interface

SRA system reference architecture
TDMA time division multiple access
UART universal asynchronous receiver/transmitter
uuv unmanned underwater vehicle
UWA-APS underwater application layer
UWA-BUN underwater bundle layer
UWA-CH underwater acoustic cluster head

UWA-EUN

underwater acoustic extend united network
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UWA-FN underwater acoustic fundamental network
UWA-GW underwater acoustic gateway
UWA-DL underwater datalink layer

UWA-NWK underwater network layer
UWA-PHY underwater physical layer

UWASN underwater acoustic sensor network
UWA-SNode underwater acoustic sensor node

UWA-UN underwater acoustic united network
WAN wide area network
Wi-Fi wireless fidelity

§ Purpose of UWASN reference architecture (UWASN RA)

Tlhis document provides reference architecture views consistent with the_requirements whic
are defined in ISO/IEC 30140-1.

A UWASN reference architecture (UWASN RA) is a generalized\architecture sharing one d
more common domains of several end systems, giving direetion downward and requirin
compliance upward. In other words, the developer can reUse entities and elements in th
reference architecture that fit the developers’ application. or target architecture. In additiorn
the UWASN reference architecture provides standards and guidelines for building a specifi
architecture for underwater environment.

Tlhe combination of these architecture perspéctives and views forms a comprehensiv
Zrchitectural description of a UWASN system.:Reference architecture perspectives and view
re to:

Q

) specify how UWASNSs operate;

(o

) specify systems of equipment andflows of information which support UWASNSs;

(@)

) specify technical rules and guidelines which allow these systems to interoperate.

WASN RA provides the srules and guidance for developing and presenting the architectur
escriptions.

Q

—

his document provides multiple views of the technical architecture of UWASN:

overview of\UWASN reference architecture;
UWASN systems reference architecture;

UWASN communication reference architecture;

BHOW N

UWASN information reference architecture.

)
)
)
)

DO O =

O

4%

[

e

I'ne UOWASN supports development of Interacting architectures. UWASN detinesS the multipl

C

perspectives of UWASN reference architecture and multiple views of the technical
architecture. All views are made up of sets of architecture data elements. The UWASN

defines relationship between architectural views and the data elements.
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6 UWASN conceptual model

The UWASN conceptual model shown in Figure 1 depicts the common domains that are
identified in various UWASN systems and each of the presented domains. In this document,
the UWASN reference architecture is described using the domains shown in Figure 1 and this
conceptual model is extended to develop the three UWASN reference architectures which
describe common entities and interfaces in each domain for various UWASN systems

applications and services.

The UWASN RA describes the key technology that enables 'a UWASN sysitem”. Tn mos
UWASN systems, there are three main technologies involved: system technology
communication technology and information technology. The UWASN reference architectur
views are described and focused on these three technologies, resulting in the arehijtectur
views mentioned.

[ Application Domain ]

: 1

s

[ Network Domain }é“‘“w\

h

A

UWASN Domain

[ Surface Domain J

//, ’ 2
e
-
A"/ \\‘
[ Sensing Domain }# -‘{ Controlling Domain ]
IEC
Key
1 domain

2| two-way communication/link, interface for data/information and/or physical interface

Figure 1 — UWASN system conceptual model

—

he conceptual model describes the UWASN system in terms of the key domains which ar
ommon.fo the deployed UWASN systems. These domains are identified and defined.

(@]

) Application domain

Q

D D .

—

The application domain includes many types of application users connected to a UWAS

N

system. These are scientific, military, business and aquatic applications. The application
users make use of underwater sensor data for monitoring the environment, providing
tsunami warnings, etc.

b) Network domain

The network domain can be realized using LAN, WAN and/or backbone networks. This
domain provides data/information links between the application domain and UWASN
domain. This domain uses RF communication, satellite or optical communication.
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c)

—

UWASN domain

This domain is related to the underwater environment, which includes surface domain,
sensing domain, and controlling domain. These three domains are described below.

1)

Surface domain

In the UWASN system, ships, surface buoys and UUVs may be used as underwater
gateways. These gateways gather data from underwater sensor nodes using acoustic
communication links and transfer to the backbone network using, e.g. satellite
communication or CDMA.

7.1

)

Configuration of UWASN RA - Systems reference architecture (SRA)

he UWASN systems reference architecture is shown'in Figure 2, along with all the entitie
:l:volved and the interfaces among them. The entity and interface descriptions are presente
Table 1.

Sensing domain

In the UWASN system, the sensing domain is used for sensing the underwatg
environment using various types of sensors, e.g. temperature, pressure and fimagin
sensors. The sensing domain can directly communicate with the surface domain in th
case of ad-hoc networks.

DO =

Controlling domain

In the UWASN system, the controlling domain is used for commupication between th
sensing domain and the surface domain. Intermediate nodes, such-as AUVs and rela
nodes, are used to gather data from the sensing domain and“transform to surfac
domain with the help of acoustic communication.

<<

General

[ONN )
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[ Application Domain ]&

N

s
s
s

A

Scientific Business Military Aquatic Others.
[ Network Domain ]
—
Backbone Internet Intranet
2
Underwater Domain
[ Surface Domain ]
3.
RN
h Ships Buoys usv Others.
/ [ Sensing Domain ] \ 4 N
[ Controlling Domain ]
Cluster network Ad-hoc
GUV
uuv Other sensing systems Relay node
- AN J

ey
domain

w N = =

entity

twé=way communication link, interface for data/information and/or physical interface

Figure 2 — UWAOSN systems reterence architecture

Table 1 — UWASN systems reference architecture

UWASN domains

Domain entities

Network domain

Backbone
Internet

Intranet



https://standardsiso.com/api/?name=e77de417a940e94d346090c5e6222a33

ISO/IEC 30140-2:2017 © ISO/IEC 2017 -13 -

Application domain Scientific
Business
Military
Aquatic
Civilian

Others (e.g. Sports)

Underwater domain Surface domain
— thth

— Buoys
USV (unmanned surface vehicle)
— Others [e.g. anti-submarine warfare (ASW) helicopters]

Sensing domain
- Uuv
— Other sensing systems

Controlling domain

— Relay node
- Uuv
Interfaces (between entities) Description
Application domain Network domain Inf-01: The interface hetween application domain

and network domain.

Network domain Underwater domain Inf-02: The interface between network domain and
underwater domain.

Underwater domain Application domain Inf-03: The.interface between underwater domain
and application domain.

7.2 System-level physical entities

7.2.1 Overview

Tlhe purpose of this subclause (is,to provide not only basic information but also high-leve
odel descriptions for various-UWASN entities identified in 7.1. Entities can be categorize
to two types: physical and«<functional.

[®N

53

Rhysical entities are hardware entities, which are actual, tangible devices and/or componentg,
sljuch as underwater sensor nodes, underwater gateways, AUVs, relay nodes and access angd
hackbone network dévices.

A functional.entity represents a certain task that can be carried out on one or more physica

gntities, for' example, the sensing of underwater data, transceiver management, acces

control management, network management and data forwarding. Figure 3 and Figure 4 sho
Il the'entities modelled in this document.

< O

Each entity model presented in this document is a description of the function and/or role of
that entity.

7.2.2 Physical entities
7.2.21 General

Figure 3 shows the physical entities that form an underwater acoustic sensor network and
how the entities are interconnected.
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CPU-on-board
e controller

B

UWASN i .
i

access network
acoustic link

optional

£

© oo N o

%\I\IA OCAAL
LA EE IR a

<

mandatary
Hahaatory

[6)]

communication path

Figure 3 — Physical entities of a UWASN

Figure 4 describes the internal architecture of UWA-SNode and this architecture includes:
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a)

b)

CPU-on-board controller: This contains a CPU or controller interfaced with a UWA-SNode
via sensor interface circuitry. A microcontroller module obtains information from the UWA-
SNode and then

1) saves the information in the on-board memory;
2) processes the information; and

3) by controlling the acoustic modem, forwards the information to a new UWA-SNode. An
operating system (OS) is optional here.

Memory: A storage device is a memory unit which can be embedded in a sensor node or

located oufside of the node. The memory unit stores various event data collected by tfhe
node, e.g. measurements and processed data (if an on-the-node processing ‘is
performed).

Sensor: A sensor or sensing element is a measuring device of external environment of
certain phenomenology. Typically, this device converts physical parameéters into

measureable electrical signal. Depending on the type of a sensing device,he device ca
measure acoustics, seismic waves or vibration, magnetic fields, various light spectr
(visual, infrared, etc.), electromagnetic fields (e.g. radio frequepcies), temperature
pressure, motion, contaminants, etc. Depending on the complexity and technolog
implemented in the sensor, the sensor can measure one-dimensional, two-dimensiona
and three-dimensional signals along with time tagging.

U I U D

=

Communication module: A communication unit is an esséntial component of a sensg
node. This communication unit provides either a wired or wireless data link which is use
to transmit the data collected by the sensor or sensingelement and any processed data
available, in non-real time or in real time. In case_ of non-real time data transmission),
some type of storage device is required.

g &

Power supply: A sensor node requires a power supply. If a sensor node is physically
connected via a wire, it typically does noi require an on-board power supply, e.g.
batteries. In the case of a wireless sensor.\node, a battery is required. Power management
for a sensor node is essential and poweér management utility firmware may be hosted ip
the CPU, especially for the sensor nodes located remotely and operating wirelessly. The
power supply is a critical element for’powering a sensor node; therefore, it is also critical
for powering an entire sensor network. This becomes even more critical for a wirelesg,
geographically dispersed sepsdr network. A battery power supply is typical. The powgr
supply greatly depends on ‘the type of sensor and the sensor node functions. Powdr
management on remote ‘sensors is of great importance to the functionality of a UWA-
SNode. The remoteness,'of a UWA-SNode dictates the power supply capacity and powgr
usage management( The required frequency of inter-nodal communications also dictates
how the power should be managed.

Acoustic modem+ It is used to transmit and receive underwater data. It works like
telephone medem, which transmits the data with the help of a telephone line. It convert
the digital’data to acoustic signals and these signals are converted back to digital data g
the receiver acoustic modem. These modems can be used for underwater monitoring an
data logging, UUV command and control, underwater telemetry, diver communications an
other.applications wanting underwater wireless communications.

Q0O —+~ 0O D

Node reclamation: Node replacement is also known as node reclamation. For morpe

mformaticon—raferta lISONEC 2014043
mrmruTrimTTauturlT, TOTOoTl U TOUUV/ITI- VU U TTU L) -

Housing case: Housing integrity must be suitable for operation at the required working
depth. Water proofing is one of the requirements for the UWA-SNode. For more
information, refer to ISO/IEC 30140-1.

Fouling cleaner: It is optional for UWA-SNodes to have timely cleaning to resist fouling
and corrosion because such issues may cause UWA-SNodes to fail.

3 Under preparation. Stage at time of publication: ISO/IEC FDIS 30140-1:2017.
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Figure 4 — Physical architecture of underwater sensor node

7.2.2.2 Underwater acoustic sensor node (UWA-SNode)

—
Py

nderwater acoustic sensor technology’can be used in all the environments. Novel types ¢
WA-SNode can improve the range of environmental parameters for which information i
ollected.

—
[

(@]

In a cluster-based UWASN\the cluster head (UWA-CH) receives data from UWA-SNodes an
transmits it to the UWA-CH-0f other clusters until data reach the UWA-GW. UWA-CH perform
data aggregation on/the sensor data it receives and then sends it to the UWA-GW. Th
cluster head will process the data of the cluster nodes. To perform effective communicatio
nd clustering of”the nodes in the network, it is important to maintain the tracking of th
odes. The underwater cluster head improves network operation life and a network with a
nderwater clUster head provides more reliable and better communication connectivity. Th
nderwater\cluster head contains similar modules to the underwater sensor node, except the
the cluster’head has data gathering, filtering and compression managers.

— D D 0 O DO O O

In“an ad-hoc network, each sensor node is a fully functional device that can sense an{d
communicate with sensor nodes. A clusier-based nefwork sensor node is either a reduced
function device or a fully functional device. The reduced function devices only have
communication functionality, whereas the fully functional devices are either UWA-SNodes or
UWA-CHs and have sensing and communicating capabilities. In cluster-based networks,
developers use the reduced function devices to reduce costs, energy consumption, etc.

The UWA-SNode architecture is presented in Figure 5.
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.

Figure 5 — Underwater sensor node (UWA-SNode) architecture

d) Task manager: The task manager provides information about the management system.
also performs network and communication management.

) Power manager: The power manager manages the powef\supply to nodes an
peripherals.

cd) Sensing manager: The sensing manager processes theydata received from variou
Sensors.

d) Acoustic module: The acoustic module uses sound)waves to transfer the data from
source device to a destination device.

¢)) Peripheral interface module: The peripheral interface module manages underwater dat
acquisition peripherals (e.g. actuators, underwater cameras, underwater sensors, etc.).

f) Power supply: The power supply module supplies power to underwater nodes.

d) Others: UWA-CH nodes receive the data from various underwater sensor nodes. UWA-C
filters and compresses the data and sends the filtered/compressed data to the fing
underwater gateway through theiacoustic communication. Routing is performed by th
UWA-CH and ad-hoc UWA-SNodes.

7.2.2.3 Underwater gateway (UWA-GW & UWA-DTN-GW)
7.2.2.31 General

Tlhe underwater gateway basically performs communication relay between the base statio
and the UWASN. The UWA-GW obtains underwater sensor information from relay nodes (d
the UWA-CH and’ UWA-SNodes) and transmits it to the monitoring centre via wireles
communication_ehannels.

nderwater gateway communicates with two heterogeneous networks: RF based and acousti
asedi>The DTN (delay and disruption-tolerant networks) gateway is used for communicatio
etween heterogeneous communication networks.

oo C

r N
Task Manager ] [ Power Manager ] [ Sensing Manager ] [ Others. ]
L
0S/Firmware ]
Hardware Abstraction Layer ]
Acoustic Module ] [ Peripheral Interface Module ] [ Power Supply ]
N /

—

[{*J=—p

=0

> QO

7.2.2.3.2 UWA-GW architecture

Underwater gateway contains similar modules like those of the underwater sensor node. The
RF module is added additionally to the UWA-GW. The architecture is shown in Figure 6. The
RF module transfers the data to the surface or receives control commands from a ground

station.
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Acoustic Module ] [ RF Module ] [ Power Supply ]

Figure 6 — Underwater gateway architecture

7.2.2.4 Housing case

[oN

h an underwater device, an expensive acoustic modem is needed“for transmitting an
bceiving data. Hence, a strong waterproof housing case is needed against high watd
ressure and it can also prevent failures and corrosion.

E I o M
o

.2.2.5 Fouling cleaner

ouling can be caused by marine wildlife, such as“Wweeds, zebra mussels, algae, an
arnacles becoming attached to a stationary underwater entity. In a UWASN, avoiding foulin
$ important because the attachment of marine wildlife to a membrane might limit or chang
ne membrane’s vibration characteristics [1]4.

(=il oxlin
W O

7.2.2.6 Acoustic modem

3

coustic modems allow for wireless communication in water. Acoustic modems are used ip
pal-time systems where information.must be collected periodically.

—

s compared with radio communication, underwater acoustic communication is moderately
low. Not only is the communication speed slow but there are also complications with acousti
ignal propagation becausé&:of boundary effects (multipath and delay-Doppler spreading).
coustic modem producers/use numerous methods to handle the above complications, i.q.
ignal data packaging,—processing and coding schemes. These methods support th
uarantee of reliable_ ecemmunication and at the receiver end, they detect bit loss and/or repa
he lost bits of dataxNot all producers use the same method.

(9]

[

sl (@ B /) Bl >~/ BV B >
=

7.2.2.7 Unmanned underwater vehicles (UUV)

7.2.2.7.1 General

=]

AUV<ishould be considered as one of the UUVs. Detailed explanation of AUV is given i
7.222.7.2.

7.2.2.7.2 Autonomous underwater vehicle (AUV)

These can be used to complete underwater operations such as detective work and the
mapping of rocks, immersed wrecks and obstructions that may cause navigation risks. AUVs
can autonomously conduct inspection operations and reach specified locations. Data
collected by AUVs during critical missions can be downloaded and processed. Different kinds
of sensors can be attached to AUVs and these can work without the use of cables, tethers or
remote controls. AUVs can make multiple missions to monitor different environments,
oceanography and water resources. AUVs are used to improve the capabilities of UWASNS in

4 Numbers in square brackets refer to the Bibliography.
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many ways. The integration of AUVs and UWA-SNodes can be networked with coordination

a

a

b

Igorithms.

) Adaptive spatial sampling: This comprises control procedures that command AUVs to
move to required locations. The adaptive sampling method has been used in innovative
observation operations.

) Self-configuration: This contains management methods for automatically identifying
connectivity gaps due to node failure; it can then request AUV intervention. AUVs restore
connectivity by deploying additional relay or sensor nodes.

9

A
g9

(¢

manager performs the function of propulsion.

7.

networks (such as( 8G/4G wireless), Ethernet, ZigBee® and CDMA and satellit

.2.2.7.3 UUV architecture

4%

h Figure 7, the routing manager collects information from UWA-SNodes and send jt\to th
ateway. It also provides the navigation path information for the UUV. The peositionin

[(®]

[ Task Manager ] [ Sensing Manager ] [ Power Manager ] [ Others. ]

[ Routing Manger ] [ Positioning Manger ]
[ 0S/Firmware ]
[ Hardware AbstractionLayer ]
[ Acoustic Module ] [ RF Module ] [ Power Supply ]

T _

Figure 7 — Unmanned underwater vehicle architecture

2.2.8 Access network

n access network provides the connectivity between the backbone network and underwatd
ateway in the UWASN.)Examples of access networks include Wi-Fi® networks, cellulg

D = =

ommunication.5
.2.2.9 Backbone network

he mostobvious backbone network is the Internet. Another example would be an Intranet, ip
hich thesdata from the sensors are consumed “locally” and not accessed by other networksg.
\ general, a backbone network provides connectivity among a large number of potentiall
eographically dispersed communicating entities. It is typically wired, although wireles

(2

rQ - < -

7

L.l 1 1 L (]
dURDUITIC IICtWUIf\b Ifay disU T USTU.

.2.2.10 User

These are the entities that ultimately consume the high level information provided by UWASN.
Sensor network applications, such as environmental monitoring and battlefield command and

c

ontrol, run on the user machines. The user may have the capability to visualize the

information produced by UWASN applications.

5

ZigBee and Wi-Fi are registered trademarks of ZigBee Alliance and Wi-Fi Alliance, respectively. This
information is given for the convenience of users of this document and does not constitute an endorsement by
ISO or IEC.
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The UWASN device reference architecture is shown in Figure 8. The underwater device

architecture mainly contains four underwater devices, an underwater acoustic sensor node

(UWA-SNode), an underwater acoustic cluster head (UWA-CH), UUVs and an underwater
gateway (UWA-GW & UWA-DTN-GW). Each device has its own functional architecture.
Detailed information for each device is given in 7.2.2.

Task Manager

Power Manager

Others.

! 1

0S/Firmware

| 1

HAL

! 1

Acoustic Module
RF Module

Power Supply

L N
Task Manager
Sensing Manager
A A Power Manager
/ Others.
\ 4 ; Routing Manager
Task Manager f L Positioning Manager
Power Manager 4 l I
Sensing Manager 3 0S/Firmware
Others.
0S/Firmware 6 A C - |
¥ - =
1 1 > e | .
ék [ Acoustic Module
HAL -~ 1 6 RF Module
Power Supply
| 1 /T -
Acoustic Module Task Manager
Perlph;l;’a(:li;:erface Power Manager
PowerSupply Gathering, Filtering and
\ / Compression Manaser
Others.
0S/Firmware
i
L . I
HAL
Acoustic Modue
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k Power Supply
IEC
Key
1 UWA-SNode 3 uuv
2 UWA-CH 4 UWA-GW

Figure 8 — Underwater device architecture
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7.4 SRA from system service view

The reference architecture is described using a set of entities that make up the UWASN. Each
UWASN consists of a sensing domain, a controlling domain and a surface domain presented
in Figure 1. Figure 9 presents the services provided by the UWASN. The arrows in this figure
represent the interfaces that should allow seamless interoperations and interoperability
between the services.

The interoperability of the UWASN includes five types of services: user service, network

rvice. Figure 10 illustrates the key entities involved in the services.
Terrestrial

User Service

Scientific, Business and Aquatic application users

| | NG

Network Service

Data processing

! <1

Underwater Surface

UWASN Data Processing Services

Underwater Sensor Networks including surface and DTN
gateways

Underwater l I

Data Gathering/Sending

Underwater UUVs

. t

) Sensor Service
Underwater Sensor nodes

IEC

Fi 9 Graphical .  the i ble UWASN-RA

from a service point of view

8 Configuration of UWASN RA — Communication reference architecture (CRA)

8.1 High-level CRA view

In Figure 10, UWASN CRA is shown along with all the entities involved and the interfaces
among them. The entity descriptions are presented in Table 2.
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Figure 10 - UWASN communication reference architecture
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Table 2 - UWASN communication reference architecture (UWASN CRA)

UWASN domains

Domain entities

Network domain

Backbone

Satellite

Application domain

Application users

Underwater domain

Surface domain

— DTN gateway

Sensing domain

— Sensor

— Tags (acoustic, PIT)
- Uuv

Controlling domain

— Relay node

- uUuv

Interfaces (between entities)

Description

Application domain

Network domain

Inf-01: The interface between application domain
and network domain.

Network domain

Underwater domain

Inf-02: The interface between network domain and
underwater domain.

Underwater domain

Application domain

Inf-03: The.interface between underwater domain
and application domain.

= 0 0

WASN acoustic communication architecture™is shown in Figure 11. Underwater device
ommunicate with each other by using\acoustic waveforms. Each underwater device’
ommunication unit has an acoustic moedule as shown in Figure 11. The transmitter an
bceiver use the same protocol stack forrcommunication.

L2 72)
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Figure 11 - Underwater acoustic communication architecture

UWASN architecture.is’ shown in Figure 12. UWASN architecture is designed by combinin
Underwater device.architecture and underwater acoustic communication architecture.
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Figure 12 — Underwater acoustic sensor network architecture

8.2 CRAfrom network connectivity view
8.2.1 UWA-Physical layer

Heatures of the UWA- PhyS|caI (UWA-PHY) layer are the operating frequency band, the soungd

\ o intancityy tha oA latian ol A anA tha ~hoannal ~aaAdin~s Tha TIWAJA DLIN Iavay oanto
Warve TCTTIoTty; e meattattehR—Sereme—ahRathe—eRahhet CoOCtTmMg— T C— oV T I raycTrattS aS

the interface between the UWA-Datalink layer physical acoustic channel using acoustic
hardware and firmware. The UWA-PHY layer should contain PLME. To invoke layer
management functions, PLME offers layer management service interfaces. Further, it
maintains a managed objects database relating to the UWA-PHY layer. This kind of database
is termed a physical layer information base (PHY IB). The UWA-PHY layer offers two kinds of
service, which is accessed by a service access point (SAP): the UWA-PHY layer management
service, which is accessed through PLME-SAP; and the UWA-PHY layer data service which is
accessed by the PLDE’s SAP (PLDE-SAP)[2]. See Figure 13.
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Figure 13 — UWA-PHY layer reference model

2.2 UWA-Datalink layer

he UWA-Datalink (UWA-DL) layer is accountable&for underwater connection and acousti
hannel management. The UWA-DL layer should contain MLME. To invoke layer managemer
inctions, MLME offers service interfaces. Moreover, it maintains a database for managin
bjects relating to the UWA-DL layer. This..kind of database is termed as MAC IB. Th
WA-DL layer offers two kinds of service, which are accessed by SAP: the MAC data servics
hich is accessed with the assistance of MLDE-SAP; and the management service retrieve
nrough MLME-SAP. The UWA-DL layer has benefits such as time synchronization, channg
janagement, beacon management; frame-based transmission of ACK, network combinatio
nd separation[3]. See Figure 14-

MLDE-SAP ]—[ MLME-SAP

o< CO 20 [o]

MLME

UWA-DL
Layer

DT = O

[ © B

h

[ MACIB ]
PLDE-SAP ]—[ PLME-SAP

Figure 14 — UWA-DL layer reference model
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8.2.3 UWA-Network layer

The UWA-Network (UWA-NWK) layer provides an appropriate service interface between the
UWA-Data link layer and UWA-Bundle layer. The UWA-NWK layer theoretically should contain
NLME and data entity known as NLDE. MLDE-SAP and the UWA-NWK layer provide a data
transfer and addressing service through NLDE-SAP and management services by NLME-SAP
and MLME-SAP. NLME performs administrative tasks using the NLDE. The NLME also

maintains an information database (NWK IB) for the UWA-NWK layer. See Figure 15.

( ' 4 '

ﬂ NLDE-SAP NLME-SAFP
vy L 14\

NLME C)Q
UWA-NWK
N4

Layer @)
)

o

QV
N

AN

¢
\*[ MLDE-SAP H MLME-SAP

Figure 15 — UWA-NWK layer reference model

IEC

— -

ong propagation delays should beaddressed by this layer.

o]

.2.4 UWA-Bundle layer

—

he UWA-Bundle (UWA-BUN) layer transforms data units into one or more PDUs termed a

he idea is to bundle “underwater bundle layers” so that information essential for dat
ansfer can be-packed together, reducing the amount of round-trip connections especiall
hile a roundstrip period is more. Bundles contain an initiating timestamp, a useful pointe
rvice assighment and total length. The UWA-BUN layer helps routing and schedulin
ecisionst

< o -

Q_%

The"UWA-BUN layer provides an appropriate service interface between the UWA-NWK laysd

he UWA-NWK layer responsible for-defining paths between UWA-SNode and UWA-GW.

[

“pundles” or “bundle(layer” or “underwater bundle,” which are forwarded by UWA-SNodes.

O . < W

r

and UWA-APS layer. The UWA-BUN layer should contain bundle layer management entit

y

(BLME) and data entity termed the bundle layer data entity (BLDE). The UWA-BLDE-SAP
provides bundle transformation service through the BLDE. The BLME performs administrative
tasks using the BLDE. The BLME also maintains the database (BUN IB) for the UWA-BUN
layer. A bundle information base (BUN IB) is used for store and forward communication

routing [3][4]. See Figure 16.
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Figure 16 — UWA-Bundle layer reference model

.2.5 UWA-Application layer

he application support sublayer provides an interface between the UWA-Bundle layer an
ne UWA-Application layer or UWA-Network layer, and the UWA-Application layer via th
verall service set. These services are management service (APSME) and data servic
APSDE). The APSDE provides the data transmission service with the help of APSDE-SAH
hich preserves the managed objects database termed APS IB [3][5]. See Figure 17.
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Figure 17 — UWA-APS layer reference model
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The purposes of the application layer are to:

a) offer network management protocol which creates software and hardware information of
lower layers apparent to management applications;
b) offer language for enquiring UWASN;

c) allow tasks and announce data and events.

8.2.6 Functional modules

odules. Modules can communicate with one another with the help of peripheral interface
sing the sensor interface module.

oy

d) Service module: This supports different services provided to the underwater _device. Fqr
example, the task manager is for managing the tasks, the power manager is for)controlling
power and the compression manager is for data handling.

H) Microcontroller module: This contains a CPU or controller interfaced_with a UWA-SNodg

via sensor interface circuitry. The microcontroller module obtains information bly
UWA-SNode and saves information in the on-board memory, processes the information
and by controlling the acoustic modem, forwards the information(to'a new UWA-SNode [5].

=

cd) Sensor interface module: This supports the different\-peripheral interfaces fd
communication between the modules.

[

d) Communication module: This supports the different gommunication technologies such a
acoustic, CDMA and RF. For example, an underwatér sensor node can use acousti
communication and an underwater surface gateway can use RF communication and/g
cellular communication.

= O

8.2.7 Essential concept of functional entities

[

he UWASN communication system is“divided into five layers, each with uniqu
inctionalities as follows.

= -

—

d) The UWA-Application layer provides application processes to exchange data. This layg
contains different application-related functionalities, for example, environmentd
monitoring, disaster prevention and aquatic applications.

) The UWA-Bundle layer¢carries the bundles between the application and network layers.
These bundles trapsmit using the store-and-forward approach. This performs dath
segmentation for energy saving.

D

d) The UWA-Netwerk layer is an intermediate system that is commonly referred to as th
“router”. It is~used to perform the layer routing, localization, packet generation ang
addressing,the management of the communication between underwater devices.

d) The UWA=Data link layer provides channel access control mechanisms between severas
underwater devices. It is also responsible for finding and correcting errors that migh
occur at the UWA-PHY [6].

g) CThe UWA-Physical layer establishes, maintains and releases physical connections for the

3 £ £ L4 + al 4 4 H + AH
uarisicl Ul DItS 1T all urtridclivwalcl U arisitmmossIivulT TIicututit.

—

Figure 18 shows the functional entities and their related functionalities that form an
underwater acoustic sensor network.
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Figure 18 — Functional entities of UWASN

able 3 gives descriptions of the\functional entities.

Table 3 ~#Functional model and descriptions in UWASN

Functional entities

Description

Actuators

An actuator contains a propulsion module which is responsible for moving or
controlling an underwater sensor node.

Power management

Manages the energy management mechanisms for energy saving in underwater
wireless acoustic sensor network.

Hardware-drivers

Manage power-efficient transducer hardware drivers for underwater wireless acoustic
communication.

PHY)-frame generation

The PHY frame consists of encoding and modulation methods [3].

Error detection and

The UWA-MAC sublayer manages the technologies for handling and detecting errors.

handling
MAC-function MAC function management is responsible for maintaining time synchronization
management between underwater devices, channel scanning and power management.

MAC-frame generation

The MAC processes MAC frame, MSDU and MMDU. A MAC frame encompasses the
MAC header, MSDU, MAC footer and integrity check value.

Scheduling
management

Manages the scheduling techniques for energy saving and controls communication
between underwater sensor nodes by assigning time slots.

Data processing

Uses data/signal processing algorithms to extract requested or useful information from
sensor data and metadata. The information extraction algorithms include collaborative
information processing (e.g. data fusion, feature extraction, data aggregation and data
presentation).
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Functional entities

Description

Routing management

Manages the different routing algorithms for underwater communication.

Localization
management

Manages the different localization technologies for identifying the location of
underwater sensor nodes in underwater communication.

Packet generation

The UWA-Network layer generates the packets according to underwater properties
such as limited bandwidth and data rate.

Group management/
clustering

Manages the cluster-based network for underwater communication. Clustering is used
for parallel processing, load balancing between underwater sensor nodes and fault
tolerance.

Network coding

UWASN uses the network coding concept for improving the throughput and providing
the redundancy for error recovery.

IAddressing
management

Underwater sensor nodes have unique addresses. Addressing management Aranages
the mechanisms for binding the unique address with a MAC address.

Custody accept
UWA-bundle

Sent by a candidate custodian after accepting the custody transfer of thexunderwater
bundle.

Segmentation

The UWA-Bundle layer divides the bundle into smaller segments to-maximize the
probability that each one can be delivered to the correct destination.

Data forwarding

After receiving the underwater bundle from the source node, this forwards this bundle
to the destination node with the help of intermediate nodes!

Custody receiving
UWA-bundle transfer

After receiving the bundle, this sends it to the destifhation node via custody transfer.

Persistent storage

After receiving the data, the UWA-Bundle layer, stores the data until the connection is
reestablished (if the communication link ta’the/next hop is not available).

Custody delete bundle
transfer

Deletes an underwater bundle when the'time is expired.

Convergence layer
adapter (CLA)

CLAs carry UWA-DTN protocol data“units (called UWA-Bundles).

Flow control

For controlling data flow between neighbouring layers.

Error control

Checks the errors between the underwater terminal devices.

Retransmission

Provides retransmission mechanism for lost packets.

Session management

Session management allows to establish and manage sessions between the
underwater, devices.

Device management

Manages.devices in the sensing domain, including power, system parameter,
identification and embedded software/firmware programs in devices.

Network management

Manages the network topology, routing table, configuration information, performance
and reconfigures network information.

Power management

Power management is responsible for minimizing the energy usage, for example, sleep
modes and control power usage between the underwater devices.

[Time sync
management

Time sync management is responsible for synchronization between underwater
devices, for example synchronization of sleep modes, 3D topology optimization and
data aggregation.

Seryice’management

Manages the services provided by underwater sensor nodes and underwater gateways
including service registration, service discovery, service description, service analysis
and service processing queue.

Security management

Manages the security of communication and data, including authentication,
authorization, encryption and key management.

Applications

Different application users use underwater sensor data for various purposes.

Others

Others is for extended functionality of each layer.

Table 4 shows how they are related to each other.
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