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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Organizations of any kind face both internal and external factors and influences that can lead to the
occurrence of legal actions and placement of demands on the Information Technology (IT) and related
Information Systems (IS) to disclose digital evidence. The occurrence of legal action may be the result
of an uncertain, unplanned, or unexpected event or it may occur as a planned course of action against
employees, competitors, or service suppliers. Whether a risk is significant or not will depend on the level
of risk and the organization’s risk attitude. Its risk attitude will be reflected in its risk criteria. Because
itis almost certain that digital evidence will be discovered and, therefore, be subject to legal disclosure,

organizations should plan and develop capabllity to deal with such legal actions berore they. o

T}

organization. Forensic readiness assures that an organization has made the appropriate ang
strategic preparation for accepting potential events of an evidential nature. Actiofis may oc¢
repult of inevitable security breaches, fraud, and reputation assertion. In everycsituation, IT
strategically deployed to maximise the effectiveness of evidential availability) accessibility,
efficiency.

T}

the organization. The Governing body is informed by principles of best practice that provi

gy

standards, or social and cultural imperatives. In this International Standard, the principles c
ISP/IEC 38500 for the guidance of best practice for the governance of IT (Clause 4).

Pr
to
an

ownership of risk. A framework for the governangce of digital forensic risk is established by the

ris
oh

(Clause 5).

Th
st
di

Th
oh
an

p€

T}
IS
an

is International Standard is about the prudent strategic preparation for digital inyestiga

Ccur.

ion of an
relevant
ur as the
should be
and cost

idance on matters of certainty and compliance. These principles may come from legal 1

inciples require implementation. The tasks of governance are to evaluate proposals a
monitor performance and conformance, and to direct strategy and policies. The stakel
organization may provide the mandate for govefnance and the Governing body has the

k taking appropriate actions to assure the strategic direction of the organization. Hence, theg
jective is to implement the principles and\to assure adequate preparation for digital inve

e framework requires strategic processes to deliver direction to executives and top mang

sclosure, capability, and risk eriteria compliance (Clause 6).

e goals derived from the principles are measureable through Key Goal Indicators (KGIs), the
jectives derived from-th€ strategies are measurable through the Key Performance Indicatq
d the variation between the KGIs and the KPIs measures is an indication of the organization’s
rformance (KBIs}H{€lause 7).

is Internatiemal Standard should be used in conjunction with the vocabulary con
D Guide 73:2009; ISO/IEC 35802, Information technology — Governance of IT framework a
d ISO/AEC38500, Information technology — Governance of IT for the organization.

e responsibility of the Governing body is to provide strategic direction in all matters of reclrvance to

e general
nandates,
bme from

nd plans,

olders of
ultimate
pbwners of
strategic
pstigation

gers. The

rategic processes are selected ‘to’ assure adequate scope and are principally archival, dliscovery,

strategic
rs (KPIs),
business

fained in
nd model,
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Information technology — Governance of digital forensic
risk framework

1 Scope

ThfsTtermatiomat-Standard provides a framework for Goverming bodies of orgamnizations fincluding
owners, board members, directors, partners, senior executives, or similar) on the best way.tp prepare
ar] organization for digital investigations before they occur. This International Standard applies to the
dgvelopment of strategic processes (and decisions) relating to the retention, availability, accesq, and cost
effectiveness of digital evidence disclosure. This International Standard is applicable to all fypes and
sizes of organizations.

2| Normative references

The following documents, in whole or in part, are normatively referenced in this documenft and are
inflispensable for its application. For dated references, only the\edition cited applies. Foil undated
references, the latest edition of the referenced document (including any amendments) applies

|

wn

D/IEC 38500, Information technology — Governance of ITorthe organization
ISP Guide 73:2009, Risk management — Vocabulary

3| Terms and definitions

Fdr the purposes of this document, the terms-and definitions given in ISO/IEC 38500, ISO Guidg 73:2009,
arld the following apply.

3.
digital evidence
information or data stored ortransmitted in binary form that may be relied upon as evidence

[SPURCE: ISO/IEC 27037:2012, 3.5]

3.2
Governing body
pdrson or group of people who are accountable to stakeholders for the performance and confformance
of|the organization

[SPURCEISO/IEC TR 38502:2014, 2.9]

3.8

lfaorancice

scientific tasks, techniques, and practices used in the investigation of stored or transmitted binary
information or data for legal purposes

3.4
strategic risk
effect of uncertainty on goals

© ISO/IEC 2015 - All rights reserved 1
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4 Principles

4.1 Responsibility

Individuals and groups within the organization understand and accept their responsibilities in respect
of both supply of, and demand for digital evidence. Those with responsibility for investigations also have
the skill, independence and authority to perform those actions.

4.2 Strategy

The orgaILization's strategy development takes into accountthe currentand future retention, availabiliLy,

access to
the curre

4.3 AcIuisition

IT asset

ongoing gnalysis, with clear and transparent decision making. There is appropridte balance betwe

benefits,

4.4 Performance

and cost effectiveness of digital evidence; the strategic plans for evidential capability satis
ht and ongoing needs of the organization.

cquisitions are made to support the organization’s strategies, on the basis-ef appropriate a

bpportunities, costs, and risks, in both the short term and the long tecm.

fy

IT is fit fgr purpose in supporting the organization, providing theservices, levels of service and service

quality rdquired to meet current and future organization digitallevidence requirements.

4.5 Conformance

IT assets
defined, i

4.6 Hu

Digital fo
the curre

5 The

5.1 Stakeholder mandate

The Gove

the stratggic direction of the organization, and should establish the capabilities to function.

5.2 Est|ablishment

mplemented and enforced in accordance with the organization’s risk criteria.

man behaviour

rensic policies, practices and decisions demonstrate respect for human behaviour, includi
ht and evolving needs of all.the people in the organization’s processes.

framework

rning body\should be constituted to represent the stakeholders, is to have the authority to 1

comply with all mandatory legislation and;regulations. Policies and practices are cleay

et

The work cycle of the Governing body should be aligned with the tasks of Evaluate - Direct - Monitor;
and to facilitate the adoption of strategic policy, strategic planning and strategic capability.

5.3 Evaluate

The Governing body should examine and make judgement on the current and future requirements for
digital evidence, including strategies, proposals, plans and supply arrangements (whether internal,
external, or both). In evaluating the use of IT, the requirement to produce digital evidence and the

requirem

ents for forensic processes should be assessed.

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=3765498b825f037544958114515ab735

ISO/IEC 30121:

5.4 Direct

2015(E)

The Governing body should assign responsibility for, and direct preparation and implementation of
strategies, plans and policies. Plans should set the strategic direction for digital evidence, IT operations
and capabilities. Governing bodies should encourage a culture of good governance of IT in their
organization by requiring managers to provide timely information, to comply with strategic directions
and to conform to the risk criteria.

5.

5 Monitor

b5
conformance of IT systems for digital evidence. They should reassure themselves that per

is
Re
or

6

6.

An organization should establish a comprehensive archival retention of information properties

ol

6.

An organization should establish efficient and effective information retrieval capabilities.

an
eV

6.

An organization should establish €riteria for the securing and the disclosing of informatior

as
de
In

6.

Governing body should monitor, through appropriate measurement systems, the perfornance and

in accordance with strategic plans and its levels of risk are within the organization’s’risl
sponsibility for the effective, efficient and acceptable use of IT for evidentiak purpod
panization, remains with the Governing body and cannot be delegated.

Processes

1 Archival strategy

ocesses should be structured, complete, efficient, secure, and'maintain the integrity of the ¢

2 Discovery strategy

d timely access to organization information is critical for decision-making and the prese
idence.

3 Disclosure strategy

sessment of the digital-related risk that the organization faces, it should apply its risk d
termine if the level of risk is-acceptable or whether the adoption of further strategic risk is
formation that is disclosed_should be preserved so that it is auditable.

4 Digital forensi¢ capability strategy

A

refention of and/or access to digital forensic skills. The organization should maintain proce
aspure thedntegrity of investigations, the independence of experts, and the evidential value
information:

6.

organizationéshould adopt policies and plans to assure the preservation of digital evideng

formance
kK criteria.
es by an

. Archival
lata.

Accurate
ntation of

. For any
riteria to
required.

e and the
sses that
of binary

Risk compliance strategy

An organization should make decisions on whether to adopt strategic risk based on the application of
its risk criteria for digital evidence. The Governing body should gain assurance that the level of risk
remains within the organizations risk criteria.

© ISO/IEC 2015 - All rights reserved
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7 Metrics

7.1 General
An organization should measure the critical attributes of the entity in order to evaluate proposals and

plans, to monitor performance and conformance, and to direct strategy and policies. Reports provide
the organization’s Governing body with the information on which to make informed decisions.

7.2 Key goal indicators

A Key Godl Indicator (KGI) reports the measurement of attributes from goals. The KGI provides a way|to
monitor the achievement of the principle values.

7.3 Key performance indicators

A Key Pefformance Indicator (KPI) reports the measurement of attributes from objectives. The KPI
provides p way to monitor the achievement of the process values.

7.4 Key business indicators

AKey Buginess Indicator (KBI) reports the variation between a Key Goa] Indicator and a Key Performarce
Indicator{ The KBI provides a way to monitor the achievement of organization progress.

4 © ISO/IEC 2015 - All rights reserved
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International Standard overview

The International Standard overview is shown in Figure A.1.

GOVERNANCE GOVERNANCE MANAGEMENT
Stakeholder Mandate
. Responsibility (Clause 5.1)
(Clause 4.1)
v 1. Archival Strategy
- Strategy Establishment (Clalise 6:1)
(Clause 4.2) (Clause 5.2)
¥ 2. Discovery-Strategy
. Acquisition {Clause 6.2)
(Clause 4.3)
Evaluate 3. Disclosure Strategy
. Performance (Clause 5.3) (Clause 6.3)
(Clause 4.4)
<« 4_Digital Forensic Capability Strategy
. Conformance (Clause 6.4)
(Clause 4.5)
5. Risk Compliance Strategy
. Human Behaviour Direct Monitor (Clause 6.5)
(Clause 4.6) (Clause 5.4) (Claused.5)
Principles Framework Processes
(Clause 4) (Clause 5) (Clause 6)
KGI Metric KBI Metric KPI Metric
(Clause 7.2) (Clause 7.3) (Clause 7.4)

Figure A.1 — International Standard Overview
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