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Fore

word

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work.
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Introduction

This document, and all the other parts associated with this document, were developed in response to
worldwide demand for smart home focused Internet of Things (loT) devices, such as appliances, door
locks, security cameras, sensors, and actuators; these to be modelled and securely controlled, locally
and remotely, over an IP network.

While some inter-device communication existed, no universal language had been developed for the
loT. Device makers instead had to choose between disparate frameworks, limiting their market share,

: i PrHH ystems— i Fred —Hae d users
determine whether the products they want are compatible with the ecosystem they bought into, or
find ways to integrate their devices into their network, and try to solve interoperability issues|on their
awn.

In addition to the smart home, 10T deployments in commercial environments are hampered Hy a lack
olrsecurity. This issue can be avoided by having a secure loT communication 'framework, which this
standard solves.

Tlhe goal of these documents is then to connect the next 25 billion devices for the 10T, providing secure
gnd reliable device discovery and connectivity across multiple OSs and-platforms. There are|multiple
proposals and forums driving different approaches, but no single/selution addresses the mgjority of
key requirements. This document and the associated parts enable industry consolidation ground a
cdommon, secure, interoperable approach.

ISO/IEC 30118 consists of eighteen parts, under the general title Information technology +— Open
Gonnectivity Foundation (OCF) Specification. The parts fall into logical groupings as described herein:
- Core framework

— Part 1: Core Specification

— Part 2: Security Specification

— Part 13: Onboarding Tool Specification

- Bridging framework and bridges

— Part 3: Bridging Specification

— Part 6: Resource to Alljoyn Interface Mapping Specification

— Part 8: OCF Resource 'to oneM2M Resource Mapping Specification
— Part 14: OCF Resource to BLE Mapping Specification

— Part 15: OCE.Resource to EnOcean Mapping Specification

— Part 16: OCF Resource to UPlus Mapping Specification

— Part 17-~OCF Resource to Zigbee Cluster Mapping Specification

— Party18: OCF Resource to Z-Wave Mapping Specification

- Resource and Device models

= Part 4: Resource Type Specification

— Part 5: Device Specification
— Core framework extensions
— Part 7: Wi-Fi Easy Setup Specification
— Part 9: Core Optional Specification
— OCF Cloud
— Part 10: Cloud API for Cloud Services Specification
— Part 11: Device to Cloud Services Specification
— Part 12: Cloud Security Specification

© IS0 2021 - All rights reserved \Y
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Information technology — Open Connectivity
Foundation (OCF) Specification —

Part 9:

Core optional specification

1 Scope

Tlhe OCF Core specifications are divided into a series of documents:

- Core specification: The Core specification document specifies the Eramework, i.e., the O
architecture, interfaces, protocols and services to enable OCF profiles implementation for
of Things (loT) usages and ecosystems. This document is mandatory for all Devices to im

- Core optional specification (this document): The Core optional specification document speq

profiles implementation for Internet of Things (IoT) usages and ecosystems that can optid
implemented by any Device.

- Core extension specification(s): The Core extension specification(s) document(s) specifies
OCF Core functionality that are significant in scope (e.g., Wi-Fi easy setup, Cloud).

2 Normative references

Tlhe following documents are referred to in the text in such a way that some or all of their|
constitutes requirements of this document. For dated references, only the edition cited app
undated references, the latest edition of the referenced document (including any amendments)

IBO/IEC DIS 20924, Information\Lechnology — Internet of Things — Vocabulary, June 2018
https://www.iso.org/standard/69470.html

IBO/IEC 30118-1, Informpation technology — Open Connectivity Foundation (OCF) Specificatio
Rart 1: Core specification
https://www.iso.org/standard/53238.html

IBO/IEC 301182} Information technology — Open Connectivity Foundation (OCF) Specificatio
Rart 2: Security specification
https://wwwiso.org/standard/74239.html

IETRRFC 3339, Date and Time on the Internet: Timestamps, July 2002

CF core
Internet
blement.

ifies the

Framework, i.e., the OCF core architecture, interfaces,, ptotocols and services to enable OCF

nally be

optional

content
ies. For
applies.

>
|

=]
|

qttps://www.rfc-editor.org/info/rfc3339

IETF RFC 5234, Augmented BNF for Syntax Specifications: ABNF, January 2008
https://www.rfc-editor.org/info/rfc5234

IETF RFC 5424, The Syslog Protocol, March 2009
https://tools.ietf.org/html/rfc5424

IETF RFC 5646, Tags for Identifying Languages, September 2009
https://www.rfc-editor.org/info/rfc5646

IANA ifType-MIB Definitions
https://www.iana.org/assignments/ianaiftype-mib/ianaiftype-mib
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IANA Media Types Assignment, March 2017
http://www.iana.org/assignments/media-types/media-types.xhtmi

OpenAPI specification, fka Swagger RESTful APl Documentation Specification, Version 2.0
https://github.com/OAIl/OpenAPI-Specification/blob/master/versions/2.0.md

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

—_

For the purposes of this document, the terms and definitions given in ISO/IEC 30418
ISO/IEL 30118-2, and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

[

— 18Q Online browsing platform: available at https://www.iso.org/obp

— |E(J Electropedia: available at http://www.electropedia.org/

3.11
Alert
information provided by the Device by means of a specialised Resource-Jype that provides details w|th
regard [to potential problems, issues, or Device status of interest on which action can be taken

3.1.2
Rule
Resource that implements autonomous decision logic according to a condition-action pattern

3.1.3
Rule Action
Resoulce that is actuated with a defined value when*the Rule Result (3.1.6) holds "true"

3.1.4
Rule Expression
definitipn of the Rule (3.1.1) logic in terms-of the defined Rule Inputs (3.1.5), and which evaluates|to
a boolgan Rule Result (3.1.6), for which.'true" means that the Rule (3.1.1) has been triggered

3.1.5
Rule Input
Resources that contain the~Rroperties whose values are evaluated as part of the Rule Expressipn
(3.1.4)

3.1.6
Rule Result
Property whichaeflects the result of the evaluation of the Rule Expression (3.1.4)

3.1.7
Scene

t t' e o 4 4 4 4 £ ol H =D 4 1 £ raull i £
static Tty tiftat otuI©o a STL UT UTTITITU T"TUPTTlYy valutTo TUT a UUTNTULUTT UT TACToUUTULT S

Note 1 to entry: A Scene (3.1.3) is a prescribed setting of a set of Resources with each having a predetermined value for
the Property that has to change.

3.1.8

Scene Collection

Collection that contains an enumeration of possible Scene Values (3.1.10) and the current Scene Value
(3.1.10)

Note 1 to entry: The member values of the Scene Collection (3.1.8) are Scene Members (3.1.9).

2 © ISO/IEC 2021 - All rights reserved
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3.1.9
Scene Member
Resource that contains mappings of Scene Values (3.1.10) to values of a Property in the Res

3.1.10

Scene Value
Scene (3.1.3) enumerator representing the state in which a Resource can be

4 Document conventions and organization

ource

.1 Conventions

this document a number of terms, conditions, mechanisms, sequences, parameters; events
etwork Architecture). Any lowercase uses of these words have the normal technical English n
this document, to be consistent with the IETF usages for RESTful operations;the RESTful o
ords CRUDN, CREATE, RETRIVE, UPDATE, DELETE, and NOTIFY will'have all letters cap
ny lowercase uses of these words have the normal technical English .méaning.

.2 Notation

 this document, features are described as required, recommeénded, allowed or DEPRECA
bllows:

Tl =h

equired (or shall or mandatory)(M).

not", and "PROHIBITED" indicate behaviour‘that is prohibited, i.e. that if performed me
implementation is not in compliance.

wul

ecommended (or should)(S).

- These features add functionality supported by Core Architecture and should be imple
Recommended features take adyvantage of the capabilities Core Architecture, usually
imposing major increase of (complexity. Notice that for compliance testing, if a reco

feature is implemented, it shall meet the specified requirements to be in compliance wi
guidelines. Some recommended features could become requirements in the future. The
"should not" indicates.behaviour that is permitted but not recommended.

>

llowed (may or allowed)(O).

These features.are neither required nor recommended by Core Architecture, but if the fe
implemented))it shall meet the specified requirements to be in compliance with these guid

ODEPRECATED.
- Although these features are still described in this document, they should not be implemente

for\backward compatibility. The occurrence of a deprecated feature during operatio
implementation compliant with the current documenthas no effect on the impleme

, States,

r similar terms are printed with the first letter of each word in uppercase and the restlowercage (e.g.,

heaning.

peration
italized.

TED as

These basic features shall be implemented to gomply with Core Architecture. The phrasés "shall

ans the

mented.
without
mended
h these
phrase

ature is
Blines.

H except
h of an
htation’s

operatiomand—does ot produce—any error conditions Backwardcompatibitity mray requi

e that a

feature is implemented and functions as specified but it shall never be used by implementations

compliant with this document.
Conditionally allowed (CA).

— The definition or behaviour depends on a condition. If the specified condition is met, then the

definition or behaviour is allowed, otherwise it is not allowed.
Conditionally required (CR).

— The definition or behaviour depends on a condition. If the specified condition is met, then the
definition or behaviour is required. Otherwise the definition or behaviour is allowed as default

unless specifically defined as not allowed.

© ISO/IEC 2021 - All rights reserved
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Strings that are to be taken literally are enclosed in "double quotes".

Words that are emphasized are printed in italic.

In all of the Property and Resource definition tables that are included throughout this document the
"Mandatory" column indicates that the item detailed is mandatory to implement; the mandating of
inclusion of the item in a Resource Payload associated with a CRUDN action is dependent on the
applicable schema for that action.

4.3 Data types
Resoulces are defined using data types derived from JSON values as defined in clause @.3'|in
ISO/IEL 30118-1.
5 Functional interactions
5.1 ntroduction
The functional interactions between a Client and a Server are described in 5.2 through 5.7 respectively.
The functional interactions use CRUDN messages (clause 8 in ISO/AEC 30118-1) and inclufe
Discovery, Notification, and Device management. These functions require support of core definged
Resoulces as defined in Table 1.
Table 1 — List of optional Core Resources
Pre-gefined URI Resource Name Resource Type Related Functional Mandatory
Interaction

(none) Configuration "oic.wk.con" Device management | No

(none) Configuration "oic.wk.con.p" Device management | No

"loic/mnt" Maintenance "oic.wk.mnt Device management | No

(none) Network monitoring "oic.wkinmon" Device management | No

(none) Software update "oiciwk.softwareupdate” | Device management | No

(none) Icon foic.r.icon" Icons No

(none) Scene List "oic.wk.scenellist" Scenes No

(none) Scene Collection "oic.wk.scenecollection" | Scenes No

(none) Scene Member "oic.wk.scenemember" Scenes No

(none) Alerts "oic.r.alert" Alerts No

(none) Aletts Collection "oic.r.alertcollection” Alerts No
5.2 Onboarding, provisioning and configuration
Onboafding and provisioning are fully defined by ISO/IEC 30118-2.
Should a Device support Client update of configurable information it shall do so via exposing an

"oic.wk.con" Core Resource (Table 2) in "/oic/res".

Table 2 — Configuration Resource

Example Resource Resource OCF Description Related
URI Type Title Type ID Interfaces Functional
"rt" value) Interaction
"/lexample/oi | Device "oic.wk.con" "oic.if.rw" The Resource Type through which Configuration
c/con” configuration configurable information specific to
the Device is exposed.

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=cd912d1cdcbfca4e4872076bbf4e80a5

ISO/IEC 30118-9:2021(E)

The Resource Properties exposed
in "oic.wk.con" are listed in
Table 3.

"/lexample/oi
c/con"

Platform
configuration

"oic.wk.con.p"

"oic.if.rw"

The optional Resource Type
through which configurable
information specific to the Platform
is exposed. The Properties
exposed in "oic.wk.con.p" are
listed in Table 4.

Configuration

Tlable 3 defines the "oic.wk.con" Resource Type. Complete details are provided in annex A.2.

Table 3 — "oic.wk.con" Resource Type definition

Property
title

Property
name

Value type

Value
rule

Unit

Access
mode

Mandatory

Desecription

(Device)
Name

n
(Common
Property of
"/example/
oic/con")

"string"

N/A

N/A

R, W

Yes

Human friendly name
configurable by the end user (e.g.
Bob's’thermostat). The "n"
Common Property of the
oic.wk.con Core Resource anfl
the "n" Common Property of the
"/oic/d" Core Resource shall have
the same Value. When the "n
Common Property Value of the
oic.wk.con Core Resource is
modified, it shall be reflected fto
the "n" Common Property of
"/oic/d" Core Resource.

Location

"loc"

array of
float (has
two
elements,
the first is
latitude,
the second
is
longitude)

N/A

Deg
rees

R, "W

No

Provides location information
where available.

Location
Name

"string"

N/A

N/A

no

Human friendly name for locafion

For example, "Living Room".

Currency

"string"

N/A

N/A

R,W

no

Indicates the currency that is
used for any monetary
transactions

Region

"string"

N/A

N/A

R,W

no

Free form text Indicating the
current region in which the
Device is located geographicy

y.

Localized
Names

U

"array"

N/A

N/A

R,W

no

Human-friendly name of the
Device, in one or more
languages. This Property is a
array of objects where each
object has a "language" field
teontairingartET—RFC5646

=

ARl LR L g J
language tag) and a "value" field
containing the Device name in
the indicated language. If this
Property and the Device Name
(n) Property are both supported,
the Device Name (n) value shall
be included in this array.

Default
Languag
e

g

"language-
tag"

N/A

N/A

R,W

no

The default language supported
by the Device, specified as an
IETF RFC 5646 language tag. By
default, clients can treat any
string Property as being in this
language unless the Property
specifies otherwise.

© ISO/IEC 2021 - All rights reserved
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Table 4 defines the "oic.wk.con.p" Resource Type. Complete details are provided in annex A.3.

Table 4 — "oic.wk.con.p” Resource Type definition

Property Property Value Value Unit Access Mandatory Description
title name type rule mode
Platform "mnpn" "array" N/A N/A R,W No Friendly name of the
Name Platform. This Property is
an array of objects where
each object has a
"language" field
(containing an
IETF RFC 5646 language
tag) and a "valug“field
containing the platform
friendly namenin the
indicatedjlanguage.
Faeréxample,
[{"language":"en",
"value":"Dave’s Laptop"}]
5.3 Device management
5.3.1 Overview
Device|management includes the following functions:

- Diahﬁ/nostics and maintenance

— Ne
5.3.2

ork monitoring

Diagnostics and maintenance Resource Type

The Diagnostics and Maintenance Resource Type is intended to enable the resolution of issups
tered with the Devices whilevoperating in the field. If diagnostics and maintenance is supported

encour
by a Ds

pvice, the Core Resource/oic/mnt" shall be supported as described in Table 5.

TTbIe 5 — Optional diagnostics and maintenance Device management Core Resources

Pre-difined Resource Resource OCF Description Related
URI Type Title Type ID Interfaces Functional
"rt" value) Interaction
"loic/mnt" Maintenance | "oic.wk.mnt" "oic.if.rw" The Resource through which the Device
Device is maintained and can be management

used for diagnostic purposes.

The Properties exposed by
"/oic/mnt" are listed in Table 6.

Table 6 defines the "oic.wk.mnt" Resource Type. At least one of the Factory Reset, Reboot, or last
error Properties shall be implemented. Complete details are provided in annex A.5.

Table 6 — "oic.wk.mnt" Resource Type definition

Property title Property Value Value | Unit Access Mandatory Description
name type rule mode
Factory_Reset | "fr" "boolean” N/A N/A R, W No When writing to this

Property:
false — No action (Default*)
true — Start Factory Reset

© ISO/IEC 2021 - All rights reserved
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When reading this Property,
a value of true indicates a
pending factory reset. Once
the factory reset has been
completed, the Device shall
set the value back to false.

This Property is functionally
equivalent to a transition to
a state of Hard Reset as
defined in ISO/IEC 30118-2,
clause 8.1

Reboot rp”

"boolean”

N/A N/A R,

W

When writing to this
Property:

false — No action\(Defpult)
true — Start-Reboot

After Reboot; this valde
shall be_ehanged bacH to
the default value (i.e.,|false)

Last error "err"

"integer"

HTTP | N/A R
error
code

Lastoccurred error code,
shall be cleared to 50
(service unavailable), when
doing a Factory Resetlor

Reboot.

All HTTP errors outside the
100, 200 or 300 rang€| shall
be stored.

5.3.3

.3.3.1 Overview

s defined in ISO/IEC 30118-2 a Device has’ a state machine through which it transitions d

perational lifetime.

IBO/IEC 30118-2 details actions on” such state transitions for the Resources defined therg
lause defines the actions to betaken on such state transitions for the Resources and fung

efined within this document.

—

- RFNOP to-REPRO
- RFPRO to-RFNOP

-~ RFNOP to Soft Reset
-~ RFNOP to Hard\Reset

he state transitions to be(considered are:

NOTE Default indicates the value of this Property as soon as the Device is rebooted or factory reset.

Core behaviours on Device maintenance‘state changes

uring its

in. This
tionality

Tlable 7—provides a summary of the actions to be taken in each case for functions defined in the
IBO/IEC-30118-2 and this document, other extensions to these documents may defing further
behaviours.
Table 7 — Actions on Device state change
Soft reset Hard reset RFNOP -> RFPRO RFPRO -> RFNOP
SVR As per As per As per ISO/IEC 30118- | As per ISO/IEC 30118-
ISO/IEC 30118-2 ISO/IEC 30118-2 2 clause 8.3 2 clause 8.4
clause 8.5 clause 8.1
Mandatory Core No change Reset to defined No change No change
Resources defaults, see clause
5.3.3.3.3
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Optional Core No change Reset to defined No change No change
Resources defaults, see clause
5.3.3.3.4
Vertical No change Reset to defined No change No change
Resources defaults; see clause
5.3.3.3
Created No change Deleted No change No change
Resources
Observe No change Canceled; see clause No change Re-evaluate ACL; see
Transactions K332 clause 5 332
OCF Cloud No change See clause Error! No change No change
Reference source
not found.
5.3.3.2 Handling of Observe transactions
On a transition to hard reset all active Observe transactions shall be cancelled by\the Server by sendipg
a "Seryice Unavailable" response on each active Observe transaction.

Onas
(such @
the 1S(
Obser\
sendin

5.3.3.3
5.3.3.3

On a |
referre
as they

The de
Resoul

5.3.3.3
Defaulf
5.3.3.3

Table §
Core R

excludé¢s "/oic/res" as that has no mutable Properties.

ate transition that allows for modification of the access controls.that exist against a Resour|
s from RFPRO to RFNOP) it is possible that the access controls themselves as defined with
D/IEC 30118-2 are changed such that the original RETRIEVE operation that established t

e would not have been allowed. In such instances the{Server shall cancel the Observe
j a "Service Unavailable" response on the Observe tranisaction.
Reset of Resource Properties to defined defaults
1 Overview
ard or factory reset Resource Properties are reset to default values. These are commo

 to as manufacturer defaults however itys not possible in all instances to revert to such valu
may not be known or be practicable.

fault values to be applied for the'mandatory and optional Core Resources, plus any Vertic
ces are defined in clauses 5.3.3.3.2 through 5.3.3.3.4 respectively.

2 Defaults for Vertical Resources

values for any Vertical Resources exposed by a Device are up to the implementation.

3 Defaults.for mandatory Core Resurces

and Table; 9 capture default values that shall be set for mandatory Properties of the mandatd

n
ne

by

ly
S

al

ry

esources_Wwhere those Resources contain Properties that can be changed by a Client. This

Table 8 — Default values for "/oic/d"

Property Default Notes
"n" Empty string if "/oic/con" is also exposed, otherwise not
mutable.
"di" See ISO/IEC 30118-2 requirements
"icv" Unchanged Not mutable
"dmv" Unchanged Not mutable
"piid" See ISO/IEC 30118-2
requirements.
8 © ISO/IEC 2021 - All rights reserved
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Table 9 — Default values for "/oic/p"

Property Default Notes
"pi” See ISO/IEC 30118-2
requirements.
"mnmn" Unchanged Not mutable

his clause details the actions to be taken with respect to the optional Core Resources.
he icon Resource ("oic.r.icon") has no mutable Properties, so no action is to be taken.

he network monitoring Resource ("oic.wk.nmon") shall have all Properties reset\(i'e. behavi

pur as if

n UPDATE with the "reset" Property set to "true" had been received). The "col"‘Property shdll be set
to "false"”.
Any Resources that were added to an instance of a Collection or a specialisation of a Collectjon (e.g.
Ycene List ("oic.wk.scenelist") or Scene Collection ("oic.wk.scenecollection")) by a Client shall be
deleted.
Tlhe Device configuration Resource ("oic.wk.con") shall be modified in accordance with Table 10 for
those Properties that are implemented.
Table 10 — Default values for Device configuration Resource
Property Default Notes
"loc" [0.0,0.0]
"locn" Empty string
'c" " Empty string
r" " Empty string
"In" [{} One item array with an empty object.
"di” Defined/by:the manufacturer Recommend the primary language tag for the region into
which the Device is marketed (e.g. "en" for primarily Hnglish
speaking countries).
Tlhe platform configuration Resource ("oic.wk.con.p") shall be modified in accordance with Taple 11

Table 11 — Default values for Platform configuration Resource

Property Default Notes
"mnph" [{}1 One item array with an empty object
5.3.4 Network monitoring Resource Type

Network monitoring is used for monitoring the current network state of the Device.

The network monitoring Resource Type is "oic.wk.nmon" and is described in Table 12. The Resource

Type may occur multiple times if more than 1 network interface is implemented. The Common

Property

"n" may be used to distinguish the different network interfaces, like distinguish the 2.4 and 5G Wi-Fi

network interfaces.
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Table 12 — Optional monitoring Device management Core Resources

Example Resource Resource OCF Interfaces Description Related
URI Type Title Type ID Functional
("rt" value) Interaction
"/lexample/o | Network "oic.wk.nmon" "oic.if.rw", The Resource through which the | Device
ic/nmon" Monitoring "oic.if.baseline" Device is monitored. management

The Resource exposes
Properties relevant to aspects
that may be monitored. The

Resource Properties exposed by
Resource Type "oic.wk.nmon"
are listed in Table 13
Table 13 defines "oic.wk.nmon" Resource Type. Complete details are provided in annex ACB.
Table 13 — "oic.wk.nmon" Resource Type definition
Propgrty Property Value Value Unit | Access Mandatory Description
title name type rule mode
Network "ianaifTyp | "integer" The N/A R Yes The 'network type this Resource
indicatgr e" integer is-eollecting information from as
value of defined by IANA ifType-MIB
the Definitions.
ianaifTyp
e
reset "reset" "boolean” True, all N/A RW Yes Reset of the collected values
collected
values
should be
reset.
The
server
should
reset the
value
automatic
ally to
fals¢
afterthe
reset
occurred.
Collect|ng "col" "boolean" True: N/A RW Yes Boolean to start/stop collecting
status collecting data.
indicatipn data.
False:
not
collecting
data
Transnlissi "tx" "integer"” N/A kilo R No Amount of transmitted kilo bytes
on bytds byte from the collection
s
Receptjon "rx" "integer"” N/A kilo R No Amount of received kilo bytes
bytes byte from the cottection.
s
Maximum "mmstx" "integer"” bytes byte | R No Maximum transmitted message,
message s e.g. Max(tx) in the collection
size tx period
Maximum "mmsrx" "integer"” bytes byte | R No Maximum received message,
message s e.g. Max(rx) in the collection
size rx period
Average "amstx" "integer” bytes byte | R No Average transmitted message
message s size, e.g AVG(tx) in the
size -tx collection period.
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Average "amsrx" "integer" bytes byte | R No Average received message size
message s e.g AVT( rx) in the collection
size -rx period.

Examples of typical used values for ianaifType are 71 (ieee80211) for Wi-Fi and 6 (ethernetCsmacd)
for Ethernet.

A Device should start collecting network monitoring data when receiving an UPDATE operation with
the parameter "col" = true. A Device should stop collecting network data when receiving an UPDATE
0 i i = ; PDATE
dperation with parameter "reset" = true is received, if the parameter "reset" is false then,th¢ values
should not be reset. Figure 1 illustrates the interactions with the network monitoring Resource.
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Client Server

initiate collecting data

UPDATE Request ("col" = true, "reset” = trug) }:

Start collecting network information,
current data is reset

LIPDATE Response

restart collecting data —=

UPDATE Request ("col” = true, "reset" = true) D

current datais reset

A

! Restart callesting network infarmation,
. _ UPDATE Response

stop cellecting data

~

UPDATE Request ("col"Sfalse, "reset” = false)

collecting network information is stopped,
last collected data is still available

€ LPDATE Hesponse !

= retrieve collected data after stopped

RETRIEVE Request >

RETRIEVE Response (current network statistics) :

Figure 1 — Interactions with the network monitoring Resource

The state transition diagram for collecting or not collecting network information is described by Figure 2.
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aehaviour to actuallyupdate the software of the Device as indicated by the "oic.r.pstat" "cm
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( not_caollecting W

col = false
_lreset="false
— values cleared (reset=true) e
— values maintained (reset=false) T

\
|
/UPDATE: col=true, reset=false I@DATEZCD#H'UE, reset = true UPDATE col=false reset=true \\\IUF'DATE col=falsere
{

| \ |

\ ( . collecting W B /

T— col=true -
reset=false

values are increasing

values incresing from zero if reset=true

values incresing from existing values if reset=false

Figure 2 — State transition diagram for networkcnformation collection

.3.5 Software update Resource Type

he software update Resource is used to control software updats of the Device.

n ISO/IEC 30118-2 there is already a manual triggered software update mechanism availa
iggering of the Client (manual) software update is achieved via the security Resour

he software update Resource adds additional features to the security specified mechanism,

Specify the source to obtain the software package.
Time scheduled software update actions.
Status information, especially more info about various error situations.
the Device implements’the software update Resource, it is required to implement the softwar

efined in ISO/IEC 88118-2 clause 13.8. Also the security defined software update process s
ne data that is seton the software update Resource like the "purl" Property.

he software‘dpdate Resource Type is "oic.r.softwareupdate” and is described in Table 14.

Table 14 — Optional software update Resources

at=false

ble. The
e Type

bic.r.pstat” by using the appropriate bits in the "tm" Property. The software update triggering results
m updates of the "cm" Property in the "oic.r\pstat" Resource Type (see ISO/IEC 30118-2 claug

e 13.8).
like:

b update
' bits as
hall use

Example Resource Resource Type ID OCF Interfaces Description Related
URI Ty'r'\n Title (“rl‘“ \l:llln) Functional
Interaction
"/example/o | Software "oic.r.softwareupdate” "oic.if.rw", The Resource exposes Device
ic/swupd" Update "oic.if.baseline" Properties to control and management

monitor the software
update mechanism. The
Properties exposed by
Resource Type
"oic.r.softwareupdate" are
listed in Table 15.

© ISO/IEC 2021 - All rights reserved
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Table 15 defines the Properties of the "oic.r.softwareupdate"” Resource Type. Complete details are

provided in annex A.12.

Table 15 — "oic.r.softwareupdate” Resource Type definition

Property Property Value Value Unit | Access Mandatory Description
title name type rule mode

New "nv" "string" N/A N/A R No New available software version.

version

Packade urT purl string URLC N7TA RW Yes Source of the software package
might be an HTTPS or a CoAPs
URL.

Action "swupdatea | "string" enum N/A RW Yes Scheduled action to do'a

ction" (see software update.
Table 17)
State "swupdatest | "string" enum N/A R Yes State of the seftware update.
ate" (see
Table 16)
Result "swupdater "integer" | N/A N/A R Yes Result{of the software update.
esult" List of error codes are as define]
innTable 18.

Lastupglate "lastupdate" | "string" date-time | N/A R No Time of the last software update
according to IETF RFC 3339.
Initial set on date of
manufacturing.

Signagp "signed" "string" enum N/A R No Signage method of the software
package, currently the only
allowed value is "vendor".

Updatefime | "updatetime | "string" date-time | N/A RW Yes Scheduled time, according to

" IETF RFC 3339, to do action
which is specified in the
"swupdateaction" Property.

The values of the "swupdatestate" Propertylare described in Table 16.

Table 16 — State definitions and state transitions of the software update Resource

Description

Value of Property

equivalent "cm" bit

Transition allowed from statd

“swupdatestate” values in "pstat”.
Idle, waiting for updates Nidle" Bit64 =0 "nsa", "svv", "sva", "upgrading"
Bit 128 = 0
Bit 256 = 0
New sdftware available/(after "nsa Bit64 =0 "idle", "svv", "sva", "upgrading"
checkirlg for new software Bit 128 = 0
being gvailable an the url ) B
indicat¢d by "purt®). This step Bit 256 = 1
does not dowhload the new
softwarle
Softwa!e verston vattaation SVV Bit64—="10 fate* " nsa*sva“—‘upgrading
(during downloading and Bit 128 = 0
checking the software ) B
|ntegr|ty) Bit 256 = 1
Software version available "sva Bit 64 = 1 "idle", "nsa", "svv", "upgrading"
(The software is downloaded Bit 128 = 0
dd dtob lid
and deemed to be valid) Bit 256 = 1
Upgrading "upgrading” Bit 64 =1 "idle", "nsa", "svv", "sva"
Bit 128 = 1
Bit 256 = 1
14 © ISO/IEC 2021 - All rights reserved
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The typical state transitions are described Figure 3.The state transitions can be trigged manually or by
a timed action. The manual state triggers (i.e., "tm" Property of "oic.r.pstat") are described in
ISO/IEC 30118-2 clause 13.8. The timed state triggers are managed using the "swupdateaction" and
"updatetime" Properties of the software update Resource to trigger software update actions at some
future date and time. The action names for scheduled actions are listed in Table 17. When the
“updatetime” for the timed action is in the past then the update shall not take place, it is implementation
dependent if the UPDATE with an “updatetime” value in the past will give an error on the UPDATE

operation.

Table 17 — Value definitions for the Property "swupdateaction”

update.

uses the downloaded_and validated
software package{lf'no validated software
package is available’on the Device, the
Device takes the necessary steps to obtain
a validated¢software package, by
downloading*and verifying the software
from the~éxternal source.

Description Value of Property Action taken Equivalent "pstat”
“swupdateaction”, "tm* bitg.

for scheduled
update actions.

Nothing scheduled (not "idle" No action

applicable).

Initiate software "isac" Check on remote end point if a newef "tm" bit 256.

availability check. software version is available.

Initiate software "isvv" Downloads and verifies if the_software "tm" bit 64.

versionvValidation. version is valid.

Initiate secure software "upgrade" Upgrades the software inthe Device. It "tm" bit 128.

pstat. cmi@hit256 = 1 (new versi

_— )
@‘ M@it256 = 1 (itiate Software Availabilty Check) _ pstat,cm@bit256 = 0 (no new versiopsavail3ble)/ pstattm@bit64 = 1 (itiate Software Vusmnvzhdaw pstat, cm@bit256 = 0 (no valid sofiw

ion avalable)

Software Availabilly)
are Avallable)

pstat.cm@bitsd = 1 (valid software available)

Update) "\ pstat.cm@bit128 =

upgrading

(upgrading finished)

Tlhe "purl" Property indicates the URL to obtain the software package from. This URL shall b
qualified URI.)Ifthe value is an empty string ("") then the Device will use the built in vendon

u
grading)
s radin

Figure 3 — Typical state transition diagram for software update

e a fully
defined

URL (see ISOHEC 30118-2). If a built in URL is not implemented, setting the "purl" Property [value to
an empty’string will result in an error code value of 6 as defined in Table 18.
Table 18 — List of codes of the "swupdateresult” Property.
Description code

Idle. 0

Success, everything went well. 1

Not enough RAM. 2

Not enough Flash. 3
© ISO/IEC 2021 - All rights reserved 15
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Connection lost. 4
Software validation failure. 5
Invalid URL to receive the software package. 6
Unsupported protocol for download URL. 7
Firmwalre update failed. 8
Softwafe transport error codes. HTTP result codes when accessing the URL to 400-600
downlopd the software package.

Figure |4 depicts a typical update scenario. This scenario is using the observability(of "pstat", so that
the Cli¢nt is informed on the changes of the "cm" bit value to track the progress.
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Resources on the same Device

softwarsupgrade

external server

U T T
] | 1 ]
] | N | ]
= : Inbsewe device 5 =
I I I ]
| observe state | | X
T | = |
| state: idle | | |
] ] I ]
| ohserve cm status ,L: : i
] Eal] | ]
Lo bitszero | | l :
i | I i
: gy o o e
: : { e upgrade ; 5 :
I I I ]
' set purl (external sewver) 0 0 !
] | ’I ]
] Uk | | ]
< h H |
i | i [
: I ] trigger software upgrade | I
] i (LEE) L] | | "o
] | I 1
| Initiate Secure Software Update : : i
] - | ]
| : Initiate Secure Software Update ‘: |
| i . |
: : :new ftware availiblity check :_ = :
] | T ]
] | | ]
! ! ! check if new softwargss\avallable (purl, version) !
] | | ]
! ! | new softvare afailable !
| | g
] ] ]
i Mew Software Available (on external sewver) >
| :4 state: nsa :
] ) I
e statznsa | |
) ] I
| em New Software Available : :
............................................. i \
: I ]
! . : frware d load.and validati :_
1 | — 7 T
] I I
! | tm: Initiate Software Versign\Walidation !
| i (internal) I
1 - I
] !
I I
' cm: Software Version Validation ! !
I
Initiate Spftware Version Validation !
il
I
I
! retrieve package -
]

¢ downloading software

: package
<

complete

<_software downloaded

software validation: ok >

state: sva

A

[ )
{ upgrade image I

cm: upgrading

cm: idle

new version)

client

softwareupgrade

external server

Figure 4 — Typical sequence for non-scheduled upgrading software
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5.4 Scenes
5.4.1 Introduction

Scenes are a mechanism for automating certain operations.

A Scene is a static entity that stores a set of defined Property values for a Collection of Resources.
Scenes provide a mechanism to store a setting over multiple Resources that may be hosted by multiple
separate Servers. Scenes, once set up, can be used by multiple Clients to recall a setup.

Sceneg can be grouped and reused, a group of Scenes is also a Scene.
In short, Scenes are bundled user settings.

5.4.2 Scenes Resource model
5.4.21 Introduction

Sceneg are described by means of Resources. The Scene Resources are hosted’by a Server and the
top lejel Resource is listed in "/oic/res". This means that a Client can\determine if the Scepe
functiopality is hosted on a Server via Resource discovery as defined in clause 11.2 in ISO/IEC 30118-
1. The| setup of Scenes is driven by Client interactions. This includes’creating new Scenes, apd
mappirlgs of Server Properties that are part of a Scene.

The Sdene functionality is created by multiple Resources and has, the structure depicted in Figure|5.
The sceneList and sceneCollection Resources are oveéroaded Collection Resources. The
scene(ollection Resource contains a list of Scenes. This ist contains zero or more Scenes. The
sceneNlember Resource contains the mapping between a Scene and what needs to happen accordipng
to that [Scene on an indicated Resource.

scenelist

—f sceneCollection A
—wacenemember Al
= scenemember A2

— scenemember Ax

sceneCollection £
— scenemember 1
— scenememberZ2

— scenemember fx

I

Figure 5 — Generic Scene Resource structure

5.4.2.2 Scene creation

A Client desiring to interact with Scenes needs to first determine if the Server supports the Scehe
feature; the sceneMembers of a Scene that are Resources of end Device being updated by the Scene
change do not have to be co-located on the Server supporting the Scene feature. This can be done by
checking if "/oic/res" contains the "rt" of the scenelList Resource. This is depicted in first steps of
Figure 6. The sceneCollection Resource is created by the Server using some out of bound mechanism,
Client creation of Scenes is not supported at this time. This will entail defining the Scene with an
applicable list of Scene Values and the mappings for each Resource being part of the Scene. The
mapping for each Resource being part of the sceneCollection Resource is described by a Resource
called sceneMember. The sceneMember Resource contains the link to a Resource and the mapping
between the Scene listed in the "sceneValues" Property and the actual Property value of the Resource
indicated by the Link.
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Client Server

% Check support of scenes :

checking if scenelist is supported :

| get [foicfres?ri="oic.wi.scenelist"]

¥

]
i links="/myscenelist" i
s T
1 ]
1 ]

: !I Setup !I' ===

]

]

]

create an sceneCaollection in scenelist i
]

. I

create [/myscenelist] {sceneCall | lastScene, scensValues) |

T

-
r o

X sceneCollection "SceneCol1" added to
I array of wehlinks,in-scenelist
i the scene valuesvContains the individual scgnes.

T A M

/myscenelist/myscenedescription

-
-

create an item in sceneColl
which is an mapping of an scene to an property in an resource

create [/myscenedescription?] [href tdvresource, mapping info}

e
-

1

1

]

1

X resource create
i member added to array of weblinks
]

1

1

]

)

1

of myscenedescription

_ /myscenedescriptiadn’l

Figure 6 — Interactions‘to-check Scene support and setup of specific Scenes

5.4.2.3 Interacting withsScenes

Il capable Clients can interact with Scenes. The allowed Scene Values and the last applied Scene
alue can be retrieved from the Server hosting the Scene. The Scene Value shall be chaphged by
$suing an UPDATE-operation with a payload that sets the "lastScene" Property to one of the listed
Ilowed Scene Maldes. These steps are depicted in Figure 7. Note that the "lastScene" Propefty value
oes not imply.that the current state of all Resources that are part of the Scene will be at the [mapped
lue. This is*due to that the setting the Scene Values are not modelled as actual states of the[system.
his means’that another Client can change just one Resource being part of the Scene withoyt having
feedback that the state of the Scene is changed.

< >
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Client Senver

read back current scene value

i
i get [fmyscenedescriptiont]

data, including currentscene value

As des
presen
takes j
hosting

ObserVing the referenced Resources using the mechanism described in clause 11.3.2

ISO/IE

but intg¢racts only with Scene functionalities. During:-the evaluation the mappings for the new Sce

Value
This be

set new scene value

|
i update [/myscenedescription?] {lastscens="new valug"} >

all mapped values in the list will be set to the resourc@

this will be multiple unicast calls to set the value of the resource
N

I
data, lastScene value !

»

Figure 7 — Client interactions on a specific Scene

cribed previously, a Scene can reference one or more Resaources (i.e., sceneMembers) that g
t on one or more Servers. The Scene Members are re<gvaluated each time a Scene chan
lace. This evaluation is triggered by a Client that isieither embedded as part of the Sery
the Scene, or separate to the Server having knowledge of the Scene via a RETRIEVE operati

C 30118-1. The embedded Client located in thexsame Device with the Server is a general Clie

vill be applied to the Servers which containiseeneMembers from the Scene that is being updatg
haviour is depicted in Figure 8.

je
er

in
nt
he

20

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=cd912d1cdcbfca4e4872076bbf4e80a5

Client

ISO/IEC 30118-9:2021(E)

Server

Client

(embedded)

Server2

on the Semer

co-located embedded Client

read back current

scene value

| get [fmyscenedescriptiont]

1Y _

data, including lastScene )

_ and SceneValues properties !

-
i

set lastScene property to a new value|

update [/myscenedescription1]
flastScene="new value"}

—
v

check all scene members for scene value mapping
invoke update on participating Servers
[

| update Server2 with

' (resource, property="valug") _
Fal

P update(resource, property="value")

ok
ok '
__ new lastScene value ! !
- N -
Client Servep, T Client
(embedded)

Serper2

\ & ]

on the Server

co-located embedded Client

read back current

scene value |

get [/myscengdescription?]

=\

_, (and"ScensValues properties

data,including lastScene

)
J

set lastScene pfoperty to a new value

LS L':
i update [/myscenedescription?]
! {lastScene="new value"} -
| check all scene members for scene value mapping
X invoke update on participating Servers
i [
X | update Server2 with
! ' (resource, property="value") _
1 1 1
i i i update(resource property="value") _
! ! ok
' _ new lastScene value ! !

Figure 8 — Interaction overview due to a Scene change
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5.4.2.4 Summary of Resource Types defined for Scene functionality

Table 19 summarizes the list of Resource Types that are part of Scenes. Complete details are provided
in annex A.7, annex A.8, and annex A.9.

Table 19 - list of Resource Types for Scenes

Friendly Name Resource Type (rt) Short Description Clause
(informative)
scenelyst “ote-wieseenehst Top-tevel-GoHestion AF
containing sceneCollections
scene(ollection "oic.wk.scenecollection" Description of zero or more A.8
scenes
sceneMember "oic.wk.scenemember" Description of mappings for | A.9

each specific Resource part
of the sceneCollection

5.4.3 Security considerations

Creatidn of Scenes on a Server that is capable of this functionality is dependent on the ACLs appligd
to the [Resources and the Client having the appropriate permissions. ‘Interaction between a Clignt
(embedded or separate) and a Server that hosts the Resource that is teferenced as a Scene Memier
is contingent on the Client having appropriate permissions to access the Resource on the host Serv

U
—

See I§O/IEC 30118-2 for details on the use of ACLs and also the mechanisms around Devigce
AutherIication that are necessary to ensure that the correct. permissions exist for the Client to accejss
the Sc¢ne Member Resource(s) on the Server.

5.5 Rules

5.51 Overview

Rules gre Resources that implement autonomgus decision logic according to a condition-action pattgrn.
The Ryle is evaluated based on the Property-values of selected Resource instances. Rule Actions dre
trigger¢d when a Rule Expression evaluates to "true" and consist of defined UPDATE operations that
act upgn Scene Collections by updating-the "lastScene" Property to a defined value.

A Rulelhas the following components:

— A (ollection of Links to the'Resources (i.e., Rule Inputs) that contain the Properties whose valugs
are|evaluated as part of'the Rule Expression.

- Onj Rule Expression that defines the Rule logic in terms of the defined Rule Inputs, and whigh
evdluates to a beolean Rule Result, for which "true" means that the Rule has been triggered.

— A Jollection.of’tinks to one or more Rule Actions, which are processed when the Rule Result|is
evdluated_to\’true"; the Rule Action provides a specific value for the "lastScene" Property that|i
updatedsinithe Linked Scene Collection.

7

Figure 9cshows how these components are organized with respect to the Rule Resource.
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Collection Rule Expression Collection
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Link to

021(E)

Boolean
Rule

Rule
Input

Rule
Expression

Result

Rule Action

§5.5.2  Rule structure Q)
§5.5.2.1 Introduction and Rule Resource <<
A Rule is a Resource with a Resource Type of "oic.r.ruIQ' hat is a Collection. A Rule instarj

ontain the following:

A single Link to a Rule Input Collection (see
A single Link to a Rule Expression Resou@\(see clause 5.5.2.3) which contains:

A single Link to a RL() ction Collection (see clause 5.5.2.4).

summary for thqﬁle Rule Input Collection, Rule Expression, Rule Action, and Rulé¢ Action
ollection Resouggg

Enable Enable

When any Rule
Input is updated

When Rule Result changes frem "false” to
"true”, and Action Enable is “hue'; set
"lastScene” in the Linked {.cene Collection
to the "scenevalue” in1he Rule Action

O
&
o)

and Rule Enable is
"tfrue”, evaluate

Figure 9 — Components of a Rule

D

Q@vse 5.5.2.2).

One Rule Expression Property.

R\
One boolean Rule Enable Prope@, which controls whether the Rule is or is not active

One boolean Action Enable

dﬂperty, which controls whether the Rule actions are of
triggered when the Rule

t evaluates to "true"

One boolean Rule
Expression.

ypes is provided in Table 20.

Table 20 — Optional Rule Resources

Q~

ce shall

are not

R@th Property, which reflects the result of the evaluation of the Rule

o8
Examp@) Resource Resource OCF Description Rejated
U% Type Title Type ID Interfaces Fungtional
& "rt" value) Interlaction
'In omnlc\ RPule "nir\.r_rnln" "nir\_if_ll"’ Tha Rasolirce fhrnugh which tha NDaovica Rulas I
/ruIeURI" "oic.if.base | €xposes Rules.
line" The Properties exposed by "oic.r.rule" are
listed in Table 21.
"/example | Rule Input "oic.r.rule.inp | "oic.if.ll", A specialisation of a Collection that contains | Rules
/ruleinput Collection utcollection” "oic.if.base | Links to the locally hosted Resources that
collection line" provide input to the Rule Expression.
URI" The Properties exposed by
"oic.r.rule.inputcollection" are listed in
Table 22
"/example | Rule "oic.r.rule.ex | "oic.if.rw"," | The Resource that contains the Rule Rules
/rulexpres | Expression pression” oic.if.baseli | Expression and Rule Result.
sionURI" ne"
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The Properties exposed by
"oic.r.rule.expression” are listed in Table 24.

"/example | Rule Action "oic.r.rule.act | "oic.if.rw"," | The Resource that contains the action to be Rules
/ruleactio ion" oic.if.baseli | taken on evaluation of the Rule Result to
nURI" ne" true.

The Properties exposed by "oic.r.rule.action"
are listed in Table 26.

"/example | Rule Action | "oic.r.rule.act | "oic.if.ll", A specialisation of a Collection that contains | Rules
/ruleactio Collection ioncollection” | w5 if hase | ONly instances of "oic.r.rule.ruleaction".
ncollectio line" The Properties exposed by
nURI "oic.r.rule.actioncollection™ are listed in
Table 25.
The Rule ("oic.r.rule") Resource is described in Table 21. Complete details are provided,iR‘fannex A.13.

Table 21 - "oic.r.rule” Resource Type definition

Property Property Value Value rule Unit | Access Mandatory Description
titlp name type mode
Links "links" "array" See Table 13 in R Yes See Table 13
ISO/IEC 30118-1 in
ISO/IEC 3011
8-1.
Resourlce "rt" "array" ["oic.r.rule"] R Yes See Table 4
Type in
ISO/IEC 3011
8-1
Resouilce "rts" "array" Resource Types that may be R Yes See Table 11
Types linked from the Rule in [Bookmark
to Core Spec]
5.5.2.2 Rule input
Rule Inputs are Links in a Collection ("oic.r.rule.inputcollection") that is itself Linked from the Rule.
Each Ljnk in the Collection corresponds to a different input variable in the Rule Expression. Each Link
therefore corresponds to a Resource defined by the Rule. For example, a Rule that evaluates| a

temper
Resoul
has an
for the

The R
details

ature input will include_a Link to a Resource with a Resource Type of "oic.r.temperaturg”.
ce Types for Rule |nputs shall be identical to the Resources to which they are linked. The Lipk
"if" Link Parametef,/which shall be a single element array containing the OCF Interface usgd
internal obserye©f the input Resource.

le Input Cellection ("oic.r.rule.inputcollection") Resource is described in Table 22. Complgte
are provided in annex A.14.

Table 22 - "oic.r.rule.inputcollection” Resource Type definition

Property Property Value Value rule Unit Access Mandatory Description
title name type mode
Links "links" "array" See Table 13 in R Yes See Table 13
ISO/IEC 30118-1 in
ISO/IEC 3011
8-1.
Resource "rt" "array" ["oic.r.rule.inputcollection"] R Yes See Table 4 in
Type ISO/IEC 3011
8-1.
Resource "rts" "array" Resource Types that may be R Yes See Table 11
Types linked from the Rule Input in
Collection ISO/IEC 3011
8-1.
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Rule Inputs shall be indicated by the Link relation type "ruleinput" in the Link (i.e., "rel" Parameter),
thus semantically describing the relationship between the "href" and the "anchor" Parameters
contained in the Link. The "href" Parameter of the Link shall correspond to the input Resource and
shall be a relative URI to a Resource that is hosted on the same Device as the Rule. The "anchor"
Parameter of the Link corresponds to the variable name in the Rule Expression, the variable name
(and thus the content of "anchor") is defined by the Rule Expression and shall be unique within the
context of the Rule Expression. For example a Rule Expression with a variable of
"mytemperature:temperature” has an associated Link within the Rule Input Collection with the "anchor”
set to "mytemperature". For example:

{

"anchor": "mytemperature",

"href": "/mylocaltemperaturesensor",
"rel": ["ruleinput"],

"rt": ["oic.r.temperature"],

"if": ["oic.if.s"]

.5.2.3 Rule expression

he Rule Expression is a Resource ("oic.r.rule.expression") that_Centains a "rule" Property, which is
efined as a string that contains a logical expression over the Rule Inputs, and which evalugtes to a
oolean value. This value is exposed in the "ruleresult" Property, which shall have a default fvalue of
alse". The expression shall conform to the ABNF syntax defined in clause 5.5.5.

(o

wul

ule Inputs within the "rule" Property are specified by-«ncluding the "anchor" Link Parameter from the
jssociated Rule Input, including the desired PropertyiName from the linked Resource. Figure 10 shows

n example for a Rule Input with an "anchor" named "mytemperature" following on from the gxample
ule Input shown in clause 5.5.2.2, and theProperty Name of "temperature", thus the name
"mytemperature:temperature” is used in the Rule Expression to refer to this Rule Input. Specifically,
that is the value of the "temperature" Property of the Resource at the "href" of
"Imylocaltemperaturesensor”.

wul

mytemperature:temperature >= "25"

Figure 10.— Example "rule" Property with single Rule Input

Tlhere are no restrictionsion the number of Rule Inputs that may be part of a Rule Expression. Consider
gn additional exampl€ where the Rule Result evaluates to "true" if the temperature is greatef than or
gdqual to "25" and a“door is open ("openState" Property of an instance of "oic.r.door"). Thus,| given a
Rule Input for "mydoor" as shown in Figure 11 we can construct the Rule Expression shown ih Figure
12.

"anchor": "mydoor",
"href": "/mylocaldoor",
"rel": ["ruleinput"],

1n =1 L 4 <l I
et oia e —deorili
"if": ["oic.if.a"]

}

Figure 11 — Example Link to Rule Input Resource for "mydoor"

mytemperature:temperature >= "25" and mydoor:openState contains
"Open"

Figure 12 — Example "rule” Property with more than one Rule Input
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The Rule Expression also contains two Properties that allow the enabling of the Rule and the actuating
of any Rule Actions to be controlled by a Client.

The "ruleenable" Property controls whether the "ruleresult" Property is updated upon processing of the
Rule Expression. If the "ruleenable" Property is set to "true", then the "ruleresult" Property shall be set
according to evaluation of the Rule Expression each time any Rule Input changes, in effect the Rule
observes the Rule Inputs. An initial evaluation of the Rule Expression shall occur when "ruleenable" is
set to "true"; subsequent re-evaluation shall only take place when any of the Rule Input values change.
If the "ruleenable" Property is set to "false", the Rule Expression shall not be re-evaluated irrespective
of the state of the Rule Inputs. If the "ruleenable" Property is set to "false", the Server shall not change
the values of any of the other Properties in the instance of Rule Expression; this simply means,that
the Rule is no longer re-evaluated whenever a Rule Input changes. The "ruleenable" Property|shgll
have a| default value of "false". A Server shall only expose a "ruleenable" Property set to "true" (or
allow i{ to be set to "true" by a Client, such an attempt shall be rejected with an appropriate failyre
reason} e.g. "bad request") if there exists a Rule Input Link for each variable within the Rule/Expressipn.

The "aftionenable" Property controls whether the Rule Actions (see clause 5.5.2(4)"are processgd
when the "ruleresult" Property is set to "true". If the "actionenable" Property is_sebDto "true", all Ryle
Actiong shall be processed when the "ruleresult" Property is set to "true" as a result of Rule Expressipn
evaluation. No action shall be taken if the result of Rule Expression evaluation”is "false", that is, the
"ruleregult" Property changes from "true" to "false". If the "actionenable" Property is set to "false", the
Rule Agtions shall not be processed. The "actionenable" Property shall-have a default value of "falde

Setting| the "ruleenable" and "actionenable" Properties places the Rule’into one of four modes that gre
summgrized in Table 23.

Table 23 — Summary of "ruleenable” and "actionenable"” Property behaviours

"rul¢enable” "actionenable” Rule Rule Action Notes
Value Value Expression Processed
Processed
false false No No These are the default initial settings for a
Rule

false true No Yes if the The "ruleresult" Property may be updated
"ruleresult" from "false" to "true" in order to manually
Property is trigger the processing of any Rule Actiong.
set to "true"
by a Client

true false Yes No Rule Inputs may be updated and the

"ruleresult" Property may be observed to
test the logic and processing of the Rule
Expression

true true Yes Yes The Rule Expression is processed and th¢
"ruleresult" Property is updated when Rul
Inputs are updated. Rule Actions are
processed when the "ruleresult" Property
value is set to "true"

wr

"ruleresult! in the mode that is noted, that is when "ruleenable" is "false" and "actionenable" is "trug".

As noteFd in Table 4; the "ruleresult" may be set to "true" by a Client. A Client shall only be able to get

The Properties of the Rule Expression Resource are summarized in Table 24. Complete details are
provided in annex A.15. An example flow showing use of the Rule Enable and Action Enable Properties
is shown in Figure 13.
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Client Server Rulelnput
) | )
' { Enabling the Rule |— '
: | g the Rule = :
read back current rule settings L\] I i
) ] ]
\ get [/myruleexpression] o \
:..r repre ontation of rule Sxpre an : :
k ] ]
enable the rule ! !
update [/myruleexpression] {ruleenable = true} ,_: :
rule is now enabled Il] :
| J
{ Testing the Rule = '
| g the Rule |5 : == ;
Uinternalobiserve !

internal notific

' some Property changes

ation

-
-

not set

rule evaluates, rule expressinhnset to true, no triggering as action enabling

]

retrieve rule expression

7>

-
-

representation of rule expression shdwing ruleresult is true

T

Enable rule actions D\}

update [/myrulesxgression] {actionenahle = true}

‘I Enabling Rule Actions |-

Figure 13 — Example use of Rule Enable and Action Enable

Table 24 — Properties of the Rule Expression Resource

rule actions are now enahled L\]

Property title Property Value Value Unit | Access | Mandatory Description
name type rule mode
Rule Expression "rule” string ABNF RwW Yes Property that contains the
Clause logical expression that
5.5.5 implements the Rule logic
Rule Enable "ruleenable” boolean RW Yes Determines whether the Rule
Result is updated from the
Rule Expression
Action Enable "actionenable" | boolean RW Yes Determines whether Rule
Actions are processed
Rule Result "ruleresult" boolean RwW Yes The boolean result of the most
recent evaluation of the Rule
Expression

© ISO/IEC 2021 - All rights reserved
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5.5.2.4 Rule actions

Rule Actions (one or more) are Links in a Collection ("oic.r.rule.actioncollection") to instances of a Rule
Action Resource ("oic.r.rule.action"). Each instance of "oic.r.rule.action" contains two Properties; a
Link to a locally hosted instance of a Scene Collection, and an associated value of a "lastScene"
Property from the allowed set provided by the "sceneValues" Property in the target Scene Collection.

A single Rule Action is a Resource Type ("oic.r.rule.action") with two Properties as described in Table
26. The Rule Action Collection is described in Table 25. Complete details are provided in annex A.16.

"link" Property, an instance of a Link (single element array) to a locally-hosted Scene Collectipn
("oic.wk.scenecollection")

scenevalue" Property, value of the "lastScene" Property to be set.

Rule Actions are processed when the result of evaluating the Rule Expression isAtrue", if the
"actiongnable" Property is set to "true" as described in clause 5.5.2.3.

Processing a Rule Action shall result in an UPDATE operation being performed to' set the "lastScene"
Property in the linked instance of "oic.wk.scenecollection" to the value of the "s€¢enevalue" Property|in
the Rule Action itself. All Rule Actions resulting from a Rule Expression evaluation shall be processged
before fany subsequent Rule Input changes are processed.

Table 25 - "oic.r.rule.actioncollection” Resource Type definition

Propérty Property Value Value rule Unit Access Mandatory Description
titlp name type mode
Links "links" "array" See Table 13 in R Yes See Table 13
ISO/IEC 30118-1 in
ISO/IEC 301
8-1.
Resource "rt" "array" ["oic.r.rule.actioncolleetion"] R Yes See Table 4 in
Type ISO/IEC 301
8-1.
Resource "rts" "array" ["oic.r.rule.action"] R Yes See Table 11
Types in
ISO/IEC 301
8-1.

Table 26 — Properties of the Rule Action Resource.

Property title Property, Value Value rule Unit | Access | Mandatory Description
name type mode
Link "k Link See clause R Yes Link to an instance of a
7.8.21in Scene Collection

ISO/IEC 30118-
1

Last Sqehe "scenevalue" | string RwW Yes Value to be set on the

Value "lastSconolRroporty-in
the linked Scene
Collection.

5.5.3 Rule behaviour

Resources that are linked via a Rule Input are internally observed by the Rule (the Rule and the Linked
Resource are all hosted on the same Device). For example, a thermostat Rule may observe a
temperature sensor Resource, and may include additional Rule Inputs, e.g. for set-point and mode,
that are additionally observed. The expression is re-evaluated whenever any one of the Rue Inputs
changes.

See Figure 14 for an example of how a Rule is triggered and the action then taken.
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rule ruleinput ruleaction scenecollection scenemberresource

]
iinternal ohserve |

L
o

1 i
] ] ]
| | |
I I change in some Property I I
] [} ] ] ]
i _ internal ohserve response | | X X
] ] ] ] ]

o
-

 EvdILdLE TUTE EXPTESSTUN | I | |

P ! : ! :
if rlule expression holds true I J : : :
| trigger | S | |
E E : set lastScene E E
E E E E UPDATE as defined by the Scane Collection ‘E
| | ) | o ’I
rule ruleinput ruleaction scenecollection scenemberrespurce

Figure 14 — Example operation of a Rule when "ruleenable" and "actionenable" Properties are
both "true"

§5.5.4 Rule configuration guidance
§8.5.4.1 Pre-configured Rule

Device that is capable of hosting a Rule may have as part of its configuration or implemen{ation all
ne elements of the Rule pre-defined, i.e. there exists an instance of "oic.r.rule” with a Ryle Input
ollection of Links to pre-existing Resourceséacting as input variables, and a Rule Action Collgction of
inks to pre-existing Scene Collections. A Client may manipulate the Rule Expression Resoufce (see
lause 5.5.2.3) or the linked Rule Input Resources or the linked Scene Collections as supportgd by the
xposed Resource instances.

(O NN @I mulll an W=slh ~3

§8.5.5 Rule Expression syntax
§5.5.5.1 Overview

Rule Expression consists of a string that conforms to the syntax in clause 5.5.5.2 using augmented
NF defined in IERFZRFC 5424.

I >

h the augmented BNF, "resourceproperty” is a colon separated string which takes the genera"‘ form of
ruletag":"prepname”, where the "ruletag" corresponds to the "anchor" Link Parameter in a Rille Input
ink and Ypropname" corresponds to the Property Name in the Linked Resource.

- S

dditionally, the following syntax conditions apply to operators that may be part of a Rule Exgression:

and fFivuna [ cteinea b~y 1t
[Z3nav) LIRS A SA-N B AR IR AT PRRRAC R R CAVY) 3

8 ©
d right operands are of type [ string ]
— existsOp : left operands are of type [string, boolean, number, integer, array, object]

Operator precedence shall be as defined within IETF RFC 5424, but in short, expressions in
parentheses are evaluated first, then expressions using relOp, stringOp, and existsOp, and finally
expressions using logOp. For example, given:

someresource:propl > "5" and someotherresource:prop2 contains "idle" and (someresource:prop3 = "blue")

Then the expression in parentheses is evaluated first, then the relOp expression, the stringOp
expression, and finally the logOp expressions scanning from left to right.
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5.5.5.2 Augmented BNF for Rule Expression syntax

rule ::= ruleExp

ruleExp ::= relExp| ruleExp wChar+ logOp wChar+ ruleExp| '(' wChar* ruleExp wChar* ')'
logOp ::= 'and'|'or'

resourceproperty ::= ruletag:propname

ruletag ::= ;anchor Link Parameter value from a Rule Input Resource
propname ::= ;Property name contained in a Rule Input Resource
relExp ::= resourceproperty wChar+ binOp wChar+ quotedVal| resourceproperty wChar+ existsOp
wChar+ boolVal

binOp f:= relOpl|stringOp

relop = l:l‘l!:l|l<l‘l<:l|l>l|l>:|

stringPp = 'contains'|'doesNotContain'|'startsWith'

existsPp ::= 'exists'

boolVal ::= 'true'|'false'

quotedyal ::= dQuote string dQuote

wChar f:= spacel|hTab|lineFeed|vTab|formFeed]|return

hTab :p= ;UTF-8 code 0x09, horizontal tab character

lineFeg¢d ::= ;UTF-8 code 0x0A, line feed character

vTab :f= ;UTF-8 code 0x0B, vertical tab character

formFeg¢d ::= ;UTF-8 code 0x0C, form feed character

return| ::= ;UTF-8 code 0x0D, carriage return character

space f:= ' ' ;UTF-8 code 0x20, space character

dQuote| ::= '"' ;UTF-8 code 0x22, double quote character
path-rpotless ::= (see RFC3986)

5.6 Icons

5.6.1 Overview

Icons are a primitive that are needed by various;©CF subsystems, such as bridging. An optional

Resoulice Type of "oic.r.icon" has been defined to provide a common representation of an icpn
Resoulce that can be used by Devices.

5.6.2 Resource

The ican Resource is as defined inJable 27.

Tahle 27 — Optional Icon Core Resource

Example URI Resource Resource OCF Description Related
Type Title Type ID Interfaces Functiona
"rt" value) Interaction
"/example/oic/icon" Icon "oic.r.icon" "oic.if.r" The Resource through which the Icon

Device can obtain icon images.

The Properties exposed by
"/example/oic/mnt" are listed in
Table 28.

Table 28 defines the details for the "oic.r.icon" Resource Type. Complete details are provided in annex

A4.
Table 28 - "oic.r.icon” Resource Type definition
Property Property Value Value Unit Access Mandatory Description
title name type rule mode
Mime Type | "mimetype | "string" N/A N/A R Yes Specifies the format (media
" type) of the icon. It should be
a template string as specified
30 © ISO/IEC 2021 - All rights reserved
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ependent on the Device itself and the condition being reported. A_Device may expose

in
IANA Media Types Assignment
Width "width" "integer" | >=1 pixels R Yes Width of the icon in pixels
greater than or equal to 1.
Height "height" "integer"” >=1 pixels R Yes Height of the icon in pixels
greater than or equal to 1.
Icon "media" "uri" N/A N/A R Yes URI to the location of the icon
image.
8.7 Alerts
5.7.1 Overview
Alerts provide a means by which a Device provides information to an interested party with regard to

rror or other conditions that the Device is experiencing. An Alert contains_ human readable tekt that is
discrete

instances of an Alert Resource Type ("oic.r.alert") or may also expose Alefts within an Alert Cpllection

sed for the initial Observe, see clause 7.6.3 in ISO/IEC 30118-1.

5.7.2 Resource Types
Tlhe Alert and Alert Collection Resource Types aredds defined in Table 29.

Table 29 — Optional Alert Core Resources

(loic.r.alertcollection"). If the instance of "oic.r.alertcollection" is Observable (see clause 7.8/2.2.2 in
IBO/IEC 30118-1) then a Client may Observe the Collection usingihe mechanisms defined ip clause
11.3 in ISO/IEC 30118-1. As the Device adds and removes Alerts\from the Collection notificatipns may
be generated for any registered Observers, the format of which“is dependent upon the OCF Interface
u

Example Resource Resource Interfaces Description Rejated
URI Type Title Type ID Fungtional
"rt" value) Interaction
'lexample | Alert "oic.r.alert" "oic.if.r", The Resource through which the Device Alerts
alertURI" "oic.if.base | €xposes Alerts.
line" The Properties exposed by "oic.r.alert" are
listed in Table 30.
'lexample | Alert "oic.r.alertcol | "oic.if.ll", A specialisation of a Collection that contains | Alerts
alertcolle | Collection lection" "oic.if.b" only instances of "oic.r.alert" that may be
ctionURI" T Observed by a Client in order to consume
Ii‘r’]'g;,'f'base Alerts as they are created by the Device.
Tlable 30-defines the "oic.r.alert" Resource Type. Complete details are provided in annex A.10.

Table 30 — "oic.r.alert” Resource Type definition

Property title Property name Value Value Unit Access Mandatory Description
type rule mode

Category "category" "string" R Yes Device defined category
for the Alert (e.g.
"System", "I/O")

Generated Time | "generatedtime" "date- R Yes IETF RFC 3339 formatted

time" time at which the Alert

was generated.

Originator ID "originatorid" "string" R Yes Identity of the originator
of the Alert. May be the
Device UUID of the

© ISO/IEC 2021 - All rights reserved
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Device or some other
Device defined identity.

Severity "severity" "integer" | [0,7] R Yes IETF RFC 5424 defined
severity value

Subject "subject"” "array" R No Human-friendly subject of
the Alert in one or more
languages. This Property
is an array of objects
where each object has a
"language" field
(lcontaining an

\ J

IETF RFC 5646 languagg
tag) and a "value" field
containing the subject of
the Alert name.in the
indicated language.

Accourt ID "accounted" "string" R No Identity of\the account
with which the Device
generating this Alert is
associated.

The Alert Collection ("oic.r.alertcollection") Resource Type defines no-Properties additional to thogse
defined for all instances of a Collection in Table 13 of ISO/IEC 30118-4. However, the Alert Collectipn
does immpose restrictions of the values that shall be populated in the-"rt" and "rts" Properties. Thege
are degcribed in Table 31. Complete details are provided in annexyA.11.

Table 31 — "oic.r.alertcollection” Resource Type definition

Propeérty Property Value Value rule Unit Access Mandatory Description
titlp name type mode
Links "links" "array" See Table 13 in R Yes See Table 13
ISO/IEC 30118-1 in
ISO/IEC 301
8-1.
Resource "rt" "array" ["oic.r.alextcollection"] R Yes See Table 4 in
Type ISO/IEC 301
8-1.
Resource "rts" "array" [*oic.r.alert"] or R Yes See Table 11
Types ["0ic.r.alert","oic.r.value.condit n
ional"] ISO/IEC 301
8-1.

5.7.3 Example_of-use

Consider a DeviCe that is capable of generating Alerts; it exposes an empty instance of an Alert
Collectjon ("oic.r.alertcollection"); that is the array of Links (the "links" Property) contains no items.

As thelDevice under whatever conditions gnnnrafne Alerts, the Device adds a Link to the Alert

Resource in the instance of an Alert Collection. A Client that has discovered the Device and is
Observing the Alert Collection using the links list OCF Interface ("oic.if.lI") will receive a notification
containing the complete Alert Collection (not just any Links that were added). It is the responsibility of
the Client to determine which Links were added (or removed if the Alert was removed); noting that the
"generatedtime" Property may be used to determine the generated order. The Client then retrieves the
Alert itself via a RETRIEVE to the "href" Link Parameter in the newly added Link to the Collection.

See A.10 for an example of an Alert Resource and the applicable schema.
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(normative)

Resource Type definitions

A.1 List of Resource Type definitions

ISO/IEC 30118-9:2021(E)

Table A.1 — Alphabetized list of Core Resources

age. The
esource Type definitions presented in Annex A are formatted for readability, and so mayra
ave extra line breaks. Table A.1 contains the list of defined Core Common Resources in this-d

bpear to
bcument.

Friendly Name (informative) Resource Type (rt) Clause
Alerts "oic.r.alert" A.10
Alerts Collection "oic.r.alertcollection” A4
Device Configuration "oic.wk.con" A2
Platform Configuration "oic.wk.con.p" A.3
lcon "oic.r.icon" A4
Maintenance "oic.wk.mnt" A.5
Network Monitoring "oic.wk.nmon" A.6
OCF Rule "oic.r.rule" A.13
OCF Rule Input Collection "oic.r.rule.inputcollection” A.14
OCF Rule Expression "oic.r.rule.expression" A.15
OCF Rule Action Collection "oic.r.rulejactioncollection” A.16
OCF Rule Action "oic.rirufe.action” A7
Scenes (Top Level) "gic:wk.scenelist" A.7
Scenes Collections "oic.wk.scenecollection" A.8
Scene Member "oic.wk.scenemember" A.9
Software Update "oic.r.softwareupdate” A.12

A.2 DeviceConfiguration

A.2.1 Introduction

Resource that allows for Device specific information to be configured.

A.2.2 Example URI

/lexampleDeviceConfigurationResURI

A.2.3 Resource type

The Resource Type is defined as:
A.2.4
{

"swagger": "2.0",
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"info": {
"title": "Device Configuration",
"version": "2019-02-28",
"license": {
"name": "OCF Data Model License",
"url": "https://openconnectivityfoundation.github.io/core/LICENSE.md",

}l

x-copyright":

"Copyright 2016-2019 Open Connectivity Foundation,

Inc. All rights reserved."

"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
}I
"schemes": [
"http"
]I
"consphmes": [
"application/json"
]I
"prodpces": [
"application/json"
1,
"pathp": {
"/ekampleDeviceConfigurationResURI" : {
"et": {
"description": "Resource that allows for Device specific information to bg”cohfigured.\n",
"parameters": [
{
"Sref": "#/parameters/interface-all"
}
:|l
"responses": {
"200": {
"description" : "",
"x-example": {
"n": "My Friendly Device Name",
"rt": ["oic.wk.con"],
"loc": [32.777,-96.797],
"locn": "My Location Name",
"c": "usp",
"r'": "MyRegion",
"d1i": "en"
}I
"schema": {
"Sref": "#/definitions/Configuration”
}
}
}
}
"post": {
"description": "Update thesinformation about the Device\n",
"parameters": [
{
"Sref": "#/paranleters/interface-rw"
}l
{
"name": "Pody",
"in": "ROdy",
"requitred": true,
"schema": {
"Spref": "#/definitions/Update"
)I
"x—example": {
"n": "Nuevo Nombre Amistoso",
el e Reg+ont;
"In": [ { "language": "es", "value": "Nuevo Nombre Amistoso" } 1,
"dl": "es"
}
}
1,
"responses": {
"200": {
"description": "",
"x-example": {
"n": "Nuevo Nombre Amistoso",
"r": "MyNewRegion",
"1In": [ { "language": "es", "value": "Nuevo Nombre Amistoso" } 1,
"d1i": "es"

}I
"schema": {

34
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"Sref":

}!
"parameters": {
"interface-rw" : {
" ln llquery" ,
llif" ,

"name"
"type" "String",

ISO/IEC 30118-9:2021(E)

"#/definitions/Update"

1" 1" L 3 £ L]
}l
"interface-all" : {
llin llquery",
llname" llif",
lltype" "Strinq",
["oic.if.rw",

"enum"
}
}l
"definitions": {
"Configuration": {
"properties": {
"rt": |
"description":
"items": {
"enum":
"type":
"maxLength": 64
}I
"minItems": 1,
"uniqueItems":
"readOnly": true,
"type": "array"
}I
"loc": |
"description™:
"items": {
"type":
}I
"maxItems": 2,
"minItems": 2,
"type": "array"
}l
"o |
"description":
"maxLength": 64,
"type": "string™
by
"In": {
"descriptilemn] :
"items" ¢4
"prgperties": {
"lanhguage": |
"allof": [
{

"type":
}7

"Resource Type of the Resource",

["oic.wk.con"],
"string",

true,

"Location information

"number"

"Currency",

"Localized names",

"description":
"pattern":
'string"

"oic.if.baseline"]

(1at, long)",

"Format pattern according to IETF RFC 5646
"~ [A-Za-z]{1,8} (-[A-Za-z0-9]{1,8}) *s",

(language tag).",

‘
Ay

"description":

}
]
}I

"value": {

"description":
"maxLength":
"string"

"type":
}

}I

"type":
}I
"minItems": 1,
"type": "array"

}I
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"The Device name in the indicated language.",
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"locn": {

"description":

"maxLength":

"Human Friendly Name for location",
64,

"type": "string"
}l
"dl": |
"allOof": [
{
"description": "Format pattern according to IETF RFC 5646
"pattern": ""[A-Za-z]{1,8} (-[A-Za-z0-9]{1,8})*s",
"type": "string"

(language tag) .

"description”: "Default Language as an RFC 5646 language tag."

}I
"n": {

ll$refll
/openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
json#/definitions/n"
}7
migt: |

"Sref"
/openconnectivityfoundation.github.io/core/schemas/oic.common.propertigswCore-
json#/definitions/id"
by

"y

"https:
schema.

"https:
schema.
"oy
"description": "Region",
"maxLength": 64,
"type": "string"
}I
"if" {
"description":
"items": {
"enum": [
"oic.if.baseline",
"oic.if.rw"
1,
"type":
"maxLength":

"The OCF Interfaces supported by thisResource",

"string",
64

}I

"minItems": 1,
"uniqueItems": true,
"readOnly": true,
"type": "array"

}

Eype" "object",
required": ["n"]

Hate" {
broperties":

"locM™: |
"description'.

"items" 0
"type™:® "number"

{

"Location information (lat, long)",

}l

"maxltems": 2,
"minItems": 2,
ntype": "array"

"description": "Currency",
"maxLength": 64,
"type": "string"
by
"In": {
"description":
"items": {
"properties":
"language":
"allOf": [
{

"Localized names",

{
{

"description": "Format pattern according to IETF RFC 5646
"pattern": "~[A-Za-z]{1,8} (-[A-Za-z0-9]1{1,8})*s$",
"type": "string"

(language tag) .",

36
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"description": "An RFC 5646 language tag."

]
}7

"value": {
"description": "The Device name in the indicated language.",
"maxLength": 64,
"type": "string"
}
}l
"4—11:' AL n L\J' £
}!
"minItems": 1,
"type": "array"
}I
"locn": {
"description": "Human Friendly Name for location",
"maxLength": 64,
"type": "string"
}I
"dl": |
"allof": [
{
"description": "Format pattern according to IETF RFC 5646 %\(language tag).",
"pattern": "~ [A-Za-z]{1,8} (-[A-Za-z0-9]{1,8})*S$",
"type": "string"
}!
{
"description": "Default Language as an RFC 5646\ language tag."
}
]
}l
"n": |
"description": "The human friendly name td/be set on the Resource, this is also refle

the same Property in oic.wk.d",
"maxLength": 64,
"type": "string"
}I
"r'": |
"description": "Region",
"maxLength": 64,
"type": "string"
}
}I
"anyOf": [
{
"required": ["loct]
by
{

"required™e ) "locn"]

"reguired": ["c"]
}I
{

"“fequired": ["x"]
M
{

"required": ["1n"]

"required": ["d1"]

"required": ["n"]
}
:| 4
"type" : "object"
}

© ISO/IEC 2021 - All rights reserved
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A.2.5

Property definition

Table A.2 defines the Properties that are part of the "oic.wk.con" Resource Type.

Table A.2 — The Property definitions of the Resource with type "rt" = "oic.wk.con".
Property name Value type Mandatory Access mode Description
rt array: see schema No Read Only Resource Type of the
Resource
loc array: see schema No Read Write Location information
(lat, long)
c string No Read Write Currency
In array: see schema No Read Write Localized'names
locn string No Read Write Human_ Friendly
Name for location
dl multiple types: see No Read Write
schema
n multiple types: see Yes Read Write
schema
id multiple types: see No Read Write
schema
r string No ReadWrite Region
if array: see schema No Read Only The OCF Interfaces
supported by this
Resource
loc array: see schema No Read Write Location information
(lat, long)
c string No Read Write Currency
In array: see schema No Read Write Localized names
locn string No Read Write Human Friendly
Name for location
dl multiple types: see No Read Write
schema
n string Yes Read Write The human friendly
name to be set on the
Resource, this is alsp
reflected in the samg
Property in oic.wk.d
r string No Read Write Region
A.2.6 | CRUDN behaviour
Table A.3 defines the CRUDN operations that are supported on the "oic.wk.con" Resource Type.
Table A.3 — The CRUDN operations of the Resource with type "rt" = "oic.wk.con".

Create Read Update Delete Notify

get post observe

A.3 Platform Configuration
A.3.1 Introduction

Resource that allows for Platform specific information to be configured.

38 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=cd912d1cdcbfca4e4872076bbf4e80a5

ISO/IEC 30118-9:2021(E)

A.3.2 Example URI
/lexamplePlatformConfigurationResURI
A.3.3 Resource type

The Resource Type is defined as: "oic.wk.con.p".

A.3.4 OpenAPI 2.0 definition

"swagger": "2.0",
"info": {
"title": "Platform Configuration",
"version": "2019-03-04",
"license": {
"name": "OCF Data Model License",
"url": "https://openconnectivityfoundation.github.io/core/LICENSE.md",
"x-copyright": "Copyright 2016-2019 Open Connectivity Foundation, Inc. AlI“rights reserved."
}l
"termsOfService": "https://openconnectivityfoundation.github.io/core/PISCLAIMER.md"
}!
"schemes": [
"http"
] 4
"consumes": [

"application/json"
] 4
"produces": [
"application/json"

] ’

"paths": {
"/examplePlatformConfigurationResURI": {
"get": {
"description": "Resource that allows for\Platform specific information to be configured|\n",
"parameters": [
{
"Sref": "#/parameters/interface-all"
}
:|l
"responses": {
"200": {
"description": "",
"x-example": {
"rt": ["oicewk:con.p"],
"mnpn": [ {~"language": "en", "value": "My Friendly Device Name" } ]
}I
"schema": ({ J'Sref": "#/definitions/Conf Platform" }
}
}
}I
"post": A
"deseription": "Update the information about the Platform\n",
"p@rameters": [
{
"Sref": "#/parameters/interface-rw"
}I
{
LN LS i /wlly",
"in": "body",
"required": true,
"schema": { "S$ref": "#/definitions/Update Platform" },
"x-example": {
"n": "Nuevo nombre",
"mnpn": [ { "language": "es", "value": "Nuevo nombre de Plataforma Amigable" } ]
}
}
:|I
"responses": {
"200": {
"description": "",
"x-example": {
"n": "Nuevo nombre",
"mnpn": [ { "language": "es", "value": "Nuevo nombre de Plataforma Amigable" } ]
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}/
"schema": { "S$ref": "#/definitions/Update Platform" }

}
}I
"parameters": {
"interface-rw": {
(LI " query" ,

in":
Hnameﬂ: "ifll,
"type": "string",

" n Lo £ na
T T

"inkerface-all": {
" inll. llqueryll
. 4
ll»lamell. "ifll
. r
"kype": "string",
"Enum": ["oic.if.rw", "oic.if.baseline"]

"defiphitions": {
"Cophf Platform": {
broperties™: {
"rt": o {
"description": "Resource Type of the Resource",
"items": {
"enum": ["oic.wk.con.p"],
"type": "string",
"maxLength": 64
}I
"minItems": 1,
"uniqueItems": true,
"readOnly": true,
"type": "array"
}I
"n": |
"Sref":
"https:|/openconnectivityfoundation.github.io/core/gehemas/oic.common.properties.core-
schema.[json#/definitions/n"
}I

"mnpn": {
"description": "Platform names",
"items": {
"properties": {
"language": {
"allOof": [

{
"Sref": "httpw//openconnectivityfoundation.github.io/core/schemas/oic.types-
schema.[json#/definitions/language-tag"
s
{
"degCxription": "An RFC 5646 language tag."
}
]
)I
"value": |
"description”: "The Platform description in the indicated language.",
"maxLength": 64,
"type": "string"
}
}I

"type": "object"

}I
"minTtems": 1,
"type": "array"
by
"id": |
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
schema.json#/definitions/id"
}l

llif": {
"description": "The OCF Interfaces supported by this Resource",
"items": {
"enum": [

"oic.if.rw",
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"oic.if.baseline"
]!
"type": "string",
"maxLength": 64
}!
"minItems": 1,
"readOnly": true,
"uniqueItems": true,
"type": "array"
}
by
"type" : "object"

Al
7

"Update Platform": {

"properties": {
s g
"description”: "The human friendly name to be set on the Resource, this is also|fefle¢ted in

the same Property in oic.wk.p",
"maxLength": 64,
"type": "string"
}l
"mnpn" : {
"description": "Platform names",
"items": {
"properties": {
"language": {
"allof": [
{
"Sref": "http://openconnectivityfoundation.github.io/core/schemas/oic.typest
skhema. json#/definitions/language-tag"
}!
{
"description": "An RFC 5646 languagestag."
}
]
}I
"value": {
"description": "The Platform destription in the indicated language.",
"maxLength": 64,
"type": "string"
}
}!
"type": "object"
}I
"minItems": 1,
"type": "array"
}
}I
"type": "object",
"anyOf": [
{
"requirede ) "mnpn"]

}l
{

"reguired": ["n"]

}

A.3.5 Property definition

Table A.4 defines the Properties that are part of the "oic.wk.con.p" Resource Type.

Table A.4 — The Property definitions of the Resource with type "rt" = "oic.wk.con.p".

Property name Value type Mandatory Access mode Description
rt array: see schema Read Only Resource Type of
the Resource
n multiple types: see Read Write
schema
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mnpn array: see schema Read Write Platform names
id multiple types: see Read Write
schema
if array: see schema Read Only The OCF Interfaces
supported by this
Resource
n string Yes Read Write The human friendly

name to be set on
the Resource, this is
also reflected in the
same Property in
oic.wk.p

mnpn array: see schema No Read Write Platform names

A.3.6 | CRUDN behaviour

Table A.5 defines the CRUDN operations that are supported on the "oic.wk.con.p'-Resource Type.

[able A.5 — The CRUDN operations of the Resource with type "rt" = "oic.wk.con.p"”.

Create Read Update Delete Notify

get post observe

A.4 Jlcon
A.4.1 Introduction

This Résource describes the attributes associated with“an Icon.

A.4.2 | Example URI
/lconR¢sURI
A.4.3 | Resource type

The Rgsource Type is defined(as? "oic.r.icon".

A.4.4 | OpenAPI 2.0 definition

"swagper": "2.0",
"infof': {
"tikle": "ILéon'™,
"vefsion" &="2019-02-26",
"lifenseW 1
"hande™:" "OCF Data Model License",
"hrI™: "https://openconnectivityfoundation.github.io/core/LICENSE.md",
"X=copyrightn: "Copyright Z016-Z019 Open cConnectivity Foundation, Inc. Il rights reserved.”
}I
"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
}I
"schemes": [
"http"
]I
"consumes": [

"application/json"

]I

"produces": [
"application/json"
1,
"paths": {
"/IconResURI" : {
"get": {
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"description": "This Resource describes the attributes associated with an Icon.\n",
"parameters": [
{
"Sref": "#/parameters/interface"
}
]I
"responses": {
"200": {
"description": "",
"x-example": {
"rt": ["oic.r.icon"],
"mimetype": "image/png",
1" el 20

7

"height": 256,

}l
"schema": {
"Sref": "#/definitions/Icon"

}l

"parameters": {
"interface" : {

llin “query",

llname" : llifll,

"type" : "string",

"enum" : ["oic.if.r", "oic.if.baseline"]

}
}l
"definitions": {
"Icon" : {
"properties": {
"mimetype": {
"description": "The Media Type of the iwgon",
"maxLength": 64,
"readOnly": true,

"type": "string"
}l
"rt": {
"description": "Resource Type-of the Resource",
"items": {
"enum": ["oic.r.icon"{,
"type": "string",

"maxLength": 64

}!
"minItems": 1,
"uniqueltems": ‘true,
"readOnly": (true,
"type": "deray"

}l

"media" &y
"degdription": "Specifies the URI to the icon",
"foxmat": "uri",
"maxLength": 256,
"feadOnly": true,
"type": "string"

}I

"n": {

1 =211

"media": "http://findbetter.ru/public/uploads/1481662800/2043.png"

TreT

"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-

schema.json#/definitions/n"
}’
llidll: {
"$ref"

"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-

schema.json#/definitions/id"
}’

"width": {
"description": "The width in pixels",
"minimum": 1,
"readOnly": true,
"type": "integer"
}l
"height": {

© ISO/IEC 2021 - All rights reserved
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A.4.5

Table A

"description":
"minimum": 1,
"readOnly": true,
"type": "integer"

}l

"ifT: |
"description":
"items": {

"enum": [

"oic.if.r",
"oic.if.baseline"

] ’

n I

"The height in pixels",

"The OCF Interfaces supported by this Resource",

o

"type":

£l A
=) T

"string"

"minItems":

"readOnly":

"uniqueItems":

2/
true,
true,

" type ".

"array"

}

Fype" "object",

required": ["mimetype", "width", "height", "media"]

Property definition
\.6 defines the Properties that are part of the "oic.r.icon".Résource Type.

Table A.6 — The Property definitions of the Resource with type "rt" = "oic.r.icon".

Property name Value type Mandatory. Access mode Description
mimetype string Yes Read Only The Media Type of
the icon
rt array: see schema No Read Only Resource Type of the
Resource
media string Yes Read Only Specifies the URI to
the icon
n multiple types: see No Read Write
schema
id multiple types: see No Read Write
schema
width integér Yes Read Only The width in pixels
height integer Yes Read Only The height in pixels
if array: see schema No Read Only The OCF Interfaces
supported by this
Resource
A.4.6 | CRUDN behaviour

Table A.7 defines the CRUDN operations that are supported on the "oic.r.icon" Resource Type.

Table A.7 — The CRUDN operations of the Resource with type "rt" = "oic.r.icon".

Create

Read

Update

Delete

Notify

get

observe

44

© ISO/IEC 2021 - All rights reserved



https://standardsiso.com/api/?name=cd912d1cdcbfca4e4872076bbf4e80a5

ISO/IEC 30118-9:2021(E)

A.5 Maintenance

A.5.1 Introduction

The Resource through which a Device is maintained and can be used for diagnostic purposes.

fr (Factory Reset) is a boolean.

The value 0 means No action (Default), the value 1 means Start Factory Reset
After factory reset, this value shall be changed back to the default value
rb (Reboot) is a boolean.

Tl ] O | N 'H Do f | PR YN ] 4 [a¥ Y P N 4+
S vdiutT U Tncdito TNU aLluTT (DTTaurtt ), tuic vdadiutc T 11T dlTo oldlt TANTUUULT

fter Reboot, this value shall be changed back to the default value

>

A.5.2 Well-known URI

~

bic/mnt

A.5.3 Resource type

Tlhe Resource Type is defined as: "oic.wk.mnt".

In

\.5.4 OpenAPI 2.0 definition

"swagger": "2.0",

"info": {
"title": "Maintenance",
"version": "2019-03-04",
"license": {
"name": "OCF Data Model License",
"url":

'https://github.com/openconnectivityfoundationfadre/blob/e28a9%9e0a92e17042ba3e83661led4c0fbce8bdc4
SE.md",

"x-copyright": "Copyright 2016-2019 Open Connectivity Foundation, Inc. All rights reserve
}l
"termsOfService": "https://openconidectivityfoundation.github.io/core/DISCLAIMER.md"
}l
"schemes": ["http"],
"consumes": ["application/json"]%
"produces": ["application/jsen"i,
"paths": {
"/oic/mnt" : {
"get": {
"description": ™I'he Resource through which a Device is maintained and can be used for

diiagnostic purposes.(\nfr (Factory Reset) is a boolean.\n The value 0 means No action (Default)
viplue 1 means Stapt \Fadctory Reset\nAfter factory reset, this value shall be changed back to the
viplue\nrb (Reboot).is a boolean.\n The value 0 means No action (Default), the value 1 means St
Reboot\nAfter Rebhoot, this value shall be changed back to the default value\n",

"parameters": [
fu8ref": "#/parameters/interface-all"}
] 1
“responses": {
"200": |
"description"™ : "",
"x—example": {
"rt": ["oic.wk.mnt"],
"fr": false,
"rb": false,
"err" : 503
s
"schema": { "Sref": "#/definitions/mnt" }
}
}
by
"post": |
"description": "Set the maintenance action(s)\n",
"parameters": [
{"Sref": "#/parameters/interface-rw"},
{
"name": "body",
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"in": "body",
"required": true,
"schema": { "S$ref": "#/definitions/mnt-update" 1},
"x-example": {
"fr": false,
"rb": false

}
:| 4
"responses": {
"200": {
"description"

n 1ot L
3

i
"fr": false,
"rb": false
}I
"schema": { "S$ref": "#/definitions/mnt" }

nn
’

}
}!
"parapeters": {

infkerface-all"™ : {
" in" : llquery",
H'lameﬂ . llif",
Fype" : "string",
Enum" @ ["oic.if.rw", "oic.if.baseline"]

inferface-rw" : {
" ]'_n" . llquery",
hame" : "if",
Lype" : "string",
bnum" : ["oic.if.rw"]

"defipitions": {
"mng" : {
"broperties": {
"rt" o {
"description": "Resource Type of the Resource",
"items": {
"enum" : ["oic.wk.mnt"],
"type": "string",
"maxLength": 64
}I
"minItems": 1,
"uniqueItems": true,
"readOnly": true,
"type": "array"
by
"frto:
"description" ¢ YFactory Reset",
"type": "bogTean"
}!
"err" : {
"desceiption": "Last HTTP occurred error",
"maximum": 599,
"mtnlmum": 399,
"readOnly": true,
"type": "integer"

"n": {
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
schema.json#/definitions/n"

b

"rb" :o{
"description": "Reboot Action",
"type": "boolean"

s

llidll . {

"Sref":

"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
schema.json#/definitions/id"

}l

"if" . {
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Resource",

"minItems": 1,
"readOnly": true,
"uniqueItems": true,
Miioen, w L

}

by
"anyOf" : [

{

"required": [ "fr" ]
by

{

"required": [ "rb" ]

I

{

"required": [ "err" ]

}

1,
"type" "object"
}I
"mnt-update" : {
"properties": {

"frt o {
"description": "Factory Reset",
"type": "boolean"

}l

"n": {

"Sref":

skhema. json#/definitions/n"
by
"rb" : {
"description": "Reboot Action",
"type": "boolean"
}
}I
"anyOf" : [
{
"required": [
wEpn
]
by
{

"requirede Y
"ypn
]
}
] 4
"ty
}

"object"

}

"https://openconnectivityfoundation.github.io/corekschemas/oic.common.properties.core-

A.5.5 Property definition

Table A.8 defines the Properties that are part of the "oic.wk.mnt" Resource Type.

Table A.8 — The Property definitions of the Resource with type "rt" = "oic.wk.mnt".

Property name Value type Mandatory Access mode Description
rt array: see schema No Read Only Resource Type of the
Resource
fr boolean No Read Write Factory Reset

© ISO/IEC 2021 - All rights reserved
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err integer Yes Read Only Last HTTP occurred
error
n multiple types: see No Read Write
schema
rb boolean No Read Write Reboot Action
id multiple types: see No Read Write
schema
if array: see schema No Read Only The OCF Interfaces
supported by this
Resource
fr boolean No Read Write Factory Reset
n multiple types: see No Read Write
schema
rb boolean Yes Read Write Reboot Action
A.5.6 CRUDN behaviour
Table A.9 defines the CRUDN operations that are supported on the "oic.wk.nint’ Resource Type.
Table A.9 — The CRUDN operations of the Resource with type_=rt" = "oic.wk.mnt".
Create Read Update Delete Notify
get post observe
A.6 |Network Monitoring
A.6.1 | Introduction

The Rgsource through which a Device can monijtor network traffic.

A.6.2

Example URI

/nmonResURI

A.6.3| Resource type

The Rgsource Type is défined as: "oic.wk.nmon".

A.6.4| OpenAP»-2.0 definition

{

"swagper": "2.0",

"infof': {
"tigle" N "Network Monitoring",
"vefsien": "2019-03-27",
"license": {

"name": "OCF Data Model License",

"url":
"https://github.com/openconnectivityfoundation/core/blob/e28a%e0a92e17042ba3e83661ledcO0fbce8bdcdba/LICEN
SE.md",

"x-copyright": "Copyright 2016-2019 Open Connectivity Foundation, Inc. All rights reserved."

} 4
"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
y
"schemes": ["http"],
"consumes": ["application/json"],
"produces": ["application/json"],
"paths": {
"/nmonResURI" : {

"get": {

"description": "The Resource through which a Device can monitor network traffic.\n",
48 © ISO/IEC 2021 - All rights reserved
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"parameters": [
{"Sref": "#/parameters/interface-all"}
1,
"responses": {
"200": |
"description" : "",
"x-example": {
"rt": ["oic.wk.nmon"],
"ianaifType": 71,
"reset": false,
"col" false,
"ex" 10,

" n 1.5
T

ISO/IEC 30118-9:2021(E)

"mmstx"
"amstx"
"mmsrx"
"amsrx"

}!

"schema": {

50,
35,
35,
20
"Sref": "#/definitions/nmon" }
}
}I
"post™: {
"description":
"parameters": [
{"Sref": "#/parameters/interface-rw"},
{
"name": "body",
"in": "body",
"required": true,
"schema": { "Sref":
"x-example": {
"col": true,
"reset": true

"#/definitions/nmon-update” /Ay,

}
]I
"responses": {
"200": {
"description"
"x—-example": {

"rt'": ["oic.wk.nmon"],
"ianaifType": 71,
"reset": false,

"col" true,

"tx" : O,

Ty . 0,

"mmstx" 05

"amstx" 0y

"mmsrx" o,

"amsrx" 0

}l

"scHéma": { "Sref": "#/definitions/nmon" }

}
}7

"Start/Stop collecting and reset the networking maorditer Resource\n",

"parameters": |
"interface-rw" : {
"in" "query",
et = o
"type" "string",
"enum" ["oic.if.rw"]
}l
"interface-all" : {
"ip" uquery",
"name" "if",
"type" "string",
"enum" ["oic.if.rw", "oic.if.baseline"]

}
}l
"definitions": {
"nmon" : {
"properties": {
"amstx" : {

"description": "Average transmitted message size in bytes

© ISO/IEC 2021 - All rights reserved
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"readOnly": true,
"type": "integer"
by
"reset" : {
"description": "True: reset the collected values",
"readOnly": false,
"type": "boolean"
}I

"mmsrx" : {

"description": "Maximum received message size in bytes (rx) in the collection period",

"readOnly": true,
"type": "integer"
1

https:/

"https:
schema.

"https:
schema.

77

"mmstx" : {

"readOnly": true,

"type": "integer"
}I
"tx" o |

"description": "Amount of transmitted kilo bytes from the collection",

"readOnly": true,

"type": "integer"
by
"rt" o {

"description": "Resource Type of the Resource",

"items": {

"enum": ["oic.wk.nmon"],
"type": "string",
"maxLength": 64

}I

"minItems": 1,

"uniqueltems": true,

"readOnly": true,

"type": "array"
by
"ianaifType" : {

"description": "The type of the network connechtion, as defined by iana
www.lana.org/assignments/ianaiftype-mib/ianaiftype-mib",

"readOnly": true,

"type": "integer"

}I
"rx" o {

"description": "Amount of receivedikilobytes from the collection",

"readOnly": true,

"type": "integer"

}7
"id" o {

"Sref":
/openconnectivityfoundatien'.github.io/core/schemas/oic.common.properties.core-
json#/definitions/id"

by
"amsrx" : {
"description" ¢ 'Average received message size in bytes (rx) in the collection
"readOnly":/txue,
"type": "i¥nteger"
}I
"n" : {
"Sref™:
/opefreonnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
[jsofi /definitions/n"
}I

50

"description": "Maximum transmitted message size in bytes (tx) in the collection period",

period",

1 11 ‘
T —

"description": "True: Device is collecting values",
"readOnly": false,
"type": "boolean"
}7
nifUv . {
"description": "The OCF Interfaces supported by this Resource",
"items": {
"enum": [

"oic.if.rw",
"oic.if.baseline"
]I
"type": "string",
"maxLength": 64
}I
"minTtems": 1,
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"readOnly": true,
"uniqueltems": true,

"type": "array"
}
}I
"type" : "object",
"required": ["reset", "col", "ianaifType"]

}I

"nmon-update" : {

"properties": {

"reset" : {
"description": "True: reset the collected values",
1" <l 1 1 ol

s 7

"type": "boolean"

by

"o g
"Sref":

"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
skhema.json#/definitions/n"

}I

"col" : {
"description": "True: Device is collecting values",
"readOnly": false,
"type": "boolean"
}
by
"type" : "object",
"required": ["reset", "col"]

}
}

A.6.5 Property definition

—

able A.10 defines the Properties that are part ofcthe "oic.wk.nmon" Resource Type.

Table A.10 — The Property definitions of the Resource with type "rt" = "oic.wk.nmon".

Property name Value type Mandatory Access mode Description

amstx integer No Read Only Average transmitted message size i bytes
(tx) in the collection period

reset boolean Yes Read Write True: reset the collected values

mmsrx integer No Read Only Maximum received message size in pytes
(rx) in the collection period

mmstx integér No Read Only Maximum transmitted message sizelin bytes
(tx) in the collection period

tx integer No Read Only Amount of transmitted kilo bytes from the
collection

Irt array: see No Read Only Resource Type of the Resource

schema
anaifType integer Yes Read Only The type of the network connection, |as

defined by iana
https://www.iana.org/assignments/iapaiftype-
mibframaiftype-mib

rx integer No Read Only Amount of received kilobytes from the
collection

id multiple types: No Read Write
see schema

amsrx integer No Read Only Average received message size in bytes (rx)
in the collection period

n multiple types: No Read Write
see schema

col boolean Yes Read Write True: Device is collecting values
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if array: see No Read Only The OCF Interfaces supported by this
schema Resource

reset boolean Yes Read Write True: reset the collected values

n multiple types: No Read Write

see schema

col boolean Yes Read Write True: Device is collecting values

A.6.6 CRUDN behaviour

Table A.11 defines the CRUDN operations that are supported on the "oic.wk.nmon" Resource Type

Tjable A.11 — The CRUDN operations of the Resource with type "rt" = "oic.wk.nmon'.

Create Read Update Delete Notify

get post observe

A.7 [Scene List
A.7.1 | Introduction
Toplevgl Scene Resource.

This Re¢source is a generic Collection Resource.
The rtg| value contains oic.wk.scenecollection Resource Types:

A.7.2 | Example URI
/ScenelistResURI
A.7.3 | Resource type

The Rgsource Type is defined as: "oic.wk.scenelist".

A.7.4 | OpenAPl 2.0 definition

"swagper": "2.0",
"infof': {
"tikle": "Scene List",
"vefsion": "2019-03#04Y,
"lifpense": {
"hame": "OCF Data’Model License",
"hrl": "httpss/openconnectivityfoundation.github.io/core/LICENSE.md",
"k-copyright™: "Copyright 2016-2019 Open Connectivity Foundation, Inc. All rights reserved."
}l
"tefmsOfSerwvice": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
s
"schepés®: [
"htkpt
]I
"consumes": [

"application/json"
]I
"produces": [
"application/json"
]!
"paths": {
"/SceneListResURI?if=oic.if.11": {
"get": {
"description": "Toplevel Scene Resource.\nThis Resource is a generic Collection Resource.\nThe
rts value contains oic.wk.scenecollection Resource Types.\n",
"parameters": [
{

"Sref": "#/parameters/interface-all"
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}
]’

"responses": {

"200": {
"description"™ : "",
"x-example": [
{"href": "/scenecollectionl","rt": ["oic.wk.scenecollection"],"if":["oic.if.11",
"oic.if.baseline"]},
{"href": "/scenecollection2","rt": ["oic.wk.scenecollection"],"if":["oic.if.11",

"oic.if.baseline"]}

] 4

"schema": {
"$ £ "1}'& dafa ] 12 1 1
}
}
}
}
}l
"/ScenelListResURI?if=oic.if.baseline™: {
"get": {
"description": "Toplevel Scene Resource.\nThis Resource is a generic Cogidettion Resourc¢.\nThe
rts value contains oic.wk.scenecollection Resource Types.\n",
"parameters": [
{
"Sref": "#/parameters/interface-all"
}
1,
"responses": {
"200": |
"description™ : "",
"x-example": {
"rt": ["oic.wk.scenelist"],
"if": ["oic.if.11", "oic.if.baseline"],
"n": "list of scene collections",
"rts": ["oic.wk.scenecollection"],
"links": [
{"href": "/scenecollectionl","rt"™:\["oic.wk.scenecollection"],"if":["oic.if.11"
"pbic.if.baseline"]},
{"href": "/scenecollection2", *rt": ["oic.wk.scenecollection"],"if":["oic.if.11"

bic.if.baseline"]}
]
}7

"schema": { "Sref": "#/defMnitions/Collection" }

}

}l

"parameters": {
"interface-all" : {

llin "query“,

llnamell . llifll,

"type" : "string",

"enum" : fM™e#C.if.11", "oic.if.baseline"]

}

}l
"definigions": {
"Collection": {
"eroperties": {
"links": {
"description": "A set of simple or individual OCF Links.",

1

e i ‘
TTem —

"Sref": "#/definitions/oic.oic-1ink"

}I

"type": "array"
}’
"n": {

"Sref"
"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
schema.json#/definitions/n"

by
"id": {

"Sref”
"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
schema.json#/definitions/id"

}’
"if": {
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"type": "array",
"description": "The OCF Interfaces supported by this Resource",
"items": {

"enum": [

"oic.if.11",
"oic.if.baseline"
]I
" ypell . "String",
"maxLength": 64
}I
"minItems": 2,
"uniqueltems": true,

I ~rat=wl n i
Z
} r
"rts": {
"description": "The list of allowable Resource Types in Links included in the Collectdien",
"items": {
"enum": ["oic.wk.scenecollection"],
"type": "string",

"maxLength": 64
}I
"minItems": 1,
"uniqueltems": true,
"readOnly": true,
"type": "array"
}V

|
"description": "Resource Type of the Resource",
"items": {
"enum": ["oic.wk.scenelist"],
"type": "string",

"maxLength": 64
}I
"minTtems": 1,
"readOnly": true,
"uniqueItems": true,
"type": "array"

Lype": "object",
required": [
neen,

llif",

"links"

"sllinks" : {

Lype" : "array",

"Ltems" : {

"Sref": "#/definitions/eic.oic-1link"

"oifp.oic-1link": {
broperties": ({
"if": |
"description": "The OCF Interfaces supported by the Linked Resource",
"itemg™ N\ Y
"entbin¥': [
Moic.if.11",

oic.if.baseline"

] r

L emoall e U sadmertt -
"maxLength": 64
}I
"minTtems": 1,
"uniqueltems": true,
"readOnly": true,

"type": "array"
}!
"rt": |
"description": "The Resource Type of the Linked Resource",
"items": {
"enum": ["oic.wk.scenecollection"],
"type": "string",

"maxLength": 64

}I
"minTtems": 1,
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"uniquelItems": true,
"readOnly": true,
"type": "array"
}I
"anchor": {
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/anchor"
}I
"dit: |
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/di"
}I
= I - :
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properki¢s.core-
skhema. json#/definitions/eps"
}I
"href": ({
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links+properti¢s.core-
skhema.json#/definitions/href"
}I
"ins": |
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/éi¢¥links.properti¢s.core-
skhema.json#/definitions/ins"
}I
"p": |
"Sref": "https://openconnectivityfoundation.github.io/core/gchémas/oic.links.properti¢s.core-
skhema.json#/definitions/p"
}I
"rel": {
"Sref": "https://openconnectivityfoundation.github. i/cdre/schemas/oic.links.properti¢s.core-
skhema.json#/definitions/rel array"
}I
"title": {
"Sref": "https://openconnectivityfoundation,gibtliub.io/core/schemas/oic.links.properti¢s.core-
skhema.json#/definitions/title"
}I
"type": {
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properti¢s.core-
skhema. json#/definitions/type"
}
}I
"required": [
"href",
",
llif"
] 4
"type": "object"
}
}
}
A.7.5 Property.definition
Tlable A.12 defines the Properties that are part of the "oic.wk.scenelist" Resource Type.
TabléeA.12 — The Property definitions of the Resource with type "rt" = "oic.wk.scenelist".
Rroperty name Value type Mandatory Access mode Descriptfion
links array: see schema Yes Read Write A set of simple or
individual OCF Links.
n multiple types: see No Read Write
schema
id multiple types: see No Read Write
schema
if array: see schema Yes Read Only The OCF Interfaces
supported by this
Resource
rts array: see schema No Read Only The list of allowable
Resource Types in
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Links included in the
Collection
rt array: see schema Yes Read Only Resource Type of the
Resource
if array: see schema Yes Read Only The OCF Interfaces
supported by the
Linked Resource
rt array: see schema Yes Read Only The Resource Type
of the Linked
Resource
anchor multiple types: see No Read Write
schema
di multiple types: see No Read Write
schema
eps multiple types: see No Read Write
schema
href multiple types: see Yes Read Write
schema
ins multiple types: see No Read Write
schema
p multiple types: see No Read Write
schema
rel multiple types: see No ReadWrite
schema
title multiple types: see No Read Write
schema
type multiple types: see No Read Write
schema

A.7.6 | CRUDN behaviour

Table A.13 defines the CRUDN operations that'are supported on the "oic.wk.scenelist" Resource Type.

Table A.13 — The CRUDN operations of the Resource with type "rt" = "oic.wk.scenelist".

Create Read Update Delete Notify

get observe

A.8 [Scene Collection
A.8.1 Introduction

Collectjon that:models a set of Scenes.
This Resodrce is a generic Collection Resource with additional Properties.
The rtg) value contains oic.scenemember Resource Types.
The additional Properties are
lastScene, this is the Scene Value last set by any Client
sceneValues, this is the list of available Scenes
lastScene shall be listed in sceneValues.

A.8.2 Example URI

/SceneCollectionResURI
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A.8.3 Resource type

The Resource Type is defined as: "oic.wk.scenecollection".

A.8.4 OpenAPI 2.0 definition

"swagger": "2.0",

"info": {
"title": "Scene Collection",
"version": "2019-03-04"
"license": {
"name": "OCF Data Model License",
"url": "https://openconnectivityfoundation.github.io/core/LICENSE.md",
"x-copyright": "Copyright 2016-2019 Open Connectivity Foundation, Inc. All rights ,reservedl."
}I
"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER {nd"
}l
"schemes": [
"http"
1,
"consumes": [

"application/json"
]7
"produces": [
"application/json"
]7

"paths": {
"/SceneCollectionResURI?if=oic.if.11" : {
"get™: |
"description": "Collection that models a set of Scénes.\nThis Resource is a generic Col}lection

Resource with additional Properties.\nThe rts value contains oic.scenemember Resource Types.\nThe

apditional Properties are\n lastScene, this is the Scéene Value last set by any Client\n sceneYalues,
this is the list of available Scenes\n lastScene sh@ll be listed in sceneValues.\n",
"parameters": [
{
"Sref": "#/parameters/interface-all"
}
:| 4
"responses": {
"200": |
"description" ",
"x-example": [
{"href": "/scenememberl","rt": ["oic.wk.scenemember"],"if":["oic.if.baseline"]},
{"href": "/scenemember2","rt": ["oic.wk.scenemember"],"if":["oic.if.baseline"]}

]I
"schema": {

"Sref": "#/deffinitions/slinks"
}
}
}
}
by
"/SceneCellectionResURI?if=oic.if.baseline" : {
"getMs, {{
"degcription": "Collection that models a set of Scenes.\nThis Resource is a generic Collection

J

Esoureewlith additional Properties.\nThe rts value contains oic.scenemember Resource Types.\nThe
Hdifional Properties are\n lastScene, this is the Scene Value last set by any Client\n sceneYalues,
his~is the list of available Scenes\n lastScene shall be listed in sceneValues.\n",

"porameterg™. [
+

{

4 o

"Sref": "#/parameters/interface-all"
}
] r
"responses": {
"200": |
"description" ",
"x-example": {
"lastScene": "off",
"sceneValues": ["off","Reading", "TVWatching"],
"rt": ["oic.wk.scenecollection"],
"n": "My Scenes for my living room",
"rts": ["oic.wk.scenemember"],
"links": [
{"href": "/scenememberl","rt": ["oic.wk.scenemember"],"if":["oic.if.baseline"]},
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{"href": "/scenemember2","rt":
1
by
"schema": {
"Sref": "#/definitions/SceneCollection"
}
}
}
}l
"post": {
"description":

["oic.wk.scenemember"],"if": ["oic.if.baseline"]}

"Provides the action to change the last set Scene selection.\nCalling this

method shall update all Scene Members to the prescribed membervalue.\nWhen this method is called with

£k F— £S 1 £k 11l _c M.

1

hall b

the samge <
"parameters": [
{
"Sref":
}I
{
"name": "body",
"in": "body",
"required": true,
"schema": {
"Sref": "#/definitions/SceneCollectionUpdate"

"#/parameters/interface-update”

}I
"x-example": {
"lastScene": "Reading"
}
}
:|I
"responses": {
"200": |
"description"
response.\n",
"x-example": {
"lastScene":

"Indicates that the value is changed
in the

"Reading"
}I
"schema": {
"Sref": "#/definitions/SceneCollectionUpdate”

}
}I
"parapeters": {

"inkerface-update" : {
"En" "query",
hame" "if",

L ype" "string",
Enum" ["oic.if.a"]

Ferface-all" : {
" in" llquery",
"'lame" llif",
Fype" "string'y
["odenif. 11",

Enum" "oic.if.baseline"]

hitiofss™:
EneColilection": {
bteperties”: ({

[Tl ‘

“\nThe

datad n
i1 T

changed Properties are provide

rete—tf
"description":
"items": {
"enum":
"type":
"maxLength":
}I
"minTtems": 1,
"readOnly": true,
"uniqueItems": true,
"type": "array"

"Resource Type of the Resource",

["oic.wk.scenecollection"],
"string",
64

}l

"lastScene": {
"description": "Last selected Scene
"type": "string"

from the set of

}7
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"links": {
"description": "A set of simple or individual OCF Links.",
"items": {
"Sref": "#/definitions/oic.oic-1ink"
}!
"type": "array"
by
"sceneValues": {
"description": "All available Scene Values",
"items": {
"type": "string"
}l
1" =i 11" i ,
"type": "array"
s
"n": |
"Sref"

"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
skhema.json#/definitions/n"
}I
"idT: |

"Sref"
https://openconnectivityfoundation.github.io/core/schemas/oic.common.properti€s.core-
skhema.json#/definitions/id"
}’

"rts": {
"description": "Resource Type of the Resources within the (CelYlection",
"items": {
"enum": ["oic.wk.scenemember"],
"type": "string",

"maxLength": 64
}I
"minItems": 1,
"readOnly": true,
"uniqueltems": true,

"type": "array"
}l
"if" o
"description": "The OCF Interfaces supported by this Resource",
"items": {
"enum": [

"oic.if.11",
"oic.if.baseline",
"oic.if.a"
]!
"type": "string",
"maxLength": 64
}I
"minItems": 1,
"uniqueltems": ‘true,
"readOnly": (true,
"type": "dweray"

"type" Z)object"

"SceneColllectionUpdate": {
"propérties": {
"lastScene": {
"description": "Last selected Scene from the set of sceneValues",
"type": "string"

}
by
"type" : "object"
}l
"slinks" : {
"type" : "array",
"items" : {
"Sref": "#/definitions/oic.oic-1link"
}
s
"oic.oic-1link": {
"type": "object",
"properties": {
"if": |
"description": "The OCF Interfaces supported by the Linked Resource",
"items": {
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"enum": [
"oic.if.baseline"
1,
"type": "string",
"maxLength": 64
}I
"minItems": 1,
"uniqueltems": true,
"readOnly": true,

"type": "array"
by
|
LIPS 2 o " np Ll il 1o i) =) 1"
r 2 r
"items": {
"enum": ["oic.wk.scenemember"],
"type": "string",

"maxLength": 64
}’
"minItems": 1,
"uniqueItems": true,
"readOnly": true,

"type": "array"
s
"anchor": {

"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oicvlinks.properties.corg-

schema.[json#/definitions/anchor"
by
"di": {

"Sref": "https://openconnectivityfoundation.github.io/core/sghemas/oic.links.properties.cor¢-
schema.[json#/definitions/di"
}7
"eps": |

"Sref": "https://openconnectivityfoundation.github.ig/tore/schemas/oic.links.properties.cor¢-
schema.[json#/definitions/eps"
b
"href": {

"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.corg-
schema.[json#/definitions/href"
by
"ins": {

"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.corg¢-
schema.[json#/definitions/ins"
b
"p": |

"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.cor¢-
schema.[json#/definitions/p"
by
"rel™: {

"Sref": "https://openconmectivityfoundation.github.io/core/schemas/oic.links.properties.cor¢-
schema.[json#/definitions/rel _arsay"
by
"title": {

"Sref": "httpgi/fopenconnectivityfoundation.github.io/core/schemas/oic.links.properties.corg-
schema.ljson#/definitigns/Atitle"
b
"type": {

"Sref¥i\"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.corg¢-
schema.[json#/defiriitions/type"

}

réguired": [
=
et
nppn
’
llifll

7

A.8.5 Property definition

Table A.14 defines the Properties that are part of the "oic.wk.scenecollection" Resource Type.
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"oic.wk.scenecollection".

" rtll =

Property name

Value type

Mandatory

Access mode

Description

rt array: see schema Read Only Resource Type of the
Resource
lastScene string Read Write Last selected Scene
from the set of
sceneValues
inks array: see schema Read Write A set of simple or
individual\OCF Links.
[sceneValues array: see schema Read Only All available $cene
Values
n multiple types: see Read Write
schema
d multiple types: see Read Write
schema
Irts array: see schema Read Only Resource Tyge of the
Resources within the
Collection
f array: see schema Read'Only The OCF Integrfaces
supported by |this
Resource
astScene string Read Write Last selected|Scene
from the set (f
sceneValues
f array: see schema Yes Read Only The OCF Intgrfaces
supported by|the
Linked Resoyrce
Irt array: see schema Yes Read Only Resource Type of the
Linked Resource
anchor multiple types: see No Read Write
schema
di multiple types: _see No Read Write
schema
eps multiptestypes: see No Read Write
schema
href multiple types: see Yes Read Write
sCchema
ns multiple types: see No Read Write
schema
P multiple types: see No Read Write
schema
rel multiple types: see No Read Write
schema
itle mlll’ripln fypnw see Nao Read Write
schema
type multiple types: see No Read Write
schema
A.8.6 CRUDN behaviour

Table A.15 defines the CRUDN operations that are supported on the "oic.wk.scenecollection" Resource

Type.
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Table A.15 — The CRUDN operations of the Resource with type "rt" = "oic.wk.scenecollection”.

Create Read Update Delete Notify

get post observe

A.9 Scene Member

A.9.1 Introduction

Single Link that models a Scene Member.

A.9.2 | Example URI
/SceneMemberResURI
A.9.3 | Resource type

The Rgsource Type is defined as: "oic.wk.scenemember".

A.9.4 | OpenAPI 2.0 definition

"swagper": "2.0",
"infof': {
"tikle": "Scene Member",
"vefsion": "2019-03-04",
"lipense": {
"hame": "OCF Data Model License",
"hrl": "https://openconnectivityfoundation.github.io/core/LICENSE.md",
"k-copyright": "Copyright 2016-2019 Open Connéctivity Foundation, Inc. All rights reserved."
b
"tefmsOfService": "https://openconnectivityfeundation.github.io/core/DISCLAIMER.md"
}I
"schempes": [
"htfp"
1,
"consphmes": [

"application/json"

"prodhces": [
"application/json"

"pathp": {
" /SkeneMemberResURI L~y " {
"pet": {
"descriptioA=~"Single Link that models a Scene Member.\n",
"parametersgM™: [
{
"Sref": "#/parameters/interface-baseline"
}
1»
"fesponses": {
T200™:
"description" : "",
"x-example": {
"rt": ["oic.wk.scenemember"],
"id": "0685B960-FFFF-46F7-BEC0-9E6234671ADC1",
"n": "my binary switch (for light bulb) mappings",
"if": ["oic.if.baseline"],
"link": {
"href": "binarySwitch",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"eps": [

{"ep": "coap://[fe80::bld6]:1111", "pri": 2},

{"ep": "coaps://[fe80::bld6]:1122"},

{"ep": "coap+tcp://[2001:db8:a::123]:2222", "pri": 3}
1
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"SceneMappings": [

{
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"scene": "off",
"memberProperty": "value",
"memberValue": "true"
s
{
"scene": "Reading",
"memberProperty": "value",
"memberValue": "false"
}I
[
"scene": "TVWatching",
"memberProperty": "value",
"memberValue": "true"
}
]
by
"schema": {
"Sref": "#/definitions/SceneMember"
}
}
}
}
}
by
"parameters": {
"interface-baseline" : {
"in" : "query",
"name" : "if",
"type" : "string",
"enum" : ["oic.if.baseline"]
}
}!
"definitions": {
"SceneMember": {
"properties": {
"rt": {
"description": "Resource Type of thie Resource",
"items": {
"enum": ["oic.wk.scenemember'ly
"type": "string",
"maxLength": 64
}!
"minTtems": 1,
"readOnly": true,
"uniqueltems": tpue)
"type": "array'
}I
"SceneMappings":) {
"descriptilemn': "Array of mappings per Scene, be one(1)",
"items" ¢4
"prgperties": {
"meémberProperty": {
"description": "Property name that will be mapped",
"readOnly": true,
"type": "string"
}!
"memberValue": {
"description": "Value of the Member Property",
e ooty tie—titres
"type": "string"
}l
"scene": {
"description": "Specifies a Scene Value that will be acted upon",
”type”: "string"
}
}!
"required": [
"scene",
"memberProperty",
"memberValue"

] ’

" ypen: "object"
br

"type": "array"
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}’
"n": {

"Sref"
"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
schema.json#/definitions/n"

}’
midr:

"Sref"
"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
schema.json#/definitions/id"

by
"link": {

n £n LIRS PN N I | 3 3 1o lett

> u

}I
"ifT: |
"description": "The OCF Interfaces supported by this Resource",
"items": {
"enum": [
"oic.if.baseline"
]I
"type": "string",
"maxLength": 64
by
"minItems": 1,
"readOnly": true,
"uniqueltems": true,

"type": "array"
}
}
"kype" : "object",
"kequired": [
"rt",
"if",
"SceneMappings"
]
}l
"oifp.oic-link": {
"broperties": {
"ifr: |
"description": "The OCF Interfaces supported by the target Resource",
"items": {
"enum": [

"oic.if.baseline",
"oic.if.11",
"oic.if.b",
"oic.if.1lb",
"oic.if.rw",
"oic.if.r",
"oic.if.a",
"oic.if.s"
1,
"type": "string™)
"maxLength" ¢ .64
}l
"minItems’:) v,
"uniqueItems": true,
"readQhhy'": true,

lltypell: "array"
}!
mefe g
"description": "Resource Type of the target Resource",
o )
+ermsta—
"type": "string",

"maxLength": 64
}l
"minItems": 1,
"readOnly": true,
"uniqueItems": true,

"type": "array"
}7
"anchor": {
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-

schema.json#/definitions/anchor"

%
"gin. {

"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-

schema.json#/definitions/di"
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"epsﬂ: {
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/eps"
}’
"href": {
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/href"
}I
"ins": {
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/ins"
al
"p": {
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.propérti¢s.core-
skhema.json#/definitions/p"
}I
"rel": {
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.liAKs.properti¢s.core-
skhema.json#/definitions/rel array"
}I
"title":
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properti¢s.core-
skhema.json#/definitions/title"
}l
"type": {
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properti¢s.core-
skhema.json#/definitions/type"
}
}l
"required": [
"href",
nren,
"if"
1,
" ype": llobjectll
}
}
}
A.9.5 Property definition
Tlable A.16 defines the Properties-that are part of the "oic.wk.scenemember" Resource Type.
Fable A.16 — The Property definitions of the Resource with type "rt" = "oic.wk.scenemgmber".
Property name Value type Mandatory Access mode Descriptfion
Irt array: see schema Yes Read Only Resource Tyge of the
Resource
ISceneMappings array: see schema Yes Read Write Array of mappings
per Scene, cgn be
one(1)
n multiple types: see No Read Write
schema
d multiple types: see No Read Write
cchama
link multiple types: see No Read Write
schema
if array: see schema Yes Read Only The OCF Interfaces
supported by this
Resource
if array: see schema Yes Read Only The OCF Interfaces
supported by the
target Resource
rt array: see schema Yes Read Only Resource Type of the
target Resource
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anchor multiple types: see No Read Write
schema

di multiple types: see No Read Write
schema

eps multiple types: see No Read Write
schema

href multiple types: see Yes Read Write
schema

ins multiple types: see No Read Write
schema

p multiple types: see No Read Write
schema

rel multiple types: see No Read Write
schema

title multiple types: see No Read Write
schema

type multiple types: see No Read Write
schema

A.9.6 | CRUDN behaviour

Table A.17 defines the CRUDN operations that are supported on the “0oic.wk.scenemember" Resource
Type.

Tablg A.17 — The CRUDN operations of the Resource with type "rt" = "oic.wk.scenemember’|.

Create Read Update Delete Notify

get observe

A.10 [Alert
A.10.1 Introduction

This R¢source provides a mechanism for a Server to expose information to an

interesfed party with regard to efror or other conditions that the Device is experiencing (Alerts).
categofy is a string that contains the Device defined category for the Alert.

timestgmp is an RFC3339 formatted time at which the Alert was generated.

originajorid is a string that’éontains the identity of the originator of the Alert.

severity is an integer that contains the RFC5424 defined severity of the Alert.

subject is an array eontaining human readable text in one or more languages.

accourtid is a string-containing the identity of the account with which the Device is associated.

A.10.2 Example URI

/AlertResURI
A.10.3 Resource type

The Resource Type is defined as: "oic.r.alert".

A.10.4 OpenAPI 2.0 definition

{

"swagger": "2.0",

"info": {
"title": "Alert",
"version": "2019-02-28",
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"license": {
"name": "OCF Data Model License",
"url": "https://openconnectivityfoundation.github.io/core/LICENSE.md",
"x-copyright": "Copyright 2019 Open Connectivity Foundation, Inc. All rights reserved."
}l
"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
}!
"schemes": ["http"],
"consumes": ["application/json"],
"produces": ["application/json"],
"paths": {
"/AlertResURI" : {
llj =L :
"description": "This Resource provides a mechanism for a Server to expose informationht

ap\ninterested party with regard to error or other conditions that the Device is experiencihg
(Rlerts) .\ncategory is a string that contains the Device defined category for the Alert.)itimesfamp is
ah RFC3339 formatted time at which the Alert was generated.\noriginatorid is a string that/contgins the
iHentity of the originator of the Alert.\nseverity is an integer that contains the RFCS4P4 defiped
spverity of the Alert.\nsubject is an array containing human readable text in one of/more
lpnguages.\naccountid is a string containing the identity of the account with which\the Device {s
apsociated.\n",

"parameters": [

{"Sref": "#/parameters/interface"}

]I
"responses": {
"200": |
"description" : "",
"x-example":

{

"rt": ["oic.r.alert"],
"accountid": "MyAccountID",
"category": "MyCategory",
"timestamp": "2018-02-28T08:00:002Z"s,
"originatorid": "MyOriginatorID",
"severity": 3,
"subject": [{"language":"en-U8)', "value":"System error"}]
}l
"schema": { "Sref": "#/definitiongyAlert"™ }
}
}
}
}
by
"parameters": {
"interface" : {
"in" "query",
"name" : "if",
"type" : "string",
"enum" : ["oic.if.p™, \Yoic.if.baseline"]
}
}y
"definitions": {
"Alert" : {

"propertigst+ {
"category": |
"desoription": "Category into which the notification is classified",
"maxLength": 64,
"feadOnly": true,

"type": "string"
}I
nrems
Udesertpttori—UiResore Froetis
"items": {
"maxLength": 64,
"type": "string",
"enum": ["oic.r.alert"]
s
"minItems": 1,

"readOnly": true,
"uniqueltems": true,
"type": "array"

}I

"severity": {

"description": "RFC 5424 severity of the alert",
"maximum": 7,
"minimum": O,

"readOnly": true,
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"type":
by
"timestamp": {

"description":

02-15T09:19%,

"format": "date-time",

"readOnly": true,

"type": "string"

}l

"subject": {
"description":
"items": {

"integer"

o] " L

"An RFC3339 formated time indicating when the data was observed (e.g.:
1996-12-19T16:39:57-08:00) ",

2016-

"Alert subject matter.",

1 13 3

"language": {
"allof": [
{

"description":
tag) .",
"pattern": "7 [A
"type": "string

"description":
"readOnly":

]
by
"value": {
"description":
"maxLength": 255,
"readOnly": true,
"type": "string"
}
}I
"type": "object"
}I
"minItems": 1,
"readOnly": true,
"type": "array"
}l
"originatorid": {
"description": "ID of the
"maxLength": 64,
"readOnly": true,
"type": "string"
}!
"n": {
"Sref"
/openconnectivityfoundatien
json#/definitions/n"
s
"id": |
"Sref"
/openconnectivityfoundation
json#/definigTons/id"
}l
"accounwid™: {
"deschiption": "ID of the
"maxlength": 64,
"readOnly": true,
"type": "string"

"https:
schema.

"https:
schema.

"An identifier formatted according to IETF RFC 5646

-za-z]1{1,8} (-[A-Za-z0-9]{1,8}) *$",

"An RFC 5646 language tag.",
true

"Alert subject matter in the indicated language.",

(langusge

creator offthe event",

.github.io/core/schemas/oic.common.properties.core-

.github.io/core/schemas/oic.common.properties.core-

account",

}V
"ifT: |
"description":
"items": {
"enum": [
"oic.if.r",
"oic.if.baseline"
:|l
"type":
"maxLength":

"string",
64

}I

"minTtems": 2,
"readOnly": true,
"uniqueItems": true,
"type": "array"

68

"The OCF Interfaces supported by this Resource",
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}I
"type" : "object",
"required": ["category", "timestamp", "originatorid", "severity"]

}
}
}

A.10.5 Property definition

Table A.18 defines the Properties that are part of the "oic.r.alert" Resource Type.

Table A.18 — The Property definitions of the Resource with type "rt" = "oic.r.alert|'.

Property name Value type Mandatory Access mode Description
category string Yes Read Only Category into]which
the notification is
classified
Irt array: see schema No Read Only Resource Type
severity integer Yes Read Only RFC 5424 seyerity of
the alert
timestamp string Yes Read Only An RFC3339
formated tims
indicating when the
data was obsprved
(e.g.: 2016-02-
15T09:19Z, 1P96-12-
19T16:39:57-p8:00)
subject array: see schema No Read Only Alert subject matter.
originatorid string Yes Read Only ID of the credtor of
the event
n multiple types: see No Read Write
schema
d multiple types: see No Read Write
schema
accountid string No Read Only ID of the accqunt
f array: see\schema No Read Only The OCF Intgrfaces
supported by |this
Resource
A.10.6 CRUDN behaviour
Tlable A.19 defings"'the CRUDN operations that are supported on the "oic.r.alert" Resource Type.
Table"A.19 — The CRUDN operations of the Resource with type "rt" = "oic.r.alert"].
Create Read Update Delete Notif:
get observe
A.11 Alert Collection
A.11.1 Introduction
This Resource is a Collection containing instances of Alerts (oic.r.alert).
This is the response using the baseline interface.
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A.11.2 Example URI
/AlertCollectionResURI
A.11.3 Resource type

The Resource Type is defined as: "oic.r.alertcollection".

A.11.4 OpenAPl 2.0 definition

"swagper": "2.0",
"infof': {
"tikle": "Alert Collection",

"vefsion": "2019-03-04",

"lifense": {
"hame": "OCF Data Model License",
"hrl":

ic—copyright":

"tefmsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
}I
"schepes": ["http"],
"conshmes": ["application/json"],
"prodhces": ["application/json"],
"pathp": {
"/AllertCollectionResURI?if=oic.if.11" : {
"pet": |
"description": "This Resource is a Collection containingringtances of Alerts
(oic.r.plert) .\nThis is the response using the links list OCF JInterface.\n",
"parameters": [
{"Sref": "#/parameters/interface-all"}
]!
"responses": {
"200": |
"description" ",
"x-example": [
{"href": "/myAlertlResURI", "rt":_.["Oic.r.alert"], "if": ["oic.if.r","oic.if.baseline"]
"eps": [[{"ep": "coaps://[feB80::b1ld6]:1122"}]},
{"href": "/myAlert2ResURI", "ng!': ["oic.r.alert"], "if": ["oic.if.r","oic.if.baseline"]
"eps": |[{"ep": "coaps://[fe80::bld6]:1122"}.},
{"href": "/myAlert3ResURIl', \¥rt": ["oic.r.alert"], "if": ["oic.if.r","oic.if.baseline"]
"eps": [[{"ep": "coaps://[fe80::bld6]:1122"}]},
{"href": "/myAlert4ResURI"™, "rt": ["oic.r.alert"], "if": ["oic.if.r","oic.if.baseline"]
"eps": [[{"ep": "coaps://[fe80::bldeN:1122"}]}

1,

"/AllertCollectiofiRegURI?if=0ic.if.b" : {

"Copyright 2019 Open Connectivity Foundation,

"https://openconnectivityfoundation.github.io/core/LICENSE.md",
Inc. All rights régerved."

"schema": { "Sref" \#/definitions/AlertCollection-11" }

"pet": {
"description": "This Resource is a Collection containing instances of Alerts
(oic.r.plert) ,\nTHis is the response using the Batch interface.\n",
"parameters": [
{I'Sref": "#/parameters/interface-all"}
]I
" p o LU {
"200":
"description" ",

"x-example": [

{

"href": "/AlertlResURI",
"rep": {
"rt": ["oic.r.alert"],

"accountid": "MyAccountID",

"category": "MyCategory",
"timestamp": "2018-02-28T08:00:00z",
"originatorid": "MyOriginatorID",

"severity": 3,

"subject": [{"language":"en-US","value":"System
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"href": "/Alert2ResURI",
"rep":{
"rt": ["oic.r.alert"],
"accountid": "MyAccountID",
"category": "MyCategory",
"timestamp": "2018-02-28T08:15:002",
"originatorid": "MyOriginatorID",
"severity": 4,
"subject": [{"language":"en-US","value":"Network error"}]
}
}
s
"schema": { "Sref": "#/definitions/AlertCollection-b" }
}
}
}
}l
"/AlertCollectionResURI?if=oic.if.baseline" : {
"get": {
"description": "This Resource is a Collection containing instances of Agerts
(pic.r.alert) .\nThis is the response using the baseline interface.\n",
"parameters": [
{"Sref": "#/parameters/interface-all"}
]l
"responses": {
"200": {
"description" "
"x-example": {
"rt": ["oic.r.alertcollection"],
"rts": ["oic.r.alert"],
"if": ["oic.if.11", "oic.if.b", "oic.if.bédseline"],
"links": [
{"href": "/myAlertlResURI", "rt": ["oicahralert"], "if":
[['oic.if.r","oic.if.baseline"], "eps": [{"ep": "coaps:iL/[fe80::bld6]:1122"}]1},
{"href": "/myAlert2ResURI", "rt": ["gic.r.alert"], "if":
[['oic.if.r","oic.if.baseline"], "eps": [{"ep": "cegaps://[fe80::bld6]:1122"}]},
{"href": "/myAlert3ResURI", "rtl: ["oic.r.alert"], "if":
[['oic.if.r","oic.if.baseline"], "eps": [{"ep"g» “coaps://[fe80::01d6]:1122"}]1},
{"href": "/myAlert4ResURI", \"¢t": ["oic.r.alert"], "if":
[['oic.if.r","oic.if.baseline™], "eps": [{*ep": "coaps://[feB80::bld6]:1122"}]}
]
s
"schema": { "Sref": "#/definitions/AlertCollection-baseline" }
}
}
}
}
}!
"parameters": {
"interface-all" : ({
"in" "queryy
"name" : "if",
"type" : »String",
"enum" Z)["Oic.if.l11", "oic.if.b", "oic.if.baseline"]
}
}l
"definitiéns": {
"AtertCollection-b" : {
"type": "array",
"minItems": O,
Lrriepretrems il —tire;
"items": {

"type": "object",
"additionalProperties": true,
"properties": {

"href": {

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/href"

s
"rep": {

"Sref":
"http://openconnectivityfoundation.github.io/core/swagger2.0/oic.r.alert.swagger.json#/definitions/Aler
£n

}
}l
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"required": [
"href",
"rep"

}
}7
"AlertCollection-baseline" : {
"properties": {
"n": {
"Sref"
"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-

schema.json#/definitions/n"
1

"id": |

"Sref"
"https:)/openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
schema.[json#/definitions/id"
}7

"re": |
"items": {
"type": "string",
"enum": ["oic.r.alertcollection"],

"maxLength": 64
}I
"minTtems": 1,
"type": "array",
"uniqueltems": true,
"readOnly": true
}!

"rts": {
"items": {
"type": "string",
"enum": ["oic.r.alert"],

"maxLength": 64
by
"minItems": 1,
"type": "array",
"uniqueltems": true,
"readOnly": true

}l

llif": {
"description": "The OCF Interfaces stpported by this Resource",
"items": {

"enum": [
"oic.if.1l1",
"oic.if.b",
"oic.if.baseline"

:I ’

"type": "string",

"maxLength": 64

by

"minItems": 3,
"readOnly": truej
"uniqueItemg™y ~true,

"type": "array"
}l
"links" ¢ ¥
"description": "A set of simple or individual Links.",
"items":
"Sref": "#/definitions/oic.oic-1link"
}l
AR
}
}l
"type" : "object",
"required": ["rt","rts","if","links"]

br
"AlertCollection-11" : {

"type": "array",
"items": {
"Sref": "#/definitions/oic.oic-1link"
}
}I
"oic.oic-1link": {
"type": "object",
"properties": {

"anchor": {
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"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties
schema.json#/definitions/anchor”
by
"dit: |
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties
schema.json#/definitions/di"
}’
"eps": {
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties
schema.json#/definitions/eps"
}y
"href": {
"$ £ "1—\4—4—[' B o = £ ot j'-{—% L. 2 L. ul 1 o o £ s
skhema.json#/definitions/href"
}y
"ins": {
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links,.properti¢s

skhema

skhema.

skhema.

skhema.

skhema.

.json#/definitions/ins"

e

"p": |
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oics
json#/definitions/p"
by
"rel": {
"Sref": "https://openconnectivityfoundation.github.io/core/schemes/oic.

json#/definitions/rel array"

e

"title": {
"Sref": "https://openconnectivityfoundation.github.io/gere/schemas/oic.
json#/definitions/title"
}’
"type": {
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.

json#/definitions/type"
s

llif": {
"description": "The OCF Interfaces supperted by the target Resource",
"items": {
"enum": [

"oic.if.r",
"oic.if.baseline"
]!
"type": "string",
"maxLength": 64
}!
"minItems": 2,
"uniqueItems": true,
"type": "array",
"readOnly": true
}I

"rt": {
"descriptilern)': "Resource Type of the target Resource",
"items" ¢4
"maxTength": 64,
"EypeM: "string",
“enum": ["oic.r.alert"]
}!
"MinItems": 1,
"type": "array",

"uniqueItems": true,
"readOnly": true

3

links

links

links

links

.propertig¢s

.propertig¢s

.propertig¢s

.properti¢s

T
by
"required": [
"href",
neen,
"ifll

A.11.5 Property definition

Table A.20 defines the Properties that are part of the "oic.r.alertcollection"” Resource Type.
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Table A.20 — The Property definitions of the Resource with type "rt" = "oic.r.alertcollection".
Property name Value type Mandatory Access mode Description
href multiple types: see Yes Read Write
schema
rep multiple types: see Yes Read Write
schema
n multiple types: see No Read Write
schema
id multiple types: see No Read Write
schema
rt array: see schema Yes Read Only
rts array: see schema Yes Read Only
if array: see schema Yes Read Only ThenOCF Interfaces
supported by this
Resource
links array: see schema Yes Read Write A set of simple or
individual Links.
anchor multiple types: see No Read Write
schema
di multiple types: see No Read, Write
schema
eps multiple types: see No Read Write
schema
href multiple types: see Yes Read Write
schema
ins multiple types: see No Read Write
schema
p multiple types: see No Read Write
schema
rel multiple types: see No Read Write
schema
title multiple types: see No Read Write
schema
type multiple types:..see No Read Write
schema
if array:_see schema Yes Read Only The OCF Interfaces
supported by the
target Resource
rt array: see schema Yes Read Only Resource Type of the
target Resource
A.11.6| CRUDN behaviour
Table A.27 defines the CRUDN operations that are supported on the "oic.r.alertcollection" Resourte

Type.

Table A.21 — The CRUDN operations of the Resource with type "rt" = "oic.r.alertcollection™.

Create

Read

Update

Delete

Notify

get

observe
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A.12 software update
A.12.1 Introduction

The Resource performing scheduled software update.

A.12.2 Example URI

/softwareupdateResURI

A.12.3 Resource type

Tlhe Resource Type is defined as: "oic.r.softwareupdate”.

A.12.4 OpenAPI 2.0 definition
{
"swagger": "2.0",
"info": {
"title": "software update",
"version": "20190408",
"license": {
"name": "OCF Data Model License",
"url":

'https://github.com/openconnectivityfoundation/core/blob/e28a9%e0a92e17042ba3e83661led4cO0fbce8bdc4lpa/LICEN
SE.md",

"x-copyright": "Copyright 2019 Open Connectivity Foumdation, Inc. All rights reserved."
}I
"termsOfService": "https://openconnectivityfoundatien*github.io/core/DISCLAIMER.md"
}V
"schemes": ["http"],
"consumes": ["application/json"],
"produces": ["application/json"],
"paths": {
"/softwareupdateResURI" : {
"get": {
"description": "The Resource perferming scheduled software update.",
"parameters": [
{"Sref": "#/parameters/interface"}

]I
"responses": {
"200": |
"description",~\"Schedule an software update.",
"x-example"x

{

"rt": ("oic.r.softwareupdate"],
"iEMT ["odic.if.rw", "oic.if.baseline"],
pesval "my version",
"purl": "https://myvendor/myexampleurl",
"swupdateaction": "idle",
"swupdatestate" : "idle",
"swupdateresult" : 0,
"lastupdate™ : "2015-01-09T14:30:00z",
"signed" : "vendor",
"updatetime" : "2015-01-09T14:30:002"
}l
Uschemalls [ "Spgfn: Wi /dofinition supdate™ )
}
}
}I
"post": {
"description": "Mechanism to schedule a start of the software update.",
"parameters": [
{"$ref": "#/parameters/interface"},
{
"name": "body",
"in": "body",
"required": true,
"schema": { "$ref": "#/definitions/swupdate-update" },

"x-example":
{

"purl": "https://myvendor/newversion",
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"swupdateaction”: "upgrade",
"updatetime" : "2030-01-09T14:30:002"
}
}
:| r
"responses": {
"200": |
"description" ",

"x-example":

{

"

"nv "my new version",
"purl": "https://myvendor/myexampleurl",
1" r/»l £ e n LU G <L ",
"swupdatestate" : "idle",
"swupdateresult" : O,
"lastupdate”™ : "2015-01-09T14:30:00z",
"signed" : "vendor",
"updatetime" : "2030-01-09T14:30:002"
s
"schema": { "S$ref": "#/definitions/swupdate" }
}
}
}
}
}!
"parapeters": {
"inkerface": {
"En": "query",
"hame": "if",
"kype": "string",
"enum": ["oic.if.rw", "oic.if.baseline"]
}
}!
"defipitions": {
"swphpdate": {
"properties": {
"rt": |
"items": {
"enum": [

"oic.r.softwareupdate"
]I
"type": "string",
"maxLength": 64
}I
"minItems": 1,
"type": "array",
"readOnly": true,
"uniqueItems": true
}I
"nv": {
"description": "New available Software version",
"maxLength": 64,
"type": "strigg!;
"readOnly" ¢ trle
by

"purl™: {
"descgiption": "Source of the software package, might be a HTTPS or CoAPs URL",
"maxLength": 64,
"type!': "string",
"format": "uri"
}I
Usrrpaartesettormti—
"description": "Scheduled action to do a software update",

"maxLength": 64,
"type": "string",
"enum": [
"idle",
"isac",
"isvv",
"upgrade"
]
}l
"swupdatestate": {
"description": "State of the software update",
"readOnly": true,
"type": "string",
"enum": [
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"idle",
"nsa",
"svv",
"sva",

"upgrading"

}’

"swupdateresult": {

"description":

"readOnly":
"type":
}I

na £ Aatall

"Result of the software update,
true,

"integer"

L
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list of result codes",

™

mpnufacturing",
"readOnly":
"maxLength":
"type":
"format":

}I

"signed": {

fendor' . ",
"readOnly":
"type:
"enum": [
"vendor"

}l
"updatetime":

swupdateaction'
"maxLength":
"type":
"format":

}I

v g
"$ref":

https

}l

"id": {
"$refll:

https

skhema. json#/definitio

}’

"ifT: |
"description
"items": {

"enum": [
"oic.if.
"oic.iE

"y

"mipnlitems":
"mMaxItems":
"“type": "arr
"readOnly":
"uniquelItems

}

"description":

"description":

"description":
Property.",

3

"Time of the last software update

true,
64,

"string",
"date-time"

"Signage method of the software package,

true,

"string",

{

"Scheduled time (in RFC3339 format)

64,

"string",
"date-time"

://openconnectivityfoundation.github.io/e0re/schemas/oic.common.properties.core-
skhema.json#/definitions/n"

://openconnectivityfoundation,github.io/core/schemas/oic.common.properties.core-

ns/id"

rw“,
baseline"

tring"

2/

2/

ay",
true,
": true

(in RFC3339 format),

to do action which is specified in

"Thre\interface set supported by this resource",

Initial set oh_d¢late of

currently tHeésonly allowed value is

}l
"required":
}I
"swupdate-update":
"properties": {
"purl™: {
"Sref":
}l
"swupdateactio
"$ref":
}I
"updatetime":
"Sref": "#/d
}

["pu

}l

"required": ["pu

rl", "swupdateaction", "swupdatestate",

{

"#/definitions/swupdate/properties/purl”

n" : {

{

efinitions/swupdate/properties/updatetime"

rl", "swupdateaction", "updatetime"]
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"updatetime"]
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A.12.5 Property definition

Table A.22 defines the Properties that are part of the "oic.r.softwareupdate" Resource Type.

Table A.22 - The Property definitions of the Resource with type "rt" = "oic.r.softwareupdate”.

schema

Property name Value type Mandatory Access mode Description
rt array: see schema No Read Only
nv string No Read Only New available
Software version
purl string Yes Read Write Source of the
software package,
mjght be a HTTPS o
CoAPs URL
swupddteaction string Yes Read Write Scheduled action to
do a software updatsg
swupdgtestate string Yes Read Only State of the software
update
swupddteresult integer Yes Read Only Result of the software
update, list of result
codes
lastupdate string No Read Only Time of the last
software update (in
RFC3339 format),
Initial set on date of
manufacturing
signed string No Read Only Signage method of
the software packagg,
currently the only
allowed value is
'vendor'.
updatefime string Yes Read Write Scheduled time (in
RFC3339 format) to
do action which is
specified in
'swupdateaction’
Property.
n multiple types: see No Read Write
schema
id multiple types: see No Read Write
schema
if array: see schema No Read Only The interface set
supported by this
resource
pur| mlllfipln {ypes: see Yes Read Write
schema
swupdateaction multiple types: see Yes Read Write
schema
updatetime multiple types: see Yes Read Write

A.12.6 CRUDN behaviour

Table A.23 defines the CRUDN operations that are supported on the "oic.r.softwareupdate" Resource

Type.
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Table A.23 — The CRUDN operations of the Resource with type "rt" =

"oic.r.softwareupdate”.

Create Read Update

Delete

Notify

get post

observe

A.13 OCF Rule
A.13.1 Introduction

A Rule is a Collection made up of 3 Links:

A Link to an instance of a Collection of Rule Inputs.
A Link to a Rule Expression (the logic of the Rule).
A Link to a Collection of Rule Actions.

A.13.2 Example URI

~

RuleResURI
A.13.3 Resource type

Tlhe Resource Type is defined as: "oic.r.rule".

A.13.4 OpenAPI 2.0 definition

"swagger": "2.0",

"info": {
"title": "OCF Rule",
"version™: "20190910",
"license": {

"name": "OCF Data Model License",

"url":
"https://github.com/openconnectivityfoundation/core/blob/e28a9%e0a92e17042ba3e8366ledcO0fbce8bdcdhpa/LICEN
SE .md",

"x-copyright": "copyright 201.9'Qpen Connectivity Foundation, Inc. All rights reserved."

}l
"termsOfService": "https://opeficonnectivityfoundation.github.io/core/DISCLAIMER.md"
s
"schemes": ["http"],
"consumes": ["applicatiem/json"],
"produces": ["applicatien/json"],
"paths": {
"/RuleResURI?if=oac if.11": {

"get": {

"descriptien": "A Rule is a Collection made up of 3 Links. \n A Link to an instance of
Cpllection of Rulé Inputs. \n A Link to a Rule Expression (the logic of the Rule). \n A Link tola
Cpllection of Rule Actions.",

"pdrameters": [

\WSref": "#/parameters/interface-all"}
i
"responses": {
"200": {
ng w%pfi A . Dot g +h rzl 2 Iink Iict L
"x-example":
[
{
"href": "/ruleinputcollection",
"rt": ["oic.r.rule.inputcollection"],
"if": ["oic.if.11","oic.if.baseline"],
"p": {"bm": 3},
"eps": [
{"ep": "coaps://[feB80::b1d6]:1111"}
]
}!
{
"href": "/ruleexpression",
"rt": ["oic.r.rule.expression"],
"if": ["oic.if.rw","oic.if.baseline"],
79
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"p": {"bm": 3},
"eps": [
{"ep": "coaps://[feB80::b1d6]:1111"}

]

}I

{
"href": "/ruleactioncollection",
"rt": ["oic.r.rule.actioncollection"],
"if": ["oic.if.11","oic.if.baseline"],
"p": {"bm": 3},
"eps": [

{"ep": "coap://[fe80::bld6]:1111"}

il

}

1,
"schema": { "Sref": "#/definitions/slinklist" }
}
}
}
}l
"/RlileResURI?if=o0ic.if.baseline": {
"pet": {

"description": "A Rule is a Collection made up of 3 Links: \n- A Link to gn,  ifhistance of a
Collectfion of Rule Inputs. \n- A Link to a Rule Expression (the logic of the Rule) \n- A Link to a
Collectfion of Rule Actions.",

"parameters": [

{"Sref": "#/parameters/interface-all"}
:|l
"responses": {
"200": {
"description" "Retrieves the baseline response for ghesrule.",
"x-example":
{
"rt": ["oic.r.rule"],
"if": ["odic.if.l1l","oic.if.baseline"],
"rts":
["oic.r| rule.inputcollection","oic.r.rule.expression", "eic.r.rule.actioncollection”],
"links": [
{
"href": "/ruleinputcollection",
"rt": ["oic.r.rule.inputcollection"],
"if": ["oic.if.11","oic.if%baseline"],
"p": {"bm": 3},
"eps": [
{"ep": "coaps://[feB803%tbld6]:1111"}
]
}y
{
"href": "/ruleexpression",
"rt": ["oicwr.rule.expression"],
"if": ["oic.if.rw","oic.if.baseline"],
"p": #'pom": 3},
"eps" ¢l
{»ep"™ "coaps://[fe80::b1d6]:1111"}
]
}I
{
"href": "/ruleactioncollection",
"rt": ["oic.r.rule.actioncollection"],
"if": ["oic.if.11","oic.if.baseline"],
"p": {"bm": 3},
tepst—t
{"ep": "coap://[fe80::bld6]:1111"}
]
}
]
by
"schema": { "Sref": "#/definitions/sbaseline" }
}
}
}
}
}I
"parameters": {
"interface-all": {
"in": "query",
"name": "if",
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