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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work.

the ISO/ EC Directives, Part 1. In particular, the different approval criteria needed for the dlfferent types of
document should be noted (see www.iso.org/directives or www.iec.ch/members_experts/refdocs).

Attentionl is drawn to the possibility that some of the elements of this document may be the subject’of patent
rights. I90 and IEC shall not be held responsible for identifying any or all such patent rights\Details of an
patent rights identified during the development of the document will be in the Introduction and/or on the ISO ligt
of patenf declarations received (see www.iso.org/patents) or the IEC list of patent déclarations receivefd

(see patg

Any trad¢ name used in this document is information given for the convenience of dsers and does not constitute
an endorsement.

For an explanation of the voluntary nature of standards, the meaning of|SO specific terms and expressions
related fo conformity assessment, as well as information about IS®'s adherence to the World Trade
Organizdtion (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html. |
the IEC, see www.iec.ch/understanding-standards.

This doqument was prepared by the Open Connectivity Feurdation (OCF) (as OCF Bridging Framework
Specificgtion, version 2.2.0) and drafted in accordance with its editorial rules. It was adopted, under the JTC |1
PAS progedure, by Joint Technical Committee ISO/IEC JTC 1, Information technology.

This secpnd edition cancels and replaces the first,edition (ISO/IEC 30118-3:2018), which has been technically
revised.

The main changes compared to the previous edition are as follows:
— bridging specification has beenimade more generic;

— text moved from AllJoynrmapping to the resource to Resource to AllJoyn interface mapping specification;

=)

— 3ddition of clarifications throughout.

A list of gll parts in the MSO/IEC 30118 series can be found on the ISO and IEC websites.

Pd

Any feedback er-guestions on this document should be directed to the user’s national standards body.
completq listing” of these bodies can be found atwww.iso.org/members.html and www.iec.ch/nationa
committdes-
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Introduction

This document, and all the other parts associated with this document, were developed in response to

worldwide demand for smart home focused Internet of Things (IoT) devices, such as applianc

es, door

locks, security cameras, sensors, and actuators; these to be modelled and securely controlled, locally

and remotely, over an IP network.

While some inter-device communication existed, no universal language had been developed for the
loT. Device makers instead had to choose between disparate frameworks, limiting their market share,

tp determine whether the products they want are compatible with the ecosystem they bough
nd ways to integrate their devices into their network, and try to solve interoperability issués
awn.

h addition to the smart home, loT deployments in commercial environments areshampered b
ZII security. This issue can be avoided by having a secure IoT communication.framework, w
andard solves.

Tlhe goal of these documents is then to connect the next 25 billion devices for the 10T, providin
and reliable device discovery and connectivity across multiple OSs and platforms. There are
proposals and forums driving different approaches, but no single“splution addresses the ma
key requirements. This document and the associated parts enable industry consolidation 3
gommon, secure, interoperable approach.

5O/IEC 30118 consists of eighteen parts, under the general title Information technology

Q

- Core framework

— Part 1: Core Specification

— Part 2: Security Specification

— Part 13: Onboarding Tool Specification

- Bridging framework and bridges

— Part 3: Bridging Specification

— Part 6: Resource to Alljoyn Interface Mapping Specification

— Part 8, OCF Resource to oneM2M Resource Mapping Specification
— Party14: OCF Resource to BLE Mapping Specification

~ \Part 15: OCF Resource to EnOcean Mapping Specification

d users
into, or
on their

y a lack
hich this

) secure
multiple
jority of
round a

— Open

onnectivity Foundation (OCF) Specification. The parts.fall into logical groupings as described herein:

— Part 167 OCF Resource to UPIUS Mapping Specification
— Part 17: OCF Resource to Zigbee Cluster Mapping Specification
— Part 18: OCF Resource to Z-Wave Mapping Specification
— Resource and Device models
— Part 4: Resource Type Specification

— Part 5: Device Specification

© ISO/IEC 2021 - All rights reserved
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— Core framework extensions
— Part 7: Wi-Fi Easy Setup Specification
— Part 9: Core Optional Specification

— OCF Cloud

— Part 10: Cloud API for Cloud Services Specification

— Hart 11: Device to Cloud Services Specification

— Hart 12: Cloud Security Specification

Vi © ISO/IEC 2021 - All rights reserved
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Information technology — Open Connectivity
Foundation (OCF) Specification —

Part 3:

Bridging specification

—

Scope

his document specifies a framework for translation between OCF Device$ and other ecosyste
pecifies the behaviour of a Bridging Function that exposes servers inhon-OCF ecosystem
lients and/or exposes OCF Servers to clients in non-OCF ecosystermTranslation per specifi
b left to other documents (deep translation). This document provides generic requirements th
unless overridden by a more specific document.

Qv -

Py

2 Normative references

Tlhe following documents are referred to in the textin such a way that some or all of their
constitutes requirements of this document. For dated references, only the edition cited app
undated references, the latest edition of the referenced document (including any amendments)

IBO/IEC 30118-1 Information technology --Open Connectivity Foundation (OCF) Specification
Qore specification
https://www.iso.org/standard/53238.himl

50O/IEC 30118-2 Information technology -- Open Connectivity Foundation (OCF) Specification
ecurity specification
ttps://www.iso.org/standard/74239.html

D -

JSON Schema Core, dSON Schema: core definitions and terminology, January 2013
ttp://json-schema_org/latest/json-schema-core.html

penAPI Specification, Version 2.0
ttps://github,€om/OAIl/OpenAPI-Specification/blob/master/versions/2.0.md

o0

3 Terms, definitions, and abbreviated terms

ms, and
to OCF
c Device

at apply

content
ies. For
applies.

-- Part 1:

-- Part 2:

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 30118-1
following apply.

and the

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IS0 Online browsing platform: available at https://www.iso.org/obp

— |EC Electropedia: available at http://www.electropedia.org/
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3.1.1

Asymmetric Client Bridge

Bridge (3.1.3) that exposes another ecosystem's clients into the OCF ecosystem as Virtual OCF Clients
(3.1.21). This is equivalent to exposing OCF Servers (3.1.18) into the other ecosystem.

3.1.2

Asymmetric Server Bridge

Bridge that exposes another ecosystem devices into the OCF ecosystem as Virtual OCF Servers
(3.1.18). How this is handled in each ecosystem is specified on a per ecosystem basis in this document.

3.1.3
Bridge
OCF Dejvice that has a Device Type of "oic.d.bridge", provides information on the set of Vinfual OC
Devices|(3.1.22) that are resident on the same Bridge Platform.

M

3.1.4
Bridge Platform
entity on} which the Bridge (3.1.3) and Virtual OCF Devices (3.1.22) are resident

3.1.5
Bridged Client
logical gntity that accesses data via a Bridged Protocol (3.1.7)

3.1.6
Bridged Device
Bridged|Client (3.1.5) or Bridged Server (3.1.10).

3.1.7
Bridged Protocol
another Jprotocol that is being translated to or from OCF protocols

3.1.8
Bridged Resource
artefact|modelled and exposed by a Bridged Protocol (3.1.7)

3.1.9
Bridged Resource Type
schemalused with a Bridged Protocol (3.1.7)

3.1.10
Bridged Server
logical gntity that provides data via a Bridged Protocol (3.1.7). More than one Bridged Server can exigt
on the spme physical platform.

3.1.11
Bridging Function

logic resident on the Bridge Platform (3.1.4) that performs that protocol mapping between OCF and
the Bridged Protocol (3.1.7); a Bridge Platform (3.1.4) may contain multiple Bridging Functions
dependent on the number of Bridged Protocols (3.1.7) supported.

3.1.12

OCF Bridge Device

OCF Device (3.1.14) that can represent devices that exist on the network but communicate using a
Bridged Protocol (3.1.7) rather than OCF protocols.

2 © ISO/IEC 2021 - All rights reserved
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3.1.13

OCF Client

logical entity that accesses an OCF Resource (3.1.15) on an OCF Server (3.1.18), which might be a
Virtual OCF Server (3.1.24) exposed by the OCF Bridge Device (3.1.12)

3.1.14

OCF Device

logical entity that assumes one or more OCF. More than one OCF Device can exist on the same
physical platform

.1.15
CF Resource
represents an artefact modelled and exposed by the OCF Framework

.1.16
CF Resource Property
ignificant aspect or notion including metadata that is exposed through the OCF Resource (3{1.15)

.1.17
CF Resource Type
CF Resource Property (3.1.16) that represents the data type definition for the OCF Resource|(3.1.15)

.1.18

CF Server
gical entity with the role of providing resource state)information and allowing remote contfol of its
sources

.1.19

irtual Bridged Client
gical representation of an OCF Client(3.1.13), which an OCF Bridge Device (3.1.12) exposes to
ridged Servers (3.1.10).

.1.20

irtual Bridged Server
gical representation of anyOCF Server (3.1.18), which an OCF Bridge Device (3.1.12) exposes to
ridged Clients (3.1.5).

.1.21

irtual OCF Client
gical representation of a Bridged Client (3.1.5), which an OCF Bridge Device (3.1.12) exposes to
CF Servers(3.1.18)

.1.22
irtual OCF Device
Virtaal OCF Client (3. T.2t)or Virtual OCF Server (3. 1.247.

3.1.23

Virtual OCF Resource

logical representation of a Bridged Resource (3.1.8), which an OCF Bridge Device (3.1.12) exposes to
OCF Clients (3.1.13)

3.1.24

Virtual OCF Server

logical representation of a Bridged Server (3.1.10), which an OCF Bridge Device (3.1.12) exposes to
OCF Clients (3.1.13).

© ISO/IEC 2021 - All rights reserved 3
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3.2

Symbols and abbreviated terms

CRUDN Create, Read, Update, Delete, and Notify

4 Document conventions and organization

4.1

In this dpcument a number of terms, conditions, mechanisms, sequences, parameters, events, states

or simil
Networ

In this dpcument, to be consistent with the IETF usages for RESTful operations, the RESTful operatio
words CRUDN, CREATE, RETRIVE, UPDATE, DELETE, and NOTIFY will have all letters capitalized.
Any lowgrcase uses of these words have the normal technical English meaning.

4.2

In this
follows

Requiref (or shall or mandatory).

— Thege basic features shall be implemented to comply with:this document. The phrases “shall not

and
imp

Recom

— Thege features add functionality supportéd by this document and should be implemented.
Recoammended features take advantage_of the capabilities of this document, usually withol

imp

featyre is implemented, it shall meetjthe specified requirements to be in compliance with thes
guidelines. Some recommendedyfeatures could become requirements in the future. The phras
"sholld not" indicates behaviourithat is permitted but not recommended.

Allowed|(or allowed).

— Thege features are meither required nor recommended by this document, but if the feature i

imp

- Conjiitionally allowed (CA)The definition or behaviour depends on a condition. If the specifie

con

Conditi

Conventions

dr terms are printed with the first letter of each word in uppercase and the rest lowercase (&é.g

Notation

"PROHIBITED" indicate behaviour that is prohibited, i.e. that if performed means th
I¢mentation is not in compliance.

mended (or should).

dsing major increase of complexity.’ Notice that for compliance testing, if a recommende

I¢mented, it shallymeet the specified requirements to be in compliance with these guidelines.

ition is-met, then the definition or behaviour is allowed, otherwise it is not allowed.

gnally required (CR)

k| Architecture). Any lowercase uses of these words have the normal technical English meaning.

document, features are described as required, recommended, allowed or DEPRECATED a

=)

O -

O O O ~

[oN

— The definition or behaviour depends on a condition. If the specified condition is met, then the
definition or behaviour is required. Otherwise the definition or behaviour is allowed as default
unless specifically defined as not allowed.

DEPRECATED

— Although these features are still described in this document, they should not be implemented except
for backward compatibility. The occurrence of a deprecated feature during operation of an
implementation compliant with the current document has no effect on the implementation’s
operation and does not produce any error conditions. Backward compatibility may require that a
feature is implemented and functions as specified but it shall never be used by implementations
compliant with this document.

© ISO/IEC 2021 - All rights reserved
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Strings that are to be taken literally are enclosed in "double quotes".
Words that are emphasized are printed in italic.
5 Introduction

5.1 Translation between OCF and non-OCF ecosystem - primitive concept of
Bridging

Tlhe details of Bridging may be implemented in many ways, for example, by using a Brgq'}

ith an entity handler to interface directly to a Non-OCF device as shown in Figure 1. (1/

Platform

<

. Heart Rate
Device

(as Client)

Bridge Platform Sensor
Device

Non-OCF ecosystem

Figure 1 — Server bridging to No&-(b F device

On start-up the Bridge Platform runs the entity handI%QN?ich discover the non-OCF systems (e.g.,
Heart Rate Sensor Device) and create Resources ach Device or functionality discovefed. The
gntity handler creates a Resource for each discov Device or functionality and binds itself to that
Resource. These Resources are made discover@@by the Bridge Platform.

nce the Resources are created and made coverable, then the Client Device can discovgr these
esources and operate on them using the\‘x\echanisms described in ISO/IEC 30118-1. The fequests
b a Resource on the Bridge Platform afe then interpreted by the entity handler and forwardgd to the
on-OCF device using the protocécél@{,pported by the non-OCF device. The returned informatjon from

o J = 10

e non-OCF device is then mapped:to the appropriate response for that Resource.

urrent OCF Bridging archite ure implements the entity handler in the form of VOD.

Q

O
§.2 Bridge platf%srg)

—

his clause desc@% the functionality of a Bridge Platform; such a device is illustrated in Figure 2.

© ISO/IEC 2021 - All rights reserved 5
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A Bridg€
(VODs)
Devices
of this d
of an O(

A Bridg

"oic.d.bridge". This provides to an OCF Client an expli¢it indication that the discovered Device i

perform
the Clie
present,
a bridge
which b
discover
as show

Bridge Platform
I_ ____________________ 1
l Bridge i
| 1
ST 1T
"Virtual '| o | Virtual
I I = ' I ) i
OCF ¢ OCF _’: OCF : ol : Brldged ¢ Bridged ) Brldged
Server Protocol g I 02 | : Protocol Cllent
i Client | S | Server |
_______ A — |
SRR c | virtual |
OCF ' Ha . ! ridge Bridged
: % — 1 » OCF !| 2 | Bridged «——>—» riage
Client | o | . | Server
: Server | S |1 Client |

Figure 2 — Bridge Platform components

[

Platform enables the representation of one or more Bridged Deyviees as Virtual OCF Device
bn the network and/or enables the representation of one or more OCF Devices as Virtual OC
using another protocol on the network. The Bridged Devices themselves are out of the scop
pcument. The only difference between a native OCF Devicé.and a VOD from the perspectiv
LF Client is the inclusion of "oic.d.virtual" in the "rt" of "/0ic/d" of the VOD.

[ 2N

e Platform exposes a Bridge Device which is an”OCF Device with a Device Type d

(2=

ng a bridging function. This is useful for several reasons; 1) when establishing a home network
Nt can determine that the bridge is reachable and functional when no bridged devices ar
2) allows for specific actions to be performed on the bridge considering the known functionalif]
supports, 3) allows for explicit discovery of all devices that are serving a bridging functio
enefits trouble shooting and maintenance actions on behalf of a user. When such a device i
ed the exposed Resources on the(@QCF Bridge Device describe other devices. For example
n in Figure 3.

O o< D <

OCF facing Bridged Devices
Bridge Platform
______ v Fan
Virtual OCF Server 1 P
(oic.d.fan)
Virtaat-OEHServer2 < :““--"""""? ----------------------
(cic.dlighty [T > Light 1 |
Virtual OCF Server 3
(oic.d.light) .
oA Light 2

Figure 3 — Schematic overview of a Bridge Platform bridging non-OCF devices
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Itis expected that the Bridge Platform creates a set of devices during the start-up of the Bridge Platform,
these being the Bridge and any known VODs. The exposed set of VODs can change as Bridged
Devices are added or removed from the bridge. The adding and removing of Bridged Devices is
implementation dependent.

5.3 Symmetric vs. asymmetric bridging

There are two kinds of bridging: symmetric and asymmetric. In symmetric bridging, a bridge device
exposes OCF server(s) to another ecosystem and exposes other ecosystem’s server(s) to OCF. In
i feging; f i another
cosystem’s server(s) to OCF, but not both. The former case is called an Asymmetric Server Bridge
see Figure 4), the latter case is called an Asymmetric Client Bridge (see Figure 5)

()

.....................................................

.

ccccaa,

Not in scope
of OCF Bridging spec

......................................................

T I I o Bridggd :

i | E I | Bridged H

OCF OCF 'virtial OCF | | |} PR @)rgleine Server i1 |

. —p! —= 1 & !
Client #1 Protocol : Server #1 : LQE ' : : :
: ) = ' : Virtual : ;

Prc?tchoI _______ « E : Bridged : E

: | & : ! Client(s) ! E

| Virtual OCF 14 3 |} ! :

OCF ocF Dy AEETE >~ Bridged :
Server #2 = 1%\ | ge . :

Client #2 4 Protocol : 1O A [ Protocol~—— Bridggd '
> o | :

Lo __ ' o Server #2 | i

Figure 4 — Asymmetric server bridge

n Figure 4 each Bridged Server is exposed as a Virtual OCF Server to OCF side. These Virtpal OCF
ervers are same as normal OCF Servers except that they have additional rt value ("oic.d.virfual") for
oic/d". The details of the/Virtual Bridged Client are not in scope of this document.

w =
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Bridge Platform e
EERREREERREEE P Bridged Client #1 :
| ] H ! —Y . '
| | i [ soco" | (Read-Write Server #1) | !
| Virtual OCF Client | H I aged P !
OCF OF 1>l (Aigned to; pa® ;
| | : ! A H
Server #1 Protoco | RWACLonServer#1) | | & | 1) : :
| < HHERA pl—p . H
e i ST 3[4 vt = brige : : :
ﬁOfoCC(\ :—_—_—_—_—_—_—_—_—_—_—_—_—_— _-' U_?1 E : Bndged : rotOCO/\b Brldgeq Client #2 E
% | ! c | iiserver(s) : (Read-Write Server #1) :
g Virtual OCFClient | aQ [ i :
. L —- a1 ~a ]
L OCF ____,' (Aligned to: —5 o < SO v
Serc\)/ : 4y [¢ protoco i ROACLonServer#1, | | > |} I Brigg, dpy E
i RW ACL on Server #2) ! Al I Oto . ; :
: ! R cor| Bridged Client #3 :
(e ) : (Read-Only Server#1) | i
: Not in scope E
S\ of OCF Bridging spec .

LS R )

Figure 5 — Asymmetric client bridge

Figure § shows that each access to the OCF Server is modelled asya Virtual OCF Client. Thos
accessefs can be aggregated if their target OCF servers and accesS/permissions are same, therefor
a Virtual OCF Client can tackle multiple Bridged Clients.

[N

54

o)

seneral requirements

5.4.1 Requirements common to all bridge platforms

A VOD ghall have a Device Type that contains "oi¢:d.virtual". This allows Bridge Platforms to determin
if a de\r/Lice is already being translated whenmultiple Bridge Platforms are present or Clients t
determine if corresponding Server is a VOD-gr not.

(1)

O

Each Brjdged Device shall be exposed as a separate Virtual OCF Server or Client, with its own OC
Endpoinit, and set of mandatory Resqgurces (as defined in ISO/IEC 30118-1 and ISO/IEC 30118-2).

Discovefy of a VOD is the same as for an ordinary OCF Device; that is the VOD shall respond t
multicagt discovery requests.)This allows platform-specific, device-specific, and resource-specifi
fields tolall be preserved acfoss translation.

O 0O

The Bridge Introspeetion Device Data (IDD) provides information for the Resources exposed by th
Bridge dnly. Each VOD shall expose an instance of "oic.wk.introspection" which provides a URL to ah
IDD for the specific'VOD.

D

5.4.2 Requirements specific to symmetric bridge platforms

In addition to the requirements mentioned in 5.4.1, Symmetric Bridging shall satisfy following
requirements.

The Bridge Platform shall check the protocol-independent UUID ("piid" in OCF) of each device and
shall not advertise back into a Bridged Protocol a device originally seen via that Bridged Protocol. The
Bridge Platform shall stop translating any Bridged Protocol device exposed in OCF via another Bridge
Platform if the Bridge Platform sees the device via the Bridged Protocol. Similarly, the Bridge Platform
shall not advertise an OCF Device back into OCF, and the Bridge Platform shall stop translating any
OCF device exposed in the Bridged Protocol via another Bridge Platform if the Bridge Platform sees
the device via OCF. These require that the Bridge Platform can determine when a device is already
being translated. A VOD shall be indicated on the OCF Security Domain with a Device Type of
"oic.d.virtual".
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The Bridge Platform shall detect duplicate VODs (with the same protocol-independent UUID)

present

in a network and shall not create more than one corresponding virtual device as it translates those

duplicate devices into another network.

5.5 VOD list

For maintenance purposes, the Bridge maintains a list of VODs. This list includes Virtual OCF

Servers

and Virtual OCF Clients created by the Bridge Platform and subsequently on-boarded, as specified in

ISO/IEC 30118-2. A single instance of the Resource Type that defines the VOD list (see cla

use 7.2)

T () 4l Dol ol £ b QO ANA A0 O o (D | ! . 1 :
STam 0T TXPOSTU Py UIC DITUYT. TTICdoT TTITT U TOU/TLEL QU T TO=2 TUTUTLalicu Upciatiulial TSyu

for the VOD list.

8.6 Resource discovery

A Bridge Platform shall detect devices that arrive and leave the Bridged network or the OCF
Domain. Where there is no pre-existing mechanism to reliably detect the~arrival and dep
evices on a network, a Bridge Platform shall periodically poll the network to detect the ar
eparture of devices, for example using COAP multicast discovery (a multicast RETRIEVE of "/

the case of the OCF Security Domain. Bridge Platform implementations are encouraged
oll interval of 30 seconds plus or minus a random delay of a few seconds.

- =

>

Bridge Platform and any exposed VODs shall each respond(to network discovery commar

ements

Security
rture of
ival and
Dic/res")
0 use a

ds. The

response to a RETRIEVE on "/oic/res" shall only include the devices that match the RETRIEVH request.
Hor example, if a Bridge exposes VODs for the fan and lights shown in Figure 3, and an OQF Client
performs a discovery request with a content format.of "application/vnd.ocf+cbor", there willl be four
discrete responses, one for the Bridge, one for the virtual fan Device, and two for the virfual light
Devices. Note that what is returned is not in the: JSON format (see JSON Schema Core) put in a
sjuitable encoding as defined in ISO/IEC 3011841.
Response from the Bridge:
[
{
"anchor": "ocf://e6lc3eb6b-9c54-4b81-8ce5-£9039c1d04do",
"href": "/oic/res",
"rel": "self",
"rt": ["oic.wk.res"],
"if": ["oic.if.1l1", Moic.if.baseline"],
"p": {"bm": 3},
"eps": [{"ep": MCoap://[2001:db8:a::b1d4]:55555"},
{"ep"<\"cCoaps://[2001:db8:a::bld4]:11111"}]
by
{
"anchor%s N'ocf://e6lc3ebb-9¢c54-4b81-8ce5-£9039¢c1d04d9",
"href?:\"/oic/d4d",
"rt"ea["oic.wk.d", "oic.d.bridge"],
"ifi? ["oic.if.r", "oic.if.baseline"],
HpH: {"bmH: 3},
Yeps": [{"ep": "coaps://[2001:db8:a::b1d4]1:11111"}]
b
{
"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9",
"href": "/oic/p",
"rt": ["oic.wk.p"],
"if": ["oic.if.r", "oic.if.baseline"],
"o": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::bld4]:11111"}]
b
{
"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9",
"href": "/oic/sec/doxm",
"rt": ["oic.r.doxm"],
"if": ["oic.if.baseline"],
© ISO/IEC 2021 - All rights reserved 9
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"p": {"bm": 1},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:11111"}]

{
"anchor": "ocf://e6lc3e6b-9¢c54-4b81-8ce5-£9039¢c1d04d9",
"href": "/oic/sec/pstat",
"rt": ["oic.r.pstat"],
"if": ["oic.if.baseline"],
"p": {"bm": 1},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:11111"}]
b
{
"anchor": "ocf://e6lc3e6b-9¢c54-4b81-8ce5-£9039c1d04d9",
"href": "/oic/sec/cred",
"rt"} ["oic.r.cred"],
"if"t ["oic.if.baseline"],
"p:[{"bm": 1},
"epsl': [{"ep": "coaps://[2001:db8:a::b1d4]:11111"}]
bo
{
"anchor": "ocf://e6lc3ebb-9¢c54-4b81-8ce5-£9039¢c1d04d9",
"href": "/oic/sec/acl2",
"rg" ["oic.r.acl2"],
"if" ["oic.if.baseline"],
"p":| {"bm": 1},
"epsl': [{"ep": "coaps://[2001:db8:a::b1d4]:11111"}]
o
{
"anchor": "ocf://e6lc3eb6b-9¢c54-4b81-8ce5-£9039¢c1d04d9"¢
"href": "/myIntrospection",
"rt"} ["oic.wk.introspection"],
"if" ["oic.if.xr", "oic.if.baseline"],
"o": | {"bm": 3},
"epsl: [{"ep": "coaps://[2001:db8:a::b1d4]:11111"}]
b
{
"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5=f9039¢c1d04d9",
"href": "/myVodlist",
"rg" ["oic.r.vodlist "],
"if" ["oic.if.xr", "oic.if.baselifne"],
"o":| {"bm": 3},
"epsf: [{"ep": "coaps://[2001:db8:a::01d4]:11111"}]
}
]
Respons¢ from the Fan VOp:
[
{
"anchor": "ocf:/#88b7c7f0-4b51-4e0a-9faa-cfb439fd7£49",
"href": "/oic/wes",
"rt"t ["olic.@Rkires"],
"if" ["oiewdif.11", "oic.if.baseline"],
"o": | {"bm!"~" 3},
"epsl i~ [$"ep": "coaps://[2001:db8:a::b1d4]:22222"}]
b
{
"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439£fd7£49",
"href": "/oic/d4d",
"rt": ["oic.wk.d", "oic.d.fan", "oic.d.virtual"],
"if": ["oic.if.r", "oic.if.baseline"],
"p": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::bld4]:22222"}]
bo
{

"anchor": "ocf://88b7c7£f0-4b51-4e0a-9faa-cfb439£fd7£49",
"href": "/oic/p",

"rt": ["oic.wk.p"],

"if": ["oic.if.r", "oic.if.baseline"],

lel: {"bm": 3},
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"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:22222"}]

by
{
"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439fd7£49",
"href": "/myFan",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"o": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::bl1d4]:22222"}]
s
{
dllTCIIOL . OCL . oo /CT7TLUTaDOo1l=acUd=J1ldd-CLDaoIJLU77La7,
"href": "/oic/sec/doxm",
"rt": ["oic.r.doxm"],
"if": ["oic.if.baseline"],
upu . {"bm" : 1 } ,
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:22222"}]
b
{
"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439£d7£49",
"href": "/oic/sec/pstat",
"rt": ["oic.r.pstat"],
"if": ["oic.if.baseline"],
"p": {"bm": 1},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:22222"}]
b
{
"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439fd7T49",
"href": "/oic/sec/cred",
"rt": ["oic.r.cred"],
"if": ["oic.if.baseline"],
"o": {"bm": 1},
"eps": [{"ep": "coaps://[2001:db8:a::01d4:22222"}]
by
{
"anchor": "ocf://88b7c7£f0-4b51-4el0a9faa-cfb439£fd7£49",
"href": "/oic/sec/acl2",
"rt": ["oic.r.acl2"],
"if": ["oic.if.baseline"],
"p": {"bm": 1},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:22222"}]
b
{
"anchor": "ocf://8867c7£f0-4b51-4e0a-9faa-cfb439£fd7£49",
"href": "/myFanIptrgspection",
"rt": ["oic.wk Antrospection"],
"if": ["oic.ifwre", "oic.if.baseline"],
"o": {"bm":~3}4
"eps": [{Mepr: "coaps://[2001:db8:a::bld4]:22222"}]
}
]
Respense from the first Light VOD:
[
{
"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017caa863989",
"href": "/oic/res",
"rt": ["oic.wk.res"],
"if": ["oic.if.1l1l", "oic.if.baseline"],

"p": {"bm": 3}’
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017€aa863989",
"href": "/oic/d4d",

"rt": ["oic.wk.d", "oic.d.light", "oic.d.virtual"],
"if": ["oic.if.r", "oic.if.baseline"],

"p": {"bm": 3},

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]

© ISO/IEC 2021 - All rights reserved
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{
"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017caal863989",
"href": "/oic/p",
"rt": ["oic.wk.p"],
"if": ["oic.if.r", "oic.if.baseline"],
"o": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]
b
{
"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017caa863989",
"href my L TgiTt™;
"rt" ["oic.r.switch.binary"],
"if"} ["oic.if.a", "oic.if.baseline"],
"p:[{"bm": 3},
"epsl: [{"ep": "coaps://[2001:db8:a::01d4]:33333"}]
b
{
"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017caa863989",
"href": "/oic/sec/doxm",
"rg" ["oic.r.doxm"],
"if" ["oic.if.baseline"],
"p": | {"bm": 1},
"epsf: [{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]
o
{
"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017caa863989",
"href": "/oic/sec/pstat",
"rg" ["oic.r.pstat"],
"if" ["oic.if.baseline"],
lel: {"bm": 1},
"epsl: [{"ep": "coaps://[2001:db8:a::b1d4]:33333"#]
b
{
"anchor": "ocf://dc70373c-1e8d-4fb3-962e-01722a863989",
"href": "/oic/sec/cred",
"rg" ["oic.r.cred"],
"if" ["oic.if.baseline"],
"p":| {"bm": 1},
"epsf: [{"ep": "coaps://[2001:db8Fas bld4]:33333"}]
s
{
"anchor": "ocf://dc70373c-1g8d-4fb3-962e-017€aa863989",
"href": "/oic/sec/acl2",
"rt"} ["oic.r.acl2"],
"if" ["oic.if.baselipmey,
"o": | {"bm": 1},
"epsl: [{"ep": "ceaps://[2001:db8:a::b1d4]:33333"}]
b
{
"anchor": "oCf://dc70373c-1e8d-4fb3-962e-017caa863989",
"href": "/myLightIntrospection",
"rt" ["ove.wk.introspection"],
"if"} A"oic.if.r", "oic.if.baseline"],
"o": L {"Pm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]
}

]

Response from the second Light VOD:
[
{

"anchor": "ocf://8202138e-aa22-452c-b512-9ebad02bef7c",
"href": "/oic/res",
"rt": ["oic.wk.res"],
"if": ["oic.if.1l1l", "oic.if.baseline"],
"o": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::bld4]:44444"}]
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{
"anchor": "ocf://8202138e-aa22-452c-b512-9ebad02bef7c",
"href": "/oic/d",
"rt": ["oic.wk.d", "oic.d.light", "oic.d.virtual"],
"if": ["oic.if.r", "oic.if.baseline"],
"o": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:44444"}]
s
{
"anchor": "ocf://8202138e-aa22-452c-b512-9%ebad02bef7c",
"href": "/oic/p",
Tt oteTwk RS
"if": ["oic.if.r", "oic.if.baseline"],
"pH: {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:44444"}]
s
{
"anchor": "ocf://8202138e-aa22-452c-b512-9%9ebad02bef7c",
"href": "/myLight",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"o": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:44444"}]
bo
{
"anchor": "ocf://8202138e-aa22-452¢c-b512-9ebad02bef7c";
"href": "/oic/sec/doxm",
"rt": ["oic.r.doxm"],
"if": ["oic.if.baseline"],
"p": {"bm": 1},
"eps": [{"ep": "coaps://[2001:db8:a::bld4]:44444"}]
bo
{
"anchor": "ocf://8202138e-aa22-452¢c-b512-%ebad02bef7c",
"href": "/oic/sec/pstat",
"rt": ["oic.r.pstat"],
"if": ["oic.if.baseline"],
"o": {"bm": 1},
"eps": [{"ep": "coaps://[2001(db8:a::b1d4]:44444"}]
b
{
"anchor": "ocf://8202138e-aa22-452c-b512-9ebad02bef7c",
"href": "/oic/sec/cred"y
"rt": ["oic.r.cred"(,
"if": ["oic.if.baseline"],
"p": {"bm": 1},
"eps": [{"ep"<\'"Coaps://[2001:db8:a::b1d4]:44444"}]
o
{
"anchor®s,N'ocf://8202138e-aa22-452¢c-b512-9ebad02bef7c",
"href?:\"/oic/sec/acl2",
"rt"e["oic.r.acl2"],
"ifi™ ["oic.if.baseline"],
"ot: {"bm": 1},
Yeps": [{"ep": "coaps: [2001:db8:a::b1d41:44444"}]
b
{
"anchor": "ocf://8202138e-aa22-452c-b512-9ebad02bef7c",
"href": "/myLightIntrospection",
"rt": ["oic.wk.introspection"],
"if": ["oic.if.r", "oic.if.baseline"],
"p": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::bld4]:44444"}]
}

Figure 6 — /oic/res example responses
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