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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-

governmental, in liaison with ISO and |IEC, also take part in the work.

he procedures used to develop this document and those intended for its further maintenance are des
he ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different
Hocument should be noted (see www.iso.org/directives or www.iec.ch/members_experts/refdoes).

ights. ISO and IEC shall not be held responsible for identifying any or all such patenttrights. Detail

pf patent declarations received (see www.iso.org/patents) or the IEC list of patent declarations
see patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not ¢
hn endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and exp
elated to conformity assessment, as well as information about ISO's adherence to the Worl

cribed in
types of

Attention is drawn to the possibility that some of the elements of this document may be the subject gf patent

5 of any

patent rights identified during the development of the document will be in the Introduction and/or on thg I1SO list

eceived

bnstitute

ressions
i Trade

Drganization (WTO) principles in the Technical Barriers to Trade’(TBT), see www.iso.org/iso/foreword.html. In

he IEC, see www.iec.ch/understanding-standards.

[his document was prepared by the Open Connéctivity Foundation (OCF) (as OCF Cloud
PAS procedure, by Joint Technical Committee IS©/IEC JTC 1, Information technology.
A list of all parts in the ISO/IEC 30118 series can be found on the ISO and IEC websites.

Any feedback or questions on this.document should be directed to the user’'s national standards

Security

Specification, version 2.2.0) and drafted in accordance with its editorial rules. It was adopted, under the JTC 1

body. A

complete listing of these bodies’ gan be found at www.iso.org/members.html and www.iec.ch/national-

committees.
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Introduction

This document, and all the other parts associated with this document, were developed in response to
worldwide demand for smart home focused Internet of Things (IoT) devices, such as appliances, door
locks, security cameras, sensors, and actuators; these to be modelled and securely controlled, locally
and remotely, over an IP network.

While some inter-device communication existed, no universal language had been developed for the
loT. Device makers instead had to choose between disparate frameworks, limiting their market share,
or developing across multiple ecosystems, increasing their costs. The burden then falls on end userg
to determine whether the products they want are compatible with the ecosystem they bought into) o
find ways to integrate their devices into their network, and try to solve interoperability issues en-thei
own.

In addifion to the smart home, loT deployments in commercial environments are hampered by a lack
of secufity. This issue can be avoided by having a secure loT communication frameWwork, which thig
standand solves.

The goal of these documents is then to connect the next 25 billion devices for the 10T, providing securs
and relijable device discovery and connectivity across multiple OSs and platforms. There are multiplg
proposals and forums driving different approaches, but no single solution-addresses the majority o
key requirements. This document and the associated parts enable industry consolidation around g
commoh, secure, interoperable approach.

ISO/IEC 30118 consists of eighteen parts, under the generaltitle Information technology — Oper
Connedtivity Foundation (OCF) Specification. The parts fall into logical groupings as described herein

— Corg framework
— Part 1: Core Specification
— Part 2: Security Specification
— Part 13: Onboarding Tool Specification
— Bridging framework and bridges
— Part 3: Bridging Specifieation
— Part 6: Resource to-Alljoyn Interface Mapping Specification
— Part 8: OCF Résoulrce to oneM2M Resource Mapping Specification
— Part 14: OCF Resource to BLE Mapping Specification

— Part 15+ OCF Resource to EnOcean Mapping Specification

— art 16- OCFE Reso Hece-to IIDI“S l\llel

L [a¥a)
X A n =g to— oo LARAC Y 4 Can)

Part 17: OCF Resource to Zigbee Cluster Mapping Specification

Part 18: OCF Resource to Z-Wave Mapping Specification
— Resource and Device models
— Part 4: Resource Type Specification

— Part 5: Device Specification

Vi © ISO/IEC 2021 - All rights reserved
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— Core framework extensions
— Part 7: Wi-Fi Easy Setup Specification
— Part 9: Core Optional Specifiction

— OCF Cloud

— Part 10: Cloud API for Cloud Services Specification

— Part 11: Device to Cloud Services Specification

— Part 12: Cloud Security Specification

© ISO/IEC 2021 - All rights reserved vii
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Information technology — Open Connectivity
Foundation (OCF) Specification —

Part 12:
Cloud security specification

f Scope
he OCF Cloud specifications are divided into a series of documents:

- OCF Cloud security specification (this document): The cloud—security specification document
specifies the security recuirements and definitions for COCF devices and OCF | clouds
implementations.

- OCF Device to Cloud Specification: The OCF Deviceyto Cloud Specification document| defines
functional extensions and capabilities to meet the requirements of the OCF Cloud. This document gpecifies
new Resource Types to enable the functionality and ahy.extensions required to connect an OCF device to
an OCF cloud.

- OCF Cloud API for cloud services specification: The Cloud API for cloud services specification
defines the OCF cloud API.

P Normative references

[he following documents, in whele or in part, are normatively referenced in this document and are
{ndispensable for its application. For dated references, only the edition cited applies. For yndated
eferences, the latest edition of the referenced document (including any amendments) applies

SO/IEC 30118-1 Information technology — Open Connectivity Foundation (OCF) Document — Part 1:
Core specification
nttps://www.iso.o6rg/standard/53238.html

SO/IEC 30418-2, Information technology — Open Connectivity Foundation (OCF) Document - Part 2:
Security$pecification
nttps:/fwww.iso.org/standard/74239.html

SO/IEC 30118-8, Information technology — Open Connectivity Foundation (OCF) Document - Part 8:
PDevite to Cloud-Services,
https://www.iso.org/standard/79360.html

IETF RFC 6749, The OAuth 2.0 Authorization Framework, October 2012,
https://tools.ietf.org/html/rfc6749

IETF RFC 6750, The OAuth 2.0 Authorization Framework: Bearer Token Usage, October 2012,
https://tools.ietf.org/html/rfc6750

IETF RFC 8323, CoAP (Constrained Application Protocol) over TCP, TLS, and WebSockets, February
2018, https://tools.ietf.org/html/rfc8323

© ISO/IEC 2021 - All rights reserved 1
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oneM2M Release 3 Documents, http://www.onem2m.org/technical/published-drafts

OpenAPIl document, aka Swagger RESTful APl Documentation Specification, Version 2.0
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

urposes of this document, the terms and definitions given in ISO/IEC 30118-1

For the p
[ 30118-2, ISO/IEC 30118-8 and the following apply.

ISO/IE(
ISO angl IEC maintain terminological databases for use in standardization at the following addresses:

— 1S0O|Online browsing platform: available at https://www.iso.org/obp

— |EC|Electropedia: available at http://www.electropedia.org/

3.11
Accesi Token
credenfial used to authorize the connection with the OCF Cloud and access protected Resources

Note 1 tp entry:  An Access Token is a string while the OCF Devicehas/no internal logic based on its contentg
and only forwards the token as-is

3.1.2
Authorjzation Provider

server issuing Access Tokens (3.1.1) via a Mediator-to the Client after successfully authenticating thg
OCF Cloud User (3.1.4) and obtaining authorization

Note 1 tp entry:  Also known as authorization server in IETF RFC 6749.

3.1.3
Device|Registration

procesg by which Device is enrolled/registered to the OCF Cloud infrastructure (using Device certificatg
and unjque credential) and becomes ready for further remote operation through the cloud interfacg
(e.g. cdnnection to remote Resources or publishing of its own Resources for access)

314
OCF Cloud User
person [or organization authorizing a set of Devices to interact with each other via an OCF Cloud

Note 1 entfy=~* For each of the Devices, the OCF Cloud User is either the same as, or a delegate of, thg
person ¢r,organization that onboarded that Device. The OCF Cloud User delegates, to the OCF Cloud authority
authority to/route between Devices registered by the OCF Cloud User. The OCF Cloud delegates, to the OCH
Cloud User, authority to select the set of Devices which can register and use the services of the OCF Cloud.

3.2 Abbreviated terms

For the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 30118-1,
ISO/IEC 30118-2 and ISO/IEC 30118-8 apply.

2 © ISO/IEC 2021 - All rights reserved
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4 Document conventions and organization

4.1 Conventions

In this document a number of terms, conditions, mechanisms, sequences, parameters, events,

states,

or similar terms are printed with the first letter of each word in uppercase and the rest lowercase (e.g.,

Network Architecture). Any lowercase uses of these words have the normal technical English m

eaning.

n this document, to be consistent with the IETF usaqges for RESTful operations, the RESTful operation

words CRUDN, CREATE, RETRIVE, UPDATE, DELETE, and NOTIFY will have all letters cap
Any lowercase uses of these words have the normal technical English meaning.

1.2 Notation

n this document, features are described as required, recommended, allowed or DEPRECA
ollows:

Required (or shall or mandatory)(M).
-  These basic features shall be implemented to comply with Core_Architecture. The phrase
not", and "PROHIBITED" indicate behaviour that is prohibited/ i.e. that if performed me

implementation is not in compliance.

Recommended (or should)(S).

Recommended features take advantage of the‘capabilities Core Architecture, usually

feature is implemented, it shall meet the_specified requirements to be in compliance wit
guidelines. Some recommended features“could become requirements in the future. The
"should not" indicates behaviour that is\permitted but not recommended.

Allowed (may or allowed)(O).

- These features are neither required nor recommended by Core Architecture, but if the fe
implemented, it shall meet the specified requirements to be in compliance with these guidg

DEPRECATED.

- Although these features are still described in this document, they should not be implementeg
for backward-_eompatibility. The occurrence of a deprecated feature during operation
implementation compliant with the current document has no effect on the implemen
operationsand does not produce any error conditions. Backward compatibility may requirs
feature is"implemented and functions as specified but it shall never be used by impleme
compliant with this document.

Conditionally allowed (CA).

talized.

TED as

s "shall
ans the

- These features add functionality supported by, Gere Architecture and should be implemented.

without

imposing major increase of complexity. NotiCe that for compliance testing, if a recomiended

h these
phrase

ature is
lines.

except

of an
tation’s
e that a
ntations

— The definition or behaviour depends on a condition. If the specified condition is met, then the

definition or behaviour is allowed, otherwise it is not allowed.

Conditionally required (CR).

— The definition or behaviour depends on a condition. If the specified condition is met, then the

definition or behaviour is required. Otherwise the definition or behaviour is allowed as
unless specifically defined as not allowed.

Strings that are to be taken literally are enclosed in "double quotes".

Words that are emphasized are printed in italic.

© ISO/IEC 2021 - All rights reserved
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In all of the Property and Resource definition tables that are included throughout this document the
"Mandatory" column indicates that the item detailed is mandatory to implement; the mandating of
inclusion of the item in a Resource Payload associated with a CRUDN action is dependent on the
applicable schema for that action.

4.3 Data types

Resources are defined using data types derived from JSON values as defined in clause 4.3 in
ISO/IEC 30118-1.

5 S

51 P

A Devid
Device.

— DeV

— DeV

The Op
defined
OpenA

52 O

Referer
describ
deployn
ISO/IE(

OCF d¢fines an application capabilities type cloud service, providing Communication as a Servicq

(Caa$)
mechar
outside
offered

ecurity overview

reamble

e is authorized to communicate with an OCF Cloud if a trusted Mediator has)provisioned thg

ice and Mediator connect over DTLS using "/oic/sec/cred"

ice is provisioned by Mediator with following information:

he URL of OCF Cloud

A\uthorization Provider Name to identify the origin of the Access Token

A\ccess Token / Authorization Code that is validated / exchanged by the OCF Cloud
JUID of the OCF Cloud

enAPl 2.0 definitions (Annex A) used jin this document are normative. This includes that al
payloads shall comply with the indicated OpenAPI 2.0 definitions. Annex A contains all of the
Pl 2.0 definitions for Resource Types defined in this document.

CF Cloud architecture alignment with ISO IEC 17789

ce ISO/IEC 17789 defines a cloud computing reference architecture (CCRA) which can bsg
ed in terms of one of\four architectural viewpoints; user, functional, implementation, ang
nent. Of the four yiewpoints, implementation and deployment are explicitly out of scope o
[ 17789.

(reference ASO/IEC 17788). This cloud service is provided by a cloud service provider, thg
isms used by the cloud service provider in managing their overall cloud infrastructure are
the scope of the OCF defined cloud service. The OCF definition is specific to the interface
by“the cloud service to the cloud service customer, specifically the cloud service user.

There are three different user views defined. In the case where the cloud service customer is an OCF

Device

as specified in OCF Device to Cloud Services then the views provided are:
Interface for the OCF Device to provide information to the cloud service

Interface for the OCF Device to retrieve information that has been provided to the cloud
service

© ISO/IEC 2021 - All rights reserved
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In the case where the cloud service customer is another instance of a cloud service as specified in this
document then the view provided is:

- Interface for the other cloud service instance to retrieve and update the information that is
provided via the cloud service

The OCF Cloud service pertains specifically to a cloud service user, there is a single applicable cloud
service activity, that of "Use cloud service" defined in clause 8.2.21 of ISO/IEC 17789.

Credentialsfortheuserof-thecloud-service-are-—providedusing-OAUTH2 0 as-defired-by-REC 6749.
[he cloud service, either itself, or leveraging an external authorization server, provides a beargr token
hat is required in all requests from all cloud users. Please see clause 7 and OCF CloudcSecyrity.

All connectivity between a cloud user and the OCFCloud service is via mutually authenticated TLS;
see clause 7.1 of OCF Cloud Security.

SO/IEC 27017 defines a code of practice for organizational level information security contrgls, and
{mplementation guidance for cloud services. Implementation and organizatiahal level controls|are out
bf scope of the OCF Cloud Security Specification.

5.3 Device provisioning for OCF Cloud and Device registration overview

\s mentioned in the start of Clause 0, communication betweef_a Device and OCF Cloud is supject to
Jifferent criteria in comparison to Devices which are within a single local network. The D(Lvice is
configured in order to connect to the OCF Cloud by adVlediator as specified in the CoAPCldudConf
Resource clauses in ISO/IEC 30118-8. Provisioning ingcludes the remote connectivity and local details
such as URL where the OCF Cloud hosting environmeént can be found, the OCF Cloud verifiable[Access
[oken and optionally the name of the Authorization;Provider which issued the Access Token.

NOTE a Device which connects to the OCF Cloudtstill retains the ownership established at onboarding|with the
DOTS.

b.4 Credential overview

Devices may use credentials \té6 prove the identity and role(s) of the parties in bidirgctional
communication

A\ccess Tokens are proyvided to an OCF Cloud once an authenticated session with an OCF Cloud is
bstablished, to verify/the User ID with which the Device is to be associated.

J Device provisioning for OCF Cloud

5.1 QCF Cloud provisioning general

[he Device that connects to the OCF Cloud shall support the "oic.r.coapcloudconf" Resource onfDevice
i R oud-"/oiclse oun i i i efresh"”.

The OCF Cloud is expected to use a secure mechanism for associating a Mediator with an OCF Cloud
User. The choice of mechanism is up to the OCF Cloud. Recommended solution is based on the
OAuth2.0 Authorization Grant Type flow specified in IETF RFC 6749, where the Mediator act as a
User-Agent and presents authorization Ul to the user - see Figure 1. OCF Cloud is expected to ensure
that the suitable authentication mechanism is used to authenticate the OCF Cloud User.

© ISO/IEC 2021 - All rights reserved 5
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% User Agent
(OCF Mediator) OAuth2.0 Server
User )

| Onboard OCF Device #1_ |

e |

Start Authorization Grant process

authorze endeoint to reoueet authorz ation codel
T ™

1
Start Onboarding E

-

Present authorization Ul

Present authorization Ul

User enters credentials

=

Present user's credentials

Y

Verify credentials and create authorization code

Redirect to Mediator with the authorization code

| Follows Device provisioning by the Mediatorbw
T G

Yser User Agent OAuth2.0 Seryer
% (OCF Mediator) <7

Figure 1 — User authorization and provisioning using Authorization Code Grant Flow

6.2 Device provisioning by Mediator

The Mediator and the Device shall use the secure session to provision the Device to connect with the
OCF Cloud.

The Mediator obtains an Authorization Code or directly an Access Token from the Authorization Serve
as desgribed in ISO/IEC 30118-8.<This value is then used by the Device for registering with the OCH
Cloud &s described in clause_.) At the time of Device Registration OCF Cloud exchanges thg
Authorization Code for the Access Token, returns it back to the OCF Device and associates the TLS
session with corresponding(Device UUID. The OCF Cloud maintains a map where Access Token andg
Mediatgr provided Device JUID are stored.

The Mgdiator provisions the Device, as described in ISO/IEC 30118-8. The Mediator provisions OCH
Cloud URI to thet*cis" Property of "oic.r.coapcloudconf" Resource, OCF Cloud UUID to the "sid'
Property of "oicr.coapcloudconf" Resource and per-Device Access Token or Authorization Code to the
"at" Property_of "oic.r.coapcloudconf" Resource on Device. Exchanged and returned provisioned
Access|Token is to be treated by Device as an Access Token with "Bearer" token type as defined in
IETF RFE8750. The provisioned "at" value follows a proprietary data format, and may include multiple
values marshalled/concatenated together into a single string (e.g. "{\"token\":\"abc\",
\"client_id\":\"1234\", \"idp\":\"identityProvider1\"}" is a valid "at" Property value). See Figure 2 for the
detailed overview of the recommended flow, which includes optional OAuth 2.0 Authorization Code
Grant.

6 © ISO/IEC 2021 - All rights reserved
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i OCF Mediatar QOCF Cloud
U (User Agent) OCF Device #1 (OAUth2.0 Client) OAuthZ.0 Server
ser

1 i 1 1
— — L

| Authorization Code for onboarding retrieved Iﬁ

Set "oic.r.coapcloudconf”
(authorization code -= "at", ..} |
>

USEr | ocF Mediator OCF Device #1 ocFcloud ) OAUth2.0 Server

(User Agent) (OAUth2 ORClent)

O —

Figure 2 — Device provisioningusing Authorization Code Grant Flow

For the purposes of access control, the Device shall identify the OCF Cloud using the OCF Clou
{n the Common Name field of the End-Entity certificate used to authenticate the OCF Cloud.

AMS should configure the ACE2 entries on a Device so that the Mediator(s) is the only Device
JPDATE permission for the "oic.r.coapcloudconf" Resource.

he AMS should configure the ACE2 entries on the Device to allow request from the OCF Cl
equest from the Mediator, the AMS removes old ACL2 entries with previous OCF Cloud UU
equest happens before "oic.r.coapcloudconf" is configured by the Mediator for the new OCH

ACL2 entries. AMS may use "sid" Property of "oic.r.coapcloudconf" Resource as the current OC
JUID. AMS could either provision a wildcard entry for the OCF Cloud or provision an entry listi
Resource_published on the Device.

f OCF.Cloud provides "redirecturi" Value as response during Device Registration, the redire
DCF.Cloud is assumed to have the same OCF Cloud UUID and to use the same trust anchor. Ot

Ok
Sign Up
(sat nic raccount) .
[l
0Auth2.0 Authorization Code Grant flow /
Exchange authorization code for access token_
Verify Authorizatiop Code
| Access Token, Refresh Token, Subject 1D
T
Registers the OCF Device #1 !
Signed Up
(Access Token, Refresh Token, ..)
Sign In
(set oic.r.session) -
Werify Access Toleem
Signed In

d UUID

(s) with

bud. By
D. This
Cloud.

he Mediator also.requests AMS to set the OCF Cloud UUID as the "subject" Property for the new

- Cloud
ng each

cted-to
herwise,

présented OCF Cloud UUID wouldn't match the provisioned ACL2 entries.

The Mediator should provision the "oic.r.coapcloudconf" Resource with the Properties in Table 1.
These details once provisioned are used by the Device to perform Device Registration to the OCF

Cloud. OCF Device is not expected to have any internal logic based on the values of "at" an
Properties. The values of these Properties are forwarded as-is to the OCF Cloud. After th
registration, the Device should use updated values received from the OCF Cloud instead. If OC

d llapnll
e initial
F Cloud

User wants the Device to re-register with the OCF Cloud, they can use the Mediator to re-provision the

"oic.r.coapcloudconf" Resource with the new values.
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Table 1 — Mapping of Properties of "oic.r.account” and "oic.r.coapcloudconf" Resources
Property Title oic.r.coapcloudconf oic.r.account Description
Authorization Provider apn authprovider The name of Authorization
Name Provider through which
Access Token was
obtained.
OCF Cloud URL cis - This is the URL connection

is established between
Deaovice and OCE Cloud

Access Token at accesstoken Access Token used to
authorize the TLS
connection for
communication with the
OCF Cloud, or the
Authorization Code which
is then verifiedvand
exchanged\for the Access
Token duting Device
Registration.

DCF Cloud UUID sid - This/s the identity of the
OCF Cloud that the Device
is configured to use.

7 Device authentication with OCF Cloud

7.1 Device authentication with OCF Cloud general

The mgchanisms for Device Authentication in clauses 102, 10.3 and 10.4 of ISO/IEC 30118-2 imply
that a Device is authorized to communicate with anyother Device meeting the criteria provisioned i

"/oic/se

additionally used to restrict access to specific\Resources. The present clause describes Devicq
authentication for OCF Cloud, which uses slightly different criteria as described in ISO/IEC 30118-2

A Devi

session is established using Server certificate and Client certificate.

Each D
OCF ClI
The De

the updated Access TokenyDevice UUID and User ID are used by the Device for the subsequen

connec

7.2 Device connection with the OCF Cloud

The De
should

The TL

c/cred"; the "/oic/sec/acl2" Resource (or_oic/sec/acl1" Resource of OIC1.1 Servers) are

e accessing an OCF Cloud shall *eéstablish a TLS session. The mutual authenticated TLS

levice is identified by the Access Token obtained from the Device Registration response. Thg
pud holds an OCF Cloud association table that maps Access Token, User ID and Device UUID
vice Registration shall happen while the Device is in RFNOP state. After Device Registration

ion with the OCF Cleud.

vice should establish the TLS connection using the certificate based credential. The connectior
be established after Device is provisioned by Mediator.

S session is established between Device and the OCF Cloud as specified in [ETF RFC 8323

The OCF Cloud is expected to provide certificate signed by trust anchor that is present in cred entries
of the Device. These cred entries are expected to be configured by the Mediator.

The Device shall validate the OCF Cloud's identity based on the credentials that are contained in

"/oic/se

c/cred" Resource entries of the Device.

The OCF Cloud is expected to validate the manufacturer certificate provided by the Device.

The assumption is that the OCF Cloud User trusts the OCF Cloud that the Device connects. The OCF
Cloud connection should not happen without the consent of the OCF Cloud User. The assumption is
that the OCF Cloud User has either service agreement with the OCF Cloud provider or uses

manufa

8

cturer provided OCF Cloud.
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If authentication fails, the "clec" Property of "oic.r.coapcloudconf" Resource on the Device shall be
updated about the failed state, if it is supported by the Device. If authentication succeeds, the Device
and OCF Cloud should establish an encrypted link in accordance with the negotiated cipher suite.

Figure 3 depicts sequence for Device connection with OCF Cloud and steps described in Table 2.

Device Connection with OCF Cloud

Devite
(UUID AT1C30m-...) QOCF Cloud 1
i )
"CoAP over TCP" :
- Connect to the OCF Cloud using the provisioned cerificate by manufacturer.
- The manufacturer certificate private key is used to sign handshakg, messages.
- Both Device and OCF Cloud resolve the certificate to its trust anchar.
[ . O S [
1 ClientHello(TLS_ECDHE_ECDSA_WITH_AES 128.GCM) }:
:r( 2 HelloWerifyRequest{cookie) :
3 ClientHello(TLS_ECDHE_ECDSA_WITHMAES 128 _GCM cookie) }:
| ServerHello{TLS_ECDHE_ECDSA_WITH_AES 128 _GCM) |
: Certificate” :
! SenverkeyExchange(ECDH Publickey + ECC Curve Param) !
| SenverHelloDone() !
: Certificate™ :
| 5 ClientKeyExchange(ECDH PublicKey) :
' ChangeCipherSpet + Finish }:
'L-( 6 ChangeCipherSpec + Finish !
] R\ i ]
Device OCF Cloud
(UUID AT1E300-...)
<)
Figure 3 — Device connection with OCF Cloud
Table 2 — Device connection with the OCF Cloud flow
Steps Description
1-6 TLS connection between the OCF Cloud and Device.

The Device’s manufacturer certificate may contain data
attesting to the Device hardening and security properties

7.3 Security considerations

When an OCF Server receives a request sent via the OCF Cloud, then the OCF Server permits that
request using the identity of the OCF Cloud rather than the identity of the OCF Client. If there is no
mechanism through which the OCF Cloud permits only those interactions which the user intends
between OCF Clients and OCF Server via the OCF Cloud, and denies all other interactions, then OCF
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Clients might get elevated privileges by submitting a request via the OCF Cloud. This is highly
undesirable from the security perspective. Consequently, OCF Cloud implementations are expected to
provide some mechanism through which the OCF Cloud prevents OCF Clients getting elevated
privileges when submitting a request via the OCF Cloud. In the present document release, the details
of the mechanism are left to the implementation.

The security considerations about the manufacturer certificate as described in clause 7.3.6.5 of
ISO/IEC 30118-2 are also applicable in the Device authentication with the OCF Cloud.

The Device—shc alidate the aud's -
accordance with its requirements for Server identity authentication.

The "uid" and "di" Property Value of "/oic/d" Resource may be considered personally identifiable
information in some regulatory regions, and the OCF Cloud is expected to provide protéctiong
approptfiate to its governing regulatory bodies.

8 Message integrity and confidentiality

8.1 QACF Cloud session semantics

The mgssages between the OCF Cloud and Device shall be exchanded only if the Device and OCH
Cloud authenticate each other as described in 7. The asymmetric cipher suites as described in 8.2
shall bg employed for establishing a secured session and for encrypting/decrypting between the OCH
Cloud and the Device. The OCF Endpoint sending the message“shall encrypt and authenticate thg
messade using the cipher suite as described in 8.2 and the QCF Endpoint shall verify and decrypt the
messade before processing it.

8.2 (ipher suites for OCF Cloud Credentials
All Dev|ces supporting OCF Cloud Certificate Credentials shall implement:

TLS_ECDHE_ECDSA_WITH_AES_128_GEM_SHA256
All Dev|ces supporting OCF Cloud Certificate Credentials should implement:

TLS_EGDHE_ECDSA_WITH_AES:128_GCM_SHA256,
TLS_EGDHE_ECDSA_WITH_AES 128 CBC_SHA256,
TLS_ECDHE_ECDSA WITH_AES 256_GCM_SHA384,
TLS_EGDHE_ECDSA_WHTH_AES_256_CBC_SHA384,
TLS_EGDHE_RSAMWIH_AES_256_GCM_SHA384

9 Security Resources

9.1 Account Resource

The Account Resource specifies the Properties based on IETF RFC 6749 Access Token based account
creation. The mechanism to obtain credentials is described in Clause 6. The Account Resource is used
for Device Registration. The Account Resource is instantiated on the OCF Cloud as "oic/sec/account"
SVR and is used by OCF cloud-enabled Devices to register with the OCF Cloud. It should be only
accessible on a secure channel; non-secure channel should not be able access this Resource.

During the Device Registration process, an OCF Cloud can provide a distinct URI of another OCF
Cloud ("redirected-to" OCF Cloud). Both initial and redirected-to OCF Clouds are expected to belong
to the same Vendor; they are assumed to have the same UUID and are assumed to have an Out-of-
Band Communication Channel established. Device does not have to perform the Device Registration
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on the redirected-to OCF Cloud and the OCF Cloud may ignore such attempts. Redirected-to OCF
Cloud is expected to accept the Access Token, provided to the Device by the initial OCF Cloud.

The RETRIEVE operation on OCF Cloud’s "/oic/sec/account” Resource is not allowed and the OCF
Cloud is expected to reject all attempts to perform such operation.

The UPDATE operation on the OCF Cloud's "/oic/sec/account” Resource behaves as follows:

— A Device intending to register with the OCF Cloud shall send UPDATE with following Properties
"di" /“rh" Drr\parhl \Malua of "/r\|r\lr~|" Dacnnrr\a\ and "accesstokan" ag r\nnﬁnnrnrl I'\\l thao I ediator
( at“ Property Value of "oic.r.coapcloudconf" Resource) The OCF Cloud verlfles |t is 'the same
"accesstoken" which was assigned to the Mediator for the corresponding "di" Property\Vallie. The
"accesstoken" is the permission for the Device to access the OCF Cloud. If the "apn” \was included
when the Mediator UPDATED the "oic.r.coapcloudconf" Resource, the Device ghall also [include
"authprovider" Property when registering with the OCF Cloud. If no "apn" isyspecified, then the
"authprovider" Property shall not be included in the UPDATE request.

- OCF Cloud returns "accesstoken", "uid", "refreshtoken", and "expiresin" It may alsq return
"redirecturi". Received "accesstoken" is to be treated by Device as an. Access Token with "Bearer"
token type as defined in IETF RFC 6750. This "accesstoken" shall be‘used for the following Account
Session start using "oic/sec/session" SVR. Received "refreshtoken" is to be treated by Ddvice as
a Refresh Token as defined in IETF RFC 6749. The Device-stores the OCF Cloud's Rgsponse
values. If "redirecturi" is received, Device shall use received Value as a new OCF Cloud URIl|instead
of "cis" Property Value of "oic.r.coapcloudconf" Resource, for further connections.

he DELETE operation on the OCF Cloud’s "/oic/sec/aceount" Resource should behave as follows:

- To deregister with the OCF Cloud, a DELETE operation shall be sent with the "accesstoken" and
either "uid", or "di" to be deregistered with the-OCF Cloud. On DELETE with the OCF Clqud, the
Device should also delete values internallystored. Once deregister with an OCF Cloud, Deyice can
connect to any other OCF Cloud. Device,deregistered need to go through the steps in 6 ggain to
be registered with the OCF Cloud.

[he "oic.r.account" Resource is defined in Table 3. Complete details are provided in annex Al2.

Table 3 — Definition of the "oic.r.account” Resource

Fixed URI Resource Type |Resource Type ID OCF Description Related
Title ("rt" value) Interfaces Functipnal
Interadtion
/oic/sec/account Account oic.r.account oic.if.basel Resource used for a N/A
ine Device to add itself under
a given credential

[able 4. defines the Properties of the "oic.r.account " Resource Type.

© ISO/IEC 2021 - All rights reserved 11


https://standardsiso.com/api/?name=0cadf99129222a9a6400f5cc01a43acf

ISO/IEC 30118-12:2021(E)

Table 4 — Properties of the "oic.r.account” Resource

Property Title | Property | Value Type | Value |Access |Mandat Description
Name Rule Mode ory
Device UUID di string uuid W Yes |Unique Device identifier. Format pattern
according to IETF RFC 4122.
Authorization |authprovider string N/A w No |The name of Authorization Provider through
Provider Name which Access Token was obtained.
Access Token |accesstoken string Non- w Yes |Access Token used to authorize and
empty associate the TLS connection for
string communication with the OCF Cloud with the
Device UUID, or the Authorization Code
which is then verified and exchanged for the
Access Token during Device Registration.
Acceps Token |accesstoken string Non- R Yes |Access Token used to authorize@nd
empty associate the TLS connection for
string communication with the OCE 'Gloud with the
Device UUID.
Refrgsh Token [refreshtoken string Non- R Yes |Refresh token can be used to refresh the
empty Access Token before/getting expired.
string
Tloken expiresin integer - R Yes |Access Token-ife time in seconds (-1 if
Expiration permanent).
Uger ID uid string uuid R Yes |Unique OCF Cloud User identifier. Format
patteronaccording to IETF RFC 4122.
Redjrect URI | redirecturi string - R No Using this URI, the Client needs to reconnect
to a redirected OCF Cloud. If provided, this
value shall be used by the Device instead of
Mediator-provided URI during the Device
Registration.
9.2 Account Session Resource
The "/ojc/sec/session" Resource hosted onvthe OCF Cloud is used for creating connections with thg
OCF Cloud subsequent to Device-\registration though "/oic/sec/account" Resource. Thg

"/oic/se
securel

The "/o
channe

The RE
Cloud i

The UPDATE operation is defined as follows for OCF Cloud's "/oic/sec/session" Resource:

The

Cloyd’s "/oic/sec/session" Resource. The message shall include the "di" Property Value of "/oic/d

c/session" Resource requires the Device UUID, User ID and Access Token which are stored
y on the Device.

c/sec/session” Resource js exposed by the OCF Cloud. It should be only accessible on a securg
; non-secure channé€l cannot access this Resource.

TRIEVE operation 'on OCF Cloud’s "/oic/sec/session" Resource is not allowed and the OCH
5 expected toyreject all attempts to perform such operation.

Device connecting to the OCF Cloud shall send an UPDATE request message to the OCH

Res

ource and "uid”, "login” Value ("true” to establish connection; "false™ to disconnect) anad

"accesstoken" as returned by OCF Cloud during Device Registration. The OCF Cloud verifies it is

the

same Access Token which was returned to the Device during Device Registration process or

during Token Refresh. If Device was attempting to establish the connection and provided values
were verified as correct by the OCF Cloud, OCF Cloud sends a response with remaining lifetime of
the associated Access Token ("expiresin" Property Value).

The "oic.r.session" Resource is defined in Table 5.

12
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Table 5 — Definition of the "oic.r.session” Resource

Fixed URI Resource Type |Resource Type ID OCF Description Related
Title ("rt" value) Interfaces Functional
Interaction
/oic/sec/session Account Session oic.r.session oic.if.basel| Resource that enables a N/A
ine Device to manage its
session using login or
logout

[able 6 defines the Properties of the "oic.r.session" Resource. Complete details are proyided in
bnnex A.3.

Table 6 — Properties of the "oic.r.session” Resource

Property Title| Property |Value Type |Value RulelAcces|Mandat Description
Name s ory
Mode
User ID uid string uuid w Yes |User ID provided by Device Registration
processFormat pattern according to IE[TF
RFC4122.
Device UUID di string uuid w Yes |Uhique Device UUID registered for a Dgvice.
Format pattern according to IETF RFC 4122.
Access Token | accesstoken string A string of | W Yés") *|Access Token used to authorize and
at least one associate the TLS connection for
character communication with the OCF Cloud with the
Device UUID
Login Status login boolean N/A W Yes |Action for the request: true = login, fals¢ =
logout
Token expiresin integer N/A R Yes |Remaining Access Token life time in sefonds
Expiration (-1 if permanent)

This Property is only provided to Devics
during connection establishment (when
"login" Property Value equals "true"), it'’s not
available otherwise

D.3 Account Token Refresh Resource
he "/oic/sec/tokenréfresh” Resource is used by the Device for refreshing the Access Token.

[he "/oic/sec/tokenrefresh” Resource is hosted by the OCF Cloud. It should be only accessihle on a
secure chanpely/non-secure channel cannot access this Resource.

he Device 'should use "/oic/sec/tokenrefresh” to refresh the Access Token with the OCF Cloud, when
he time specified in "expiresin" is near.

he RETRIEVE operation on OCF Cloud’s "/oic/sec/ tokenrefresh"” Resource is not allowed gand the
CF Cloud is expected to reject all attempts to perform such operation.

The UPDATE operation is defined as follows for "/oic/sec/tokenrefresh"” Resource

— The Device attempting to refresh the Access Token shall send an UPDATE request message to the
OCF Cloud’s "/oic/sec/tokenrefresh" Resource. The message shall include the "di" Property Value
of "/oic/d" Resource, "uid" and "refreshtoken", as returned by OCF Cloud.

— OCF Cloud response is expected to include a "refreshtoken", new "accesstoken", and "expiresin".
Received "accesstoken" is to be treated by Device as an Access Token with "Bearer" token type
as defined in IETF RFC 6750. This Access Token is the permission for the Device to access the
OCF Cloud. Received "refreshtoken" is to be treated by Device as a Refresh Token as defined in
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IETF RFC 6749. Received "refreshtoken” may be the new Refresh Token or the same one as
provided by the Device in the UPDATE request. In case when new distinct "refreshtoken" is
provided by the OCF Cloud, the Device shall discard the old value. The OCF Cloud's response
values "refreshtoken”, "accesstoken" and "expiresin" are securely stored on the Device.

The "oic.r.tokenrefresh" Resource is defined in Table 7. Complete details are provided in annex A.4.

Table 7 — Definition of the "oic.r.tokenrefresh™ Resource

Fixed URI Resource Type |Resource Type ID OCF Description Related
Title ("rt" value) Interfaces Functional
Interaction
/oic/spc/tokenrefresh Token Refresh oic.r.tokenrefresh |oic.if.basel| Resource to manage the N/A
ine access-token using
refresh token
Table 8 defines the Properties of the "oic.r.tokenrefresh" Resource.
Table 8 — Properties of the "oic.r.tokenrefresh” Resource
Property Title Property Value | Value Rule |Access [Mandat Description
Name Type Mode ory
User ID uid string uuid w Yes \JUser ID provided by Sign-up process. Format
pattern according to IETF RFC 4122.
DeVice UUID di string uuid w Yés |Unique Device UUID registered for an OCF
Cloud User account. Format pattern
according to IETF RFC 4122.

Refrgsh Token [refreshtoken| string |A string of at | \RW Yes |Refresh token can be used to refresh the
least one Access Token before getting expired.
character

Accgss Token |accesstoken| string | A string of at R Yes |Access Token used to authorize and
lgast'one associate the TLS connection for
character communication with the OCF Cloud with the

Device UUID.
Toker] Expiration | expiresin | integer - R Yes |Access Token life time in seconds (-1 if
permanent).
10 Security hardening guidelines
10.1 curity hardening guidelines general

In addifjon tothe Sensitive Data list outlined in Table 75 of ISO/IEC 30118-2, any Device implementing
OCF Cloud‘connection capabilities should also provide reasonable protection for the information in
Table 9.

Table 9 — Sensitive Data related to OCF Cloud

Data Integrity protection Confidentiality protection
OCF Cloud URL Yes Not required
OCF Cloud Identity Yes Not required

14
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Annex A
(normative)

Resource Type definitions

A.1 List of Resource Type definitions

All the clauses in Annex A describe the Resource Types with a RESTful API definition language. The

Resource Type definitions presented in Annex A are formatted for readability, and so maylagpear to
nave extra line breaks.

[able A.1 contains the list of defined security Resources in this document.

Table A.1 — Alphabetized list of security Resources

Friendly Name (informative) Resource Type (rt) Clause
Account oic.r.account A.2
Account Session oic.r.session A3
Account Token Refresh oic.r.tokenrefresh A4

A.2 Account Token

A.2.1 Introduction

5ign-up using generic account provider.

A.2.2 Well-known URI

oic/sec/account

A.2.3 Resource type

he Resource Type.is-defined as: "oic.r.account".

A.2.4 OpenAPl 2.0 definition

"swagger": "2.0",

"infio': {
"title": "Account Token",
"version": "20190111",
Tlicense™: {
"name": "OCF Data Model License",
"url":

"https://github.com/openconnectivityfoundation/core/blob/e28a9%e0a92e17042ba3e83661le4cO0fbce8bdcdba/LICEN
SE.md",

"x-copyright": "copyright 2016-2017, 2019 Open Connectivity Foundation, Inc. All rights
reserved."

}l

"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
s
"schemes": ["http"],
"consumes": ["application/json"],
"produces": ["application/json"],
"paths": {

"/oic/sec/account" : {
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"post": {
"description": "Sign-up using generic account provider.\n",
"parameters": [
{"Sref": "#/parameters/interface"},
{
"name": "body",

"in" . llbody"’

"required": true,

"schema": { "S$ref": "#/definitions/Account-request" },
"x-example":

{

"di"™ : "9cfbeb8e-5ale-4d1c-9d01-00c04£fd430c8",
trrthprovider S gt
"accesstoken" : "8802f2eaf8b5el47a936"

}
]I
"responses": {
"204": |
"description" : "2.04 Changed respond with required and optional information\n',
"x-example":

{

"rt": ["oic.r.account"],
"accesstoken" : "0f3d9f7fe5491d454077d4",
"refreshtoken" : "00fed644a6fbe5324eec",
"expiresin" : 3600,
"uid" : "123e4567-e89b-12d3-a456-d6e313b71d9f",
"redirecturi" : "coaps+tcp://example.com:443"
}I
"schema": { "S$ref": "#/definitions/Account-response" }
}
}
}
"delete": {
"description": "Delete a device. This also removes add jresources in the device on cloud

side.\ngxample: /oic/account?di=9cfbeb8e-5ale-4dlc-9d01-
00c04fd430c8&accesstoken=0f3d9f7fe5491d54077d\n",
"parameters": [
{"Sref": "#/parameters/interface"}
1,
"responses": {
"202": |
"description" : "2.02 Deleted response informing the device is successfully deleted.\n"

}
}!
"pararfeters": {

"inferface" : {

"in" : "query",

"fame" : "if",

"gype" : "string",

"gnum ["oic.if.dseline"]

}

}7

"defigitions": ({
"Ac¢ount-reduest" : {
"gproperties”: {
"authptrovider": {
"description": "The name of Authorization Provider through which Access Token was obtained",
"type": "string"
}I
"accesstoken" : {
"description": "Access-Token used for communication with OCF Cloud after account creation",
"pattern": "(?2!$|\\s+).*",
"type": "string"
}I
"di": |
"description": "Format pattern according to IETF RFC 4122.",
"pattern": "~ [a-fA-F0-9]{8}-[a-fA-F0-9]{4}-[a-fA-F0-9]{4}-[a-fA-F0-9]{4}-[a-fA-F0-9]{12}s$",
"type": "string"
}
}l
"type" : "object",
"required": ["di", "accesstoken"]

}l
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"Account-response": {
"properties": {
"expiresin" : {
"description": "Access-Token remaining life time in seconds (-1 if permanent)",
"readOnly": true,
"type": "integer"
}l
"rt": |
"description": "Resource Type of the Resource",
"items": {
"maxLength": 64,
"type": "string",

[Sizgwing T | OlIC.r.accourrc 1

}7
"minItems": 1,
"maxItems": 1,
"readOnly": true,
"type": "array"
}l
"refreshtoken" : {
"description": "Refresh token can be used to refresh the Access Token before getting
bxpired",
"pattern": " (2!$|\\s+).*",
"readOnly": true,
"type": "string"
}I
"uid" ¢ |
"description": "Format pattern according to IETF RFC 4122%")
"pattern": "~ [a-fA-F0-9]{8}-[a-fA-F0-9]{4}-[a-fA-F0-9]{4}~[a-fA-F0-9]{4}-[a-fA-FO0-9]{1pR}s$",
"type": "string"
}7
"accesstoken" : {
"description": "Access-Token used for communicatioh with OCF cloud after account creatfon",
"pattern": "(?2!$|\\s+).*",
"type": "string"
by
"n": |
"Sref":
'https://openconnectivityfoundation.github.io/&ere/schemas/oic.common.properties.core-
bchema . json#/definitions/n"
}l
"id": |
"Sref":
'https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
chema.json#/definitions/id"
}l

"redirecturi" : {

"description": "Usding this URI, the Client needs to reconnect to a redirected OCF Cloufl. If
rovided, this value shalll be'used by the Device instead of Mediator-provided URI during the Devlfce
egistration.",

"readOnly": ~srue€,

"type": "string"

}l
"ifT: |
"deséription": "The interface set supported by this resource",
"items": {
Penum": [

"oic.if.baseline"

] 4

"type": "string"
}I

"minTtems": 1,
"maxItems": 1,

"uniqueItems": true,
"readOnly": true,
"type": "array"
}
}!
"type" : "object",
"required": ["accesstoken", "refreshtoken", "expiresin", "uid"]
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A.2.5 Property definition

Table A.2 defines the Properties that are part of the "oic.r.account" Resource Type.

Table A.2 — The Property definitions of the Resource with type "rt" = "oic.r.account”
Property name Value type Mandatory Access mode Description
di efring Yes Write ﬁnly Unigque Device
identifier. Format
pattern
according to

IETF RFC 41122.

authprovider string No Write Only The, "mame  of
Authorization

Provider through
which Access

Token was
obtained.
accgsstoken string Yes Write Only Access Token

used to authorize
and associate
the TLS
connection for
communication

with the OCF
Cloud with the
Device UUID, or
the Authorization
Code which is
then verified and
exchanged for

the Access
Token during
Device

Registration.

id multipte  types: | No Read Write
see'schema
refrgshtoken string Yes Read Only Refresh token
can be used to
refresh the
Access Token
before getting
Cl\p;lcd.
rt array: see | No Read Only Resource Type
schema of the Resource
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Property name

Value type

Mandatory

Access mode

Description

accesstoken

string

Yes

Read Only

Access Token
used to authorize
and associate
the TLS
connection for
communication

with the OCF

Glewd—withy the

Device UUID!.

uid

string

Yes

Read Only

Unique OCF
Cloud User
identifier. Format
pattern
according to
IETF RFC 4122.

expiresin

integer

Yes

Read Only

Access-Toke
life time in
seconds (-1 if
permanent)

=}

array: see
schema

No

Read Only

The interfacg set
supported by this
Resource

redirecturi

string

No

Read Only

Using this [URI,
the Client needs
to reconnect|to a
redirected [CF
Cloud. If
provided, this
value shall| be
used by | the
Device instead of
Mediator-
provided URI
during the Dgvice
Registration.

multiple  types:
see schema

No

Read Write

A;2.6 CRUDN behaviour

Table A.3 defines the CRUDN operations that are supported on the "oic.r.account" Resource Type.

Table A.3 — The CRUDN operations of the Resource with type "rt" = "oic.r.account”

Create

Read

Update

Delete

Notify

post

delete

© ISO/IEC 2021 - All rights reserved
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A.3 Session

A.3.1 Introduction

Resource that manages the persistent session between a Device and OCF Cloud.

A.3.2 Well-known URI

/oic/sedrsession

A.3.3 |[Resource type

The Repource Type is defined as: "oic.r.session".

A.3.4 |OpenAPI 2.0 definition

"swagger": "2.0",
"info'l: {
"tigle": "Session",
"vefsion": "v1.0-20181001",
"lig¢ense": {
"fame": "OCF Data Model License",
"grli":

"https:[/github.com/openconnectivityfoundation/core/blob/e28a9%e0492e17042ba3e83661ledcO0fbce8bdcdba/
LICENSE {md",

"g-copyright": "copyright 2016-2017, 2019 Open Connectivity Foundation, Inc. All rights
reserved."
}l
"tefmsOfService": "https://openconnectivityfoundatidnvgithub.io/core/DISCLAIMER.md"
}l
"scherqes": ["http"],
"consymes": ["application/json"],
"prodyces": ["application/json"],
"pathg": {
"/ojc/sec/session" : {
"gost": |
"description": "Resource that manages the persistent session between a Device and OCF Cloud.",
"parameters": [
{"Sref": "#/parameters/interface"},
{
"name": "body",
"in": "body",
"required": true)
"schema": { "$ref": "#/definitions/Account-Session-Request" },

"x-example":
{
"uid" liV"123e4567-e89b-12d3-a456-d6e313b71d9f",
"di%.: "9cfbeb8e-5ale-4d1c-9d01-00c04£d430c8",
"ageesstoken" : "0£3d9f7fe5491d54077d4d",
"Yogin" : true

i
]I
TESPOISE 1
"204"; {
"description" : "",
"x-example":

{

"rt": ["oic.r.session"],
"expiresin" : 3600
b
"schema": { "S$ref": "#/definitions/Account-Session-Response" }
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