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Foreword

021(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are me

mbers of

ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work.

patent rights identified during the development of the document will be in the Introdugetion and/or on the

patent declarations received (see www.iso.org/patents) or the IEC list of patent declarations
($ee patents.iec.ch).

Any trade name used in this document is information given for the convenienge of users and does not g
an endorsement.

or an explanation of the voluntary nature of standards, the meaning of ISO specific terms and exj
related to conformity assessment, as well as information about ISO's adherence to the Wor
Qrganization (WTO) principles in the Technical Barriers to Trade(TBT), see www.iso.org/iso/forewor

3cribed in
types of

of patent
Is of any
ISO list
received

onstitute

ressions
d Trade
d.html. In

the IEC, see www.iec.ch/understanding-standards.

—

his document was prepared by the Open Conneectivity Foundation (OCF) (as OCF Core Spe

o<

y Joint Technical Committee ISO/IEC JTC 1, Information technology.

—

his second edition cancels and replaces the first edition (ISO/IEC 30118-1:2018), which has been t¢
bvised.

-

Tlhe main changes compared to the.pirevious edition are as follows:
-+ simplification of specification so that it only includes the core functionality;
-+ additional resusable,infrastructure components are now in the core optional specification;

—+ addition of semantic tags, sleepy devices based on long latency;

of baseline interfaces;

- _addition of clarifications throughout.

ification,

ersion 2.2.0) and drafted in accordance with its editorial rules. It was adopted, under the JTC 1 PAS procedure,

chnically

-+ improvements made on CoAP bindings, Error diagnostic payloads, discovery, reset of device apd usage

I

e HEL-and 4o . ’ < ' o PN —_ee et
fist UI att pdllb mthetSOAEC-361+18series tarmrbe foundomthe tSOandEC websites:

Any feedback or questions on this document should be directed to the user’s national standards

body. A

complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-

committees.
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Introduction

This document, and all the other parts associated with this document, were developed in response to
worldwide demand for smart home focused Internet of Things (IoT) devices, such as appliances, door
locks, security cameras, sensors, and actuators; these to be modelled and securely controlled, locally
and remotely, over an IP network.

While some inter-device communication existed, no universal language had been developed for the
loT. Device makers instead had to choose between disparate frameworks, limiting their market share,
or develppimgacrossmuttipteecosystenTs, increasing theircosts—T e burdem them fattsomenduser
to determmine whether the products they want are compatible with the ecosystem they bought inte,"d
find ways to integrate their devices into their network, and try to solve interoperability issues on\the
own.

= =

e

In additipn to the smart home, loT deployments in commercial environments are hampeéred by a lac
of securfity. This issue can be avoided by having a secure IoT communication framework, which thi
standard solves.

[

The goa] of these documents is then to connect the next 25 billion devices for theAoT, providing secur,
and religble device discovery and connectivity across multiple OSs and platforms. There are multipl
proposals and forums driving different approaches, but no single solution)addresses the majority ¢
key reqliirements. This document and the associated parts enable industry consolidation around
commor], secure, interoperable approach.

D S50 0

=)

ISO/IEC| 30118 consists of eighteen parts, under the general<title Information technology — Ope
Connectivity Foundation (OCF) Specification. The parts fall interogical groupings as described herein:

— Cord framework
— Hart 1: Core Specification
— Hart 2: Security Specification
— Hart 13: Onboarding Tool Specification
— Bridging framework and bridges
— Hart 3: Bridging Specification
— Hart 6: Resource toCAlljoyn Interface Mapping Specification
— Hart 8: OCF Résource to oneM2M Resource Mapping Specification
— Hart 14: @CF Resource to BLE Mapping Specification

— Hartd15:°0CF Resource to EnOcean Mapping Specification

- dart 1o UOUF Resource to UFIUsS Viapping SspecHiication

— Part 17: OCF Resource to Zigbee Cluster Mapping Specification

Part 18: OCF Resource to Z-Wave Mapping Specification
— Resource and Device models
— Part 4: Resource Type Specification

— Part 5: Device Specification

viii © ISO/IEC 2021 - All rights reserved
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— Core framework extensions
— Part 7: Wi-Fi Easy Setup Specification
— Part 9: Core Optional Specification

— OCF Cloud

— Part 10: Cloud API for Cloud Services Specification

ISO/IEC 30118-1:2021(E)

— Part 11: Device to Cloud Services Specification

— Part 12: Cloud Security Specification

© ISO/IEC 2021 - All rights reserved

ix


https://standardsiso.com/api/?name=6288d596a76de47b506b148f166f9cbd



https://standardsiso.com/api/?name=6288d596a76de47b506b148f166f9cbd

INTERNATIONAL STANDARD

ISO/IEC 30118-1:2021(E)

Information technology — Open Connectivity
Foundation (OCF) Specification —

Part 1:

(

=S =

Core specification

Scope

he OCF Core specifications are divided into a set of documents:

Core specification (this document): The Core specification document specifies the Framew
the OCF core architecture, interfaces, protocols and seryices to enable OCF

ork, i.e.,
profiles

implementation for Internet of Things (IoT) usages and ecosystems. This document is mandatory

for all Devices to implement.

Core optional specification: The Core optional specifiéation document specifies the Framev
the OCF core architecture, interfaces, protocels and services to enable OCF
implementation for Internet of Things (loT) usages and ecosystems that can optio
implemented by any Device.

Core extension specification(s): The Core-extension specification(s) document(s) specifies
OCF Core functionality that are significant in scope (e.g., Wi-Fi easy setup, Cloud).

Normative references

he following documents, intwhole or in part, are normatively referenced in this document
mdispensable for its application. For dated references, only the edition cited applies. For

q —

nd times, International Standards Organization, December 3, 2004

S5O/IEC DI1S.,20924, Information Technology — Internet of Things — Vocabulary, June 2018
ttps://wwwiso.org/standard/69470.html

IBOAEC 30118-2, Information technology — Open Connectivity Foundation (OCF) Specifi

arty2: Security specification

pferences, the latest edition of the referenced document (including any amendments) applieg.

50 8601, Data elements and interchange formats — Information interchange — Representation

ork,i.e.,
profiles
nally be

optional

and are
undated

of dates

cation —

httpsT/fwww.iso.org/standard/74239-htmmt

Latest version available at: https://openconnectivity.org/specs/OCF_Security_Specification.pdf

IETF RFC 768, User Datagram Protocol, August 1980
https://www.rfc-editor.org/info/rfc768

IETF RFC 3339, Date and Time on the Internet: Timestamps, July 2002
https://www.rfc-editor.org/info/rfc3339

IETF RFC 3986, Uniform Resource Identifier (URI): General Syntax, January 2005.
https://www.rfc-editor.org/info/rfc3986
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IETF RFC 4122, A Universally Unique IDentifier (UUID) URN Namespace, July 2005
https://www.rfc-editor.org/info/rfc4122

IETF RFC 4287, The Atom Syndication Format, December 2005,
https://www.rfc-editor.org/info/rfc4287

IETF RFC 4941, Privacy Extensions for Stateless Address Autoconfiguration in IPv6, September 2007
https://www.rfc-editor.org/info/rfc4941

IETF RFC 5646, Tags for Identifying Languages, September 2009
https://Mww.rfc-editor.org/info/rfc5646

IETF RRC 6347, Datagram Transport Layer Security Version 1.2, January 2012
https://mww.rfc-editor.org/info/rfc6347

IETF RAC 6434, IPv6 Node Requirements, December 2011
https://mww.rfc-editor.org/info/rfc64 34

IETF RHC 6573, The Item and Collection Link Relations, April 2012
https://wWww.rfc-editor.org/info/rfc6573

IETF RHC 6690, Constrained RESTful Environments (CoRE) Link Format,-August 2012
https://wWww.rfc-editor.org/info/rfc6690

IETF RHC 7049, Concise Binary Object Representation (CBOR)October 2013
https://Www.rfc-editor.org/info/rfc7049

IETF RHC 7084, Basic Requirements for IPv6 Customer Edge Routers, November 2013
https://mww.rfc-editor.org/info/rfc7084

IETF RHC 7159, The JavaScript Object Notation (JSON) Data Interchange Format, March 2014
https://www.rfc-editor.org/info/rfc7159

IETF RRC 7252, The Constrained Application Protocol (CoAP), June 2014
https://wWww.rfc-editor.org/info/rfc7252

IETF RHC 7301, Transport Layer Security (TLS) Application-Layer Protocol Negotiation Extension,
July 2014
https://wWww.rfc-editor.org/info/rfc7301

IETF RAC 7346, IPv6 Multicast Address Scopes, August 2014
https://www.rfc-editor.orglinfo/rfc7346

IETF RAC 7595, Guidelines and Registration Procedures for URI Schemes, June 2015
https://wWww.rfc-editor.org/info/rfc7595

IETF RRC.7641, Observing Resources in the Constrained Application Protocol (CoAP), Septembe
2015
https://www.rfc-editor.org/info/rfc7641

—

IETF RFC 7721, Security and Privacy Considerations for IPv6 Address Generation Mechanisms,
March 20016
https://www.rfc-editor.org/info/rfc7721

IETF RFC 7959, Block-Wise Transfers in the Constrained Application Protocol (CoAP), August 2016
https://www.rfc-editor.org/info/rfc7959

IETF RFC 8075, Guidelines for Mapping Implementations: HTTP to the Constrained Application

Protocol (CoAP), February 2017
https://www.rfc-editor.org/info/rfc8075
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IETF RFC 8085, UDP Usage Guidelines, March 2017
https://www.rfc-editor.org/info/rfc8085

IETF RFC 8288, Web Linking, October 2017
https://www.rfc-editor.org/info/rfc8288

IETF RFC 8323, CoAP (Constrained Application Protocol) over TCP, TLS, and WebSockets, February
2018
https://www.rfc-editor.org/info/rfc8323

IANA ifType-MIB Definitions
ttps://www.iana.org/assignments/ianaiftype-mib/ianaiftype-mib

IANA IPv6 Multicast Address Space Registry
ttp://www.iana.org/assignments/ipv6-multicast-addresses/ipv6-multicast-addresses.xhtml

IANA Link Relations, October 2017
ttp://www.iana.org/assignments/link-relations/link-relations.xhtml

JSON Schema Validation, JSON Schema: interactive and non-interactive validation, January P013
ttp://json-schema.org/draft-04/json-schema-validation.html

penAPI specification, fka Swagger RESTful APl Documentation*Specification, Version 2.0
ttps://github.com/OAIl/OpenAPI-Specification/blob/master/versions/2.0.md

o0

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

-1

or the purposes of this document, the terms and definitions given in the following apply.

50 and IEC maintain terminological-databases for use in standardization at the following adqresses:

ISO Online browsing platform:-available at https://www.iso.org/obp.

IEC Electropedia: available at http://www.electropedia.org/.

311

Atomic Measurement
esign pattern<dhat ensures that the Client (3.1.6) can only access the Properties (3.1.33) ¢f linked
esources (3.4+31) atomically, that is as a single group

1.2
ridged Client
Ipgical entity that accesses data via a Bridged Protocol (3.1.4)

Note 1 to entry: For example, an AllJoyn Consumer application is a Bridged Client (3.1.2).

3.1.3
Bridged Device
Bridged Client (3.1.2) or Bridged Server (3.1.5)

3.1.4
Bridged Protocol
another protocol (e.g., AllJoyn) that is being translated to or from OCF protocols
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3.1.5
Bridged Server
logical entity that provides data via a Bridged Protocol (3.1.4)

Note 1 to entry: For example an AllJoyn Producer is a Bridged Server (3.1.5).

Note 2 to entry: More than one Bridged Server (3.1.5) can exist on the same physical platform.

3.1.6
Client
logical dntity that accesses a Resource (3.1.31) on a Server (3.1.36)

3.1.7
Collection
Resourde (3.1.31) that contains zero or more Links (3.1.21)

3.1.8
Commopn Properties
Propertips (3.1.33) specified for all Resources (3.1.31)

3.1.9
Compogsite Device

Device (3.1.13) that is modelled as multiple Device Types (3.1.14);with each component Device Typ
(3.1.14)|being exposed as a Collection (3.1.7)

D

3.1.10
Configuration Source
cloud or service network or a local read-only file which contains and provides configuration relatefd
informatjon to the Devices (3.1.13)

3.1.11
Core Rgsources
those Re¢sources (3.1.31) that are definedyin this document

3.1.12
Default [OCF Interface

OCF Intgerface (3.1.18) used(to, generate the response when an OCF Interface (3.1.18) is omitted in
request

|V

3.1.13
Device
logical gntity that\assumes one or more roles, e.g., Client (3.1.6), Server (3.1.36)

Note 1 td entry’ More than one Device (3.1.13) can exist on a Platform (3.1.30).

3.1.14

Device Type

uniquely named definition indicating a minimum set of Resource Types (3.1.34) that a Device (3.1.13)
supports

Note 1 to entry: A Device Type (3.1.14) provides a hint about what the Device (3.1.13) is, such as a light or a
fan, for use during Resource (3.1.31) discovery.

3.1.15
Device UUID
stack instance identifier
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3.1.16
Discoverable Resource
Resource (3.1.31) that is listed in "/oic/res"

3.1.17

OCF Endpoint

entity participating in the OCF protocol, further identified as the source or destination of a request and
response messages for a given Transport Protocol Suite

ramework

et of related functionalities and interactions defined in this document, which enable interogerability

interface description extended by OCF that provides a view to and.\permissible responseg from a
Resource (3.1.31)

[POURCE: IETF RFC 6690]

3.1.20
Introspection
mechanism to determine the capabilities of the hosted Resources (3.1.31) of a Device (3.1.13

~

3.1.21

Introspection Device Data (IDD)
data that describes the payloads per implemented method of the Resources (3.1.31) that makle up the
Device (3.1.13)

Note 1 to entry: See 11.4 for all réquirements and exceptions.

.1.22
inks
xtends typed web links

| il 9]

D

[FOURCE: IETF-RFC 8288]

.1.23
on-Discoverable Resource
esouree (3.1.31) that is not listed in "/oic/res"

nZ

ote’1 to entry: The Resource (3.1.31) can be reached by a [ink (3.1.21) which is conveyed by another
Resource (3.1.31). For example a Resource (3.1.31) linked in a Collection (3.1.7) does not have to be listed in
"/oic/res", since traversing the Collection (3.1.7) would discover the Resource (3.1.31) implemented on the Device
(3.1.13).

3.1.24
Notification
mechanism to make a Client (3.1.6) aware of state changes in a Resource (3.1.31)

© ISO/IEC 2021 - All rights reserved 5


https://standardsiso.com/api/?name=6288d596a76de47b506b148f166f9cbd

ISO/IEC 30118-1:2021(E)

3.1.25

Observe

act of monitoring a Resource (3.1.31) by sending a RETRIEVE operation which is cached by the Server
(3.1.36) hosting the Resource (3.1.31) and reprocessed on every change to that Resource (3.1.31)

3.1.26
OpenAPI 2.0
Resource (3.1.31) and Intropection Device Data (3.1.20) definitions used in this document

[SOURQE: OpenAPI specification]

3.1.27

Parameter

element| that provides metadata about a Resource (3.1.31) referenced by the target URJ of a Link
(3.1.21)

3.1.28

Partial UPDATE

UPDATE operation to a Resource (3.1.31) that includes a subset of the Properties (3.1.33) that arp
visible vja the OCF Interface (3.1.18) being applied for the Resource Type~(3.1.34)

3.1.29

Permangent Immutable ID

identity for a Device (3.1.13) that cannot be altered

3.1.30

Physicgl Device

physicall thing on which a Device(s) (3.1.13) is exposed

3.1.31

Platform

Physical Device (3.1.29) containing one,or:more Devices (3.1.13)

3.1.32

Resourge

represents an entity modelled. and exposed by the Framework (3.1.17)

3.1.33

Resourge Interface

qualificgtion of the permitted requests on a Resource (3.1.31)

3.1.34

Property

significantiaspect or Parameter (3.1.26) of a Resource (3.1.31), including metadata, that is exposef

through the Resource (3.1.31)

3.1.35

Resource Type

uniquely named definition of a class of Properties (3.1.33) and the interactions that are supported by
that class

Note 1 to entry: Each Resource (3.1.31) has a Property (3.1.33) "rt" whose value is the unique name of the
Resource Type (3.1.34).
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3.1.36
Secure OCF Endpoint
OCF Endpoint (3.1.16) with a secure connection (e.g., CoOAPS)

3.1.37

Semantic Tag

meta-information that provides additional contextual information with regard to the Resource (3.1.31)
that is the target of a Link (3.1.21)

.1.38
erver
evice (3.1.13) with the role of providing Resource (3.1.31) state information and facilitating remote
teraction with its Resources (3.1.31)

.1.39
leepy Server
erver (3.1.37) that will have latency in responding to requests

(n D

.1.40
nsecure OCF Endpoint
CF Endpoint (3.1.16) with an unsecure connection (e.g., CoAP)

oOCcC W

.1.41
ertical Resource Type
esource Type (3.1.34) in a vertical domain specification

o<

Note 1 to entry:  An example of a Vertical Resource Type (3.1.40) would be "oic.r.switch.binary".

3.2 Symbols and abbreviated terms

ACL Access Control List

BLE Bluetooth Low Energy

GBOR Concise Bipary Object Representation
CGoAP Constrained Application Protocol
CGoAPs Secure Constrained Application Protocol
OTLS Datagram Transport Layer Security

P Internet Protocol

IBP Internet Service Provider

JSON JavaScript Object Notation

MTU Maximum Transmission Unit

OCF Open Connectivity Foundation

REST Representational State Transfer
RESTful REST-compliant Web services

UDP User Datagram Protocol
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URI

uulD

4 D

Uniform Resource ldentifier

Universal Unique Identifier

ocument conventions and organization

4.1 Conventions

In this dpcument a number of terms, conditions, mechanisms, sequences, parameters, events, states

or simils
Networkl

In this dpcument, to be consistent with the IETF usages for RESTful operations, the RESTfu} operatio
RUDN, CREATE, RETRIVE, UPDATE, DELETE, and NOTIFY will have all letters capitalized.
Any lowercase uses of these words have the normal technical English meaning.

words C|

The megq

Types, which are used for illustrative purposes only.

4.2 Notation

In this d
follows:

Requirefl (or shall or mandatory)(M).

— Thes
not",
impls¢

Recommended (or should)(S).

— Thes
Recq
impg
featy
guid
"sho

Allowed

— Thes

implémented; it shall meet the specified requirements to be in compliance with these guidelines.

DEPRE

r terms are printed with the first letter of each word in uppercase and the rest lowercase (e,g

saging payload examples in this document contain OCF Vertical Device Types and Resourc

and "PROHIBITED" indicate behaviour thatiis prohibited, i.e. that if performed means th
ementation is not in compliance.

mmended features take advantage of the capabilities Core Architecture, usually withoy
sing major increase of camplexity. Notice that for compliance testing, if a recommende
re is implemented, it shall meet the specified requirements to be in compliance with thes
blines. Some recommended features could become requirements in the future. The phras
Lild not" indicates behaviour that is permitted but not recommended.

(may or allowed)(O).

e features\are neither required nor recommended by Core Architecture, but if the feature i

CATED.

Architecture). Any lowercase uses of these words have the normal technical English meaning.

ocument, features are described as required, recommended, allowed or DEPRECATED aps

e basic features shall be implemented to comply with Core Architecture. The phrases "shal

e features add functionality supported by Core Architecture and should be implemented.

-

[

D

O O O ~

— Although these features are still described in this document, they should not be implemented except
for backward compatibility. The occurrence of a deprecated feature during operation of an
implementation compliant with the current documenthas no effect on the implementation’s
operation and does not produce any error conditions. Backward compatibility may require that a
feature is implemented and functions as specified but it shall never be used by implementations
compliant with this document.

Conditionally allowed (CA).

— The definition or behaviour depends on a condition. If the specified condition is met, then the
definition or behaviour is allowed, otherwise it is not allowed.
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Conditionally required (CR).

— The definition or behaviour depends on a condition. If the specified condition is met, then the
definition or behaviour is required. Otherwise the definition or behaviour is allowed as default
unless specifically defined as not allowed.

Strings that are to be taken literally are enclosed in "double quotes".

Words that are emphasized are printed in italic.

Mandatory" column indicates that the item detailed is mandatory to implement; the mandating of
clusion of the item in a Resource Payload associated with a CRUDN action is dependent on the
pplicable schema for that action.

h all of the Property and Resource definition tables that are included throughout this docu{xent the

Q=

4.3 Data types

wal

esources are defined using data types derived from JSON values as{defined in IETF RAC 7159.
owever, a Resource can overload a JSON defined value to specify a\particular subset of tHe JSON
alue, using validation keywords defined in JSON Schema Validation.

< T

>

mong other validation keywords, clause 7 in JSON Schema Validation defines a "format" keyword
with a number of format attributes such as "uri" and "date-time","and a "pattern" keyword with a regular
gxpression that can be used to validate a string. This claus€ defines patterns that are availabl¢ for use
describing OCF Resources. The pattern names can be used in documenttext where JSON format
ames can occur. The actual JSON schemas shall usethe JSON type and pattern instead.

==

Hor all rows defined in Table 1, the JSON type isstring.

Table 1 -~ Additional OCF Types

Pattern Name Pattern Description

csv <hone> A comma separated list of values
encoded within a string. The v3lue
type in the csv is described by|the
Property where the csv is used. For

example a csv of integers.

NOTE csv is considered
deprecated and an arrgy of
strings should be used instefad for
new Resources.

"date" A([0-9]{4})-(1[0-2]|0[1-9])-(3[0-1]|2[0- | The full-date format pattern

9]11[0-9]|0[1-9])$ according to IETF RFC 3339

"duration” AP(?!$)([0-9]+Y)?([0-9]+M)?([O- A string representing duration
9]+W)?([0-91+D)?((T(?=[0- formatted as defined in ISO 86p1.
9]+[HMS])([0-9]+H)?([0-9]+M)?([O- Allowable formats are:
9]+5)?)?))$|*(P[0-9]+W)$|*(P[O- P[n]Y[n]M[n]DT[n]H[n]M[n]S, P[n]W,
91{4})-(1[0-21|0[1-9])-(3[0-11|2[0- P[n]Y[n]-M[n]-DT[0-23]H[0-59]:M[0-
9]|1[0-9]|0[1-9])T(2[0-3]|1[0-9]1|0[1- 59]:S, and P[n]W, P[n]Y[n]M[n]DT[O-
9]):([0-5][0-9]):([0-5][0-9])$|~(P[O- 23]H[0-59]M[0-59]S. P is mandatory,
91{4})(1[0-2]|0[1-9])(3[0-1]|2[0-9]|1[0- | all other elements are optional, time
9]|0[1-9])T(2[0-3]1|1[0-91|0[1-9])([0- elements must follow a T.

5][0-9])([0-5][0-9])$
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Pattern Name Pattern Description

"int64" A0|(-?[1-9][0-9]{0,18}1)$ A string instance is valid against this
attribute if it contains an integer in
the range [-(2**63), (2**63)-1]

NOTE IETF RFC 7159 clause 6
explains that JSON integers
outside the range [-(2**53)+1,
(2**53)-1] are not interoperable
and so JSON numbers cannot be
used for 64-bit numbers.

"language-tag" A[A-Za-z]{1,8}(-[A-Za-z0-9]{1,8})*$ An IETF language tag formatted
according to IETF RFC 5646'clause
2.1.
"uint64" A0|([1-9][0-91{0,19})% A string instance is valid against this

attribute if it contains an integer in
the range [0, (2**64)-1]

Also seesnote for "int64"

"uuid" Aa-fA-F0-9]{8}-[a-fA-F0-9]{4}-[a-fA- A UUID_string representation
F0-9]{4}-[a-fA-F0-9]{4}-[a-fA-FO- formatted according to
91{12}$ IETF RFC 4122 clause 3.

Strings ghall be encoded as UTF-8 unless otherwise specified:
In a JSSON schema, "maxLength" for a string indicates thezmaximum number of characters not octetg.

Howevel, "maxLength" shall also indicate the maximum=number of octets. If no "maxLength" is definefd
for a string, then the maximum length shall be 64 octets.

4.4 Resource notation syntax

When it|is desired to describe the Property.of a Resource Type or the "anchor" Parameter value in ap
abbrevigted notation, it can be described.as follows:

— A value of the "rt" Property ofthe Resource Type or "anchor" Parameter value ":" Property name
— e.g.,|"oic.wk.d:di", which @sythe "di" Property of the Device Resource Type.

If Propdrty name is a_€omposite type (a type that is composed of several Properties), it can b
describgd in recursive way. The following expression describes this as a regular expression format:

[

— Avalue of the "rt" Property of the Resource Type or "anchor" Parameter value (":" Property name )

[

.|"oie.r{pstat:dos:s", which is the "s" Property of the "dos" Property of the "pstat" Resource Typ
e|13:8 of ISO/IEC 30118-2).

If there is a Resource URI (i.e., The Resource instance for a specific Resource Type), it can be used
instead of using a value of "rt" Property of Resource Type or the “anchor" Parameter value as follows:

— A Resource URI (":" Property name )+
— e.g., "/oic/d:di", which is the "di" Property of the Device Resource Type instance.

— e.g. "/oic/sec/pstat:dos:s", which is the "s" Property of the "dos" Property of the "oic.r.pstat"
Resource Type instance.
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In the auto-generated Annex's Property definition tables for Resource Types, the Property names can
be noted as belonging to the RETRIEVE schema or to the UPDATE schema by prefixing the Property
name with "RETRIEVE" or "UPDATE" followed with the ":" separator. This is to avoid duplicate Property
names appearing in the Property definition tables that are auto-generated. The following are examples
using this notation with the "locn" Property of the "oic.wk.con" Resource Type:

"RETRIEVE:locn"

"UPDATE:locn"

Architecture

A Overview

he architecture Datagram enables resource based interactions among loT “artefacts, i.e. physical

evices or applications. The architecture leverages existing industry standards and technologies and

rovides solutions for establishing connections (either wireless or wired)-.and managing thg flow of
information among Devices, regardless of their form factors, operating systems or service prdviders.

Jpecifically, the architecture provides:

A communication and interoperability framework for{multiple market segments (Consumer,
Enterprise, Industrial, Automotive, Health, etc.), OSs, platforms, modes of commupication,
transports and use cases.

- A common and consistent model for describing ‘the environment and enabling information and
semantic interoperability.

- Common communication protocols for discovery and connectivity.
- Common security and identification“tmechanisms.
- Opportunity for innovation and 'product differentiation.

- A scalable solution addressing different Device capabilities, applicable to smart devices as well as
the smallest connected things and wearable devices.

he architecture is based on the Resource Oriented Architecture design principles and desg¢ribed in
ne 5.2 through 5.4respectively. 5.2 presents the guiding principles for OCF operations. 5.3 defines
e functional bloek diagram and Framework.

— ~+ _

5.2 Principle

n the ‘architecture, Entities in the physical world (e.g., temperature sensor, an electric light oja home
ppliance) are represented as Resources. Interactions with an entity are achieved through its Resource
..... j ) i ' h Roprese i (REST)

The architecture defines the overall structure of the Framework as an information system and the
interrelationships of the Entities that make up OCF. Entities are exposed as Resources, with their
unique identifiers (URIs) and support interfaces that enable RESTful operations on the Resources.
Every RESTful operation has an initiator of the operation (the Client) and a responder to the operation
(the Server). In the Framework, the notion of the Client and Server is realized through roles. Any
Device can act as a Client and initiate a RESTful operation on any Device acting as a Server. Likewise,
any Device that exposes Entities as Resources acts as a Server. Conformant to the REST architectural
style, each RESTful operation contains all the information necessary to understand the context of the
interaction and is driven using a small set of generic operations, i.e., CREATE, RETRIEVE, UPDATE,
DELETE and NOTIFY (CRUDN) defined in clause 8, which include representations of Resources.
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Figure 1
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Figure 1 — Architecture - concepts

Resource model, RESTful operations and abstractions.

urce model: The Resource model provides the abstractions and concepts required to logicall
bl, and logically operate on the application and its environment. The Core Resource model i

motive. For example, the Resource model defines a Resource which abstracts an entity an
epresentation of a Resource maps the entity’s state. Other Resource model concepts can b
to model other aspects; for example behaviour.

Tful operations: They;generic CRUDN operations are defined using the RESTful paradigm t
b| the interactions,with a Resource in a protocol and technology agnostic way. The specifi

urces to specific protocols is provided in 11.4.

ractioni—The abstractions in the Resource model and the RESTful operations are mapped t
rete elements using abstraction primitives. An entity handler is used to map an entity to

<<

—

O QO <= O

— O 0O

O U 0O

Resq

utece' and connectivity abstraction primitives are used to map logical RESTful operations t

data
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to Entities that are reached over protocols that are not natively supported by OCF.

5.3 Functional block diagram

The functional block diagram encompasses all the functionalities required for operation. These
functionalities are categorized as L2 connectivity, networking, transport, Framework, and application

profiles.

12

The functional blocks are depicted in Figure 2.
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Application(s)

OCF Data Models

Q <

Vertical Domain Smart .
. Home eHealth Industrial
Profiles
J \\ J \\ J
Security
N N N
ID & Resource
Addressing model CRUDN
I AN J
Framework ~ ~ ~
Di Device .
[ iscovery management Messaging
I AN J

L2 Connectivity Networking

Figure 2 — Functional block diagram

L2 connectivity: Provides the functionalities required for establishing physical and data link layer

connections (e.g., Wi-Fi™ or Bluetooth® connection) to the network.

Networking: Provides functionalities required<for Devices to exchange data among themsel
the network (e.g., Internet).

Ves over

Transport. Provides end-to-end flow, transport with specific QoS constraints. Examples of a

transport protocol include TCP and UDP or new Transport protocols under developmentin t
e.g., Delay Tolerant Networking (DTN).

Framework: Provides the coré functionalities as defined in this document. The functional
the source of requests a@nd responses that are the content of the communication betw
Devices.

Vertical Domain_profile: Provides market segment specific functionalities, e.g., functiong
smart home macket segment.

Vhen two Devices communicate with each other, each functional block in a Device interactd
ounterpartiin-the peer Device as shown in Figure 3.

he IETF,

block is
een two

for the

with its
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Device 1 Device 2

Vertical Domain Vertical Domain

Framework Resources Framework

Transport __Transport Transport

Networking Networking

el

L2 Connectivity L2 Connectivity

Figure 3 — Communication layering model

5.4 Framework
Framewprk consists of functions which provide core functionalities for operation.

— Identification and addressing. Defines the identifier and addressing capability. The Identification
and addressing function is defined in clause 6.

— Discpvery. Defines the process for discovering available.
— Devices (OCF Endpoint Discovery in clause @0) and
— Resources (Resource discovery in 11.2);
— Resqurce model. Specifies the capability for representation of entities in terms of Resources an

defies mechanisms for manipulating’the Resources. The Resource model function is defined i
clause 7.

- O

— CRUDN. Provides a generic.scheme for the interactions between a Client and Server as defined ip
clauge 8.

— Messaging. Provides-specific message protocols for RESTful operation, i.e. CRUDN. For examplg
CoAP is a primary, messaging protocol. The messaging function is defined in 11.5.

— Secyrity. Includes authentication, authorization, and access control mechanisms required fg
seculre access to Entities. The security function is defined in clause 13.

=

6 Identification and addressing

6.1 Introduction

Facilitating proper and efficient interactions between elements in the Framework, requires a means to
identify, name and address these elements.

The identifier unambiguously identifies an element in a context or domain. The context or domain may

be determined by the use or the application. The identifier is expected to be immutable over the
lifecycle of that element and is unambiguous within a context or domain.
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The address is used to define a place, way or means of reaching or accessing the element in order to
interact with it. An address may be mutable based on the context.

The name is a handle that distinguishes the element from other elements in the Framework. The name
may be changed over the lifecycle of that element.

There may be methods or resolution schemes that allow determining any of these based on the
knowledge of one or more of others (e.g., determine name from address or address from name).

Each of these aspects may be defined separately for multiple contexts (e.g., a context could be a layer

a stack). So an address may be a URL for addressing Resource and an IP address for adfiressing
t the connectivity layer. In some situations, both these addresses would be required. For' exgmple, to
o RETRIEVE (see 8.3) operation on a particular Resource representation, the Clientneeds|to know
the address of the target Resource and the address of the Server through whichithe Respurce is
Xposed.

a context or domain of use, a name or address could be used as identifier or,ice versa. For gxample,
URL could be used as an identifier for a Resource and designated as a JR¥.

he remainder of this clause discusses the identifier, address and naming from the point of vigw of the
esource model and the interactions to be supported by the Resouree-model. Examples of intgractions
re the RESTful interactions, i.e. CRUDN operation (clause 8).0n-a Resource. Also the mapping of
these to transport protocols, e.g., CoAP is described.

2 Identification

2.1 Device and Platform identification

his document defines three identifiers that arezused for identification of the Device. All identifiers are
xposed via Resources that are also defineddwithin this document (see clause 11.2).

he Permanent Immutable ID ("piid" Property of "/oic/d") is the immutable identity of the Deyice, the
ersistent valid value of this propertyis typically only visible after the Device is on-boarded (when not
n-boarded the Device typically exposes a temporary value). This value does not change across the
ife-cycle of the Device.

Tlhe Device UUID ("di" Property of "/oic/d") is a mutable identity. The value changes each fime the
Device is on-boarded. It\reflects a specific on-boarded instance of the Device.

Tlhe Platform ID ("pi"_Property of "/oic/p") is the immutable identity of the Platform on which th¢ Device
$ resident. When-multiple logical Devices are exposed on a single Platform (for example, on g Bridge)
nen the "pi" exposed by each Device should be the same.

— —

6.2.2 Resource identification and addressing

A Resource may be identified using a URI and addressed by the same URI if the URI is a|URL. In
some-cases—a-Resource-may-need-an-identifierthatis different froma URl-inthis casethe Resource
may have a Property whose value is the identifier. When the URI is in the form of a URL, then the URI
may be used to address the Resource.

An OCF URI is based on the general form of a URI as defined in IETF RFC 3986 as follows:

<scheme>://<authority>/<path>?<query>

Specifically, the OCF URI is specified in the following form:

ocf://<authority>/<path>?<query>

The following is a description of values that each component takes.
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The scheme for the URI is "ocf". The "ocf" scheme represents the semantics, definitions and use as
defined in this document. If a URI has the portion preceding the "//" (double slash) omitted, then the
"ocf" scheme shall be assumed.

Each transport binding is responsible for specifying how an OCF URI is converted to a transport
protocol URI before sending over the network by the requestor. Similarly on the receiver side, each
transport binding is responsible for specifying how an OCF URI is converted from a transport protocol
URI before handing over to the Resource model layer on the receiver.

The authority of an OCF URI shall be the Device UUID ("di") value, as defined in [OCF Security], of
the SerVer.

The patp is a string that unambiguously identifies or references a Resource within the context of th
Server. |n this version of the document, a path shall not include pct-encoded non-ASCII characters g
NUL characters. A path shall be preceded by a "/" (slash). The path may have "/" (slash)/separate
segments for human readability reasons. In the OCF context, the "/" (slash) separated _segments ar
treated @s a single string that directly references the Resources (i.e. a flat structure)and not parse
as a higrarchy. On the Server, the path or some substring in the path may be-shortened by usin
hashing|or some other scheme provided the resulting reference is unique withinthe-context of the hosi.

[{© I © Ny () B © Nurea 4 )

-

Once a path is generated, a Client accessing the Resource or recipient of the URI should use that pat
as an opaque string and should not parse to infer a structure, organization-or semantic.

-

A query| string shall contain a list of "<name>=<value>" segménts (aka name-value pair) eac
separatged by a "&" (ampersand). The query string will be mapped to the appropriate syntax of th
protocolfused for messaging. (e.g., CoAP).

[

A URI may be either fully qualified or relative generation of URI.

[

A URI may be defined by the Client which is the creator of that Resource. Such a URI may be relativ
or absol|ute (fully qualified). A relative URI shall.be relative to the Device on which it is hosted.
Alternatijvely, a URI may be generated by the Server of that Resource automatically based on a prg
defined fonvention or organization of the Resources, based on an OCF Interface, based on some rule
or with respect to different roots or bases.

4

—

The absplute path reference of a URI is to'be treated as an opaque string and a Client should not infg
any explicit or implied structure in therURI — the URI is simply an address. It is also recommended tha
Devices|hosting a Resource treat the URI of each Resource as an opaque string that addresses onl
that Respurce. (e.g., URI's "/a" and "/a/b" are considered as distinct addresses and Resource b canng
be consfrued as a child of Réspurce a).

—

—_ <

6.3 Namespace:

[®N

The relative URI prefix "/oic/" is reserved as a namespace for URIs defined in OCF specifications an
shall nof be used‘for URIs that are not defined in OCF specifications. The prefix "oic." used for OC
Interfaces and Resource Types is reserved for OCF specification usage.

6.4 Network addressing

The following are the addresses used in this document:

IP address

— An IP address is used when the Device is using an IP configured interface.

— When a Device only has the identity information of its peer, a resolution mechanism is needed to
map the identifier to the corresponding address.
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7 Resource model

71 Introduction

The Resource model defines concepts and mechanisms that provide consistency and core
interoperability between Devices in the OCF ecosystems. The Resource model concepts and
mechanisms are then mapped to the transport protocols to enable communication between the Devices
— each transport provides the communication protocol interoperability. The Resource model, therefore,
allows for interoperability to be defined independent of the transports.

In addition, the concepts in the Resource model support modelling of the primary artefacts 'and their
relationships to one and another and capture the semantic information required for interopergbility in
g context. In this way, OCF goes beyond simple protocol interoperability to capture the rich sgmantics
required for true interoperability in Wearable and Internet of Things ecosystems.

he primary concepts in the Resource model are: entity, Resources, Uniform *Resource ldentifiers
URI), Resource Types, Properties, Representations, OCF Interfaces, Collections and Uinks. In
%?dition, the general mechanisms are CREATE, RETRIEVE, UPDATE, DELETE and NOTIFY. These

—~

ncepts and mechanisms may be composed in various ways to define the rich semantics and
teroperability needed for a diverse set of use cases that the Framéwork is applied to.

Inh the OCF Resource model Framework, an entity needs to be yisible, interacted with or manipulated,
il is represented by an abstraction called a Resource. A Resource encapsulates and represents the
state of an entity. A Resource is identified, addressed and{named using URIs.

Hroperties are "key=value" pairs and represent state of\the Resource. A snapshot of these Properties
$ the Representation of the Resource. A specific_view of the Representation and the mechanisms
pplicable in that view are specified as OCF Interfaces. Interactions with a Resource are done as
equests and Responses containing Representations.

Resource instance is derived from a Resource Type. The uni-directional relationship between one
esource and another Resource is defined as a Link. A Resource that has Properties and L|nks is a
ollection.

set of Properties can be used to.define a state of a Resource. This state may be retrieved or [updated
sing appropriate Representations respectively in the response from and request to that Resgurce.

Resource (and Resource Type) could represent and be used to expose a capability. Interactions with
that Resource can be‘used to exercise or use that capability. Such capabilities can be used fo define
rocesses like discovery, management, advertisement etc. For example: discovery of Resourges on a
evice can be defined as the retrieval of a representation of a specific Resource where a Prgperty or
roperties hayve values that describe or reference the Resources on the Device.

he information for Request or Response with the Representation may be communicated on |the wire
y seriatizing using a transfer protocol or encapsulated in the payload of the transport protog¢ol — the
specific method is determined by the normative mapping of the Request or Response to the tfansport
rotecol. See 11.4 for transport protocols supported.

The OpenAPI 2.0 definitions (Annex A) used in this document are normative. This includes that all
defined JSON payloads shall comply with the indicated OpeAPI 2.0 definitions. Annex A contains all
of the OpenAPI 2.0 definitions for Resource Types defined in this document.

7.2 Resource

A Resource shall be defined by one or more Resource Type(s) — see Annex A for Resource Type. A
request to CREATE a Resource shall specify one or more Resource Types that define that Resource.
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A Resource is hosted in a Device. A Resource shall have a URI as defined in clause 6. The URI may
be assigned by the Authority at the creation of the Resource or may be pre-defined by the definition of
the Resource Type. An example Resource representation is depicted in Figure 4.

/my/resource/example URI

{

"rt": ["oic.r.foobar"], Properties
Wwaoou o, [ L = ]

TEN s [Noie 3£ ot

"value": "foo value"

}

Figure 4 — Example Resource

Core Regsources are the Resources defined in this document to enable functional interactions ap
defined |n clause 10 (e.g., Discovery, Device management, etc). Among the Coré/Resources, "/oic/res],
"/oic/p",|and "/oic/d" shall be supported on all Devices. Devices may support other Core Resource
dependipg on the functional interactions they support.

[2)

7.3 Property

7.3.1 Introduction

A Property describes an aspect that is exposed through a. Resource including meta-information related
to that Resource.

A Propdrty shall have a name i.e. Property Namevand a value i.e. Property Value. The Property i
expressed as a key-value pair where key is the Property Name and value the Property Value lik
<Properfy Name> = <Property Value>. For example if the "temperature" Property has a Property Nam
"temp" gnd a Property Value "30F", then the_Property is expressed as "temp=30F". The specific forma
of the Pfoperty depends on the encoding scheme. For example, in JSON, Property is represented a
"key": value (e.g., "temp": 30).

~ (O (D O

1

In additipn, the Property definition_shall have a

— Valup Type — the Value-Type defines the values that a Property Value may take. The Value Typ
may |be a simple data type (e.g. string, Boolean) as defined in 4.3 or may be a complex data typ
defined with a schema’ The Value Type may define

(ALY

— VMalue Rulesdefine the rules for the set of values that the Property Value may take. Such rules
ay define/the range of values, the min-max, formulas, the set of enumerated values, patterns
nditional values, and even dependencies on values of other Properties. The rules may b

sed'to validate the specific values in a Property Value and flag errors.

D

— Mandatory — specifies if the Property is mandatory or not for a given Resource Type.

— Access modes — specifies whether the Property may be read, written or both. Updates are
equivalent to a write. "r" is used for read and "w" is used for write — both may be specified. Write
does not automatically imply read.

The definition of a Property may include the following additional information — these items are
informative:

— Property Title - a human-friendly name to designate the Property; usually not sent over the wire.

— Description — descriptive text defining the purpose and expected use of this Property.
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In general, a Property is meaningful only within the Resource to which it is associated. Howeve

021(E)

r a base

set of Properties that may be supported by all Resources, known as Common Properties, keep their
semantics intact across Resources i.e. their "key=value" pair means the same in any Resource.

Detailed tables for all Common Properties are defined in 7.3.2.

7.3.2 Common Properties

7.3.2.1 Introduction

roperties are defined as Common Properties:
- Resource Type

-{ Resource Interface

- Name

- Resource Identity.

Tlhe name of a Common Property shall be unique and shall nothe’ used by other Propertie
defining a new Resource Type, its non-common Properties shallnot use the name of existing (
Rroperties (e.g., "rt", "if", "n", "id"). When defining a new "Common Property", it should be ensd
s name has not been used by any other Properties. The uniqueness of a new Common Prope

n be verified by checking all the Properties of all the existing OCF defined Resource Types. H
this may become cumbersome as the number of Resource Types grow. To prevent such name
im the future, OCF may reserve a certain name spaee for Common Property. Potential approa
1) a specific prefix (e.g. "oic") may be designated@nd the name preceded by the prefix (e.g. "o
only for Common Property; (2) the names censisting of one or two letters are reserved for (

—

ry

Q T ¢

ommon Properties may be nested under-specific object to distinguish themselves.

Tlhe ability to UPDATE a Common Property (that supports write as an access mode) is rest
the "oic.if.rw" (read-write) OCF Interface; thus a Common Property shall be updatable using t
write OCF Interface if and only“if the Property supports write access as defined by the

definition and the associated 'schema for the read-write OCF Interface.

—

he following Common({Properties for all Resources are specified in 7.3.2.2 through 7.3
summarized as follows:

- Resource TypeX"rt") — this Property is used to declare the Resource Type of that Resourc
a Resource“could be define by more than one Resource Type the Property Value of the R

for details.

- @CF Interface ("if") — this Property declares the OCF Interfaces supported by the Resou

The Common Properties defined in this clause may be specified for all Resources. The_following
F

5. When
Common
red that
ty name
owever,
conflicts
thes are
c.psize")
Common

roperty and all other Properties shall havé’ithe name with the length larger than the 2 letters; (3)

Ficted to
he read-
Property

2.6 and

e. Since
esource

Type Property can be used to declare more than one Resource type (see clause 7.4.4). Se¢ 7.3.2.3

‘ce. The

Property Value of the OCF Interface Property can be multi-valued and lists all the OCF Infterfaces

supported. See 7.3.2.4 tor detalls.

— Name ("n") — the Property declares human-readable name assigned to the Resource. See

7.3.2.5.

— Resource Identity ("id"): its Property Value shall be a unique (across the scope of the host Server)
instance identifier for a specific instance of the Resource. The encoding of this identifier is Device

and implementation dependent. See 7.3.2.6 for details.
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7.3.2.2

The Pro

Property Name and Property Value definitions

perty Name and Property Value as used in this document:

Property Name— the key in "key=value" pair. Property Name is case sensitive and its data type is

"string". Property names shall contain only letters A to Z, a to z, digits 0 to 9, hyphen, and dot, and

shall

not begin with a digit.

Property Value — the value in "key=value" pair. Property Value is case sensitive when its data type

is "string".
7.3.2.3 | Resource Type
Resourde Type Property is specified in 7.4.
7.3.2.4 | OCF Interface
OCF Interface Property is specified in 7.6.
7.3.2.5 | Name
A human friendly name for the Resource, i.e. a specific resource instance name (e.g|,
MyLivingRoomLight), The Name Property is as defined in Table 2

Table 2 — Name Property definition
Propérty Property Value Value Unit | Access. )} Mandatory Description
titlg name type rule maode
Name "n" "string" | N/A N/A R,\W No Human understandable name for
the Resource.

The Name Property is read-write unless/otherwise restricted by the Resource Type (i.e. the Resourcg
Type does not support UPDATE or does hot support UPDATE using read-write).
7.3.2.6 | Resource ldentity
The Resource ldentity Propéerty shall be a unique (across the scope of the host Server) instance
identifief for a specificdinstance of the Resource. The encoding of this identifier is Device anfd
implemgntation dependent as long as the uniqueness constraint is met, noting that an implementatiop

may use

a uuid as defined in 4.3. The Resource |dentity Property is as defined in Table 3.

Table 3 — Resource Identity Property definition

Property Property \alue Malue rule Unit Access Mandatory Description
title name type mode
Resource "id" "string" Implementation N/A R No Unique identifier of the
Identity or uuid Dependent Resource (over all

Resources in the
Device)

20
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7.4 Resource Type

7.4.1 Introduction

Resource Type is a class or category of Resources and a Resource is an instance of one
Resource Types.

or more

The Resource Types of a Resource is declared using the Resource Type Common Property as

described in 7.3.2.3 or in a Link using the Resource Type Parameter.

Resource Type may either be pre-defined by OCF or in custom definitions by manufaetur
sers, or developers of Devices (vendor-defined Resource Types). Resource Types and-their d
etails may be communicated out of band (i.e. in documentation) or be defined explicitlylusing

language which may be downloaded and used by APIs or applications. OCF has adopted Ope
s the specification method for OCF’s RESTful interfaces and Resource definitions:

very Resource Type shall be identified with a Resource Type ID which shall be represented U
requirements and ABNF governing the Resource Type attribute in IETF REG 6690 (clause 2 f
nd clause 3.1 for requirements) with the caveat that segments are separated by a "." (peri
ntire string represents the Resource Type ID. When defining the ID@ach segment may repre
mantics that are appropriate to the Resource Type. For example;each segment could rep
amespace. Once the ID has been defined, the ID should be*used opaquely and impleme
hould not infer any information from the individual segments. The string "oic", when used as
gment in the definition of the Resource Type ID, is reserved for OCF-defined Resource Ty
QCF defined Resource Types are to be registered with theAANA Core Parameters registry as d
dlso in IETF RFC 6690.

~J

.4.2 Resource Type Property

br that Resource. The Resource Types that the Resource conforms to shall be declared usin
ommon Property for the Resource as\defined in Table 4. The Property Value for the "rt" (
roperty shall be the list of Resqurce Type IDs for the Resource Types used as templatf
t"=<list of Resource Type IDs>):

T = >

Table 4'— Resource Type Common Property definition

ers, end
efinition
a meta-
nAPI 2.0

sing the
br ABNF
bd). The
sent any
fesent a
ntations
the first
pes. All
bscribed

Resource when instantiated or created shall’lhave one or more Resource Types that are the J}emplate

the "rt"
Common
es (i.e.,

Resource Type
IDs

Property Property Value Value rule Unit Access | Mandatory Descriptiop
title name type mode
Resource "t "array" Array of strings, N/A R Yes The Property nafne rt
Type conveying is as described in

IETF RFC 6690

=2 1

es@urce Types may be explicitly discovered or implicitly shared between the user (i.e. Client
oSty(i.e. Server) of the Resource.

and the

7.4.3

Resource Type definition

Resource Type is specified as follows:

— Pre-defined URI (optional) — a pre-defined URI may be specified for a specific Resource Type in
an OCF specification. When a Resource Type has a pre-defined URI, all instances of that Resource
Type shall use only the pre-defined URI. An instance of a different Resource Type shall not use

the pre-defined URI.

— Resource Type Title (optional) — a human friendly name to designate the Resource Type.
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— Resource Type ID — the value of "rt" Property which identifies the Resource Type, (e.g., "oic.wk.p").

— Resource Interfaces — list of the OCF Interfaces that may be supported by the Resource Type.

— Properties — definition of all the Properties that apply to the Resource Type. The Resource Type
definition shall define whether a property is mandatory, conditional mandatory, or optional.

— Related Resource Types (optional) — the definition of other Resource Types that may be referenced
as part of the Resource Type, applicable to Collections.

- Mim
appl

Table 5

cation/cbor, application/json, application/xml).

associafed Properties.

Table 5 — Example foobar Resource Type

b Types (optional) — mime types supported by the Resource including serializations (e.g

and Table 6 provides an example description of an illustrative foobar Resource Type‘and it

Pre-defined Resource Resource OCF Description Related M/CR/O
URrli Type Title Type ID ("rt" Interfaces Functiona
value) Interaction
none "foobar" "oic.r.foobar" "oic.if.a" Example Actuation
"foobar"
Resource
Table 6 — Example foobar Properties
Propgrty Property Value Value rule Unit Access | Mandatory Description
title name type mode
Resopirce "rt" "array" N/A N/A R Yes Resource Type
Tyge
OQgF "if" "array" N/A N/A R Yes OCEF Interface
Interface
Foo vplue value "string" N/A N/A R Yes Foo value

For example, an instance of the foobar Resource Type.

{

"rt": [loic.r.foobar"]l
"if": [loic.if.a"],
"value"} "foo valuel

}

For example, \a'schema representation for the foobar Resource Type.

{

[

"Sschema": "http://json-schema.org/draft-04/schema",
"type": "object",
"properties": {
"rt": |
"type": "array",
"items" : {
"type" "string",
"maxLength": 64
by

"minItems" : 1,
"readOnly": true,
"description": "Resource Type of the Resource"

s
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"ifT: |
"type": "array",
"items": {
"type" : "string",
"enum" : ["oic.if.baseline", "oic.if.11l", "oic.if.b", "oic.if.1lb", "oic.if.rw",
"oic.if.r", "oic.if.a", "oic.if.s"]
b
"value": {"type": "string"}
}o
"required": ["rt", "if", "value"]

}

7.4.4 Multi-value "rt" Resource

Multi-value "rt" Resource means a Resource with multiple Resource Types where none of the |ncluded
Resource Types denote a well-known Resource Type (i.e. "oic.wk.<thing>"). Such a Respurce is
associated with multiple Resource Types and so has an "rt" Property Value of multiple Resoufce Type

IDs (e.g. "rt": ["oic.r.switch.binary", "oic.r.light.brightness"]). The order of thefResource Type IDs in the

1" Property Value is meaningless. For example, "rt": ["oic.r.switch.binary"("oic.r.light.brightngss"] and

't": ["oic.r.light.brightness", "oic.r.switch.binary"] have the same meaning.

Resource Types for multi-value "rt" Resources shall satisfy the following conditions:

- Property Name — Property Names for each Resource Type shall be unique (within the scope of the
multi-value "rt" Resource) with the exception of Common Properties, otherwise there| will be
conflicting Property semantics. If two Resource Typesvhave a Property with the same Property
"Name, a multi-value "rt" Resource shall not be composed of these Resource Types.

multi-value "rt" Resource satisfies all the requirements for each Resource Type and conforms to the
penAPI 2.0 definitions for each component Resource Type. Thus the mandatory Properties of a multi-
alue "rt" Resource shall be the union of all:the mandatory Properties of each Resource Type. For
gxample, mandatory Properties of a Resource with "rt": ["oic.r.switch.binary", "oic.r.light.brightness"]
dre "value" and "brightness", where the former is mandatory for "oic.r.switch.binary" and the |atter for

"pic.r.light.brightness".

< O

Tlhe multi-value "rt" Resource Interface set shall be the union of the sets of OCF Interfaces from the
component Resource Types. The Resource Representation in response to a CRUDN action onfan OCF
Interface shall be the unionfof'the schemas that are defined for that OCF Interface. The Defgqult OCF
Interface for a multi-value \'rt" Resource shall be the baseline OCF Interface ("oic.if.baseline") as that
i$ the only guaranteed-.common OCF Interface between the Resource Types.

Hor clarity if each-ReSource Type supports the same set of OCF Interfaces, then the resultapt multi-
vialue "rt" Resaqurce has that same set of OCF Interfaces with a Default OCF Interface of paseline
(loic.if.baselifie~).

[d))]

ee 7.9.3for the handling of query parameters as applied to a multi-value "rt" Resource.

7.5 Device Type

A Device Type is a class of Device. Each Device Type defined will include a list of minimum Resource
Types that a Device shall implement for that Device Type. A Device may expose additional standard
and vendor defined Resource Types beyond the minimum list. The Device Type is used in Resource
discovery as specified in 11.2.3.

Like a Resource Type, a Device Type can be used in the Resource Type Common Property or in a
Link using the Resource Type Parameter.

A Device Type may either be pre-defined by an ecosystem that builds on this document, or in custom

definitions by manufacturers, end users, or developers of Devices (vendor-defined Device Types).
Device Types and their definition details may be communicated out of band (like in documentation).
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Every Device Type shall be identified with a Resource Type ID using the same syntax constraints as
a Resource Type.

7.6 OCF Interface

7.6.1 Introduction

An OCF Interface provides first a view into the Resource and then defines the requests and responses
permissible on that view of the Resource. So this view provided by an OCF Interface defines the
context for requests and responses on a Resource. Therefore, the same request to a Resource whep
targeted to different OCF Interfaces may result in different responses.

An OCF|Interface may be defined by either this document (a Core OCF Interface), manufacturers, end
users or| developers of Devices (a vendor-defined OCF Interface).

The OCF Interface Property lists all the OCF Interfaces the Resource support. All\Resources sha
have at|least one OCF Interface. The Default OCF Interface shall be defined by-the Resource Typ
definitioh. The Default OCF Interface associated with all OCF-defined Resource-Types shall be th
support}d OCEF Interface listed first within the applicable enumeration in the definition of the Resourc

= O O

Type (s¢e Annex A for the OCF-defined Resource Types defined in this-document). The applicabl
enumeration is in the "parameters" enumeration referenced from the first "get" method in the first "path
in the QpenAPI 2.0 file ("post" method if no "get" exists) for the Resource Type. All Default OC
Interfaces specified in an OCF specification shall be mandatory.

D

In additijon to any defined OCF Interface in this document, all Resources shall support the baselin
OCEF Intgrface ("oic.if.baseline") as defined in 7.6.3.2.

See 7.9}4 for the use of queries to enable selection of a‘specific OCF Interface in a request.
An OCF| Interface may accept more than one mediatype. An OCF Interface may respond with mor

than ong¢ media type. The accepted media types_ may be different from the response media types. Th
media t}pes are specified with the appropriate ‘header parameters in the transfer protocol. (NOTE: Thi

mo

feature has to be used judiciously and is alfowed to optimize representations on the wire) Each OC
Interface shall have at least one media type.

7.6.2 OCF Interface Property

The OCF Interfaces supported by a Resource shall be declared using the OCF Interface Commo
Property (Table 7), e.g., "¢if%/["oic.if.ll", "oic.if.baseline"]". The Property Value of an OCF Interfac
Property shall be a lower_ ease string with segments separated by a "." (dot). The string "oic", whe
used as| the first segment in the OCF Interface Property Value, is reserved for OCF-defined OC
Interfaces. The OCFJdnterface Property Value may also be a reference to an authority similar to IAN
that may be used-ocfind the definition of an OCF Interface. A Resource Type shall support one or mor
of the OCF Interfaces defined in 7.6.3.

D22 1T o W 5

Table 7 — Resource Interface Property definition

Property Property Value Value rule Unit Access | Mandatory Description
title name type mode
OCF "if" "array" Array of strings, N/A R Yes Property to declare the
Interface conveying OCF OCF Interfaces
Interfaces supported by a
Resource.
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7.6.3 OCF Interface methods

7.6.3.1 Overview

OCF Interface methods shall not violate the defined OpenAPIl 2.0 definitions for the Resources as
defined in Annex A.

The defined OCF Interfaces are listed in Table 8:

Table 8 — Standard OCF Interfaces

OCF Name Applicable Operations Description
Interface

baseline "oic.if.baseline" RETRIEVE, NOTIFY, The baseline OCF Interface definesha'view into all
UPDATE Properties of a Resource includingi\the Common

Properties. This OCF Interfaceyis_used to operate dn the
full Representation of a Resouree.

links list "oic.if.I" RETRIEVE, The links list OCF Interfage provides a view into Lifks in
a Collection (Resource).
NOTIFY

Since Links representrelationships to other Resoufces,
the links list OCF nterfaces may be used to discover

Resources withyrespect to a context. The discoveryis

done by retrieving Links to these Resources. For
examplethe Core Resource "/oic/res" uses this OCF
Interface'to allow discovery of Resource hosted on|a
Device:

batch "oic.if.b" RETRIEVE, NOTIFY, The'batch OCF Interface is used to interact with a
UPDATE Collection of Resources at the same time. This als
removes the need for the Client to first discover theg
Resources it is manipulating — the Server forwards|the
requests and aggregates the responses

read-only | "oic.if.r" RETRIEVE NOTIFY The read-only OCF Interface exposes the Propertids of a
Resource that may be read. This OCF Interface dogs not
provide methods to update Properties, so can only jpe

used to read Property Values.

read- "oic.if.rw" RETRIEVE, NOTIFY, The read-write OCF Interface exposes only those
write UPDATE Properties that may be read from a Resource durinpg a

RETRIEVE operation and only those Properties thgqt may
be written to a Resource during and UPDATE operation.

actuator "oic.if.a" RETRIEVE, NOTIFY, The actuator OCF Interface is used to read or writg the
UPDATE Properties of an actuator Resource.

sensor "oic.if.s" RETRIEVE, NOTIFY The sensor OCF Interface is used to read the Propgrties
of a sensor Resource.

create "Qic.if.create" CREATE The create OCF Interface is used to create new
Resources in a Collection. Both the Resource and fhe
Link pointing to it are created in a single atomic
operation.

.6.3.2 Baseline OCF Interface

7.6.3.2.1 Overview

The Representation that is visible using the baseline OCF Interface includes all the Properties of the
Resource including the Common Properties. The baseline OCF Interface shall be defined for all
Resource Types. All Resources shall support the baseline OCF Interface.

1 The use of UPDATE with the baseline OCF Interface is not recommended, see clause 7.6.3.2.3.
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7.6.3.2.2 Use of RETRIEVE

The baseline OCF Interface is used when a Client wants to retrieve all Properties of a Resource; that
is the Server shall respond with a Resource representation that includes all of the implemented
Properties of the Resource. When the Server is unable to send back the whole Resource
representation, it shall reply with an error message. The Server shall not return a partial Resource
representation.

An example response to a RETRIEVE request using the baseline OCF Interface:

{

"rt": [
"if": [
"temper
"units"
"rangell

}

7.6.3.2.1

Support
Resourg
be supp
operatio

If a Re
Properti
operatiol
OpenAR
to the b4
OCF Int

7.6.3.3

7.6.3.3.1
The Lin

"/oic.res
filtering

7.6.3.3.1

The RE
operatio

'oic.r.temperature"],
'oic.if.a","oic.if.baseline"],
ture": 20,

"C",

[0,100]

8 Use of UPDATE

for the UPDATE operation using the baseline OCF Interface should not be provided by
e Type. Where a Resource Type needs to support the ability to, be-<lUPDATED this should onl
orted using one of the other OCF Interfaces defined in Table8 that supports the UPDAT
n.

<<

source Type is required to support UPDATE using.the baseline OCF Interface, then a
bs of a Resource with the exception of Common Properties may be modified using an UPDAT
n only if the Resource Type defines support for.UPDATE using baseline in the applicabl
| 2.0 schema for the Resource Type. If the OCE\Interfaces exposed by a Resource in additio
seline OCF Interface do not support the UPDATE operation, then UPDATE using the baselin
erface shall not be supported.

D S5 W Trl

Links list OCF Interface

Overview

=

s list OCF Interface is used to provide a view into a Collection, Atomic Measurement, @
" Resource. This view shall be an array of all Links for those Resources subject to any applie
being applied. The Links list OCF Interface name is "oic.if.Il".

[oN

? Use with RETRIEVE

TRIEVE operation is supported with the Links list OCF Interface. A successful RETRIEV

an empt

represerFtation as an array of Links. If there are no Links present in a Resource representation, the

n shall return a status code indicating success (i.e. "Content") with a payload with the Resourcg
N

array list shall be returned in response to a RETRIEVE operation request.

An example of a RETRIEVE operation request using the Links list OCF Interface for a Collection is as
illustrated:

RETRIEVE /scenes/scenel?if=oic.if.1l

26
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The RETRIEVE operation response will be the array of Links to all Resources in the Collection as

illustrated:

Response: Content

Payload:
[
{
"href": "/the/light/1",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::bld4]:55555"}]

"href": "/the/light/2",

"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]
b
{

"href": "/my/fan/1",

"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]

"href": "/his/fan/2",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps":[{"ep": "coaps://[2001:db8:a::01d4]:55555"¢}]

7.6.3.3.3 Use with NOTIFY

Tlhe NOTIFY operation is supported with-the Links list OCF Interface. A successful NOTIFY o
hall return a status code indicating success (i.e. "Content") with a payload with the R
representation as an array of Links (If there are no Links present in a Resource representati

peration
esource
pn, then

n empty array list shall be retutned in response to a NOTIFY operation request. Future evgnts that

hange the Resource represgntation (e.g. UPDATE operation) shall return a status code in
uccess (i.e. "Content") withsaipayload with the newly updated Resource representation as an
Links.

>

n example of a NOTIFY operation request using the Links list OCF Interface for a Collecti
llustrated:

NOTIFY /scengb/scenel?if=oic.if.1l1

Tlhe NQIIFY operation response will be the array of Links to all Resources in the Colle
llustrated:

dicating
array of

on is as

ction as

sponse: Content

Payload:
[
{
"href": "/the/light/1",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]

"href": "/the/light/2",

"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]
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"href": "/my/fan/1",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::0b1d4]:55555"}]

"href": "/his/fan/2",

"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a", "oic.if.baseline"],

"ep TLiL P ~ TOodpsS -« [IZAVAVE RSO 0o I-r> R O N O L= 3 MIO N0 R0 2O 0 Rany 2y |

Later when the "/his/fan/2" Link is removed (e.g., UPDATE operation with the Link remove OC
Interface) the response to the NOTIFY operation request is as illustrated:

Respons¢: Content

Payload
[
{
"href": "/the/light/1",
"rtl: ["oic.r.switch.binary"],
"ify: ["oic.if.a", "oic.if.baseline"],
"epg": [{"ep": "coaps://[2001:db8:a::01d4]:55555"}]
b
{
"hréf": "/the/light/2",
"rtl: ["oic.r.switch.binary"],
"ifl: ["odic.if.a", "oic.if.baseline"],
"ep$": [{"ep": "coaps://[2001:db8:a::b1d4]:55556"7}]
b
{
"hre¢f": "/my/fan/1",
"rtl: ["oic.r.switch.binary"],
"ifl: ["oic.if.a", "oic.if.baseline"],
"ep$": [{"ep": "coaps://[2001:db8:a:¢bld4]:55555"}]

}
]

If the result of removing a Link results'in no Links being present, then an empty array list shall be ser
in a notification. An example of a‘response with no Links being present is as illustrated:

—

Respons¢: Content
Payload
[
]

7.6.3.3.4 Use-with CREATE, UPDATE, and DELETE

The CREATE, UPDATE and DELETE operations are not allowed by the Links list OCF Interfacq.

Att t 4+ £ CREATE LIDNWATE nElL T 4+ H +l | - Lot OO 14 £ [ I
emp W PCTIUTTIT UINLLATL, U UATL Ul LLL TL UPCITdlJUllo UDIIIB UTC LITTNO TIol U U1 mmerravc olta

return an appropriate error status code, for example "Method Not Allowed".

7.6.3.4 Batch OCF Interface

7.6.3.4.1 Overview

The batch OCF Interface is used to interact with a Collection of Resources using a single/same
Request. The batch OCF Interface can be used to RETRIEVE or UPDATE the Properties of the linked
Resources with a single request.
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7.6.3.4.2 General requirements for realizations of the batch OCF Interface

All realiation of the batch OCF Interface adhere to the following:

— The batch OCF Interface name is "oic.if.b"

— A Collection Resource has linked Resources that are represented as URIs. In the "href" Property

of the batch payload the URI shall be fully qualified for remote Resources and a relative reference
for local Resources.

- The original request is modified to create new requests targeting each of the linked Resdurces in
the Collection by substituting the URI in the original request with the URI of the linked| R¢source.
The payload in the original request is replicated in the payload of the new requests.

- The requests shall be forwarded assuming use of the Default OCF Interface of the linked Rgsources.

- Requests shall only be forwarded to linked Resources that are identified by.relation types Jitem" or
"hosts" ("hosts" is the default relation type value should the "rel" Link-Parameter not be gresent).
Requests shall not be forwarded to linked Resources that do not{eontain the "item" of "hosts"
relation type values.

-{ Properties of the Collection Resource itself may be included\in payloads using "oic.if.p" OCF
Interface by exposing a single Link with the link relation "self*.along with "item" within the Cqllection,
and ensuring that Link resolution cannot become an infinite loop due to recursive referenges. For
example, if the Default OCF Interface of the Collection’is\oic.if.b", then the Server might regursively
include its batch representation within its batch representation, in an endless loop. See 1.6.3.4.5
for an example of use of a Link containing "rel": ["self","item"] to include Properties of the Cpllection
Resource, along with linked Resources, in "oic/f:b" payloads.

- If the Default OCF Interface of a CollectiontResource is exposed using the Link relation "sglf", and
the Default OCF Interface contains Properties that expose any Links, those Properties shgll not be
included in a batch representation which includes the "self" Link.

- Any request forwarded to a linked'Resource that is a Collection (including a "self" Link reference)
shall have the Default OCF Interface of the linked Collection Resource applied.

- All the responses from_the'linked Resources shall be aggregated into a single Responsge to the
Client. The Server may’ timeout the response to a time window, the Server may chopse any
appropriate window_based on conditions.

- If a linked Resource cannot process the request, an empty response, i.e. a JSON objecf with no
content ("{})\as the representation for the "rep" Property, or error response should the linked
Resource{Fype provide an error schema or diagnostic payload, shall be returned by thee linked
Resource~These empty or error responses for all linked Resources that exhibit an error|shall be
included in the aggregated response to the original Client request. See the example in 7.4.3.4.5.

— Af any of the I|nked Resources returns an error response the aggregated response sent to the
lccessful

responses the aggregated response shall include the success response code

— The aggregated response shall be an array of objects representing the responses from each linked
Resource. Each object in the response shall include at least two items: (1) the URI of the linked
Resource (fully qualified for remote Resources, or a relative reference for local Resources) as
"href": <URI> and (2) the individual response object or array of objects if the linked Resource is
itself a Collection using "rep" as the key, e.g. "rep": { <representation of individual response> }.

— The Client may choose to restrict the linked Resources to which the request is forwarded by
including additional query parameters in the request. The Server should process any additional
query parameters in a request that includes "oic.if.b" as selectors for linked Resources that are to
be processed by the request.
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7.6.3.4.3 Observability of the batch OCF Interface

When a Collection supports the ability to be observed using the batch OCF Interface the following
apply:

NOTE Behavior may be different for Links that do network requests vs. local-Resources.

If the Collection Resource is marked as Observable, linked Resources referenced in the Collection
may be Observed using the batch OCF Interface. If the Collection Resource is not marked as
Observable then the Collection cannot be Observed and Observe requests to the Collection shall
be handled as defined for the case where request validation fails in clause 11.3.2.4. The Observe
mechanism shall work as defined in 11.3.2 with the Observe request forwarded to each of the linked
Resiurces. All responses to the request shall be aggregated into a single response to the Client
using the same representations and status codes as for RETRIEVE operations using the batch
OCF| Interface.

()

Shoyld any one of the Observable linked Resources fail to honour the ObserveCrequest th
resppnse to the batch Observe request shall also indicate that the entire request was not honoure
using the mechanism described in 11.3.2.4.

Q.

If anly of the Observable Resources in a request to a Collection using the batch OCF Interfac
replies with an error or Observe Cancel, the Observations of all other linked Resources shall b
candelled and the error or Observe Cancel status shall be returned to the/Observing Client.

[N

All nptifications to the Client that initiated an Observe requestiusing the batch OCF Interface sha
use the batch representation for the Collection. This is the_aggregation of any individual Observge
notiffcations received by the Device hosting the Collection from the individual Observe request
that were forwarded to the linked Resources.

2

Linkg¢d Resources which are not marked Observable in the Links of a Collection shall not trigge
Notifications, but may be included in the response to, and subsequent Notifications resulting fron,
an Qbserve request to the batch OCF Interface of a Collection.

—

o8

Each notification shall contain the most-current values for all of the Linked Resources that woul
be included if the original Observe reguest were processed again. The Server hosting the Collectio
may [choose to RETRIEVE all of the linked Resources each time, or may choose to employ cachin
to aVoid retrieving linked Resources on each Notification.

Q5

If a Linked Resource is Observable and has responded with a successful Observe response, th
mos{ recently reported value of that Resource is considered to be the most current value and maly
be rgported in all subséquent Notifications.

D

in the Collection should be Observed by using the "oic.if.1I" OCF Interface. A notification shal
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Interface shall contain all of the Links in the "oic.if.ll" OCF Interface representation.

Othgr“Properties of the Collection Resource, if present, may be Observed by using the OC
Interfaces defined in the definition for the Resource Type, including using the "oic.if.baselne" OC
Interface.

7.6.3.4.4 UPDATE using the batch OCF Interface

When a Collection supports the ability for the linked Resources to be the subject of the UPDATE
operation using the batch OCF Interface the following apply:

30

A Client shall perform UPDATE operations using the batch OCF Interface by creating a payload
that is similar to a RETRIEVE response payload from a batch OCF Interface request. The Server
shall send a separate UPDATE request to each of the linked Resources according to each "href"

Property and the corresponding value of the "rep" Property.
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Items shall always contain a link-specific "href".

An UPDATE received by a Server with an empty "href" shall be rejected with a response indicating

an appropriate error (e.g. bad request).

Each linked Resource shall follow the requirements for an UPDATE request may not be supported
by the linked Resource. In such cases, writable Properties in the UPDATE operation as defined in

clause 8.4.

The UPDATE response shall contain the updated values using the same payload schema as

RETRIEVE operations if provided by the linked Resource, along with the appropriate stat
The aggregated response payload shall reflect the known state of the updated Properties

Is code.
hfter the

batch update was completed. If no payload is provided by the updated Resource,cthen an empty

response (i.e. "rep": {}) shall be provided for that Resource.

A Collection shall not support the use of the UPDATE operation to add, modify; or remove

an existing Collection using the "oic.if.baseline", "oic.if.rw" or "oic.if.a" OCE)Interfaces.

Links in

A Collection shall not support the use of the UPDATE operation using the batch OCF Interface
when the Collection contains Links that resolve to Resources that‘afe not hosted on thg Device

that also hosts the Collection. If such a Collection receives an-UPDATE operation, the o
shall be rejected with a response indicating an appropriate error (e.g. method not allowe
ability to UPDATE linked remote Resources is desired, the wse of the optional scene feat
clause 11.6 in [1]) to effect the UPDATE could be utilizied:

peration
i). If the
lire (see

7.6.3.4.5 Examples: Batch OCF Interface
Note that the examples provided in Table 9 are.ilustrative and do not include all mandatory|schema
dlements in all cases. It is assumed that the Default OCF Interface for the Resour¢e Type
"k.org.example.rt.room" is specified in its Resource Type definition file as "oic.if.rw", which gxposes
the Properties "x.org.example.colour" and_"x.org.example.size".
Table 9= Batch OCF Interface example
Resources /a/room/1
{

"rt": "x.0nho.example.rt.room"],

"if": [foic.if.rw","oic.if.baseline","oic.if.b","oic.if.11"],

"x.orgneXample.colour": "blue",

"x.orgLexample.dimension"”: "15bx15wx10h",

"linkKs": [

{"href": "/a/room/1", "rel": ["self", "item"], "rt":
j"<Z.org.example.rt.room"], "if":
{"oic.if.rw","oic.if.baseline","oic.if.b","oic.if.11"],"p": {"bm": 2} },

{"href": "/the/light/1", "rel": ["item"], "rt": ["oic.r.switch.bingry"],
"if": ["oic.if.a","oic.if.baseline"], "ins": "11111", "p": {"bm": 2} },

{"href": "/the/light/2", "rel": ["item"], "rt": ["oic.r.switch.bingry"],
"if": ["oic.if.a" ,"oic.if.baseline"], "ins": "22222", "p": {"bm": 2} },

{"href": "/my/fan/1", "rel": ["item"], "rt": ["oic.r.switch.binarv"],

"if": ["oic.if.a", "oic.if.baseline"], "ins": "33333", "p": {"bm": 2} 1},

{"href": "/his/fan/2", "rel": ["item"], "rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"], "ins": "44444", "p": {"bm": 2} 1},

{"href": "/the/switches/1", "rel": ["item"], "rt": ["oic.wk.col"],
"if":["oic.if.11", "oic.if.b", "oic.if.baseline"], "ins": "55555", "p": {"bm":
2} }

]
}
/the/light/1
{
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
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"value": false
}
/the/light/2
{
"rt": ["oic.r.switch.binary"],
"if": ["odic.if.a", "oic.if.baseline"],
"value": true
}
/my/fan/1
{
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"value": true
}
/his/fan/2
{
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"value": false
}
/the/switches/1
{
"rt": ["oic.wk.col"],
"if":["oic.if.11", "oic.if.b", "oic.if.baselin€&’],
"links": [
{
"href": "/switch-1a",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a","oic.if.baseline"
"p": {"bm": 2}
}
{
"href": "/switch-1b",
"rt": ["oic.r.switch.binar§%1,
"if": ["oic.if.a","oic.if .baseline"],
"p": {"bm": 2 }
}
]
}

32
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Use of batch, | Request: GET /a/room/1?if=oic.if.b
successful

response Becomes the following individual request messages issued by the Device in the Client role

Collection Resource, in this example oic.if.rw)
Resource)
Resource)

Resource)

GET /a/room/1 (NOTE: uses the Default OCF Interface as specified for the
GET /the/light/1 (NOTE: Uses the Default OCF Interface as specified for this
GET /the/light/2 (NOTE: Uses the Default OCF Interface as specified for this

GET /my/fan/1 (NOTE: Uses the Default OCF Interface as specified for this

Resource)

that is within the Collection)

Response:
[
{
"href": "/a/room/1",
"rep": {"x.org.example.colour": "blue","x.org.example.dimension":

"15bx15wx10h"}
b
{
"href": "/the/light/1",
"rep": {"value": false}

"href": "/the/light/2",

"rep": {"value": true}
o
{
"href": "/my/fan/1",
"rep": {"value": true}
o
{
"href": "/his/fan/2",
"rep": {"value": false}
o
{
"href": "/the/(Switches/1",
"rep": [
{
"href™» "/switch-1a",
"rt"¢s" ["oic.r.switch.binary"],
"if": ["oic.if.a","oic.if.baseline"],
"p" : { Hbmll : 2 } ,
"epS": [

{"ep": "coaps://[2001:db8:a::b1d4]:55555"}
]

GET nis/ran (NOTE: Uses tThe Derault OCE Interrace as speclrled Iror d

GET /the/switches/1 (NOTE: Uses the Default OCF Interface for the Qoilled

his

tion

"href": "/switch-1b",

"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a","oic.if.baseline"],
"p" . {"hm" . 7 1

"epS" : [

{"ep": "coaps://[2001:db8:a::b1d4]:55555"}
]
} ]

© ISO/IEC 2021 - All rights reserved
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Use of batch,
error
response

Should any of the RETRIEVE requests in the previous example fail then the response includes an empty
payload for that Resource instance and an error code is sent. The following example assumes errors from
"/my/fan/1" and "/the/switches/1"

Error Response:

[
{
"href": "/a/room/1",
"rep": {"x.org.example.colour": "blue","x.org.example.dimension":
"15bx15wx10h"}

by
{

"href": "/the/light/1",
"rep": {"value": false}
bo
{
"href": "/the/light/2",
"rep": {"value": true}
by
{
"href": "/my/fan/1",
"rep": {}
s
{
"href": "/his/fan/2",
"rep": {"value": false}
by
{
"href": "/the/switches/1",
"rep": {}

34
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Use of batch

(UPDATE has
POST
semantics)

UPDATE /a/room/l1?if=oic.if.b
[
{

llhref": "ll,
llrep": {
"value":

}

false

n

o PR [T < 1] } A
omcee e et - varge fr e o

Collection and becomes:

UPDATE
UPDATE
UPDATE
UPDATE
UPDATE
UPDATE

/a/room/1 {

"value":

= — & o P ool I
CTequUeST IS TPy, the requeST IS Torwaraetto—alr nNeSourceT

false }

/the/light/1 {
/the/light/2 {

"value":
"value":

false }
false }

/my/fan/1 {
/his/fan/2 {

"value":
"value":

false }
false }

/the/switches/1 {

"value":

false }

in the

Response:

[

"href":
llrep" :

"/the/light/1",
{"value": false}

"href":
" rep" :

"/the/light/2",
{"value": false}

"href":
" rep" :

"/my/fan/1",
{"value": false}

"href":
" rep" :

"/his/fan/2",
{"value":C false}

"href":
n rep" :

{

}

" /the/switches/1",

Since /a/room/1 does not have a "value" Property exposed by its Default OCF Interface, the UPD
request will be silently ignored and it will not be included in the UPDATE response

Since the UPDATE request with the links list OCF Interface is not allowed, an empty payload for
"/the/switches/1" is included in the UPDATE response and an error code is sent.

NTE
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Use of batch
(UPDATE has

UPDATE /a/room/l1?if=oic.if.b

[
{

POST "href": "/the/light/1",
semantics) " w.
rep": {
"value": false
}
by
{
"href": "/the/light/2",
"rep": {
"value: true
}
by
{
"href": "/a/room/1",
"rep": {
"x.org.example.colour": "red"
}
}
]
This turns /the/light/1 off, turns /the/light/2 on, and sets the colour of /a/room/1 to "red".
The response will be same as response for GET /a/room/1?if=oic4f,b*with the updated Property values as
shown.
[
{
"href": "/a/room/1",
"rep":{"x.org.example.colour": "red",
"x.org.example.dimension": "15bxlSwx10h"}
by
{
"href": "/the/light/1",
"rep": {"value": false}
by
{
"href": "/the/light/2™,
"rep": {"value": trueY}
}
]
Example use of additienal query parameters to select items by matching Link Parameters.
Turn on light-1)based on the "ins" Link Parameters value of "11111"
UPDATEN/a/room/1?if=oic.if.b&ins=11111
[
{
"href": "",
"rep": {
"value": false
}
}
]
Similar to the earlier example, "href": "" applies the UPDATE request to all of the Resources in the
Collection. Since the additional query parameter ins=11111 selects only links that have a matching "ins"
value, only one link is selected. The payload is applied to the target Resource of that link, /the/light/1.
36 © ISO/IEC 2021 - All rights reserved
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Retrieving the item using the same query parameter:
RETRIEVE /a/room/1?if=oic.if.b&ins=11111

Response payload:

[
{
"href": "/the/light/1",
"rep": {
"value": false
}

7.6.3.5 Actuator OCF Interface

—

he actuator OCF Interface is the OCF Interface for viewing Resources- that may be actu
hanges some value within or the state of the entity abstracted by the Resource:

(@]

- The actuator OCF Interface name shall be "oic.if.a"

- The actuator OCF Interface shall expose in the Resource Representation all mandatory P
as defined by the applicable OpenAPIl 2.0 schema; the attuator OCF Interface may also e
the Resource Representation optional Properties as defined by the applicable OpenAPI 2.0
that are implemented by the target Device.

Hor example, a "Heater" Resource (for illustration only):
/le/act/heater
{
"rt": ["x.com.acme.gas"],
"if": ["oic.if.baseline", "oic.if(n", "oic.if.a", "oic.if.s"],
"x.com.acme.settemp": 10,
"x.com.acme.currenttemp" : 7

Tlhe actuator OCF Interface«with respect to "Heater" Resource (for illustration only):

Q

) Retrieving values of ‘an actuator.

Request: RETRIEVE,7ad/act/heater?if="oic.if.a"

o

lesponse: Content
ayload:

lav}]

"x.comwacme.settemp": 10,
"x,&om. acme.currenttemp" : 7

}

hted i.e.

operties
Xpose in
schema

b) Correct use of actuator OCF Interface.

Request: UPDATE /a/act/heater?if="oic.if.a"
{

"x.com.acme.settemp": 20

}

Response: Changed
Payload:

{

"x.com.acme.settemp": 20

}

© ISO/IEC 2021 - All rights reserved
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c) Inco

Request
{

"if":
}
Respons
Payload
{
}

— A RETRIEVE request using this OCF Interface shall return the Representation for this Resourc

subj

— An UPDATE request using this OCF Interface shall provide a payload or body that contains th
Properties that will be updated on the target Resource.

7.6.3.6

The sensor OCF Interface is the OCF Interface for retrieving measured, sensed or capability specifi
informaffjon from a Resource that senses:

— The

— The
asd

the Resource Representation optional Properties as defined by the applicable OpenAPI 2.0 schem

that

— A RETRIEVE request using this OCF Interfacegshall return this representation for the Resourc
subject to any query and filter parameters that'may also exist.

NOTE: The example here is with respect to retrieving values of a sensor.
Request} RETRIEVE /a/act/heater?if="gic.if.s"
Respons¢: Content
Payload
{
"x.com.acme.currenttemp'l: )7

}

Incorrect use of the sensor.

rrect use of actuator OCF Interface.

: UPDATE /a/act/heater?if="oic.if.a"
["oic.if.s"] < this is visible through baseline OCF Interface

e:Bad Request

D

ct to any query and filter parameters that may also exist.

[4%

Sensor OCF Interface

O

sensor OCF Interface name shall be "oic.if.s".

sensor OCF Interface shall expose in the Resource Representation all mandatory Propertie
bfined by the applicable OpenAPIl 2.0 schema; the sensor OCF Interface may also expose i

A Ry /]

are implemented by the target Device.

[4%

Request} UPDATEN\/a/act/heater?if="oic.if.s" €& UPDATE is not allowed
{
"x.coh.aéme.settemp”": 20 <& this is possible through actuator OCF Interface
}
ResponseTBad Reguest
Payload:
{
}
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Another incorrect use of the sensor.

Request: UPDATE /a/act/heater?if="oic.if.s" €& UPDATE is not allowed
{
"x.com.acme.currenttemp": 15 < this is not possible to be updated
}
Response: Bad Request
Payload:
{
}

~l

.6.3.7 Read-only OCF Interface

"x.com.acme.settemp": 10,
"x.com.acme.currenttemp" : 7

7.6.3.8 Read-write OCF Interface

Tlhe read-write OCF Interface is a genericcOCF Interface to support reading and setting Prop
d Resource. The applicable methods that'can be applied to a Resource are only RETRIEVE, |
and UPDATE. For the RETRIEVE andNOTIFY operations, the behaviour is the same as for the
QCF Interface defined in 7.6.3.7.\For the UPDATE operation, read-only Properties (i.e. Pn
tagged with "readOnly=true" in_the OpenAPI 2.0 definition) shall not be in the UPDATE pay
ttempt by a Client to apply a‘'method other than RETRIEVE, NOTIFY, or UPDATE to a Resou
be rejected with an error response code.

Hor example, a "Grinder" Resource (for illustration only):
/la/mygrinder
{
"rt": ["oigtr.grinder"],
"if": [Modc.if.rw", "oic.if.baseline"],
"coarseness": 10,

"remaining": 50

plicable
a Client
an error

Tlhe read-only OCF Interface exposes only the Properties that may be read. This includes Properties
that may be read-only, read-write but not Properties that are write-only or set-only. The af
dperations that can be applied to a Resource are only RETRIEVE and NOTIFY.,An attempt by

tp apply a method other than RETRIEVE or NOTIFY to a Resource shall be\rejected with
response code.

Tlhe read-only OCF Interface with respect to "Heater" Resource (for illustration only):

Request: RETRIEVE /a/act/heater?if="oic.if.r"

Response: Content

Payload:

{

erties in
NOTIFY,
"oic.if.r"
operties
oad. An
ce shall

The read-write OCF Interface with respect to “Grinder" Resource (for illustration only):

a) Retrieving the value with read-write OCF Interface
Request: RETRIEVE /a/mygrinder?if="oic.if.rw"

Response: Content

Payload:

{
"coarseness": 10,
"remaining": 50

}

© ISO/IEC 2021 - All rights reserved
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b) Updating the value with read-write OCF Interface

Request: UPDATE /a/mygrinder?if="oic.if.rw"
{

"coarseness": 20

}

Response: Changed
Payload:
{

"coarseness": 20

}

7.6.3.9 | Create OCF Interface

7.6.3.9.1 Overview

The crepte OCF Interface is used to create Resource instances in a Collection. ‘An instance of
Resourde and the Link pointing to the Resource are created together, atomically;,aecording to a Clien
supplied representation. The create OCF Interface name is "oic.if.create". A _Collection which expose
the "oicfif.create" OCF Interface shall expose the "rts" Property (see clause\7.8.2.8) with all Resourc
Types that can be hosted with the Collection. If a Client attempts to create’a Resource Type which i
not supported by the Collection, the Server shall return an appropriate-error status code, for exampl
"Bad Request". Successful CREATE operations shall return a success code, i.e. "Created". The ID
for all allowed Resource Types that may be created shall adhere to Introspection for dynami
Resourdes (see clause 11.4).

O OO O Do v DL

7.6.3.9. Data format for CREATE

The data format for the create OCF Interface is simjlar‘to the data format for the batch OCF Interfacg.
The cregte OCF Interface format consists of a setvof Link Parameters and a "rep" Parameter which
containg a representation for the created Resource.

—

The repfesentation supplied for the Link pdinting to the newly created Resource shall contain at leag
the "rt" and "if" Link Parameters.

The Link Parameter "p" should belincluded in representations supplied for all created Resources.
the "Disgoverable" bit is set, then'the supplied Link representation shall be exposed in "/oic/res" of th
Device ¢n which the Resource is’being created. The Link Parameters representation in the "/oic/res
Resourde does not have to-mirror the Link Parameters in the Collection of the created Resource (e.g
"ins" Pafameter).

=D -

Creating a discoverabte Resource is the only way to add a Link to "/oic/res".

=

If the "pl Parameter is not included, the Server shall create the Resource using the default settings ¢
not discpverable, and not observable.

The rep esentation Qupplind for a created Resource in-the value of the "rnp" Parameter shall contai

all mandatory Properties required by the Resource Type to be created excluding the Common
Properties "rt" and "if" as they are already included in the create payload.

Note that the "rt" and "if* Property Values are created from the supplied Link Parameters of the
Resource creation payload.

If the supplied representation does not contain all of the required Properties and Link Parameters, the
Server shall return an appropriate error status code, for example "Bad Request".
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An example of the create OCF Interface payload is as illustrated:

{

"rt": ["oic.r.temperature"],

"if": ["oic.if.a","oic.if.baseline"],
"pll: {"bm":3},

"repll : {

"temperature": 20
}
}

Tlhe representation returned when a Resource is successfully created shall contain the "href®,

dddition, the "rep" Link Parameter shall include all Resource Properties as well as the "rt”"and

nd Properties in the created Resource as required by the application-specific Resource Ty

nNQ

bpresentation of each created Link as illustrated in the Collection that the Link-of the created R
as created within:

= 3 C

"href": "/3755f3ac",
"rt": ["oic.r.temperature"],
"if": ["oic.if.a","oic.if.baseline"],

"ins": 39724818,
"pll: {"bmll:3},

"repll : {
"rt": ["oic.r.temperature"],
"if": ["oic.if.a","oic.if.baseline"],

"temperature": 20

}

Tlhe Link Parameters representation in the "/oic/res" Resource, if the created Resource is disco
may not mirror exactly all the Link Parameters added in the Collection; except it shall exp
inimum the mandatory Properties of‘the Link (i.e., "rt", "if", and "href") of the created Resou

7.6.3.9.3 Use with CREATE

he CREATE operation shall be sent to the URI of the Collection in which the Resource is to be
he query string "?ifsoic.if.create" shall be included in all CREATE operations.

=

Tlhe Server shall generate a URI for the created Resource and include the URI in the "href" P3
of the created_Link.

021(E)

"if*, and

'It" Link Parameters and all other Link Parameters that were included in the CREATEceperption. In

"if" Link

Harameters supplied in the CREATE operation. The Server may include additional Link Parfameters

pe. The

erver shall assign an "ins" value to each created Link and shall include the "ins" Parametgr in the

esource

verable,
bse at a
rce.

created.

rameter

When a Server successfully completes a CREATE operation using the "oic.if.create" OCF Interface
jddressing a Collection, the Server shall automatically modify the ACL Resource to provide initial
utherizations for accessing for the newly created Resource according to ISO/IEC 30118-2.
[ £ : CREAT FH H HT 4+ ol
LI UAGIII'JIU pUIIUIIIIIIIu d UIN\NLLAT L U'JCIGLIUII o do TMnmuositiratcu.
CREATE /scenes/scenel?if=oic.if.create
{
"rt": ["oic.r.temperature"],
"if": ["oic.if.a","oic.if.baseline"],
lvpll: {"bm":3},
"rep": {
"temperature": 20
}
}
Response: Created
Payload:
{
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"href": "/3755f3ac",
"ins": 39724818,

"

n

rt": ["oic.r.temperature"],
if": ["oic.if.a","oic.if.baseline"],
"pll: {"bmll:3}’
"repll : {
"rt": ["oic.r.temperature"],
"if": ["oic.if.a","oic.if.baseline"],

}
}

7.6.3.9.4 Use with UPDATE and DELETE

The UP

"temperature": 20

perform

error stgtus code, for example "Method Not Allowed", unless the UPDATE and CREATE operation
map to t
the UPDATE and CREATE operations map to the same transport binding method, this shall b
process

7.7

Resourde representation captures the state of a Resource at @ particular time. The Resourc

rep
rep

The Re
technolqgies (e.g., CoAP, UDP/IP or BLE).

7.8

7.8.

In many scenarios and contexts, the Résources may have either an implicit or explicit structur
betweer] them. This may be achieved.through the use of Collection (7.8.3) and Atomic Measuremer
(7.8.4) Resources.

7.8

7.8

Resourde relatiofiships are expressed as Links. A Link is a hyperlink, which defines a typed connectio
betweer] two_Resources. Hyperlinks, or web links, have the following components as defined i
IETF RAC 8288:

rese
rese

1

.2

2.1

Link

Link

Link

Link

Structure

DATE and DELETE operations are not allowed by the create OCF Interface. Attempts t
UPDATE or DELETE operations using the create OCF Interface shall return antappropriat

he same transport binding method (e.g., CoAP with the POST method). In thatsituation wher

O O » D O

bd as a CREATE operation according to clause 7.6.3.9.3.

Resource representation

[N

tation is exchanged in the request and response interactions with a Resource. A Resourc
tation may be used to retrieve or update the state of a Resource.

source representation shall not be manipulated, by the data connectivity protocols and

Introduction

D

—

Resource relationships (Links)

Introduction

=

context (URTreference) as defined in 7.8.2.2
relation type as defined in 7.8.2.3
target (URI reference) as defined in 7.8.2.4

target attributes as defined in 7.8.2.5

The Link context is the Resource with which the Link is associated. A Link is viewed as a statement of
the form "(Link context) has a (Link relation type) to a Resource at (Link target), which has (Link target
attributes)" as per IETF RFC 8288 clause 2.

42
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To paraphrase, the Link target is related to the Link context according to the Link relation type.
Additionally, the Link target attributes make semantic statements about the Link target, to identify the

content type, physical location, etc.

Links conform to the definitions in IETF RFC 8288, with an example JSON serialization with associated

Link Parameters as illustrated:

{

"anchor": "/some/ocf/resource", // Link context, optional

"rel": ["hosts"], // Link relation Type, optional
e OnMe /o ther /oC T/ TesouTrce s TImk—taroet,reguiTed

"p": {"bm": 3}, // Link target attributes, optional
"if": ["oic.if.baseline"], // Link target attributes, required
"rt": ["olic.r.sensor"] // Link target attributes, required

Additional items in the Link may be made mandatory based on the use of the Links in different
(g.g. in Collections, in discovery, in bridging etc.). The OpenAPI 2.0 file for the kink payload is
mn Annex A.

Another example of a Link is as illustrated:

{I"href"™: "/switch", "rt": ["oic.r.switch.binary"], "if": [('oic.if.a", "oic.if.baselif
"p": {llbm": 3}, "rel": "itemll}

7.8.2.2 Link context

—

he Link context is defined in the Link using the *anchor" Parameter. If the Link doesn't co

~l

.8.2.3 Link relation type

he Link relation type conveys the semantics of the Link. The Link relation type is defined in
sing the "rel" Parameter. If the Link_ doesn't contain a "rel" Parameter, the Link relation type
ssumed to have the default valug Jjhosts", which means that the Resource at the Link target is
y the Resource at the Link context. The set of Link relation types to be used to describe
blationships between Resources are as listed:

SO0 c

- "hosts"

indicates that the Resource is allowed to be included in the batch representations of
target{Fhis Link relation type is defined by IETF RFC 6690.

] "Self"

— The Link refers to the Link context, which allows a Link to describe the Resource at

anchor" Parameter, the Link context shall be the(Resource from which the Link was retrieved.

contexts
detailed

evv] ,

htain an

the Link
shall be
'hosted"”
various

— The Link target points to a Resource that is hosted at the Link context. This Link relation type

the Link

the Link

Resource that the Link is retrieved from. The Link target points to the Link context, and

cantext which is to say. that the | ink can describe the Collection or Atomic Measlrement

the Link

target attributes describe the Link context. This Link relation type is defined by IETF RFC 4287.

_ "item"

— The Link target points to a Resource that is a member of the Collection or Atomic Meas
at the Link context, which might not specifically be hosted by the Collection or

urement
Atomic

Measurement Resource, and is allowed to be contained in batch representations of the

Collection or Atomic Measurement. An example is using "rel": "item" to declare

that the

Properties of the Collection or Atomic Measurement Resource itself should be included in a
batch representation of the Collection or Atomic Measurement. This Link relation type is defined

by IETF RFC 6573.
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All of these Link relation types are registered in the IANA Registry for Link relations types defined in
IANA Link Relations. Other Link relation types may be included in Links, provided that they conform to
the requirements in IETF RFC 8288. Other Link relation types may be defined for features contained
in other specifications and may not be included in what is defined in this clause. The presence of Link
relation types not defined in this document does not affect the processing of Link relation types defined
in this document.

When there is more than one Link relation type value in a Link, all of the values apply to describe the
relationship between the Link context and the Link target. A Link with multiple Link relation type values
is equivalent to a set of Links having the same Link context and Link target, each having one of the
Link relgtion values.

7.8.2.4 | Link target

The Link target is a URI reference to a Resource using the "href" Parameter.
7.8.2.5 | Parameters for Link target attributes

7.8.2.5.1 Introduction

Link target attributes are specialisations of Link Parameters. Table 10 lists:all the Link target attribute
defined |n this document.

2

Table 10 — Link target attributés Vist

Parameter Parameter Mandatory Description
title name

D¢vice UUID "di" No Defined in clause 7.8.2.5.5
OCF Endpoint "eps" No Defined in clause 7.8.2.5.6
information
OCF Interface "if" Yes Defined in clause 7.6
Lipk instance "ins" No Defined in clause 7.8.2.5.2
Palicy "p" No Defined in clause 7.8.2.5.3
Ré¢source Type | "rt" Yes Defined in clause 7.4
Mgdia type "type" No Defined in clause 7.8.2.5.4
Pgsition "tag-pos-desc” No Defined in clause 11.5.2.1.2
dgscription
S¢mantic Tag
Re¢lative ‘tag-pos-pos" No Defined in clause 11.5.2.1.3
pdsition
Se¢mantic Tag
Fynction "tag-func-desc" No Defined in clause 11.5.2.2.2

dgscriptign
Semantic Tag

Note: Other Link target attributes may to defined for features in other specifications and may not be included in
this table.

7.8.2.5.2 "ins" or Link instance Parameter

The "ins" Parameter identifies a particular Link instance in a list of Links. The "ins" Parameter may be
used to modify or delete a specific Link in a list of Links. The value of the "ins" Parameter is set at
instantiation of the Link by the OCF Device (Server) that is hosting the list of Links — once it has been
set, the "ins" Parameter shall not be modified for as long as the Link is a member of that list.
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7.8.2.5.3 "p" or policy Parameter

The policy Parameter defines various rules for correctly accessing a Resource referenced by a target
URI. The policy rules are configured by a set of key-value pairs.

The policy Parameter "p" is defined by:
"om" key: The "bm" key corresponds to an integer value that is interpreted as an 8-bit bitmask.

Each bit in the bitmask corresponds to a specific policy rule. The rules are specified for "bm" in
Table 11:

Table 11 — "bm" Property definition

Bit Position Policy rule Comment

Bit 0 (the LSB) discoverable The discoverable rule defines whether the Link'is to be
included in the Resource discovery message via "/oic/res".

If the Link is to be included in the Resource discovery

message, then "p" shall include the "bm" key and set the
discoverable bit to value 1.

If the Link is NOT to be included in the Resource discovery
message, then "p" shall eithier include the "bm" key and set

the discoverable bit to alue 0 or omit the "bm" key entirely

Bit 1 (2" LSB) observable The Observable rufe defines whether the Resource
referenced by the€target URI supports the NOTIFY operation.
With the self-link,v.e. the Link with "rel" value of "self",
"/oic/res" can_have a Link with the target URI of "/oic/res" apd
indicate itself Observable. The "self" is defined by
IETF REC\4287 and registered in the IANA Registry for "rell"
valug-déefined at IANA Link Relations.

If. the"Resource supports the NOTIFY operation, then "p" sHall
include the "bm" key and set the Observable bit to value 1.

If the Resource does NOT support the NOTIFY operation,

then "p" shall either include the "bm" key and set the
Observable bit to value 0 or omit the "bm" key entirely.

Bits 2-7 -- Reserved for future use. All reserved bits in "bm" shall be get
to value 0.

b

OTE If all the bits in "bm'"are defined to value 0, then the "bm" key may be omitted entirely from [p" as an
fficiency measure. However, if any bit is set to value 1, then "bm" shall be included in "p" and all the pits shall
e defined appropriately:

o D

- In a payload sent in response to a request that includes an OCF-Accept-Content-FormattVersion
option the "eps" Parameter shall provide the information for an encrypted connection.

- Note thataccess to the Resource is controlled by the ACL for the Resource. A successful encrypted
connection does not ensure that the requested action will succeed. See ISO/IEC 30118-2 clause
12\for more information.

'I'l_' I 4l IH D 4 £ R flo ot H o Jotrd i aYN ol
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"p" . { "Hm" . l}

This shows a self-link, i.e. the "/oic/res" Link in itself that is discoverable and Observable.

"href": "/oic/res",

"rel": "self",

"rt": ["oic.wk.res"],

"if": ["oic.if.1l1l", "oic.if.baseline"],

"pll: {"bmll: 3}
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7.8.2.5.4 "type" or media type Parameter

The "type" Parameter may be used to specify the various media types that are supported by a specific
target Resource. The default type of "application/vnd.ocf+cbor” shall be used when the "type" element
is omitted. Once a Client discovers this information for each Resource, it may use one of the available
representations in the appropriate header field of the Request or Response.

7.8.2.5.5 "di" or Device UUID Parameter

Th lld'll () + H £ ImY H LLLLL
e | ardairicicl oy TUITITo T UTVILT UUT

the in the "href" Parameter.

()

+ b ot L F +lo F £ 0 Aafi P~
CVILT UTIAl TTUOLo UTT tdTytl TATOUUTULT UTTITTICU T

The Deyice UUID may be used to qualify a relative reference used in the "href" or to lookup OC
Endpoinjt information for the relative reference.

7.8.2.5.6 "eps" Parameter
The "ep$" Parameter indicates the OCF Endpoint information of the target Resguree.
A Device shall populate all exposed "eps" Link Parameters with an array-of.items representing OCF

Endpoinjt information as specified in 10.2. Each entry in that array shall inelude an "ep" Property, an
may include the optional "pri" and "lat" Properties.

[®X

This is gn example of "eps" with multiple OCF Endpoints.

"epsll :
{"ep"} "coap://[fe80::bld6]:1111", "pri": 2, "lat"; 240},
{"ep"} "coaps://[fe80::bld6]:1122", "lat": 240},

{"ep"} "coap+tcp://[2001:db8:a::123]:2222", "pri™: 3}
]

—

When "gps” is presentin a link, the OCF Endpaint information in "eps" can be used to access the targe
Resourde referred by the "href" Parameter.

Note that the type of OCF Endpoint =~/Secure or Unsecure — that a Resource exposes merely
determines the connection type(s) guaranteed to be available for sending requests to the Resourcqg.
For example, if a Resource only exposes a single CoAP "ep", it does not guarantee that the Resourc
cannot 3lso be accessed via a Secure OCF Endpoint (e.g. via a CoAPS "ep" from another Resource’
"eps infgrmation). Nor does exposing a given type of OCF Endpoint ensure that access to the Resourc
will be granted using the "ep¥information. Whether requests to the Resource are granted or denied b
the Accgss Control layeris'separate from the "eps" information, and is determined by the configuratio
of the /dcl2 Resource{see ISO/IEC 30118-2 clause 13.5.3 for details).

S< OO

When present, /max-age information (e.g. Max-Age option for CoAP defined in IETF RFC 7252
determines thezmaximum time "eps" values may be cached before they are considered stale.

~

7.8.2.6 | Eormatting

When formatting in JSON, the list of Links shall be an array.

7.8.2.7 List of Links in a Collection
A Resource that exposes one or more Properties that are defined to be an array of Links where each

Link can be discretely accessed is a Collection. The Property Name "links" is recommended for such
an array of Links.

46 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=6288d596a76de47b506b148f166f9cbd

This is an example of a Resource with a list of Links.

ISO/IEC 30118-1:2021(E)

/Rooml
{
"rt": ["oic.wk.col"],
"if": ["oic.if.1l1l", "oic.if.baseline" ],
"color": "blue",
"links":
[
{
"href": "/switch",
"rt": ["oic.r.switch.binary"],
"if": "oic.if.a", "oic.if.baseline" 1],
Hp": {Hbm": 3}
by
{
"href": "/brightness",
"rt": ["oic.r.light.brightness"],
"if": "oic.if.a", "oic.if.baseline" ],
"p": {"bm": 3}
}
]
}
7.8.2.8 Properties describing an array of Links

Q=

| i |

Table 12:=Resource Types Property definition

If a Resource Type that defines an array of Links (e/>/Collections, Atomic Measuremenpts) has
restrictions on the "rt" values that can be within the artay'of Links, the Resource Type will d¢fine the
'ts" Property. The "rts" Property as defined in Tablei12 will include all "rt" values allowed for pll Links
the array. If the Resource Type does not definecthe "rts" Property or the "rts" Property is gn empty
rray, then any "rt" value is permitted in the array.of Links.

or all instances of a Resource Type that defines the "rts" Property, the "rt" Link Parameter in every
ink in the array of Links shall be one of the "rt" values that is included in the "rts" Property.

Resource Type
IDs

Property Property Value Value rule Unit Access | Mandatory Descriptioh
title name type mode
Resource "rts" tarray" Array of strings, N/A R No An array of Resdurce
Types conveying Types that are

supported within|an
array of Links exposed
by a Resource.

rt".Vaues that are required to be in the array of Links. If "rts-m" is defined, and "rts" is defin
not-an empty array. then the "rt" values present in "rts-m" will be part of the values presen

I{ a Resource Type that defines an array of Links has "rt" values which are required to be in the array,
the Resource Type will define the "rts-m" Property, as defined in Table 13, which will containerll of the
t

d and is
in "rts".

Moreover, if the "rts-m" Property is defined, it shall be mandated (i.e. included in the "required" field
of a JSON definition) in the Resource definition and Introspection Device Data (see 11.4).

For all instances of a Resource Type that defines the "rts-m" Property, there shall be at least one Link
in the array of Links corresponding to each one of the "rt" values in the "rts-m" Property; for all such
Links the "rt" Link Parameter shall contain at least one of the "rt" values in the "rts-m" Property.
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Table 13 — Mandatory Resource Types Property definition

Property Property Value Value rule Unit Access | Mandatory Description
title name type mode
Mandatory | "rts-m" "array" Array of strings, N/A R No An array of Resource
Resource conveying Types that are
Types Resource Type mandatory to be
IDs exposed within an
array of Links exposed
by a Resource.
7.8.3 Collections
7.8.3.1 | Overview
A ResoUrce that contains one or more references (specified as Links) to other Resources is a Collectio

These regferences may be related to each other or just be a list; the Collection provides a means t
refer to fthis set of references with a single handle (i.e. the URI). A simple Resource is kept distind
from a Collection. Any Resource may be turned into a Collection by binding ‘Resource references a
Links. Clollections may be used for creating, defining or specifying hierarchies, indexes, groups, an
SO on.

—~ O 2

(onN/))

[

A Collegtion shall have at least one Resource Type and at least one, OCF Interface bound at all time
during ifs lifetime. During creation time of a Collection the Resgurce Type and OCF Interfaces ar
specified. The initial defined Resource Types and OCF Interfaces may be updated during its life timg.
These initial values may be overridden using mechanism used\for overriding in the case of a Resourcg.
Additional Resource Types and OCF Interfaces may be bound to the Collection at creation or late

[

—

during t

A Colled
Links m
may res
may res
shall (i

overridd
is the ne

A Reso
relations
Resourg
relations
referenc

In the following €xample a Property "links" represents the list of Links in a Collection. The "linkg"

e lifecycle of the Collection.

tion shall define a Property that is an array,with zero or more Links. The target URIs in th
by reference another Collection or another Resource. The referenced Collection or Resourc
de on the same Device as the Collection that includes that Link (called a local reference) g
de on another Device (called a remoéte reference). The context URI of the Links in the arra
plicitly) be the Collection that_contains that Property. The (implicit) context URI may b
n with explicit specification of the "anchor" Parameter in the Link where the value of "ancho
w base of the Link.

= O D

T <<

irce may be referenced~in more than one Collection, therefore, a unique parent-chil
hip is not guaranteed.- There is no pre-defined relationship between a Collection and th
e referenced in the Collection, i.e., the application may use Collections to represent
hip but none is”automatically implied or defined. The lifecycles of the Collection and th
ed Resource.are also independent of one another.

DU

Property has, asuits value, an array of items and each item is a Link.
/my/houge < This is URI of the Resource
{
"rt": ["my.r.house"], €& This and the next 3 lines are the Properties of the Resource.
"color": "blue",
"n": "myhouse",
"links": [
{ < This and the next 4 lines are the Parameters of a Link
"href": "/door",
"rt": ["oic.r.door"],
"if": ["oic.if.a", "oic.if.baseline"]
b
{
"href": "/door/lock.status",
"rt": ["oic.r.lock"],
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"if": ["oic.if.a", "oic.if.baseline"]
by
{

"href": "/light",

"rt": ["oic.r.light"],

"if": ["oic.if.s", "oic.if.baseline"]
¥
{

"href": "/binarySwitch",

oo SwIteh o Tmary S

"if": ["oic.if.a", "oic.if.baseline"]

A Collection may be:

- A pre-defined Collection where the Collection has been defined a prieri'and the Collection|is static
over its lifetime. Such Collections may be used to model, for~example, an appliancg that is
composed of other Devices or fixed set of Resources representing’fixed functions.

- A Device local Collection where the Collection is used only én the Device that hosts the Cqllection.
Such Collections may be used as a short-hand on a Cljent for referring to many Servers apg one.

- A centralized Collection where the Collection is hosted on a Device but other Devices may access
or update the Collection.

-{ A hosted Collection where the Collection is ¢entralized but is managed by an authorized pgent or
party.

7.8.3.2 Collection Properties
A Collection shall define a Property that is an array of Links (the Property Name "links" is
recommended). In addition, otherProperties may be defined for the Collection by the Resour¢e Type.
1

he mandatory and recommended Common Properties for a Collection are shown in Table [14. This
list of Common Propertiesis;in addition to those defined for Resources in 7.3.2.

Table 14 - Commbon Properties for Collections (in addition to Common Properties defined

in 7.3.2)
Property Description Property Name Value Type Mandatony
Links The array of Links in | Per Resource Type json Yes
the Collection definition
Array of Links
Resource Types The list of allowed As defined in As defined in No
Resaurce T‘/[‘F‘Q for Table 12 Table 12
Links in the
Collection
If this Property is not
defined or is null
string then any
Resource Type is
permitted
Mandatory The list of Resource As defined in As defined in No
Resource Types Types for Links that Table 13 Table 13
are mandatory in the
Collection

© ISO/IEC 2021 - All rights reserved 49


https://standardsiso.com/api/?name=6288d596a76de47b506b148f166f9cbd

ISO/IEC 30118-1:2021(E)

7.8.3.3

A defaul

Default Resource Type

t Resource Type, "oic.wk.col", is available for Collections. This Resource Type shall be used

only when another type has not been defined on the Collection or when no Resource Type has been
specified at the creation of the Collection.

The default Resource Type provides support for the Common Properties including an array of Links

with the Property Name "links".
7.8.3.4 —Defauit-O€CHinterface
All instances of a Collection shall support the links list ("oic.if.ll") OCF Interface in addition(tothp
baseling ("oic.if.baseline") OCF Interface. An instance of a Collection may optionally support additiongl
OCF Interfaces that are defined within this document. The Default OCF Interface for a Collection shall
be links [list ("oic.if.ll") unless otherwise specified by the Resource Type definition.
7.8.4 Atomic Measurement
7.8.4.1 | Overview
Certain use cases require that the Properties of multiple Resources are“only accessible as a group
and individual access to those Properties of each Resource by a Client is prohibited. The Atomic
Measurgment Resource Type is defined to meet this requirement=This is accomplished through the
use of the Batch OCF Interface.
7.8.4.2 | Atomic Measurement Properties
An Atonlic Measurement shall define a Property that is an array of Links (the Property Name "links" is
recommgnded). In addition, other Properties mayche defined for the Atomic Measurement by the
Resourde Type. The mandatory and recommended Common Properties for an Atomic Measurement
are shown in Table 15. This list of Common Properties is in addition to those defined for Resources ip
7.3.2.
Table|[15 — Common Properties for Atomic Measurement (in addition to Common Properties
defined in 7.3.2)
Property Description Property Name Value Type Mandatory
Links Theatray of Links in Per Resource Type json Yes
the“Atomic definition )
Measurement Array of Links
Resoyrce Types The list of allowed As defined in As defined in No
Resource Types for Table 12 Table 12
Links in the Atomic
Measurement.
If this Property is not
defined or is null
string then any
Resource Type is
permitted
Mandatory The list of Resource As defined in As defined in No
Resource Types Types for Links that Table 13 Table 13
are mandatory in the
Atomic
Measurement.
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7.8.4.3 Normative behaviour
The normative behaviour of an Atomic Measurement is as follows:

— The behaviour of the Batch OCF Interface ("oic.if.b") on the Atomic Measurement is defined as
follows:

— Only RETRIEVE and NOTIFY operations are supported, for Batch OCF Interface, on Atomic
Measurement; the behavior of the RETRIEVE and NOTIFY operations shall be the same as
specified in 7.6.3.4, with exceptions as provided for in 7.8.4.3.

— The UPDATE operation is not allowed, for Batch OCF Interface, on Atomic Measuremlnt; if an
UPDATE operation is received, it shall result in a method not allowed error code)

— An error response shall not include any representation of a linked Résource (i.4. empty
response for all linked Resources).

- Any linked Resource within an Atomic Measurement (i.e. the target Resource of a Link in ap Atomic
Measurement) is subject to the following conditions:

— Linked Resources within an Atomic Measurement and the Atemic Measurement itself shall exist
on a single Server.

— CRUDN operations shall not be allowed on linked Résources and shall result in a forbidden
error code.

— Linked Resources shall not expose the "oic.ifdl[*"OCF Interface. Since CRUDN operatjons are
not allowed on linked Resources, the "oic.ifdl’ OCF Interface would never be accessibl|e.

- Links to linked Resources in an Atomic Measurement shall only be accessible through the ['oic.if.II"
or the "oic.if.baseline" OCF Interfaces of'@n Atomic Measurement.

— The linked Resources shall not be’listed in "/oic/res".
- Alinked Resource in an Atomitc Measurement shall have defined one of "oic.if.a", "oic.if.s", Joic.if.r",
or "oic.if.rw" as its Default OCF Interface.

- Not all linked Resources in an Atomic Measurement are required to be Observable. If ap Atomic
Measurement is being-Observed using the "oic.if.b" OCF Interface, notification responses ghall not
be generated when_the linked Resources which are not marked Observable are updated off change
state.

- All linkedResources in an Atomic Measurement shall be included in every RETRIEVE and Pbserve
response’when using the "oic.if.b" OCF Interface.

- AntAtomic Measurement shall support the "oic.if.b" and the "oic.if.II" OCF Interfaces.

—__Filtering of linked Resources in_an Atomic Measurement is not allowed. Query parameiers that
select one or more individual linked Resources in a request to an Atomic Measurement shall result
in a "forbidden" error code.

— If the "rel" Link Parameter is included in a Link contained in an Atomic Measurement, it shall have
either the "hosts" or the "item" value.

— The Default OCF Interface of an Atomic Measurement is "oic.if.b".
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7.8.4.4 Security considerations

Access rights to an Atomic Measurement Resource Type is as specified in clause 12.2.7.2 (ACL
considerations for batch request to the Atomic Measurement Resource Type) of ISO/IEC 30118-2).

7.8.4.5 Default Resource Type

The Resource Type is defined as "oic.wk.atomicmeasurement" as defined in Table 16.

Table 16 — Atomic Measurement Resource Type

Pre Resource Resource Type OCF Interfaces Description Related M/CR/O
defing¢d Type Title ID ("rt" value) Functional
URI Interaction
none Atomic "oic.wk.atomicme "oic.if.II" A specialisation of RETRIEVE, | O
Measurement | asurement" . o the Collection pattern | NOTHY
oic.if.baseline to ensure atomic
"oic.if.b" RETRIEVAL of its

referred Resources

The Properties for Atomic Measurement are as defined in Table 17.

Table 17 — Properties for Atomic Measurement (in addition'\to Common Properties defined

in 7.3.2)
Property Description Property name Value Type Mandatory
Links The set of links that Per Resource Type json Yes
point to the linked definition .
Resources Array of Links

7.9 Query Parameters

7.9.1 Introduction

Properties and Parameters (including those that are part of a Link) may be used in the query part of
URI (se¢ 6.2.2) as one criterign for selection of a particular Resource. This is done by declaring th
Property (i.e. <Property Name> = <desired Property Value>) as one of the segments of the query. Onl
ASCII sfrings are permitted’in query filters, and NULL characters are disallowed in query filters. Thi
means that only Property Values with ASCII characters may be matched in a query filter.

O< 0D

The Regource is¢selected when all the declared Properties or Link Parameters in the query match th
correspgnding<Properties or Link Parameters in the target.

[

7.9.2 Use of multiple parameters within a query

When a query contains multiple separate query parameters these are delimited by an "&" as described
in 6.2.2.

A Client may apply multiple separate query parameters, for
example "?ins=11111&rt=oic.r.switch.binary". If such queries are supported by the Server this shall be
accomplished by matching "all of" the different query parameter types ("rt", "ins", "if", etc) against the
target of the query. In the example, this resolves to an instance of oic.r.switch.binary that also has an
"ins" populated as "11111". There is no significance applied to the order of the query parameters.
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A Client may select more than one Resource Type using repeated query parameters, for example
"?rt=oic.r.switch.binary&rt=oic.r.ramptime". If such queries are supported by the Server this shall be
accomplished by matching "any of" the repeated query parameters against the target of the query. In
the example, any instances of "oic.r.switch.binary" and/or "oic.r.ramptime" that may exist are selected.

A Client may combine both multiple repeated parameters and multiple separate parameters in a single
query, for example "?if=oic.if.b&ins=11111&rt=oic.r.switch.binary&rt=oic.r.ramptime". If such queries
are supported by the Server this shall be accomplished by matching "any of" the repeated query
parameters and then matching "all of" the different query parameter types. In the example any
instances of "oic.r.switch.binary" and/or "oic.r.ramptime" that also have an "ins" of "11111" that may
gxist are selected in a batch response.

NOTE The parameters within a query string are represented within the actual messaging protocollas defined in
ause 11.5.

o

7.9.3 Application to multi-value "rt" Resources

An "rt" query for a multi-value "rt" Resource with the Default OCF Interface of "oic.if.a", "loic.if.s",
"pic.if.r", "oic.if.rw" or "oic.if.baseline" is an extension of a generic "rt" guery. When a Server feceives
d RETRIEVE request for a multi-value "rt" Resource with\"an "rt" query, (i.¢. GET
/ResExample?rt=oic.r.foo), the Server should respond only when the-query value is an item of the "rt"
Rroperty Value of the target Resource and should send back onlysthe Properties associated |with the
query value(s). For example, upon receiving GET /ResExample?rt=oic.r.switch.binary targeting a
Resource with "rt": ["oic.r.switch.binary", "oic.r.light.brightness"], the Server responds with jpnly the

Hroperties of oic.r.switch.binary.

7.9.4 OCF Interface specific considerations for.queries

7.9.4.1 OCF Interface selection

Vhen an OCF Interface is to be selected for a request, it shall be specified as a query parameter in
ne URI of the Resource in the requestimessage. If no query parameter is specified, then thg Default
CF Interface shall be used. If the, selected OCF Interface is not one of the permitted OCF Interfaces
n the Resource then selecting that OCF Interface is an error and the Server shall respond| with an
drror response code.

O Ot <

Hor example, the baseling OCF Interface may be selected by adding "if=oic.if.baseline" to the list of
query parameters in the'\URI of the target Resource. For example: "GET /oic/res?if=oic.if.basg¢line".

~J

.9.4.2 Batch OCF Interface

ee 7.6.3.4 fordetails on the batch OCF Interface itself. Query parameters may be used with the batch
CF Interface in order to select particular Resources in a Collection for retrieval or update; these
arameters’are used to select items in the Collection by matching Link Parameter Values.

T O

Vhen'Link selection query parameters are used with RETRIEVE operations applied using t

o=
(
Q
D
)
D
D
b

When Link selection query parameters are used with UPDATE operations applied using the batch OCF
Interface, only the Resources having matching Link Parameters should be updated.

See 7.6.3.4.5 for examples of RETRIEVE and UPDATE operations that use Link selection query
parameters.
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8 CRUDN

8.1 Overview

CREATE, RETRIEVE, UPDATE, DELETE, and NOTIFY (CRUDN) are operations defined for
manipulating Resources. These operations are performed by a Client on the Resources contained in
a Server. All required Properties shall be present in the payloads for which they are defined for the

operations for which those payloads apply (see clause 7.1 regarding OpenAPIl 2.0 definitions
requirement).
On reception of a valid CRUDN operation a Server hosting the Resource that is the target of the requegt
shall geperate a response depending on the OCF Interface included in the request; or based,'on the
Default PCF Interface for the Resource Type if no OCF Interface is included.
CRUDN|operations utilize a set of parameters that are carried in the messages and, are defined ip
Table 1§. A Device shall use CBOR as the default payload (content) encoding scheme' for Resourcg
represemtations included in CRUDN operations and operation responses; a Devicemay negotiate p
differenf payload encoding scheme (e.g, see in 12.2.4 for COAP messaging). Clauses 8.2 through 8.p
respectijely specify the CRUDN operations and use of the parameters. The type definitions for thesp
terms will be mapped in the clause 12 for each protocol.
Table 18 — Parameters of CRUDN messages
Appligability Name Denotation Definition
fr From The URI of¢the'message originator.
to To The URI @f the recipient of the message.
All mgssages . - The idéntifier that uniquely identifies the message in the
ri Request Identifier N S
originator and the recipient.
cn Content Information specific to the operation.
op Operation gpecmc operation requested to be performed by the
Requests erver.
obs Observe Indicator for an Observe request.
Indicator of the result of the request; whether it was
accepted and what the conclusion of the operation was.
rs Response Code The values of the response code for CRUDN operations
Resgonses shall conform to those as defined in clause 5.9 and 12.1.2
in IETF RFC 7252.
obs Observe Indicator for an Observe response.
8.2 CREATE
8.2.1 Overview
The CR -ATE UpUIGt;UII ;O uocd tU IU\.{UCOt thc UICGt;UII Uf LLA~AAY RUOUUIUUO \AN] thc SUI viCl. ThU CREAT =

operatio
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n is initiated by the Client and consists of three steps, as depicted in Figure 5.

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=6288d596a76de47b506b148f166f9cbd

ISO/IEC 30118-1:2

Client SEMEr

! 1. CREATE Request >

2: Processing

i
< 3. CREATE Response |

Figure 5 — CREATE operation

§.2.2 CREATE request

—

he CREATE request message is transmitted by the Client to the Server to ¢reate a new Res
ne Server. The CREATE request message will carry the following parameters:

—

- fr: Unique identifier of the Client

- to: URI of the target Resource responsible for creation of the. new Resource.

- ri: Identifier of the CREATE request.

- c¢n: Information of the Resource to be created by the.Server.

— cn will include the URI and Resource Type.Property of the Resource to be created.
— c¢n may include additional Properties ofithe Resource to be created.

- op: CREATE

8.2.3 Processing by the Seryer

ollowing the receipt of a CREATE request, the Server may validate if the Client has the apy
ghts for creating the requested Resource. If the validation is successful, the Server cre
bquested Resource. The Server caches the value of ri parameter in the CREATE request for i
n the CREATE response message.

= = T

8.2.4 CREATE-response

Tlhe Server shall transmit a CREATE response message in response to a CREATE request 1
ffom a Chient. The CREATE response message will include the following parameters:

- ArxUnique identifier of the Server

021(E)

burce by

ropriate
htes the
hclusion

nessage

— to: Unique identifier of the Client
— ri: ldentifier included in the CREATE request
— cn: Information of the Resource as created by the Server.
— cn will include the URI of the created Resource.
— cn will include the Resource representation of the created Resource.

— rs: The result of the CREATE operation.

© ISO/IEC 2021 - All rights reserved
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8.3 RETRIEVE

8.3.1

Overview

The RETRIEVE operation is used to request the current state or representation of a Resource. The

RETRIE

8.3.2

RETRIE

a Resource from a Server. The RETRIEVE request message will carry the following parameters:

- fr:U

— to: URI of the Resource the Client is targeting.

- i ld

— op: RETRIEVE.

8.3.3

Following the receipt of a RETRIEVE request, the Server may validate if the Client has the appropriat

rights fo
of ri par

8.3.4

The Se
messag

- U

VE operation is initiated by the Client and consists of three steps, as depicted in Figure 6.

Client SENVEr

| 1: RETRIEVE Request g

2: Processing

i
< 3: RETRIEVE Response |

Figure 6 — RETRIEVE operation

RETRIEVE request

VE request message is transmitted by the Client to the Server to request the representation ¢

nique identifier of the Client.

entifier of the RETRIEVE request.

Processing by the Server

I retrieving the requésted data and the Properties are readable. The Server caches the valu
hmeter in the RETRIEVE request for use in the response

RETRIEVE{esponse

ver shalMransmit a RETRIEVE response message in response to a RETRIEVE reques
e fromya Client. The RETRIEVE response message will include the following parameters:

=

[ 2

—

higiie identifier of the Server

— to: Unique identifier of the Client.

- ri:ld

- cn: |

entifier included in the RETRIEVE request.

nformation of the Resource as requested by the Client.

— c¢n should include the URI of the Resource targeted in the RETRIEVE request.

— rs: The result of the RETRIEVE operation.

56
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8.4 UPDATE

8.4.1 Overview

The UPDATE operation is either a Partial UPDATE or a complete replacement of the information in a
Resource in conjunction with the OCF Interface that is also applied to the operation. The UPDATE
operation is initiated by the Client and consists of three steps, as depicted in Figure 7.

Client SEMEr

i 1: UPDATE Request >

2: Processing

i
< 3: UPDATE Response |

Figure 7 — UPDATE operation

8.4.2 UPDATE request

Tlhe UPDATE request message is transmitted by thex€lient to the Server to request the update of
'J\formation of a Resource on the Server. The UPDATE request message, as indicated in 8.1, fontains

Il required Properties whether changed or not. TheZUPDATE request message will carry the following
parameters:

- fr: Unique identifier of the Client.

- to: URI of the Resource targeted for'the information update.
- ri: Identifier of the UPDATE request.

- op: UPDATE.

- cn: Information, including Properties, of the Resource to be updated at the target Resourge.
8.4.3 Processing by the Server

8.4.3.1 Overview

Hollowing the receipt of an UPDATE request, the Server may validate if the Client has the appropriate
rights.for updating the requested data. If the validation is successful the Server updates the target
Resource information according to the information carried in cn parameter of the UPDATE|request
message. The Server caches the value of ri parameter in the UPDATE request for use in the response.

An UPDATE request that includes Properties that are read-only shall be rejected by the Server with an
rs indicating a bad request.

An UPDATE request shall be applied only to the Properties in the target Resource visible via the
applied OCF Interface that support the operation. An UPDATE of non-existent Properties is ignored.

An UPDATE request shall be applied to the Properties in the target Resource even if those Property
Values are the same as the values currently exposed by the target Resource.
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8.4.3.2

Resource monitoring by the Server

The Server shall monitor the state the Resource identified in the Observe request from the Client.
Anytime there is a change in the state of the Observed Resource or an UPDATE operation applied to
the Resource, the Server sends another RETRIEVE response with the Observe indication. The

mechan

ism does not allow the Client to specify any bounds or limits which trigger a notification, the

decision is left entirely to the Server.

8.4.3.3

The Ser
state of

parameters listed in 11.3.2.4.

8.4.4

The UPDATE response message will include the following parameters:

- U

— to: Unique identifier of the Client.

- ri:ld

— rs: The result of the UPDATE request.
The UPDATE response message may also include the following parameters:

— cn: The Resource representation following processing of the UPDATE request.

8.5

8.5.1

The DE
initiated

58

Additional RETRIEVE responses with Observe indication

ver shall transmit updated RETRIEVE response messages following Observed changes in'th
the Resources requested by the Client. The RETRIEVE response message shall includeth

DO

UPDATE response

nique identifier of the Server.

entifier included in the UPDATE request.

DELETE

Overview

2

| ETE operation is used to.request the removal of a Resource. The DELETE operation i
by the Client and consists of three steps, as depicted in Figure 8.

Client SEMEr

| 1. DELETE Request >.

| 2: Processing

3 DEIFTE Response )

Figure 8 — DELETE operation

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=6288d596a76de47b506b148f166f9cbd

ISO/IEC 30118-1:2

8.5.2 DELETE request

021(E)

DELETE request message is transmitted by the Client to the Server to delete a Resource on the Server.

The DELETE request message will carry the following parameters:
— fr: Unique identifier of the Client.
— to: URI of the target Resource which is the target of deletion.

— _ri: ldentifier of the DELETE request.

- op: DELETE.

8.5.3 Processing by the Server

-

ollowing the receipt of a DELETE request, the Server may validate if the Client has the apq

ghts for deleting the identified Resource, and whether the identified Resource exists. If the v
successful, the Server removes the requested Resource and deletes all the associated info

Tlhe Server caches the value of ri parameter in the DELETE request for dse in the response.

Pyl

§.5.4 DELETE response

Tlhe Server shall transmit a DELETE response message infesponse to a DELETE request 1
om a Client. The DELETE response message will include\the following parameters:

—h

fr: Unique identifier of the Server.

to: Unique identifier of the Client.

ri: ldentifier included in the DELETE request.

rs: The result of the DELETE operation.

g.6 NOTIFY

§.6.1 Overview
Tlhe NOTIFY operation is used to request asynchronous notification of state changes. G

description of the “NOTIFY operation is provided in 11.3. The NOTIFY operation u
NOTIFICATION-~esponse message which is defined here.

§.6.2 NOTIFICATION response

The NOTIFICATION response message is sent by a Server to notify the URLs identified by t

ropriate
blidation
rmation.

nessage

omplete
ses  the

e Client

olf a-state change. The NOTIFICATION response message carries the following parameters:

— fr: Unique identifier of the Server.

— to: URI of the Resource target of the NOTIFICATION message.
— ri: Identifier included in the CREATE request.

— op: NOTIFY.

— c¢n: The updated state of the Resource.
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9 Network and connectivity

9.1 Introduction

The Internet of Things is comprised of a wide range of applications which sense and actuate the

physical
transmit

world with a broad spectrum of device and network capabilities: from battery powered nodes
ting 100 bytes per day and able to last 10 years on a coin cell battery, to mains powered nodes

able to maintain Megabit video streams. It is estimated that many 10s of billions of 10T devices will be
deployed over the coming years.

It is des
conside

the larg¢r address space and improved address management capabilities, make IPv6 the clear'Choic
for the QCF network layer technology.

9.2 Architecture

While thie aging IPv4 centric network has evolved to support complex topologies,its deployment waE
primarily provisioned by a single Internet Service Provider (ISP) as a single,network. More comple

network
addition

associa
require
one sho

The murl{i-segment ecosystem OCF addresses will not only<cause a proliferation of new devices an

60

f
N
(NAT). These technologies require expert assistance to set up correétly and should be avoided in p
home network as they most often result in breakage of constructs-like routing, naming and discovery
services.

rable that the connectivity options be adapted to the IP layer. To that end, IETF has complete
able work to adapt Bluetooth®, Wi-Fi, 802.15.4, LPWAN, etc. to IPv6. These adaptations, plu

[(CEN e

topologies, often seen in residential home, are mostly introduced-through the acquisition ¢
Bl home network devices, which rely on technologies like private Network Address Translatio

ed routers, but also new services introducing’,additional edge routers. All these ne
ents require advance architectural constructs toraddress complex network topologies like th
n in Figure 9.

D < O
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Internet
Services Internet

Interface

IPv6 + IPv4
detection

IPv6 Sensor Network

Sensor Network
(6LowPan)
/

t
IPv6 Local | Border Subnets

Network RewEy

VPN Service
Prox:

Smart Grid
Energy segment

77771 OCF plugged-in

Infrastructure

Power Grid

SP CE
Router

Smart
Grid)
SP CE
Router

IPv&Jhgy)or Legacy
igbee, ...
Q( gbee, ...)

4

Non-IPv6 Network

9.3 IPv6 network layer requirements

Figure 9 — High leveDnetwork and connectivity architecture
h terms of IETF RFC 6434, IPw6’ nodes assume either a router or host role. Nodes may
mplement various specializations of those roles:
A Router may implement Customer Edge Router capabilities as defined in IETF RFC 7084.
- Nodes limited in‘processing power, memory, non-volatile storage or transmission capacity
special IP adaptation layers (6LOWPAN) and/or dedicated routing protocols (RPL). E
include devices transmitting over low power physical layer like IEEE 802.14.5, ITU

Bluetooth Low Energy, DECT Ultra Low Energy, and Near Field Communication (NFC).

A node 'may translate and route messaging between IPv6 and non-IPv6 networks.

further

requires
kamples
G9959,

9.3.1 Introduction

Projections indicate that many 10s of billions of new loT endpoints and related services will be brought
online in the next few years. These endpoint’s capabilities will span from battery powered nodes with
limited compute, storage, and bandwidth to more richly resourced devices operating over Ethernet and

WiFi links.
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Internet Protocol version 4 (IPv4), deployed some 30 years ago, has matured to support a wide variety
of applications such as Web browsing, email, voice, video, and critical system monitoring and control.
However, the capabilities of IPv4 are at the point of exhaustion, not the least of which is that available
address space has been consumed.

The IETF long ago saw the need for a successor to IPv4, thus the development of IPv6. OCF
recommends IPv6 at the network layer. Amongst the reasons for IPv6 recommendations are:

— Larger address space. Side-effect: greatly reduce the need for NATs.

— Morg flexible addressing architecture. Multiple addresses and types per interface: Link-local, ULA
GUA, variously scoped Multicast addresses, etc. Better ability to support multi-homed networky,
bettgr re-numbering capability, etc.

— Morg capable auto configuration capabilities: DHCPv6, SLAAC, Router Discovery, etc;
— Technologies enabling IP connectivity on constrained nodes are based upon IPy6.
— All major consumer operating systems (loS, Android, Windows, Linux) are dlready |IPv6 enabled.

— Majdr Service Providers around the globe are deploying IPv6.
9.3.2 IPv6 node requirements

9.3.2.1 Introduction

In order|to ensure network layer services interoperability>from node to node, mandating a commoh
network| layer across all nodes is vital. The protocoel\should enable the network to be: securg
managepble, and scalable and to include constrained and self-organizing meshed nodes. OC
mandates IPv6 as the common network layer protécol to ensure interoperability across all Deviceg.
More cdpable Devices may also include additional protocols creating multiple-stack Devices. The
remaindgr of this clause will focus on interoperability requirements for IPv6 hosts, IPv6 constrainefd
hosts arjd IPv6 routers. The various protocoelitranslation permutations included in multi-stack gatewaly
devices |may be addresses in subsequept’addendums of this document.

9.3.2.2 | IP Layer

=)

An IPv6 node shall support 1Pv6 and it shall conform to the requirements as specified i
IETF RAC 6434.

10 CF Endpoint

10.1 CFEndpoint definition

The spekifi
the example of CoAP over UDP over IPv6, the OCF Endpoint is identified by an IPv6 address and UDP
port number.

Each Device shall associate with at least one OCF Endpoint with which it can exchange request and
response messages. When a message is sent to an OCF Endpoint, it shall be delivered to the Device
which is associated with the OCF Endpoint. When a request message is delivered to an OCF Endpoint,
path component is enough to locate the target Resource.

A Device can be associated with multiple OCF Endpoints. For example, n Device can have several IP
addresses or port numbers or support both CoAP and HTTP transfer protocol. Different Resources in
n Device may be accessed with the same OCF Endpoint or need different ones. Some Resources may
use one OCF Endpoint and others a different one. It depends on an implementation.
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On the other hand, an OCF Endpoint can be shared among multiple Devices, only when there is a way
to clearly designate the target Resource with request URI. For example, when multiple CoAP servers
use uniquely different URI paths for all their hosted Resources, and the CoAP implementation

demultiplexes by path, they can share the same CoAP OCF Endpoint. However, this is not pos
this version of the document, because a pre-determined URI (e.g. "/oic/d") is mandatory fo
mandatory Resources (e.g. "oic.wk.d").

10.2 OCF Endpoint information

10.2.1 Introduction

=0

bp", "pri", and "lat".

10.2.2 “ep"

bp" represents Transport Protocol Suite and OCF Endpoint Locator specified as follows:

Protocol Suite shall be indicated by a URI scheme name. All*scheme names supported

IANA registered scheme name for their own use (e.g\‘com.example.foo"), this shall fqll

Protocol Suite as defined in Table 19.

specified as "IP address: port number" or "DNS name: port number" or "DNS name" such|t

IETF RFC 8323.Temporary addresses should not be used because OCF Endpoint Locatorg

outgoing sessions—(IETF RFC 4941). Moreover, its inclusion in "/oic/res" can cause a
concern (IETE-RFC 7721).

request,

bp" shall have as its value a URI (as specified in IETF RFC 3986) with the scheme co
Tdicating Transport Protocol Suite and the authority component indicating the OCF Endpoint’F

An "ep" example for "coap" and "coaps" is as illustrated:

"ep": "coap://[fe80::bld6]:1111"

An "ep" example for "coap+tcp" and "coaps+tcp" is as illustrated:
"ep": "coap+tcp://[2001:db8:a::123]:2222"

"ep": "coap+tcp://foo.bar.com:2222"
"ep": "coap+tcp://foo.bar.com"

© ISO/IEC 2021 - All rights reserved

sible in
r some

CF Endpoint is represented by OCF Endpoint information which consists of items ofckey-value pair,

- Transport Protocol Suite - a combination of protocols (e.g. CoAP #UDP + IPv6) with which|request
and response messages can be exchanged for RESTful transaction (i.e. CRUDN). A Tfransport

by this

document are IANA registered, these are listed in Table 19.'A vendor may also make use ¢f a non-

ow the

syntax for such scheme names defined by IETF REC 7595. The behaviour of a vendorrdefined
scheme name is undefined by this document. All OCFE.defined Resource Types when exposjng OCF
Endpoint Information in an "eps" (see 10.2.4) shall include at least one "ep" with a Tfansport

- OCF Endpoint Locator — an address (e.g. IPv6 address + Port number) or an indirect identifler (e.qg.,
DNS name) resolvable to an IP address,through which a message can be sent to the OCF Endpoint
and in turn associated Device. The OEF Endpoint Locator for "coap" and "coaps" shall be gpecified
as "IP address: port number". The OCF Endpoint Locator for "coap+tcp" or "coaps+tcp" [shall be

hat the

DNS name shall be resolved(toa valid IP address for the target Resource with a name rgsolution
service (i.e., DNS). For the 3rd case, when the port number is omitted, the default port "5683" (and
"5684") shall be assumed-for "coap+tcp" (and for "coaps+tcp") scheme respectively as defined in

are for

the purpose of accepting incoming sessions, whereas temporary addresses are for |nitiating

privacy

- OCF Latepey — the maximum latency in seconds [sec] that the Server may take to resppnd to a

ponent
ocator.
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The current list of "ep" with corresponding Transport Protocol Suite is shown in Table 19:

Table 19 — "ep” value for Transport Protocol Suite

Transport Protocol scheme OCF Endpoint "ep" Value example
Suite Locator
coap+udp+ip "coap" IP address + port "coap://[fe80::b1d6]:1111"
number
coaps_+ udp + ip "coaps" |P address + port "coaps://[fe80::b1d6]:1122"
number
coap T tcp + ip "coap+tcp” IP address + port "coap+tcp://[2001:db8:a::123]:2222"
number
"coap+tcp://foo.bar.com:2222"
DNS name: port R R
number coap+tcp://foo.bar.com
DNS name
coaps|+ tcp + ip "coaps+tcp” IP address + port "coaps+tcp://[2001:db8:a::123]:2233"
number
. "coaps+tcp:/#[2001:db8:a::123]:2233"
DNS name: port
number P "coaps+tcpsM/foo.bar.com:2233"
DNS name

10.2.3 ("pri"

When there are multiple OCF Endpoints, "pri" indicates the riority among them.

[4%

"pri" sh3ll be represented as a positive integer (e.g. "pri’: 1) and the lower the value, the higher th
priority.

The default "pri" value is 1, i.e. when "pri" is not_present, it shall be equivalent to "pri": 1.

10.2.4 ("lat"

"lat" indicates the expected delay of the.response. For example, when a Server implements a mode t
improve| battery performance; the-Server can expose this value, thereby providing a Client with th
ability tq use this for the timeout eh the connection. For example, the Thread "rx-off-when-idle" lin
mode is|an implementation of-a battery performance improvement mechanism.

X O

"lat" shall be represented as’a positive integer (e.g. "lat": 240), and the value is specified in seconds|

10.2.5 |OCF Endpoint information in "eps" Parameter

To carry OCE_Endpoint information, a new Link Parameter "eps" is defined in 7.8.2.5.6. "eps" has ap
array of|itemsfas its value and each item represents OCF Endpoint information with key-value pairg

"ep", "pri"yand "lat", of which "ep" is mandatory and "pri" and "lat" are optional.

OCF Endpoint Information in an "eps" Parameter is valid for the target Resource of the Link, i.e., the
Resource referred by "href" Parameter. OCF Endpoint information in an "eps" Parameter may be used
to access other Resources on the Device, but such access is not guaranteed.

A Client may resolve the "ep" value to an IP address for the target Resource, i.e., the address to
access the Device which hosts the target Resource. A valid (transfer protocol) URI for the target
Resource can be constructed with the scheme, host and port components from the "ep" value and the
"path" component from the "href" value.
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Links with an "eps":

{
"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9 ",

"href": "/myLightSwitch",

"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a", "oic.if.baseline"],
"pll : { "bm" : 3 } ,

"epsll : |:

{"ep": "coap://[fe80::bld6]:1111", "pri": 2, "lat": 240},
{"ep": "coaps://[fe80::b1d6]:1122"}
1

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017caa863989",

"href": "/myTemperature",

"rt": ["oic.r.temperature"],

"if": ["oic.if.a", "oic.if.baseline"],

llpll: {"bmll: 3}’

"epsll: [
{"ep": "coap+tcp://foo.bar.com", "pri": 2, "lat": 240},
{"ep": "coaps+tcp://foo.bar.com:1122"}

]

Ih the previous example, "anchor" represents the hosting/Device, "href", target Resource and "eps"
the two OCF Endpoints for the target Resource. The (fully-qualified) URIs for the target Resolrce are
as illustrated:

oap://[fe80::b1d6]:1111/myLightSwitch
oaps://[fe80::b1d6]:1122/myLightSwitch
oap+tcp://foo.bar.com:5683/myTemperature

Q Q Q

Q

oaps+tcp://foo.bar.com:1122/myTemperaturelf the target Resource of a Link requires a secure
onnection (e.g. CoAPS), "eps" Parameter shall be used to indicate the necessary informat|on (e.g.

ort number) in OCF 1.0 payload;.Eor optional backward compatibility with OIC 1.1, the "dec" and
port" shall only be used in OIC 1.1 payload.

ol e)

10.3 OCF Endpoint discovery

10.3.1 Introduction

DCF Endpointdiscovery is defined as the process for a Client to acquire the OCF Endpoint inf¢rmation
br Device or‘Resource.

—h

10.3.2_<Implicit discovery

I{f aDevice is the source of a COAP message (e.g. "/oic/res" response), the source IP address jand port
number may be combined to form the OCF Endpoint Cocafor for the Device. Along with a "coap"
scheme and default "pri" value, OCF Endpoint information for the Device may be constructed.

In other words, a "/oic/res" response message with CoAP may implicitly carry the OCF Endpoint
information of the responding Device and in turn all the hosted Resources, which may be accessed
with the same transfer protocol of CoAP. In the absence of an "eps" Parameter, a Client shall be able
to utilize implicit discovery to access the target Resource.

10.3.3 Explicit discovery with "/oic/res" response

OCF Endpoint information may be explicitly indicated with the "eps" Parameter of the Links in "/oic/res".
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As in 10.3.2, an "/oic/res" response may implicitly indicate the OCF Endpoint information for some
Resources hosted by the responding Device. However implicit discovery, i.e., inference of OCF
Endpoint information from CoAP response message, may not work for some Resources on the same
Device. For example, some Resources may allow only secure access via CoAPS which requires the
"eps" Parameter to indicate the port number. Moreover "/oic/res" may expose a target Resource which
belongs to another Device.

When the OCF Endpoint for a target Resource of a Link cannot be implicitly inferred, the "eps"
Parameter shall be included to provide explicit OCF Endpoint information with which a Client can
access the target Resource. In the presence of the "eps" Parameter, a Client shall be able to utilize it
to accegs the target Resource. For "coap" and "coaps", a Client may use the IP address in the "ep"
value in|the "eps" Parameter to access the target Resource. For "coap+tcp" and "coaps+tcp", a Client
may useg the IP address in the "eps" Parameter or resolve the DNS name in the "eps" Parameter tp
acquire p valid IP address for the target Resource. If "eps" Parameter omits the port number, then the
default gort "5683" (and "5684") shall be assumed for "coap+tcp"” (and "coaps+tcp") scheme as defined
in IETF RFC 8323.To access the target Resource of a Link, a Client may use the "eps"” Parameter in
the Link] if it is present and fall back on implicit discovery if not.

This is gn example of an "/oic/res" response from a Device having the "eps" Parameter in Links.

[

{
"an¢hor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9",

"href": "/oic/res",

"rel": "self",

"rtl: ["oic.wk.res"],

"iff: ["oic.if.1l1l", "oic.if.baseline"],
"p"t {"bm": 3},

llep "o [

'ep": "coap://[2001:db8:a::bl1d4]:55555"},
'ep": "coaps://[2001:db8:a::b1d4]:11111"}

_—

"an¢hor": "ocf://e6lc3ebb-9¢c54-4b81-8ce5-£9039¢c1d04d9",

"href": "/oic/d",

"rtf: ["oic.wk.d"],

"ifl: ["oic.if.r", "oic.if.baseline"],
'lp'l {llbmll: 3},

Hep Lo . [

{lep": "coap://[2001:db8%a’ :b1d4]:55555"},
'ep": "coaps://[2001:dbB8:a::b1d4]:11111"}

—_—

"an¢hor": "ocf:/%eblc3ebb-9¢c54-4b81-8ce5-£9039¢c1d04d9",
"hr >fll: H/Oic/pll,

"rtl': ["oicewK.p"],

"ifl: ["oio.Nf.r", "oic.if.baseline"],
"p" { llbm" : 3 } ,

"ep AN [

{leg?: "coap://[2001:db8:a::b1ld4]:55555"},
{"ep": "coaps: [2001:db8:a::pl1d4]:11111"}

"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9",

"href": "/oic/sec/doxm",
"rt": ["oic.r.doxm"],
"if": ["oic.if.baseline"],
"p" : { llbm" : 1 } ,

"epsll : [

{"ep": "coap://[2001:db8:a::bld4]:55555"},
{"ep": "coaps://[2001:db8:a::b1d4]:11111"}
]
by
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"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9",

"href": "/oic/sec/pstat",
"rt": ["oic.r.pstat"],
"if": ["oic.if.baseline"],
llp" : { "bm" : 1 } ,

llepS" : [

{"ep": "coaps://[2001:db8:a::b1d4]:11111"}
]

dllCIIOL . OCL. colCoC0DTICOa=a2DO0L=0oCEOoTLIULOICIUUEUT ,
"href": "/oic/sec/cred",

"rt": ["oic.r.cred"],

"if": ["oic.if.baseline"],

"p": {"bm": 1},

"epS": [

{"ep": "coaps://[2001:db8:a::b1d4]:11111"}
]

"anchor": "ocf://e6lc3e6b-9¢c54-4b81-8ce5-£9039¢c1d404d9",

"href": "/oic/sec/acl2",
"rt": ["oic.r.acl2"],
"if": ["oic.if.baseline"],
"p": {"bmll: l},

"epS": [

{"ep": "coaps://[2001:db8:a::b1d4]:11111"}
]

"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-79039¢c1d04d9",

"href": "/myIntrospection",

"rt": ["oic.wk.introspection"],

"if": ["oic.if.r", "oic.if.baseline"@,
"p" : { "bmll : 3} ,

llepsll : [

{"ep": "coaps://[2001:db8:a;sb¥d4]:11111"}
1

"anchor": "ocf://dc70378c-1e8d-4fb3-962e-017caa863989",

"href": "/myLight",

"rt": ["oic.r.swit€htbinary"],

"if": ["odic.if.a, Moic.if.baseline"],
"p" : { "bmll : 3 } 0

"epS" : [

{"ep": "edaps://[2001:db8:a::bld4]:22222"}
]

Tlhe”exact format of the "/oic/res" response and a way for a Client to acquire a "/oic/res" r
message is specified in Annex A and 11.2.4 respectively.

esponse

1

1.1

Functional interactions

Introduction

The functional interactions between a Client and a Server are described in 11.1 through 11.4
respectively. The functional interactions use CRUDN messages (clause 8) and include Discovery,
Notification, and Device management. These functions require support of core defined Resources as
defined in Table 20.
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Table 20 — List of Core Resources

Pre-defined URI Resource Name Resource Type Related Functional Mandatory
Interaction
"loic/res" Default "oic.wk.res" Discovery Yes
"loic/p" Platform "oic.wk.p" Discovery Yes
"loic/d" Device "oic.wk.d" Discovery Yes
Implementation Introspection "oic.wk.introspection" | Introspection Yes
defingéd
11.2 Resource discovery
11.2.1 |Introduction
Discovely is a function which enables OCF Endpoint discovery as well as Resource _based discovery.

OCF En
based d

11.2.2

11.2.2.1

As part ¢of discovery, a Client may find appropriate information-about other OCF peers. This informatio

could b
Resourd

At the m

— AREe
the i

— The

hosting the Resource to enable discovery shall be identified.

— A msg
to en

- A m
discq

— Asc

— Asc

Hpoint discovery is described in detail in clause 10. This clause mainly describes the Resourc
scovery.

Resource based discovery: mechanisms

Overview

b instances of Resources, Resource Types or any other information represented in th
e model that an OCF peer would want another QCF peer to discover.

inimum, Resource based discovery uses the;following:

source to enable discovery shall be defined. The representation of that Resource shall contai
nformation that can be discovered.

Resource to enable discovery shall be specified and commonly known a-priori. A Device fg
chanism and process to publish the information that needs to be discovered with the Resourc
able discovery.

bchanism and process to access and obtain the information from the Resource to enabl
very. A querynmay be used in the request to limit the returned information.

ppe for thé)publication.

bpelfor the access.

[

-

D

—

D

W

- Apo

ICY TOr VISIDIITY OT the Intormation.

Depending on the choice of the base aspects, the Framework defines three Resource based discovery
mechanisms:

— Direct discovery, where the Resources are published locally at the Device hosting the Resources
and are discovered through peer inquiry.

— Indirect discovery, where Resources are published at a third party assisting with the discovery and
peers publish and perform discovery against the Resource to enable discovery on the assisting 3™

party.
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— Advertisement discovery, where the Resource to enable discovery is hosted local to the initiator of

the discovery inquiry but remote to the Devices that are publishing discovery information.

A Device shall support direct discovery.

11.2.2.2 Direct discovery

In direct discovery,

Tla B H blood HH la H 4 ' loan L bl n & ol H
'S UTVILT Uidl 1o PTUVIUTTTY U TTTTUTTITaltuTT oTfiall TTUST T TAToUUTULT LU TITdUIT UlToLUVTTY.

- The Device publishes the information available for discovery with the local Resoutcg” td
discovery (i.e. local scope).

- Clients interested in discovering information about this Device shall issue IRETRIEVE
directly to the Resource. The request may be made as a unicast or multicast: The request
generic or may be qualified or limited by using appropriate queries in theé request.

directly back to the requesting Client Device.

to be discovered locally on the responding Device.

11.2.3 Resource based discovery: Finding information

Tlhe discovery process (Figure 10) is initiated asca RETRIEVE request to the Resource tg

ulticast). The specific mechanisms used to do, Unicast or Multicast are determined by the st

n the policies for that information. The poticies can determine which information is shared, w

which requesting agent. The information that can be discovered can be Resources
nfiguration and many other standards or custom aspects depending on the request to apg
esource and the form of request:"Optionally the requester may narrow the information to be
the request using query parameters in the URI query.

Client Server(s)

' 1. RETRIEVE Request

LY ___

2. Discovery
Inquiry processed

enable

equests
may be

- The Server Device that receives the request shall send a response with the discovered information

- The information that is included in the request is determined.by the policies set for the Resource

enable

iscovery. The request may be sent to a single:Dévice (as in a Unicast) or to multiple Devices (as in

pport in
d based
hen and
, types,
ropriate
returned

Figure 10 — Resource based discovery: Finding information

Discovery Resources
The following Core Resources shall be implemented on all Devices to support discovery:
"/oic/res" for discovery of Resources.

"/oic/p" for discovery of Platform.
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"/oic/d" for discovery of Device information.

Devices

shall expose each of "/oic/res", "/oic/d", and "/oic/p" via an unsecured OCF Endpoint. Further

details for these mandatory Core Resources are described in Table 21.

Platform Resource

The OCF recognizes that more than one instance of Device may be hosted on a single Platform. Clients

need a

way to discover and access the information on the Platform. The Core Resource, "/oic/p"

exposes_Platform specific Properties. All instances of Device on the same Platform shall have the
same vglues of any Properties exposed (i.e. a Device may choose to expose optional Properties withi

"/oic/p"
on all ot

Device |

The De
Properti
Resourc
describe
to the

Type. T
The De
conditio

but when exposed the value of that Property should be the same as the value of that Propertl;
her Devices on that Platform).

Resource

ice Resource shall have the pre-defined URI "/oic/d", the Device Resource'shall expose th
bs pertaining to a Device as defined in Table 24. The Device Resource-shall have a defaul
e Type that helps in bootstrapping the interactions with the Devicé ‘(the default type i
din Table 21).The Device Resource may have one or more Resource\lype(s) that are specifi
evice in addition to the default Resource Type or if present overriding the default Resourc
e base Resource Type "oic.wk.d" defines the Properties that shall-be exposed by all Deviceg.
Vice specific Resource Type(s) exposed are dependent oncthe class of Device (e.g. a
ner, smoke alarm, etc. Since all the Resource Types of "foic/d" are not known a priori, th

D

—

OO0

=

[

Resourde Type(s) of "/oic/d" are determined by discovery through\the Core Resource "/oic/res".

Table 21 — Mandatory discovery €ore Resources

Pre-d¢fined
URI

Resource
Type Title

Resource
Type ID
("rt" value)

OCF Interfaces

Description

Related
Functional
Interaction

"loic/ies

Default

"oic.wk.res"

"oic.iflly
"oiglif,b",
"oic.if.baseline"

The Resource through which the
corresponding Server is
discovered and introspected for
available Resources.

"/oic/res" shall expose the
Resources that are discoverable
on a Device. When a Server
receives a RETRIEVE request
targeting "/oic/res" (e.g., "GET
/oic/res"), it shall respond with the
links list of all the Discoverable
Resources of itself. The "/oic/d"
and "/oic/p" are Discoverable
Resources, hence their links are
included in "/oic/res" response.
The Properties exposed by
"/oic/res" are listed in Table 22.

Discovery

"loicly

Platform

"oic.wk.p"

"oic.if.r"

The Discoverable Resource
through which Platform specific

Discovery

information is discovered.

The Properties exposed by
"/oic/p" are listed in Table 25

"loic/d"

Device

"oic.wk.d"
and/or one or
more Device
Specific
Resource Type
ID(s)

"oic.if.r"

The discoverable via "/oic/res"
Resource which exposes
Properties specific to the Device
instance.

The Properties exposed by
"/oic/d" are listed in Table 24.

Discovery

Table 22 defines "oic.wk.res" Resource Type.
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Table 22 — "oic.wk.res” Resource Type definition

Property
title

Property
name

Value
type

Value
rule

Unit

Access
mode

Mandatory

Description

Name

string

N/A

N/A

R

No

Human-friendly name
defined by the vendor

Links

"links"

array

N/A

R

Yes

The array of Links
describes the URI,
supported Resource
Types and OCF

~ =

1

ote: The "n",
bsponse

Interfaces, and access
policy.

Security
Domin
uuiD

"sduuid"

string

uuid

N/A

No

D

Unique identifierfor th
Security Domain. This
value shall be the sam
value (ielumirror) as th
"sdi.uuid" Property as
defined in

ISO/IEC 30118-2. It
shall be exposed if the|
"sdi.priv" Property is s¢t
to "false", and shall no
be exposed if the
"sdi.priv" Property is s¢
to "true".

1

[

—

Security
Domain
Name

"sdname"

string

N/A

N/A

No

Human-friendly name
for the Security
Domain. This value
shall be the same valup
(i.e. mirror) as the
"sdi.name" Property ag
defined in

ISO/IEC 30118-2. It
shall be exposed if the
"sdi.priv" Property is sé¢t
to "false", and shall no|
be exposed if the
"sdi.priv" Property is s¢
to "true".

—_

Introspection Resource indicated with an "rt" value of "oic.wk.introspection".

payload
ic/res?if="oic.if.baseline").

when

used

with the

"leic/p" indicated with an "rt" value of "oic.wk.p".

"sduuid", and "sdhame" Property values for the "oic.wk.res" Resource Type are or
"oic.if.baseline"

OCF

Device shall suppofrt CoAP based discovery as the baseline discovery mechanism (see 11.

Interface

"foic/d" indicated with an "rt" value of "oic.wk.d"

"/oic/sec/doxm" indicated with an "rt" value of "oic.r.doxm" as defined in ISO/IEC 30118-2.

"/oic/sec/pstat" indicated with an "rt" value of "oic.r.pstat" as defined in ISO/IEC 30118-2.

"/oic/sec/acl2" indicated with an "rt" value of "oic.r.acl2" as defined in ISO/IEC 30118-2.

"/oic/sec/cred" indicated with an "rt" value of "oic.r.cred" as defined in ISO/IEC 30118-2.

© ISO/IEC 2021 - All rights reserved
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ly in the
(i.e., RETRIEVE

he "/oic/res" shalllist all Resources that are indicated as discoverable (see 11.2). Also the following
drchitecture Resource Types shall be listed:
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Conditionally required:

"/oic/

res" with an "rt" value of "oic.wk.res" as self-reference, on the condition that "oic/res" has to

signal that it is Observable by a Client.

— ifthe

Device supports batch retrieval of "/oic/res" then "oic.if.b" shall be included in the "if" Property

of "/oic/res".

— if the Device supports batch retrieval there shall be a self-reference that includes an "if* Link
Parameter containing "oic.if.b"; the self-reference shall expose a secure OCF Endpoint.

The Intrpspection Resource is only applicable for Devices that host Vertical Resource Types!(e.g.

"oic.r.swWitch.binary") or vendor-defined Resource Types. Devices that only host Resources required tp
onboard| the Device as a Client do not have to implement the Introspection Resource.
Table 23 provides an OCF registry for protocol schemes.
Table 23 - Protocol scheme registry
S| Number Protocol

1 "coap"

2 "coaps"

3 "hitp”

4 "https"

5 "coap+tcp”

6 "coaps+tcp"
NOTE The discovery of an OCF Endpoint used by a spécific protocol is out of scope. The mechanism used by

a Client fo form requests in a different messaging pretocol other than discovery is out of scope.

The folld

— A veftical may choose to extend the list of Properties defined by the Resource Type "oic.wk.d". Ih
that pase, the vertical shall assighta new Device Type specific Resource Type ID. The mandatory
Properties defined in Table 24 shall always be present.

— A Ds

to the definition thereof. As such the Resource shall at a minimum expose the mandatory Propertie

of "o

of a [Collection in~accordance with 7.8.3 then the Resources that are part of that Collection sha]l

at a

Table 24

t
to a Pevice Type. In this-case the Resource is equivalent to an instance of "oic.wk.d" and adhereps
S

wing applies to the use of "/oic/d";

vice may choose to expose a separate, Discoverable Resource with its Resource Type ID sq

ic.wk.d". In thevcase where the Resource tagged in this manner is defined to be an instanc

minimunhinclude the Resource Types mandated for the Device Type.

D

"oic,wk.d" Resource Type definition defines the base Resource Type for the "/oic/d" Resourc
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Table 24 — "oic.wk.d" Resource Type definition

Property Property Value | Value | Unit | Access | Mandatory Description
title name type rule mode

(Device) "n" "string: | N/A N/A | R Yes Human friendly name defined by the

Name vendor. In the presence of "n"
Property of "/oic/con", both have the
same Property Value. When "n"
Property Value of "/oic/con" is
modified, it shall be reflected to "n"
Drnlnarfy \Malue of "/oic/d"

Spec Version | "icv" "string" | N/A N/A | R Yes The specification versionof thjs
document that a Device(is
implemented to. The syntax shall be
"ocf.<major>.<minor>.<sub-version>"
where <major>, &minor, and <gub-
version> are the major, minor pnd
sub-version.numbers of this dpcument
respectively.)The specification version
numbes (i:€., <major>.<minor>.<sub-
version>) shall be obtained frdm the
titte'page of this document (e.g.
"2:0:5"). An example of the strjn
value for this Property is "ocf.2.0.5".

Device UUID "di" "uuid" N/A N/A | R Yes Unique identifier for Device. This
value shall be the same value|(i.e.
mirror) as the "doxm.deviceuujd"
Property as defined in ISO/IE¢ 30118-
2. Handling privacy-sensitivity|for the
"di" Property, refer to clause 1|3.16 in
ISO/IEC 30118-2.

Data Model "dmv" "csv" N/A N/AN R Yes Spec version of the Resource

Version specification to which this DeVice data

model is implemented; if implgmented
against a Vertical specific DeVice
specification(s), then the Sped version
of the vertical specification thip Device
model is implemented to. The [syntax
is a comma separated list of
<res>.<major>.<minor>.<sub-yersion>
or <vertical>.<major>.<minor>}.<sub-
version>. <res> is the string "¢cf.res"
and <vertical> is the name of the
vertical defined in the Vertical|specific
Resource specification. The <ajor>,
<minor>, and <sub-version> afe the
major, minor and sub-version humbers
of the specification respectively. One
entry in the csv string shall be|the
applicable version of the Resdurce
Type Specification for the Devjce (e.g.
"ocf.res.1.0.0"). If applicable,
additional entry(-ies) in the csy shall
be the vertical(s) being realizgd (e.g.
"ocf.sh.1.0.0"). This value may be

extended by the vendor. The syntax
for extending this value, as a comma
separated entry, by the vendor shall
be by adding
x.<Domain_Name>.<vendor_string>.
For example, "ocf.res.1.0.0,
ocf.sh.1.0.0, x.com.example.string",
The order of the values in the comma
separated string can be in any order
(i.e. no prescribed order). This
Property shall not exceed 256 octets.
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Property
title

Property
name

Value
type

Value
rule

Unit

Access
mode

Mandatory

Description

Permanent
Immutable ID

"piid"

"uuid"

N/A

N/A

R

Yes

A unique and immutable Device
identifier. A Client can detect that a
single Device supports multiple
communication protocols if it
discovers that the Device uses a
single Permanent Immutable ID value
for all the protocols it supports.
Handling privacy-sensitivity for the
"piid" Property, refer to clause 13.16

iII IOUI‘II:\./ OU‘I ‘IO‘L.

[on

Localize
Descriptjons

"lg"

"array"

N/A

N/A

No

Detailed description of the Device( in
one or more languages. This Property
is an array of objects where each
object has a "language" field
(containing an IETF RFC.5646
language tag) and a "yalue" field
containing the Device, description in
the indicated language.

Softwareg
Version

sV

"string"

N/A

N/A

No

Version of the 'Device software.

Manufagturer
Name

"dmn"

"array"

N/A

N/A

No

Name ofumanufacturer of the Device,
in ong”or more languages. This
Property is an array of objects where
each object has a "language" field
(containing an IETF RFC 5646
language tag) and a "value" field
containing the manufacturer name in
the indicated language.

Model
Number

"dmno"

"string"

N/A

N/A

No

Model number as designated by
manufacturer.

Ecosyst¢m
Name

"econame"

“string”

enum

N/A

No

This is the name of ecosystem that a
Bridged Device belongs to. If a Device
has "oic.d.virtual" as one of Resource
Type values ("rt") the Device shall
contain this Property, otherwise this
Property shall not be included.

This Property has enumeration
values: ["BLE", "oneM2M", "UPlus",
"Zigbee", "Z-Wave"].

Version pf
Ecosyst¢m

"ecoversion”

“string”

N/A

N/A

No

This is the version of ecosystem that a
Bridged Device belongs to. If a Device
has "oic.d.virtual" as one of its
Resource Type values ("rt") the
Device should contain this Property,
otherwise this Property shall not be
included.

Table 21

defines*"oic.wk.p" Resource Type.

74

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=6288d596a76de47b506b148f166f9cbd

ISO/IEC 30118-1:2021(E)

Table 25 — "oic.wk.p™ Resource Type definition

Property title Property Value type Value Unit Access Mandatory Description

name rule mode

Platform ID "pi" "uuid" N/A N/A R Yes Unique identifier for the
physical Platform (UUID);
this shall be a UUID in
accordance with
IETF RFC 4122. ltis
recommended that the
UUID he created using
the random generption
scheme (version 4 UUID)
specific in.the RF(.
Handling. privacy-
sensitivity‘for the ['pi"
Propefty, refer to plause
13.16in ISO/IEC B0118-
2.

Manufacturer | "mnmn" "string" N/A N/A R Yes Name of manufacjurer.

Name

Manufacturer | "mnml" "uri" N/A N/A R No Reference to

Details Link manufacturer,
represented as a YRI.

Model "mnmo" "string" N/A N/A R No Model number as

Number designated by
manufacturer.

Date of "mndt" "date" N/A Times]| R No Manufacturing dafe of

Manufacture Platform.

Serial "mnsel "string" N/A 55 R No Serial number of the

number Platform, may be pnique
for each Platform jof the
same model numier.

Platform "mnpv" "string" N/A N/A R No Version of Platform —

Version string (defined by
manufacturer).

OS Version "mnos" "string" N/A N/A R No Version of Platform
resident OS — stripg
(defined by
manufacturer).

Hardware "mnhw" “string" N/A N/A R No Version of Platform

Version hardware.

Firmware "mnfv "string" N/A N/A R No Version of Platform

version firmware.

Support link “mhsl" "uri" N/A N/A R No URI that points to|support
information from
manufacturer.

SystemTime "st" "date-time" N/A N/A R No Reference time fof the
Platform.

Vendor ID "vid" "string" N/A N/A R No Vendor defined stfing for
thePtatform—Ftre-string is
freeform and up to the
vendor on what text to
populate it.

Network "mnnct" "array" array R No An array of integer where

Connectivity of each integer indicates the

Type integer network connectivity type

based on IANAIfType
value as defined by IANA
ifType-MIB Definitions,
e.g., [71, 259] which
represents Wi-Fi and
Zigbee.
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11.2.4 Resource discovery using "/oic/res"

11.2.4.1 General Requirements

Discovery using "/oic/res" is the default discovery mechanism that shall be supported by all Devices.
General requirements for use of this mechanism are as follows:

— Every Device updates its local "/oic/res" with the Resources that are discoverable (see 7.3.2.2).
Every time a new Resource is instantiated on the Device and if that Resource is discoverable by a
rem tU DUV;UU thcll that RCOUUIUC ;O pub:;ohcd V\l;th thU "IIU;UIIIUO" RCOUUIUC that ;O :UUCI: tU thu

Devire (as the instantiated Resource).

[

After pefforming discovery using "/oic/res", Clients may discover additional details about the Devic
by perfofming discovery using "/oic/p", "/oic/d", etc. If a Client already knows about the Device it may
discovel using other Resources without going through the discovery of "/oic/res"

11.2.4.2| Discovery using "oic.if.ll" (Default OCF Interfgace for "/oic/res")

If a Cliept does not explicitly include an OCF Interface as a query parameter inthe request to "/oic/res
then thel OCF Interface is taken to be "oic.if.ll" as that is the Default OCFnterface for "/oic/res". Th
requirements in this clause are thus applied. The requirements in this ‘clause also apply if an OC
Interface of "oic.if.ll" is explicitly requested by inclusion as a query~parameter in the RETRIEV
operation.

T 1T D

— A Dgqgvice wanting to discover Resources or Resource Types 0nh one or more remote Devices make
a RETRIEVE request to the "/oic/res" on the remote Devices. This request may be sent multicas
(defgult) or unicast if only a specific host is to be probed. The RETRIEVE request may optionall
be ré¢stricted using appropriate clauses in the quety ‘portion of the request. Queries may seleg
based on Resource Types, OCF Interfaces, or Praperties.

—~ U)

<

— The jquery applies to the representation of the'Resources. "/oic/res" is the only Resource whos
repreésentation has "rt". So "/oic/res" is the*only Resource that can be used for Multicast discoverly
at the transport protocol layer.

[

— The Pevice receiving the RETRIEVE*request responds with a list of Resources, the Resource Typ
of eadch of the Resources and_the OCF Interfaces that each Resource supports. Additionally
information on the policies active'on the Resource can also be sent. The policy supported include
Obsgrvability and discoverability.

[

(2]

—

— The feceiving Device mdy do a deeper discovery based on the Resources returned in the reques
to "/gic/res".

The information that.s returned on discovery against "/oic/res" is at the minimum:

— The URI (rélative or fully qualified URL) of the Resource.

— The Resource Type(s) of each Resource. More than one Resource Type may be returned if the
Resource enables more than one type. To access Resources of multiple types, the specific
Resource Type that is targeted shall be specified in the request.

— The OCF Interfaces supported by that Resource. Multiple OCF Interfaces may be returned. To
access a specific OCF Interface that OCF Interface shall be specified in the request. If the OCF
Interface is not specified, then the Default OCF Interface is assumed.

For Clients that do include the OCF-Accept-Content-Format-Version option, an "/oic/res" response
includes an array of Links to conform to IETF RFC 6690. Each Link shall use an "eps" Parameter to
provide the information for an encrypted connection and carry "anchor" of the value OCF URI where
the authority component of <devicelD> indicates the Device hosting the target Resource.
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The OpenAPI 2.0 file for discovery using "/oic/res" is described in Annex A. Also refer to clause 10
(OCF Endpoint discovery) for details of Multicast discovery using "/oic/res" on a CoAP transport.

An example Device might return the following to Clients that request with the Content Format of

"application/vnd.ocf+cbor" in Accept Option:

[
{
"href": "/oic/res",
"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017caa863989/0ic/res",

n 1] 1 1cn
rer— T

"rt": ["oic.wk.res"],

"if": ["oic.if.11l", "oic.if.baseline"],

"p": {"bm": 3},

"eps": [{"ep": "coap://[fe80::b1d6]:44444"}]
bo
{

"href": "/oic/p",

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017caa863989,

"rt": ["oic.wk.p"],

"if": ["oic.if.r", "oic.if.baseline"],

"p": {"bm": 3},

"eps": [{"ep": "coap://[feB80::bld6]:44444"},

{"ep": "coaps://[fe80::b1d6]:11111"}
]

"href": "/oic/d",
"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017caa863989,

"rt": ["oic.wk.d"],

"if": ["oic.if.r", "oic.if.baseline"],

"p" : { "bm" : 3 } ,

"eps": [{"ep": "coap://[fe80::bld6]:44444"},

{"ep": "coaps://[feB80::bld6]s1111"}
]

"href": "/myLightSwitch",

"anchor": "ocf://dc70373c+1&8d-4fb3-962e-017caa863989,
"rt": ["oic.r.switch.binary"],

"if": ["odic.if.a", "oié&.if.baseline"],

upn: {"bm": 3},

"eps": [{"ep": "coap+//[fe80::bld6]:44444"},

{"ep": "coaps://[fe80::bld6]:11111"}
]

11.2.5 Multicast discovery using "/oic/res"

t.

Generic requirements for use of CoAP multicast are provided in clause 12.2.9. Devices shall
use-of CoAP multicast to allow retrieving the "/oic/res" Resource from an unsecured OCF End

support
point on
m other

Devices. The CoAP multicast retrieval of "/oic/res" supports filtering Links based on the "rt" Property

in the Links:

— If the discovery request is intended for a specific Resource Type including as part of a multi-value
Resource Type, the query parameter "rt" shall be included in the request (see 6.2.2) with its value
set to the desired Resource Type. Only Devices hosting the Resource Type shall respond to the

discovery request.

— When the "rt" query parameter is omitted, all Devices shall respond to the discovery request.

© ISO/IEC 2021 - All rights reserved
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11.3 Notification

11.3.1 Overview
A Server shall support NOTIFY operation to enable a Client to request and be notified of desired states

of one or more Resources in an asynchronous manner. 11.3.2 specifies the Observe mechanism in
which updates are delivered to the requester.

11.3.2 Observe

11.3.2.1] Overview

[

In the Observe mechanism the Client utilizes the RETRIEVE operation to require the Server, forupdate
in case ¢f Resource state changes. The Observe mechanism consists of five steps which.are depicte
in Figure 11.

o

NOTE the Observe mechanism can only be used for a resource with a Property of Obsérvable (see 7.3.2.2).

Client SEnVEr

! 1. RETRIEVE Request (Observe) }:
2. Olserve request

cached
I

3. RETRIEVE Responge (Chserve) !

4. Observe
condition satisfied
I

5. RETRIEVE Fesponse (Uhserve) !

N\ 4

SRt GEEEEEEE

Figure 11 — Observe mechanism

11.3.2.2) RETRIEVE request with Observe indication

()

The Clignt transmits‘aRETRIEVE request message to the Server to request updates for the Resourc
on the Berver if-there is a state change. The RETRIEVE request message carries the followinp
parameters:

— fr: Upique identifier of the Client.

— to: Resource that the Client is requesting to Observe.
— ri: Identifier of the RETRIEVE operation.
— op: RETRIEVE.

— obs: Indication for Observe operation.
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11.3.2.3 Processing by the Server

Following the receipt of the RETRIEVE request, the Server may validate if the Client

has the

appropriate rights for the requested operation and the Properties are readable and Observable. If the
validation is successful, the Server caches the information related to the Observe request. The Server

caches the value of the ri parameter from the RETRIEVE request for use in the initial respo
future responses in case of a change of state.

11.3.2.4 RETRIEVE response with Observe indication

nse and

j‘he Server shall transmit a RETRIEVE response message in response to a RETRIEVE
essage from a Client. If validation succeeded, the response includes an Observe indicatio
the Observe indication is omitted from the response which signals to the requesting CI
registration for notification was not allowed.

Tlhe RETRIEVE response message shall include the following parameters:

- fr: Unique identifier of the Server.

- to: Unique identifier of the Client.

— ri: Identifier included in the RETRIEVE operation.

- c¢n: Information Resource representation as requested 4y, the Client.

- rs: The result of the RETRIEVE operation.

- obs: Indication that the response is made to an@bserve operation.

11.3.2.5 Resource monitoring by the Server

Tlhe Server shall monitor the state the\Resource identified in the Observe request from th
Anytime there is a change in the state 6f the Observed Resource, the Server sends another RE
response with the Observe indication. The mechanism does not allow the client to specify any
dr limits which trigger a notification, the decision is left entirely to the server.

11.3.2.6 Additional RETRIEVE responses with Observe indication

Tlhe Server shall transmit updated RETRIEVE response messages following Observed chang
state of the Resoqurces indicated by the Client. The RETRIEVE response message shall inc
parameters list€édyin 11.3.2.4.

11.3.2.7 <Cancelling Observe

Tlhe<Client can explicitly cancel Observe by sending a RETRIEVE request without the

request
n. If not,
ent that

b Client.
TRIEVE
bounds

bs in the
ude the

Dbserve

mdication field to the same Resource on the Server which it was Observing. For certain

protocol

mappings, the Client may also be able to cancel an Observe by ceasing to respond to the R
responses.

11.4 Introspection

11.4.1 Overview

TRIEVE

Introspection is a mechanism to announce the capabilities of Resources hosted on the Device.
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The intended usage of the Introspection Device Data (IDD) is to enable dynamic Clients e.g. Clients
that can use the IDD) to generate dynamically a Ul or dynamically create translations of the hosted
Resources to another eco-system. Other usages of Introspection is that the information can be used
to generate Client code. The IDD is designed to augment the existing data already on the wire. This
means that existing mechanisms need to be used to get a full overview of what is implemented in the
Device. For example, the IDD does not convey information about Observability, since that is already
conveyed with the "p" Property on the Links in "/oic/res" (see 7.8.2.5.3).

The IDD is recommended to be conveyed as static data. Meaning that the data does not change during
the uptime of a Device. However, when the IDD is not static, the Introspection Resource shall be
Observgble and the url Property Value of "oic.wk.introspection" Resource shall change to indicate th3t
the IDD |is changed.

The IDD|describes the Resources that make up the Device. For the complete list of included Resource
see Tablle 20. The IDD is described as a OpenAPI 2.0 in JSON format file. The text in thé followin
bulleted|list contains OpenAPIl 2.0 terms, such as paths, methods etc. The OpenARl 2.0 file shal
contain the description of the Resources:

2

g (®)

— The |DD will use the HTTP syntax, e.g., define the CRUDN operation as HTFP methods and us
the HITTP status codes.

[

— The |DD does not have to define all the status codes that indicate an“error situation.

[®N

— The |DD does not have to define a schema when the status codézndicates that there is no payloa
(see|HTTP status code 204 as an example).

— The paths (URLs) of the Resources in the IDD shall be without the OCF Endpoint description, e.g.
it shall not be a fully-qualified URL but only the relativepath from the OCF Endpoint, aka the "href{.
The felative path may include a query parameter (e.g\"?if=oic.if.Il"), in such cases the text followin
(and|including) the "?" delimiter shall be removed before equating to the "href" that is conveyed b

"/oic[res".

< Q

— The following Resources shall be excluded:in’ the IDD:

— Resource with Resource Type: "eic.wk.res" unless 3rd party defined or optional Properties arj
mplemented.

[

— Resource with Resource Type: "oic.wk.introspection".

Resources explicitly (identified within other specifications working in conjuction with this
document (e.g. Resources that handle Wi-Fi Easy Setup, see [2]).

— The following Respurces shall be included in the IDD when optional or 3™ party defined Propertie|
are implemented:

[

— Resources with type: "oic.wk.p" and "oic.wk.d" (e.g. discovery related Resources).

Jecurity Virtual Resources from ISO/IEC 30118-2.

— When the Device does not expose instances of Vertical Resource Types, and does not have any
3 party defined Resources (see 7.8.4.4), and does not need to include Resources in the IDD due
to other clauses in this clause, then the IDD shall be an empty OpenAPI 2.0 file. An example of an
empty OpenAPI 2.0 file can be found in found in Annex B.2.

— All other Resources that are individually addressable by a Client (i.e. the "href" can be resolved
and at least one operation is supported with a success path response) shall be listed in the IDD.
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— Per Resource the IDD shall include:
— All implemented methods

— For an OCF defined Resource Type, only the methods that are listed in the OpenAPI 2.0
definition are allowed to exist in the IDD. For an OCF defined Resource Type, methods not
listed in the OpenAPIl 2.0 definition shall not exist in the IDD. The supported methods
contained in the IDD shall comply with the listed OCF Interfaces. For example, if the POST
method is listed in the IDD, then an OCF Interface that allows UPDATE will be listed in the
IDD.

— Per supported method:
— Implemented query parameters per method.
— This includes the supported OCF Interfaces ("if") as enum values:
— Schemas of the payload for the request and response bodies of-the method.
— Where the schema provides the representation of a batch.request or response ("pic.if.b")
the schema shall contain the representations for all Resource Types that may be |ncluded
within the batch representation. The representations shall be provided within the 10D itself.
— The schema data shall be conveyed by the OpepAPI 2.0 schema.
— The OpenAPI 2.0 schema object shall comply with:

— The schemas shall be fully resolved,ce.g. no references shall exist outside the QpenAPI
2.0 file.

— The schemas shall list whichiQCF Interfaces are supported on the method.

— The schemas shall list_if a-Property is optional or required.

— The schemas shallinclude all Property validation keywords. Where an enum is| defined
the enum shall contain the values supported by the Device. When vendor|defined
extensions exisi‘o the enum (defined in accordance to 7.8.4.4) these shall be |ncluded
in the enumt

— The schemas shall indicate if an Property is read only or read-write.
-~ By means of the readOnly schema tag belonging to the Property.

— Default value of readOnly is false as defined by OpenAPI 2.0.

— The default value of the "rt" Property shall be used to indicate the supported Resource
Types.

— oneOf and anyOf constructs are allowed to be used as part of a OpenAPI 2.0 schema
object. The OpenAPl 2.0 schema with oneOf and anyOf constructs can be found in
Annex B.1.
— For Atomic Measurements (see clause 7.8.4), the following apply:

— The "rts" Property Value in the IDD shall include only the Resource Types the instance contains
and not the theoretical maximal set allowed by the schema definition.
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— The Resources that are part of an Atomic Measurement, excluding the Atomic Measurement
Resource itself, shall not be added to their own individual path in the IDD, as they are not
individually addressable; however, the schemas for the composed Resource Types shall be
provided in the IDD as part of the batch response definition along with the "href" for the
Resource.

Dynamic Resources (e.g. Resources that can be created on a request by a Client) shall have a URL
definition which contains a URL identifier (e.g. using the {} syntax). A URL with {} identifies that the
Resource definition applies to the whole group of Resources that may be created. The actual path may
contain the Collection node that links to the Resource.

Example of a URL with identifiers:

/ScenelL]lstResURI/{SceneCollectionResURI}/{SceneMemberResURI}:

When different Resource Types are allowed to be created in a Collection, then the different schemaps
for the CREATE method shall define all possible Resource Types that may be created. The schem
construgt oneOf allows the definition of a schema with selectable Resources. Fhe” oneOf construc
allows the integration of all schemas and that only one existing sub schema shall*be used to indicat
the definition of the Resource that may be created.

j )

D —~

Example usage of oneOf JSON schema construct is shown in Figure 12:

"oneOf]': [
{ <<pubschema 1 definition>> },
{ <<|sub schema 2 definition >> }

Figure 12 — Example usage’of oneOf JSON schema

A Client|using the IDD of a Device should check the version of the supported IDD of the Device. Th
OpenAHI 2.0 version is indicated in eaChfile with the tag "swagger". Example of the 2.0 supporte
version pf the tag is: "swagger": "2.0".-Later versions of this document may reference newer version
of the OpenAPI specification, for example 3.0.

[N © )

=)

A Devicp shall support one Resource with a Resource Type of "oic.wk.introspection" as defined i
Table 2¢. The Resource with’a Resource Type of "oic.wk.introspection" shall be included in th
Resourde "/oic/res".

D

D

An emply IDD file, e{g-ho URLs are exposed, shall still have the mandatory OpenAPI 2.0 fields. Se
OpenAH|! specification. An example of an empty OpenAPI 2.0 file can be found in found in Annex B.3.

Table 26 — Introspection Resource

Pre-defined Resource Resource Type ID OCF Description Related
URI Type Title ("rt" value) Interfaces Functional
Interaction

none Introspection "oic.wk.introspection" | "oic.if.r" The Resource that Introspection

announces the URL of the
Introspection file.

Table 27 defines "oic.wk.introspection" Resource Type.
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Table 27 — "oic.wk.introspection” Resource Type definition

Introspection Device D

OpenAPI 2.0 file.

Current value is 1.

rules are@pplied on thd

Property Property Value Value Unit Access Mandatory Description
title name type rule mode

urlinfo "urllnfo" "array" N/A N/A Yes array of objects

url "url" "string" "uri" N/A Yes URL to the hosted payload

protocol "protocol" "string" "enum" N/A R Yes Protocol definition to retrieve
the Introspection Device Data
from the url.

content- "content- "string" "enum” N/A R No content type of the url.

type type"

version "version" "integer" | "enum" N/A R No Version of the Introspegtion
protocol, indicates whigh

hta

regarding the content of the

—

11.4.2 Usage of Introspection

— Retrieve the contents of the Introspection Resource

— Usage of the Introspection Device Data by the Client

he Introspection Device Data is retrieved in the following steps’and as depicted in Figure 13}

— Check if the Introspection Resource is supported<nd retrieve the URL of the Resourc

— Download the Introspection Device Data from the URL specified the Introspection Res

1%
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Client SEMEr

check support introspection

checking if cic.wk.introspection is supported B]

get [foic/res?ri="oic. whk.introspection”] >

< links="/myintrospectionresource"

usage of the introspection resource
i

retrieve the introspection resource b]

i retrieve [fmyintrospectionresource]d}

I introspectioh device data
h{ p

-
< /myintrospectionresource data

url of the introspection device data is now known to the glignt b] :
0 — |
' retrieve [/myintrospettiondataurl] {} }:

usage of the introspection device data |

] LG )

use the introspection data;
1) construct payloads for methods
2) invoke those methods.

™N\T [
]

Figure 13 — Interactions_to check Introspection support and download the Introspection
Device Data

11.5 $emantic'Fags

11.5.1 |Introduction

Semant ngb dal'c IIIUtd'iIIfUIIIIdtiUII dDbUb;thd VV;th d DPUb;ﬁb Rcauuu;c ;Ilbtdllbc that alc IUPIUDUIItU
as both Link Parameters and Resource Properties that provide a mechanism whereby the Resource
be annotated with additional contextual metadata that helps describe the Resource.

When a Semantic Tag is defined for a Resource, it shall be present as a Link Parameter in all Links
that are present that target the Resource, including Links in "/oic/res" if the Resource is a Discoverable
Resource. The Semantic Tag is further treated as a Common Property associated with the Resource
and so shall be returned as part of the "baseline" response for the Resource if a Semantic Tag has
been populated.
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11.5.2 Semantic Tag definitions
11.5.2.1 Relative and descriptive position Semantic Tags

11.5.2.1.1 Introduction

Consider where there may be multiple instances of the same Resource Type exposed by a Device; or
a case where there may be potentially ambiguity with regard to the physical attribute that a Resource
is representing. In such a case the ability to annotate the Links to the Resource with information

ertaining to the relative position of the Resource within the Physical Device becomes useful

11.5.2.1.2 "tag-pos-desc"” or position description Semantic Tag

he "tag-pos-desc" Semantic Tag as defined in Table 28 describes the position gftthe Resoufrce as a
escriptive position. If the tag is not exposed it conveys the same meaning as\if the tag is gxposed
ith a value of "unknown". The value for the "tag-pos-desc" Semantic Tag if @xposed, shall bg a string

ntaining a value from the enumeration detailed in Annex C. The population of the Semantic Tag is
efined by the Device vendor and shall not be mutable by a Client.

Table 28 — "tag-pos-desc"” Semantic Tag-definition

Link Parameter Type Contents Value example
name
"tag-pos-desc" enum See Annex C "tag-pos-desc": "topleft"

11.5.2.1.3 "tag-pos-rel” or relative position Semantic Tag

Tlhe "tag-pos-rel" Semantic Tag describes the position of the Resource as a relative positign in 3D
space against a known point defined by-the Device vendor. The known point is defined using [x,y,z]
form as [0.0,0.0,0.0]. The position itsglf'is then represented by the x-, y-, and z- plane relative|position
ffom this known point using a bounded box of size +1.0/-1.0 in each plane.

Higure 14 illustrates the definjtion of "tag-pos-rel".
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Figure ‘\O"tag-pos-rel" definition

Semantic Tag \(ﬁis defined by the Device vendor and shall not be mutable by

|\

.

@%Ie 29 - "tag-pos-rel” Semantic Tag definition

Link Rarameter ?\ Type Contents Value example
name 3
LN
"tag-pgs-rel" : array Three element array of numbers defining "tag-pos-rel": [0.5,0.5,0.5]
&?\ the position relative to a known [0,0,0]
% point within the context of an abstract box
(-t t

11.5.2.2 Functional behaviour Semantic Tags

11.5.2.2.1 Introduction

Consider, for example, the case of a Device that supports two target temperatures simultaneously for
different modes of operation, for example a temperature for heating and a separate temperature for

cooling.

86
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There is then an ambiguity with respect to the target mode of the specific temperature Resource; it
isn't explicit which instance of temperature is associated with which Device function. In such a case
the ability to annotate the Links to the Resource with information pertaining to the function of the
Resource within the Physical Device becomes useful.

11.5.2.2.2 "tag-func-desc"” or function description Semantic Tag

The "tag-func-desc" Semantic Tag describes the function of the Resource, if exposed it shall be
populated with a value from the currently supported set of standardized enumeration values defined

witha Daovioa acacyvc topra arnacifinatiane  1f 1 oo i ot voacadit caonvava th Qo M’\nv\'n f
y re wovive \/U\JO‘Y\JLUIII \JP\/UIII\JULIUII\J- mirne lus o TTUl \JAHUOUU LAY \JUIIV\J’\J are odadrrro rrrodarl g aS I
ne tag is exposed with a value of "unknown". The value for the "tag-func-desc" Semanti¢ Tag, if
xposed, is defined by the Device vendor and shall not be mutable by a Client.

@D —+

—

his "tag-func-desc" Semantic Tag is detailed in Table 30.

Table 30 — "tag-func-desc"” Semantic Tag definition

Link Parameter Type Contents Value example
name
"tag-func-rel" enum Defined by Device ecosystem "tag-func-desc": "cool"

12 Messaging

12.1 Introduction

br each messaging protocol specified (e.g., . €0AP.). Mapping to additional protocols is explected in
ter version of this document. All the Property information from the Resource model shall bg carried
ithin the message payload. This payload-shall be generated in the Resource model layer gnd shall
e encapsulated in the data connectivity’layer. The message header shall only be used to flescribe
the message payload (e.g., verb, mime-type, message payload format), in addition to the mandatory
eader fields defined in a messaging protocol (e.g., CoAP) specification. If the message header does
ot support this, then this information shall also be carried in the message payload. Resourde model
imformation shall not be included in the message header structure unless the message header field is
andatory in the messagifig) protocol specification.

Tlhis clause specifies the protocol messaging mapping to the CRUDN messaging operations (dlause 8)
f
I

hen a Resource is specified with a RESTful description language like OpenAPI 2.0 then the HTTP
ntax definitions_are used in the description (e.g., HTTP syntax for the CRUDN operation$, status
des, etc). The-HT TP syntax will be mapped to the actual used web transfer protocol (e.g., CoAP).

he communpication is largely based on UDP and UDP has defined the Maximum Transmisdion Unit
TU). All)UDP payload size communications shall not exceed the MTU size as per| by the
IETF RFC 8085 clause 3.2. This is to avoid being dependent on package reassembly by the operating
stems.

12.2 Mapping of CRUDN to CoAP

12.2.1 Overview
A Device implementing CoAP shall conform to IETF RFC 7252 for the methods specified in clause

12.2.3. A Device implementing CoAP shall conform to IETF RFC 7641 to implement the CoAP Observe
option. Support for CoAP block transfer when the payload is larger than the MTU is defined in 12.2.8.
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12.2.2 URIs

An OCF: URI is mapped to a coap: URI by replacing the scheme name "ocf" with "coap" if unsecure or
"coaps" if secure before sending over the network by the requestor. Similarly on the receiver side, the
scheme name is replaced with "ocf".

Any query string that is present within the URI is encoded as one or more URI-Query Options as
defined in IETF RFC 7252 clause 6.4.

12.2.3 CoAP-method-withretquest-andresponse

12.2.3.11 Overview

Every request has a CoAP method that realizes the request. The primary methods and their’'meaningps
are shown in Table 31, which provides the mapping of GET/POST/DELETE methods to CREATE
RETRIEVE, UPDATE, and DELETE operations. The associated text provides the generic behaviour
when uging these methods, however Resource OCF Interfaces may modify these generic semanticg.
The HTTP codes in the RESTful descriptions will be translated as described in JETF RFC 8075 claus
7 Respgnse Code Mapping. CoAP methods not listed in Table 31 are not supported.

[

[

Table 31 — CoAP request and responsé

Method for CRUDN (mandatory) Request data (mandatory) Response data

GET for RETRIEVE - Method code: GET (0.01). - Response code: success (2.xx) or

Lo error (4.xx or 5.xx).
- Request URI: an existing URIMor

the Resource to be retrieved - Payload: Resource representation
of the target Resource (when
successful).

POST|for CREATE - Method code: P@ST (0.02). - Response code: success (2.xx) or
error (4.xx or 5.xx).

- Request URI™an existing URI for
the Resource responsible for the - Payload: the URI of the newly
creation. created Resource (when successful).

- Payload: Resource presentation of
the*Resource to be created.

POST|for UPDATE -~ Method code: POST (0.02). - Response Code: success (2.xx) or

_— error (4.xx or 5.xx).
- Request URI: an existing URI for

the Resource to be updated.

- Payload: representation of the
Resource to be updated.

DELETE for DELETE - Method code: DELETE (0.04). - Response code: success (2.xx) or

- error (4.xx or 5.xx).
- Request URI: an existing URI for

the Resource to be deleted.

12.2.3.2 "CREATE with POST

POST shall be used only in situations where the request URI is valid, that is it is the URI of an existing
Resource on the Server that is processing the request. If no such Resource is present, the Server shall
respond with an error response code of 4.xx. The use of POST for CREATE shall use an existing
request URI which identifies the Resource on the Server responsible for creation. The URI of the
created Resource is determined by the Server and provided to the Client in the response.

A Client shall include the representation of the new Resource in the request payload. The new resource
representation in the payload shall have all the necessary Properties to create a valid Resource
instance, i.e. the created Resource should be able to properly respond to the valid Request with
mandatory OCF Interface (e.g., "GET with ?if=oic.if.baseline").
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Upon receiving the POST request, the Server shall either:

— Create the new Resource with a new URI, respond with the new URI for the newly created Resource
and a success response code (2.xx); or

— respond with an error response code (4.xx or 5.xx).

12.2.3.3 RETRIEVE with GET

iﬁshﬁﬂruwdﬁﬁ-&ﬁﬁ%mﬂm%&-@ﬁmﬂhﬁ-ﬁmeﬁ%mﬂaﬁn of the
target Resource identified by the request URI.

Upon receiving the GET request, the Server shall either:

Send back the response with the representation of the target Resource withra-success rgesponse
code (2.xx); or

respond with an error response code (4.xx or 5.xx) or ignore it (e.g. noh-applicable multicagt GET).

GET is a safe method and is idempotent.

—

2.2.3.4 UPDATE with POST

OST shall be used only in situations where the request URVis valid, that is it is the URI of an|existing
esource on the Server that is processing the request. }f no such Resource is present, the Serper shall
espond with an error response code of 4.xx. A client.shall use POST to UPDATE Property values of
n existing Resource.

-

Q

Upon receiving the request, the Server shall either:

- Apply the request to the Resource identified by the request URI in accordance with thel applied
OCEF Interface (i.e. POST for non-existent Properties is ignored) and send back a responge with a
success response code (2.xx); or

- respond with an error response code (4.xx or 5.xx). Note that if the representation in the|payload
is incompatible with the.target Resource for POST using the applied OCF Interface (i.e. the
overwrite semantic cannot be honored because of read-only Property in the payload), then the error
response code 4.xx shall be returned.

12.2.3.5 DELETE-with DELETE

DELETE shall~be used for DELETE operation. The DELETE method requests that the Resource
dentified by(the request URI be deleted.

Upon receiving the DELETE request, the Server shall either:

e—+{2); or
— respond with an error response code (4.xx or 5.xx).

DELETE is unsafe but idempotent (unless URIs are recycled for new instances).

12.2.4 Content-Format negotiation

The Framework mandates support of CBOR, however it allows for negotiation of the payload body if
more than one Content-Format (e.g. CBOR and JSON) is supported by an implementation. In this case
the Accept Option defined in clause 5.10.4 of IETF RFC 7252 shall be used to indicate which Content—
Format (e.g. JSON) is requested by the Client.
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The Content-Formats supported are shown in Table 32.

Table 32 — OCF Content-Formats

Media Type ID

"application/vnd.ocf+cbor™ 10000

Diagno

ic Payload do not include a Content-Format Option. The Content-Format Option shall use th

Clients ) . ¢ hall
include |a Conte ) r
IETF RAHC 7252 clause 5.5.1, Servers shall include a Content-Format Option for all error (4.xx or:5,xX)
responses with a payload body unless they include a Diagnostic Payload; error responses)with p

t

ID colur
Option.

Clients s
the requ

the required Content-Format if available. If the required Content-Format capnot'be returned, then th

Server s

12.2.5

Servers
respons

Option in request messages. The OCF-Content-Format-Version Option and OCF-Accept-Conten

Format-

Tablé¢ 33 — OCF-Content-Format-Version and.QCF-Accept-Content-Format-Version Option

nn numeric value from Table 32. An OCF vertical may mandate a specific Coftent-Forma

hall also include an Accept Option in every request message. The Accept-Option shall indicat
ired Content-Format as defined in Table 32 for response messages. The“Server shall retur

DO o0

hall respond with an appropriate error message.

OCF-Content-Format-Version information

O

and Clients shall include the OCF-Content-Format-\lersion Option in both request an
e messages with a payload. Clients shall include the. OCF-Accept-Content-Format-Versio

-

Version Option are specified as Option Numbers.in‘the CoAP header as shown in Table 33.

Numbers
CoAP Option Number Name Format Length
(bytes)
2049 OCF-Accept-Content- uint 2
FormatfVersion
2053 OCF=:Content-Format- uint 2
Version
The valpie of both the JOCF-Accept-Content-Format-Version Option and the OCF-Content-Formaf-

Version
The maj
as show

Option is atwo-byte unsigned integer that is used to define the major, minor and sub versionsg.
or and niinor versions are represented by 5 bits and the sub version is represented by 6 bits
n in Table 34.

Representation

Major Version Minor Version Sub Version

Bit

15 (14 |13 [ 12 | 11 10 |9 8 7 6 5 |4 3 |2 1 0
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Table 35 illustrates several examples:

Table 35 — Examples of OCF-Content-Format-Version and OCF-Accept-Content-Format-Version
Representation

OCF version Binary representation Integer value
"1.0.0" "0000 1000 0000 0000" 2048
"1.1.0" "0000 1000 0100 0000" 2112

—

he OCF-Accept-Content-Format-Version Option and OCF-Content-Format-Version Option|for this
ersion of the document shall be "1.0.0" (i.e. "Ob0000 1000 0000 0000").

<

12.2.6 Content-Format policy

Il Devices shall support the current Content-Format Option, "application/vAd.ocf+cbor", and OCF-
ontent-Format-Version "1.0.0".

Q>

-

or backward compatibility with previous OCF-Content-Format-Version Options:
- All Client Devices shall support OCF-Content-Format-Version~Option set to "1.0.0" and hiIher.
.0" and

- All Client Devices shall support OCF-Accept-Content~Eormat-Version Option set to "1.
higher.

- A Client shall send a discovery request message with its Accept Option |set to
"application/vnd.ocf+cbor", and its OCF-Accept-Content-Format-Version Option matching its
highest supported version.

- A Server shall respond to a Client's discovery request that is higher than its OCF-Content{Format-
Version by responding with its Content-Format Option set to "application/vnd.ocf+cbor", apd OCF-
Content-Format-Version matching'its highest supported version. The response representatjon shall
be encoded with the OCF-Content-Format-Version matching the Server's highest supported version.

- A Server may support previous Content-Formats and OCF-Content-Format-Versions to|support
backward compatibility with previous versions.

- For a Server that supports multiple OCF-Content-Format-Version Options, the Server should
attempt to respond with an OCF-Content-Format-Version that matches the OCF-Accept-Content-
Format-Version of the request.

—

o0 maintaintcompatibility between Devices implemented to different versions of this document,|Devices
lhould follow the policy as described in Figure 15.

n

Tlhe/©CF Clients in Figure 15 support sending Content-Format Option set to "application/vnd.ogf+cbor",
Accept Option set to "application/vnd.ocf+cbor", OCF-Content-Format-Version Option set to| "1.0.0",
and OCF-Accept-Content-Format-Version Option set to "1.0.0" (representing OCF 1.0 and later
Clients). The OCF Servers in Figure 15 support sending Content-Format Option set to
"application/vnd.ocf+cbor" and OCF-Content-Format-Version Option set to "1.0.0" (representing
OCF 1.0 and later Servers).
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o]

OCF-Content-Format-Version QOCF Server
(supports "1.0.0" for compatibility) (only supports "1.0.0")

CF Client with newer

{ OCF Server behavior :

GET /oic/res with Accept="application/wnd.ocf+cbor" and OCF-Accept-Content-Format-Version="7.5.2"

b
>

Joic/res response with Content-Format="application/wnd.ocf+cbor" and OCF-Content-Format-Version="1.0.0"

T
I
I
I
I
|
}
I
I
|
(I
I

Figur|

12.2.7

The ma
respons

12.2.8

Basic COAP messages work well for the small payloads typical of light-weight, constrained loT deviceg.

Howeve

CoAP bl
content
CRUDN

Similarly
The use
payload

A Client
IETF RHA
as desc

12.2.9

A Client
other De

— Devi
Spag
on th

Nodés mutticast groups.

e 15 — Content-Format Policy for backward compatible OCF Clients negotiating lower
OCF Content-Format-Version
CRUDN to CoAP response codes

bping of CRUDN operations response codes to CoAP response codes arg-identical to th
b codes defined in IETF RFC 7252.

CoAP block transfer

[ scenarios can be envisioned in which an application needs/to transfer larger payloads.

ock-wise transfer as defined in IETF RFC 7959 shall be*used by all Servers which generate
payload that would exceed the size of a CoAP datagram as the result of handling any define
operation.

of block-wise transfer is applied to both théreception of payloads as well as transmission g
5 that would exceed the size of a CoAP datagram.

may support both the block1 (as descriptive) and block2 (as control) options as described b
C 7959. A Server may support beth the block1 (as control) and block2 (as descriptive) option
ibed by IETF RFC 7959.

Generic requirements-for CoAP multicast

may use CoAP multicast to retrieve a target Resource with a fixed local path from multipl
vices. This clause\provides generic requirements for this mechanism.

Ces shall joindhe All OCF Nodes multicast groups (as defined in [IANA IPv6 Multicast Addres
e Registry]) with scopes 2, 3, and 5 (i.e., ff02::158, ff03::158 and ff05::158) and shall liste
e port.5683. For compliance to IETF RFC 7252 a Device may additionally join the All CoA

— Cliern

, COAP block-wise transfer as defined in IETF RFC 7959 shall be supported by all Clienty.

(4]

O

[

D

[

U o

ts intpnding to discover Resources shall jnin the multicast groups as defined in the first bullet.

— Clients shall send multicast requests to the All OCF Nodes multicast group address with scope 2

("ff02::158") or with scope 5 ("ff05::158") at port "5683". The requested URI shall be the fixed local
path of the target Resource optionally followed by query parameters. For compliance to
IETF RFC 7252 a Client may additionally send to the All CoOAP Nodes multicast groups.

To discover Devices on a low-rate wireless personal area network (LR-WPAN) [see
IETF RFC 7346], Clients should send additional discovery requests (GET request) to the All OCF
Nodes multicast group address with REALM_LOCAL scope 3 ("ff03::158") at port "5683". The set
of replying Devices then can be used to distinguish if the Device is SITE_LOCAL or REALM_LOCAL
to the Client discovering the Devices. Such request shall use the IPv6 hop limit with a value of 255.
If the Client sends discovery requests to All OCF Nodes, then for compliance to IETF RFC 7252 a
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Client may additionally send to the All CoAP Nodes multicast groups with the same REALM_LOCAL

scope with the IPv6 hop limit value of 255.

Clients should send discovery requests (GET request) to the All OCF Nodes multicast group
address with SITE_LOCAL scope 5 ("ff05::158") at port "5683". Such request shall use the IPv6

hop limit with a value of 255. If the Client sends discovery requests to All OCF Nodes,

then for

compliance to IETF RFC 7252 a Client may additionally send to the All CoOAP Nodes multicast

groups with the same SITE_LOCAL scope with the IPv6 hop limit value of 255.

The multicast request shall be permitted by matching the request to an ACE which

permits

1

1
d
2
c

—_—

—

V
t
d

U

gther states the Server should respond with timeouts asddentified in IETF RFC 7252.

unauthenticated access to the target Resource as described in ISO/IEC 30118-2.

in IETF RFC 6690.

Devices which receive the request shall respond, subject to query parameter processing
to the requested Resource.

2.2.10 Setting timeout on response to a confirmable request
he timeout specified by "oic.wk.res:eps[]:lat", when present, should)only be taken into accou
lient when the Server is in the "ready for normal operation state"[see clause 8.5 in ISO/IEC

] and the request made is a confirmable request. The Seryer-should only enable the state
ause latency when in "ready for normal operation state" fsée clause 8.5 in ISO/IEC 30118-

2.3 Mapping of CRUDN to CoAP serialization over TCP

2.3.1 Overview
h environments where TCP is already. available, CoAP can take advantage of it to provide r¢
Iso in some environments UDP traffic is blocked, so deployments may use TCP. For ¢
onsider a cloud application acting.as a Client and the Server is located at the user’'s home. 4
hich already support CoAP as{a)messaging protocol could easily support CoAP serializat

CP shall conform to IETF-RFC 8323.

2.3.2 URIs

Handling of multicast requests shall be as described in clause 8 of IETF RFC 7252cand clause 4.1

specific

t by the
30118-
that will
P]. In all

liability.
xample,
\ Server
on over

CP rather than utilizing anothér messaging protocol. A Device implementing CoAP Serializafion over

Vhen UDP is blocked, Clients are dependent on pre-configured details of the Device to det

—

names with the scheme names defined in clauses 8.1 and 8.2 of IETF RFC 8323 respectively

rmine if

ne Device supports CoAP serialization over TCP. When UDP is not-blocked, a Device which gupports
0AP serialization over TCP shall populate the "eps" Parameter in the "/oic/res" response, aq defined
im 10.2, with 'the URI scheme(s) as defined in clause 8.1 or 8.2 of IETF RFC 8323. For the "cogps+tcp"
Rl scheme, as defined in clause 8.2 of IETF RFC 8323, IETF RFC 7301 shall be used. In addition,
ne MRIs used for CoAP serialization over TCP shall conform to 12.2.2 by substituting the|scheme

1

2.3.3 CoAP method with request and response

The CoAP methods used for CoAP serialization over TCP shall conform to 12.2.3.

1

2.3.4 Content-Format negotiation

The Content Format negotiation used for CoAP serialization over TCP shall conform to 12.2.4.
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12.3.5

OCF-Content-Format-Version information

The OCF Content Format Version information used for CoAP serialization over TCP shall conform to

12.2.5.

12.3.6

Content-Format policy

The Content Format policy used for CoAP serialization over TCP shall conform to 12.2.6.

12.3.7

The CR

12.3.8

The CoA

12.3.9

The Dey
clause 5
The red
IETF RH

Both si
correspq

12.3.10

In case
IETF RH
Device i
The aut

12.4

OCF im
from CB

Properti
and 1).
precisio
dependg
numbers
be enco

CRUDN to CoAP response codes

JDN to CoAP response codes for CoAP serialization over TCP shall conform to 12.2.7

CoAP block transfer

P block transfer for CoAP serialization over TCP shall conform to clause 6 6l ETF RFC 8323.

Keep alive (connection health)

ice that initiated the CoAP over TCP connection shall send a Ping message as described i
.4 in I[ETF RFC 8323. The Device to which the connection was made may send a Ping messag
ipient of any Ping message shall send a Pong message as described in clause 5.4 i
C 8323.

= D 35

Q.

jes of an established CoAP over TCP connection may send subsequent Ping (an
nding Pong) messages.

CoAP using a proxy

—h

5 that a request is made to a forwarding proxy, the option proxy-uri (clause 5.10.2 ¢
C 7252) shall be used. The format of the information in the proxy-uri option includes the OC
formation. The proxi-uri shall havesthe format of an OCF URI as described in clause 6.2.3.
ority will have the same value asjoic.wk.d:uuid of the targeted Device.

Payload Encoding in CBOR

-

lementations shall perform the conversion to CBOR from JSON defined schemas and to JSO
R in accordance‘with IETF RFC 7049 clause 4 unless otherwise specified in this clause.

bs defined asyaJSON integer shall be encoded in CBOR as an integer (CBOR major types D
Propertiesydefined as a JSON number shall be encoded as an integer, single- or doublg-
n floating point (CBOR major type 7, sub-types 26 and 27); the choice is implementation
nt. Half-precision floating point (CBOR major 7, sub-type 25) shall not be used. Integgr
shalkbe within the closed interval [-2253, 2753]. Properties defined as a JSON number shoulfd
Hed)as integers whenever possible; if this is not possible Properties defined as a JSON numbgr

should u

se single-precision IT the 10ss of precision does not aifect the quality of service, otherwise the

Property shall use double-precision.

On rece
any pos

ipt of a CBOR payload, an implementation shall be able to interpret CBOR integer values in
ition. If a Property defined as a JSON integer is received encoded other than as an integer,

the implementation may reject this encoding using a final response as appropriate for the underlying
transport (e.g. 4.00 for CoAP) and thus optimise for the integer case. If a Property is defined as a
JSON number an implementation shall accept integers, single- and double-precision floating point.
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13 Security

The details for handling security and privacy are specified in ISO/IEC 30118-2.
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Annex A
(normative)

Resource Type definitions

A.1 List of Resource Type definitions

All the dauses in Annex A describe the Resource Types with a RESTful API definition language. Th
Resourde Type definitions presented in Annex A are formatted for readability, and so may appear t
have ex{ra line breaks. Table A.1 contains the list of defined Core Common Resources in this documer

~ O

Table A.1 — Alphabetized list of Core Resources

Friendly Name (informative) Resource Type (rt) Clause
Atomi¢ Measurement "oic.wk.atomicmeasurement" A.2
Collections "oic.wk.col" A.3
Devicq "oic.wk.d" A.4
Discojerable Resource "oic.wk.res" A.T
Introspection "oic.wk.introspection” A.5
Platfojm "oic.wk.p" A.6

A.2 Atomic Measurement links list represéentation

A.2.1 |Introduction

The oic.Jf.baseline OCF Interface exposes a‘representation of the links and the Common Properties
of the Afomic Measurement Resource.

A.2.2 |Example URI

/AtomicMeasurementResUR|

A.2.3 |Resource type

The Regqource Typeéris defined as: "oic.wk.atomicmeasurement”.

A.2.4 (OpenAPl 2.0 definition

"swagger": "2.0",
"info": {
"title": "Atomic Measurement links list representation",
"version": "2019-03-04",
"license": {
"name": "OCF Data Model License",
"url": "https://openconnectivityfoundation.github.io/core/LICENSE.md",
"x-copyright": "Copyright 2018-2019 Open Connectivity Foundation, Inc. All rights reserved."
}I
"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
}!
"schemes": ["http"],
"consumes": ["application/json"],
"produces": ["application/json"],
"paths": {
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"/AtomicMeasurementResURI?if=oic.if.11": {

"get": |
"description":
the Links",

"parameters":

{
"Sref":

}

]I

[

"The oic.if.1l1l OCF Interface exposes a representation of

"#/parameters/interface-all"

"responses": {
"200": |
"description": "",
"x—example": [{
"href": "/temperature",
"rt": ["oic.r.temperature"],
"if": ["odic.if.s", "oic.if.baseline"(
}I
{
"href": "/bodylocation",
"rt": ["oic.r.body.location.temperature"],
"if": ["oic.if.s", "oic.if-Dbaseline"]
}I
{
"href": "/timestamp'y
"rt": ["oic.r.timeasstatp"],
"if": ["oic.if.sPpn\"oic.if.baseline"]
1,
"schema": {
"Sref": "#/definitions/links"

}
}I

"get": {
"description":
ffom Resources pointed to by the Links.\n",
"parameters":

{
"Sref":
}
],

"/AtomicMeasurementResURI?if=o0ic.if.b" ¥\

[

"#/parameters/interface-all"

"TheVNoic.if.b OCF Interface returns data items refrieved

"respohiges": {
"200": {
"description": "Normal response, no errors, all
Pkoperties are returned correctly\n",
"x-example": [{
"href": "/temperature",
"rep": {
"temperature": 38,
"units": "C",
"range": [25, 45]
}
}I
{
"href": "/bodylocation",
"rep": {
"bloc": "ear"
}
}7
{
"href": "/timestamp",
"rep": {
"timestamp": "2007-04-05T14:30+09:00"
}
1
"schema": {
"Sref": "#/definitions/batch-retrieve"
}
}
}
}
}7
"/AtomicMeasurementResURI?if=oic.if.baseline": {

"get": {
"description":

© ISO/IEC 2021 - All rights reserved
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representation of the links and\nthe Common Properties
"parameters": [
{

"Sref": "#/parameters/interface-all"

of the Atomic Measurement Resource.\n",

"responses": {
"200": |
"description": "",
"x-example": {
"rt": ["oic.wk.atomicmeasurement"],
"if": ["oic.if.b", "oic.if.1l1l",
"oic,.if.baseline"]
"rts": ["oic.r.temperature",
"oic.r.bpdy.location.temperature", "oic.r.time.stamp"],
"rts-m": ["oic.r.temperature",
"oic.r.b¢pdy.location.temperature", "oic.r.time.stamp"],
"links": [{
"href": "/temperature",
"rt": ["oic.r.temperature"],
"if": ["oic.if.s", "oic.if.Dbaseline"]
}l
{
"href": "/bodylocation',
"rt": ["oic.r.bodyvwXoéation.temperature"]
"if": ["oic.if.g™p\"oic.if.baseline"]
}I
{
"href": "/timestamp",
"rt": ["oidvr.time.stamp"],
"if": JMic.if.s", "oic.if.baseline"]
}]
}I
"schema": {
"Sref":¥"#/definitions/baseline”
}
}
}
}
}
4
"lparameters": {
"interface-all": {
"in": "query",
"name": "if",
"type": "string",
"enum": ["oic.®f.b", "oic.if.1l1l", "oic.if.baseline"]
}
"definitions™: {
"links": {
"typélti~Marray",
"ieems": {
"Sref": "#/definitions/oic.oic-1ink"
b
by
"batdh-retrieve": {
"title": "Collection Batch Retrieve Format (auto merged)",
"minItems": 1,
"items": {
"additionalProperties": true,
"prmpar‘ri eg"-. {

"href": {

"Sref":

"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-

schema.json#/definitions/href"
}7

"rep

{

"oneOf":

Resource",

Collection (batch) Resource",
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"description": "The response payload from a single
"type": "object"
"description": " The response payload from a
"items": {
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"properties": {
"anchor": {
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/anchor"
}’
"dim: |
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/di"

}7

"eps": |

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core—
sfkhema.json#/definitions/eps"

by
"href": {

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core3
sfkhema.json#/definitions/href"

by
"ifre |
"description": "Thg OCF
Ihterface set supported by this Resource",
"items": {
"enum": [
"oic.if.baspline",
"oic.if.11"
"oic.if.b",
"oic.if.rw"
"oic.if.r",
"oic.if.a",
"oic.if.s"]
"type": "stfping”
}!
"minItems": 1,
"uniqueltems": trud,
"type": "array"
}I
"ins": {

"Sref":
"https://openconnectivityfoundation.github./io/core/schemas/oic.links.properties.core-
skhema.json#/definitions/ins"

}!
"p": |

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
sfkhema.json#/definitions/p"

s
"rel": {

"description": "The relation of the target URI
referenced by the Lif,to the context URI",

"oneOf": [

{

"Sref":
"https://opencénnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
skhema.json#/definitions/rel array"

}I
{
"Sref":
"httes": //openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
Fhema dson#/definition rel tring"”
}
]
}!
"rt": |
"description": "Resource
Type of the Resource",
"items": {
"maxLength": 64,
"type": "string"
}l
"minItems": 1,
"uniquelItems": true,
"type": "array"
}I
"title": {
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"$ref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/title"

I
"type": {

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/type"

}
}7
"required": [
"href",
"opn
llif"

]l
" ype": "object"

"type "array"
]
}
by
"required": [
"href",
"rep™
1,
"type": "object"
}I
"type": "array"
}I
"baseline": {
"properties": {
"links": {
"description": "A set of siMple or individual Links.",
"items": |
"Sref": "#/definifions/oic.oic-1link"
by
"type": "array"

}’

"n": { "Sref"
"https:/fopenconnectivityfoundation.github.io/core/gchemas/oic.common.properties.core-
schema.j$on#/definitions/n"},

id": { "Sref"
"https:/fopenconnectivityfoundation.github.ioylcore/schemas/oic.common.properties.core-
schema.j$on#/definitions/id"},

Wpp. {
"description": "Resource Type,of“this Resource",
"items": {

"enum": ["oic.wk.atomicmeasurement"],
"type": "string",
"maxLength": 64
}!
"minTtems": 1,
"readOnly": true,
"uniqueltems'y~Erue,
"type": "arraw/
4
"rts": {
"description": "An array of Resource Types that are supported
within af array “of Links exposed by the Resource",
"items": {
"maxLength": 64,
"type": "string"
}!
"minTtems": 1,
"readOnly": true,
"uniqueltems": true,
"type": "array"
}I
"rts-m": {
"description": "An array of Resource Types that are mandatory to
be exposed within an array of Links exposed by the Resource",
"items": {
"maxLength": 64,
"type": "string"
}I
"minItems": 1,

"readOnly": true,
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"uniqueItems": true,
"type": "array"
}7
"ifv: |
"description": "The OCF Interface set supported by this
Resource",
"items": {
"enum": ["oic.if.b", "oic.if.ll", "oic.if.baseline"],
"type": "string"
}I
"minItems": 3,
"readOnly": true,
"unigueltems": true
"type": "array"
}
by
"type": "object",
"required": [
"rt",
"if",
"links"
]
}l
"oic.oic-1link": {
"properties": {
"anchor": {
"Sref": "https://openconnectivityfoundation.github.io/core/selemas/oic.links.properti¢s.core-
sfhema. json#/definitions/anchor"
}I
"dim: |
"Sref": "https://openconnectivityfoundation.github«i¢/core/schemas/oic.links.properti¢s.core-
sfkhema.json#/definitions/di"
}I
"eps": {
"Sref": "https://openconnectivityfoundation github.io/core/schemas/oic.links.properti¢s.core-
sfhema.json#/definitions/eps"
}I
"href": {
"Sref": "https://openconnectivityfoufidation.github.io/core/schemas/oic.links.propertig¢s.core-
sfhema. json#/definitions/href"
}I
"ifre |
"description": "The OCF Interface set supported by this
Resource",
"items": {
"enum": [
"oic.if.baseline",
"oic.if.1l1",
"oic.if.b",
"oic.if.rw",
"oic.if.xr"
"oic.if.a",
"oic.if.s"],
"type": "string"
}I
"minItems": 1,
"uniqueItems": true,
"type": "array"
}’
"ins": {
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.properti¢s.core-
skhema dson#/definition ing™

}7

"p": |
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links

schema.json#/definitions/p"

}7

"rel": {
"description":
"oneOf": [

{

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/rel array"

}’
{

"Sref":

"The relation of the target URI referenced by the Link to the
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"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-

schema.json#/definitions/rel string"
}
]
}I

"ret:
"description": "Resource Type of the Resource",
"items": {
"maxLength":
"type": "string"
}7
"minItems": 1,
"upigqueltems": true
"type": "array"
}l
"title":
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.propertigs core
schema.jpon#/definitions/title"
4
[type": {
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links preperties.core-
schema.j$on#/definitions/type"
}’
"required": [
"href",
nren,
"if"

]

4
ype": "object"

A.2.5 ([Property definition

Table AJ2 defines the Properties that are part of the'oic.wk.atomicmeasurement" Resource Type.

Table A.2 — The Property definitions of the Resource with type

"rt" = "oic.wk.atomicmeasurement”
Property name Value type Mandatory Access mode Description
href multiple types: see Yes Read Write
schema
rep multiple.types: see Yes Read Write
schema
links arrays see schema Yes Read Write A set of simple or
individual Links.
n multiple types: see No Read Write
schema
id multiple types: see No Read Write
schema
rt array: see schema Yes Read Only Resource Type of
this Resource
rts array: see schema No Read Only An array of
Resource Types that
are supported within
an array of Links
exposed by the
Resource
rts-m array: see schema No Read Only An array of
Resource Types that
are mandatory to be
exposed within an
array of Links
exposed by the
Resource
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Property name Value type Mandatory Access mode Description
if array: see schema Yes Read Only The OCF Interface
set supported by this
Resource
anchor multiple types: see No Read Write
schema
di multiple types: see No Read Write
schema
eps multiple types: see No Read Write
schema
href multiple types: see Yes Read Write
schema
if array: see schema Yes Read Write The"@CF Interface
set’supported by this
Resource
ins multiple types: see No Read Write
schema
p multiple types: see No Read Write
schema
rel multiple types: see No Read(Wkite The relation of|the
schema target URI
referenced by the
Link to the context
URI
rt array: see schema Yes Read Write Resource Typq of
the Resource
title multiple types: see No Read Write
schema
type multiple types: see No Read Write
schema

0

esource Type.

A.2.6 CRUDN behaviour

Table A.3 — The CRUDN operations of the Resource with type

"rt" = "oic.wk.atomicmeasurement"”

able A.3 defines the CRUDN operations that are supported on the "oic.wk.atomicmeasyrement"

Create

Read

Update

Delete

Notify

get

observe

A.3% ‘Collection

A.3.1

Collection Resource Type contains Properties and Links.

Introduction

The oic.if.baseline OCF Interface exposes a representation of

the Links and the Properties of the Collection Resource itself

A.3.2

/CollectionResURI

Example URI
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A.3.3 Resource type

The Resource Type is defined as: "oic.wk.col".

A.3.4 OpenAPl 2.0 definition

"swagger": "2.0",

"info": {
"title": "Collection",
"verftomtT OTro=03=02™;
"licgnse": {
"ngme": "OCF Data Model License",
"ufl": "https://openconnectivityfoundation.github.io/core/LICENSE.md",
"xtcopyright": "Copyright 2016-2019 Open Connectivity Foundation, Inc. All rights reserved.
}l
"terpsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
}V
"schem¢s": [
"http"
] 4
"consupes": [

application/json"

"produges": [
"application/json"

"paths|: {
"/CollectionResURI?if=oic.if.11" : {
"get": |
'description": "Collection Resource Type contains Propehties and Links.\nThe oic.if.ll OCF
Interfac¢ exposes a representation of the Links\n",
'parameters": [
{
"Sref": "#/parameters/interface-all"
}
’
'responses": {
"200": {
"description" ",

"x-example": [

{

"href": "/switch",

"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a" & "0ic.if.baseline"],
" eps " . [

{"ep": "coap:/(1£f€80::b1ld6]:1111", "pri": 2},
{"ep": "coaps:/7/[fe80::bld6]:1122"},
{"ep": "coapttcp://[2001:db8:a::123]:2222", "pri": 3}

"href'¥s"/airFlow",

"rtls ["oic.r.airflow"],

g Y ["oic.if.a", "oic.if.baseline"],
Sepst: [

{"ep": "coap://[fe80::bld6]:1111", "pri": 2},
{"ep": "coaps://[fe80::b1ld6]:1122"},
{"ep": "coap+tcp://[2001:db8:a::123]:2222", "pri": 3}

}
]I

"schema": {
"Sref": "#/definitions/slinks"
}
}
}
}
}7
"/CollectionResURI?if=oic.if.baseline" : {
"get": {

"description": "Collection Resource Type contains Properties and Links.\nThe oic.if.baseline
OCF Interface exposes a representation of\nthe Links and the Properties of the Collection Resource
itself\n",

"parameters": [
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{
"Sref": "#/parameters/interface-all"
}
]I
"responses": {
"200": {
"description"™ : "",
"x-example": {
"rt": ["oic.wk.col"],
"if": ["oic.if.1l1l", "oic.if.b", "oic.if.baseline"],
"rts": [ "oic.r.switch.binary", "oic.r.airflow" ],
"rts-m": [ "oic.r.switch.binary" 1],
"links": [
{

"href": "/switch",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"eps": [
{"ep": "coap://[fe80::bld6]:1111", "pri": 2},
{"ep": "coaps://[feB80::b1d6]:1122"},
{"ep": "coaps+tcp://[2001:db8:a::123]:2222", "pri": 3}

"href": "/airFlow",
"rt": ["oic.r.airflow"],
"if": ["oic.if.a"™, "oic.if.baseline"],
"eps": [
{"ep": "coap://[fe80::bld6]:1111", "pri": 25,
{"ep": "coaps://[fe80::bld6]:1122"},
{"ep": "coaps+tcp://[2001:db8:a::123]:2222", "pri": 3}

]
}7
"schema": {
"Sref": "#/definitions/sbaseline"

}
}I
"post™: |
"description": "Update on Baseline OCF Interface\n",
"parameters": [
{
"Sref": "#/parameters/¥hterface-update"
}I
{
"name": "body',
"in": "body",
"required'(: ‘true,
"schema " ~{
"Sref"™*"#/definitions/sbaseline-update"

}
1,
"pesgonses": {
"200": |
"description"™ : "",
"schema": {
"Sref": "#/definitions/sbaseline"

}
}l
"/CollectionResURI?if=oic.if.b" : {
"get": {
"description": "Collection Resource Type contains Properties and Links.\nThe oic.if.b OCF
Interfacce exposes a composite representation of the\nResources pointed to by the Links\n",
"parameters": [
{
"Sref": "#/parameters/interface-all"
}
]l
"responses": {
"200": {
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