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1 Scope
The OCF specifications are divided into two sets of documents:

e Core Specification documents: The Core Specification documents specify the Framework, i.e.,
the OCF core architecture, interfaces, protocols and services to enable OCF profiles
implementation for Internet of Things (IoT) usages and ecosystems.

e _Vertical Profiles Specification documents: The Vertical Profiles Specification documents
specify the OCF profiles to enable 10T usages for different market segments such as smaft
home, industrial, healthcare, and automotive. The Application Profiles Specification is™built
upon the interfaces and network security of the OCF core architecture defined in the’Core
Specification.

Tlhis document is the OCF Core specification which specifies the Framework and core-architecturg.

2l Normative references

—

he following documents, in whole or in part, are normatively referencéd)in this document and an
ndispensable for its application. For dated references, only the edition cited applies. For undate
bferences, the latest edition of the referenced document (including any amendments) applies.

ﬁ_.
o D

50 8601, Data elements and interchange formats — Information interchange —Representation ¢f
ates and times, International Standards Organization, December 3, 2004

o —

EEE 754, IEEE Standard for Floating-Point Arithmetié;»August 2008

ETF RFC 1981, Path MTU Discovery for IP versign 6, August 1996
ttps://tools.ietf.org/rfc/rfc1981.txt

=

IETF RFC 2460, Internet Protocol, version 6(IPv6), December, 1998
hittps://tools.ietf.org/rfc/rfc2460.txt

IETF RFC 2616, Hypertext Transferxfrotocol — HTTP/1.1, June 1999.
hittp://www.ietf.org/rfc/rfc2616.txt

IETF RFC 3810, Multicast Listener Discovery Version 2 (MLDv?2) for IPv6, June 2004
hittp://www.ietf.org/rfc/rfc3810.txt

IETF RFC 3986, Uniform Resource ldentifier (URI): General Syntax, January 2005.
hittp://www.ietf.org/rfclifc3986.txt

IETF RFC 4122, A Universally Unique IDentifier (UUID) URN Namespace, July 2005
hittp://www.ietftorg/rfc/rfc4122.txt

IETF RRE€\4287, The Atom Syndication Format, December 2005,
hittp://wwww.ietf.org/rfc/rfc4287.txt

IETEREC 4193 Unique | ocal IPv6 Unicast Addresses _Qctoher 2005
http.//www.ietf.org/rfc/rfc4193.txt

IETF RFC 4291, IP Version 6 Addressing Architecture, February 2006
http://www.ietf.org/rfc/rfc4291.txt

IETF RFC 4443, Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6
(IPv6) Specification, March 2006
http://www.ietf.org/rfc/rfc4443.txt
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IETF RFC 4861, Neighbor Discovery for IP version 6 (IPv6), September 2007
http://www.ietf.org/rfc/rfc4861.txt

IETF RFC 4862, IPv6 Stateless Address Autoconfiguration, September 2007
http://www.ietf.org/rfc/rfc4862.txt

IETF RFC 4941, Privacy Extensions for Stateless Address Autoconfiguration in IPv6, September
2007

hitptiwwwieth orglriclricd041 txt

ETF RFC 4944, Transmission of IPv6 Packets over IEEE 802.15.4 Networks, September 2007
hittp://www.ietf.org/rfc/rfc4944.txt

IETF RFC 5646, Tags for Identifying Languages, September 2009
hittp://www.ietf.org/rfc/rfc5646.txt

IETF RFC 5988, Web Linking: General Syntax, October 2010
hittp://www.ietf.org/rfc/rfc5988.txt

IETF RFC 6434, IPv6 Node Requirements, December 2011
hittp://www.ietf.org/rfc/rfc6434.txt

IETF RFC 6455, The WebSocket Protocol, December 2011
hittps://www.ietf.org/rfc/rfc6455.txt

IETF RFC 6573, The Item and Collection Link Relations,~April 2012
hittp://www.ietf.org/rfc/rfc6573.txt

N

IETF RFC 6690, Constrained RESTful Environments (CoRE) Link Format, August 201
hitp://www.ietf.org/rfc/rfc6690.txt

IETF RFC 6762, Multicast DNS February 2013
hittp://www.ietf.org/rfc/rfc6762.txt

IETF RFC 6763, DNS-Based Service(Discovery, February 2013
hittp://www.ietf.org/rfc/rfc6763.txt

IETF RFC 6775, Neighbor Discevery Optimization for IPv6 over Low-Power Wireless Personal
rea Networks (6LOWPANS),)November 2012
hitp://www.ietf.org/rfc/rfc67ir5.txt

IETF RFC 7049, Caneise Binary Object Representation (CBOR), October 2013
hittp://www.ietf.ord/rfe/rfc7049.txt

IETF RFC 7084;-Basic Requirements for IPvé Customer Edge Routers, November 2013
hittp://www-ietf.org/rfc/rfc7084.txt

IETF REE 7159, The JavaScript Object Notation (JSON) Data Interchange Format, March 2014
hitp:/ftools.ietf.org/rfc/rfc7159.txt

IETF RFC 7252, The Constrained Application Protocol (CoAP), June 2014
http://tools.ietf.org/rfc/rfc7252.txt

IETF RFC 7301, Transport Layer Security (TLS) Application-Layer Protocol Negotiation
Extension, July 2014
https://tools.ietf.org/html/rfc7301
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IETF RFC 7428, Transmission of IPv6 Packets over ITU-T G.9959 Networks, February 2015
http://www.ietf.org/rfc/rfc7428.txt

IETF RFC 7641, Observing Resources in the Constrained Application Protocol
(CoAP), September 2015
https://tools.ietf.org/html/rfc7641

IETF RFC 7668, IPv6 over BLUETOOTH(r) Low Energy, October 2015
hipsHtoolstetforgihtmlifc 7668

ETF RFC 7721, Security and Privacy Considerations for IPv6 Address Generation Mechanisms
arch 20016
tps://tools.ietf.org/html/rfc7721

o=

IETF RFC 7959, Block-Wise Transfers in the Constrained Application Protocol (CeAP), Augu$
2016
hitps://tools.ietf.org/html/rfc7959

—

IETF draft-ietf-core-coap-tcp-tls-07, CoAP over TCP, TLS, and WebSockets; June 10 2015
hitps://datatracker.ietf.org/doc/draft-ietf-core-coap-tcp-tls/

HCMA-4-4, The JSON Data Interchange Format, October 2013.
hittp://www.ecma-international.org/publications/files/ECMA-ST/ECMA-404.pdf

QCF Security, Open Connectivity Foundation Security Capabilities, Version 1.0,

ANA IPv6 Multicast Address Space Registry
ktp://www.iana.org/assignments/ipv6-multicast-addresses/ipv6-multicast-addresses.xhtml

=

IANA Media Types Assignment, March 2017
hittp://www.iana.org/assignments/media-typesimedia-types.xhtml
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OpenAPI specification, fka Swagger RESTful APl Documentation Specification
https://github.com/OAIl/OpenAPI-Specification/blob/master/versions/2.0.md

OCF Resource Type Definitions, APl Definition Language for OCF Resource Type Definitions,
Release OCF-v1.0.0
https://github.com/openconnectivityfoundation/core

W3C XML character escaping, Extensible Markup Language (XML) 1.0, November 2008

htp-Aaan- W3- RIZO0SIRECxm-20083 1 26/ #syhtax

3 Terms, definitions, symbols and abbreviations

3l Terms and definitions

3111

dlient

allogical entity that accesses a Resource on a Server

311.2

dollection

al Resource that contains zero or more Links

311.3

donfiguration Source

alcloud or service network or a local read-only file whichscontains and provides
cpnfiguration related information to the Devices

314

dore Resources

those Resources that are defined in this specification

311.5

Default Interface

an Interface used to generate the response when an Interface is omitted in a request
311.6

Oevice

allogical entity that assumes.onhe or more Roles (e.g., Client, Server)
Npte 1 to entry: More than one Dévice can exist on a physical platform.

311.7

Qevice Type

al uniquely named-definition indicating a minimum set of Resource Types that a Device supports
Npte 1 to entry: \"A Device Type provides a hint about what the Device is, such as a light or a fan, for use durinjg

Resource discovery.

3(1.8
Hndpoint

tllue source or destination of a request and response messages for a given Transport Protocol Suiqe

Note 1 to entry: Example of a Transport Protocol Suite would be CoAP over UDP over IPv6.

3.1.9
Entity
an aspect of the physical world that is exposed through a Device

Note 1 to entry: Example of an entity is an LED.
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3.1.10

Framework

a set of related functionalities and interactions defined in this specification, which enabl
interoperability across a wide range of networked devices, including loT

3.1.11
Interface
provides a view and permissible responses on a Resource

311.12
Imtrospection
echanism to determine the capabilities of the hosted Resources of a Device

311.13

Iftrospection Device Data

dita that describes the payloads per implemented method of the Resources that makes up th
Qevice

Npte 1 to entry: See section 11.8 for all requirements and exceptions

311.14
Liinks
ektends typed web links according to IETF RFC 5988

3{1.15

Non-OCF Device

A device which does not comply with the OCF Device reguirements
3

N

1.16
otification
the mechanism to make a Client aware of resautte state changes in a Resource

31117
Qbserve
t

h

e act of monitoring a Resource by sending a RETRIEVE request which is cached by the Servg
sting the Resource and reprocessed on every change to that Resource

311.18
arameter
element that provides(mgetadata about a Resource referenced by the target URI of a Link

1.19
artial UPDATE

UPDATE request to a Resource that includes a subset of the Properties that are visible via th
terface being“applied for the Resource Type

mvE ]

3{1.20
Alatform
al physical device containing one or more Devices

e

[¢)

=

31.27
Remote Access Endpoint (RAE) Client
a Client which supports XMPP functionality in order to access a Server from a remote location

3.1.22
Remote Access Endpoint (RAE) Server

a Server which supports XMPP and can publish its resource(s) to an XMPP server in the cloud,

thus becoming remotely addressable and accessible

19
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Note 1 to entry:  An RAE Server also supports ICE/STUN/TURN.

3.1.23
Resource
represents an Entity modelled and exposed by the Framework

3.1.24
Resource Directory
a set of descriptions of Resources where the actual Resources are held on Servers external to the

Npte 1 to entry:  This functionality can be used by sleeping Servers or Servers that choose not to listen/respond
ulticast requests directly.

3(1.25
esource Interface
gualification of the permitted requests on a Resource

]

311.26
esource Property
significant aspect or parameter of a resource, including metadata, that\is exposed through th
esource

[}

3(1.27
esource Type
uniquely named definition of a class of Resource Properties and the interactions that are
sppported by that class

Npte 1 to entry: Each Resource has a Property “rt” whose value is the unique name of the Resource Type.

static entity that stores a set of defined Resgurce property values for a collection of Resources

Npte 1 to entry: A Scene is a prescribed setting of-a set of resources with each having a predetermined value for th
pfoperty that has to change.

311.29
cene Collection

collection Resource that contains an enumeration of possible Scene Values and the current
cene Value

(9]

Njote 1 to entry: The member values of the Scene collection Resource are Scene Members.

erverl
a Device with the role of providing resource state information and facilitating remote interaction
with its resources

Note 1 to entry: A Server can be implemented to expose non-OCF Device resources to Clients (section 5.6)

3.1.33
Vertical Resource Type
a Resource Type in a vertical domain specification

20
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Note 1 to entry: An example of a Vertical Resource Type would be “oic.r.switch.binary”.

3.2 Symbols and abbreviations

3.21
ACL
Access Control List

Note 1 to entry: The details are defined in OCF Security.

199
JEFETE

BOR
oncise Binary Object Representation

ulticast Domain Name Service

2.9
TU
aximum Transmission Unit

210
AT
etwork Address.Translation

211
CF
pen Cannhectivity Foundation

QQ W Z 2 W = W

tl||e organization that created this specification

3.212
RAML
RESTful API Modeling Language

3.213
REST
Representational State Transfer

© ISO/IEC 2018 - All rights reserved
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3.214
RESTfull
REST-compliant Web services

3.215
URI
Uniform Resource ldentifier

3246
RN
niform Resource Name

217
TC
oordinated Universal Time

uiD
niversal Unique Identifier

U

U

3

U

g
3(2.18
U

U
3(2.19

XML

Hxtensible Markup Language

33 Conventions

this specification a number of terms, conditions, mechanisms, sequences, parameters, events,
states, or similar terms are printed with the first letter of each word in uppercase and the rest
lgwercase (e.g., Network Architecture). Any lowercase uses of these words have the normal
chnical English meaning.

—

.4 Datatypes

[¢)

owever, a Resource can overload al/JSON defined value to specify a particular subset of th

3

Resources are defined using data types_derived from JSON values as defined in ECMA-4-4.
|_

JSON value, using validation keywords defined in [JSON Schema Validation].

mong other validation keywords, section 7 of [JSON Schema Validation] defines a “forma}”
keyword with a number_of-format attributes such as “uri” and “date-time”, and a “pattern” keywond
ith a regular expression that can be used to validate a string. This section defines patterns that
e available for use.in/describing OCF Resources. The pattern names can be used in specification
téxt where JSON.format names can occur. The actual JSON schemas shall use the JSON type
d pattern instéad.

or all\rows defined in Table 1 below, the JSON type is string.

Table 1 _Additional OCE T\J/pnc

Pattern Name Pattern Description

csv <none> A comma separated list of values encoded within a string. The value
type in the csv is described by the property where the csv is used.
For example a csv of integers.

22
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should be used instead for new Resources.

Note: csv is considered deprecated and an array of strings

date A([0-91{4})-(1[0-2]|0[1-9])-(3[0- | As defined in ISO 8601. The format is [yyyy]-[mm]-[dd].
1]2[0-9]|1[0-9]|0[1-9])$

int64 ~0|(-?[1-9][0-9]{0,18})$ A string instance is valid against this attribute if it contains an

integer in the range [-(2**63), (2**63)-1]

Note: IETF RFC 7159 section 6 explains that JSON intege

rs

and so JSON numbers cannot be used for 64-bit numheks:

OUTSIOE e Tange (27 53)F 1, (27 53)-1] are Not MEeropery]

e

integer in the range [0, (2**64)-1]

Also see note for int64

anguage-tag NA-Za-z]{1,8}(-[A-Za-z0- An IETF language tag formatted according to IETE-RFC 56¢6
9]{1,8})*$ section 2.1.
Lint64 ~0|([1-9][0-9]{0,19})% A string instance is valid against this attribute)if’it contains|an

Luid "a-fA-FO0-9]{8}-[a-fA-FO-9]{4}- A UUID string representation formatted according to
[a-fA-FO-9]{4}-[a-fA-FO-9]{4}-[a- | IETF RFC 4122 section 3.
fA-F0-9]{12}$

\n

0

S

4

—_ —

)

)

trings shall be encoded as UTF-8 unless otherwise specified!

Im a JSON schema, “maxLength” for a string indicates“the maximum number of characters n

ctets. However, “maxLength” shall also indicate the maximum number of octets. If no “maxLeng
defined for a string, then the maximum length shall be 64 octets.

Document conventions and organization
llows:

equired (or shall or mandatory)(M).

means the implementation is not in compliance.
ecommended (or shiould)(S).

“should not” indicates behaviour that is permitted but not recommended.

this document, features are described*as required, recommended, allowed or DEPRECATED 4

These basic features shall’be implemented to comply with Core Architecture. The phrase
“shall not”, and “PRQHIBITED"” indicate behaviour that is prohibited, i.e. that if performe

d

(%)

o un

These features add functionality supported by Core Architecture and should be implemented.
Recommended features take advantage of the capabilities Core Architecture, usually withodt
imposing‘major increase of complexity. Notice that for compliance testing, if a recommende(d
feature is implemented, it shall meet the specified requirements to be in compliance with these
guidelines. Some recommended features could become requirements in the future. The phrase

Allowed (may or allowed)(O).

These features are neither required nor recommended by Core Architecture, but if the featu

re

is implemented, it shall meet the specified requirements to be in compliance with these

guidelines.

DEPRECATED.
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Although these features are still described in this specification, they should not be implemented
except for backward compatibility. The occurrence of a deprecated feature during operation of
an implementation compliant with the current specification has no effect on the
implementation’s operation and does not produce any error conditions. Backward compatibility
may require that a feature is implemented and functions as specified but it shall never be used
by implementations compliant with this specification.

Conditionally allowed (CA)

(@)

D

The definition or behaviour depends on a condition. If the specified condition is met, thencthle
definition or behaviour is allowed, otherwise it is not allowed.

onditionally required (CR)
The definition or behaviour depends on a condition. If the specified condition is_niet, then th

definition or behaviour is required. Otherwise the definition or behaviour is allowed as default
unless specifically defined as not allowed.

[¢)

trings that are to be taken literally are enclosed in “double quotes”.
ords that are emphasized are printed in italic.
Architecture

L1 Overview

he architecture enables resource based interactions<among loT artefacts, i.e. physical devicgs
I applications. The architecture leverages existing; industry standards and technologies and
rovides solutions for establishing connections (eithér wireless or wired) and managing the flow ¢f
formation among devices, regardless of their form factors, operating systems or service providets.

pecifically, the architecture provides:
e A communication and interoperability framework for multiple market segments (Consumey,
Enterprise, Industrial, Autompgtive, Health, etc.), OSs, platforms, modes of communication,
transports and use cases

e A common and consistent model for describing the environment and enabling informatioj
and semantic interoperability

>

e Common comnunication protocols for discovery and connectivity
e Common-security and identification mechanisms
e Oppdartunity for innovation and product differentiation

e _A'scalable solution addressing different device capabilities, applicable to smart devices &
well as the smallest connected things and wearable devices

%)

T

N lois " O ! 4l = o ral ot " ! H H . (] )
I AdlCITeLiurc 15 uascu UIlT 1T RUSUUILU UTITTicu AILIIILULLUIU UTSIYIT PJrimcipics difu ucstUliTy

in the sections 5.2 through 5.6 respectively. Section 5.2 presents the guiding principles for OCF

(0]
a
e

perations. Section 5.3 defines the functional block diagram and Framework. Section 5.5 provides
n example scenario with roles. Section 5.6 provides an example scenario of bridging to non- OCF
cosystem.
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5.2 Principle

In the architecture, Entities in the physical world (e.g., temperature sensor, an electric light or a
home appliance) are represented as resources. Interactions with an Entity are achieved through
its resource representations (section 7.7) using operations that adhere to Representational State
Transfer (REST) architectural style, i.e., RESTful interactions.

The architecture defines the overall structure of the Framework as an information system and the
interrelationships of the Entities that make up OCF. Entities are exposed as Resources, with their
unique identifiers (URIs) and support interfaces that enable RESTful operations on the Resourges.
very RESTful operation has an initiator of the operation (the client) and a responder _to. thie
operation (the server). In the Framework, the notion of the client and server is realized-through
rples (section 5.5). Any Device can act as a Client and initiate a RESTful operation on afny'Device
ting as a Server. Likewise, any Device that exposes Entities as Resources actscas a Servef.
onformant to the REST architectural style, each RESTful operation contains all, the“informatio|
cessary to understand the context of the interaction and is driven using a sniall*set of gener
perations, i.e., CREATE, RETRIEVE, UPDATE, DELETE and NOTIFY (CRUDN) defined i
bction 8, which include representations of Resources.

o >
>0 0 S

n

7

igure 1 depicts the architecture.

OIC Roles

(e.g. light bulb,
Heart rate

Entity

monitor)

OIC Client OIC Server
OIC RESTful
Resource Model
Layer
OIC Resource Resource Mapping
OIC Device OIC Device
s ifi Abstractions
pecific S p
Implementation of O 0 E.g. GET /s/data
Data Protocol/ Protocol specific COAP Request »
Messaging Implementation of : Protocol Spe'CIfIC
CRUDN Operations implementation of
(e.g. COAP, HTTP, XMPP) Server
COAP Response
/J { “bulb”: “on” } L\

Figure 1: Architecture - concepts

The architecture is organized conceptually into three major aspects that provide overall separation
of concern: resource model, RESTful operations and abstractions.

e Resource model: The resource model provides the abstractions and concepts required to
logically model, and logically operate on the application and its environment. The core resource
model is common and agnostic to any specific application domain such as smart home,
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(6)]

—+

.3 Functional block diagram

industrial or automotive. For example, the resource model defines a Resource which abstracts
an Entity and the representation of a Resource maps the Entity’s state. Other resource model
concepts can be used to model other aspects, for example behaviour.

RESTful operations: The generic CRUDN operations are defined using the RESTful paradigm
to model the interactions with a Resource in a protocol and technology agnostic way. The
specific communication or messaging protocols are part of the protocol abstraction and
mapping of Resources to specific protocols is provided in section 11.8.

X d
to concrete elements using abstraction primitives. An entity handler is used to map an Entify
to a Resource and connectivity abstraction primitives are used to map logical RESTful
operations to data connectivity protocols or technologies. Entity handlers may also be used
map Resources to Entities that are reached over protocols that are not natively supported by
OCF.

he functional block diagram encompasses all the functionalities required/for operation. Thes
nctionalities are categorized as L2 connectivity, networking, transport, Framework, an
plication profiles. The functional blocks are depicted in Figure 2 afdlisted below.

[oNN¢))

. . Smart Connected 4 .
Application profiles Home Health Retail Automotive
OIC Framework
ID & Addressing Resource model CRUDN Messaging
Discovery Device Security
management
Transport
Networking

L2 Connectivity

Figure 2: Functional block diagram

e L2 confrectivity: Provides the functionalities required for establishing physical and data
link~layer connections (e.g., Wi-Fi™ or Bluetooth® connection) to the network.

o, UNetworking: Provides functionalities required for Devices to exchange data among
themselves over the network (e.g., Internet).

e Transport: Provides end-to-end flow transport with specific QoS constraints. Examples of
a transport protocol include TCP and UDP or new Transport protocols under development
in the IETF, e.g., Delay Tolerant Networking (DTN).

e Framework: Provides the core functionalities as defined in this specification. The
functional block is the source of requests and responses that are the content of the
communication between two Devices.
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e Application profile: Provides market segment specific data model and functionalities, e.qg.,
smart home data model and functions for the smart home market segment.

When two Devices communicate with each other, each functional block in a Device interacts with
its counterpart in the peer Device as shown in Figure 3.

OIC Device 1 OIC Device 2

T _a

) Resource model. Specifies the capability for representation of Entities in terms of resource

~ . N \\ . .
Application profiles <_ Application > Application profiles
Y e P
1 I~
OIC Framework

- R ™
OIC Framework “ esource P
1

LY
b

& &

Transport (/\ _ Transport /\,) Transport )
N
Networking ) Network /,‘» Networking
I'\\
L2 Connectivity Physical P L2 Connectivity
i

Figure 3: Communication layering*model

.4 Framework
ramework consists of functions which provide core functionalities for operation.

[¢)

Identification and addressing. Defines the identifier and addressing capability. Th
Identification and addressing function is defined in section 6.

Discovery. Defines the process for discovering available
a) Devices (Endpoint Discovery in section 10) and
b) Resources (Resource discovety in section 11.3)

%)

and defines mechanisms_for manipulating the resources. The resource model function
defined in section 7.

(%)

CRUDN. Provides_a ‘generic scheme for the interactions between a Client and Server gs
defined in section 8.

-

Messaging. Prgvides specific message protocols for RESTful operation, i.e. CRUDN. Fg
example, COAP is a primary messaging protocol. The messaging function is defined in sectig
11.8.

Device_management. Specifies the discipline of managing the capabilities of a Device, an
includes device provisioning and initial setup as well as device monitoring and diagnostics.
The device management function is defined in section 11.5.

=]

o

5

Security. Includes authentication, authorization, and access control mechanisms required fd

=

secure access to Entities. The security function is defined in section 13.
.5 Example Scenario with roles

Interactions are defined between logical entities known as Roles. Three roles are defined: Client,
Server and Intermediary.

Figure 4 illustrates an example of the Roles in a scenario where a smart phone sends a request
message to a thermostat; the original request is sent over HTTP, but is translated into a CoAP
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request message by a gateway in between, and then delivered to the thermostat. In this example,
the smart phone takes the role of a Client, the gateway takes the role of an Intermediary and the

thermostat takes the role of a Server.

l OIC Server J

=
b,

[ OIC Intermediary J

[ 0IC Client ]

HTTP Request CoAP Request " {

“"MyRoomTemperaturd¥, .

"oic.r.tempergtupe®,
LodcE R g &
"temp TE38)N3",
LNtk e “Celci@,
“Currentivalf;. ak: i
“Setivaluﬁ
}

Vi

4 4
Res&\&s{representation)

A

=ntc

o b
ek
Lo s

HTTP Response CoAP Response

»

CRUDN operation

7

Figure 4: Example illustrating the ngl

56 Example Scenario: Bridging to Non- OCF ecosyste
Tlhe use case for this scenario is a display (like a wrist w that is used to monitor a heart rate
s

ensor that implements a protocol that is not OCF supp@&e .

Higure 5 provides a detailed logical view of the concepts described in Figure 1.

N
E&vice: “Heart Rate Monitor”

ReST

Resource Model

GET "R, " Type

URI:
/s/hm/data

HR: 80

OIC Device

Data Protocol
Abstraction

Time: utime
Rate: float
Name: string

Resource
Type

Resolution: int
Range: int

"R;" Type
2 Name: string

Fully-qualified URT

Resource Interface =

Relative URI\
/s/hm/data +

= Resource

<= Binding

//192.168.1.1/s/hm/mgmt
Protocol
I Stack + HW

Resource Address
1

<= [Entity Handler

Non-0IC
protoco ,

Entity (e.g. HW Sensor)

I— — OIC DEVICE mmmmm em— — —

OIC Roles =

Server

Figure 5: Framework - Architecture Detail

e
Abstraction

The details may be implemented in many ways, for example, by using a Server with an entity

handler to interface directly to a non- OCF device as shown in Figure 6.
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Heart Rate
Sensor
Device

OIC Device OIC Device Non-OIC

(as OIC Client) (as OIC Server) Protocol

OIC Framework OIC Framework Non-OIC ecosystem

I:iglll"ﬂ 6: Server hrir‘lging to Non- OCE device

n start-up the Server runs the entity handlers which discover the non- OCF systems (e.g..Heart
ate Sensor Device) and create resources for each device or functionality discovered. The-entify
handler creates a Resource for each discovered device or functionality and binds itself'to that
esource. These resources are made discoverable by the Server.

nce the resources are created and made discoverable, then the Display Device can discover
these resources and operate on them using the mechanisms described in this8pecification. Thie
réquests to a resource on the Server are then interpreted by the entity handler and forwarded to
the non- OCF device using the protocol supported by the non-OCk<device. The returned
nformation from the non- OCF device is then mapped to the appropriaté response for that resource.

6 Identification and addressing

D

L1 Introduction

n

acilitating proper and efficient interactions between elements in the Framework, requires a means
identify, name and address these elements.

he identifier unambiguously and identifies an elefment in a context or domain. The context ¢
domain may be determined by the use or the application. The identifier is expected to be immutabl
ojer the lifecycle of that element and is unambiguous within a context or domain.

D =

=

he address is used to define a place, way-or means of reaching or accessing the element in ord¢
interact with it. An address may be mutable based on the context.

he name is a handle that distinguishes the element from other elements in the framework. Thie
name may be changed over the lifecycle of that element.

here may be methods or resolution schemes that allow determining any of these based on thle
khowledge of one or morg of'others (e.g., determine name from address or address from name)

ach of these aspects;may be defined separately for multiple contexts (e.g., a context could be fa
Igyer in a stack).,So-an address may be a URL for addressing resource and an IP address fgr
dressing at th@\connectivity layer. In some situations, both these addresses would be requireT.

or example, 4o-do RETRIEVE (section 8.3) operation on a particular resource representation, th
client needs\to know the address of the target resource and the address of the server throug
hich the.resource is exposed.

a‘econtext or domain of use, a name or address could be used as identifier or vice versa. Fd
ekample, a URL could be used as an identifier for a resource and designated as a URI.

-

The remainder of this section discusses the identifier, address and naming from the point of view
of the resource model and the interactions to be supported by the resource model. Examples of
interactions are the RESTful interactions, i.e. CRUDN operation (section 8) on a resource. Also
the mapping of these to transport protocols, e.g., CoAP is described.
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6.2 Identification

An identifier is unambiguous within the context or domain of use. There are many schemes that
may be used to generate an identifier that has the required properties. The identifier may be
context-specific in that the identifier is expected to be and guaranteed to be unambiguous only
within that context or domain. ldentifier may also be context- independent where these identifiers
are guaranteed to be unambiguous across all contexts and domains both spatially and temporally.
The context-specific identifiers could be defined by simple schemes like monotonic enumeration
or_may be defined by overloading an address or name, for example an IP address may be an
identifier within the private domain behind a gateway in a smart home. On the other hand, contex}-
independent identifiers require a stronger scheme that derives universally unique identities;, for
example any one of the versions of Universally Unique ldentifiers (UUIDs). Context independe
identifier may also be generated using hierarchy of domains where the root of the hierarchy
identified with a UUID and sub-domains may generate context independent ddentifier Qy
cpncatenating context-specific identifiers for that domain to the context-independent identifier of
their parent.

612.1 Resource identification and addressing

spme cases a resource may need an identifier that is different from a URL/in this case, the resource
nay have a property whose value is the identifier. When the URI is‘in-the form of a URL, then t
URI may be used to address the resource.

A resource may be identified using a URI and addressed by the same URV'if the URI is a URL.CI{n
h

An OCF URI is based on the general form of a URI as defined)in IETF RFC 3986 as follows:

JAN

scheme>://<authority>/<path>?<query>

Jpecifically the OCF URI is specified in the followingZform:

olcf://<authority>/<path>?<query>

A description of values that each component takes is given below.

[¢)

Tlhe scheme for the URI is ‘ocf'. The(ocf' scheme represents the semantics, definitions and us
as defined in this document. If a URI*has the portion preceding the ‘//’ (double slash) omitted, the]
the ‘ocf’ scheme shall be assumed.

>

ach transport binding is.responsible for specifying how an OCF URI is converted to a transpoft
protocol URI before sending over the network by the requestor. Similarly on the receiver side, each
tlansport binding is résponsible for specifying how an OCF URI is converted from a transpoft
protocol URI beforeshanding over to the resource model layer on the receiver.

he authority.of'an OCF URI shall be the Device ID ("di") value, as defined in [OCF Security], of
thhe Server.

he path.is a string that unambiguously identifies or references a resource within the context ¢f
the Server. In this version of the specification, a path shall not include pct-encoded non-ASC|lI
characters or NUL characters. A path shall be preceded by a ‘/’ (slash). The path may have
(sTash) separated segments for human readability reasons. In the OCF context, the 7 (slash)
separated segments are treated as a single string that directly references the resources (i.e. a flat
structure) and not parsed as a hierarchy. On the Server, the path or some substring in the path
may be shortened by using hashing or some other scheme provided the resulting reference is
unique within the context of the host.

Once a path is generated, a Client accessing the resource or recipient of the URI should use that
path as an opaque string and should not parse to infer a structure, organization or semantic.
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A query string shall contain a list of <name>=<value> segments (aka “name-value pair”) each
separated by a ‘& (ampersand). The query string will be mapped to the appropriate syntax of the

p

rotocol used for messaging. (e.g., CoAP).

A URI may be either

e Fully qualified or

Py Ralativa

(e woJT > Q

1

t

T

6

—

V)

7

T
1

6]

and shall not be used for URIs that are not defined in OCF specifications.

An IP address is used when the.device is using an IP configured interface.

map the identifier to thescorresponding address.

7}

eneration of URI:

URI may be defined by the Client which is the creator of that resource. Such a URI‘may b
blative or absolute (fully qualified). A relative URI shall be relative to the Device, 6ny which it
psted. Alternatively, a URI may be generated by the Server of that resource automatically base
h a pre-defined convention or organization of the resources, based on an interface, based o
bme rules or with respect to different roots or bases.

>SQ wn 0

se of URI:

he absolute path reference of a URI is to be treated as an opaque“string and a Client should not
fer any explicit or implied structure in the URI — the URI is\simply an address. It is algo
bcommended that Devices hosting a resource treat the URI of ,each resource as an opaque string
at addresses only that resource. (e.g., URI's /a and /a/b.fare considered as distinct addresses
d resource b cannot be construed as a child of resource\a).

3 Namespace:
he relative URI prefix “/oic/” is reserved as a namespace for URIs defined in OCF specification

)

.4 Network addressing
he following are the addresses used.in this specification:

e |P address

hen a Device only has the“identity information of its peer, a resolution mechanism is needed fo

Resource model

1 Introddetion

he Resaurce Model defines concepts and mechanisms that provide consistency and co

d

echanisms are then mapped to the transport protocols to enable communication between th
vices — each transport provides the communication protocol interoperability. The Resourd

e
teroperability between devices in the OCF ecosystems. The Resource Model concepts and
e
e

ooV O

In addition, the concepts in the Resource Model support modelling of the primary artefacts and
their relationships to one and another and capture the semantic information required for
interoperability in a context. In this way, OCF goes beyond simple protocol interoperability to
capture the rich semantics required for true interoperability in Wearable and Internet of Things
ecosystems.
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The primary concepts in the Resource Model are: Entity, Resources, Uniform Resource Identifiers
(URI), Resource Types, Properties, Representations, Interfaces, Collections and Links. In addition,
the general mechanisms are CREATE, RETRIEVE, UPDATE, DELETE and NOTIFY. These
concepts and mechanisms may be composed in various ways to define the rich semantics and
interoperability needed for a diverse set of use cases that the OCF framework is applied to.

In the OCF Resource Model framework, an Entity needs to be visible, interacted with or
manipulated, it is represented by an abstraction called a Resource. A Resource encapsulates and

Aroperties are "key=value" pairs and represent state of the Resource. A snapshot of~thes
Hroperties is the Representation of the Resource. A specific view of the Representation and th

echanisms applicable in that view are specified as Interfaces. Interactions with a ReSeurce a
done as Requests and Responses containing Representations.

D @D D

Al resource instance is derived from a Resource Type. The uni-directional relationship betweg
one Resource and another Resource is defined as a Link. A Resource that has Properties an
Ljnks is a Collection.

[oNli=}

A set of Properties can be used to define a state of a Resource. Thi§ State may be retrieved ¢
updated using appropriate Representations respectively in the response from and request to that
Resource.

=

Al Resource (and Resource Type) could represent and be used to expose a capability. Interactions
ith that Resource can be used to exercise or use that capability. Such capabilities can be used
define processes like discovery, management, advertisement etc. For example: “discovery of
résources on a device” can be defined as the retrieval of a representation of a specific resource
here a property or properties have values that desctibe or reference the resources on the device.

he information for Request or Response with the Representation may be communicated “on th

ire” by serializing using a transfer protocglor encapsulated in the payload of the transpo
protocol — the specific method is determined by the normative mapping of the Request or Respons|
te the transport protocol. See section 11%8-for transport protocols supported.

D —~ @D

o

he RAML definitions used in thissdocument are normative. This also includes that all defing]
JSON payloads shall comply with‘the indicated JSON schema. See Annex D for Resource Type
defined in this specification.

n

.2 Resource

7

A Resource shall be défined by one or more Resource Type(s) — see Annex D for Resource Typég.
A request to CREATE a Resource shall specify one or more Resource Types that define that
Resource.

A Resource isosted in a Device. A Resource shall have a URI as defined in section 6. The UR
may be assighed by the Authority at the creation of the Resource or may be pre-defined by the
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specification of the Resource Type.

/my/resource/example URI
{

"rt": ["oic.r.foobar"],
"if: [Toic.if.a"],
"value"™: "foo value™

1

Properties

Figure 7: Example of a Resource

Jore Resources are the Resources defined in this specification to enable functienal interaction
oic/res”, “/oic/p”, and “/oic/d” shall be supported on all Devices. Devicesdray support other Con
Resources depending on the functional interactions they support.

3  Property

Property describes an aspect that is exposed through a‘Resource including meta-informatio

7

713.1 Introduction
A

r¢lated to that resource.

Property shall have a name i.e. Property Name and a'value i.e. Property Value. The Property
Xxpressed as a key-value pair where key is the Property Name and value the Property Value lik
Property Name> = <Property Value>. For example if the “temperature” Property has a Propert
ame “temp” and a Property Value “30F”, then"the Property is expressed as “temp=30F". Th
pecific format of the Property depends on theencoding scheme. For example, in JSON, Propert
represented as "key": value (e.g., "temp*: 30).

Tw =z A D >

L0

m addition, the Property definition shallhave a

¢| Value Type - the Value Type defines the values that a Property Value may take. The Valu
Type may be a simple data\type (e.g. string, Boolean) as defined in section 3.4 or may be
complex data type defined'with a schema. The Value Type may define

Suchrules may define the range of values, the min-max, formulas, set
enumerated values, patterns, conditional values and even dependencies on valug
of<other Properties. The rules may be used to validate the specific values in
Property Value and flag errors.

| Mandatary — specifies if the Property is mandatory or not for a given Resource Type.

¢| Acecess modes — specifies whether the Property may be read, written or both. Updates af
equivalent to a write. “r" is used for read and “w” is used for write — both may be specifieq

as defined in section 10 (e.g., Discovery, Device Management, etc). Amongthe Core Resources$

o0 Value Rules’define the rules for the set of values that the Property Value may taki.
f

P

[©]

=]

[¢)

S
A

[¢]

Write does not automatically imply read.

The definition of a Property may include the following additional information — these items ar
informative:

e Property Title - a human-friendly name to designate the Property; usually not sent over th
wire

e Description — descriptive text defining the purpose and expected use of this Property.
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A Property may be used in the query part of an URI as one criterion for selection of a particular
Resource. This is done by declaring the Property (i.e. <Property Name> = <desired Property
Value>) as one of the segments of the query. In this version of the specification, only ASCII strings
are permitted in query filters, and NUL characters are disallowed in query filters. This means that
only property values with ASCII characters can be matched in a query filter. The Resource is
selected when all the declared Properties in the query match the corresponding Properties in the
full Representation of the target Resource. The full Representation is the snapshot that includes
the union of all Propertres in aII Resource Types that defme the target Resource If the Property is
d

general, a property is meaningful only within the resource to which it is associated. However ja
se set of properties that may be supported by all Resources, known as Common Properties,
ep their semantics intact across Resources i.e. their “key=value” pair means the Same in any

i n

713.2 Common Properties
713.2.1 Introduction

he Common Properties defined in this section may be specified forall Resources. The followinlg
Hroperties are defined as Common Properties: “Resource Typels.‘Resource Interface”, “Name/,
and “Resource Identity”.

he name of a Common Property shall be unique and shalinot be used by other properties. Whe
defining a new Resource Type, its non-common properties shall not use the name of existin
Jommon Properties (e.g., "rt", "if*, "n", “id”). When defining a new "Common Property", it shoul
ensured that its name has not been used by anyJother properties. The uniqueness of a ne

fined Resource Types. However, this may _become cumbersome as the number of Resourc
ypes grow. To prevent such name conflicts if-the future, OCF may reserve a certain name spac

O =—unadd T QQ S

under specific object to distinguishthemselves.

o

he ability to UPDATE a Common Property (that supports write as an access mode) is restricte
te the “oic.if.rw” (read-write) Interface; thus a Common Property shall be updatable using the reac
write Interface if and only if the Property supports write access as defined by the Property definitio
and the associated.sehema for the read-write Interface.

>

The following Common Properties for all Resources are specified in section 7.3.2.2 through sectig
713.2.6 and siummarized as follows:

>

¢| Resouree Type ("rt") — this Property is used to declare the Resource Type of that Resourcg.
Since*a Resource could be define by more than one Resource Type the Property Value of thie
Resource Type Property can be used to declare more than one Resource type. For example:

(/1N " ow ”

defrned by either the ‘oic.wk.d” Resource Type or the ‘oic.d. arrcondrtroner Resource Type.
See section 7.3.2.3 for details.

e Interface ("if") — this Property declares the Interfaces supported by the Resource. The Property
Value of the Interface Property can be multi-valued and lists all the Interfaces supported. See
section 7.3.2.4 for details.

e Name ("n") — the Property declares “human-readable” name assigned to the Resource. See
section 7.3.2.5.
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e Resource Identity ("id"): its Property Value shall be a unique (across the scope of the host
Server) instance identifier for a specific instance of the Resource. The encoding of this identifier
is device and implementation dependent. See section 7.3.2.6 for details.

7.3.2.2 Property Name and Property Value definitions
The Property Name and Property Value as used in this specification:

e Property Name- the key in "key=value” pair. Property Name is case sensitive and its data type

o vieivivieiw O ato o ot

permitted.

e| Property Value — the value in "key=value” pair. Property Value is case sensitive when-jts data
type is “string”. Any enum values shall be ASCII only.

~d

.3.2.3 Resource Type

py)

esource Type Property is specified in section 7.4.

713.2.4 Interface
mterface Property is specified in Section 7.5.

~d

.3.2.5 Name

human friendly name for the Resource, i.e. a specific resource instance name (e.g|,
yLivingRoomLight), The Name Property is as defined in Table 2

= >

Table 2. Name Property Definition

Property title Property Value Value Unit Access Mandatory Description

name type rule mode

Name n string R, W no Human understandable name for
the resource.

he ‘Name’ Property is read-write unless_ otherwise restricted by the Resource Type (i.e. th
esource Type does not support UPDATE or does not support UPDATE using read-write).

0 -
[¢)

~

.3.2.6 Resource ldentity

Tlhe Resource ldentity Property shall be a unique (across the scope of the host Server) instang
dentifier for a specific instance of the Resource. The encoding of this identifier is device an
mplementation dependent\The Resource Identity Property is as defined in Table 3.

o D

Table 3. Resource Identity Property Definition

Property title Property Value Value rule Unit Access Mandatory Description
name type mode
Resourcé id string Implementation R No Unique identifier of the
dentity Dependent Resource (over all
Resources in the
Device)

7.4 Resource Type
7.41 Introduction

Resource Type is a class or category of Resources and a Resource is an instance of one or more
Resource Types.
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The Resource Types of a Resource is declared using the Resource Type Common Property as
described in Section 7.3.2.3 or in a Link using the Resource Type Parameter.

A Resource Type may either be pre-defined (Core Resource Types in this specification and Vertical
Resource Types in vertical domain specifications) or in custom definitions by manufacturers, end
users, or developers of Devices (vendor-defined Resource Types). Resource Types and their
definition details may be communicated out of band (i.e. in documentation) or be defined explicitly
using a meta- Ianguage WhICh may be downloaded and used by APIs or appllcatlons OCF has
adopted-RAMEandISON-Schemaas-the-spec mrethot es—and
Pesource deflmtlons

m

very Resource Type shall be identified with a Resource Type ID which shall be represented usin(g
:I:e requirements and ABNF governing the Resource Type attribute in IETF RFC 6690(Séction |2

r ABNF and Section 3.1 for requirements) with the caveat that segments are separated by a "}|"
period). The entire string represents the Resource Type ID. When defining the ID, each segment
ay represent any semantics that are appropriate to the Resource Type. For example, each
spgment could represent a namespace. Once the ID has been defined, the ID should be used
opaqguely and an implementations should not infer any information from the“individual segments.

he string "oic'", when used as the first segment in the definition of.the”Resource Type ID, is
reserved for OCF-defined Resource Types. All OCF defined Resource\Types are to be registered
ith the IANA Core Parameters registry as described also in IETF, RE€ 6690.

~ —=h —+

714.2 Resource Type Property

Al Resource when instantiated or created shall have onesorvmore Resource Types that are thie
template for that Resource. The Resource Types that the.Resource conforms to shall be declareld
using the “rt” Common Property for the Resource. The Property Value for the “rt” Common Property
shall be the list of Resource Type IDs for the Resource Types used as templates (i.e., “rt"=<list ¢f
Resource Type IDs>).

Table 4. Resource TypecCommon Property definition

Property title Property Value type Valuerule Unit Access Mandatory Description
EE] mode
Resource type rt array Array of R yes The property name rt is as
strings, described in IETF RFC 6690
conveying
resource
Type IDs

ol
o

esource Types may be.explicitly discovered or implicitly shared between the user (i.e. Client) an
e host (i.e. Server)yofthe Resource.

—

-J

4.3 Resource-Type definition

Py

esource Type€ is specified as follows:

o] Pre-defined URI (optional) — a pre-defined URI may be specified for a specific Resource Type
in an-OCF specification. When a Resource Type has a pre-defined URI, all instances of thth

Resource Type shall use only the pre-defined URI. An instance of a different Resource Type

shall not use the prn_rlnfinarl URI

e Resource Type Title (optional) — a human friendly name to designate the Resource Type.

e Resource Type ID - the value of "rt" property which identifies the Resource Type, (e.g.,
“oic.wk.p”).

e Resource Interfaces — list of the interfaces that may be supported by the Resource Type.
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e Resource Properties — definition of all the properties that apply to the Resource Type. The
Resource Type definition shall define whether a property is mandatory, conditional mandatory,
or optional.

e Related Resource Types (optional) — the specification of other Resource Types that may be
referenced as part of the Resource Type, applicable to collections.

e Mime Types (optional) — mime types supported by the resource including serializations (e.g.,
application/cbor, application/json, application/xml).

able 5 and Table 6 provide an example description of an illustrative foobar Resource Type @and
its associated Properties.

Table 5. Example foobar Resource Type

Pre- Resource Resource Type ID interfaces Description Related M/CR/O
defined Type Title (“rt” value) Functional
URI Interaction
none foobar oic.r.foobar “oic.if.a” Example Actuation (0]
"foobar"
resource

Table 6. Example foobar properties

Prope e Prope alue e A e andato De ptio

Resource Type rt array R yes Resource Type
Interface if array R yes Interface
Foo value value string R yes Foo value

An instance of the foobar Resource Type is*as shown below

{

“rt": ["oiC.r.foobar"],
"if": [Moic.if.a"],
"valuei:\"foo value"

¥

An example schema.for the foobar Resource Type is shown below

{
“$schema": "http://json-schema.org/draft-04/schema",
"type": "object",
“"properties': {
"rt": {"type": "string"},
yfr- {"fypp"' "ering"}
“"value": {"type'": "string"}
3,
“required”: [“rt”, "if", "value']
}
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7.4.4 Multi-value "rt" Resource

Multi-value "rt" Resource means a Resource with multiple Resource Types. Such a Resource is
associated with multiple Resource Types and so has an "rt" Property Value of multiple Resource
Type IDs (e.g. "rt": ["oic.r.switch.binary", "oic.r.light.brightness"]). The order of the Resource Type
IDs in the “rt” Property Value is meaningless. For example, "rt": ["oic.r.switch.binary",
"oic.r.light.brightness"] and "rt": ["oic.r.light.brightness", "oic.r.switch.binary"] have the same

meaning.

Resource Types for multi-value “rt” Resources shall satisfy the following conditions.

Property Name — Property Names for each Resource Type shall be unique (within the\scop|
of the multi-value “rt” Resource) with the exception of Common Properties, otherwise théere wil
be conflicting Property semantics. If two Resource Types have a Property with the sam
Property Name, a multi-value “rt” Resource shall not be composed of these Reseurce Types

® =00

A multi-value "rt" Resource satisfies all the requirements for each Resource Type_ and conforms {
e RAML/JSON definitions for each component Resource Type. Thus the mandatory Propertie

® »n O

pe. For example, mandatory Properties of a Resource with "rf.¥'["oic.r.switch.binary|
ic.r.light.brightness™] are "value" and "brightness”, where the.\former is mandatory fq
ic.r.switch.binary" and the latter for "oic.r.light.brightness".

=

he multi-value “rt” Resource Interface set shall be the union,of"the sets of interfaces from thie
cpmponent Resource Types. The Resource Representation inyyesponse to a CRUDN action on an
Interface shall be the union of the schemas that are defined\for'that Interface. The Default Interface
for a multi-value “rt” Resource shall be the baseline Interface (“oic.if.baseline”) as that is the only
guaranteed common Interface between the Resource Types.

or clarity if each Resource Type supports the same set of Interfaces, then the resultant multj
vplue "rt" Resource has that same set of Interfaces with a Default Interface of baselin
(‘loic.if.baseline™).

[¢)

n "rt" query for a multi-value "rt" Resourcée-with the Default Interface of "oic.if.a", "oic.if.s", "oic.if.
ic.if.rw" or "oic.if.baseline" is an extension of a generic "rt" query. When a Server receives
ETRIEVE request for multi-value "rt" Resource with an "rt" query, (i.e. GE

ith the query value. Forexample, upon receiving GET /ResExample?rt=oic.r.switch.binaf
rgeting a Resource with "rt": ["oic.r.switch.binary", "oic.r.light.brightness"], the Server respond
with only the PropertieS of oic.r.switch.binary.

a
T
e
t" Property Value of the target Resource and should send back only the Properties associated
y
S

~

.5  Devicellype

Device(Type is a class of Device. Each Device Type defined will include a list of minimum
esource~Types that a device shall implement for that Device Type. A device may expose
?pditional standard and vendor defined Resource Types beyond the minimum list. The Devide

0>

pe,is used in Resource discovery as specified in section 11.3.4.

Like a Resource Type, a Device Type can be used in the Resource Type Common Property or in
a Link using the Resource Type Parameter.

A Device Type may either be pre-defined (in vertical domain specifications) or in custom definitions
by manufacturers, end users, or developers of Devices (vendor-defined Device Types). Device
Types and their definition details may be communicated out of band (like in documentation).
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Every Device Type shall be identified with a Resource Type ID using the same syntax constraints
as a Resource Type.

7.6 Interface

7.6.1 Introduction

An Interface provides first a view into the Resource and then defines the requests and responses
permissible on that view of the Resource. So this view provided by an Interface defines the context

n Interface may be defined by either this specification (a Core Interface), the OCF vertical domain
pecifications (a “vertical Interface) or manufacturers, end users or developers of Devices (a
“yendor-defined Interface”).

n

—

he Interface Property lists all the Interfaces the Resource support. All resources shall have at
gast one Interface. The Default Interface shall be defined by an OCF specification and inherited
om the Resource Type definition. The Default Interface associated with.all Resource Typds
fined in this specification shall be the supported Interface listed fitst/within the applicable
numeration in the definition of the Resource Type (see Annex D). All Default Interfaces specified
n an OCF specification shall be mandatory.

=D o = —

addition to any OCF specification defined interface, all Resources shall support the Baselin
terface (“oic.if.baseline”) as defined in section 7.6.3.2.

[¢)

[¢)

When an Interface is to be selected for a Request, it shall be specified as query parameter in th
URI of the Resource in the Request message. If no query parameter is specified, then the Defau|lt
Interface shall be used. If the selected Interface is’not one of the permitted Interfaces on th
Resource then selecting that Interface is an error:

[¢)

n Interface may accept more than one mediatype. An Interface may respond with more than onje
edia type. The accepted media types may be different from the response media types. The medifa
types are specified with the appropriatexheader parameters in the transfer protocol. (NOTE: This
f¢ature has to be used judiciously and-is allowed to optimize representations on the wire) Eadh
Interface shall have at least one media type.

716.2 Interface Property.

Table 7. Resource Interface Property definition

Property title Property Value Value Unit Access Mandatory Description
name type rule mode
nterface if array Array of R yes Property to declare the
strings, Interfaces supported by a
conveying Resource.
interfaces

TlhéAnterfaces supported by a Resource shall be declared using the Interface Common Property
(Fabte7)as i f=<array of Interfaces>"—TheProperty-Vatueof aminterface Property statt-be-a
lower case string with segments separated by a "." (dot). The string "oic"", when used as the first
segment in the Interface Property Value, is reserved for OCF-defined Interfaces. The Interface
Property Value may also be a reference to an authority similar to IANA that may be used to find
the definition of an Interface. A Resource Type shall support one or more of the Interfaces defined

in section 7.6.3.
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7.6.3 Interface methods
7.6.3.1 Overview
The OCF -defined Interfaces are listed in the table below:

Table 8. OCF standard Interfaces

Interface Name Applicable Description
Methods
baseline “oic.if.baseline” | RETRIEVE, The baseline Interface defines a view into all Properties of a
UPDATE Resource including the Meta Properties. This Interface is used td
operate on the full Representation of a Resource.
inks list “oic.if.Il” RETRIEVE The ‘links list’ Interface provides a view into Links in a €ollection|
(Resource).

Since Links represent relationships to other Resources, the links
list interfaces may be used to discover Resources with respect td
a context. The discovery is done by retrieving Links to these
Resources. For example: the Core Resaurce “/oic/res” uses this
Interface to allow discovery of Resoufce,"hosted” on a Device.

batch “oic.if.b” RETRIEVE, The batch Interface is used to intéeract with a collection of
UPDATE Resources at the same time. This also removes the need for the
Client to first discover the Reselrces it is manipulating — the
Server forwards the requestsiand aggregates the responses

fead-only “oic.if.r” RETRIEVE The read-only Interface€xposes the Properties of a Resource th
may be ‘read’. This-nterface does not provide methods to update
Properties or a Resource and so can only be used to ‘read’
Property Values:

Fead-write “oic.if.rw” RETRIEVE, The read-writeInterface exposes only those Properties that may
UPDATE be both ‘read’ and “written” and provides methods to read and
write thesProperties of a Resource.
Actuator “oic.if.a” CREATE, Thezactuator Interface is used to read or write the Properties of gn
RETRIEVE, actuator Resource.
UPDATE
sensor “oic.if.s” RETRIEVE The sensor Interface is used to read the Properties of a sensor
Resource.

.16.3.2 Baseline Interface
.6.3.2.1 Overview

he Representation’that is visible using the “baseline” Interface includes all the Properties of th
esource including the Common Properties. The “baseline” Interface shall be defined for g
esource Types. All Resources shall support the “baseline” Interface.

Do N~

he “baséline” Interface is selected by adding “if=oic.if.baseline” to the list of query parameters i
e URI of the target Resource. For example: “GET /oic/res?if=oic.if.baseline”.

= D

=]

—|

(6322 Use of RETRIEVE

The "baseline” Interface is used when a Client wants to retrieve all Properties of a Resource. Th
Client includes the URI query parameter definition "?if=oic.if.baseline" in a RETRIEVE reques
When this query parameter definition is included the Server shall respond with a Resourc

e
t.
e

representation that includes all of the implemented Properties of the Resource. When the Server
is unable to send back the whole Resource representation, it shall reply with an error message.

The Server shall not return a partial Resource representation.
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An example response to a RETRIEVE request using the baseline Interface is shown below:

{

"rt": ["oic.r.temperature'],

“if': [Toic.if.a","oic.if._baseline"],
"temperature': 20,

units™: "C",

“range™: [0,100]

A

J

76.3.2.3 Use of UPDATE
Using the baseline Interface, all Properties of a Resource with the exception of Comm@n’'Propertig
may be modified using an UPDATE request with a list of Properties and their desired values if
Resource Type has an associated schema for UPDATE using baseline.

.6.3.3 Link List Interface

16.3.3.1 Overview

7

7

Tlhe links list Interface provides a view into the list of Links in @-Collection (Resource). Th
Representation visible through this Interface has only the Links defined in the Property Value

the “links” Property — so this Interface is used to manipulate or interact with the list of Links in
ollection. The Links list may be RETRIEVEd using this Interface.

g
Tlhe Interface definition and semantics are given as follows:

e[ The links list Interface name shall be “oic.if.ll".

o| If specified in a request (usually in the requestsheader), the serialization in the response sh3g
be in the format expected in the request.

¢| In response to a RETRIEVE request on-the “links list” Interface, the URIs of the reference
Resources shall be returned as a UR{reference.

o| If there are no links present in a:Resource, then an empty list shall be returned.

¢| The Representation determined /by this Interface view only includes the Property Value of th
“links” Property. Hence Collection or /oic/res response with oic.if.ll is an array of OCF Links.

~d

.6.3.3.2 Example: “links list” Interface

m

xample: Request to,a Collection

n

= D

[©]

Request to RETRIEVE | GET ocf://<deviD>/a/room/1?if=oic.if.lI

the Links in_reom )
The response would be the array of OCF Links

(the Links{ could be
referencing lights, fans,
electfie-sockets etc)

“"href": "/the/light/1",
"rt": [Molic.r.switch.binary"],

"if": [Toic.if.a", "oic.if.baseline"],
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“"eps":[
{"ep"”: "coaps://[2001:db8:a::b1d4]:55555"}]
}1

“"href'": "/the/light/2",

"rt": ["oic.r.switch.binary"],
“if": [Toic.if.a", "oic.if_baseline],

"eps': [{"ep":
""coaps://[2001:db8:a::b1d4]:55555"}]

3.
{
“href": "/my/fan/1",
"rt": [Molic.r.switch.binary"],
"if": [Toic.if.a", Jlodc.if._baseline"],
“eps:[
{"ep": "coaps://[2001:db8:a::bld4]:55555"}]

{
“href'c "/his/fan/2",
"rM: [Toic.r.switch.binary™],
"f": [Toic.if.a", "oic.if.baseline"],
“eps":[
{"ep™"”: "coaps://[2001:db8:a::bld4]:55555"}]
¥

716.34 Batch Interface

7 I adiie B, B o H
A IS UVETVITVY

The batch Interface is used to interact with a collection of Resources using a single/same Request.
The batch Interface supports methods of Resources in the Links of the Collection, and can be used
to RETRIEVE or UPDATE the Properties of the “linked” Resources with a single Resource
representation.

The batch Interface selects a view into the Links in a Collection — the Request is sent to all the
Links in this view with potential modifications defined in the Parameters of the Link
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The batch Interface is defined as follows:

e The batch Interface name shall be “oic.if.b”

e A Collection Resource with a batch Interface has Links that have Resource references that
may be URIs (fully qualified for remote Resources) or relative references (for local Resources).

e The original request is modified to create new requests targeting each of the targets in the
Resource Links by substituting the URI in the original request with the URI of the target
) Tt I ot e . i et Fofthe

new Requests.

| The Requests shall be forwarded assuming use of the Default Interface of the referenceld
Resources.

¢| Requests shall only be forwarded to link targets that are identified as items in the Collection b
relation types "item" or "hosts" ("hosts" is the default relation type). Requests shall not b
forwarded to targets of links that do not contain the "item" or "hosts" relation:type values. Th
default relation type "hosts" shall be allowed for relative and absolute links.

D D <

¢| Resources of the collection itself may be included in the batch by using-the link relation "self'
along with "item" and insuring that the default interface of the colléction does not expose th
links property, i.e. not “oic.if.baseline” or “oic.if.ll".

[©)

¢| All the Responses from the linked item Resources shall be aggregated into single Response
to the Client. The Server may timeout the Response to a‘time window (if a time window hgs
been negotiated with the Client then the Server shall Aot timeout within that window; in thle
absence of negotiated window, the Server may chooSe any appropriate window based on
conditions). If the target Resources cannot process\the new request, an empty response qr
error response shall be returned. These empty/error Responses shall be included in
aggregated Response to the original Client Request.

e| The batch representation is an array of objects representing the responses from the linkeld
resources. Each object in the batch respofise shall include at least two items: (1) the URI If
the linked resource (fully qualified for remote resources, or a relative reference for local
resources) as “href”: <URI> and (2) the“individual response object as “rep” as the key i.e. “rep|:
{ < representation of individual response> }.

[¢)

the collection. The observe mechanism shall work as defined in 11.4.2. Specifically, th
representations and status:codes shall be the same as for RETRIEVE operations using th
Batch interface.

¢| Resources referenced by links_in the collection may be observed using the batch interface Tf

[¢)

e| Properties of the collection resource itself may be observed by using the appropriate interface.
For example, a.callection may be observed on its linked list or baseline interface to receive
notifications of-changes to its links.

¢| The Clienttmay choose to restrict the list of Links to which the Request is forwarded by includin(g
guery parameters in the URI of the Collection to which this original ‘batch’ Interface Request
is made, The Server should process query parameters in a request that includes “oic.if.b”, gs
selectors for links in the Collection that are to be processed in the batch.

to the "href" tags in the mcluded items, and the payload contalned in the vaIue of the "rep
property is applied to the corresponding "href" referenced item.

e If requested property for UPDATE does not exist in linked resource, it shall silently ignore the
request.

e If the "href" value is the empty URI, denoted by a zero length string or " in JSON, the payload
in the value of the "rep" property is applied to all batch items in the Collection.
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Items with the empty "href" and link-specific "href" shall not be mixed in the same UPDATE
payload.

The Representation in the Link-specific Request may not match the Representation exposed
by the Default Interface on the target Resource. In such cases, the ‘subset’ semantics apply
where Properties in the Request which match Properties in the Resource view exposed shall
be modified in the target Resource if the Property is writeable.

The response to POST shall contain the updated values using the same payload schema as

~

= >

1
in

W

W

S

p
7|

m

attribute values.

A
a}tl of the link selection query parameters contained values which mateh corresponding values |
t

nmatching link attributes are returned.

nmatching link attributes are updated.

RETRTEVE operations, along withh the appropriate status code. The response paytoad shgll
reflect the known state of the updated resource properties after the batch update) was
completed.

.6.3.4.2 Use of Query Parameters with Batch

dditional query parameters may be used with the batch interface in order to select particular items
the batch for retrieval or update. When additional parameters are included \which are no¢t
terpreted in other ways, these parameters are used to select items in the batch-by matching link

particular item in a batch is selected by additional query parameters.in ‘a’request if, and only iff

=]

e link attributes of that item.

hen link selection query parameters are used with RETRIEVE operations, only the items with

hen link selection query parameters are used with URDATE operations, only the items havinjg

ee 7.6.3.4.3 for examples of RETRIEVE and URDATE operations that use link selection quety
arameters.
.6.3.4.3 Examples: Batch Interface

xample 1

Resources | sa/room/1

{

“rts J[foic.wk.col","x.org.example.rt.room"],

“§F": [Toic.if.baseline”,"oic.if.b","oic.if. 11", "oic.if.r'(],

"x.org.-example.color™: "blue",
"x.org.example.dimension: "15bx15wx10h",
“links™: [
hrefF———/Lafroomtl——Fel——f-selF—item—}—Ft—
[''X.org.example.rt.room"], "if": [Toic.if.r",
“"oic.if.baseline”,"oic.if.b","oic.if_11"] },
{"href": "/the/light/1", "rel": ["item"], "rt":
["oic.r.switch.binary"], "if": ["oic.if.a","oic.if.baseline"]},
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{"href": "/the/light/2", "rel": ["item"], "'rt":
["oic.r.switch.binary"], if=["oic.if.a" ,"oic.if.baseline"]},

{"href": "/my/fan/1", "rel": ["item"], "rt":
["oic.r.switch.binary"™], if=[","oic.if.a", "oic.if.baseline"]},

{"href": "/his/fan/2", "rel”: ["item"], "rt":
["oic.r.switch.binary"], if=["oic.if.a", "oic.if.baseline™]}

1

/the/light/1
{

"rt": ["oic.r.switch.binary"],
"ins": "light-1",
“if": [Toic.if.a", "oic.if.baseline"],

"value": false

/the/light/2
{

"rt': [Toic.r.switch.binary"],
"ins": :"light-2",
"if": [Moic.if.a", "oic.if.baseline™],

"value™: true

/the/fan/1
LI ST a L PSP ST P S - n
LI ) - L U Ul o OWrRLCOUIT. ||uly J,

ins'": "fan-1",
“if": [Toic.if.a", "oic.if.baseline"],

"value": true
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¥
/the/fan/2
{
"rt'": ["oic.r.switch.binary"],
"ins'": "fan-2",
“if": [Moic.if.a", "oic.if._baseline™],
"value™: false
hs

|Use of
batch

Request: GET /a/room/1?if=oic.if.b

Becomes the following individual request—messages issued b
Device in the Client role

GET /a/room/1 (NOTE: Uses the default Interface as specifie
this resource)

GET /the/light/1 (NOTE: Uses\the default Interface as sped
for this resource)

GET /the/light/2 (NOTE: Uses the default Interface as specifig
this resource)

GET /the/fan/1  (NOFE: Uses the default Interface as specifie
this resource)

GET /the/fan/2~(NOTE: Uses the default Interface as specifie
this resource)

y the

d for

ified

d for

d for

d for

lor':

Response:
L
{
“href": "/a/room/1",
"rep': {"x.org.example.ca
“"blue"™,"x.org.example.dimension': "15bx15wx10h"}
3,
{

“"href": "/the/light/1",

rep”: {"value": false}

}.

46

© ISO/IEC 2018 - All rights reserved



https://standardsiso.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E

)

{
“"href'": "/the/light/2",
“"rep": {"value": true}
“"href": "/my/fan/1",
“rep”: {"value™: true}
},
“"href'": "/his/fan/2",
“rep”: {"value™: fTalse}
}
1
UPDATE /a/room/1?if=oic.if.b
Use of [
batch
“href'": "',
"rep: {
UPDATE "value': false
has POST 3
semantics) }
1
Since the "href" valuesin the batch update payload item is the empty URI, the request is
forwarded to all items in the batch and becomes:
UPDATE /Za/toom/1 { "value": false }
UPDATE /the/light/1 { "value'": false }
UPDATE~/the/light/2 { "value": false }
UPDATE-/my/fan/1 { "value": false }
UPBATE /his/fan/2 { "value": false }
The response will be same as response for GET /a/room/1?if=oic.if.b.
Since /a/room/1 does not have a "value" property exposed by its default interface, the
llpd:m: request will he Qilpn'rly ignnrnd
UPDATE /a/room/1?if=oic.if.b
Use of [
batch

“"href": "/the/light/1",
“"rep”: {

"value'": false
bs
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(UPDATE
has POST
semantics)

}1
{
“"href": "/the/light/2",

llrepll: {
"value": true

}
3
{
“href—fairoomits
"rep": {
"x.org.example.color': "red"
}
3

1
This turns /the/light/1 off, turns /the/light/2 on, and sets the coley:of the room to "

The response will be same as response for GET /a/room/12if=0ic.if.b.

Example use of additional query parameters to selgctitems by matching link attr
Turn on light 1 based on the "ins" link attributedvalue of "light-1"

UPDATE /a/room/1?if=oic.if.b&ins=light-1

L
“"href'": ",
“rep”: {
"value": false
}
}
1
Similar to the earlien'example, "href": " applies the payload to all selected links|

the additional query parameter ins=light-1 selects only links that have a matchirn
value, only onelink is selected. The payload is applied to the target resource of th
/thellight/1.

Retrieving the item using the same query parameter:
RETRIEVE /a/room/1?if=oic.if.b&ins=light-1

Response payload:

red".

butes.

Since
g "ins"
at link,

“"href": "',
“rep: {

“vatuve'—fatse
s

}
1
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Example that further shows the “links list” and “batch” interface

/myexample

Baseline
{

Example
"rt": ["oic.r.foo"],
“if': [ "oic.if.baseline”, "oic.if.11" ],
“links": [
{"href": "/acme/switch", "di": "<devicelD1>", "rt":
I'"'oilcr cwiteh hinarv''l - "o 31 "1
C o ooy 4y LS el |
{"href"”: "ocf://<devicelDl1>/acme/fan™, "rt":
["oic.r.fan"™], "if": [“oic.if.a"] }
1
b5
GET /myexample?if=oic.if._baseline will return
Use of

"rt": ["oic.r.foo"],
"if': [ "oic.if.baseline”™, "oic.if_. 11" ],
"links™: [
{"href": "/acme/switch", "di": ''<devicelD1>", "rt":
[oic.r.switch.binary"], "if": [Toic.ifa”1},
{"href"”: "ocf://<devicelD1>/acme/fan™, "rt":
“oic.r._fan™, "if’: "oic.if.a"}

1
b5
21fF=01 I H
Use of GET /myexample?if=oic.if.Il. will return
| inks List
{"href": "/acme/switch“j* "di": "<devicelD1>", "rt':
["oic.r.switch.binary"]5~"if": ["oic.if.a"]1},
{"href": "ocf://<devicelDl1>/acme/fan™, “rt”:
[“oic.r.fan"], "if':“["oic.if.a"]}
1
7.6.3.5 Actuator Interface
Tlhe actuator Interface is(theé Interface for viewing Resources that may be actuated i.e. changgs

n

pbme value within or the,state of the entity abstracted by the Resource:

e¢| The actuator Interface name shall be “oic.if.a”

¢| The actuatorinterface shall expose in the Resource Representation all mandatory Propertig
as definéd-by the applicable JSON; the actuator interface may also expose in the Resourg
RepreSentation optional Properties as defined by the applicable JSON schema that a
implemented by the target Device.

[CBCE

For the following Resource

NOTE: “prm” is the Property name for ‘parameters’ Property

/a/act/heater

{
"rt": ["acme.gas™],
"if": ["oic.if.baseline™, "oic.if.r", "oic.if.a", "oic.if.s"],
"prm”: {"sensitivity": 5, “units™: "C", "range”: O .. 10"},
“"settemp': 10,
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7.6.3.6

‘currenttemp' : 7

3

Figure 8: Example - "Heater" Resource (for illustration only)

NOTE: The example here is with respect to Figure 8

1. Retrieving values of an actuator

Request: GET /a/act/heater?if="oic.if.a"

Response:
{
"prm”: {"sensitivity": 5, "units": "C",
"'settemp': 10,
"currenttemp' : 7
}

2. Correct use of actuator:

Request: POST /a/act/heater?if="oic.if.a’

{
"“"settemp™: 20
}
Response:
{
Ok
¥

3. Incorrect use of actuator

Request: POST /a/act/heater?if="oic.if.a"

"if' i f"oic.if.s"] < this is visible through baseline

{
Interface
}
Response:
Error
ks

“range™: "0\ >. 10"},

Figure 9: Example - Actuator Interface

A RETRIEVE request using this Interface shall return the Representation for this Resource
subject to any query and filter parameters that may also exist

An, UPDATE request using this Interface shall provide a payload or body that contains thie
Properties that will be updated on the target Resource.

Sensor Interface

The sensor Interface is the Interface for retrieving measured, sensed or capability specific
information from a Resource that senses

The sensor Interface name shall be “oic.if.s”

The sensor Interface shall expose in the Resource Representation all mandatory Properties as
defined by the applicable JSON; the sensor interface may also expose in the Resource
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Representation optional Properties as defined by the applicable JSON schema that are
implemented by the target Device.

e A RETRIEVE request using this Interface shall return this Representation for the Resource
subject to any query and filter parameters that may also exist

NOTE: The example here is with respect to Figure 8

1. Retrieving values of sensor
Request: GET /a/act/heater?if="oic.if.s"

Response:

{
}

‘currenttemp': 7

2. Incorrect use of sensor

Request: PUT /a/act/heater?if="oic.if.s" < %PUT is not allowed

{
""'settemp": 20 < this is passible through actuator Interface
}
Response:
{
Error
}

3. Incorrect use of sensor

Request: POST /a/act/heater?if="oilc.if.s" & POST is not allowed

{
currenpttemp: 15 & this is possible through actuator
Interface
}
Response:
Error
bs

~

.6.3.7 Read-only Interface

—

he read=only Interface exposes only the Properties that may be “read”. This includes Propertigs
%at may-be “read-only”, “read-write” but not Properties that are “write-only” or “set-only”. Ti:l'e

—

plicable methods that can be applied to a Resource is RETRIEVE only. An attempt by a Client

t npply a method other than RETRIEVE to a Resaource shall he rpjprrpd with an error respansle
code.

7.6.3.8 Read-write Interface

The read-write Interface exposes only the Properties that may be “read” and “written”. The “read-
only” Properties shall not be included in Representation for the “read-write” Interface. This is a
generic Interface to support “reading” and “setting” Properties in a Resource. The applicable
methods that can be applied to a Resource are RETRIEVE and UPDATE only. An attempt by a
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Client to apply a method other than RETRIEVE or UPDATE to a Resource shall be rejected wit
an error response code.

7.7 Resource representation

Resource representation captures the state of a Resource at a particular time. The resourc
representation is exchanged in the request and response interactions with a Resource. A Resourc
representation may be used to retrieve or update the state of a resource.

h

e
e

he resource representation shall not be manipulated by the dafa conneciivity proiocols an
t¢chnologies (e.g., CoAP, UDP/IP or BLE).

7.8 Structure
718.1 Introduction

m many scenarios and contexts, the Resources may have either an implicit or_explicit structur
etween them. A structure can, for example, be a tree, a mesh, a fan-outier a fan-in. Th
ramework provides the means to model and map these structures and the relationships amon
esources. The primary building block for resource structures in Framewo(K is the collection.

bllection represents a container, which is extensible to model complex-structures.

O 0 To

|

8.2 Resource Relationships

oyl

esource relationships are expressed as Links. A Link embraces and extends typed web link
bncept as a means of expressing relationships between Resources. A Link consists of a set
arameters that define:

0o

e[ a context URI,
o| a target URI,

o| arelation from the context URI to the target-URI

—

he target URI is mandatory and the atheritems in a Link are optional. Additional items in the Lin
ay be made mandatory based on the,use of the links in different contexts (e.g. in collections,
E]scovery, in bridging etc.). Schemaor the Link payload is provided in Annex D.

n example of a Link is shown.in

o| elements that provide metadata about thetarget URI, the relationship or the context of the Link.

o

-

=

(“"href': "*/switch™, "'rt"'{ [}"0ic.r.switch.binary™'], "'if*": [""oic.if.a", /room2"oic.if.baseline"], "p"
("bm": 3}, "rel"": "item™}

Figure 10: Example of a Link

Wwo Links are.distinct from each other when at least one parameter is different. For example th
vo Linkssshown in Figure 11 are distinct and can appear in the same list of Links.

= -

[¢)

(“'href'": "/switch™, ""rt"": [""oic.r.switch.binary"], "'if'": ["oic.if.a"", "oic.if.baseline'], "p": {"bm"

Pl rel'": "item"'}

{"*href": "*/switch"", "'rt"": ["oic.r.switch.binary*], ""if**: [""oic.if.a", *‘oic.if.baseline’], "p": {"bm":

2}}

Figure 11: Example of distinct Links

The specification may mandate Parameters and Parameter values as required for certai

n

capabilities. For all Links returned in a response to a RETRIEVE on “/oic/res”, if a Link does not
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explicitly include the “rel” Parameter, a value of “rel’="hosts” shall be assumed . The relation valu

e

of “hosts” is defined by IETF RFC 6690, the value of "item" by IETF RFC 6573, and the value of
"self* by IETF RFC 4287 and all are registered in the IANA Registry for Link Relations at

[http://www.iana.org/assignments/link-relations/link-relations.xhtml]

As shown in D.2.8 the relation between the context URI and target URI in a Link is specified usin
the “rel” JSON element and the value of this element specifies the particular relation.

used to change the context URI of a Link — the relationship with the target URI is basedff*th
anchor URI when the anchor is specified. Anchor parameter uses transfer protocol URI fof OIC 1.
Link (e.g. "anchor": "coaps://[fe80::b1d6]:44444") and OCF URI defined in Sec 6 for OCF\1.0 LinK
(¢.9. "anchor": "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989").

An example of using anchors in the context of Collections — a floor has rooms.and rooms hayv
liphts — the lights may be defined in floor as Links but the Links will have the anchor set to the UFR
of the rooms that contain the lights (the relation is contains). This allows alNights in a floor to by
tdrned on or off together while still having the lights defined with respect\te’the rooms that contai
them (lights may also be turned on by using the room URI to0).

g

eused to modify or delete a specific Link in a list of Links. The value of the “ins” parameter is s¢

Va/Tloor {
"links": [
{
“"href": "/x/lightl",
“"anchor': "/a/rooml", ** Note:/a/rooml has the “item” relationship with /x/light1;
hot /a/floor **
“rel": "item"
}
1
}
/a/rooml {
"links": [
{
** Note: /a/room1 “contains” the /x/light since /a/room1 is the implicit context URI **
‘href": "/x/lightl",
“rel": "itemf"
}
1
bs
Figure 12: Example of use of anchor in Link
718.2.1 Parameters
7.8.2.1.1 “ins” or Link Instance Parameter
Tlhe 4Ains” parameter identifies a particular Link instance in a list of Links. The "ins" parameter may
b

pt

at instantiation o1 the LINK DY The OCF Device (server) that Is hosting the [ist or LinkKs — once It has

been set, the “ins” parameter shall not be modified for as long as the Link is a member of that lis

7.8.2.1.2 “p” or Policy Parameter

The Policy Parameter defines various rules for correctly accessing a Resource referenced by
target URI. The Policy rules are configured by a set of key-value pairs as defined below.

The policy Parameter "p" is defined by:
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“bm” key: The “bm” key corresponds to an integer value that is interpreted as an 8-bit bitmask.
Each bit in the bitmask corresponds to a specific Policy rule. The following rules are specified
for “bm™:

Bit Position Policy rule Comment
Bit 0 (the LSB) discoverable The discoverable rule defines whether the Link is to
be included in the Resource discovery message via
“loic/res”.

e If the Link is to be included in the Resoutce
discovery message, then “p” shall include the
“bm” key and set the discoverable bit\to value
1.

e If the Link is NOT to be included-in the
Resource discovery message;-then “p” shall
either include the “bm” key~anhd set the
discoverable bit to value_0 or omit the “bm” key

entirely.

Bit 1 (2" LSB) observable The observable rule defines whether the Resource
referenced by the~target URI supports the NOTIFY
operation. With¢the’ self-link, i.e. the Link with "rel”
value of "self!, “/oic/res” can have a Link with the
target URINOof “/oic/res” and indicate itself

observable. The "self" is defined by
IETF REC 4287 and registered in the IANA Registry
for "rel” value at

[htip://www.iana.org/assignments/link-
relations/link-relations.xhtml].

e If the Resource supports the NOTIFY
operation, then "p” shall include the “bm” key
and set the observable bit to value 1.

e |f the Resource does NOT support the NOTIFY
operation, then “p” shall either include the
“bm” key and set the observable bit to value 0
or omit the “bm” key entirely.

Bits 2-7 -- Reserved for future use. All reserved bits in “bm”
shall be set to value 0.

Notesthat if all the bits in “bm” are defined to value 0, then the “bm” key may be omitted entire
from™p” as an efficiency measure. However, if any bit is set to value 1, then “bm” shall b

included in “p” and all the bits shall be defined appropriately.

D <

"sec" and "port" in the remaining bullets shall be used only in an OIC 1.1 payload. In OCF 1.0
payload, "sec" and "port" shall not be used and instead the "eps" Parameter shall provide the
information for an encrypted connection.

"sec" key: The “sec” key corresponds to a Boolean value that indicates whether the Resource
referenced by the target URI is accessed via an encrypted connection. If “sec” is true, the
resource is accessed via an encrypted connection, using the “port” specified (see below). If
“sec” is false, the resource is accessed via an unencrypted connection, or via an encrypted
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connection (if such a connection is made using the “port” settings for another Resource, for
which “sec” is true).

"port" key: The “port” key corresponds to an integer value that is used to indicate the port
number where the Resource referenced by the target URI may be accessed via an encrypted

connection.
If the Resource is only available via an encrypted connection (i.e. DTLS over IP), then
0 "p" shall include the "sec" key and its value shall be true.

O M

o "p" shall include the "port" key and its value shall be the port number where“th
encrypted connection may be established.

If the Resource is not available via an encrypted connection, then

o "p"shall include the "sec" key and its value shall be false or "p" shall,omit the "seq
key; the default value of "sec" is false.

p" shall omit the "port" key.

A Resource that is available via either an encrypted or unencrypted connectio
follows the population scheme defined in this clause.

Access to the Resource on the port specified by the “port” key shall"be made by an encrypte
connection (e.g. coaps://). (Note that unencrypted connection tg the Resource may be possibl
on a separate port discovered thru multicast discovery).

Note that access to the Resource is controlled by the (ACL for the Resource. A successf
encrypted connection does not ensure that the_‘requested action will succeed. Se
OCF Security — Access Control section for more information.

xample 1: below shows the Policy Parameter for, a Resource that is discoverable but n¢t
bservable, and for which authenticated accesses‘shall be done via CoAPS port 33275:

“p": { "bm": 1%}

>

[}

1]

[¢)

Hxample 2: below shows a self-link,yi.e. the “/oic/res” Link in itself that is discoverable anld
opservable.
{
“"href": "/oic/res',
“"rel": "self",
"rt": [Toic.wk._res"],
"1 [ToucyifF. 11", "oic.if_baseline"],
"p": {"bmD3}
}
71.8.2.1¢3 “type” or Media Type Parameter
Tlhe-ftype” Parameter may be used to specify the various media types that are supported by fa

specific target Resource. The default type of "application/cbor" shall be used when the “type”
element is omitted. Once a Client discovers this information for each Resource, it may use one of
the available representations in the appropriate header field of the Request or Response.

7

.8.2.1.4 “bp” or the Batch Interface Parameter

The “batch” Parameter "bp" is used to specify the modifications to the target URI as the "batch"

Request is forwarded through this Link. The "q" element in the value defines the query string that
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shall be appended to the "href" to make the target URI. The "q" query string may contain Property
strings that are valid in that context. For example: Given a Collection as follows

/room2

“if: [oic.if.b™],

""colour™: ""blue",

"links"™: [

{"*href": "/switch', *'rt'": ["oic.r.switch.binary'], ""if'"": ["oic.if.a", ""oic.if.baseline"~>"p"
("bm": 2}, "rel"": ""contains"’, ""bp"": { "'q"": "if=oic.if.baseline"} }

]

—

he following is the sequence for batch request to /room2

1. GET /room2?if=o0ic.if.b

2. This request is transformed to: GET /switch?if=ode.1f._baseline when the batch
request is propagated through the Link to the targef./switch

S

7
T

—

T
1

4 N =

]

he in the “href” Parameter.

ee the Interfaces section 7.5 for more details on the #batch" Interface.
.8.2.1.5 “di” or Device ID parameter
he “di” Parameter specifies the device ID of the 'Device that hosts the target Resource defined in

he device ID may be used to qualify a refative reference used in the “href’ or to lookup endpoint
formation for the relative reference.

.8.2.1.6 “eps” Parmeter
he "eps" Parameter indicatesi\the Endpoint information of the target Resource.

bps” shall have as its valué an array of items and each item represents Endpoint information with
bp" and "pri" as specified in 10.2. "ep" is mandatory but "pri" is optional.

igure 13 is illustrated for "eps" with multiple Endpoints.

{'-'ep": ""coap://[fe80::bld6]:1111", "“pri'": 23},
{£ep"”: "coaps://[fe80::bld6]:1122"},
{"'ep": "coap+tcp://[2001:db8:a::123]:2222", "pri': 3}

Figure 13: Example of “eps Parameter

When "eps" is present in a link, the Endpoint information in "eps" can be used to access the target
Resource referred by the "href" Parameter.

When present, max-age information (e.g. Max-Age option for CoAP defined in IETF RFC 7252)

d

etermines the maximum time "eps" values may be cached before they are considered stale.
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7.8.2.2 Formatting
When formatting in JSON, the list of Links shall be an array.

7.8.2.3 List of Links in a Collection

A list of Links in a Resource shall be included in that Resource as the value of the “links” Property
of that Resource. A Resource that contains Links is a Collection.

Resaource with a list of | inks

/Rooml
{

rt”': [“my.room"],
“if'': [Moic.if. 11", "oic.if.baseline" ],
"“color': "blue",
"links"':
L
{
"href'": "/oic/d",
“rt': [Toic.d.light”, "oic.wk.d"],
"if': [ "oic.if.r", "oic.if.baseline" ],
“p: {"bm": 1}

“href': "/oic/p",

"rt': [“oic.wk.p"],

“if': [ "oic.if.r", "oic.if.baseline"
"p: {"bm": 1}

"href'": "/switch",

"rt": [“oic.r.switch.binary'(},

“if': [ "oic.if.a", "oic.ifrbaseline” ],

"p": {"bm": 3},

"mt": [ "application/cbor', "application/exi+xml" ]

"href': "/brighthess",

"rt": [“oic.r(light.brightness"],

“if': [ "oicyif.a", "oic.if.baseline" ],
"p: {"bmi -3}

Figure 14: List of Links in a Resource

7.8.3 Collections
7.8.3.1 Overview

A Resource that contains one or more references (specified as Links) to other resources is an
Collection. These reference may be related to each other or just be a list; the Collection provides
a means to refer to this set of references with a single handle (i.e. the URI). A simple resource is
kept distinct from a collection. Any Resource may be turned into an Collection by binding resource
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references as Links. Collections may be used for creating, defining or specifying hierarchies,
indexes, groups, and so on.

A Collection shall have at least one Resource Type and at least one Interface bound at all times
during its lifetime. During creation time of a collection the Resource Type and interfaces are
specified. The initial defined Resource Types and interfaces may be updated during its life time.
These initial values may be overridden using mechanism used for overriding in the case of a
Resource. Additional Resource Types and Interfaces may be bound to the Collection at creation

lait 2l H +lo £ l £ +lo oall i
G atcr uurmmy turc imcLyLiT UT UImc CUITTULTUTT.

Collection shall define the “links” Property. The value of the “links” Property is an array with zero
of more Links. The target URIs in the Links may reference another Collection or another Resourceg.

he referenced Collection or Resource may reside on the same Device as the Colleetion that
includes that Link (called a local reference) or may reside on another Device (called a remote
re¢ference). The context URI of the Links in the “links” array shall (implicitly) be the.Collection that
cpntains that “links” property. The (implicit) context URI may be overridden with expligit
specification of the “anchor” parameter in the Link where the value of “ancher” is the new base
the Link.

—

A Resource may be referenced in more than one Collection, therefore, a unique parent-child
re¢lationship is not guaranteed. There is no pre-defined relationship\between a Collection and thfe
Resource referenced in the Collection, i.e., the application may-use Collections to represent fa
relationship but none is automatically implied or defined. Thedifecycles of the Collection and thie
r¢ferenced Resource are also independent of one another.

[

 the “drel” property is defined for the Collection thenvall Links that don’t explicitly specify
blationship shall inherit this default relationship in the context of that Collection. The defaullt
elationship defines the implicit relationship betweendhe Collection and the target URI in the Link.

[—

A Property "links" represents the list of Links infa Collection. "links" Property has, as its value, an
array of items and each item is an OCF Linkia§’shown in Figure 15.
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]- IRI/URI (resource)

“rt": ["my.r.house"],
“color”: "blue",

n": "myhouse",
“links": [

Properties (resource)

shyef- /door'

]
"rt: [oic.r.door™], o ) Parameters (link)
“if": [Moic.if.b", "oic.if.Il", "oic.if.baseline"]

“href': "/door/lock",

“rt": ["oic.r.lock"],

“if": [Toic.if.b", "oic.if.baseline"],

“type': [“"application/cbor™, "application/exi+xml']

[ L]

“href'": "/light",
“rt": [Moic.r.light"],
“if": [Toic.if.s", "oic.if.baseline"]

-

“href": "/binarySwitch",

"rt'": [Moic.r.switch.binary"],

“if": [Toic.if.a", "oic.if.baseline"],
"type': ["application/cbor']

Figure 15: Example showing Collection and Links

A Collection may be:

¢| A pre-defined Collection where the Collection has been defined a priori and the Collection is
static over its lifetime. Sueh'Collections may be used to model, for example, an appliance that
is composed of other devices or fixed set of resource representing fixed functions.

¢| A Device local Coltection where the Collection is used only on the Device that hosts th
Collection. Suchceollections may be used as a short-hand on a client for referring to many
Servers as ong.

[¢

¢| A centralized.Collection where the Collection is hosted on an Device but other Devices may
access orsupdate the Collection

¢| A hasted Collection where the collection is centralized but is managed by an authorized agent
or patrty.

7.8.3.2 Collection Properties

An Collection shall define the “links” Property. In addition, other Properties may be defined for the
Collection by the Resource Type. The mandatory and recommended Common Properties for
Collection are shown in Table 9. This list of Common Properties are in addition to those defined
for Resources in section 7.3.2. When a property is repeated in Table 9 , the conditions in this
definition shall override those in the general list for Resources.
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Table 9. Common Properties for Collections (in addition to Common Properties defined in

Property
Links

Description

The set of links in the collection

section 7.3.2)

Property name

“links”

Value Type
json
Array of Links

Mandatory

Yes

Name

Human friendly name for the
collection

string

No

dentity

The id of the collection

“ig”

UuIiD

No

Resource
Types

The list of allowed Resource
Types for links in the collection.
Requests for addition of links
using link list or link batch
interfaces will be validated
against this list.

If this property is not defined or
is null string then any Resource
Type is permitted

“rts”

json
Array of Resource
Type names

No

Pefault
Felationship

Specifies the default
relationship to use for Links in
the collection where the “rel”
parameter has not been
explicitly defined.

It is permissible to have no
“drel” property defined for the
collection and the Links to also
not have “rel” defined either. In
such case, the use of the
collection is, for example, as a
random bag of links

“drel”

string

No

0 - J0 P> =~

= -

.8.3.3 Default Resource Type

The Properties of a Collection may not-be modified.

719-Dhird (3'%) party specified extensions

default Resource Type, “oic.wk.col”, shall be available for Collections. This Resource Type sh3
e used only when anotherype has not been defined on the Collection or when no Resource Typ
as been specified at the creation of the Collection.

he default ResourCe, Type provides support for the Common Properties including the “links
roperty. For the default Resource Type, the value of “links” shall be a simple array of Links.

he default Resource Type shall support the ‘baseline’ and ‘links list’ Interfaces. The defaul
mterface shall’be the ‘links list’ Interface.

D =

It

This section describes how a 3@ party may add Device Types, Resource Types, 3™ party defined
Properties to an existing or 3™ party defined Resource Type, 3™ party defined enumeration values
to an existing enumeration and 3™ party defined parameters to an existing defined Property.

A 3" party may specify additional (non-OCF) Resources within an OCF Device. A 3" party may
also specify additional Properties within an existing OCF defined Resource Type. Further a 3™
party may extend an OCF defined enumeration with 3" party defined values.
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A 3" party defined Device Type may expose both 3™ party and OCF defined Resource Types. A
3 party defined Device Type must expose the mandatory Resources for all OCF Devices defined

within this specification.

A 39 party defined Resource Type shall include any mandatory Properties defined in this

specification and also any vertical specified mandatory Properties. All Properties defined within
31 party defined Resource Type that are part of the OCF namespace that are not Commo
Properties as defined in this specification shall follow the 3" party defined Property rules in Tabl
16~

a
n
e

he following table defines the syntax rules for 3" party defined Resource Type elements.cWithi
the table the term “Domain_Name” refers to a domain name that is owned by the 3™ party that
defining the new element.

Table 10. 3rd party defined Resource elements

»n S

Resource Element Vengdor Befinition Rules
New 3 party defined Device Type “rt” Property Value of x.<DomainvName>.<resource
“loic/d” identification>
New 3 party defined Resource Type “rt” Property Value x.xDemain_Name>.<resource
fdentification>
ew 3" party defined Property within the OCF Resource Property x.<Domain_Name>.<property>
hamespace Name
Additional 3™ party defined values in an OCF Enumeration Rroperty x.<Domain_Name>.<enum value>
Epecified enumeration Value
Additional 3™ party defined parameter in an OCF Parameter’key word x.<Domain_Name>.<parameter
Epecified Property keyword>

With respect to the use of the Domain_Name\in'this scheme the labels are reversed from how the
appear in DNS or other resolution mechanisms. The 3™ party defined Device Type and Resourc
ype otherwise follow the rules defined in*Section 7.4.2 Resource Type Property. 3 party define
esource Types should be registered in the IANA Constrained RESTful Environments (CoRH
arameters registry.

0 0

n

or example:
xfcom.samsung.galaxyphone.accelerator

xjcom.cisco.ciscorouterport

x

com.hp.printethead

x

org.allseen/newinterface.newproperty

— QD <

8 ““CRUDN

8.1 Overview

CREATE, RETRIEVE, UPDATE, DELETE, and NOTIFY (CRUDN) are operations defined for

manipulating Resources. These operations are performed by a Client on the resources containe
in n Server.
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On reception of a valid CRUDN operation n Server hosting the Resource that is the target of the
request shall generate a response depending on the Interface included in the request; or based
on the Default Interface for the Resource Type if no Interface is included.

CRUDN operations utilize a set of parameters that are carried in the messages and are defined in
Table 11. A Device shall use CBOR as the default payload (content) encoding scheme for resource
representations included in CRUDN operations and operation responses; a Device may negotiate
a dlfferent payload encodlng scheme (e g see |n sectlon 12 2 4 for CoAP messagmg) The
def|n|t|ons for these terms WI|| be mapped in the messaglng sectlon for each protocol.

Table 11. Parameters of CRUDN messages

Applicability Name Denotation Definition
fr From The URI of the message originator.
to To The URI of the recipient of the message.

All messages . . . . .
The identifier that uniquely identifies the

fl Request Identifier message in the @riginator and the recipient.

cn Content Information Specific to the operation.

Specific operation requested to be performed

op Operation bythe Server.
Requests
obs Observe Indicator for an observe request.
Indicator of the result of the request; whether if
was accepted and what the conclusion of the
s Resdanse Code operation was. The values of the response code
P for CRUDN operations shall conform to those
Responses as defined in section 5.9 and 12.1.2 in
IETF RFC 7252.
obs Observe Indicator for an observe response.
82 CREATE
Tlhe CREATE-operation is used to request the creation of new Resources on the Server. Thie
JREATE.@peration is initiated by the Client and consists of three steps, as depicted in Figure 1|6

and desc¢ribed below.
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Client Server

1: CREATE Request

L

2: Processing

3: CREATE Response

Figure 16. CREATE operation

[«:]

21 CREATE request

o -

y the Server. The CREATE request message will carry the following parameters:

e fr: Unique identifier of the Client

e to: URI of the target resource responsible for creation of the new resource.

e ri: Identifier of the CREATE request

e cn: Information of the resource to be created by the Server
i) cn will include the URI and Resource Type property of the resource to be created.
ii) cn may include additional properties ofthe resource to be created.

e op: CREATE

2.2 Processing by the Server

(o]

n

request for inclusion in the CREATE response message.
812.3 CREATE response

he Server shall transmitya CREATE response message in response to a CREATE reque
essage from a Client. The CREATE response message will include the following parameters.

e fr: Unique identifier of the Server

e to: Unigue‘identifier of the Client

e ri: Jdentifier included in the CREATE request

e .CnRI Information of the resource as created by the Server.
i) cn will include the URI of the created resource.

he CREATE request message is transmitted by the Client to the Server ta/ereate a new Resourde

ollowing the receipt of a CREATE request, the Server may validate if the Client has the
propriate rights for creating the requested resource. If the validation is successful, the Serveg
cfeates the requested resource. (The Server caches the value of ri parameter in the CREATE

-

3

Ty Cm wittinctude the TESOUTCE TEPTESENtAtion of the Created TESUUTCE.
e rs: The result of the CREATE operation
8.3 RETRIEVE

The RETRIEVE operation is used to request the current state or representation of a Resource.
The RETRIEVE operation is initiated by the Client and consists of three steps, as depicted in

Figure 17 and described below.
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Client Server

1: RETRIEVE Request

-
>

2: Processing

8
R

T oo

r
following parameters.

3: RETRIEVE Response

Figure 17. RETRIEVE operation

31 RETRIEVE request

ETRIEVE request message is transmitted by the Client to the Server to request th
bpresentation of a Resource from a Server. The RETRIEVE request\ message will carry th

@ O

e fr: Unique identifier of the Client
e to: URI of the resource the Client is targeting
e ri: Identifier of the RETRIEVE request
e op: RETRIEVE
3.2 Processing by the Server

D

cpches the value of ri parameter in the RETRIEVE request for use in the response.
813.3 RETRIEVE response

ollowing the receipt of a RETRIEVE requesty\the Server may validate if the Client has th
propriate rights for retrieving the requested’data and the properties are readable. The Serve

=

he Server shall transmit a RETRIEVE response message in response to a RETRIEVE requesgt
essage from a Client. The RETRIEVE response message will include the following parameters|.

e fr: Unique identifier pfithe Server
e to: Unique identifierof the Client
e ri: Identifier included in the RETRIEVE request

cn: Information of the resource as requested by the Client
i) cn¢should include the URI of the resource targeted in the RETRIEVE request

S. The result of the RETRIEVE operation
.4~ “\UPDATE

e UPDATE operation 15 either a Partial UPDATE Or a compiete reptacement of the mformation

in a Resource in conjunction with the interface that is also applied to the operation. The UPDATE

(0]

peration is initiated by the Client and consists of three steps, as depicted in Figure 18 and

described below.
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Client Server

1: UPDATE Request

2: Processing

3: UPDATE Response

Figure 18. UPDATE operation

(<]

41 UPDATE request
Tlhe UPDATE request message is transmitted by the Client to the Server tolrequest the update

pprameters.

e fr: Unique identifier of the Client

e to: URI of the resource targeted for the information update

e ri: Identifier of the UPDATE request

e op: UPDATE

e cn: Information, including properties, of the resource to be updated at the target resourceg

(o]

4.2 Processing by the Server

7

ollowing the receipt of an UPDATE requeSt, the Server may validate if the Client has th
a’Fpropriate rights for updating the requested data. If the validation is successful the Serveg
u

—

e UPDATE request message. The Server caches the value of ri parameter in the UPDAT
bquest for use in the response.

-

An UPDATE request that includes Properties that are read-only shall be rejected by the Serve
with an rs indicating a bad reguest.

plied interface that support the operation. An UPDATE of non-existent Properties is ignored.

814.3 UPDATE rfesponse
Tlhe UPDATE response message will include the following parameters:

o fr: nique identifier of the Server
e _to;Unique identifier of the Client
¢ . ri: Identifier included in the UPDATE request

s 157 The resuitof the UPDATE Tequest
The UPDATE response message may also include the following parameters:

e cn: The Resource representation following processing of the UPDATE request
8.5 DELETE

nformation of a Resource on the Server. The UPDATE request message<will carry the followin(g

e
r
dates the target Resource information‘according to the information carried in cn parameter ¢f
E

n UPDATE request shaltbe applied only to the Properties in the target resource visible via thie

-

-

The DELETE operation is used to request the removal of a Resource. The DELETE operation is

initiated by the Client and consists of three steps, as depicted in Figure 19 and described below.
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Client Server

1. DELETE Request

»

2: Processing

3. DELETE Response

Figure 19. DELETE operation

(<]

5.1 DELETE request

ELETE request message is transmitted by the Client to the Server to delete' a Resource on the
erver. The DELETE request message will carry the following parameters:

(HHw]

e fr: Unique identifier of the Client
e to: URI of the target resource which is the target of deletian
e ri: Identifier of the DELETE request
e op: DELETE
5.2 Processing by the Server

T oo

ollowing the receipt of a DELETE request, thex‘Server may validate if the Client has th
propriate rights for deleting the identified resource, and whether the identified resource exist
I the validation is successful, the Server repioves the requested resource and deletes all th
sociated information. The Server caches.the value of ri parameter in the DELETE request fg
use in the response.

= O .7 ®

815.3 DELETE response
he Server shall transmit a DELETE response message in response to a DELETE reque$t
essage from a Client. The DELETE response message will include the following parameters.
e fr: Unique identifier of'the Server
e to: Unique identifier of the Client
e ri: Identifier-included in the DELETE request
e rs: The+esult of the DELETE operation
.6 NOTIRY

8

Tlhe NOFIEY operation is used to request asynchronous notification of state changes. Completl
description of the NOTIFY operation is provided in section 11.4. The NOTIFY operation uses th
NOTIFICATION response message which is defined here.

[¢)

e

8.6.1.1 NOTIFICATION response

The NOTIFICATION response message is sent by a Server to notify the URLs identified by the
Client of a state change. The NOTIFICATION response message carries the following parameters.

e fr: Unique identifier of the Server

e to: URI of the Resource target of the NOTIFICATION message
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e ri: Identifier included in the CREATE request
e op: NOTIFY

e cn: The updated state of the resource
9 Network and connectivity

9.1 Introduction

he Internet of Things is comprised of a wide range of applications which sense and actuate-thie
ysical world with a broad spectrum of device and network capabilities: from battery powereld
nodes transmitting 100 bytes per day and able to last 10 years on a coin cell battery, te\mains
powered nodes able to maintain MBit video streams. It is estimated that many 10s ofybillions ¢f
19T devices will be deployed over the coming years.

is desirable that the connectivity options be adapted to the IP layer. To that 'end, IETF ha
cpmpleted considerable work to adapt Bluetooth®, Wi-Fi, 802.15.4, LPWAN, étc:"to IPv6. Thes
aptations, plus the larger address space and improved address managemient capabilities, mak
IPv6 the clear choice for the OCF network layer technology.

[CICE]

92 Architecture

hile the aging IPv4 centric network has evolved to support complex topologies, its deployment
as primarily provisioned by a single Internet Service Provider (ISP) as a single network. More
cpmplex network topologies, often seen in residential home;yare mostly introduced through thie
quisition of additional home network devices, which rely’ oh technologies like private Netwoik
ddress Translation (NAT). These technologies require expert assistance to set up correctly and
should be avoided in a home network as they most @ften result in breakage of constructs like
rputing, naming and discovery services.

he multi-segment ecosystem OCF addresses.Wwill not only cause a proliferation of new deviceg
d associated routers, but also new services“introducing additional edge routers. All these new
réquirements require advance architectural constructs to address complex network topologies liK
the one shown in Figure 20.

n

[¢]
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Figure 20. High Level Network & Connectivity Architecture

m terms of IETF RFC 6434, IPv6(nodes assume either a router or host role. Nodes may furthe
mplement various specializations of those roles:

=

¢| A Router may implement Customer Edge Router capabilities as defined in IETF RFC 7084.

¢| Nodes limited in precéssing power, memory, non-volatile storage or transmission capacity
requires special dR-adaptation layers (6LOWPAN) and/or dedicated routing protocols (RPL
Examples include devices transmitting over low power physical layer like IEEE 802.14.5, IT
G9959, Bluetooth Low Energy, DECT Ultra Low Energy, Near Field Communication (NFC).

¢| A node may translate and route messaging between IPv6 and non-IPv6 networks.

=

9.3 IPwBwnetwork layer requirements
9,3.1 Introduction

Arojections indicate that many 10s of billions of new 10T endpoints and related services will be
brought online in the next few years. These endpoint’s capabilities will span from battery powered
nodes with limited compute, storage, and bandwidth to more richly resourced devices operating
over Ethernet and WiFi links.

Internet Protocol version 4 (IPv4), deployed some 30 years ago, has matured to support a wide
variety of applications such as Web browsing, email, voice, video, and critical system monitoring
and control. However, the capabilities of IPv4 are at the point of exhaustion, not the least of which
is that available address space has been consumed.
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he IETF long ago saw the need for a successor to IPv4, thus the development of IPv6. OCF

recommends IPv6 at the network layer. Amongst the reasons for IPv6 recommendations are:

Larger address space. Side-effect: greatly reduce the need for NATSs.

More flexible addressing architecture. Multiple addresses and types per interface: Link-local,
ULA, GUA, variously scoped Multicast addresses, etc. Better ability to support multi-homed
networks, better re-numbering capability, etc.

©

Morecapabteattoconfigurationcapabitittes—PHEPv6—SEAACRouterBiscovery—etc:
Technologies enabling IP connectivity on constrained nodes are based upon IPv6.
All major consumer operating systems (oS, Android, Windows, Linux) are already IPy6 enabled.
Major Service Providers around the globe are deploying IPv6.
3.2 IPv6 node requirements
13.2.1 Introduction

network layer across all nodes is vital. The protocol should enable the\network to be: secure,

395<

order to ensure network layer services interoperability from node to nod€, mandating a comman

anageable, scalable and to include constrained and self-orgapizing meshed nodes. OCF
andates IPv6 as the common network layer protocol to ensure interoperability across all Devices.
ore capable devices may also include additional protocols creating multiple-stack devices. Thie
bmainder of this section will focus on interoperability requirements for IPv6 hosts, IPv6
pnstrained hosts and IPv6 routers. The various protocol{translation permutations included in
ulti-stack gateway devices may be addresses in subsequent addendums of this specification.

.3.2.2 IP Layer

IETF RFC 6434:

10.1 Endpoint definition

example of COAP over UDR-aver IPv6, the endpoint is identified by an IPv6 address and UDP pof
number.

Q

n IPv6 node shall support IPv6 and it shall,¢onform to the requirements as specified |

>

0 Endpoint

he specific definition of an Endpoint depends on the Transport Protocol Suite being used. For th

— @D

ach OCF Device shalassociate with at least one Endpoint with which it can exchange request

d response messages. When a message is sent to an Endpoint, it shall be delivered to the OCF
evice which is@ssociated with the Endpoint. When a request message is delivered to an Endpoint,
ath component-is enough to locate the target Resource.

CF Device can be associated with multiple Endpoints. For example, an OCF Device can have
bveral lP addresses or port numbers or support both CoAP and HTTP transfer protocol.

n-the other hand, an Endpoint can be shared among multiple OCF Devices, only when there is ja

way to clearly designate the target Resource with request URI. For example, when multiple CoA

servers use uniquely different URI paths for all their hosted Resources, and the CoAP
implementation demuxes by path, they can share the same CoAP Endpoint. However, this is not

p

ossible for OIC 1.1 and OCF 1.0 because pre-determined URI (e.g. “/oic/d”) is mandatory for

some mandatory Resources (e.g. "oic.wk.d").
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10.2 Endpoint information

10.2.1 Introduction

Endpoint is represented by Endpoint information which consists of two items of key-value pai
"ep" and "pri".

10.2.2 “ep”

"ep" represents Transport Protocol Suite and Endpoint Locator specified as follows:

r,

e| Transport Protocol Suite - a combination of protocols (e.g. CoOAP + UDP + IPv6) with whig

Transport Protocol Suites shall be indicated by IANA registered schemes (e.g.,"coap"
"coaps" in Table 12). Vendor or OCF defined schemes are also allowed (e.g. "org.ocf.foo" g
"com.samsung.bar").

e| Endpoint Locator — an address (e.g. IPv6 address + Port number) through‘which a messag
can be sent to the Endpoint and in turn associated OCF Device. The Endpoint Locator fd
"coap", "coaps", "coap+tcp", "coaps+tcp”, "http", and "https" shall be speecified as "IP addres
port number". Temporary addresses should not be used because Endpoint Locators are for th
purpose of accepting incoming sessions, whereas temporary ,addresses are for initiatin
outgoing sessions (IETF RFC 4941). Moreover its inclusion in “/oic/res” can cause a privag

concern (IETF RFC 7721).

ndicating Transport Protocol Suite and the authority companent indicating the Endpoint Locato
igure 21 illustrate an exmaple.

7

request and response messages can be exchanged for RESTful transaction (i.e. CRUDN).

bp" shall have as its value a URI (as specified in IETF RFC:3986) with the scheme component

-

—_ =

= D

e
g
y

r.

ep'": "coap://ffe80::b1d6]:1111"

Figure(21: Example of "ep"
Tlhe current list of "ep"” with corresponding Transport Protocol Suite is shown in Table 12:

Table 12."“ep” value for Transport Protocol Suite

Coap + udp +ip ceap IP address + port number coap://[fe80::b1d6]:1111

Coaps + udp +ip coaps IP address + port number coaps://[fe80::b1d6]:1122

Coap + tcp +ip coap+tcp IP address + port number coap+tcp://[2001:db8:a::123]:2222

Coaps + tcp hip coaps+tcp IP address + port number coaps+tcp://[2001:db8:a::123]:2233

http + tep-+'ip http IP address + port number http://[2001:db8:a::123]:1111

https +tcp + ip https IP address + port number https://[2001:db8:a::123]:1122
10.2.3—“pri

"pri" shall be represented as a positive integer (e.g. "pri": 1) and the lower the value, the higher

the priority.

The default "pri" value is 1, i.e. when "pri" is not present, it shall be equivalent to "pri": 1.
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10.2.4 Endpoint information in "eps" Parameter

To carry Endpoint information, a new Link Parameter "eps" is defined in 7.8.2.1.6. "eps" has an
array of items as its value and each item represents Endpoint information with two key-value pairs,
"ep" and "pri", of which "ep" is mandatory and "pri" is optional. Figure 22 illustrates a link with
"eps".

"anchor": "ocf://light_device_id",

“href": "/myLightSwitch",

"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a", "oic.if.baseline"],

p”: {"bm”": 3%},

“eps": [{"ep”: "coap://[fe80::bld6]:1111", “pri*: 2}, {'ep":
‘coaps://[fe80::b1d6]:1122"}]
b

Figure 22: Example of Link with "eps" Parameter

Im Figure 22, "anchor" represents the hosting OCF Device, "href"xtarget Resource and "eps" th
tyvo Endpoints for the target Resource.

[¢)

If the target Resource of a Link requires a secure connection\(e.g. CoAPS), "eps" Parameter shdl
be used to indicate the necessary information (e.g. port.number) in OCF 1.0 payload, becausg
sec” and "port" shall be used only in OIC 1.1 payload:

[}

10.3 Endpoint discovery
10.3.1 Introduction

'Endpoint discovery" is defined as the process for a Client to acquire the Endpoint information fq
QCF Device or Resource.

-

10.3.2 Implicit discovery

o

If a Device is the source of a CoAP-message (e.g. “/oic/res” response), the source IP address an
port number can be combined\to’ form the Endpoint Locator for the Device. Along with a "coap'
sgheme and default “pri” value, Endpoint information for the Device can be constructed.

Im other words, an “/eic/lfes” response message with CoAP can implicitly carry the Endpoint

information of the responding Device and in turn all the hosted Resources, which can be accesse(d
ith the same trapsfer protocol of CoAP.

10.3.3 Expligit"discovery with “/oic/res” response

Hndpoint information can be explicitly indicated with the "eps" Parameter of the Links in “/oic/res|.

As in 10+3.2, an “/oic/res” response can implicitly indicate the Endpoint information for the target
Hesources hosted by the respondmg DeV|ce However “loic/res” may expose a target Resource

|mpI|C|tIy mferred, the eps Parameter shaII be mcluded to prowde epr|C|t Endpornt |nformat|on
with which a Client can access the target Resource.

This applies to the case of “/oic/res” for a Resource Directory or Bridge Device which usually
carries the Links for Resources which another Device hosts.

Figure 23 is a “/oic/res” response with the "eps" Parameter in Links.

71

© ISO/IEC 2018 - All rights reserved



https://standardsiso.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

[{
"anchor": "ocf://e61lc3e6b-9c54-4b81-8ce5-f9039c1d04d9",
“"href": "/oic/res",
"rel": "self",
“rt": [“oic.wk.res"],
T oirc it —oic 1 basetine"T;
"p": {"bm": 3},
“"eps": [{"ep": "coap://[2001:db8:a::bl1d4]:55555"},
{"ep": "coaps://[2001:db8:a::b1d4]:11111"}]
T,
{
"anchor™: "ocf://e61c3e6b-9c54-4bh81-8ce5-9039¢c1d04d9™,
“"href": "/oic/d",
"rt": ["oic.wk.d"™, "oic.d.bridge"],
“if": [Toic.if.r", "oic.if.baseline"],
“p'": {"bm": 3},
"eps": [{"ep": "coap://[2001:db8:a::bld4]:55555"},
{"ep"”: "coaps://[2001:db8:a::b1d4]:11111"}]
3,
{
"anchor": "ocf://e61lc3e6b-9c54-4b81-8ce5-f9039c1d04d9",
“"href": "/oic/p",
"rt": ["oic.wk.p"],
“if": [Yoic.if.r", "oic.if._baseline],
"p': {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::bld4}:11111"}]
{
"anchor": "ocf://e61c3e6b-9c54-4b8158ce5-9039¢c1d04d9™
"href": "/mySecureMode",
"rt": ["oic.r.securemode'],
“if": [Yoic.if.rw", "oic.if.baseline"],
"p": {"bm": 3},
"eps": [{"ep": "coaps://[2001:db8:a::bl1d4]:11111"}]
3,
{
"anchor": "ocf://e6lc3eb6b-9c54-4b81-8ce5-f9039c1d04d9™,
"href": "/oic/sec/doxm",
"rt": ["oic.r.doxXm'{T,
"if": [Toic.ifsbaseline],
“ptz {"bm": 1},
"eps": [{"ep“:"coap://[2001:db8:a::bld4]:55555"},
{*ep”: "coaps://[2001:db8:a::b1d4]:11111"}]
},
"anchor'": "ocf://e61c3e6b-9c54-4bh81-8ce5-f9039¢c1d04d9",
"href¥: "/oic/sec/pstat”,
YKES: ["oic.r.pstat'],
"“1f": ["oic.if._baseline"],
prtc {"bm: 13,
"eps": [{"ep": "coaps://[2001:db8:a::bld4]:11111"}]
3.
{

"anchor': "ocf://e61c3e6b-9c54-4b81-8ce5-f9039¢c1d04d9",
"href": "/oic/sec/cred",

"rt": ["oic.r.cred"],

“if": [“oic.if.baseline"],

"p': {"bm": 13},

"eps": [{"ep": "coaps://[2001:db8:a::bld4]:11111"}]
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"anchor': "ocf://e61c3e6b-9c54-4b81-8ce5-f9039c1d04d9™
"href": "/oic/sec/acl2",

"rt": ["oic.r.acl2"],

"if": ["oic.if.baseline"],

“p: {"bm": 1},

"eps": [{"ep": "coaps://[2001:db8:a::bld4]:11111"}]

"anchor": "ocf://e61lc3e6b-9c54-4b81-8ce5-f9039c1d04d9",
"href": "/mylntrospection",

"rt": ["oic.wk.introspection"],

“if": [Toic.if.r", "oic.if.baseline”],

"p": {"bm": 3},

"eps": [{"ep": "coaps://[2001:db8:a::bld4]:11111"}]

"anchor™: "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989",

“"href": "/oic/res",

"rt": ["oic.wk.res"],

"if": [Toic.if.I11", "oic.if_baseline"],

“p: {"bm": 3},

"eps": [{"ep": "coap://[2001:db8:a::bl1ld4]:66666"},
{"ep": "coaps://[2001:db8:a::bld4]:22222"}]

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989""

“href": "/oic/d",

"rt": ["oic.wk.d", "oic.d.light", "oic.divirtual'],

"if": [Toic.if.r", "oic.if_baseline"]%

"p: {"bm": 3},

"eps": [{"ep": "coap://[2001:db8:ad::bld4]:66666"},
{"ep": "coaps://[2001:db8:a::bld4]:22222"}]

"anchor': "oc¥://dc70373c=1eB8d-4fb3-962e-017eaa863989""
"href": "/oic/p",

“rt": [Toic.wk.p"],

“if': [Yoic.if.r", "oic.if.baseline"],

"p": {"bm": 3},

"eps": [{"ep": "cOaps://[2001:db8:a::bld4]:22222"}]

"anchor": "oef://dc70373c-1e8d-4fb3-962e-017eaa863989",
“"href": "/aylight",

"rt": [Yeic.r.switch.binary"],

"if": oic.if.a", "oic.if_baseline"],

"pritbm: 3%,

"epsiyY [{"ep": "coaps://[2001:db8:a::bld4]:22222"}]

‘anchor™: "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989"
"href": "/oic/sec/doxm™,

"rt": ["oic.r.doxm"],

"if": ["oic.if._baseline"],

"p": {"bm": 1}%},

"eps": [{"ep": "coap://[2001:db8:a::b1d4]:66666"},
{"ep'": "coaps://[2001:db8:a::bld4]:22222"}]

"anchor"™: "oc¥://dc70373c-1e8d-4fb3-962e-017eaa863989""
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“"href": "/oic/sec/pstat”,

"rt": ["oic.r.pstat"],

"if": ["oic.if.baseline"],

“p: {"bm": 1},

"eps": [{"ep": "coaps://[2001:db8:a::bld4]:22222"}]
{

"anchor'": "oc¥://dc70373c-1e8d-4fb3-962e-017eaa863989",
"href": "/oic/sec/cred",
"rt": ["oic.r.cred"],

rf—ftotctfhasetmet}s
“pt: {"bm": 1},
"eps": [{"ep": "coaps://[2001:db8:a::bld4]:22222"}]

"anchor': "oc¥://dc70373c-1e8d-4fb3-962e-017eaa863989",
"href'": "/oic/sec/acl2",

"rt": [“Yoic.r.acl2"],

"if": ["oic.if.baseline"],

“p': {"bm": 13},

“eps": [{"ep": "coaps://[2001:db8:a::bld4]:22222"}]

"anchor™: "ocf://dc70373c-1e8d-4Tb3-962e-017eaa863989*)
“href": "/myLightIntrospection®,

"rt": ["oic.wk.introspection"],

"if": [Toic.if.r", "oic.if_baseline™],

"p": {"bm": 3},

"eps": [{"ep": "coaps://[2001:db8:a::bld4]:22222"}]

"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Ffd7f49"
“href": "/oic/res",

"rt": ["oic.wk.res"],

“if": [Yoic.if. 11", "oic.if.basehine"],

“p": {"bm": 3},

"eps": [{"ep": "coap://[2001:db8:a::bl1d4]:77777"},

"anchor': "oc¥://88b7¢7f0-4b51-4e0a-9faa-cfth439Ffd7f49"
"href": "/oic/d",

“rt": [Yoic.wk.d'l, *oic.d.fan', "oic.d.virtual'],
"I [Yoic.if ", "oic.if.baseline"],

ptc {"bm": 3%},

"eps": [{"ep“i/"coap://[2001:db8:a::b1d4]:77777"},

"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Ffd7f49",
"heeft": "/oic/p",

VEEt: [Toic.wk.p"],

“if": [Toic.if.r", "oic.if.baseline™],

‘p": {"bm": 3},

{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]

{*ep”: "coaps://[2001:db8:a::b1d4]:33333"}]

Teps™: [{"ep": "coaps://[2001:db8:a::bldd] 33333 F]

"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Ffd7f49"

“href": "/myFan",

"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a", "oic.if_baseline"],

"p": {"bm": 3},

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]
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},
"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439fd7f49",
“href": "/oic/sec/doxm",
"rt": ["oic.r.doxm"],
"if": ["oic.if.baseline"],
p: {"bm: 13},
"eps": [{"ep": "coap://[2001:db8:a::bld4]:77777"},
{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]
%,
"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Ffd7f49",
"href": "/oic/sec/pstat",
“"rt": ["oic.r.pstat"],
"if": ["oic.if.baseline"],
pr {"bm™: 13},
“"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]
3,
{
"anchor™: "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439fd7f49",
“"href": "/oic/sec/cred"”,
"rt": ["oic.r.cred"],
“if": [“oic.if.baseline"],
“pr: {"bm: 13},
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]
%,
"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Ffd7f49",
"href'": "/oic/sec/acl2",
"rt": [Yoic.r.acl2"],
"if": ["oic.if.baseline"],
pc {"bm": 1},
"eps": [{"ep": "coaps://[2001:db8:ax3b1d4]:33333"}]
3,
{
"anchor": "ocf://88b7c7f0-4b5154e0a-9faa-cfb439Fd7f49",
“"href": "/myFanlntrospection!’,
"rt": ["oic.wk.introspection'],
"if": [Toic.if.r", "oic.(ifibaseline™],
"p: {"bm": 3},
"eps": [{"ep™: "coaps:i¥/[2001:db8:a::b1d4]:33333"}]
}
]
Figure 23: Example of “/oic/res” with Endpoint information
Tlhe exact farmat of the “/oic/res” response and a way for a Client to acquire a “/oic/res” response
essage js'specified in D.10 and 11.3.5 respectively.
10.4 , CeAP based Endpoint discovery
he-following describes CoAP based Endpoint discovery:

a) Advertising or publishing Devices shall join the ‘All OCF Nodes’ multicast groups (as defined
in [IANA IPv6 Multicast Address Space Registry]) with scopes 2, 3, and 5 (i.e., ff02::158,
ff03::158 and ff05::158) and shall listen on the port 5683. For compliance to IETF RFC 7252 a
Device may additionally join the ‘All CoOAP Nodes’ multicast groups.

b) Clients intending to discover resources shall join the multicast groups as defined in a).

c) Clients shall send discovery requests (GET request) to the 'All OCF Nodes’ multicast group
address with scope 2 (ff02::158) at port 5683. The requested URI shall be “/oic/res”. For
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compliance to IETF RFC 7252 a Client may additionally send to the ‘All CoAP Nodes’ multicast
groups.

d) If the discovery request is intended for a specific Resource Type, the Query parameter "rt" shall
be included in the request (section 6.2.1) with its value set to the desired Resource Type. Only
Devices hosting the Resource Type shall respond to the discovery request.

e) When the “rt” Query parameter is omitted, all Devices shall respond to the discovery request.

f) Handling of multicast requests shall be as described in section 8 of IETF RFC 7252 and section
4.1in IETF RFC 6690.

g) Devices which receive the request shall respond using CBOR payload encoding. A Device shdl
indicate support for CBOR payload encoding for multicast discovery as described in section
12.4. Later versions of the specification may support alternate payload encodings ‘(JSON
XML/EXI, etc.).

11 Functional interactions

[y

1.1 Introduction

—

he functional interactions between a Client and n Server are described, in section 11.2 through
pction 11.6 respectively. The functional interactions use CRUDN inessages (section 8) and
e
r

=0

nclude Discovery, Notification, and Device management. These funetions require support of cor
efined resources as defined in Table 13. More details about th€se resources are provided late
n this section.

= a

Table 13. List of Core Resources

Pre-defined Resource Name Resource Type Related Mandatory
URI Functional
Interaction
“loiclres” Default ‘oie,wk.res” Discovery Yes
“loic/p” Platform oic.wk.p Discovery Yes
/oic/d Device “oic.wk.d” Discovery Yes
(none) Configuration oic.wk.con Device No
Management
“loic/mnt” Maintenance “oic.wk.mnt” Device No
Management

=y

1.2 Onboarding, Ppovisioning and Configuration

Q

nboarding andRrovisioning are fully defined by the OCF Security Specification.

[¢)

hould a Device support Client update of configurable information it shall do so via exposing th
ore Resource “/example/oic/con” (Table 14) in “/oic/res”;

(@M ?))]

Tabhle 14 (‘nnfigllrminn Resource

Resource Resource Interfaces  Description Related
Type Title Type ID Functional
(“rt” Interaction
value)
“/exam Device “oic.wk.co “oic.if.rw” The Resource Type through which configurable | Configuration
ple/oic/ | Configuration n” information specific to the Device is exposed.
con”
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The resource properties exposed in
“oic.wk.con” are listed in Table 15.

“/exam
ple/oic/
con”

Platform
Configuration n.p”

“oic.wk.co

“oic.if.rw”

The optional Resource Type through which
configurable information specific to the
Platform is exposed. The resource properties
exposed in “oic.wk.con.p” are listed in Table

16.

Configura

tion

Device)
Name

Property title

Table 15. “oic.wk.con” Resource Type definition

Property name

n (Common
Property of
“/example/oic/con”)

Value
type

string

Value

able 15 defines the “oic.wk.con” resource type.

Unit Access

mode

R, W

Mandatory

yes

Description

Human friendly name
configurable by the en
user (e.g. Bob's
thermostat). "n" Comn
Property
of"/example/oic/con” §
"n" Common Property
“/loic/d” shall have the
same Value. When th
"n" Common Property
Value of
“/example/oic/con” is
modified, it shall be
reflected to the "n"
Common Property of
“/oic/d”.

o

non

| ocation

loc

array of
float (has
two
elements,
the firstlis
latitide/
the
second is
longitude)

Degrees | R, W

no

Provides location
information where
available.

| ocation
Name

locn

string

no

Human friendly name
location
For example, “Living
Room”.

for

Currency

string

R,W

no

Indicates the currency
that is used for any
monetary transactions

Region

string

R,W

no

Free form text Indicat
the current region in
which the device is

located geographically.

The free form text shg

not startwith g qnnfn

"

Localized
Names

array

R,W

no

Human-friendly name
the Device, in one or
more languages. This
property is an array of
objects where each
object has a ‘language’
field (containing an

IETF RFC 5646 language

tag) and a ‘value’ field

© ISO/IEC 2018 - All rights reserved
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containing the device
name in the indicated
language. If this

both supported, the

shall be included in th
array.

property and the Device
Name (n) property are

Device Name (n) value

is

efault Fall lanouage R AL no. The default language
gerery T ) T

| anguage tag supported by the Dey
specified as an

IETF RFC 5646 langu
tag. By default,client
can treat any string
property’as being in t
language unless the
preperty specifies
otherwise.

age

S

—

able 16 defines the “oic.wk.con.p” resource type.

Table 16. “oic.wk.con.p” Resource Type definition

Property title Property Value Value Unit Access Mandatory Description
name type rule mode

Platform Names mnpn array R,W. no Friendly name of the Platform
This property is an array of
objects where each object has
‘language’ field (containing an
IETF RFC 5646 language tag
and a ‘value’ field containing {
platform friendly name in the
indicated language.

For example,

[{“language”:"en”,
“value”:"Dave’s Laptop”}]

1.3 Resource discovery
1.3.1  Introduction

ndpoint discovery is described in detail in section 10. This section mainly describes the resourc
ased discovery.

omQo = =

1.3.2° Resource based discovery: mechanisms

iscovery is.alfunction which enables endpoint discovery as well as resource based discovery.

11327 OVEerview

As part of discovery, a Client may find appropriate information about other OCF peers. This

information could be instances of Resources, Resource Types or any other informatio
represented in the resource model that an OCF peer would want another OCF peer to discover.

At the minimum, Resource based discovery uses the following:
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) A resource to enable discovery shall be defined. The representation of that resource shall
contain the information that can be discovered.

) The resource to enable discovery shall be specified and commonly known a-priori.A Device for
hosting the resource to enable discovery shall be identified.

) A mechanism and process to publish the information that needs to be discovered with the
resource to enable discovery.

A mechanism and process to access and obtain the information from the resource to enable

[oxllw)

A

1

1

i direct discovery,

discovery. A query may be used in the request to limit the returned information.
A scope for the publication

A scope for the access.

A policy for visibility of the information.

epending on the choice of the base aspects defined above, the Framework defines three resourc

ased discovery mechanisms:

e Direct discovery, where the Resources are published locally atthe*Device hosting the
resources and are discovered through peer inquiry.

e Indirect discovery, where Resources are published at a third party assisting with the
discovery and peers publish and perform discovery against the resource to enable
discovery on the assisting 3" party.

e Advertisement discovery, where the resource to enable discovery is hosted local to the
initiator of the discovery inquiry but remote to thé Devices that are publishing discovery
information.

[¢)

Device shall support direct discovery.

1.3.2.2 Direct discovery

1) The Device that is providing.the-information shall host the resource to enable discovery.

2) The Device publishes the information available for discovery with the local resource to
enable discovery (i.e. local scope).

3) Clients interested in-discovering information about this Device shall issue RETRIEVE
requests directly to thee resource. The request may be made as a unicast or multicast.
The request may,be generic or may be qualified or limited by using appropriate queries in
the request.

4) The “seryéer’)Device that receives the request shall send a response with the discovered
information directly back to the requesting “client” Device.

5) The information that is included in the request is determined by the policies set for the
resource to be discovered locally on the responding Device.

1(3:2'3 Indirect discovery of Resources (resource directory based discovery)

In indirect discovery the information about the resource to be discovered is hosted on a Server

that is not hosting the resource. See section 11.3.6 for details on resource directory based

discovery.

In indirect discovery:

a) The resource to be discovered is hosted on a Device that is neither the client initiating
the discovery nor the Device that is providing or publishing the information to be
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discovered. This Device may use the same resource to provide discovery for multiple
agents looking to discover and for multiple agents with information to be discovered.
b) The Device to be discovered or with information to discover, publishes that information
with resource to be discovered on a different Device. The policies on the information
shared including the lifetime/validity are specified by the publishing Device. The
publishing Device may modify these policies as required.
c) The client doing the discovery may send a unicast discovery request to the Device

1

m advertisement discovery:

nostng the discovery mformation or send a mutticast request that shalt be monitored an
responded to by the Device. In both cases, the Device hosting the discovery information
is acting on behalf of the publishing Device.

d) The discovery policies may be set by the Device hosting the discovery informatien-or by
the party that is publishing the information to be discovered. The discovery infarmation
that is returned in the discovery response shall adhere to the policies thatlare in effect af
the time of the request.

1.3.2.4 Advertisement Discovery

a) The resource to enable discovery is hosted local to the Device that is initiating the discove
request (client). The resource to enable discovery may®e an Core Resource or discovere
as part of a bootstrap.

o<

b) The request could be an implementation dependent lookup or be a local RETRIEVE request
against the resource that enables discovery.

c) The Device with information to be discovered-shall publish the appropriate information to
the resource that enables discovery.

d) The publishing Device is responsible:fap the published information. The publishing Devic
may UPDATE the information at the~resource to enable discovery based on its needs b
sending additional publication requests. The policies on the information that is discovere]
including lifetime is determined by the publishing Device.

o< @

1.3.3 Resource based discoevery: Information publication process

he mechanism to publish‘information with the resource to enable discovery can be done eithd
cally or remotely. The “publication process is depicted in Figure 24. The Device which ha
scovery information e publish shall a) either update the resource that enables discovery |i
psted locally or b)Nissue an UPDATE request with the information to the Device which hosts th
bsource that enables discovery. The Device hosting the resource to enable discover
ds/updatesthe’resource to enable discovery with the provided information and then respond
the Device’which has requested the publication of the resource with an UPDATE response.

- 0 =

n < O
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OIC Client OIC Server

(Hosting the designated

(Registering resources) 0IC Resource)

1. UPDATE Request

|

2. Entry updated in

Qo o -

- o oo v

|

W

/olc/res

3. UPDATE Response

Figure 24. Resource based discovery: Information publication process

1.3.4 Resource based discovery: Finding information

he discovery process (Figure 25) is initiated as a RETRIEVE request to thejresource to enable
scovery. The request may be sent to a single Device (as in a Unicast) ord4e multiple Devices (as

Multicast). The specific mechanisms used to do Unicast or Multicast are determined by the
Lpport in the data connectivity layer. The response to the requestyhas the information to be
scovered based on the policies for that information. The policies ¢an-determine which information
shared, when and to which requesting agent. The information-that can be discovered can be
bsources, types, configuration and many other standards er.custom aspects depending on the
bquest to appropriate resource and the form of request. @ptionally the requester may narrow thie
formation to be returned in the request using query parfanieters in the URI query.

OIC Client OIC Server(s)

1. RETRIEVE Request

2. Discovery
inquiry processed

3. RETRIEVE Response

Figurey25. Resource based discovery: Finding information

iscovery Resources

ome of the! Core Resources shall be implemented on all Devices to support discovery. The Cof
esoutces that shall be implemented to support discovery are:

[¢)

® “/oic/res” for discovery of resources

® “/oic/p” for discovery of platform

® “/oic/d” for discovery of device information

Details for these mandatory Core Resources are described in Table 17

P

latform resource —
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The OCF recognizes that more than one instance of Device may be hosted on a single platform.
Clients need a way to discover and access the information on the platform. The core resource,
“loic/p” exposes platform specific properties. All instances of Device on the same Platform shall
have the same values of any properties exposed (i.e. a Device may choose to expose optional
properties within “/oic/p” but when exposed the value of that property should be the same as the
value of that property on all other Devices on that Platform)

Device resource

T T - :
properties pertaining to a Device as defined in Table 17. The properties exposed are determing|
by the specific instance of Device and defined by the Resource Type(s) of “/oic/d” on that Device.
ince all the Resource Types of “/oic/d” are not known a priori, the Resource Type(s), of [*/oic/q
shall be determined by discovery through the core resource “/oic/res”. The device resgurce “/oic/d
shall have a default Resource Type that helps in bootstrapping the interactions with’this devig
(fhe default type is described in Table 17.)

= o D

[¢)

rotocol indication
Device may need to support different messaging protocols dependifig,on requirements fg
different application profiles. For example, the Smart Home profile~may use CoAP and th
dustrial profile may use DDS. To enable interoperability, a Device uses the protocol indicatiog
indicate the transport protocols they support and can communicate over.

> D =

Table 17. Mandatory discovery Core’Resources

Resourc Resource Interfaces  Description Related
e Type Type ID Functior
Title (“rt” value) Interaction
‘/oiclr Default “oic.wk.res” “oic.if.Il" The'resource through which the corresponding Discover,
ps” Sefver is discovered and introspected for available
resources.

“/loic/res” shall expose the resources that are
discoverable on a Device. When a Server receives
a RETRIEVE request targeting “/oic/res” (e.g.,
“GET /oic/res”), it shall respond with the link list of
all the discoverable resources of itself. The “/oic/d”
and “/oic/p” are discoverable resources, hence their
links are included in “/oic/res” response. The
resource properties exposed by “/oic/res” are listed
in Table 18.

‘/oic/p Platform “oic.wk.p” “oic.if.r" The discoverable resource through which platform Discover,
' specific information is discovered.

The resource properties exposed by “/oic/p” are
listed in Table 21

‘/oic/d DeVice “oic.wk.d” “oic.if.r” The discoverable via “/oic/res” resource which Discover,
| and/or one exposes properties specific to the Device instance.

Device The resource properties exposed by “/oic/d” are

Specific listed in Table 20

Resource i .

Type ID /oic/d” may have one Resource Type that is

:pnr‘ifir‘ to the Device in addition to the default

Resource Type or if present overriding the default
Resource Type.

The base type “oic.wk.d” defines the properties that
shall be exposed by all Devices.

The device specific Resource Type exposed is
dependent on the class of device (e.g. air
conditioner, smoke alarm); applicable values are
defined by the vertical specifications.
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Table 18 defines “oic.wk.res” Resource Type.

Table 18. “oic.wk.res” Resource Type definition

Property title Property Value Value Unit Access Mandatory Description
name type rule mode
ame n string R no Human-friendly name defined by
the vendor
| inks links array See R yes The array of Links describes the
7.8.2 URI, supported Resodtce’' Types
and interfaces, and. access
policy.
Messaging mpro SSV R No String with Spaee Separated
Protocol Values (SSV)'of messaging

protocols-supported as a Sl
Numper from Table 19

Forexample, “1 and 3” indicafes
that'the Device supports coap|
and http as messaging protocp

S.

©

A Device which wants to indicate its messaging protocol capabilitiessmay add the property ‘mpr
in response to a request on “/oic/res”. A Device shall support_CoAP based discovery as th
baseline discovery mechanism (see section 10.4). A Client which sees this property in a discover
r¢sponse can choose any of the supported messaging protegols for communicating with the Serve
for further messages. For example, if a Device supporting multiple protocols indicates it support
value of “1 3” for the ‘mpro’ property in the discoveryresponse, then it cannot be assumed that
there is an implied ordering or priority. But a vertical>service specification may choose to specily
implied ordering or priority. If the ‘mpro’ property'is not present in the response, A Client shgll
use the default messaging protocol as specified in the vertical specification for furthe
cpmmunication.

" =< 0

=

he “/oic/res” shall list all Resources that.are indicated as discoverable (see section 11.3). Alg
the following architecture Resource Types shall be listed:

(@)

Introspection resource indicated’with an “rt” value of “oic.wk.introspection”
o| “/oic/p” indicated with an £t value of “oic.wk.p”

e| *“/oic/d” indicated with/an-“rt” value of “oic.wk.d”

e| *“/oic/sec/doxm” indicated with an “rt” value of “oic.r.doxm”

e| “/oic/sec/pstat’~indicated with an “rt” value of “oic.r.pstat”

(@]

onditionally required:

“loic/restwith an "rt" value of "oic.wk.res" as self-reference, on the condition that “oic/res” hds
to signal that it is observable by a Client.

—

heAntfospection Resource is only applicable for Devices that host Vertical Resource Types (e.g.
bierp.switch.binary”) or vendor-defined Resource Types. Devices that only host Resourcegs
required to onboard the DevICE as a Client do not have to Implement the Tntrospection Resource.

Table 19 provides an OCF registry for protocol schemes.
Table 19. Protocol scheme registry

S| Number Protocol

1 coap
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coaps

http

https

coap+tcp

o |la | bW N

coaps+tcp

Note: The discovery of an endpoint used by a specific protocol is out of scope. The mechanism used by a Client to form

rgquests T a anrerent messaging protoCcor otner than diSCoVeTy 1S OUT OT SCOPE.

—

he following applies to the use of “/oic/d” as defined above:

A vertical may choose to expose its Device Type (e.g., refrigerator or A/C) by adding the Devic
Type to the list of Resource Types associated with “/oic/d”.

o For example; “rt” of “/oic/d” becomes ["oic.wk.d", "oic.d:<thing>"]; wher
“oic.d.<thing>" is defined in another spec such as the Smart,Home vertical.

properties in Table 20.

In that case, the vertical shall assign a new Device Type specific Resource Type ID. Th
mandatory properties defined in Table 20 shall always be present.

—

able 20 “oic.wk.d” Resource Type definition defines the\base Resource Type for the “/oic/q
bsource.

=

Table 20. “oic.wk.d” Resource Type definition

Property title Property Value Value Unit Access Mandatory Description

name type rule mode

vendor.” In the presence of "n"

same Property Value. When "n"
Property Value of “/oic/con” is

Property Value of “/oic/d”.

o This implies that the properties exposed by “/oic/d” are~by default the mandatony

A vertical may choose to extend the list of properties defined by the Resource Type 'oic.wk.d'.

[}

[¢)

[¢)

Device) Name | n string R no Human friendly name defined by [the

Property of “/oic/con”, both have the

modified, it shall be reflected to "|n"

Spec Version icv string R yes Spec version of the core
specification this device is
implemented to, The syntax is
"ocf.<major>.<minor>.<sub-
version>" where <major>, <minof
and <sub-version> are the major
minor and sub-version numbers g
the specification respectively. Th
version of the specification the
string value shall be “ocf.1.0.0".

" —h

Device ID di uuid R yes Unique identifier for Device. This

mirror) as the doxm.deviceuuid
Property as defined in
OCF Security. Handling privacy-

to section 13.8 in OCF Security.

value shall be the same value (i.¢.

sensitivity for the “di” Property, refer

Data Model dmv csv R yes Spec version of the Resource
Version Specification to which this device
data model is implemented; if
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implemented against a Vertical
specific device specification(s), then
the Spec version of the vertical
specification this device model is
implemented to. The syntax is a
comma separated list of ”
<res>.<major>.<minor>.<sub-
version> or
<vertical>.<major>.<minor>.<sub-
version>. <res> is the string

OUCT.TES dltu VEILiLdI ib e rmame
of the vertical defined in the Vert|cal
specific resource specification, The
<major>, <minor>, and ssub*
version> are the major, ‘minor ang
sub-version numbers ofsthe
specification respectively. This
version of the specification one
entry in the @Sy, string shall
be“ocf.res.1!0:0". Another entry ip
the csv shall'be the vertical(s) bdging
(e.g. #0cfsh.1.0.0").. This value may
be extended by the vendor. The
syntax for extending this value, gs a
comma separated entry, by the
vendor shall be by adding
x.<Domain_Name>.<vendor_strifgg>.
For example “ocf.res.1.0.0,
ocf.sh.1.0.0, x.com.example.string”,
The order of the values in the
comma separated string can be ih
any order (i.e. no prescribed ordgr
This property shall not exceed 256
octets.

Protocol piid UuID
ndependent

D

AN

Y

yes

A unique and immutable Device
identifier. A Client can detect tha} a
single Device supports multiple
communication protocols if it
discovers that the Device uses a
single Protocol Independent ID
value for all the protocols it
supports. Handling privacy-
sensitivity for the “piid” Property,
refer to section 13.8 in

OCF Security.

| ocalized Id
PDescriptions

array

no

Detailed description of the Devicg,
in one or more languages. This
property is an array of objects
where each object has a ‘language
field (containing an IETF RFC 5646
language tag) and a ‘value’ field
containing the device description
the indicated language.

in

string

Software \)‘ sV
\/ersicﬁS‘

no

Version of the device software.

Manufacturer dmn
Nam'e

array

no

Name of manufacturer of the
Device, in one or more languages$.

This property is an array of objects
where each object has a ‘language’
field (containing an IETF RFC 5646
language tag) and a ‘value’ field
containing the manufacturer name in
the indicated language.

Model Number | dmno string

no

Model number as designated by
manufacturer.

© ISO/IEC 2018 - All rights reserved
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The additional Resource Type(s) of the “/oic/d” resource are defined by the vertical specification.

Table 21 defines “oic.wk.p” Resource Type.

Iable Z1. "OIC.WK.p~ Resource Type derinitron

Property title Property Value Value Unit Access Mandatory Description
name type rule mode
Platform 1D pi string R yes Unique identifier for
the ‘physical

platform (UIUID);
this shall be a UUI
in accordance with
IETF RFC 4122.
is recommended
that the UUID be
created using the
random generatid
scheme (version
UUID) specific in
the RFC. Handling
privacy-sensitivit
for the “pi”
Property, refer to
section 13.8 in
OCF Security.

—

Eall=]

Manufacturer mnmn string R yes Name of

Name manufacturer

Manufacturer mnml uri R no Reference to

Petails Link manufacturer,
represented as a
URI

Model Number mnmo string R no Model number as
designated by
manufacturer

Date of mndt date Time R no Manufacturing dajte

Manufacture (show of Platform.

RFC)

Platform Version mnpyv string R no Version of platform
— string (defined py
manufacturer)

DS Version mnos string R no Version of platform
resident OS - str|ng
(defined by
manufacturer)

Hardware mnhw string R no Version of platform

ersjion hardware

Firmware mnfv string R no Version of Platorm

version firmware

Support link mnsl uri R no URI that points to

support information
from manufacturer

SystemTime st date-time R no Reference time for
the Platform.
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Vendor ID vid string R no Vendor defined
string for the
platform. The string
is freeform and up
to the vendor on
what text to
populate it.

omposite Device

physical device may be modelled as a single device or as a composition of other devices. F¢
ekample a refrigerator may be modelled as a composition, as such part of its definition.'of ma
include a sub-tending thermostat device which itself may be composed of agsub-tendin
thermometer device.

Q< =

here may be more than one way to model a server as a composition. One example method would

to have Platform which represents the composite device to have more, than one instance of fa
evice on the Platform. Each Device instance represents one of the distinct devices in the
cpmposition. Each instance of Device may itself have or host multiple inStances of other resources.

n implementation irrespective of how it is composed shall only exposeé a single instance of “/oic/q
ith an ‘rt’ of choice for each logical Server.

hus, for the above refrigerator example if modeled as a.single Server; “/oic/res” would exposle
oic/d” with a Resource Type name appropriate to a refrigerator. The sub-tending thermostat anld
thermometer devices would be exposed simply as.instances of a resource with a devide
propriate Resource Type with an associated URI assigned by the implementation; e.g|
MyHost/MyRefrigerator/Thermostat and /MyHost/IMyRefrigerator/Thermostat/Thermometer.

~

11.3.5 Resource discovery using “/aicires”
Qiscovery using “/oic/res” is the default\discovery mechanism that shall be supported by all Devices
als follows:

=]

a) Every Device updates its local “/oic/res” with the resources that are discoverable (see sectig
7.3.2.2). Every time a new resource is instantiated on the Device and if that resource
discoverable by a remate Device then that resource is published with the “/oic/res” resourg
that is local to the Pevice (as the instantiated resource).

D n

b) A Device wanting’to discover resources or Resource Types on one or more remote Devices
makes a RETRIEVE request to the “/oic/res” on the remote Devices. This request may be sent
multicast (default) or unicast if only a specific host is to be probed. The RETRIEVE reque$t
may optienally be restricted using appropriate clauses in the query portion of the request.
QuerieSmay select based on Resource Types, interfaces, or properties.

c) The.query applies to the representation of the resources. “/oic/res” is the only resource whos|
representation has “rt”. So “/oic/res” is the only resource that can be used for Multicagt
discovery at the transport protocol layer.

[¢)

d) The Device receiving the RETRIEVE request responds with a list of resources, the Resource
Type of each of the resources and the interfaces that each resource supports. Additionally,
information on the policies active on the resource can also be sent. The policy supported
includes observability and discoverability. (More details below)

e) The receiving Device may do a deeper discovery based on the resources returned in the
request to “/oic/res”.
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The information that is returned on discovery against “/oic/res” is at the minimum:

o T —=0T O

= 11

=0

|

=

The URI (relative or fully qualified URL) of the resource

The Resource Type(s) of each resource. More than one Resource Type may be returned if the
resource enables more than one type. To access resources of multiple types, the specific
Resource Type that is targeted shall be specified in the request.

The Interfaces supported by that Resource. Multiple interfaces may be returned. To access a

then the Default Interface is assumed.

ifferent “/oic/res” responses are returned according to requesting Clients, which indicate)thejr
reference with Content Format in Accept Option. OCF 1.0 Clients request with the Content FormIt
f  “application/vnd.ocf+cbor”, whereas the absence of that Content Format
.e.”application/vnd.ocf+cbor”) indicates OIC 1.1 Clients.

or OIC 1.1 Clients, “/oic/res” response shall use "sec" and "port" to provide the“information for an
ncrypted connection.

or OCF 1.0 Clients, “/oic/res” response only includes the “array~of Links to conform to
FTF RFC 6690. Each Link shall use "eps" Parameter to provide thednformation for an encrypted
bnnection and carry "anchor" of the value OCF URI where the authority component of <devicelD,
dicates the Device hosting the target Resource.

\Y

he JSON schemas for discovery using “/oic/res” are desgcrihed in D.10. Also refer to Section 1{0
Fndpoint Discovery) for details of Multicast discovery using “/oic/res” on a CoAP transport.
or example, a Light device might return the following to OIC 1.1 clients:
L
{
"di'": "e6lc3e6b-9c54-4b81-8ce5-19039¢c1d04d9",
“links": [
{
"href': "coaps://[fe80::bld6]:44444/0ic/res",
“"rel": "self",
"rt": [Toic.wk.res"])
“if': [Toic.if_ 1", "oic.if.baseline"],
“pr {"bm™: 3}
3
{
"href": Y/oic/p",
rt': [Peic.wk.p'],
"It [oic.if.r", "oic.if._baseline],
"pEIN{'bm: 3, "sec'": true, "port": 11111}
3.
{
“href'": "/oic/d",
"rt": [Toic.wk.d", "oic.d.light],
"if': [Yoic.if.r", "oic.if.baseline],
"p: {"bm": 3, "sec'": true, "port": 11111}
3
{
"href'": "/myLight",
"rt": [Toic.r.switch.binary],
“if": [Moic.if.a", "oic.if.baseline],
“p": {"bm": 3, "sec": true, "port': 11111}
}
1
}
]

88

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

The light device might return the following to clients that request with the Content Format of
“application/vnd.ocf+cbor” in Accept Option:

L
{
"href': "/oic/res",
""anchor': "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989/0ic/res"",
"rel": "self",
"rt": ["oic.wk.res"],
1t [Toncat I, Torc.ift_baseline™],
“p: {"bm": 3},
"eps': [{"ep'': "coap://[fe80::bld6]:44444"}]
3
{
“"href': "/oic/p",
"anchor': "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989,
“rt": [Toic.wk.p"],
i ["oic.if.r", "oic.if.baseline"],
“pt: {"bm": 3},
“eps': [{ep': "coap://[fe80::bld6]:44444"},
{"ep": "coaps://[fe80::b1d6]:11111"}
3
{
“"href'": "/oic/d",
"anchor': "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989,
“rt": [Toic.wk.d", “oic.d.light"],
“if': ["oic.if.r", "oic.if.baseline"],
“p: {"bm™: 3},
"eps': [{ep': "coap://[fe80::bld6]:44444™},
{"ep": "coaps://[fe80::bld6]:1at11"}
3,
{
“"href'": "/myLight",
"anchor™: "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989,
"rt": ["oic.r.switch.binary'y,
"if': ["oic.if.a", "oic.ifrbaseline],
“p: {"bm": 3},
"eps': [{ep': "coap:7//[fe80::bld6]:44444"%},
{"ep": "coaps://[fe80::b1d6]:11111"}
1
}
]
After performing_discovery using “/oic/res”, Clients may discover additional details about Server
by performing_ discovery using “/oic/p”, /oic/rts etc. If a Client already knows about Server it may
discover using{other resources without going through the discovery of “/oic/res”.
11.3.6 Resource directory (RD) based discovery
11.36.4 Introduction
11.3/6.1.1 Indirect discovery for lookup of the resources

Direct discovery is the mechanism used currently to find resources in the network. When needed,
resources are queried at a particular node directly or a multicast packet is sent to all nodes. Each
queried node responds directly with its discoverable resources to the discovering device.
Resources available locally are registered on the same device.

In some situations, one of the other mechanisms described in section 11.3.2.3, called indirect
discovery, may be required. Indirect discovery is when a 3rd party device, other than the
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discovering device and the discovered device, assists with the discovery process. The 3rd party
only provides information on resources on behalf of another device but does not host resources
on part of that device.

Device B acts as Resource
Directory for Device A and
Device D; Device A and D do
not respond to multicast query

OCF
Device B

/oic/res

—

Multicast
Discovery

loic/res

Unicast

) Response with

loic resources for OCF
Devices A, B Device C
and D

OCF
Device D

Multicast

Figure 26. Indirect discovery of resource by resource directory

direct discovery is useful for a resource constrained device that needs to sleep to manage power
d cannot process every discovery request,cor when devices may not be on the same netwotk
d requires optimization for discovery. On¢ce resources are discovered using indirect discovely
then the access to the resource is done by.a request directly to the Device that hosts that resource.

11.3.6.1.2 Resource directory

A resource directory (RD) is a Device that assists with indirect discovery. A Device which acts ds
an RD will be involved in the fallowing operations.

o] RD discovery — the pfocedure with which OCF Devices discover an RD and acquire the criteria
to select one amongymultiple RDs.

¢ Resource pubhsh - the procedures with which OCF Devices publish their Resourcde
information, i=€.Links, subsequently update the published Links or deletes the ones.

¢ Resource‘e€xposure — the feature with which RDs expose the Links hosted by the 3™ party
Devices\via their “/oic/res”.

Hor the ‘above, RDs make use of a core Resource Type “/oic/rd” i.e., “oic.wk.rd” defined in Tabl
2P and\Table 23. A Device exposes “oic.wk.rd” in its “/oic/res” to announce that it serves as an R

ong with selection criteria. A publishing Device can send POST request to “/oic/rd” with its LinK
| ne payload to pup N Oor update tne MK [ O e O Nne K. AISO the pub NNg DEVICE Ca
send DELETE request to “/oic/rd” to delete the existing Links from “/oic/res” of the RD.

>Sn U

Table 22. “oic.wk.rd” Resource Type definition

Pre- Resource Resource Interfaces Description Related

defined Type Title Type ID Functional
URI (“rt” value) Interaction
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“loic/rd Resource “oic.wk.rd” “oic.if.baseline | The discoverable Resource Type through Discovery
" directory " with which an RD 1) facilitates its discovery
and provides the criteria to select an RD
and 2) allows OCF Devices to publish,
update and delete their Links in “/oic/res” of
the RD.

A Device can find the presence of
“oic.wk.rd” to discover an RD, then sends
GET request to “/oic/rd” to acquire the
selection criteria An QCE Device can send
POST request with Links in its payload to
expose those Links in “/oic/res” of the RD.
Also OCF Device can send DELTE request
with suitable query (e.g. “di” or “ins”) to
remove its Links from “/oic/res” of the RD.

Table 23. “oic.wk.rd” Properties

Property title Property name Value Value Unit Access Mandatory Description
type rule mode
Selector sel Integer or R yes Provides the criteria for RD
JSON selection. Either JSON Object
Object describing the selectign

criteria (e.g. Power) specified
in 11.3.6.2.2.1 or an ifteger
representing a bias faftor
calculated by RD. The value is
in the range of 0 to 100 - O
implies that RD is not [to be
selected. Client chooses RD
with highest bias factdr or
randomly between RDps that
have same bias factor]

RD can be queried at its “/oic/res” resource to find resources hosted on other Devices. These
evices can be sleepy nodes or any_other device that cannot or may not respond to discovely
bquests. Device can publish all or{partial list of resources they host to a RD. The RD then responds
'EI qgueries for Resource discovery on behalf of the publishing Device (for example: when a Devige

n
r

= 0>

ay go to sleep). For general* Resource discovery, the RD behaves like any other Server i
bsponding to requests to-{oic/res”.

ny Device that serves or acts as a RD shall expose a well-known resource “/oic/rd”. The Device
at want to discover:RDs shall use this resource and one of the Resource discovery mechanism
t¢ discover the RPYand get the parameters of the RD. The information discovered through th
resource shallnbe’ used to select the appropriate RD to use for resource publication. The big
information includes the following criteria: power source (AC, battery powered or safe/reliable
cpnnectivity)(wireless, wired), CPU, memory, load statistics (processing publishing to 10
Qptionally; the RD may also return a context - the value which shall be a string and semantics ¢f
the contéxt are not discussed in this document but it is expected that the context will be used fo
epstablish a domain, region or some such scope that is meaningful to the application, deployment
orusage:

—
n n non

Using these criteria or the bias factor, the Device should select one RD (per context) to publish its
resources. A context describes the state of an OCF Device with respect to Resource discovery. A
context is usually determined at deployment and from application requirements. An example of a
context could be a multicast group- a Device that is a member of more than one multicast group
may have to find and select a RD in each of the multicast groups (i.e. per context) to publish its
information.
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This remainder of this section is divided into three parts. The first part covers “RD Discovery”
(section 11.3.6.2.2), i.e., discovering and selecting of the RD. The second part “Resource publish”
(section ), i.e., publishing, updating and deleting of resources for the constrained/sleepy device.
The third part “Resource exposure” (section)where RD replies to queries from devices looking to
discover resources.

11.3.6.2 RD discovery
11.3.6.2.1 Discovering a resource directory

éln RD in the OCF network shall support RD discovery, shall provide the facility to allow devicejs
te publish their resource information to a RD, to update resource information in an RD and to-dele
résource information from an RD.

Device A Device B Device C
(acting RD) (discovering node)

]
;E Discovery of RD{and Publish

1
1
1
1
1
1
1
1
1
1
..................................... r \
1
1
L
1
1
1
1

1

1

1

1

1

1

1

1

1

— :
Multicast Resource discovery

Unicast Response
with Device A and
Device B resources

1
»'
»

1

1

1

1

1

i

Figure 27. RD discovery and RD supported query of resources support

As shown in Figure 27, the_Device that wishes to advertise its resources: first discovers a resourge

rectory and then publishes the desired resource information. Once a set of resources have begn
published to an RD:then the publishing device should not respond to multicast Resource discovety
gueries for those-pUblished resources when the RD is on the same multicast domain. In that cas¢
only the RD should respond to multicast Resource discovery requests on the resource published
to it.

An OCFznetwork allows for more than one device acting as an RD. The reason to have multiple
HD support is to make network scalable, handle network failures and centralized device failur
ottleneck. This does not preclude

réegd 6 eV

gateway model). There may be more than one Device acting as RD on a Platform.
Discovering of an RD may result in responses from more than one RD. The discovering device
shall select an RD. The selection may be based on the weightage parameter(s) provided in the
response from the RD.

An RD will be application agnostic i.e., application should not be aware whether resource directory
was queried to get the resource information. All the handling of the retrieval is kept opaque to the
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application. A Client that performs Resource discovery uses an RD just like it may use any other
Server for discovery. It may send a unicast request to the RD when it needs only the resource
advertised on the RD or do a multicast query when it does not require or have explicit knowledge
of an RD.

Platform

Platform
OCF OCF Device OCF Device
loic/res loic/re /oic/re
foic/rd Joic/rd

Platform with dedicated Resource

OCF Device serving as (
Directory

Resource Directory

Figure 28. Resource Direction Deployment Scenarios
RD can also be discovered in the following mannersé

e| Pre-configuration: Devices wishing to publish*resource information may be configured a priofi
with the information (e.g. IP address, port,dtansport etc.) of a specific resource directory. This
pre-configuration may be done at onboarding or may be updated on the device using an ou}-
of-band method. This pre-configuration’may be done by the manufacturer or by the user/devige
manager.

e| Query-oriented: A Client wanting to discover resource directories using query-orienteld
discovery (i.e. pull) can issue a multicast Resource discovery request for “/oic/res?rt=oic.wk.rd".
Only and all Devices that.can be an RD will respond to this query. The “/oic/rd” response shdll
include information about the RD i.e., the presence of “oic.wk.rd” Link (as defined by th
Resource Type) and subsequent query to “/oic/rd” would produce weightage parameters
allow the discovering device to select between RDs (see details in RD selection section). Thie
“oic.wk.rd” reseuree shall be instantiated on the OCF Devices acting as a resource directory.
The “oic.wksd’-schema is as defined in D.14.

¢| Advertisement: An RD may advertise about itself to devices. It is an advertisement packet. Thie
devicesthat are already publishing to a RD may use this as a heartbeat message of the RD. |f
the RB.advertisement does not arrive at a stipulated interval, publishing device starts searching
for\other RDs in the network, as this is a signal that RD is not online. Other usage of this
message is it serves as an advertisement for a device seeking a RD to publish their resources.

he da atss s emen hep-he edto-gueryd v RDtogetwelghtage

details instead of sending a multicast packet in a network. As it is intended this is sent at a
regular interval and does not include weightage information to keep packet sizes small. Further
details may be presented in the later version of this specification.

e One of the important benefits of an RD is to make services discoverable in networks that don't
support site wide multicast but do support site wide routing. An example of such a network is
Homenet..To enable an RD function across such a network a site discovery mechanism is
needed to discover the RD service (IP address & port number). In order to make itself
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discoverable beyond the link local scope, an RD with a routable ip address should implement
the mDNS responder requirements defined in IETF RFC 6762. Further details for such an
operation may be specified in a later version of this specification, when the needs arise.

11.3.6.2.2 RD selection process
11.3.6.2.2.1 Selection criteria

When a device discovers more than one RD then it should decide to use one of these RDs based
on the selection criteria described here. A device should use or publish information to only one RD
ithin a multicast domain at a given time. This is to minimize the burden of processing duplicate
information in the Resource discovery phase.

)

here two ways to select an RD. One is based on a bias factor (RD generated) and the other
based on clients determination based on granular parameters provided by the server (client/devid
generated). Devices may use one or both methods to select an RD.

[¢)

ias factor: The bias factor is a server generated positive number in the range’gf“0 to 100, whef
Olis the lowest to 100 being the highest. If two RDs have the same bias factor then the selectin
device may choose either based auxiliary criteria or at random. Either way.only one RD should b
selected and used at a time. No specific method is defined in this speeification to determine th
bjas factor for an RD. The number may be a pre-configured value @t-the time of onboarding (
spbsequent configuration of the RD or may be based on a “formula determined by th
implementation of the RD. (OCF may provide a standard formula for this calculation in a futu
version or release of this specification, if the needs arise).

D DO =D DQ D

he bias factor can be calculated by the RD by adding the contribution values determined for each
of the parameters in Table 24 and divided by the number of parameters. An RD may advertise [a
bjas factor larger than the calculated value when there'is reason to believe that the RD is highly
cppable for example an installed service provider,gateway.

arameters: Optionally, parameters defined~in Table 24 (like direct power supply, network

client defined policies and criteria that use the RD parameters. For example, a device in an
industrial deployment may not weight.power connectivity high but another in home environments
ay give more weightage for power)

Table 24: Selection parameters

Parameter Values Description
(Contribution)
Power Safe\(200) e Safe implies that the power supply is reliable and is backed up with
AC~(70) battery for power outages etc.
Batt (40) e Implementation may lower the number for Batt based on the type of

battery the RD device runs on. If battery conservation is important
then this number should be lowered.

Mobility. Fixed (100) . Implementation may further grade the mobility number based on how
Mobile (50) mobile the RD device is; lower number for highly mobile and larger
numbers for limited mobility
v Fhemobitity omberstattmot betargertham 86
Network Type: . Network product = [sum of (type * bandwidth per network
Product o Wired (10) interface)]/[number of interfaces]
o Wireless (4) e Normalized to 100
Bandwidth:
e High (10)
. Low (5)
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. Lossy (3)
Interfaces
Memory Factor | Available e Memory is the volatile or non-volatile storage used to store the
Total resource information
. Memory Factor = [Available]/[Total]
. Normalized to 100 (i.e. expressed as percentage)
Request Load 1-minute e  Current request loading of the RD
actor S=minute J SIMAr tO UNTA 104U TaCtor (UsINg O0DServdable, pendirng and processing
15-minutes requests instead of runnable processes)
. Expressed as a load factor 3-tuple (up to two decimal points each):
Factor is based on request processed in a 1-minute (L1), 5-minute
(L5) and 15-minute (L15) windows
e  See http://www.teamquest.com/import/pdfs/whitepaper/ldavg1.pdf
e Factor = 100 — ([L1*3 + L5*7 + L15*10]/3)

1.3.6.2.2.2 Selection scenarios

1

Tlhe device that wants to use an RD will find zero or more RDs on the.network. After discoverin
the RDs, the device needs to select an RD of all found RDs on thevnetwork. The selection base
on the bias factor will ensure that a Device can judge if the found-RD is suitable for its needs.

—

he following situation can occur during the selection of an RD:

=

A single or multiple RDs are present in the network

|\

No RD is present in the network

3) an additional RD arrives on the network

In the first scenario the RDs are already present. If a single RD is detected then that RD can b
used . When multiple RDs are detected the Device uses the bias information to select the RD.

In the second scenario, device willlisten to the advertisement of the devices that hosts the RD$

nce an RD advertisement packet.is received it judges if the bias criteria are met and starts usin
the RDs.

In the third scenario the, Device has already published its resources to an existing RD. In th
Cenario it discovers a_new RD on the network.

n

fter judging the biasfactor the Device may choose to move to the new RD. If the decision is mad
¢ select the new-RD, the then Device should delete its resource information from the current use
D and then after'removal publish the information to the new RD. During the transition period th
evice itselfishould respond to Resource discovery requests.

S >

03

1[1.3.6.3:—=Resource publish
11.376.3.1 Publish resources

n

® QD

1136311 Ovarviawn,
e

IO O T A= A~ e vy

After the selection process of an RD, a device may choose one of the following mechanisms:

e Push its resources information to the selected RD or

¢ Request the RD to pull the resource information by doing a unicast discovery request against

its “/oic/res”
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The publishing device may decide to publish all resources or few resources on the resourc

e

directory. The publishing device shall only publish resources that are otherwise published to its
own “/oic/res”. A publishing device may respond to discovery requests (on its “/oic/res” resource)

for the resources it does not publish to a RD. Nonetheless, it is highly recommended that when a
RD is used, all discoverable resources on the publisher be published to the RD.

11.3.6.3.1.2 Publish: Push resource information

n

Resource information is published using an UPDATE operation to “/oic/rd” with “rt” query of

“Prt=oic.wk.rdpub” and the “oic.if.baseline” interface.

>

Device, which hosts a Resource, can publish the Resource information, i.e. the Link targetin|
e Resource, to an RD by sending a POST request with the Link in the payload. The,publishe
Link will be exposed through the “/oic/res” of the RD.

—

When a Device first publishes a Link or Links, it sends a POST request to “/gic/rd” Resourc
ncluding the following key-value pairs in the payload

o| di — as its value, a unique identifier for the publishing Device, i.e. its device ID.
o| links — as its value, the array of Links to be published. Links may notinclude “ins” Paramete

o| ttl — as its value, the time to indicate the RD how long to keep this published item. After th
time (in seconds) elapses, the RD invalidates the links. To keep)link alive the publishing devic
updates the ttl using the update schema.

‘application/vnd.ocf+cbor”.

Tlake notice that the payload shall carries the ¥ appropriate Content-Format ¢f

[oN{e}

[.

DO un

{
"di": "e6lc3e6b-9c54-4b81-8¢ce5-f9039c1d04do",
"links": [
{

"anchor": "o¢fiY/e6lc3e6b-9c54-4b81-8ce5-f9039c1d04d9",
"href": "/myLightSwitch",
"rt": ["oic.r.switch.binary"],
"ifTy ["oic.if.a", "oic.if.baseline"],
PAS {"bm": 3},
Weps": [

{"ep": "coaps://[fe80::bld6]:1111", "pri": 2},
{"ep": "coaps://[fe80::bld6]:1122"},
{"ep": "coaps+tcp://[2001:db8:a::123]:2222", "pri": 3}

]
T
{
"anchor": "ocf://e61lc3e6b-9c54-4b81-8ce5-f9039c1d04d9o",
"href": "/myLightBrightness",
"rt": ["oic.r.brightness"],
"if": ["oic.if.a", "oic.if.baseline"],
"p": {"bm": 3},
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"eps": [
{"ep": "coaps://[[2001:db8:a::123]:2222"}

1,
"ttl": 600

Figure 29. Example of POST request payload

=
=]

hen an RD receives the POST request, it determines whether to grant the request ornot. Upo
granting the request, for each Link to be published, the RD assigns a unique inStance valu
identifying the Link among all the Links it advertises and includes the identifying value in “ins

arameter of the Link. The RD may use the "ins" value which the publishing Deyice includes in thle

OST request payload as long as the "ins" value doesn't match with any existing’"ins" value in thie
published Link. The RD adds the new Links to its “/oic/res” and exposes them/to a valid discovely
query, i.e. GET request.

[¢)

he RD sends back the POST response to the Publishing Device with'the same payload as in thie
atching POST request with possible differences of 1) “ins” inclusion'in each Link and 2) differemft
“1tI” value. Take notice that each published Link in RD response-payload shall carry “ins” Parametgr
provide the publishing Device of the identifier with which it'ean further UPDATE or DELETE thie
Link.

—

{
"di": "e6lc3e6b-9c54~4b81-8ce5-f9039c1d04d9o",
"links": [
{

"anchor!:""ocf://e6lc3e6b-9c54-4b81-8ce5-19039c1d04d9",
"href\N: "/myLightSwitch",
Gl ["oic.r.switch.binary"],
e ["oic.if.a", "oic.if.baseline"],
"p": {"bm": 3},
"eps": [

{"ep": "coaps://[fe80::bld6]:1111", "pri": 2},
ep": "coaps://[fe80::bld6]:1122"},
{"ep": "coaps+tcp://[2001:db8:a::123]:2222", "pri": 3}

st 34235
T
{
"anchor": "ocf://e61lc3e6b-9c54-4b81-8ce5-19039c1do4d9o",
"href": "/myLightBrightness",
"rt": ["oic.r.brightness"],
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"if": ["oic.if.a", "oic.if.baseline"],
npn {"bm": 3},
"eps™: [

{"ep": "coaps://[[2001:db8:a::123]:2222"}

1,
"ins": "112358"

1,
"ttl": 600

Figure 30. Example of POST response payload

nce a publishing device has published resources to an RD, it may not:x€spond to the multicast
scovery queries for the same resources against its own “/oic/res”, especially when on the sam
ulticast domain as the RD. After publishing resources, primarily it iS-an RD responsibility to reply
te the queries for the published resources.

ol @)
[}

If the publishing device is in sleep mode and an RD has replied¢on behalf of the publishing devicg,
then a discovering device will try to access resource on the)provided URI.

the multicast query from the discovering device. This will create a duplication of the informati
but is an alternate that may be used for non-robust network. It is not a recommended option b
for industrial scenarios, this is one of the possibilities. Either way, discovering clients shall alway
be prepared to process duplicate informatienZin responses to multicast discovery request. Th
oic/rd” schema is as defined in D.14 to specify publishing to the “/oic/rd” Resrouce.

here is another possibility that the resource directory.«and the publishing device both respond%‘

-~ o O

D n

1[1.3.6.3.2 Update resource information
An RD will hold the published Link till the time specified in the ttl field. A publishing Device can

[eN{e}

Hndpoint information). UPDATE can be used for updating about all resources that are publishe
onh an RD or per resource published.

PDATESs in CoAP aredone using the same POST request to “oic/rd”. POST request message wlll
of the same payléad format but the each Link to be modified shall include the “ins” Parametg
hich the RD previeusly provided in POST response message.

b

-

=~

pon granting«he request, the RD reflects the change to the Link in its “/oic/res” and sends bag
the POST response of the same format as the initial publishing.

111.3.6¢3.3 Delete resource information

A resource information hold at the resource directory can be removed anytime by the publishinjg

d- T c—oe—€ S, REe—WHot+Ee—6EYy S a0 O o >av e H gues
should be only allowed when device meets a certain requirement, as it can create potential security
issue.

A publishing Device can delete published Link or Links from an RD by sending a DELETE request
with the query “di” or “ins” indicating the Links to be deleted.

e di — This is used to determine which set of links to delete. (Need authentication to ensure that
there is no spoofing). It's the form of di=value, where value is a device ID indicating the Device
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to operate on. When present, the entire set of links corresponding to the device ID is deleted,
i.e. the Links published by the publishing Device with the same device ID are deleted.

e ins —Instance of the Link to delete. Value of parameter is a string indicating the instance to be
deleted. When present, the Link with the same instance value is deleted.

DELETE /0ic/rd?di=0685B960-736F-46F7-BECO-9E6CBD671ADC1

DELETE /oic/rd?ins=20

Figure 31. Example of DELETE request with "di" or "ins" query

<

hen a publishing Device wants to remove published Link or Links from an RD, it sendS\DELET
bquest with “di” or “ins” indicating the Links to be removed. Upon granting the request, the R
bmoves the identified Links and sends back the DELETE response.

= =
U TN

U

elective deletion of information for individual resources is not possible the case where the R
ull the resource information due to the absence of :ins” value. The publishing device can reques$
delete but only for all the resource information that the RD has pulled from that device. In this
hse, the DELETE request has the device ID "di” in the query.

O T (N
L d

(=Y

1.3.6.3.4 Transfer resource information from one RD to another

<

hen a publishing device identifies an RD that is better suited{it may decide to publish to that RD.
ince the device should publish to only one RD at a time, the client should ensure that previous
published information is deleted from the currently used RDbefore publishing to the newly selecte
RD. The deletion of the resource may be done either by allowing the TTL to expire or explicit
deleting the resource information.

o<

<

RDs shall not transfer Resource information between themselves. It is the Client’s responsibilify
t¢ choose the RD and to manage the published Resources.

11.3.6.4 Resource exposure
11.3.6.4.1  “/oic/res” and retrieving-of the resources

he “/oic/res” based discovery process remains the same as that in the absence of an RD.
Hesources may be discovered by retrieving the “/oic/res” resource by sending a multicast ¢
unicast request. In the case«ofra multicast discovery request, an RD will respond for the devide
that hosts the resources. Clients shall be prepared to process duplicate resource information from

ore than one RD responding with the same information or from an RD and the hosting device
(publishing the resource) information) both responding to the request. Interaction with resource
discovered using the”RD is done using the same mechanism and methods as with resource
djscovered by retrieving the “/oic/res” resource of the device hosting the resources (e.g., conne

-

-~ 0 0

p=

protocol URI (e.g. coap URI), if present. The Resources hosted by the same Device are grouped
together within a single JSON Object with "di" indicating the hosting Device. The Resources
belonging to the responding RD may omit "anchor" parameter. However, the Resources of other
Devices shall include "anchor" parameter when "rel" value is "hosts" and its “href” value should be
(fully qualified) transfer protocol URI with IP address and port number as its authority component
(e.g., coaps://[2001:db8:b::c2e5]:22222/myLightSwitch) .

For example, a Resource Directory might return the following to OIC 1.1 clients:
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L

{

ndin

: "88b7c7f0-4b51-4e0a-9faa-cfb439Ffd7f49",

“links": [

{

“"href': "/oic/res",

“"rel": "self",

"rt': [Toic.wk.res"],

"if': [Toic.if. 11", "oic.if.baseline"],

P - L 0Dl . S5, >cC . Tarsge, POTL . 53955

“"href'": "/oic/d",

"rt": ["oic.wk.d", "oic.d.fan"],

"if': ["oic.if.r", "oic.if.baseline"],
"ot {bm's

3, "sec'": false, "port": 33333}

“href*": "/oic/p",

"rt": [Toic.wk.p"],
i
"p: {"bm":

["oic.if.r", "oic.if.baseline"],
3, "'sec": true, "port': 33333}

"href": "/myFanlntrospection”,
“rt': [Toic.wk.introspection'],
"if': ["oic.if.r", "oic.if.baseline"],
“pt: {"bm":

3, "'sec": true, "port": 33333}

"href'": "/oic/rd",

“rt': [Toic.wk.rd"],
"ifr:
"p": {"bm": 3,

[""oic.if.baseline],
"sec": true;'Cport': 33333}

"href': "/myFanSwitchl,

“rt': [Toic.r.switch.binary™],
it
"p'": {"bm":

[oic.if.a'(, yYoic.if.baseline"],
3, “sec'": true, "port': 33333}

"href'": "ojic/sec/doxm",
"rt": Porc.r.doxm],
"if" - [“oic.if.baseline"],
"pENEbm: 1,

"sec": false, '"port": 33333}

"href': "/oic/sec/pstat",
"rt'": [Toic.r.pstat'],
“if": [Toic.if.baseline],

"p": {"bm": 1, "sec": true, "port': 33333}
3.
{

"href": "/oic/sec/cred"”,

"rt": [Toic.r.cred"],

“if": [Toic.if.baseline],

p: {"bm": 1, "sec'": true, "port': 33333}

"href': "/oic/sec/acl2",
"rt": ["oic.r.acl2"],
"if": ["oic.if_baseline],
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pt: {"bm: 1, "sec": true, "port: 33333}

"di": ""dc70373c-1e8d-4fb3-962e-017eaa863989",
“links": [

"anchor': "coap://[2001:db8:b::c2e5]:66666",

"hl Cfll - "\’Uﬂr.l -1’1’[2301 - dbs - b - - \42C5] - GCCGCIIU ; blldl' F]
“rt': [Toic.wk.d™, "oic.d.light", "oic.d.virtual'],
"if': ["oic.if.r", "oic.if.baseline"],

"p: {"bm": 3, "sec": false, "port’: 22222}

"anchor': "coaps://[2001:db8:b::c2e5]:22222",
"href': "coaps://[2001:db8:b::c2e5]:22222/0ic/p",
"rt'": [Toic.wk.p"],

"if': [Toic.if.r", "oic.if.baseline],

pt: {"bm": 3, "sec'": true, "port': 22222}

"anchor': "coaps://[2001:db8:b::c2e5]:22222",

"href': "coaps://[2001:db8:b::c2e5]:22222/myL&ghtSwitch",
"rt": ["oic.r.switch.binary"],

“if": [Toic.if.a", "oic.if.baseline],

"p": {"bm": 3, "sec": true, "port': 22222}

"anchor"': "coaps://[2001:db8:b::c2e5}:22222",
"href": "coaps://[2001:db8:b::c2e5] :22222/myLightBrightness",
"rt": [“oic.r.brightness"],
“if": [Toic.if.a", "oic.if.baseline],
"p": {"bm": 3, "sec": true,lport': 22222}
}
1
}
]

7

or OCF 1.0 Clients, “/oic/resS* response includes adds to the OCF 1.0 Link and the anchg
parameter has OCF URI. “foic/res” response has the single array of OCF 1.0 Links to conform to
ETF RFC 6690. Each Link shall carry "anchor" of the value OCF URI where the authority
pmponent of <devicelD> indicates the Device hosting the target Resource.

=

o —

Tlhe Resource Directory might return the following to clients that request with the Content Format
of “application/ivnd.ocf+cbor”:
[{
“anchor™: "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7f49",
“href: “/oic/res",
“"rel": "self",
rt: [ oic.wk.res™]J,
"if": [Toic.if. 11", "oic.if_baseline"],
“p: {"bm": 3},
"eps'": [{"ep': "coap://[2001:db8:a::bld4]:77777"},
{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]
%,
"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7F49",
“href'": "/oic/d",
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“rt": ["oic.wk.d", "oic.d.fan"],
“if': ["oic.if.r", "oic.if.baseline"],
"p": {"bm": 3},
“eps': [{ep': "coap://[2001:db8:a::bld4]:77777"},
{"ep'": "coaps://[2001:db8:a::b1d4]:33333"}]
i,
"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7f49",
"href': "/oic/p",
"| t". ["u;\..vvlr\.p"] ]
“if": [Toic.if.r", "oic.if._baseline"],
"p": {"bm": 3},
“eps': [{ep': "coaps://[2001:db8:a::b1d4]:33333"}]
{
""anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cth439fd7¥49",
"href'": "/myFanlntrospection",
"rt": ["oic.wk.introspection'],
“if": [Toic.if.r", "oic.if.baseline],
"p: {"bm": 3},
"eps'": [{“ep': "coaps://[2001:db8:a::b1d4]:33333"}]
{
"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Ffd7f49",
"href': "/oic/rd",
“rt': [Toic.wk.rd"],
"if"': ["oic.if.baseline"],
"p": {"bm": 3},
“eps': [{ep': "coaps://[2001:db8:a::b1d4]:33333"}]
i,
"anchor': "ocf://88b7c7f0-4b51-4e0a-9Faa-ctb439Fd7f49",
“"href': "/myFanSwitch",
"rt": ["oic.r.switch.binary"],
“if': [Toic.if.a", "oic.if.baseline],
p: {"bm": 3},
"eps'": [{"ep'": "coaps://[2001:db8:a::b1d4]:33333"}]
%,
"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Ffd7f49",
"href'": "/oic/sec/doxm'",
"rt": ["oic.r.doxm™]s
"if"': ["oic.if.baseline],
"p: {"bm": 1};
“eps': [{Mep*>t'coap://[2001:db8:a::bld4]:77777"},
{''ep’>: "coaps://[2001:db8:a::b1d4]:33333"}]
%,
"anchor!': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7f49",
"hrefl': "/oic/sec/pstat"”,
“rtY: [Toic.r.pstat'],
YiF"': ["oic.if.baseline"],
o {"bm": 13},
“eps': [{ep': "coaps://[2001:db8:a::b1d4]:33333"}]
%,
"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7f49",
"href": ""/oic/sec/cred",
"rt": ["oic.r.cred"],
"if": [Toic.if.baseline],
ptr {"bm: 1},
"eps'": [{"ep'": "coaps://[2001:db8:a::b1ld4]:33333"}]
3,
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"href': "/oic/p",

"rt": ["oic.wk.p"],

“if": [Toic.if.r", "oic.if._baseline],
p: {"bm": 3},

“href”: "/myLightSwitch",

"rt": [Toic.r.switch.binary"],

"if": [Toic.if.a", "oic.if._baseline"],
"p: {"bm": 3},

"href': "/myLightBrightnessiy

"rt": ["oic.r.brightness"].

“if": [Toic.if.a", "oic(ifibaseline],
p": {"bm": 3},

"anchor™: "ocf://dc70373c-1e8d-41Tb3-962e-017eaa863989""

"eps': [{"ep'": "coaps://[2001:db8:b::c2e5]:22222"}]

"anchor': "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989"

"eps': [{ep': "coaps://[2001:db8:b:sc2e5]:22222"}]

"anchor': "ocf://dc70373c-1e8d<4fb3-962e-017eaa863989"

“eps': [{ep': "coaps://[2001:db8:b::c2e5]:22222"}]

{
"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfth439Fd7F49",
"href'": "/oic/sec/acl2",
"rt": ["oic.r.acl2"],
"if": ["oic.if.baseline"],
"p: {"bm": 1},
“eps': [{ep': "coaps://[2001:db8:a::b1d4]:33333"}]
3.
L
"anchor™: "ocf://dc70373c-1e8d-4fb3-962e-017€aa863989",
"href': "/oic/d",
“rt": [Toic.wk.d", "oic.d.light],
“if": [Toic.if.r", "oic.if._baseline"],
"p": {"bm": 3},
“eps': [{ep': "coap://[2001:db8:b::c2e5]:66666"},
{"ep'": "coaps://[2001:db8:b::c2e5]:22222"}]
3.
{

1.4 Notification
1.4.1 Overview

echanism in which updates are delivered to the requester.

1
1
A Serversshall support NOTIFY operation to enable a Client to request and be notified of desire
sfates@f\one or more Resources in an asynchronous manner. Section 11.4.2 specifies the observ

D QO

1T.4.Z Observe

In observe mechanism the Client utilizes the RETRIEVE operation to require the Server for updates
in case of Resource state changes. The Observe mechanism consists of five steps which are

depicted in Figure 32 and described below.

Note: the observe mechanism can only be used for a resource with a property of observable

(section 7.3.2.2).
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OIC Client OIC Server

1. RETRIEVE Request
(Observe)

»
|

2. Observe request

cached

3. RETRIEVE Response
(Observe)

4. Observe
condition satisfied

5. RETRIEVE Response
[ (Observe)

Figure 32. Observe Mechanism

1.4.2.1 RETRIEVE request with observe indication

1

Tlhe Client transmits a RETRIEVE request message to the Server to request updates for th
Resource on the Server if there is a state change. The RETRIEVE request message carries thie
following parameters:

[¢)

e fr: Unique identifier of the Client

e to: Resource that the Client is requesting:to observe
e ri: Identifier of the RETRIEVE request

e op: RETRIEVE

e obs: Indication for observe réquest

11.4.2.2 Processing by the Server

ollowing the receipt of theSRETRIEVE request, the Server may validate if the Client has thle
propriate rights for the requested operation and the properties are readable and observable. |If
the validation is successfuly the Server caches the information related to the observe request. Thie
erver caches the value of the ri parameter from the RETRIEVE request for use in the initial
résponse and future.responses in case of a change of state.

11.4.2.3 RETRIEVE response with observe indication

he Server shall transmit a RETRIEVE response message in response to a RETRIEVE reque$
essage from a Client. The RETRIEVE response message shall include the following parameters.
If validation succeeded, the response includes an observe indication. If not, the observe indicatioj
ig omitted from the response which signals to the requesting client that registration for notificatioj
as-not allowed.

n

—

35 35

The RETRIEVE response message shall include the following parameters:

e fr: Unique identifier of the Server

e to: Unique identifier of the Client

e ri: Identifier included in the RETRIEVE request

e cn: Information resource representation as requested by the Client
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e rs: The result of the RETRIEVE operation
e obs: Indication that the response is made to an observe request
11.4.2.4 Resource monitoring by the Server

The Server shall monitor the state the Resource identified in the observe request from the Client.
Anytime there is a change in the state of the observed resource, the Server sends another
RETRIEVE response with the observe indication. The mechanism does not allow the client to
specify any bounds or limits which trigger a notification, the decision is left entirely to the server

11.4.2.5 Additional RETRIEVE responses with observe indication

he Server shall transmit updated RETRIEVE response messages following observed changes i
the state of the Resources indicated by the Client. The RETRIEVE response message shallinclud
the parameters listed in section 11.4.2.3.

D S

11.4.2.6 Cancelling Observe

Tlhe Client can explicitly cancel observe by sending a RETRIEVE request-without the observe
indication field to the same resource on Server which it was observing..\\For certain protocol
npappings, the client may also be also be able to cancel an observe by ceasing to respond to the
HETRIEVE responses.

1.5 Device management
1.5.1 Overview

Tlhe Device Management includes the following functions:

e Diagnostics and maintenance

—
[=]

he device management functionalities specifiedin*this version of specification are intended tl
dress the basic device management features:\Addition of new device management features i
e future versions of the specification is expéected.

—
>

1.5.2 Diagnostics and maintenance

he Diagnostics and Maintenance function is intended for use by administrators to resolve issug
ncountered with the Devices while* operating in the field. If diagnostics and maintenance
Lpported by a Device, the Core-Resource “/oic/mnt” shall be supported as described in Table 2%.

n

O D o =
w

Table 25. Optional diagnostics and maintenance device management Core Resources

Pre- Resource Resource Interfaces  Description Related

defined Type Title Type ID Functional

URI (“rt” value) Interaction

‘/oic/m Mainténance | “oic.wk.mnt | “oic.if.rw” The resource through which the device is Device

ht” " maintained and can be used for diagnostic | Management
purposes.

The resource properties exposed by
“/oic/mnt” are listed in Table 26.

Table 26 defines the “oic.wk.mnt” Resource Type. At least one of the Factory_Reset, and Reboot
properties shall be implemented.
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Table 26. “oic.wk.mnt” Resource Type definition

Property title Property Value Value Unit Access Mandatory Description
name type rule mode
Factory Reset fr boolean R, W no When writing to this
Property:

0 — No action (Default*
1 — Start Factory Rese

)

After factory reset, this

(i.e., 0).
After factary reset all

configuration and state
data will*be lost.

When reading this
Rroperty, a value of “1’
indicates a pending
factory reset, otherwise
the value shall be “0”
after the factory reset.

value shall be changed
back to the default’valye

Reboot rb boolean R, W noe When writing to this
Property:

0 — No action (Default)
1 — Start Reboot

shall be changed back
the default value (i.e.,

After Reboot, this valug

to

D)

=z

ote: * - Default indicates the value of this property-as soon as the device is rebooted or factory reset

1.6 Scenes
1.6.1 Introduction
cenes are a mechanism-forautomating certain operations.

bsources. Scenes.'provide a mechanism to store a setting over multiple Resources that may b
psted by multipte separate Servers. Scenes, once set up, can be used by multiple Clients to recg
setup.

QT = > (N = B

$cenes caf be grouped and reused, a group of scenes is also a scene.
IIn shorty'scenes are bundled user settings.
1M®:2° Scenes

scene is a static entity that stores a set of defined resource property values for a collection ¢f

e
Il

11.6.2.1 Introduction

Scenes are described by means of resources. The scene resources are hosted by a Server an
the top level resource is listed in “/oic/res”. This means that a Client can determine if the scen
functionality is hosted on a Server via a RETRIEVE on “/oic/res” or via Resource discovery. Th

d
e
e

setup of scenes is driven by Client interactions. This includes creating new scenes, and mappings

of Server resource properties that are part of a scene.
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The scene functionality is created by multiple resources and has the structure depicted in Figure
33. The scenelist and sceneCollection resources are overloaded collection resources. The
sceneCollection contains a list of scenes. This list contains zero or more scenes. The
sceneMember resource contains the mapping between a scene and what needs to happen
according to that scene on an indicated resource.

scenelist

—f sceneCollection A

— scenemember Al
— scenemember A2

— scenemember Ax

sceneCollection £
— scenemember £1
— scenemember £2

— scenemember £x

I

Figure 33 Generic scene resource structune

1.6.2.2 Scene creation

Client desiring to interact with scenes needs to first deterfine if the server supports the scene
pature; the sceneMembers of a scene do not have to be €o-located on the server supporting thie
cene feature. This can be done by checking if “/oic/res™ ¢ontains the rt of the scenelList resource.
his is depicted in first steps of Figure 34. The sceneCollection is created by the Server usinjg
pbme out of bound mechanism, Client creation of scénes is not supported at this time. This will
ntail defining the scene with an applicable list\of scene values and the mappings for each
esource being part of the scene. The mapping;for each resource being part of the sceneCollectign
described by a resource called sceneMember. The sceneMember resource contains the link lo
resource and the mapping between thescene listed in the sceneValues property and the actual
psource property value of the Resource indicated by the link.

D0 W 0 P =

L.

-
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scene support and setup

oicclient gicserver

: check support of scenes :

checking if scenelist is supported E] |

get [foic/res?rt="oic.wk scenelist")

e
>

links="/myscenelist"

II setup II'

create an sceneCollection in scenelist B]

i create [fmyscenelist] {sceneColl, lastScene, sceneValues}

L -
_
|

sceneCollection “SetneColl” added to

array of webfinks™in scenelist

the scene yalbes contains the individual scenes.
7 5

Imyscenelist/imyscenedescription’

-
-

which is an mapping of an scene to an property in an resource

I

1

1]

]

. . !
create an item in sceneColl j i
]

1

]

]

1

tcreate [/fmyscenedescription?]${href to resource, mapping infa}

L.
r
|

resource create
member added to array of wehblinks
of myscenedescription

Imyscepgdestription

>
-

Figure 34 Interactions to check Scene support and setup of specific scenes

1[1.6.2.3 Interacting with Scenes

Il capable Clients.can interact with scenes. The allowed scene values and the last applied scenje
vplue can be retrieved from the server hosting the scene. The scene value shall be changed by
igsuing an URDATE operation with a payload that sets the lastScene property to one of the listeld

lowed scene-values. These steps are depicted in Figure 35. Note that the lastScene value doegs
njot implythat the current state of all resources that are part of the scene will be at the mappeld
vplue.This is due to that the setting the scene values are not modelled as actual states of thie
systém! This means that another Client can change just one resource being part of the scene

ithout having feedback that the state of the scene is changed.
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scene interaction

oicclient oicserver

interaction |

| %
read back current scene value "1

get [fmyscenedescription?]

\J

data, including currentscene value

i
-

set new scene value Il']

update [/myscenedescription?] {lastscene="new valus"}

.
o

all mapped values in the list will be getta the resource j

this will be multiple unicast calls tavset the value of the resource

N
!

data, lastScene value

]
i ]
.y A

Figure 35 Client interactions on a specific scene

As described previously, a scene can reference one or more resources that are present on one d
ore Servers. The scene members are re-evaluated each time a scene change takes place. Th
elvaluation is triggered by a Client that is either'embedded as part of the Server hosting the sceng
of separate to the server having knowledge,of the scene via a RETRIEVE operation, observing th
re¢ferenced resources using the mechanism described in section 11.4.2. During the evaluation th
appings for the new scene value:Will be applied to the Server. This behaviour is depicted i
Higure 36.

n =

1)

S5 @ 0
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interactions due to a scene change

oic client
oicclient glcserver (embedded) oicserverz

1 interaction |

— :

co-located embedded oic client
on the oic senver

[ — e
T " T
y

! get [fmyscenedescription] ]

L)
=

! data, including lastScene and SceneValues properties

ket lastScene propery to a new value Iﬁ

|
update [/myscenedescriptionl] {lastScene="new valus"}

check all scene members for scene value mapping
invoke update on participating oic servers
7

! update oicserver2 with (resource, property="value") _

update(resource property="valus")

ok

new lastScene value
<

Figure 36 Interaction overview due toa)Scene change

=

1.6.2.4 Summary of Resource Types defined for Seene functionality

—

able 27 summarizes the list of Resource Types that,are part of Scenes.

Table 27 list of Resource Types for Scenes

Friendly Name (informative) Resource Type (rt) Short Description Section
scenelist oic.wk.scenelist Top Level collection containing
sceneCollections
sceneCollection oic.wk.se¢enecollection Description of zero or more
scenes
EceneMember oiczwk:scenemember Description of mappings for

each specific resource part of
the sceneCollection

11.6.3 Security considerations

dreation of Scenés,on a Server that is capable of this functionality is dependent on the ACLls
applied to the resources and the Client having the appropriate permissions. Interaction between
alClient (embedded or separate) and a Server that hosts the resource that is referenced as a scenfe

ember isregntingent on the Client having appropriate permissions to access the resource on thie
hjost Server:

See  OCF Security for details on the use of ACLs and also the mechanisms around Devide
) icati ] essa 0 _ensure that the correct permissions exi or the Client f
access the scene member resource(s) on the Server.

11.7 lIcons
11.71 Overview

Icons are a primitive that are needed by various OCF subsystems, such as bridging. An optional
Resource Type of “oic.r.icon” has been defined to provide a common representation of an icon
Resource that can be used by Devices.
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11.7.2 Resource
The icon Resource is as defined in Table 28.

Table 28. Optional Icon Core Resource

Resource Resource Interfaces  Description Related
Type Title Type ID Functional
(“rt” value) Interaction
‘ /lexam Icon “oic.r.icon” “oic.if.r" The Resource through which the Device Icon
ple/oicli can obtain icon images.
£ The Resource properties exposed by
“/lexample/oic/mnt” are listed in Table 29.

Tlable 29 defines the details for the “oic.r.icon” Resource Type.
Table 29. “oic.r.icon” Resource Type definition

Property title Property Value Value Unit Access Mandatory Description
name type rule mode
Mime Type mimetype | string R yes Specifies the format (media

type) of the icon. It shou|d
be a template string as
specified in

IANA Media Types Assignnjent

Width width integer >=1 R yes Width of the icon in pixels
greater than or equal to [L.
Height height integer >=1 R yes Height of the icon in pixgls
greater than or equal to [L.
con media uri R yes URI to the location of thg
icon image.
1[1.8 Introspection

—

1.8.1 Overview

trospection is a mechanism to announce the capabilities of Resources hosted on the Device.

he intended usage ©fthe Introspection Device Data is to enable dynamic clients. E.g. clients thit
cpn use the Intrgspéction Device Data to generate dynamically an Ul or dynamically create
tanslations of the hosted Resources to another eco-system. Other usages of the Introspection (s
that the information can be used to generate client code. The Introspection Device Data is designed
augmenpt.the existing data already on the wire. This means that existing mechanism needs o

n

e

be used.tfe'get a full overview of what is implemented in the Device. For example the Introspectio
evice Pata does not convey information about observe, since that is already conveyed with th
“p”preperty on the links in “/oic/res” (see section 7.8.2.1.2).

The Introspection Device Data is recommended to be conveyed as "static" data. Meaning that the
data does not change during the uptime of a Device. However when the data is not static the
Introspection Resource shall indicate to be observable and the url property value of
“oic.wk.introspection” Resource shall change to indicate that the Introspection Device Data is
changed.

The Introspection Device Data describes the Resources that make up the Device. For the complete
list of included Resources Table 13. The Introspection Device Data is described as a swagger2.0
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in JSON format file. The swagger2.0 file will contain the description of the Resources as defined
below: All Resources with the next remarks:

e The URLs of the Resources in the Introspection Device Data shall be without the endpoint
description, e.g. it shall not be a full URL but only the relative path from the endpoint. The
relative path shall be the same as being conveyed by “/oic/res”.

e “/oic/res” Resource shall not be listed in the Introspection Device Data.

o—TheResources—“forctd~forctp—antthe—security Resourcesare—attowedtobepresentntt
Introspection Device Data, but are not required. The “/oic/d”, “/oic/p”, “/oic/res” and the secufrily
Resources shall be included when vendor defined or optional properties are implemented.

¢| All other Resources are required to be listed in the Introspection Device Data.
e| Per Resource it will include:
o All Implemented Methods
o0 Per Supported Method:
= |Implemented queryParameters per Method.

e This includes the supported interfaces ("if”) as enum value.

o

= Schemas of the payload for the request andiwresponse bodies of the Metho

= The schema data shall be conveyed By the swagger schema object g
defined in the parameters section.

%)

= The swagger2.0 schema object shall\comply with:

e The schemas shall be fully resolved, e.g. no references shall exigt
outside the swagger_file.

e The schemas shall\list which interfaces are supported on the method.
e The schemas shiall list if a property is optional or required.

e The schemas shall indicate if an property is read only or read-writ

D

0. By means of the readOnly schema tag belonging to th
property

e The default value of the “rt” property shall be used to indicate thle
supported Resource Types.

D

¢) 0neOf and anyOf constructs are allowed to be used as part of an
swagger2.0 schema object.

Oynamic Resources.(€.g. Resources that can be created up on a request by a Client) shall hay
URL definitionmwhich contains a URL identifier (e.g. using the {} syntax). An URL with {} identifie
that the Resadrce definition applies to the whole group of Resources that can be created. Th
tual path_¢an contain the collection node that links to the Resource.

[¢)

[CIN7)

xample.of an URL with identifiers:

/$cenelistResURI/{SceneCollectionResURI}/{SceneMemberResURI}:

When different Resource Types are allowed to be created in a collection, then the different
schemas for the create method shall define all possible Resource Types that can be created. The
schema construct oneOf allows the definition of a schema with selectable Resources. The oneOf
construct allows the integration of all schemas and that only one existing sub schemas shall be
used to indicate the definition of the Resource that can be created.

Example usage of oneOf JSON schema construct:
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{
"oneOf": [

{ <<subschema 1 definition>> },

{ << sub schema 2 definition >> }
}
A Client using the Introspection Device Data of a Device should check the versiofof the supported
Imtrospection Device Data of the Device. The swagger version is indicated in_each file with the tag
":Ewagger". Example of the 2.0 supported version of the tag is: "swagger": /'2.0". Later versions ¢f
the spec may reference newer versions of the swagger specification, foriexample 3.0.

Server shall support one Resource with a Resource Type of “oic.wk-introspection” as defined in

able 30. The Resource with a Resource Type of “oic.wk.introspection” shall be included in th
esource “/oic/res”.

04>

Table 30. Introspection Resource

[¢)

Pre- Resource Resource Interfaces Description Relate
defined Type Type ID Functiol
URI Title (“rt” value) Interacti
hone Introspec | oic.wk.intros | “oic.if.r" The\Resource that announces the URL of the Introspegti
tion pection Introspection file. n

Tlable 31defines “oic.wk.introspection” Resource Type.

Table 31. “oic.wk.introspection” Resource Type definition

Prope e Prope alue alue A e andato De ptio
a e pe e ode

urlinfo urllnfe array R yes array of objects

url arl string uri R yes URL to the hosted payload

protocol protocol string enum R yes Protocol definition to retrieve
the Introspection Device Dafa
from the url.

Contentstype content- string enum R no content type of the url.

type
Version version integer | enum R no Version of the Introspection

nrotacalindicatacwhich vl
o+ —HeHEat WHHEH—

Device Data regarding the
content of the RAML file.

Current value is 1.

ES

are applied on the Introspection

11.8.2 Usage of introspection
The Introspection Device Data is retrieved in the following steps:
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1) Check if the Introspection Resource is supported and retrieve the URL of the Resource.

2) Retrieve the contents of the Introspection Resource

3) Download the Introspection Device Data from the URL specified the Introspection Resource.
4) Usage of the Introspection Device Data by the Client

introspection flow

oicclient oicserver

check support introspection |5 =

checking if oic.wk.introspection is supported B]

get [foic/res?rit="oic.wlk.introspectiah’) -

:{ links="/myintrospectionresourse”

|-

usage of the introspection resource |

T F %)
I

retrieve the introspection resource
[ (X 3

i retrieve [fmgintrospectionresource] {}

-

' € /myintrospectionresource data
url of the introspection device datd is now known to the client b] |
' retrieve [/myintrospectiondataurl] { } }:

introspection device data

e

usage of the introspection device data =
I

use the introspection data:
1jcontstruct payloads for methods
2linvoke those methods.

Figure 37 Interactions to check Introspection support and download the Introspection
Device Data.

12 Messaging

12.1 Introduction

This section specifies the protocol messaging mapping to the CRUDN messaging operations
(Section 8) for each messaging protocol specified (e.g., CoAP.). Mapping to additional protocols
is expected in later version of this specification. All the property information from the resource
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model shall be carried within the message payload. This payload shall be generated in the resource
model layer and shall be encapsulated in the data connectivity layer. The message header shall
only be used to describe the message payload (e.g., verb, mime-type, message payload format),
in addition to the mandatory header fields defined in messaging protocol (e.g., CoAP) specification.
If the message header does not support this, then this information shall also be carried in the
message payload. Resource model information shall not be included in the message header
structure unless the message header field is mandatory in the messaging protocol specification.

1’\’\ NA H £ ODLINAL & o A
- viap Ity Ul NULUIN TU CUAT

12.21 Overview

Device implementing CoAP shall conform to IETF RFC 7252 for the methods specified in |sectig
1P.2.3. A Device implementing CoAP shall conform to IETF RFC 7641 to implement'the CoA
bserve option. Support for CoAP block transfer when the payload is larger than{the MTU
defined in section 12.2.8.

n U>S

1R.2.2 URIs

n OCF: URI is mapped to a coap: URI by replacing the scheme name ‘oi¢/with ‘coap’ if unsecur
or ‘coaps’ if secure before sending over the network by the requestor~Similarly on the receive
sjde, the scheme name is replaced with ‘oic’.

= D

12.2.3 CoAP method with request and response
1p.2.3.1  Overview

very request has a CoAP method that realizes the request. The primary methods and thejr
eanings are shown in Table 32, which provides ,the* mapping of GET/PUT/POST/DELETE
ethods to CREATE, RETRIEVE, UPDATE, and DELETE operations. The associated text provides
e generic behaviours when using these methodsyhowever resource interfaces may modify these
generic semantics.

Table 32. CoAP'request and response

Method for

mandatory) Request data mandatory) Response data
CRUDN ( y) Req ( y) Resp
GET for - Method code: GET(0.01) - Response code: success (2.xx) or error (4.xx or
RETRIEVE - Request URL_an existing URI for the 5.xX)

Resource to/be retrieved - Payload: Resource representation of the target

Resource (when successful)

POST for - Meth©od, code: POST (0.02) - Response code: success (2.xx) or error (4.xx or
CREATE - Régliest URI: an existing URI for the 5.xx)

Resource responsible for the creation - Payload: the URI of the newly created Resource

JPayload: Resource presentation of the | (When successful).
Resource to be created

PUT for - Method code: PUT (0.03) - Response code: success (2.xx) or error (4.xx or

CREATE - Request URI: a new URI for the 5.xx)

Resource to be created.

- Payload: Resource presentation of the
Resource to be created.

POST for - Method code: POST (0.02) - Response Code: success (2.xx) or error (4.xx or

UPDATE - Request URI: an existing URI for the 5.Xx)

Resource to be updated.

- Payload: representation of the
Resource to be updated.
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DELETE for - Method code: DELETE (0.04) - Response code: success (2.xx) or error (4.xx or

DELETE - Request URI: an existing URI for the 5.xx)
Resource to be deleted.

1
1

2.2.3.2 CREATE with POST or PUT
2.2.3.2.1 With POST

(e 00 5 >

P
9

1

€
C
R

T
al
\Y

—

P

S

1

AUT shall be used to create a new Resource'or completely replace the entire representation of

e Server shall respond with an error response code of 4.xx. The use of POST for CREATE shall
e an existing request URI which identifies the Resource on the Server responsible for Creation.
he URI of the created Resource is determined by the Server and provided to the Client in thie
bsponse.

Client shall include the representation of the new Resource in the request payload. The ne

bsource representation in the payload shall have all the necessary propertieS)to create a vali
esource instance, i.e. the created Resource should be able to properly\réspond to the vali
equest with mandatory Interface (e.g., “GET with ?if=oic.if.baseline”).

[oNNeN]

pon receiving the POST request, the Server shall either

create the new Resource with a new URI, respond with the\new URI for the newly created
Resource and a success response code (2.xx); or

respond with an error response code (4.xx or 5.xx).

=

OST is unsafe and is the supported method when idempotent behaviour cannot be expected ¢
uaranteed.

2.2.3.2.2 With PUT

n
Xisting Resource. The resource representation in the payload of the PUT request shall be tﬁie
bmplete representation. PUT for CREATE shall use a new request URI identifying the new
esource to be created.

he new resource representation in the payload shall have all the necessary properties to create
valid Resource instance, i.e\\the created Resource should be able to properly respond to thie
hlid Request with mandatory Interface (e.g. “GET with ?if=oic.if.baseline”).

pon receiving the PUTyrequest, the Server shall either

create the new-Résource with the request URI provided in the PUT request and send back ja

response with)ya success response code (2.xx); or

respond with an error response code (4.xx or 5.xx).
UT is ah.unsafe method but it is idempotent, thus when a PUT request is repeated the outcomle
the same each time.

2.2.3.3 RETRIEVE with GET

GET shall be used for the RETRIEVE operation. The GET method retrieves the representation of
the target Resource identified by the request URI.

Upon receiving the GET request, the Server shall either

send back the response with the representation of the target Resource with a success response
code (2.xx); or
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e respond with an error response code (4.xx or 5.xx) or ignore it (e.g. non-applicable multicast

GET).
GET is a safe method and is idempotent.

12.2.3.4 UPDATE with POST

POST shall be used only in situations where the request URI is valid, that is it is the URI of a
existing Resource on the Server that is processing the request. If no such Resource is presen

acnandaa o nan ada—o A an
o O wAw, vaw O o

Aroperty values of an existing Resource (see Sections 3.1.32 and 8.4.2).
Upon receiving the request, the Server shall either

o| apply the requestto the Resource identified by the request URI in accordance withsthe applie
interface (i.e. POST for non-existent Properties is ignhored) and send back a response with
success response code (2.xx); or

e| respond with an error response code (4.xx or 5.xx). Note that if the (representation in th
payload is incompatible with the target Resource for POST using the applied interface (i.e. th
"overwrite" semantic cannot be honored because of read-only property in the payload), the
the error response code 4.xx shall be returned.

OST is unsafe and is the supported method when idempotent héhaviour cannot be expected ¢
uaranteed.

2.2.3.5 DELETE with DELETE

ELETE shall be used for DELETE operation. The DELETE method requests that the resourc
entified by the request URI be deleted.
pon receiving the DELETE request, the Server shall’either

delete the target Resource and send back a response with a success response code (2.xx); d

D ol = =N v

respond with an error response code (4.xX%0r 5.xx).
OELETE is unsafe but idempotent (unless_ URIs are recycled for new instances).

.24 Content-Format negotiation

ody if more than one Content-Format (e.g. CBOR and JSON) is supported by an implementatio
In this case the Accept Option defined in section 5.10.4 of IETF RFC 7252 shall be used to indica
which Content—Format. (e.g. JSON) is requested by the Client.

Tlhe Content-Formats supported are shown in Table 33.

Table 33. OCF Content-Formats

Media Type ID

1
Tlhe OCF Framework mandates'support of CBOR, however it allows for negotiation of the payloaﬂ(
b

n
tl
=

o

S5 @ 0D

=

[¢)

=

o

“application/chor” 60
rr

“application/vnd.ocf+cbor | 10000

Clients shall include a Content-Format Option in every message that contains a payload. Servers
shall include a Content-Format Option for all success (2.xx) responses with a payload body. Per
IETF RFC 7252 section 5.5.1, Servers shall include a Content-Format Option for all error (4.xx or
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5.xx) responses with a payload body unless they include a Diagnostic Payload; error responses
with a Diagnostic Payload do not include a Content-Format Option. The Content-Format Option
shall use the ID column numeric value from Table 33. An OCF vertical may mandate a specific
Content-Format Option.

Clients shall also include an Accept Option in every request message. The Accept Option shall
indicate the required Content-Format as defined in Table 33 for response messages. The Server
shall return the required Content-Format if available. If the required Content-Format cannot be

I @t v - A \/ a

.2.5 OCF-Content-Format-Version information

Jervers and Clients shall include the OCF-Content-Format-Version in both request and respons
essages with a payload. Clients shall include the OCF-Accept-Content-Format-Version i
réquest messages. The OCF-Content-Format-Version and OCF-Accept-Content-Fermat-Versiol
e specified as Option Numbers in the CoAP header as shown in Table 34.

> 5 D

Table 34. OCF-Content-Format-Version and OCF-Accept-Content-Format-Version Option

Numbers
CoAP Option Name Format ~ Length ‘
Number (bytes)
2049 OCF-Accept-Content- aint 2
Format-Version
2053 OCF-Content-Format- uint 2
Version

Tlhe value of the OCF-Accept-Content-Format-Versiontand the OCF-Content-Format-Version is
tyo-byte unsigned integer that is used to define the-major, minor and sub versions. The major an
nminor versions are represented by 5 bits and the Sub version is represented by 6 bits as shown in
Tlable 35.

[oN)

Table 35. OCF-Accept-Content-Format-Version and the OCF-Content-Format-Version
Representation

Major Version ad Minor Version Sub Version

—

able 36 illustrates several examples:

Table 36. Examples 0of-OCF-Content-Format-Version and OCF-Accept-Content-Format-
Version Representation

OCF version Binary representation Integer value

1.0 0000 1000 0000 0000 2048

1520 0000 1000 0100 0000 2112
Tlhe OCE*Accept-Content-Format-Version and OCF-Content-Format-Version for this version of thie
specification shall be 1.0.0 (i.e. 0b0000 1000 0000 0000).

12.26 Content-Format policy

To maintain compatibility between devices implemented to different versions of this specification,
Devices shall follow the policy as described in Figure 38.
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GET /oic/res with application/cbor
olc 1.1 oIC 1.1

3 { Client Server
/oic/res response per OIC 1.1

GET /oic/res with application/cbor

Return /oic/res per OIC 1.1

GET /oic/res with application/vnd.ocf+cbor

Round OCF 1.X QICc 1.1
( 1 ) . l Client Server
Return an error

GET /oic/res with application/cbor

(Round | OCF1.X * oic1.1 &
2 { Client Server

Return foic/res per OIC 1.1 \

GET /oic/res with application/vnd.ocf+cbor /
OCF 1.X W ©OCF 1.X

N i Client « & Server
/oic/res response per OCF 1.0

Figure 38 Content-Format Policy

Il Devices shall support the current and all previous Content-FEormat Option and Versions. Client
shall send discovery request messages with the currentiand all previous Content-Format an|
ersions until it discovers all Servers in the network.

12.2.7 CRUDN to CoAP response codes

he mapping of CRUDN operations response codes to CoAP response codes are identical to th
response codes defined in IETF RFC 7252.

12.2.8 CoAP block transfer

asic CoAP messages work well for-the small payloads typical of light-weight, constrained lo
devices. However scenarios can bejenvisioned in which an application needs to transfer largg
payloads.

0AP block-wise transfer as~defined in https://tools.ietf.org/html/rfc7721

IETF RFC 7959 shall be used by all Servers which generate a content payload that would excee
the size of a CoAP datagram as the result of handling any defined CRUDN operation.

imilarly, CoAPblock-wise transfer as defined in https://tools.ietf.org/html/rfc7721

IETF RFC 7959 shall be supported by all Clients. The use of block-wise transfer is applied to
bjoth the reception of payloads as well as transmission of payloads that would exceed the size o
CoAP datagram.

[eNNV))

= =

llcblocks that are sent using this mechanism for a single instance of a transfer shall all have th

Same lciiabiiity bcﬁillg (i.c. attconfirmabteoratt ||U||-bunﬁ||||a'uic).

A Client may support both the blockl1 (as descriptive) and block2 (as control) options as
described by IETF RFC 7959 A Server may support both the blockl (as control) and block2 (as
descriptive) options as described by https://tools.ietf.org/html/rfc7721

IETF RFC 7959.
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12.3 CoAP serialization over TCP
12.3.1.1 Introduction

In environments where TCP is already available, CoAP can take advantage of it to provide
reliability. Also in some environments UDP traffic is blocked, so deployments may use TCP. For
example, consider a cloud application acting as a Client and the Server is located at the user’s
home. The Server which already support CoOAP as a messaging protocol (e.g., Smart Home vertical
profile) could easily support CoAP serialization over TCP rather than adding another messaging
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12.3.1.3 Message type and header

he message type transported between Client and Server shall be_& non-confirmable messag
(NON). The protocol stack used in this scenario should be as describ€d in section 3 in IETF draff
igtf-core-coap-tcp-tls-07.

[¢)

o

he CoAP header as described in figure 6 in IETF draft-ietf<core-coap-tcp-tls-07 should be use
for messages transmitted between a Client and a Server. A)Dévice should use “Alternative L3" g
defined in IETF draft-ietf-core-coap-tcp-tls-07.

[

12.3.1.4 URI scheme
he URI scheme used shall be as defined in section 6 in IETF draft-ietf-core-coap-tcp-tls-07.

Hor the “coaps+tcp” URI scheme the “TLSNApplication Layer Protocol Negotiation Extensio
IETF RFC 7301 shall be used.

12.3.1.5 KeepAlive

1p.3.1.5.1 Overview

order to ensure that the_tonnection between a Device is maintained, when using CoA
serialization over TCP, a(Device that initiated the connection should send application layg
KleepAlive messages. Thé reéasons to support application layer KeepAlive are as follows:

= U

o TCP KeepAlive anly’guarantees that a connection is alive at the network layer, but not at thie
application layer.

o| Interval of/TCP KeepAlive is configurable only using kernel parameters, and is OS dependent
(e.g., 2 hours by default in Linux)

P.3.1.5.2 KeepAlive Mechanism

evices supporting CoAP over TCP shall use the following KeepAlive mechanism. A Server shal
Lppott the “oic.wk.ping” Resource Type as defined in Table 37.

=

(o)

n

Table 37. Ping resource

Pre- Resource Resource Interfaces Description Related
defined Type Type ID Functional
URI Title (“rt” value) Interaction
/oic/pin Ping oic.wk.ping “oic.if.rw” The resource using which a Client keeps its KeepAlive
g Connection with a Server active.
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The resource properties exposed by “/oic/ping”
are listed in Table 38.

Table 38 defines “oic.wk.ping” Resource Type.

Table 38. “oic.wk.ping” Resource Type definition

Property title Property Value Value Unit Access Mandatory Description

name type rule mode

nterval in integer minutes R,W yes The time interval for which
connection shall be kept alive
and not closed. Default/value |s
0.

Tlhe following steps detail the KeepAlive mechanisms for a Client and Server:

1) A Client which wants to keep the connection with a Server alive shall send @ POST request fo
“/oic/ping” resource on the Server updating its connection Interval.

N

a. This time interval shall start from 2 minutes and.increases in multiples of
up to a maximum of 64 minutes. It stays at 64 minutes-from that point.

5) A Server receiving this ping request shall respond within 14minute.

6) If a Client does not receive the response within 1 minute, it shall terminate the connectiorr.

7) If a Server does not receive a POST request to pingresource within the specified "interva
time, the Server shall terminate the connection.

An example of the KeepAlive mechanism is as follows:®

Client — Server: “POST/oic/ping {interval: 2}’
Server — Client: 2.03 valid
.4 Payload Encoding in CBOR

CF implementations shall perform the_conversion to CBOR from JSON defined schemas and to
SON from CBOR in accordance withiJETF RFC 7049 section 4 unless otherwise specified in th
ction.

n N = e
[72]

o)

roperties defined as a JSON:integer shall be encoded in CBOR as an integer (CBOR major types
and 1). Properties defined.as a JSON number shall be encoded as an integer, single- or doublg-
recision floating point (CBOR major type 7, sub-types 26 and 27); the choice is implementation
ependent. Half-precision floating point (CBOR major 7, sub-type 25) shall not be used. Integer
umbers shall be within the closed interval [-2753, 2753]. Properties defined as a JSON number
hould be encoded as integers whenever possible; if this is not possible Properties defined as ja
SON numbershould use single-precision if the loss of precision does not affect the quality ¢f
brvice, othérwise the Property shall use double-precision.

n on s oO0T O

QnZreceipt of a CBOR payload, an implementation shall be able to interpret CBOR integer valugs
Ir arry pUO;t;UII. :f A plupcﬁ.y dcf;llcd Ao dAd JSOI"\: ;IItCHCI ;-D ICbC;VUd CIIbUdCd Uthcl thall AaAS aﬂ
integer, the implementation may reject this encoding using a final response as appropriate for the
underlying transport (e.g. 4.00 for CoAP) and thus optimise for the integer case. If a property is
defined as a JSON number an implementation shall accept integers, single- and double-precision
floating point.

13 Security

The details for handling security and privacy are specified in [OCF Security].
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Annex A
(informative)

Operation Examples

A.1 Introduction

volved. In all the examples below “Light” is a Server and “Smartphone” is a Client. In one ofcthle
Cenario “Garage” additionally acts as a Server. All the examples are based on the foHowing
xample resource definitions:

=oic.example.light with Resource Type definition as illustration in Table 39.

Table 39. oic.example.light Resource Type definition

Prope e Prope alue alue e Acce andato De ptio
e pe odae

Name n string R, W no

pn-off of boolean R, W yes On/Off Control:
0 = Off
1=0n

0im dm integer 0-255 R, W yes Resource which can take 4
range of values minimum
being 0 and maximum beinjg
255

1

—oic.example.garagedoor with Resource Typ€ definition as illustration in Table 40.

Table 40. oic.example*garagedoor Resource Type definition

Prope e Prope alue alue e A e anaato De ptio
e pe odae
Name n string R, W no
bpen-close oc boolean R, W yes Open/Close Control:
0 = Open
1 = Close

—

oic/mnt” (“rt=oic.wk.mnt”) used in below examples is defined in section 11.5.2.

.2 When at home: From smartphone turn on a single light

his.sequence highlights (Figure 39) the discovery and control of an OCF light resource from aln

CE cmarfphnnn_
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Smartphone Bulb
(OIC Client) (OIC Server)
GET(oic/res)
Response (list{res uri, rt, if})
< _____________________________________________
GET(/light)
Response (content) n=bedlizht
{ _____________________________________________ g
of=0
POST(/light, {of=1}) n=bedlight
of=1
P success/ Failure |

Figure 39. When at home: from smartphone turnfon a single light

ol w]

rectly to the IP address of device hosting the light resource:

1)) Smartphone sends a GET request to “/oic/res” resqurce to discover all resources hosted 0
targeted end point

8) The end point (bulb) responds with.the list of Resource URI, Resource Type an
Interfaces supported on the end _point (one of the resource is ‘/light’ whos
rt=oic.example.light)

9) Smartphone sends a GET. tequest to '/light’ resource to know its current state

10) The end point responds,;with representation of light resource ({n=bedlight;of=0})

11) Smartphone changes' the ‘of’ property of the light resource by sending a POS
request to ‘/light’ resource ({of=1})

12) On Successful execution of the request, the end point responds with the change
resource represeimtation. Else, error code is returned. Details of the error codes are defing

in section 12.2(7
A.3 GroupAction execution
This example‘will be added when groups feature is added in later version of specification
A.4  When garage door opens, turn on lights in hall; also notify smartphone

This"example will be added when scripts feature is added in later version of specification

iscovery request can be sent to “All OCF Nodes” Multicast.address FF0X::158 or can be sent

>

[OR=X

o o

A5 Device management

This sequence highlights (Figure 40) the device management function of maintenance.
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14)

15)

Admin Device Bulb
[DIC Clignt) [DIC Senver)
GET (foic/res)
Becponee (listlrec e it 1)
(e sscsssnssnmsssssss s s s s s
GET (foic/mon)
av=1
Response{content) ft=2000
[ s s s mmmmssssmssssssssssssssssssnnnnnennen O5=5555
POST (foic/mnt, {fr=1})
fr=1
success,/ Failure
T

Figure 40. Device management (maihtenance)

Are-Condition: Admin device has different security permissions and hence can perform devid
nmanagement operations on the Device

1) Admin device sends a GET request to “/oic/res.resource to discover all resources hosted o
a targeted end point (in this case Bulb)

13) The end point (bulb) responds with thedist of Resource URI, Resource Type and Interface

supported on the end point (one of<the resources is “/oic/mnt” whose “rt=oic.wk.mnt")

Admin Device ehanges the ‘fr’ property of the maintenance resource b
sending a POST request to <foic/mnt” resource ({fr=1}). This triggers a factory reset of th

end point (bulb)

On successful execution of the request, the end point responds with the change
resource representdtion. Else, error code is returned. Details of the error codes are define

in section 12.2.7.

>

"
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B.1

C

Annex B
(informative)

OCF interaction scenarios and deployment models

OCF interaction scenarios

lient connects to one or multinle Servers in order to access the resources nrovided by tho
T T 7

ervers. The following are scenarios representing possible interactions among Roles:

Direct interaction between Client and Server (Figure 41). In this scenario the Clientand th
Server directly communicate without involvement of any other Device. A smartphone whig
controls an actuator directly uses this scenario.

> @

oIC
Client

OIC
Server

Figure 41. Direct interaction between Server and_Client

Interaction between Client and Server using another server:(Figure 42). In this scenarig,
another Server provides the support needed for the Client~to directly access the desired
resource on a specific Server. This scenario is used faryexample, when a smartphone firgt
accesses a discovery server to find the addressing information of a specific appliance, and
then directly accesses the appliance to control it.

0oIC
Server,

0IC
Client

oIC
Server

Figure 42. Interaction between Client and Server using another Server

Interaction between Cliehtvand Server using Intermediary (Figure 43). In this scenario an
Intermediary facilitates the interaction between the Client and the Server. A smartphone whid
controls appliances.in~a smart home via MQTT broker uses this scenario.

=y

oIC
Client

(o][@
Intermediary

oIC
Server

Figure 43. Interaction between Client and Server using Intermediary

Interaction between Client and Server using support from multiple Servers and intermediary
(Figure 44). In this scenario, both Server and Intermediary roles are present to facilitate thle

fransaction between the Client and a speciiic Server. An_example scenario 1s when a
smartphone first accesses a Resource Directory (RD) server to find the address to a specific
appliance, then utilizes MQTT broker to deliver a command message to the appliance. The
smartphone can utilize the mechanisms defined in CoRE Resource Directory such as default
location, anycast address or DHCP to discover the Resource Directory information.
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(wy]

0

cpnstrained devices which have limited memory and capabilities. €onstrained devices are defineld

O T

olIC
Server
olIC (o][® olIC
Server Intermediary Client
Server

Figure 44. Interaction between Client and Server using support from multiple Serwers ang
Intermediary

.2 Deployment model
deployment, Devices are deployed and interact via either wired or wireless‘eonnections. Devicegs
e the physical entities that may host resources and play one or more Roles? There is no constraint

the structure of a deployment or number of Devices in it. Architecture is flexible and scalable
d capable of addressing large number of devices with different\device capabilities, including

d categorized in [TCNN].

Infra Server

INTERNET

-

Actuator
~ Service Gatewa ?
= = o
Gt User Device
Sensor L

Smart Signage Smart Appliance

Figure 45. Example of Devices

iguret45 depicts a typical deployment and set of Devices, which may be divided in the following
ptegaories:

Things: Networked devices which are able to interface with physical environments. Things are
the devices which are primarily controlled and monitored. Examples include smart appliances,
sensors, and actuators. Things mostly take the role of Sever but they may also take the role of
Client, for example in machine-to-machine communications.

User Devices: Devices employed by the users enabling the users to access resources and
services. Examples include smart phones, tablets, and wearable devices. User Devices mainly
take the role of Client, but may also take the role of Server or Intermediary.
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e Service Gateways: Network equipment which take the role of Intermediary. Examples are
home gateways.

e Infra Servers: Data centers residing in cloud infrastructure, which facilitate the interaction
among Devices by providing network services such as AAA, NAT traversal or discovery. It can
also play the role of Client or Intermediary
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Annex C
(informative)

Other Resource Models and OCF Mapping

C.1 Multiple resource models

cpmmon understanding of the resource model for interoperability.

here are multiple resource models defined by different organizations including OCF,IPSD
lliance and oneM2M, and used in the industry, which may restrict interoperability-'amonjg
bspective ecosystems. The main differences from Resource model are as follows:

-

e¢| Resource structure: Resources may be defined to have properties (e.g.,(oneM2M defineld
resources), or may be defined as an atomic entity and not be decompasable into propertigs
(e.g., IPSO alliance defined resources). For example, a smart light may.be represented as ja
resource with an on-off property or a resource collection containing an‘en-off resource. In thie
former, on-off property doesn’t have a URI of its own and can only be accessed indirectly via
the resource. In the latter, being a resource itself, on-off resourcéeis assigned its own URI and
can be directly manipulated.

| Resource name & type: Resources may be allowed t6¢/be named freely and have thejr
characteristics indicated using a Resource Type property (e.g., as defined in oneM2M).
Alternatively, the name of resources may be defined.a priori in a way that the name by itself
indicative of its characteristic (e.g., as defined by.IRSO alliance). For example, in oneM2
resource model, a smart light can be named with-no restrictions, such as ‘LivingRoomLight_1
but in IPSO alliance resource model it is required-to have the fixed Object name with numeric
Object ID of “IPSO Light Control (3311)". Consequently, it's likely that in the former case thie
data path in URI is freely defined and in the,latter case it is predetermined.

= W0

¢| Resource hierarchy: Resources may be allowed to be organized in hierarchy where a resource
contains another resource with a, parent-child relationship (e.g., in oneM2M definition ¢f
resource model). Resources maycalso be required to have a flat structure and associate with
other resources only by referencing their links.

M addition to the above, different organizations use different syntax and define different feature
b.g., resource interface), which preclude interoperability.

n

~~

d.2 OCF approach fer support of multiple resource models

Im order to expand.the/loT ecosystem the Framework takes an inclusive approach for interworking
ith existing resource models. Specifically, the Framework defines a resource model while
S

a

ot c S 1T€—S DCE1S€ LS PTE—MOGEeTS —tiNt cST S—0¢
superset of existing resource models. In other words, any existing resource model can be
mapped to a subset of resource model concepts.

e Framework may allow for resource model negotiation: the Client and Server exchange the
information about what resource model(s) each supports. Based on the exchanged information,
the Client and Server choose a resource model to perform RESTful interactions or to perform
translation. This feature is out of scope of the current version of this specification, however,
the following is a high level description for resource model negotiation.
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C.3 Resource model indication

The Client and server exchange the information about what resource model(s) each supports.
Based on the exchanged information, the Client and Server choose a resource model to perform
RESTful interactions or to perform translation. The exchange could be part of discovery and
negotiation. Based on the exchange, the Client and Server follow a procedure to ensure
interoperability among them. They may choose a common resource model or execute translation
between resource models.

¢ Resource model schema exchange: The Client and Server may share the resource mode¢l
information when they initiate a RESTful interaction. They may exchange the informationaboit
which resource model they support as part of session establishment procedures. Alternatively,
each request or response message may carry the indication of which resource model itis using.
For example, [COAP] defines “Content-Format option” to indicate the “representation format”
such as “application/json”. It’s possible to extend the Content-Format Option\o indicate thie
resource model used with the representation format such as “application/ipso-json”.

e| Ensuing procedures: After the Client and Server exchange the resource' model information,
they perform a suitable procedure to ensure interoperability among them. The simplest way |s
to choose a resource model supported by both the Client and Senver. In case there is no
common resource model, the Client and Server may interact through a 3rd party.

o

M addition to translation which can be resource intensive, a methed-based on profiles can be use
in which an OCF implementation can accommodate mulliple profiles and hence multip
elcosystems.

[¢)

¢| Resource Model Profile: the Framework defines resource model profiles and implementers ¢r
users choose the active profile. The chosen profile constraints the Device to strict rules in how
resources are defined, instantiated and interacted-with. This would allow for interoperation with
devices from the ecosystem identified by the,profile (e.g., IPSO, OneM2M etc.). Although this
enables a Device to participate in and be part of any given ecosystem, this scheme does n¢t
allow for generic interoperability at runtime. While this approach may be suitable for resourc
constrained devices, more resource . capable devices are expected to support more than on
profile.

e
c

d.4 An Example Profile (IPSQ profile)

PSO defines smart objects that have specific resources and they take values determined by th
ata type of that resource..The smart object specification defines a category of such objects. Eac
bsource represents a characteristic of the smart object being modelled.

= O
> O

hile the terms may-be different, there are equivalent concepts in OCF to represent these term
his section provides the equivalent OCF terms and then frames the IPSO smart object in OC
terms.

—H <
11 0

—

he IPSO.0object Light Control defined in Section 16 of the IPSO Smart Objects 1.0 is used as thle
bferencerexample.

-

d.4:1 Conceptual equivalence

e 1P SO smart object aefimition 15 equivatent to anm Resource 1ype definition whichdefines the
relevant characteristics of an entity being modelled. The specific IPSO Resource is equivalent to
a Property that like an IPSO Resource has a defined data type, enumeration of acceptable values,
units, a general description and access modes (based on the Interface).

The general method for developing the equivalent Resource Type from an IPSO Smart Object
definition is to ignore the Object ID and replace the Object URN with and OCF ‘.’ (dot) separated
name that incorporates the IPSO object. Alternatively the Object URN can be used as the Resource
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ype ID as is (as long as the URN does not contain any ‘.’ (dots)) — using the same Object URN
s the Resource Type ID allows for compatibility when interacting with an IPSO compliant device.
he object URN based naming does not have any bearing for OCF to OCF interoperability and so

the OCF format is preferred — for OCF to OCF interoperability only the data model consistency is
required.

Two models are available to render IPSO objects into OCF.

1

=il w]

—H O

—Ohe-is-where-theHRSO-Smar-Objectrepresenis-a-Reseurce—-this-case—theHR-Smar-Object
is regarded as a resource with the Resource Type matching the description of the Smart Objeg.
Furthermore, each resource in the IPSO definition is represented as a Property in the Resourde
Type (the IPSO Resource ID is replaced with a string representing the Property). This/is thie
preferred approach when the IPSO Data Model is expressed in the Resource Model:

U

16) The other approach is to model an IPSO Smart Object as a Collection:’Each IPS
Resource is then modelled as a Resource with an Resource Type that matches th
definition of the IPSO Resource. Each of these resource instances aré’then bound to the
Collection that represents this IPSO Smart Object.

[¢)

elow is an example showing how an IPSO LightControl Object is madelled as a Resource.
esource Type: Light Control

escription: This Object is used to control a light source, such as a LED or other light. It allows [a
ght to be turned on or off and its dimmer setting to be coentrolled as a percentage value betwee
and 100. An optional colour setting enables a string\to be used to indicate the desired colouy.
able 41 and Table 42 define the Resource Type andyits properties, respectively.

=]

Table 41. Light control Resource Type definition

Resource Type Resource Type ID Multiple Instances Description
| ight Control “oic.light.control” or Yes Light control object with
“urn:oma:lwm2m:ext:3311" on/off and optional dimming

and energy monitor

Table42. Light control Resource Type definition

Property title Property Value Value Access Mandatory Description
name type rule mode
On/Off *on<off” boolean R, W yes On/Of Control:
0 = Off
1=0n
Dimmer “dim” integer % R, W no Proportional Control,

integer value between 0
and 100 as percentage

Colar “color” string 0 - 100 Defined | R, W no String representing somg
hy value in color space
“units”
property

Units “units” string R no Measurement Units

Definition e.g., “Cel” for
Temperature in Celsius.

On Time “ontime” integer s R, W no The time in seconds that
the light has been on.
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Writing a value of O resets
the counter

Cumulative
active power

“cumap"

float

Wh

no

The cumulative active
power since the last
cumulative energy reset or
device start

Power Factor

“powfact”

float

no

The power factor of the load
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Annex D
(normative)

Resource Type definitions

D.1 List of Resource Type definitions

Il the sections in Annex D and Annex E describe the Resaurce Types with a restful AP| definition

s-z

—

Friendly Name

(informative)

anguage. The Resource Type definitions presented in Annex D and Annex E are formatted)fg
padability, and so may appear to have extra line breaks. The contents of the Resource~Type
ithout the extra line breaks are available in OCF Resource Type Definitions.

able 43 contains the list of defined core resources in this specification.

Table 43. Alphabetized list of core resources

Resource Type (rt)

n =

Section

Collections “oic.wk.col” D.2

Device Configuration “oic.wk.con” D.3

Platform Configuration | “oic.wk.con.p” D.4

Device “oic.wk.d” D.5

pDiscoverable “oic.wk.res” D.9

Resources, baseline

nterface

Discoverable “oic.wk.res” D.10

Resources, link list

nterface

con “oic.r.icon” D.15
ntrospection “oic.wk.introspection” D.16

Maintenance “oic.wk.mnt” D.6

Platfrm “oic.wk.p” D.7
g “orcwkping™ B8

Resource Directory “oic.wk.rd” D.14

Scenes (Top Level) “oic.wk.scenelist” D.11

© ISO/IEC 2018 - All rights reserved
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Scenes Collections “oic.wk.scenecollection

D.12

Scenes Member “oic.wk.scenemember”

D.13

D.2 OCF Collection

enum: [foic.if.11']

- interface-b :
queryParameters:

if:
enum: ["oic.if.b"]

I interface-baseline :

queryParameters:
if:
enum: [“oic.if.baseling'™]
- interface-all
queryParameters:
if:
enum: [Toic. AR ", "oic.if._baseline™, "oic.if.b"]

/ol lectionBaselineInterfaceURI :

descriptiofsyy
OCF CodTettion Resource Type contains properties and links.
The @ig¥iT.baseline interface exposes a representation of
thesDinks and the properties of the collection resource itself

15/ ["interface-baseline”]

0.2.1 Introduction
QCF Collection Resource Type contains properties and links. The oic.if.baseline interface @xposg
alrepresentation of the links and the properties of the collection resource itself
0.2.2 Example URI
/CollectionBaselinelnterfaceURI
0.2.3 Resource Type
Tlhe resource type (rt) is defined as: oic.wk.col.
0.2.4 RAML Definition
#JRAML 0.8
tlitle: Collections
version: 1.0
tlaits:
I interface-11
queryParameters:
if:

)

get:

description: |
Retrieve on Baseline Interface

responses :
200:
body:
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application/json:

schema: |
{
"$schema™: "‘http://json-schema.org/draft-04/schema#",
"description”™ : "Copyright (c) 2016 Open Connectivity Foundation, Inc. All rights
reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.collection-

schema. json#",
"title": "Collection”,
“deFHritions——=—t
"oic.collection.setoflinks'": {
“description”: "A set (array) of simple or individual OIC Links. In
ldition to properties required for an OIC Link, the identifier for that link in this set is‘also

)

required”,
"type': "array",
"items": {
"$ref’: "oic.oic-link-schema.json#/definitions/oic.oic-Nnk"
}
"oic.collection.alllinks": {
“description’: "All forms of links in a collection’}
"oneOf"": [
“$ref'’: "#/definitions/oic.collection._setoflinks"
}
]

"oic.collection™: {

"type': "object",

“description”: "A collection is a‘“set (array) of tagged-link or set
(prray) of simple links along with additional properties to describe the collection itself”,
"properties': {

“idvr {
"anyOf'': [
"type"at'integer”,
“description’: "A number that is unique to that
cpllection; like an ordinal number that is net ‘repeated"”
3
{ ]
"type': "'string”,
"description”: "A unique string that could be a hash or
similarly unique"
3.
{
"$ref"’: "oic.types-schema.json#/definitions/uuid"”,
"description™: "A unique string that could be a UUIDv4"
}
1.
"description’™: "ID for the collection. Can be an value that is
upique to the use context or a UUIDv4™
T,
“div: {
"$ref’: "oic.types-schema.json#/definitions/uuid"”,
“description: "The device ID which is an UUIDv4 string; used fof
backward compatibility with Spec A definition of /oic/res"
T
"rts': {
"$ref'': "oic.core-
sthenia. json#/definitions/oic.core/properties/rt’”
"description™: "Defines the list of allowable resource types (for

Target and anchors) in links included in the collection; new links being created can only be from
this list"” }.
“drel”: {
type': “'string”,
"description’: "When specified this is the default relationship
to use when an OIC Link does not specify an explicit relationship with *rel* parameter"

"iinks": {

"$ref'': "#/definitions/oic.collection.alllinks”
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}
}
¥
}
"type'': "object”,
“allof": [
{"$ref": "oic.core-schema.json#/definitions/oic.core"},
{"$ref": "#/definitions/oic.collection"}
1
¥
example: |
{
“rt": ["oic.wk.col'],
"id": "unique_example_id",
"rts'": [ "oic.r.switch.binary", "oic.r.airflow" ],
"links": [
{
"href'': "switch",
B g [‘oic.r.switch.binary"],
i [‘oic.if.a", "oic.if.baseline"],
"eps": [
{"ep": "coap://[fe80::b1ld6]:1111", "pri': 2},
{""ep": "coaps://[fe80::b1d6]:1122"},
{"ep": "coap+tcp://[2001:db8:a::123]:2222", "pry'': 3}
1
3.
{
“href': "airFlow",
rt': ["oic.r.airflow],
it [oic.if.a", "oic.if.baseline},
"eps": [
{"ep": "coap://[fe80::b1ld6]:1111", "pri': 23},
{"ep": "coaps://[fe80: :b1ld6]~X122"},
{""ep": '"coap+tcp://[2001:db8*a::123]:2222", "pri": 3}
1
}
]
}

post:

description: |
Update on Baseline Interface

body:
application/json:

schema: |

“"$sechema™: "http://json-schema.org/draft-04/schema#",
“description” : "Copyright (c) 2016 Open Connectivity Foundation, Inc. All rights
reserved.”,
™id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.collection-
sthema. json#”,
“title”: "Collection",
"definitions'": {
"oic.collection._setoflinks”: {

“"description”: "A set (array) of simple or individual OIC Links. In addition
to properties required for an OIC Link, the identifier for that Tink in this set i1s also required™,
“"type': "array",

"items": {
"$ref'': "oic.oic-link-schema.json#/definitions/oic.oic-link"
}
“oic.collection.alllinks™: {
"description”: "All forms of links in a collection”,
"oneOf": [
{
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“$ref': "#/definitions/oic.collection.setoflinks”
T
1

"oic.collection”: {

“type': "object”,

"description”: "A collection is a set (array) of tagged-link or set (array)
of simple links along with additional properties to describe the collection itself",
"properties’: {

“idvs {
"::nyﬂf" - [

{

“type': "integer",
"description™: "A number that is unique to that collection;
Ijke an ordinal number that is not repeated”

3
{ ]
"type'': "'string”,
"description': "A unique string that could be'a hash or
similarly unique”
3.
{
"$ref'': "oic.types-schema.json#/definitions/uuid",
"description™: "A unique string that\could be a UUIDv4"
}
1.
"description™: "ID for the collection% Can be an value that is unique
tp the use context or a UUIDv4"
}
“dit: {
“$ref'’': “oic.types-schema.json#/definitions/uuid”,
"description’: "The device 1B _which is an UUIDv4 string; used for
backward compatibility with Spec A definition of /oic/res™
T
"rts': {
"$ref'’: "oic.core-schema. json#/definitions/oic.core/properties/rt",
"description’: "Defines the list of allowable resource types (for

brget and anchors) in links included in the caPlection; new links being created can only be from
his list"” 3.
“drel™: {

""type'': “'string",

"description”: "When specified this is the default relationship to
uge when an OIC Link does not specifysan explicit relationship with *rel* parameter"

~+

"links": {
“Sref': "#/definitions/oic.collection.alllinks”
T

}
}

ype' L *object",

“allpf [

{“$ref"": "oic.core-schema.json#/definitions/oic.core"},
{"$ref": "#/definitions/oic.collection"}

}

>

respehses :
200:

body™
application/json:

schema: |

{
“$schema': "http://json-schema.org/draft-04/schema#",
"description” : "Copyright (c) 2016 Open Connectivity Foundation, Inc. All rights
reserved.",

"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.collection-
schema. json#"",
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“title": "Collection",
"definitions": {
"oic.collection._setoflinks": {

“description”: "A set (array) of simple or individual OIC Links. In
addition to properties required for an OIC Link, the identifier for that link in this set is also
required”,

"type'': "array",

"items': {

"$ref"": "oic.oic-link-schema.json#/definitions/oic.oic-link"

}

"oic.collection.alllinks": {
"description™: "All forms of links in a collection”,
“oneOf": [

"$ref: "#/definitions/oic.collection.setoflinks"
be
1

ic.collection”: {

“type': “object”,

"description': "A collection is a set (array) of tagged-link or set
(prray) of simple links along with additional properties to describe the coldection itself”,
"properties': {

¥

“id": {
"anyOf': [
{ ]
"type': "integer”,
“description: "A number that is unique to that
cpllection; like an ordinal number that is not repeated"
3
{ ]
"type': "string™,
"description!':“"A unique string that could be a hash or
similarly unique”
1.
{
"$ref?; "oic.types-schema.json#/definitions/uuid",
"description”: "A unique string that could be a UUIDv4™
}
1.
"description™: "ID for the collection. Can be an value that is
upique to the use context or a UUIDv4¥
}.
“ditts {
“$ref'': "oic.types-schema.json#/definitions/uuid",
"description’: "The device ID which is an UUIDv4 string; used fof

bgackward compatibility with ‘Spec A definition of /oic/res"

“rts: {
“$ref": "oic.core-
sthema. json#/definitions/oic.core/properties/rt",
"description’: "Defines the list of allowable resource types (fof

Target and anchers) in links included in the collection; new links being created can only be from
this list” }.
“drel™: {
“type'': “'string",
"description’: "When specified this is the default relationship
tp usé when an OIC Link does not specify an explicit relationship with *rel* parameter"
"links'": {
"$ref'': "#/definitions/oic.collection.alllinks"
b
3
3
T
“type': "object”,
“allOf': [
{"$ref"": "oic.core-schema.json#/definitions/oic.core"},
{"$ref": "#/definitions/oic.collection"}
1
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3
D.2.5 Property Definition
Property name Value type Mandatory Access mode Description
rt array: see | yes Resource Type
schema
di multiple  types: Unique identifier
see schema for device (UUID)
itle string A title for the link
relation. Can “be
used by the Ul to
provide ‘a.context
Eps array: see the Endpoint
schema infermation of
the target
Resource
pri integer The priority
eps) among multiple
Endpoints as
specified in
10.2.3
Ep string URI with
eps) Transport
Protocol Suites +
Endpoint Locator
as specified in
10.2.1
ns multiple  types: The instance
see schema identifier for this
web link in an
array of web linkg
- used in
collections
D object: see Specifies the
schema framework
policies on the
Resource
referenced by
the target URI
bm integer yes Specifies the
p) framework
policies on the
Resource
referenced by
the target URI fof
e.g. observable
and discoverable
href string yes This is the target

URI, it can be
specified as a
Relative
Reference or
fully-qualified
URI. Relative
Reference
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should be used
along with the di

parameter to

make it unique.
rel multiple  types: The relation of
see schema the target URI

referenced by
the link to the

coniext URI
type array: see A hint at nthe
schema representation of
the resource

referenced by
the Narget URI
This represents
the media types
that are used fof
both  accepting
and emitting

pnchor string This is used to
override the
context URI e.g
override the UR
of the containing

collection
f array: see | yes The interface sef
schema supported by thig
resource
0.2.6 CRUDN behavior
Resource Create Read Update Delete Notify
CollectionBaselinelnterfaceURI get post
0.2.7 Referenced JSON schemas
0.2.8 oic.oic-link-schema.json
{
"$schema™: "http://json-schema.org/draft-04/schema#",
"description” : "Copyright-(c) 2016, 2017 Open Connectivity Foundation, Inc. All rights
reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.oic-link-schema.json#",

C =h

"definitions": {
"oic.oic-link"z §
“type': "aobjeet”,
“propertiest. {
“"hrefliX {
“type': "string",
“maxLength': 256,
"description: "This is the target URI, it can be specified as a Relative Reference or

Ily=qualified URI. Relative Reference should be used along with the di parameter to make it
hique:",
: “format': "‘urg'
T,
“rel": {
“oneOf": [
{

""type': "array",
“items": {
"type': "string",
"maxLength': 64
3

"minltems': 1,
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"default": ["hosts']
3.
{

“type': "string",
"maxLength': 64,
"default": "hosts"
3
1.
"description: "The relation of the target URI referenced by the link to the context URI"
Yo ¢
""type': "array",
"items" : {
"type" : "'string",
“"maxLength™: 64
3
"minltems” : 1,
"description': ""Resource Type"
1,
i {
"type': "array",
“items": {
"type' : ''string",
"enum"™ : ["oic.if.baseline”, "oic.if.lIl", "oic.if.b", "oic~AEMrw", "oic.if.r",
pic.if.a", "oic.if.s" ]

¥,
"minltems": 1,

"description”: "The interface set supported by this resolrce"
3,
dits {
“$ref'’': "oic.types-schema.json#/definitions/uuid®,
"description’: "Unique identifier for device (UUID)"
T
"éescription": "Specifies the framework poliCies on the Resource referenced by the targef
URI™,
"type'': "object",
"properties": {
“bm": {
“description: "Specifies the~framework policies on the Resource referenced by the
thrget URI for e.g. observable and discovecrable",
“type': "integer"
Yoo
"required” : ["bm"]
3.
“title”: {

"type": "string'’;

“"maxLength™: 64,

“description’{: Y'A title for the link relation. Can be used by the Ul to provide a
cpntext"

}

nchor" =~{.

“type' »/'string",

"maxlkength': 256,

“description”: "This is used to override the context URI e.g. override the URI of the

bntaining collection”,
“format": "uri

¥

"ins": {

"oneOf'": [

0

"type': "integer",
“description”: "An ordinal number that is not repeated - must be unique in the
collection context"

3.

{ ]
""type'': '"'string”,
“"maxLength': 256,

“format™ : "uri',
"description': "Any unique string including a URI"
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1
{
“$ref'': "oic.types-schema.json#/definitions/uuid”,
“description”: "Unique identifier (UUID)"
}
1.
"description': "The instance identifier for this web link in an array of web links - used
in collections”
T
"type”: {
"fylnn"- ":rr::y"’
"description: "A hint at the representation of the resource referenced by the target
URI. This represents the media types that are used for both accepting and emitting",
“items” - {
“type'': ''string",
“"maxLength': 64
3
“"minltems™: 1,
“default": "application/cbor™
T
“eps”: {
""type": "array",
"description': "the Endpoint information of the target Resource',
“items": {
"type': "object",
“properties": {
"ep”: {
"type': "'string",
“format': "uri’,
"description”: "URI with Transport Protocol Stites + Endpoint Locator as specified
ip 10.2.1"
T,
“priv: {
“type': "integer",
“minimum™: 1,
“description’: "The priority among ‘multiple Endpoints as specified in 10.2.3"
3
}
¥
}
T
"required”: [ "href", "rt", "if"_]
}
}.
""type': "object",
“allof": [
{ "$ref": "#/definitions/eic.oic-link™ }
1
}
0.3 Device Configuration
0.3.1 Introduction
Resource‘that allows for Device specific information to be configured.
0.3.2 Example URI
/@éxXample/DeviceConfigurationResURI

D.3.3 Resource Type
The resource type (rt) is defined as: oic.wk.con.

D.3.4 RAML Definition
#%RAML 0.8

traits:
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- interface-rw :
queryParameters:
if:
enum: [Toic.if.rw"]
- interface-all
queryParameters:
if:
enum: [Toic.if.rw", "oic.if.baseline]

N

bxample/DeviceConfigurationResURI :

description: |
Resource that allows for Device specific information to be configured.

get:
description: |

Retrieves the current Device configuration settings

is : ["interface-all™]

responses :
200:
body:
application/json:
schema: |
"id": "http://www.openconnectivity.org/ocfrapis/core/schemas/oic.wk.con-

sthema. json#",
“"$schema™: "http://json-schema.org/draFt-04/schema#",
"description” : "Copyright (c) 20162017 Open Connectivity Foundation, Inc. All
ghts reserved.",
“definitions": {
"oic.wk.con": {
"type'': "object”,
"properties’: {

-

"loc": {
type': "array’,
"description'> "Location information",
“items”: {
"typet. "number"

"ménltems': 2,
"maxltems™: 2

¥

“focn": {
"type': "string",
"maxLength': 64,
"description”: "Human Friendly Name for location"
“c'r {
"type': "string”,
"maxLength': 64,
"description™: "Currency"
r'': {
"type': "string",
"maxLength": 64,
""description’: "Region"

¥,
“lnts
“type: “array”,
“items" :

“type': "object”,
"properties': {
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“language": {
"$ref'': "oic.types-schema.json#/definitions/language-tag",
"description™: "An RFC 5646 language tag."

“value': {

"type': "string",
""maxLength™: 64,

""description': "Device description in the indicated language."
}
¥
"minltems™ : 1,
"description’: "Localized names"
T
dit: {
"$ref'': "oic.types-schema.json#/definitions/language-tag",
"description': "Default Language"
¥
3
}
1.
“type'': "object",
“allof": [
{ "$ref'': "oic.core-schema.json#/definitions/oic.core'}
{ "$ref": "#/definitions/oic.wk.con" }
1.
“required”: ["n"]
¥
example: |
{
n': "My Friendly Device Name",
ret: ["oic.wk.con™],
“loc": [32.777,-96.797],
"locn': "My Location Name',
et "'usp*,
rrt: ""MyRegion",
o] R “en"
T

post:

description: |
Update the information about the Device

is : ["interface-rw"]

body:
application/json?

schema: |

“id2o V' http: //www . openconnectivity.org/ocf-apis/core/schemas/oic.wk.con-Update-
sghema. json#%;
Y$schema': "http://json-schema.org/draft-04/schema#",
“description”™ : "Copyright (c) 2016 Open Connectivity Foundation, Inc. All rights
bserved.”,
"definitions": {
"oic.wk.con": {

-

“properties”: {
“loc": {
"type'': "array",
""description': "Location information",
"items": {
"type': "number"

"minltems": 2,
"maxltems': 2

}.
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“locn": {
"type': "string"”,
"maxLength™: 64,

"description”: "Human Friendly Name for location™
T
“c: {
""type': "string",
"maxLength”: 64,
"description': "Currency"
}-
e f
""type': "'string”,
"maxLength: 64,
""description’: "Region"
T,
“In": {
"type'': "array’,
"items" :
{
""type': "object”,
"properties”: {
"language™: {
"$ref'': "oic.types-schema.json#/definitions/langdage-tag",
"description”: "An RFC 5646 language tag."
“value: {
""type': “'string”,
"maxLength™: 64,
"description’: "Device description_im the indicated language."
b
3
T
"minltems” : 1,
"description”: "Localized names"
T,
dit: {
"$ref'': "oic.types-schema.json#/definitions/language-tag",
"description': "Default Language"
3
}
b
T
"type': "object",
“allof": [
{ "$ref': "oic.core-schema.rw.json#/definitions/oic.core"},
{ "$ref'': "#/definitions/oic.wk.con" }
1.
"required": ['n"]
3
example: |
""'n*3 “UNuevo Nombre Amistoso',
s "MyNewRegion™,
In": [ { "language': "es", "value': "Nuevo Nombre Amistoso™ } ],
Adiv: “es™
¥
Tesponses :
200:
body:
application/json:
schema: |
{
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.con-Update-

schema. json#",

“"$schema™: "http://json-schema.org/draft-04/schema#",
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“description” : "Copyright (c) 2016 Open Connectivity Foundation, Inc. All rights
reserved.",
“definitions”: {
"oic.wk.con": {
"type': "object",
"properties': {
"loc": {
""type'': "array",
""description’: "Location information",
“items': {

rtvpetts numbertt
ca

"minltems": 2,
"maxltems™: 2

}

"locn": {

"type': "string",

"maxLength': 64,

"description’: "Human Friendly Name for location"

T

e {

"type': "string”,
"maxLength': 64,
"description': "Currency"

T

"r: {

"type': "string",
"maxLength™: 64,
"description’: "Region”

T

“In": {

""type'': "array",
"items" :
{
""type'': "object",
“properties': {
"language": {
"$ref'': “oic.types-schema.json#/definitions/language-tag",
"descriptionii V'An RFC 5646 language tag."
}.
"“value": {
"type" \“string",
"maxLength': 64,
"'déscription’: "Device description in the indicated language."
T
}
}
"minltems” : 1,
""description”: "Localized names"

¥,
=01 {
“$ref’: "oic.types-schema.json#/definitions/language-tag",
"description': "Default Language"
T
H
3

ype': "object",

“allof": [

{ "$ref": "oic.core-schema.rw.json#/definitions/oic.core"},
{ "$ref"’: "#/definitions/oic.wk.con" }

}

1

’equired": [''n"]
3

example: |

{

"n": "Nuevo Nombre Amistoso",
"r'': "MyNewRegion®,
“In": [ { "language": "es", "value': "Nuevo Nombre Amistoso" } 1],
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dit: "'es"

}

D.3.5 Property Definition

Property name Value type Mandatory Access mode Description
loc array: see Location
schema information
C string currency
n array: see Localized names
schema
value string Device
In) description”in the
indicated
language.
anguage multiple  types: An “RFC 5646
In) see schema language tag.
ocn string Human Friendly
Name for
location
dl multiple  types: Default
see schema Language
r string Region
0.3.6 CRUDN behavior
Resource Create Read Update Delete Notify
example/DeviceConfigurationResURI _get post
0.4 Platform Configuration
0.4.1 Introduction
Hesource that allows for platform specificlinformation to be configured.
0.4.2 Example URI
/éxample/PlatformConfigurationResURI
0.4.3 Resource Type
Tlhe resource type (rt) is defined as: oic.wk.con.p.
0.4.4 RAML Definjtion
#RAML 0.8
tlitle: OCF Platfogh” Lonfiguration
version: v1-2010Q622
traits:
L interfagezyw :
queryPatameters:
-

enum: ["oic.if.rw'"]

ihtaorf LL
e o

queryParameters:
if:
enum: [Toic.if.rw", "oic.if.baseline™]

/example/PlatformConfigurationResURI :

description: |

147

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

Resource that allows for platform specific information to be configured.

get:

description: |
Retrieves the current platform configuration settings

is : ["interface-all"]

responses :
200:
body:
application/json:
schema: |
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wkscon.p-

sghema. json#"",
"$schema': "http://json-schema.org/draft-04/schema#",

"description” : "Copyright (c) 2017 Open Connectivity Foundation, Inc. All rights
reserved.’,

“definitions'": {
"oic.wk.con.p": {
""type': "object”,
“properties: {
“mnpn**: {
""type'': "array",
"items" :

"type': "object”,
"properties': {
"language': {
"$ref'': "oic.types-schema.json#/definitions/language-tag",
"description”: "An RF€'5646 language tag."

}.
“value™: {
""type': “'stringy
""maxLength™: 64,
“description’': "Platform description in the indicated language."
}
¥
}.
"minltems" \.1,
"description': "Platform names"
¥
3
¥
T,
"typeli object",
“al ot [
{~'$ref": "oic.core-schema.json#/definitions/oic.core"},
{"$ref": "#/definitions/oic.wk.con.p”™ }
1
}
example: |
{
rtt: ["oic.wk.con.p"],
"IIIII’JII". [ { ":auyuayc". "CII", "va:uc". "IlV‘i_y l':l ;CIId:y DCV;\.C NQIIIC" } ]
}

post:

description: |
Update the information about the platform

is : ["interface-rw"]
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body:
application/json:
schema: |
{
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.con.p-Update-

schema. json#",

"$schema': "http://json-schema.org/draft-04/schema#",

"description” : "Copyright (c) 2017 Open Connectivity Foundation, Inc. All rights
reserved.",

—~defirtiens—
"oic.wk.con.p": {
"type': "object",
“properties”: {
“mnpn*: {
"type'': "array",
"items" :
{
"type': "object",
"properties": {
"language™: {
"$ref'’: oic.types-schema.json#/definitions/language-tag",
"description”: "An RFC 5646 language tag."

“value™: {
"type': "string"”,
"maxLength™: 64,

"description': "Platform description, ih_the indicated language."
}
}
3
"minltems" :© 1,
"description': "Platform names"
}
}
¥
T
“"type'': “object”,
“allof": [
{ "$ref'': "oic.core-schema.rwyjson#/definitions/oic.core"},

{ "$ref": "#/definitions/oic.Wk.con.p™ }

"}equired": ['mnpn*]

}

example: |

{

n": "Nuevo_nombre',
“mnpn*: [_{ 'language’: "es", "value": "Nuevo nombre de Plataforma Amigable"™ } ]

responses ;
200:

bedly 2
application/json:

schema: |

{

"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.con.p-Update-

schema. json#"",
“"$schema™: "http://json-schema.org/draft-04/schema#",
"description™ : "Copyright (c) 2017 Open Connectivity Foundation, Inc. All rights
reserved.",
“definitions": {
"oic.wk.con.p": {
"type'': "object",
"properties": {
“mnpn*: {
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“type'': "array",
"items" :
{
"type': “object”,
"properties': {

"language'": {
"$ref’: "oic.types-schema.json#/definitions/language-tag",
""description: "An RFC 5646 language tag."
T,
"value'": {
"fy:nn"- "efrinc" .
"maxLength': 64,
"description’: "Platform description in the indicated languagel:'
}
}
3
“"minltems™ : 1,
"description’: "Platform names"
}
}
¥
3. ]
“"type": "object",
“allof": [
{ "$ref": "oic.core-schema.rw.json#/definitions/oic._core'},
{ "$ref": "#/definitions/oic.wk.con.p” }
1.
“required”: ["mnpn"]
}
example: |
{
n": "Nuevo nombre",
“mnpn": [ { "language™: "es", "value®X’'Nuevo nombre de Plataforma Amigable” } ]

0.4.5 Property Definition

Property name Value type Mandatory Access mode Description
mnpn array: see Platform names
schema

value string Platform

mnpn) description in the
indicated
language.

anguage multiple  types: An RFC 5646

mnpn) se€ schema language tag.

0.4.6 CRUDN.behavior
Resource Create Read Update Delete Notify
example/RlatformConfigurationResURI get post

0.5 , \Pevice

54 Introduction

Known resource that is hosted by every Server. Allows for logical device specific information to be
discovered.

D.5.2 Wellknown URI

/oic/d

D.5.3 Resource Type

The resource type (rt) is defined as: oic.wk.d.
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D.5.4 RAML Definition
#%RAML 0.8

title: OIC Root Device
version: v1-20160622

traits:
- interface :
queryParameters:
if:
enum: [ oic.it.r., oic.if.paseline ]
/pic/d:

description: |
Known resource that is hosted by every Server.
Allows for logical device specific information to be discovered.

is : [“interface"]
get:

description: |
Retrieve the information about the Device

responses :
200:

body:
application/json:

schema: |

“$schema': "http://json-schemas.org/draft-04/schema#",
“description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All

ghts reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.d-

-

sthema. json#",
"definitions'": {
"oic.wk.d": {
"type'': "object",
“properties”: {
“div: {
"$ref'':\"olic.types-schema. json#/definitions/uuid",
“readOnly": true,
"description': "Unique identifier for device (UUID)"
T
Tevi {
“type': "string",
"maxLength": 64,
"readOnly': true,

"description”: "The version of the OIC Server"
T,
dmv': {

"type': "string",

"maxLength': 256,

"readOnly': true,

"description': "Spec versions of the Resource and Device Specifications to

which' this device data model is implemented"

¥,
“hdTs {

"type'': "array",

"items" :

{

"type': "object”,
"properties': {
"language': {
"$ref'': "oic.types-schema.json#/definitions/language-tag",
"readOnly": true,
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"description”: "An RFC 5646 language tag."
T
“value: {

"type': “'string”,
"maxLength™: 64,
"readOnly": true,
""description’: "Device description in the indicated language."
}
}

}.

minltemstt - 1,
"readOnly': true,
"description’: "Localized Description.”

T
“sv''s {

"type': "string",

"maxLength™: 64,

"readOnly": true,

"description’: "Software version."
T
“dmn': {

""type'': "array",

"items" :

""type': "object",
"properties': {
"language': {
“"$ref'’: “oic.types-schema.json#/definitions/language-tag",
"readOnly": true,
"description: "An RFC 5646 language tag.'
T

"value': {

""type': "string",

"maxLength™: 64,

"readOnly": true,

"description’: "Manufacturer name in the indicated language."

}
}
}.

"minltems"™ :© 1,

"readOnly': true,

"description': “Manufacturer Name."

T
"“dmno": {

"type': "string",

"maxLength™: 64,

"read@nly': true,

"description’: "Model number as designated by manufacturer."
1.
Tphpd: {

“$ref'': "oic.types-schema.json#/definitions/uuid"”,

"readOnly": true,

"description': "Protocol independent unique identifier for device (UUID)

}
¥

that is immutable.”

}

ype': "object"”,

“allof'": [

{ "$ref": "oic.core-schema. json#/definitions/oic.core'},
{ "$ref": "#/definitions/oic.wk.d" }

}

1

¥

’equired": [ "n™, "di’, "icv", "dmv", "piid" ]

example: |

{
n': "Device 1",
rt't: [oic.wk.d"],
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"di":  "54919CA5-4101-4AE4-595B-353C51AA983C",
"icv'": "ocf.1.0.0",
“dmv'': "ocf.res.1.0.0, ocf.sh.1.0.0",
"piid": "6FOAAC04-2BB0-468D-B57C-16570A26AE48"
}
D.5.5 Property Definition
Property name Value type Mandatory Access mode Description
d alray. see Read ﬁnly L ocalized
schema Description.
value string Read Only Device
Id) descriptiohlin the
indicated
language.
anguage multiple  types: Read Only Am\. RFC 5646
Id) see schema language tag.
piid multiple  types: | yes Read Only Protocol
see schema independent
unique identifier
for device (UUID
that iS
immutable.
di multiple  types: | yes Read Only Unique identifier
see schema for device (UUID
dmno string Read Only Model number as
designated by
manufacturer.
5V string Read Only Software
version.
dmn array: see Read Only Manufacturer
schema Name.
value string Read Only Manufacturer
dmn) name in the
indicated
language.
anguage multiple «.types: Read Only An RFC 5646
dmn) see schema language tag.
dmv string yes Read Only Spec versions of
the Resource
and Device
Specifications tg
which this device
data model ig
implemented
cv string yes Read Only The version of
the OIC Server
.56 CRUDN behavior
Resource Create Read Update Delete Notify
/oic/d get

© ISO/IEC 2018 - All rights reserved

153



https://standardsiso.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

D.6 Maintenance

D.6.1 Introduction

The resource through which a Device is maintained and can be used for diagnostic purposes. fr
(Factory Reset) is a boolean. The value 0 means No action (Default), the value 1 means Start
Factory Reset After factory reset, this value shall be changed back to the default value rb (Reboot)
is a boolean. The value 0 means No action (Default), the value 1 means Start Reboot After Reboot,
this value shall be changed back to the default value

.6.2 Wellknown URI
dic/mnt

= 0

.6.3 Resource Type
he resource type (rt) is defined as: oic.wk.mnt.

.6.4 RAML Definition
4RAML 0.8

tle: Maintenance
brsion: v1-20160622

Faits:
interface-rw :
queryParameters:
if:
enum: [“oic.if.rw'", "oic.if.baseline']

A+ < # O 4 0O

- interface-all
queryParameters:
if:
enum: [“oic.if.rw", "oic.if.r", "oic.if.basel¥ne']

/pic/mnt:

description: |
The resource through which a Device iS{maintained and can be used for diagnostic purposes.
fr (Factory Reset) is a boolean.
The value 0 means No action (Defadlt), the value 1 means Start Factory Reset
After factory reset, this valug shall be changed back to the default value
rb (Reboot) is a boolean.
The value 0 means No acti®q (Default), the value 1 means Start Reboot
After Reboot, this valug~shall be changed back to the default value

get:
is : [Tinterface{ahi™]

description: ]
Retrieve 4fe)maintenance action status

responges\ :
20Q:

body:
application/json:

schema: |

"$schema': "http://json-schemas.org/draft-04/schema#",

"description”™ : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rights reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.mnt-

schema. json#",
"definitions'": {
“oic.wk.mnt: {
"type': "object”,
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"anyOf': [
{"required": ["fr']},
{"required”: ["rb"]}

1.
"properties’: {
"fro{
""type': "boolean",
"description’: "Factory Reset"
¥,
“rb": {
"fy:nn" - _"bhoolecan' -
"description’: "Reboot Action"
b
3
3
T,
"type': "object",
“allof'": [
{ "$ref'': "oic.core-schema.json#/definitions/oic.core"},
{ "$ref': "#/definitions/oic.wk.mnt" }
1
3
example: |
{
g [Toic.wk.mnt™],
“fr': false,
rb*: false
¥

post:
is : ["interface-rw"]

description: |
Set the maintenance action(s)

body :
application/json:
schema: |
{ ]
""$schema™: "http://json=schemas.org/draft-04/schema#",
""description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All right
reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk._mnt-schema.json#",

“definitions" 7 {
"oic.wk.mat'" = {
“typeii object”,
tanyOf: [
£required”: ["fr']},
{“required”: ["rb"]}
1.
“properties”: {
“fr:{
"type': "boolean",
""description’: "Factory Reset"
1.
"rb": {

oY

LE SWT=Y = 1
Cype—— 00T can—
"description’: "Reboot Action"
T
}
}

ype'': "object",

“allof": [
{ "$ref": "oic.core-schema.json#/definitions/oic.core"},
{ "$ref": "#/definitions/oic.wk.mnt" }

]

}
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3
example: |
“fre: false,
rb*: false
b
responses :
200:
body :

application/json:

schema: |

""$schema™: "http://json-schemas.org/draft-04/schema#",

"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
ghts reserved.",

"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/0i¢.wk.mnt-

-

sghema. json#",
“definitions”: {
"oic.wk.mnt'": {
"type': "object",
"anyOf'": [
{"required": ["fr]},
{"required": ["rb"]}

1.
"properties": {
“fro{
"type': "boolean",
"description': "Factory Reset"
T
“rb": {
"type': "boolean”,
"description’: "Reboot Action"
3
3
b
T,
"type': "object",
“allof': [
{ "$ref'': "oic.core-schema.json#/definitions/oic.core"},
{ "$ref": "#/definitions/oic.wk.mnt" }
]
b
example: Jj
fris false,
“rb™: false
¥

0.6.5 Property Definition

Property name Value type Mandatory Access mode Description
fr boolean yes Factory Reset
rb boolean yes Reboot Action
D.6.6 CRUDN behavior
Resource Create Read Update Delete Notify
/oic/mnt get post
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D.7 Platform

D.7.1 Introduction

Known resource that is defines the platform on which an Server is hosted. Allows for platform
specific information to be discovered.

D.7.2 Wellknown URI

/oic/p

0.7.3 Resource Type

Tlhe resource type (rt) is defined as: oic.wk.p.
0.7.4 RAML Definition
#
t
V
t

fRAML 0.8

tle: Platform
brsion: v1-20160622

Faits:
I interface :
gueryParameters:
if:
enum: [oic.if.r", "oic.if.baseline]
/pic/p:

description: |
Known resource that is defines the platform on which aM Server is hosted.
Allows for platform specific information to be disc@veyed.

is : [Tinterface”]
get:

description: |
Retrieve the information about the PlatTorm

responses :
200:

body:
application/json:

schema: |

"$schema’”: "http://json-schemas.org/draft-04/schema#",
"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All

ghts reserved.",
Li1d™: "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.p-

-

sghema. json#'" ;
“definitions'": {
"oic.wk.p": {
""type'': "object",
"properties': {
"piv: {
"$ref': "oic.types-schema.json#/definitions/uuid”,
"I cadCu:y". tl uc,
"description”: "Platform ldentifier as a UUID"
T
“mnmn*: {
"type': "string",
"readOnly": true,
"description': "Manufacturer Name",
"maxLength": 64

}

"’nml": {
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"type': "string”,
"readOnly": true,

"description’: "Manufacturer®s URL",
"maxLength": 256,
"format': "uri"

T,

"mnmo™: {

"type': "string”,
"maxLength: 64,
“readOnly": true,

description: "Model number as desianated by manufacturer™
T ) 4

T
"mndt: {
"$ref’: "oic.types-schema.json#/definitions/date™,
"readOnly": true,
"description’: "Manufacturing Date."
T
"mnpv': {
"type': "string”,
"maxLength: 64,
"readOnly": true,
"description’: "Platform Version"
T
"mnos™: {
""type': "string",
""maxLength": 64,
"readOnly": true,
“description’: "Platform Resident OS Version'"

“"mnhw': {

"type': "string",

""maxLength™: 64,

"readOnly': true,

"description”: "Platform Hardware Version"
T
“mnfv: {

"type': "string”,

"maxLength™: 64,

"readOnly": true,

"description’: "Manufacturer®s firmware version"
¥,
"mnsl™: {

"type': "string”’,

"readOnly"{ true,

"description”: "Manufacturer®s Support Information URL",

"maxLength™: 256,

“format™: "uri"
¥,
nstt

“type'': “'string",

“readOnly": true,

"description: "Reference time for the device as defined in 1SO 8601, wher
bncatenation of~date” and "time" with the "T" as a delimiter between "date” and "time".",
“format': "date-time"

Y

0

T
“vid': {
"type': "string”,
"maxLength': 64,
"readOnly": true,
"description': "Manufacturer®s defined string for the platform. The string
5 freeform and up to the manufacturer on what text to populate it"
3
3

}

ype': "object",

“allof": [

{ "$ref": "oic.core-schema.json#/definitions/oic.core"},
{ "$ref: "#/definitions/oic.wk.p” }

}

1

’equired": [ "pi”, "mnmn™ ]
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}
example: |
{
tpit: ""54919CA5-4101-4AE4-595B-353C51AA983C™,
ret: [oic.wk.p"],
"mnmn*: "Acme, Inc"
}

0.7.5 Property Definition

Property name Value type Mandatory Access mode Description

mnfv string Read Only Manufacturer's
firmware ‘version

vid string Read Only Manufacturer's

defined string for
the platform. The
string is freeform
and up to the
manufacturer on
what text to

populate it

mnmn string yes Read(@nly Manufacturer
Name

mnmo string Read Only Model number as
designated by
manufacturer

mnml string Read Only Manufacturer's
URL

ImNos string Read Only Platform
Resident oS
Version

mndt multiple  types: Read Only Manufacturing

see schema Date.
St string Read Only Reference time

for the device as
defined in ISO
8601, wherg
concatenation of
'date’ and 'time
with the 'T' as 4
delimiter
between 'date
and 'time'.

mnsl string Read Only Manufacturer's
Support
Information URL

mnpv string Read Only Platform Version

I multinle tvn
} FREHHBH Bpes-

see schema Identifier as a
UuID

as: Raad Onlhs Platfaorm
S ~ead Ry =—aHoHR

K
P
(2]

mnhw string Read Only Platform
Hardware
Version
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D.7.6 CRUDN behavior

Resource Create Read Update Delete Notify
/oic/p get
D.8 Ping
D.8.1 Introduction
ThC TrcouuruvT UO;IIU vvh;uh art C:ICIIt Ir\ccpo ItD CUIIIIC\;:;UII \l\l;th arl SCI\ICI abt;VU.
0.8.2 Wellknown URI
/@ic/ping
0.8.3 Resource Type
Tlhe resource type (rt) is defined as: oic.wk.ping.
0.8.4 RAML Definition
#{RAML 0.8
tltle: Ping
version: v1-20160622
tlaits:
- interface :
gueryParameters:
if:
enum: [Toic.if.rw", "oic.if._baseline™]
/pic/ping:
description: |
The resource using which an Client keeps its Qomnection with an Server active.
is : ["interface"]
get:
description: |
Retrieve the ping information
responses :
200:
body:
application/yson«
schema: 4]
{
“$schema': "http://json-schemas.org/draft-04/schema#™,
"“description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rights reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.ping-
sthema. json#",
“definitions": {
"oic.wk.ping": {
“type'': "object”,

"properties™: {
"int: {
“type': "integer",
“readOnly": false,
"description: "Indicates the interval for which connection shall be kept
alive”
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“type'': "object",

“"allof": [
{ "$ref"': "oic.core-schema.json#/definitions/oic.core"},
{ "$ref": "#/definitions/oic.wk._ping"}
1.
“required": [
“in
1
T
example: |
{
“rt": ["oic.wk.ping"],
"n": "Ping Information"”,
‘in": 16
¥

post:

description: |
Update or reset the alive interval

body :
application/json:
schema: |
{ ]
"$schema': "http://json-schemas.org/draft-04/schema#™,
"description” : "Copyright (c) 2016, 2017 Open €onhnéectivity Foundation, Inc. All rightg
regserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.ping-schema. json#'"|

"“definitions'": {
"oic.wk.ping”: {
"type': "object",
“properties”: {
"in": {
“"type': “integer",
"readOnly": false,

"description”: "Indicates the interval for which connection shall be kept
afive'
3
b
b
3, )
“"type'': "object''s
“allof": [
{ "$ref': "oic.core-schema.json#/definitions/oic.core"},
{ "$ref"y "#/definitions/oic.wk.ping"}
1.
"required™ [
iy
]
¥
exavple: |
{
"in": 16
¥
responses :
203:

description: |
Successfully updated & restarted alive interval timer.

body:
application/json:
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schema: |

“$schema': "http://json-schemas.org/draft-04/schema#",
"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rights reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.ping-
schema. json#",
“definitions”: {
“oic.wk.ping”: {
""type': "object”,
“propertiesT: {
"in": {
"type': "integer",
"readOnly": false,

"description: "Indicates the interval for which connection shallpbe“kept
ajive’
¥
¥
}
T,
“type': “object",
“allof": [
{ "$ref": "oic.core-schema.json#/definitions/oic.core"},
{ "$ref": "#/definitions/oic.wk.ping"}
1.
“required": [
“in"
1
¥
example: |
{
*in": 16
¥

0.8.5 Property Definition

Property name Value type Mandatory Access mode Description
n integer Read Write Indicates the
interval for which
connection shal
be kept alive

0.8.6 CRUDN behavior

Resource Create Read Update Delete Notify
oic/ping get post
D.9 Discoverable Resources Baseline Interface

0.9.1 Intreduction

Baselinerepresentation of /oic/res; list of discoverable resources
0.9.2 Wellknown URI

/piclres

D.9.3 Resource Type
The resource type (rt) is defined as: oic.wk.res.

D.9.4 RAML Definition
#%RAML 0.8
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traits:
- interface-11
gueryParameters:
if:
enum: [Toic.if.11"]

- interface-baseline :
queryParameters:
if:
enum: ["oic.if.baseline]

/pic-res-BaselinelnterfaceURI:

description: |
Baseline representation of /oic/res; list of discoverable resources

is : ["interface-baseline™]
get:

description: |
Retrieve the discoverable resource set, baseline interface

responses :
200:

body:
application/json:

schema: |

“"$schema': "http://json-schema.org/draft>v4/schema#",

“description” : "Copyright (c) 2016,~2017 Open Connectivity Foundation, Inc. All
rights reserved.",
"i1d": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.res-

sthema. json#",
“definitions": {
"oic.res-baseline™: {
"type': "object",
"properties": {

“rtt: {
""type': "afrray",
“items” o {
type' - ''string”,
*maxXLength': 64
}.
"minltems" : 1,
“readOnly": true,
*“description': "Resource Type"
T,
ifr {
"type': "array',
"items": {
"type" : "string",
“"enum' : ["oic.if.baseline”, "oic.if.11""]
3

"minltems": 1,

"readOnly': true,

"description': "The interface set supported by this resource"
T,
n':

“type'': “string",

"maxLength': 64,

"readOnly": true,

“description”: "Human friendly name"

T,
“mpro”: {

"readOnly": true,

"description': "Supported messaging protocols",
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"type': "string”,
"maxLength": 64

T,
"links": {
"type'': "array",
“items': {
"$ref’: "oic.oic-link-schema.json#/definitions/oic.oic-link"
3
}
3.
"rnnlnirnrl"- ["rf", "if"’ "Iinlzc"]
3
T
"description”: "The list of resources expressed as OIC links",
"type': "array",
“items": {
"$ref'': "#/definitions/oic.res-baseline”
¥
3
example: |
L
{

“rt": [“oic.wk.res"],
“if"': [Toic.if.baseline”, "oic.if.l11" ],

"links":
L
{
"href": "/humidity",
ret: [“oic.r_humidity"],
"if':  [oic.if.s"],
pt: {"bm": 3},
“eps': [
{"ep": "coaps://[fe80::b1d6}<1111", “pri': 2},
{"ep": "coaps://[fe80::bld6]:1122"},
{"ep'": "coap+tcp://[2001:db8:a::123]:2222", "pri': 3}
1
3
{
"href'": "/temperature",
re't: [‘oic.r.temperature'],
"if':  [oic.if:s"],
"p': {bmt: )33,
"eps": [
{"ep"i\""coaps://[[2001:db8:a: :123] :2222"}
}
1
}
1
0.9.5 Property Definition
Property-name Value type Mandatory Access mode Description
rt array: see | yes Read Only Resource Type
schema
h string Read Only Human friendly
name
links array: see | yes
schema
mpro string Read Only Supported
messaging
protocols
if array: see | yes Read Only The interface set
schema supported by this
resource
164

© ISO/IEC 2018 - All rights reserved



https://standardsiso.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

D.9.6 CRUDN behavior

Resource Create Read Update Delete Notify

loic/res get

D.10 Discoverable Resources Link List interface

D.10.1 Introduction

L.Ill\ :Iot IUHICOCIItat;UII Uf IIU;\aIIIUO; :Iot Uf d;DbUVCIab:C TCOUUTU U O
0.10.2 Wellknown URI
lpicl/res

.10.3 Resource Type
he resource type (rt) is defined as: oic.wk.res.

O
Tl
0.10.4 RAML Definition
#RAML 0.8
t
V
t

tle: Discoverable Resources
Prsion: v1-20160622

Faits:
- interface-11
gueryParameters:
if:
enum: [“oic.if.11'"]
 interface-baseline :
queryParameters:
if:
enum: ["oic.if.baseline']

N

bic-res-I1lInterfaceURI:

description: |
Link list representation of /oic/reg; Fist of discoverable resources

is : [Tinterface-11"]
get:

description: |
Retrieve the discoverapfe resource set, link list interface

responses :
200:

body:
applNCation/json:

schema: |

"$schema': "http://json-schema.org/draft-v4/schema#",

"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rights reserved.',

"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.res-schema-
11_json#",

"description”: "The list of resources expressed as OCF links without di",

"definitions'": {
“oic.res-11": {

"$ref': "oic.oic-link-schema.json#/definitions/oic.oic-link"
3
¥,
"type': "array",
"items”: {
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"$ref'': "#/definitions/oic.res-11"

}
¥
example: |
L
{
“href": "/humidity",
rt' ["oic.r_humidity"],
e Feote—iF-—s"3-
p': {"bm": 3},
"eps": [
{"'ep": "coaps://[fe80::b1d6]:1111", "pri*: 2},
{"ep": "coaps://[fe80::b1ld6]:1122"},
{"ep": "coaps+tcp://[2001:db8:a::123]:2222", "pri': 3}
1
1
{
“href": "/temperature",
rt't: [‘'oic.r.temperature'],
i [Foic.if.s"],
p': {"bm": 3},
"eps": [
{""'ep": "coaps://[[2001:db8:a::123]:2222"}
1
}
1

0.10.5 Property Definition

Property name Value type Mandatory Access mode Description

't array: see | yes Resource Type
schema

di multiple  types: Unique identifier
see schema for device (UUID

itle string A title for the link

relation. Can be
used by the Ul to
provide a context

Eps array: see the Endpoint
schema information of
the target
Resource
pri integer The priority
eps) among multiplg
Endpoints as
specified in
10.2.3
Ep string URI with
eps) Transport

Protocol Suites +
Endpoint Locatof
as specified i

10.2.1
ins multiple  types: The instance
see schema identifier for this

web link in an
array of web links
- used in
collections
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p object: see Specifies the
schema framework

policies on the
Resource

referenced by
the target URI

bm integer yes Specifies the

(9)] framework
policies on_1he
Resource

referenced by
the target URI fof
e.g. ~observable
andidiscoverable

href string yes This is the target
URI, it can be
specified as 4
Relative
Reference of
fully-qualified
URI. Relative
Reference
should be used
along with the d

parameter to

make it unigue.
Fel multiple  types: The relation of
see schema the target UR

referenced by
the link to the

context URI
type array: see A hint at the
schema representation of
the resource

referenced by
the target URI
This represents
the media types
that are used fof
both accepting

and emitting
anchor string This is used to
override the

context URI e.g
override the UR
of the containing

collection
f akray. see | yes The interface se
schema supported by this
resource
D.10.6 CRUDN behavior
Resource Create Read Update Delete Notify
loic/res get
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D.10.7 Referenced JSON schemas
D.10.8 oic.oic-link-schema.json

“"$schema™: *"‘http://json-schema.org/draft-04/schema#",

"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All rights
reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.oic-link-schema.json#",

"definitions": {
oic.oic-link": {
“"type': "object”,
"properties': {
“href": {
"type'': "string",
"maxLength': 256,
“description”: "This is the target URI, it can be specified as a Relative Reference or
il ly-qualified URI. Relative Reference should be used along with the di parameter to\make it
hique.',

T,
"rel": {
"oneOf": [

C =h

“format": "uri

""type': "array",
"items": {
"type': "string",
"maxLength': 64
.
"minltems": 1,
"default": ["hosts']

3.
{

"type": "string",

"maxLength': 64,

"default'": "hosts"
3

1.
“description’: "The relation of the target URI referenced by the link to the context URI"

T,
“revr {
"type': "array",
“items" - {
“type" : "'string",
"maxLength: 64
1,
"minltems" : 1,
"description': "Resource Type"
T,
i {
"type': "apray”,
"items": _{
"type™) : "'string",
“enum” : [Toic.if.baseline”, "oic.if. 11", "oic.if.b", "oic.if.rw", "oic.if.r",
"pic.if.a", "oic=if.s" ]

“minltems™: 1,

“description”: "The interface set supported by this resource"
i
di':
"$ref'': "oic.types-schema.json#/definitions/uuid",
description T umigue Tdentifier for device (UUiD)
"description': "Specifies the framework policies on the Resource referenced by the target

URI™,
“type': "object",
“properties': {
“bm": {
"description': "Specifies the framework policies on the Resource referenced by the
target URI for e.g. observable and discoverable",
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“type': "integer"

}

“required” : ["bm™]
T,
“title: {
"type': "string",
"maxLength': 64,

"description”: "A title for the link relation. Can be used by the Ul to provide a
context™
"anchor': {
"type": "string",
"maxLength': 256,
“description': "This is used to override the context URI e.g. override the URI of the
cpntaining collection”,
"format": "uri"
3.
"ins'": {
"oneOf": [
“type'': "integer",
"description: "An ordinal number that is not repeated - must\be unique in the
cpllection context™
3.
{ ]
"type': "'string”,
“"maxLength": 256,
“format" : "uri",
"description': "Any unique string including a URI"
3.
{
"$ref'': "oic.types-schema.json#/definitions/uuid",
"description”: "Unique identifier (UUID)'
}
1.
"description': "The instance identifier.for this web link in an array of web links - usef
ip collections”
1.
"type": {
type': "array',
"description”: "A hint at the\representation of the resource referenced by the target
URI. This represents the media types\that are used for both accepting and emitting",
"items"” : {
"type': "string",
“"maxLength™: 64
}
“"minltems": 1,
"default": "appMNcation/cbor"
}.
"eps': {
"type': Farray”,
"description: ""the Endpoint information of the target Resource",
“items™y/ {
“type'': "object",
properties': {
“ep: { i
"type': "string",
“format": "uri’,
"description”: "URI with Transport Protocol Suites + Endpoint Locator as specified
ip10.2.1"
}.
“priv: {
"type': "integer",
“minimum": 1,
"description: "The priority among multiple Endpoints as specified in 10.2.3"
¥
¥
}
}
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“required": [ "href", "rt", "if" ]

}
}

“allof': [

"’ype": “object",

{ "$ref": "#/definitions/oic.oic-link" }

1
}

fRAML 0.8

tle: Scene

H s T 0O 4 0O = 0O o4 0O

Faits:
[ interface :

if:

/pceneListResURI :

description:

get:

It—Sctenmes(Top tevetl)

.11.1 Introduction

oplevel Scene resource. This resource is a generic collection resource. The rts value shall.Conta
c.wk.scenecollection resource types.

.11.2  Example URI

bcenelistResURI

.11.3 Resource Type

he resource type (rt) is defined as: oic.wk.scenelist.
.11.4 RAML Definition

Prsion: v1-20160622

queryParameters:

enum: [Toic.if.a", "oic.if. 11", "oic.if.haseline']

Toplevel Scene resource.
This resource is a generic colles®ron resource.
The rts value shall contain oi§. yK.scenecollection resource types.

description:
Provides the currggt™ist of web links pointing to scenes

>

responses :
200:
body
applrcation/json:
schema: |
{ i
"$schema™: "http://json-schema.org/draft-04/schema#",
“description’” - ‘"Copyright (c) 2016 Open Connectivity Foundation., Inc. All rights
reserved.",

"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.collection-

schema. json#",

“title”: "Collection",
“definitions": {
"oic.collection.setoflinks": {
"description”: "A set (array) of simple or individual OIC Links. In

addition to properties required for an OIC Link, the identifier for that link in this set is also

required",

“type”: “array”,
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“items': {
"$ref'': "oic.oic-link-schema.json#/definitions/oic.oic-link"
3

"oic.collection.alllinks": {
"description™: "All forms of links in a collection”,
"oneOf"": [

“$ref': "#/definitions/oic.collection.setoflinks"

}

3
T
"oic.collection”: {
“type': “object”,
"description': "A collection is a set (array) of tagged-link or set
(prray) of simple links along with additional properties to describe the collection itselT’;

"properties': {

“id": {
"anyOf': [
{ ]
"type': "integer",
"description: "A number that is unique to that
cpllection; like an ordinal number that is not repeated"
3
{ ]
""type': "string",
"description: "A unique S&tring that could be a hash or
similarly unique"
1.
{
“$ref'': "oic.typeszschema.json#/definitions/uuid”,
"description': YA _unique string that could be a UUIDv4"
}
1.
"description': "ID~For the collection. Can be an value that is
upique to the use context or a UUIDv4"
}.
“div: {
“$ref'’: “oig types-schema.json#/definitions/uuid”,
"description’: "The device ID which is an UUIDv4 string; used fo
bfackward compatibility with Spec A definition of /oic/res"
T
“res g
$nef'’: "oic.core-
sthema. json#/definitions/oic.core/properties/rt",
"description': "Defines the list of allowable resource types (fo

-

Target and anchors) in links~included in the collection; new links being created can only be from
this list” ¥,
“drel™: {
“type'': "'string",
"description’: "When specified this is the default relationship
tp use when an OIC-LiK does not specify an explicit relationship with *rel* parameter"
“links": {
"$ref'': "#/definitions/oic.collection.alllinks"
}
}
3
T
"type'': "object",
"allOof'': [
{"$ref": "oic.core-schema.json#/definitions/oic.core'"},
{"$ref": "#/definitions/oic.collection"}
1
3
example: |
{
trett: [‘'oic.wk.scenelist],
n': "list of scene Collections",
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"rts': [‘'oic.wk.scenecollection™],
"links": [
1
3
D.11.5 Property Definition
Property name Value type Mandatory Access mode Description
drel string When specified
t:l;b ib t:IC u'cfau:
relationship , “to
use when amOIGC
Link does, not
specify an
explicit
relationship with
frel* parameter
inks multiple  types:
see schema
d multiple  types: ID for the
see schema collection. Can
be an value that
is unique to the
use context or a
uuiDv4
Fts multiple  types: Defines the list of
see schema allowable
resource types
(for Target and
anchors) in linkg
included in the
collection; new
links being
created can only
be from this list
di multiple  types: The device ID
see schema which is an
UulDv4  string
used for
backward
compatibility with
Spec A definition
of /oic/res
0.11.6 CRUDN behavior
Resource Create Read Update Delete Notify
ScenelistResURI get
0D.12 Scene Collections

D.12.1

Introduction

Collection that models a set of Scenes. This resource is a generic collection resource with
additional parameters. The rts value shall contain oic.scenemember resource types. The additional

p

is the list of available scenes

arameters are

lastScene, this is the scene value last set by any OCF Client sceneValues, this
lastScene shall be listed in sceneValues.
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D.12.2 Example URI

/SceneCollectionResURI

D.12.3 Resource Type

The resource type (rt) is defined as: oic.wk.scenecollection.

D.12.4 RAML Definition
#%RAML 0.8

thtle: Scene
Vversion: v1-20160622

tlraits:
I interface :
queryParameters:
if:
enum: [Toic.if.a", "oic.if. 11", "oic.if.baseline']

/pceneCollectionResURI :

description: |

Collection that models a set of Scenes.

This resource is a generic collection resource with additional pgramgters.

The rts value shall contain oic.scenemember resource types.

The additional parameters are
lastScene, this is the scene value last set by any OCF Clgent
sceneValues, this is the list of available scenes
lastScene shall be listed in sceneValues.

get:

description: |
Provides the current list of web links pointiQg to scenes

responses :
200:

body:
application/json:

schema: |

“$schema': "htEp>//json-schema.org/draft-04/schema#™,

“description’ )" "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rights reserved.",

"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.sceneCollection-
sthema. json#",

“title?” : "Scene Collection",

“definitions'": {
Yoic.sceneCollection™: {
""type'': "object",
"properties': {
"lastScene': {
"type": "string",
"description': "Last selected Scene, shall be part of sceneValues"

"sceneValues': {
Ytypet——"stringYs
“readOnly": true,
"description’: "All available scene values"

O
“type'': "'string",
"description”: "Used to name the Scene collection”

"id: {
""type': "string",
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“description” : "A unique string that could be a hash or
similarly unique”
T
"rts': {
"$ref'': "oic.core-schema.json#/definitions/oic.core/properties/rt”,
"description: "Defines the list of allowable resource types in links
included in the collection; new links being created can only be from this list"
T,
"links": {
""type'': "array",
"rln¢r\ri:nfinn"- "Arr::y of 0I1C web links that are reforence from this
cpllection”,
"items" : {
“allof': [
{ "$ref": "oic.oic-link-schema.json#/definitions/oic.oic-link" 3},
{ "required” : [ "ins" ] }
]
¥
3
}-
"required": [ "lastScene","sceneValues", " rts","id" ]
3
T
"type': "object",
“allof" : [
{ "$ref": "oic.core-schema.json#/definitions/oic.core" },
{ "$ref": "#/definitions/oic.sceneCollection” }
]
T
example: |
{
"lastScene': "off",
"'sceneValues': "off,Reading,TVWatehing",
rt't: ["oic.wk.scenecolleetion],
n': "My Scenes for my/living room",
id": "'0685B960-736F=46F7-BECO-9E6CBD671ADC1",
rts': ["oic.wk.scenemember],
“links": [
1
}

post:

description: |
Provides the action to~hange the last set scene selection.
Calling this methgd ‘skall update all scene members to the prescribed membervalue.
When this method(is) called with the same value as the current lastScene value

then all sceng@nbers shall be updated.

body:
applicatyon/json:

scfieénpa: |

""$schema': "http://json-schema.org/draft-04/schema#",

"description”™ : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All rightg
reserved.",

"1d™: "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.sceneCollection-
schema. json#",

"title" : "Scene Collection,

“definitions": {
"oic.sceneCollection”: {
"type': "object",
“properties”: {
"lastScene': {
"type': "string",
"description”: "Last selected Scene, shall be part of sceneValues"
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""sceneValues': {
""type': "string",
“readOnly": true,

"description’: "All available scene values”
T
"n": {
"type': “'string”,
"description”: "Used to name the Scene collection”
}-
tidr: £
"type': "string”,
""description™ : "A unique string that could be a hash or
similarly unique™
"rts': {
“$ref’: "oic.core-schema.json#/definitions/oic.core/properties/rt’;
"description': "Defines the list of allowable resource types in_Finks included
ip the collection; new links being created can only be from this list"
T
“links": {
"type'': “array",
"description”: "Array of OIC web links that are referencé from this
cpllection”,
"items" - {
“allof"': [
{ "$ref': "oic.oic-link-schema.json#/definitions/oic.oic-link" },
{ "required"” : [ "ins" ] }
1
}
¥
T,
“required”: [ "lastScene" ]
}
1.
"type'': "object",
"allof" : [
{ "$ref': "oic.core-schema.json#/definitions/oic.core™ },
{ "$ref": "#/definitions/oicgssceneCollection” }
]
}
example: |
"lastScene': "Reading"
}
responses :
200:

descripfyon: |
Indig@tes that the value is changed.
Theythanged properties are provided in the response.

Pedy :
application/json:

schema: |

"$schema': "http://json-schema.org/draft-04/schema#"

"description”™ : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rights reserved.",

"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.sceneCollection-
schema. json#",

"title" : "Scene Collection™,

“definitions": {
"oic.sceneCollection”: {
“"type': "object”,
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“properties': {
"lastScene": {
type': "'string”,
"description’: "Last selected Scene, shall be part of sceneValues"
T
""sceneValues": {
""type': "string",
"readOnly': true,

"description: "All available scene values"
T
s f
""type': “'string",
"description”: "Used to name the Scene collection”
T,
“idT: {
“type'': “'string”,
"description”™ : "A unique string that could be aChash or
similarly unique”
T,
"rts': {
"$ref’: "oic.core-schema.json#/definitions/oic.core/properties/rt”,
"description’: "Defines the list of allowable resource_types in links
ipcluded in the collection; new links being created can only be from this list"
T
"links": {
""type'': "array",
"description”: "Array of OIC web links that%are reference from this
cpllection”,
“items” : {
“"allOof": [
{ "$ref": "oic.oic-link-schema.json#/definitions/oic.oic-link™ },
{ "required” : [ "ins" ] }
]
}
¥
T,
"required": [ "lastScene" ]
}
1.
""type'': "object",
“allof” - [
{ "$ref": "oic.coresschema.json#/definitions/oic.core" },
{ "$ref": "#/definitions/oic.sceneCollection” }
]
}
example: |
"lastScene': ""Reading”
}

0.12.5 Property Definition

Propertysname Value type Mandatory Access mode Description
astSeene string yes Last selected
Scene, shall bg
part of
sceneValues
links array: see Array of OIC web
schema links that are
reference  from
this collection
sceneValues string yes Read Only All available
scene values
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n string Used to name
the Scene
collection

rts multiple  types: | yes Defines the list of

see schema allowable

resource types in
links included in
the collection;
new 1inks Deln
created can pnly
be from this list

d string yes A unique 'string
that gould be 3
hash, er similarly
unigue

0.12.6 CRUDN behavior

Resource Create Read Update Delete Notify

SceneCollectionResURI get post

0.13 Scene Member

.13.1 Introduction

()

ollection that models a scene member.
.13.2 Example URI
$ceneMemberResURI

a0 O

.13.3 Resource Type

he resource type (rt) is defined as: oic.wk.scenemember.
.13.4 RAML Definition

6RAML 0-8

tle: Scene
prsion: v1-20160622

A <~ 3 O - 0O

Faits:
I interface :
queryParameters:
if:
enum: [Toic. iR ", "oic.if. 11", "oic.if.baseline"]

N

EceneMemberResUR |2

descriptionsy
Collec&oh that models a scene member.

gety

eescription: |

Deanszdac 0 <. na v mhay

responses :
200:

body :
application/json:

schema: |
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{
"$schema': "http://json-schema.org/draft-04/schema#",
"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rights reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.sceneMember-
schema. json#",
"title" : "Scene Member',

“definitions": {
""oic.sceneMember™: {
""type'': "object",

"prnpnrfinq"- {

"n": {
"type': "string"”,
"description”: "Used to name the Scene collection”

T,

“idT: {
"type': "string",
"description: "Can be an value that is unique to the use context or a

upibv4*

¥,

"'SceneMappings"” : {
""type'': "array",
"description': "array of mappings per scene, can hell",
"items': {

""type': "object",
"properties': {

"scene'": {

""type': "string",

"description’: "Specifies a scefie value that will acted upon*
T
"memberProperty': {

""type': ‘''string",

"readOnly": true,

"description™: "property“name that will be mapped”

¥,
“"memberValue': {
“type'': "'string"
"readOnly": true,
"descriptionii V'value of the Member Property"

}

equired"” N[ ""'scene', "memberProperty", "memberValue" ]

2
}
3

“link": _{
"typeisM'string”,
"description”: "web link that points at a resource",
"$ref': "oic.oic-link-schema.json#/definitions/oic.oic-link"
X
¥
“required”: [ "link™ ]
¥+
I

"type': "object",

“allof” - [
{ "$ref"": "oic.core-schema.json#/definitions/oic.core" },
{ "$ref': "#/definitions/oic.sceneMember™ }

1

T

example: |

{

"rt": ["oic.wk.scenemember'],
"id": ""0685B960-FFFF-46F7-BEC0-9E6234671ADC1",
n": "my binary switch (for light bulb) mappings",

“link": {
“href: "binarySwitch",
rt't: [oic.r.switch.binary'],
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i [‘oic.if.a", "oic.if._baseline"],
“eps": [
{"ep": "coap://[fe80::b1d6]:1111", "pri":
{""ep": "coaps://[fe80::b1d6]:1122"},
{"ep": "coap+tcp://[2001:db8:a::123]:2222", *"pri': 3}
1
T,
"'sceneMappings': [
"'scene': "off",
"mnmhnrDrn:nnrfy"- "\l::lnn",
"memberValue': true
3
{
"'scene'': “"Reading",
"memberProperty': ‘'value",
"memberValue': false
3.
{
"'scene': "TVWatching",
"memberProperty': "value",
"memberValue': true
}
1
¥
0.13.5 Property Definition
Property name Value type Mandatory Access mode Description
SceneMappings array: see array of
schema mappings pef
scene, can be 1
memberValue string yes Read Only value of the
SceneMappings) Member Propertyf
memberProperty | string yes Read Only property name
SceneMappings) that  will be
mapped
scene string yes Specifies a
SceneMappings) scene value that
will acted upon
ink string yes web link that
points at a
resource
d string Can be an valug
that is unique tg
the use context
or a UUIiDv4
h string Used to namg
the Scene
collection
0.13,6,~CRUDN behavior
Resource Create Read Update Delete Notify
/SceneMemberResuRI get

D.14 Resource directory resource

D.14.1

Resource to be exposed by any Device that can act as a Resource Directory. 1) Provides selector
criteria (e.qg., integer) with GET request 2) Publish or Update a Link in /oic/res with POST request
3) Delete a Link in /oic/res with DELETE request

Introduction
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D.14.2 Wellknown URI

/oic/rd

D.14.3 Resource Type

The resource type (rt) is defined as: oic.wk.rd.

D.14.4 RAML Definition
#%RAML 0.8

version: v1-20160622

tlaits: Q
- rddelete-di : o(ll
queryParameters:

thtle: Resource Directory (z)

4

-

di:
description: This is used to determine which set of links to operata on. Né;a
thentication to ensure that there is no spoofing). If instance is ommitted the <§De entire set o
nks from this device ID is deleted EE)
ample: DELETE /oic/rd?di="0685B960-736F-46F7-BECO-9E6CBD671ADC1""

[T] == Q)

- rddelete-ins : O\
queryParameters: CED
ins: g:\
description: Instance of the link to delete ()
hlue of parameter is a string where instance to be deleted are{?omma separated
ample: DELETE /oic/rd?di:"06858960—736F—46F7—BECO—QEGCBD671<E§ 5 ins=""20"

m <

- rdgetinterface : 0\\

queryParameters: $\
if: %
enum: [“oic.if.baseline'] QS>
description: Interface is optional sincexthere is only one interface supported for the

bsource Type . Qb
bth for RD selectin and for publish. \)

ample: GET /oic/rd?if=oic.if.baseline ()
b\

M W O

I rdpostinterface : . (:#
queryParameters: O\

rt: .
enum: ["oic.wk.rdpub’
description: Used i

ample: POST /oic/rd?rt=

(:>.
bic/rd: %\

description:
ResourEEQéN e exposed by any Device that can act as a Resource Directory.

.

T request to ask the RD to add the Links in payload to /oic/res.
-rdpub

m

N

1) Proya«g¢s selector criteria (e.g., integer) with GET request
2) Pu h or Update a Link in /oic/res with POST request
3)<%~ e a Link in /oic/res with DELETE request

devr

description: |
Get the attributes of the Resource Directory for selection purposes.

is : ["rdgetinterface™]
responses :
200:

description: |
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Respond with the selector criteria - either the set of attributes or the bias factor
body :
application/json:

schema: |

""$schema™: "http://json-schema.org/draft-04/schema#",

"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rights reserved.",

“id": "http://www._openconnectivity.org/ocf-apis/core/schemas/oic.rd.selection-
sghema. json#"",

“title” : "RD Selection”,

“definitions": {
"oic.rd.attributes”: {
"type': "object”,
"oneOf"": [

“properties': {
"sel": {
"type': "integer",
"minimum': O,
"maximum™: 100,
"description”: "A bias factor calculated by (the' Resource directory -

the value is in the range of O to 100 - O implies that RD is not to heé.selected. Client chooses RD
wlith highest bias factor or randomly between RDs that have same bias factor™
}
3.
“required": [“sel']
3
{
"properties": {
"sel": {
"description: "Selection(Criteria that a device wanting to publish to

QD

hy RD can use to choose this Resource Directory over ‘*others that are discovered",
"type': "object”,
"properties’: {
“pwrt: {
“type': “string”,
"enum': [xMac'", "batt', '"safe" ],
""description”: "A hint about how the RD is powered. If AC then thi
5 stronger than battery powered. If:source is reliable (safe) then appropriate mechanism for
managing power failure exists"

or

}.
"“conn': {
“type': "string",
“enum: [ "wrd", "wrls" ],
"description”: "A hint about the networking connectivity of the RD
*wrd* if wired connectedvsand *wrls* if wireless connected."
3.
“bw': {
"type': "string",
"description”: "Qualitative bandwidth of the connection”,
“"enum': [ "high™, "low", "lossy" ]
T,
"mfrs
""type': "integer",
"description’: "Memory factor - Ratio of available memory to total
memotry, expressed as a percentage"
3,
foad™— X
"type'': “array",
"items": {
""type': "number"

"minltems": 3,

"maxltems': 3,

"description’: "Current load capacity of the RD. Expressed as a
load factor 3-tuple (upto two decimal points each). Load factor is based on request processed in a
1 minute, 5 minute window and 15 minute window"
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}
b
3
"required”: ["sel']
3
1
3
T
"type': "object",
LY 1 Ta¥ 1SN &
{ "$ref"": "oic.core-schema.json#/definitions/oic.core" },
{ "$ref": "#/definitions/oic.rd.attributes” }
1
3
example: |
“rt: [foic.wk.rd"],
“if": ["oic.if.baseline"],
“sel'": 50
¥

post:

description: |
Publish the resource information for the first time or Updat&Jthe existing one in /oic/res.
Appropriates parts of the information, i.e., Links of theMublished Resources will be
scovered through /oic/res.

1) When a Device first publishes a Link, the request Pgyload to RD may include the Links
thout "ins" Parameter.

2) Upon granting the request, the RD assigns a ung&yye instance value identifying the Link
nong all the Links it advertises

and sends back the instance value in "ins'\@drameter in the Link to the publishing Device
3) When later the publishing Device updates the existing Link, i.e., changing its Endpoint
hformation,

the request payload to RD needs to indfude the instance value in "ins" Parameter to
entify the Link to update.

o

=

QD

is : ["rdpostinterface™]

body:
application/json:

schema: |

“"$schema": "http:7/json-schema.org/draft-04/schema#",
"descriptioni: *Copyright (c) 2016,2017 Open Connectivity Foundation, Inc. All rights

-

pserved. ™,
"i1d": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.rd.publish-
sghema. json#"",
“titleY'T "RD Publish & Update",
“déefinitions”: {
“oic.rd.publish”: {

"description: "Publishes resources as OIC Links into the resource directory",
"properties': {
“div: {
"$ref'': "oic.types-schema.json#/definitions/uuid”,
"description”: "A unique identifier for the publishing Device, i.e., its device¢
1B~
T,
“links": {
"$ref: "oic.collection-schema.json#/definitions/oic.collection.setoflinks"
T,
el {
"type': "integer",
"description”: "Time to indicate a RD, how long to keep this published item.

After this time (in seconds) elapses, the RD invalidates the links. To keep link alive the
publishing device updates the ttl using the update schema

}
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¥
}
T,
“type'': "object",
“allof': [
"$ref": "oic.core-schema.json#/definitions/oic.core"
3.
{
"$ref"’: "#/definitions/oic.rd.publish”
Y
1.
“required": [
“div,
"links",
el
1
¥
example: |
"di": "e6lc3e6b-9c54-4b81-8ce5-19039¢c1d04d9",
“links": [
{
"anchor": "ocf://e61c3e6b-9c54-4b81-8ce5-9039¢c1d04d9:,
“href": "'/myLightSwitch”,
rt't: [oic.r.switch.binary"],
I [oic.if.a", "oic.if.baseline"],
pt: {"bm": 3},
“eps": [
{""ep": "coaps://[2001:db8:a::b1d6]:1111!", "pri‘: 2},
{"ep": "coaps://[2001:db8:a::b1d6]:4122"},
{"ep": "coaps+tcp://[2001:db8:a::123}:2222", "pri': 3}
]
1
{
**anchor™: "ocf://e61c3e6b-9c5444b81-8ce5-9039¢c1d04d9™”,
“href': "'/myLightBrightness®,
rt't: ['oic.r.brightness'],
B [oic.if.a", "orclif.baseline™],
pt: {"bm": 3},
“eps": [
{"ep": "coaps://[[2001:db8:a::123]:2222"}
]
}
1.
“tel': 600
}
responses :
200:
descriwftion: |
RBesgond with the same schema as publish but, when a Link is first published,
with the additional "ins'" Parameter in the Link.
+his value is used by the receiver to manage that OCF Link instance.
body:
nppl it‘:fir\n/jenn'

schema: |

“"$schema™: "http://json-schema.org/draft-04/schema#",

"description’: "Copyright (c) 2016,2017 Open Connectivity Foundation, Inc. All
rights reserved.",

"i1d": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.rd.publish-
schema. json#",

“title": "RD Publish & Update",

“definitions": {
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"oic.rd.publish™: {

"description': "Publishes resources as OIC Links into the resource directory",
"properties': {
“dit: {

"$ref'': "oic.types-schema.json#/definitions/uuid"”,

"description™: A unique identifier for the publishing Device, i.e., its
device ID"

T,
"links": {

"$ref’: "oic.collection-schema.json#/definitions/oic.collection.setoflinks"

hY
el {

""type': "integer",

"description™: "Time to indicate a RD, how long to keep this publishéed
igem. After this time (in seconds) elapses, the RD invalidates the links. To keep link alive the
pbblishing device updates the ttl using the update schema™

¥
3
3
T
“type': "object",
“allof': [
“$ref’: “oic.core-schema.json#/definitions/oic.core"
1.
{
“$ref'': "#/definitions/oic.rd.publish"
3
1.
“required": [
“di',
"links",
el
1
3
example: |
{
"di": "e6lc3e6b-9c54-4b81-8ce5-19039c1d04d9",
“links": [
"anchor': "ocf://eb1c3e6b-9c54-4b81-8ce5-9039¢c1d04d9™",
“href': “/myLightSwitch™,
re't: ["oic.r.switch.binary'],
| [Teic.if.a", "oic.if.baseline™],
"p': £om": 3},
"eps" [

{"ep"': "coaps://[2001:db8:a::b1d6]:1111", "pri‘: 2},

{i'ep"': "coaps://[2001:db8:a::bl1d6]:1122"},

{"ep": "coaps+tcp://[2001:db8:a::123]:2222", *"pri': 3}

1
ins': ''11235"
3,
{
"anchor™: "ocf://e61c3e6b-9c54-4b81-8ce5-19039c1d04d9™,
“href': "/myLightBrightness",
re': ["oic.r.brightness'],
i [‘oic.if.a", "oic.if._baseline™],
pt: {"bm"™: 3},
“eps”: [
{"ep": "coaps://[2001:db8:a::123]:2222"}
"ins': ''112358"
by
1,
| 600
b

delete:
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description: |
Delete a particular OIC Link - the link may be a simple link or a link In a tagged set.

is : ["rddelete-di", "rddelete-ins"]
responses :
200:

description: |
The delete succeeded

0.14.5 Property Definition

Property name Value type Mandatory Access mode Descriptioh
el object: see | yes Selection. criterig
schema that, “(a device
wanting to

publish to any
RD can use tg
choose this
Resource

Directory ovel
others that arg

discovered
nf integer Memory factor -
sel) Ratio of available
memory to tota
memory
expressed as 4
percentage
oad array: see Current load
sel) schema capacity of thg

RD. Expressed
as a load factod
3-tuple (upto twg
decimal  pointg

each). Load
factor is based
on request

processed in a 1
minute, 5 minute
window and 15
minute window

bw string Qualitative

sel) bandwidth of the
connection

pwr string A hint about how

sel) the RD iS

powered. If AG
then this iS
stronger than
battery powered.
If  source is
reliable (safe)
then appropriate
mechanism  for
managing power
failure exists

185

© ISO/IEC 2018 - All rights reserved



https://standardsiso.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

conn string A hint about the
(sel) networking

connectivity  of
the RD. *wrd* if
wired connected
and *wrls* if

wireless
connected.
0.14.6 CRUDN behavior
Resource Create Read Update Delete Notify
oic/rd get post delete
.15 Icon
0.15.1 Introduction
Tlhis resource describes the attributes associated with an Icon.
0.15.2 Example URI
/lconResURI
0.15.3 Resource Type
Tlhe resource type (rt) is defined as: oic.r.icon.
0.15.4 RAML Definition
#PRAML 0.8
tjtle: OIClIcon
version: v1.1.0-20161107
tlaits:
- interface :
queryParameters:
if:
enum: [“oic.if.r", "oic.if.basglihe']
/JconResURI :
description: |
This resource describes (The attributes associated with an Icon.
is : ["interface"]
get:
description A
Retrievegy®)e current icon properties.
respop&es’ -
200
body:
application/json:
schema: |
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.r.icon.json#",
“$schema': "http://json-schema.org/draft-04/schema#",
“description” : "Copyright (c) 2017 Open Connectivity Foundation, Inc. All rights
reserved.",
"title": "lcon",

"definitions'": {
"oic.r.icon": {
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“properties': {
"mimetype": {
"type': "string",
"maxLength": 64,
"readOnly": true,
"description': "Specifies the format of the MIME Type"

}.

"width": {
"type': "integer",
"minimum': 1,

"rn::rl{'\nly" —true,

"description’: "Specifies the width in pixels”
¥,
"height": {

"type': “integer",

“minimum™: 1,

"readOnly": true,

"description': "Specifies the height in pixels"”
T,
"media": {

"type': "string",

"maxLength": 256,

"format" : "uri”,

"readOnly": true,

"description’: "Specifies the media URL to icon™

}
¥

3
}.
“"type": "object",
“allof": [

{ "$ref": "oic.core-schema.json#/definitions/oic.core"},

{ "$ref": "#/definitions/oic.r.icon"}

1

"’equired": [“mimetype","width","height’’, "media’"]
}

example: |

{

"rt": ["oic.r.icon"],

“id": "unique_example_id“y

“"mimetype': ""image/png.;

“"width": 256,

"height': 256,

"media: "http://Findbetter.ru/public/uploads/1481662800/2043.png""

3
0.15.5 Property Definition

Property name Value type Mandatory Access mode Description

mimetype string yes Read Only Specifies the
format of the
MIME Type

width integer yes Read Only Specifies the
width in pixels

media string yes Read Only Specifies the
media URL to
icon

height integer yes Read Only Specifies the
height in pixels

D.15.6 CRUDN behavior

Resource Create Read Update Delete Notify

/lconResURI get
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D.16 Introspection Resource

D.16.1 Introduction

This resource provides the means to get the device introspection data specifiying all the endpoints
of the device. The url hosted by this resource is either a local or an external url.

D.16.2 Example URI
/IntrospectionResURI

.16.3 Resource Type
he resource type (rt) is defined as: oic.wk.introspection.
.16.4 RAML Definition

fRAML 0.8

tle: OICIntrospection
Prsion: v1.0.0-20160707

R v = )

Faits:
- interface :
gueryParameters:
if:
enum: [Yoic.if.r", "oic.if.baseline"]

/introspectionResURI :

description: |

This resource provides the means to get the device intQspection data specifiying all the
hdpoints of the device.
The url hosted by this resource is either a local gQr“an external url.

D

is : [“interface"]

get:
responses :

200:

body :
application/json:

schema: |

"id": "httpi//www.openconnectivity.org/ocf-
apis/core/schemas/oic.wk. introspectioninfo. json#",
“'$schema’: *http://json-schema.org/draft-04/schema#",
“description” : "Copyright (c) 2017 Open Interconnect Consortium, Inc. All rights
reserved.",
“title": "introspection resource",
C“definitions”: {
"oic.wk.introspectioninfo™: {
""type': "object",
"properties': {

“urlInfo™: {
"type'': “array",
"description”: "The valid range for the value Property",

"readOnly": true,
LU o r-L L 1
"items": {
"type'" : "object”,
"properties': {
“url: {
"type'': “'string",
“format'": "uri”,
“description” : "url to download the description”

}

rotocol™: {
"type': "string",
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“enum': [ "coap', '"coaps', "http', "https', "coap+tcp",
"'coaps+tcp” ],
"description” : "protocol to be used to download the introspection"

}

ontent-type": {
“type'': “string”,
"enum": [ "application/json', "application/cbor" ],

“"default" : "application/cbor",
"description”™ : "content-type of the introspection data"
'}:\'/nreinn"- {
“type': "integer",
“enum™: [ 1 1],
“default™ : 1,
“description” : "version the introspection data that can be
dpwnloaded"
3
";equired" : [ "url”,"protocol']
3
¥
¥,
"required” : [“"urllnfo™]
¥
"iype": "object",
“allof": [
{"$ref": "#/definitions/oic.wk. introspectioninfol},
{"$ref"": "oic.core-schema.json#/definitions/oi¢.core'}
]
}
example: |
"rt" : [“oic.wk.introspection"],
“urlInfo" : [
{
"'content-type' : "application/cbor",
"protocol" : "coap",
"url™ - "coap://[fe80::1]:1234/IntrospectionExampleURI™
}
]
}
0.16.5 Property Definition
Property name Value type Mandatory Access mode Description
urlinfo acray: see | yes Read Only The valid range
schema for the value
Property
url string yes url to download
urlinfo) the description
content-type string content-type  of
urlinfo) the introspection
data
Version integer version the
urtimnfo) TtroSpection
data that can be
downloaded
protocol string yes protocol to be
(urlinfo) used to
download the
introspection
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D.16.6 CRUDN behavior

Resource Create Read Update Delete Notify

/IntrospectionResURI get
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Annex E
(informative)

Swagger2.0 definitions

E_1 lcan

H.1.1 Introduction

This resource describes the attributes associated with an Icom.
Retrieves the current icon properties.

H.1.2 Example URI
/lconResURI
1.3 Resource Type

E
Tlhe resource type (rt) is defined as: ['oic.r.icon’].
H1.4 Swagger2.0 Definition

{

"'swagger': "'2.0",
"info": {
“title”: "lcon",
version': "v1.1.0-20161107",
"license": {
"name': "‘copyright 2016-2017 Open Connectivity Feundation, Inc. All rights reserved.",
"x-description: "Redistribution and use in seurce and binary forms, with or without
bdification, are permitted provided that the following conditions are met:\n 1.
bdistributions of source code must retain the above copyright notice, this list of conditions and
he following disclaimer.\n 2. Redistributions in binary form must reproduce the above
bpyright notice, this list of conditions and-the following disclaimer in the documentation and/or
Fher materials provided with the distribu€ion.\n\n THIS SOFTWARE IS PROVIDED BY THE Open
bnnectivity Foundation, INC. \"AS IS\'. AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
MITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE OR
A\RRANTIES OF NON-INFRINGEMENT, ARE~DISCLAIMED.\n IN NO EVENT SHALL THE Open Connectivity
pundation, INC. OR CONTRIBUTORS BE_LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOOD:
R SERVICES; LOSS OF USE, DATA,.\OR PROFITS; OR BUSINESS INTERRUPTION)\n HOWEVER CAUSED AND
ANY THEORY OF LIABILITY, (WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE O
THERWISE) ARISING IN ANY (WAY-OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
F SUCH DAMAGE.\n"
}
}.
"'schemes": ["'http™]
"consumes': [“‘application/json"],
“"produces': {*application/json"],
"paths": {
"“/1conResURI™ : {
"getly {
‘description’: "This resource describes the attributes associated with an Icon.\nRetrieves
the current icon properties.\n",
"parameters': [
.

o7

QOO0OO0OMM=r-0O0O00mx3
AT

+=
"responses': {
*200": {
"description” : "',
""x-example':

“rt": [“"oic.r.icon"],
"id": "unique_example_id",
“"mimetype': "image/png",
“width": 256,

"height': 256,
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“media: "http://findbetter.ru/public/uploads/1481662800/2043.png"
}

"schema": { "$ref": "#/definitions/lIcon" }
}
}
}
}
T
“parameters: {
interface - {
"in" : "query",
“name' : "if",
“type' : “'string”,
“enum' : [Moic.if.r", "oic.if.baseline']
}
T
"definitions": {
“lcon" : {
"properties': {
“mimetype" :

"description': "The Media Type of the icon",
"maxLength: 64,

"readOnly": true,

"type'': "string"

e

"description': "Resource Type of the Resource",
"items": {

“"maxLength™: 64,

"type': "string"”

"minltems": 1,
"readOnly': true,
“type™: “array"

“"media" :

"description': "Specifies _the/URI to the icon",
"format": "uri”,
"maxLength': 256,
“readOnly": true,
"type': "string"

"description™: "Friendly name of the resource",
“"maxLength”: 64,
“readOnly'': true,
"typel's "string"”
3,

“wrdth™
"description: "The width in pixels",
"minimum’: 1,
“readOnly": true,
"type': "integer"

"height" :
“description”: "The height in pixels",
“minimum™: 1,
"readOnly™: true,
"type': "integer"
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"description': "Instance ID of this specific resource",
"maxLength: 64,
"readOnly": true,
"type'': "string"
3

T =L

{

"description': "The interface set supported by this resource",
“items”: {
“enum': [
“oic.if.baseline",
“oic.if. 11",
"oic.if.b",
“oic.if.1b",
“oic.if.rw",
“"oic.if.r,
“oic.if.a",
"oic.if.s"
1, _
"type': "'string"
T

inltems": 1,
"readOnly": true,
“type': "array"

"reéuired": ["'mimetype™, "width", "height”, "medial}

}
}
}
H.1.5 Property Definition

Property name Value type Mandatory Access mode Description

width integer yes Read Only Specifies the
width in pixels

It array: see Read Only Resource Type

schema

d string Read Only Instance ID of
this specifid
resource

height integer yes Read Only Specifies the
height in pixels

mimetype string yes Read Only Specifies the
format of the
MIME Type

N string Read Only Friendly name of
the resource

f array: see Read Only The interface sef

schema supported by thig

resSource

media string yes Read Only Specifies the
media URL to
icon

E.1.6 CRUDN behavior

Resource Create Read Update Delete Notify

/lconResURI get
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E.2 Introspection Resource

E.2.1 Introduction

This resource provides the means to get the device introspection data specifiying all the endpoints
of the device.
The url hosted by this resource is either a local or an external url.

| eullie Ns ] | 1 L1l
I_I.L.L CAAITPTCTOTRT

ntrospectionResURI

H.2.3 Resource Type

he resource type (rt) is defined as: ['oic.wk.introspection’].
2.4 Swagger2.0 Definition

~ m -

"'swagger': ""2.0",
“info": {

"title": "Introspection Resource",

version': "v1.0.0-20160707",

“license": {

“name': “copyright 2016-2017 Open Connectivity Foundation, IncsAM rights reserved.",
""x-description’: "Redistribution and use in source and binary“forms, with or without

pdification, are permitted provided that the following conditions{are met:\n 1.
pdistributions of source code must retain the above copyright_fnegtice, this list of conditions and
he following disclaimer.\n 2. Redistributions in binary form must reproduce the above
bpyright notice, this list of conditions and the following‘disclaimer in the documentation and/or
ther materials provided with the distribution.\n\n THIS SOFTWARE IS PROVIDED BY THE Open
bnnectivity Foundation, INC. \"AS IS\" AND ANY EXPRESS(OR.'IMPLIED WARRANTIES, INCLUDING, BUT NOT
MITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE OR
A\RRANTIES OF NON-INFRINGEMENT, ARE DISCLAIMED.\n IN NO EVENT SHALL THE Open Connectivity
bundation, INC. OR CONTRIBUTORS BE LIABLE FOR ANY 'RRRECT, INDIRECT, INCIDENTAL, SPECIAL,
EMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOOD$§
R SERVICES; LOSS OF USE, DATA, OR PROFITS; OR (BUSINESS INTERRUPTION)\n HOWEVER CAUSED AND
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE O
THERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
- SUCH DAMAGE.\n"

}

"échemes": ['http™],
"'consumes': ["application/json'],
“'produces™: [“application/jsoni],

T

OQOO0OOMM=r-0O00 013
AT

"paths': {
"/IntrospectionResURI"~\g
"get": {

“description’: ("This resource provides the means to get the device introspection data
specifiying all the €ndpoints of the device.\nThe url hosted by this resource is either a local or
ap external url.\n*,

"parameters®: [

1.

“responses': {

1'200": {
"description” : "',
""x-example':
“rt" o [“oic.wk.introspection],
"urlinfo™ - [
"content-type" : "application/cbor",
"protocol™ : "coap",
“url™ : "coap://[fe80::1]:1234/IntrospectionExampleURIl""
}
1
}

“schema": { "$ref": "#/definitions/oic.wk.introspectioninfo" }

}
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}
}
}

arameters™: {
"interface" : {

"in" - "query",

“name” - “if",

"type" : "'string",

“enum' : [Toic.if.r", "oic.if._baseline']
A Y

}

}

"definitions'": {
"oic.wk. introspectioninfo” : {
“properties”: {
rtt o:

"description’: "Resource Type of the Resource",
“items": {

""maxLength™: 64,

“type': "string"

“"minltems™: 1,
"readOnly": true,
"type'': "array"

3.
n't o

"description”: "Friendly name of the resource",
“"maxLength™: 64,
"readOnly": true,
“type'': "'string"

3

“urlinfo™ :
"description”: "Information on the lagation of the introspection data.",
“items": {

“properties”: {
"‘content-type'": {

"default": "application/ebor",
"description’: "content-type of the introspection data'",
“enum': [

"application/json™,
“application/chor"

"Eype": "'string"

“protocol™:) {
"description': "ldentifier for the protocol to be used to obtain the introspection

hformation",

“enum: [
*coap",
"‘coaps',
“http*,
“https",
"‘coap+tcp",
""‘coaps+tcp"’

1

ype'': ''string”

"Grl": {
"description”: "The URL of the introspection information.",
“format': "uri’,
“type': "string"”

b

",ersion": {
“default": 1,

"description”: "The version of the introspection data that can be downloaded",
“"enum": [
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1
1

T
"required": [
“url™,
“protocol™

1.

“type": “object”
h Y

,ype": "integer"

iﬁinltems": 1,
"readOnly™: true,
"type': "array"

g

""maxLength™: 64,
"readOnly™: true,
“type'': "'string”

,ype": "'string”

“"minltems™: 1,
"readOnly™: true,
"type'': "array"

"description’: "Instance ID of this specific resource",

i
"description™: "The interface set supported by this resource",
“items': {

“enum': [
"oic.if.baseline",
“oic.if_ 11",
"oic.if.b",
“oic.if.1b",
“oic.if.rw",
"oic.if.r",
“oic.if.a",
“oic.if.s"

1

}
}
}
H.2.5 Property Definition
Property name Value type Mandatory Access mode Description
f array: Read Only The interface sef
schema supported by thig
resource
d string Read Only Instance ID of
this specifig
resource
rinfo array: YES Read only The valid—Tang
schema for the value
Property
rt array: Read Only Resource Type
schema
n string Read Only Friendly name of
the resource
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E.2.6 CRUDN behavior

Resource Create Read Update Delete Notify

/IntrospectionResURI get

E.3 OCF Collection

E.3.1 Introduction

Cr CU::CU:IUII RCOUUIL/C Ty'JU bUIIta;IIO VIUPCItICD (.7lIIC|I :;II:\ .
he oic.if.baseline interface exposes a representation if
the links and the properties of the collection resource itself
Retrieve on Baseline Interfage
H.3.2 Example URI
/CollectionBaselinelnterfaceURI
H.3.3 Resource Type
Tlhe resource type (rt) is defined as: ['oic.wk.col'].
H.3.4 Swagger2.0 Definition
{
"'swagger': ""2.0",
“info": {
“title”: "OCF Collection”,
"'version": "1.0",
"license": {
“name'': “copyright 2016-2017 Open Connectivity Foundation, Inc. All rights reserved.",
""x-description': "Redistribution and use in source“and binary forms, with or without
mpdification, are permitted provided that the following conditions are met:\n 1.
Redistributions of source code must retain the above\copyright notice, this list of conditions and
the following disclaimer.\n 2. Redistributions in binary form must reproduce the above
cppyright notice, this list of conditions and. the' following disclaimer in the documentation and/or
other materials provided with the distribution>\n\n THIS SOFTWARE IS PROVIDED BY THE Open
Cpnnectivity Foundation, INC. \"AS IS\" AND-ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE OR
WARRANTIES OF NON-INFRINGEMENT, ARE DISCEAIMED.\n IN NO EVENT SHALL THE Open Connectivity
Fpundation, INC. OR CONTRIBUTORS BE L{1ABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EKEMPLARY, OR CONSEQUENTIAL DAMAGES GINCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOOD$§
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)\n HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OFHERWISE) ARISING IN ANY WAY-QUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.\n"
}
T
"'schemes™: ["http"],
"'consumes™: [“application/json™],
"produces™: ["appMication/json'],
“paths™: {
*/CollectionBaselinelnterfaceURI™ : {
"gets
"description™: "OCF Collection Resource Type contains properties and links.\nThe
ofc.if baseline interface exposes a representation of\nthe links and the properties of the
cpllection resource itself\nRetrieve on Baseline Interface\n",
"parameters': [
1.
"responses’: {
200" {
"description” : "
"x-example':
{
"rt'": [Toic.wk.col'],
"id": "unique_example_id",
"rts'": [ "oic.r.switch.binary", "oic.r.airflow" ],
“links": [
{
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“href: “switch",

re': [oic.r.switch.binary'"],

T [‘oic.if.a", "oic.if.baseline™],
“eps': [
{"ep": "coap://[fe80::bld6]:1111", "pri™: 2},
{"ep": "coaps://[fe80::bld6]:1122"},

{"ep": "coap+tcp://[2001:db8:a::123]:2222",

“priv: 3}
1
3
{
"hyrof''- _""a} rl:lnw",
re': [oic.r.airflow'],
i [oic.if.a", "oic.if.baseline"],
“eps': [
{"ep": "coap://[fe80::b1d6]:1111", *pri™: 2},
{"ep": "coaps://[fe80::bld6]:1122"},
{"ep": "coap+tcp://[2001:db8:a::123]:2222", "pri": 3}
1
3
1
3
""schema: { "$ref": "#/definitions/shaseline™ }
by
3
}.
"post: {
"description’: "Update on Baseline Interface\n",
“parameters': [
“name': “body",
"in": "body",
“required”: true,
“schema': { "$ref": "#/definitions/sbaseline* }
3
1.
"responses': {
"200": {
"description” : "',
"schema": { "$ref": "#/definrtions/sbaseline” }
b
by
3
""/CollectionBatchInterfaceURE" I {
"get": {

"description’: "OCF ,€ellection Resource Type contains properties and links.\nThe oic.if.b
ipterfacce exposes a composite representation of the\nresources pointed to by the links\nRetrieve
op Batch Interface\n",

“parameters': [

1.

"responsesy: \{

"'20075 £
»description” : "All targets returned OK status (HTTP 200 or CoAP 2.05 Content)",
““x-example':
L
"href": "switch",
"rep™:
{
"value': true
¥
3
{
“href": "airFlow",
"'rep':
"direction": "floor",
"'speed": 3
T
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1
“schema™: { "$ref": "#/definitions/sbatch-retrieve” }
1
404" {
"description”™ : "One or more targets did not return an OK status, return a
representation containing returned properties from the targets that returned OK",
"x-example':
[
href- "switch' .
"rep':
{
“value™: true
3
3
1
"schema": { "$ref": "#/definitions/sbatch-retrieve" }
}
}
}.
"post': {
"description’: "Update on Batch Interface\n",
"parameters': [
"name': "body",
*in": "body",
“required": true,
"schema: { "$ref": "#/definitions/sbatch-update'<{})
"x-example':
L
{
"href': "switch",
“rep":
"value": true
}
3.
{
"href": "airFlow",
“rep™:
"“direction": ("floor",
""speed": 3
}
}
1
¥
1.
"responses': &
"'200": A
“description” : "all targets returned OK status (HTTP 200 or CoAP 2.04 Changed)
return a representation of the current state of all targets",
“x-example':
L
"href": “switch",
rep™:
{
"value': true
3
3
{
“href: "airFlow",
"rep':
"direction": "demist",
""speed”: 5
}
¥
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1
“schema™: { "$ref": "#/definitions/sbatch-retrieve” }
1
"403": {
"description”™ : "one or more targets did not return OK status; return a retrieve
representation of the current state of all targets in the batch",
""x-example':
L
"hyref''- "owitch' .
"rep':
{
"value™: true
3
3
{
"href'': "airFlow",
"rep':
{
"direction": "floor",
"'speed: 3
¥
3
1
"schema": { "$ref": "#/definitions/sbatch-retrieve" }
3
}
T
T,
""/CollectionLinkListInterfaceURI™ : {
"get'": {
"description™: "OCF Collection Resource Type contains properties and links_\nThe oic.if.Il

hterface exposes a representation of the links\nRetrieve on Link List Interface\n",
“parameters': [

1.
"responses': {
"200": {
“description” : ",
"x-example':
L
"href": “switch",
re': [oic.r switch.binary'],
B [o¥c.if.a", "oic.if.baseline],
“eps': [

{"ep*\coap://[fe80::b1d6]:1111", “pri': 2},
{"ep'y "coaps://[fe80::b1d6]:1122"},
{'ep*': "coap+tcp://[2001:db8:a::123]:2222", *“pri": 3}

]
¥
{
“href: "airFlow",
re': [oic.r.airflow],
i [oic.if.a", "oic.if.baseline"],
“eps': [
{"ep": "coap://[fe80::bld6]:1111", “pri': 2},
{"ep": "coaps://[fe80::b1d6]:1122"},
{"ep": "coapt+tcp://[2001:db8:a::123]:2222", "pri': 3}
1
}
]
"schema": { "$ref": "#/definitions/slinks" }
}
}
}

}

»
arameters: {

}
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“interface-11" : {
"in" : "query",
“"name" : "if",
“type'" : “'string",
“enum™ : [Tfoic.if.11']
T
“interface-b" :© {
"in" : "query",
“name' : "if",
"type" : "string",
enumt - ["r\ih it h"]
T
"interface-baseline” : {
*in" : “query",
"name" : "if",
“type" : "'string",
“enum' : [“oic.if.baseline']
1.
"“interface-all" : {
"in" : "query",
"name" : "if",
"type'" : “string",
“enum”™ : [Toic.if.ll", "oic.if.baseline”, "oic.if.b"]
}
}.
"definitions": {
"sbaseline” : {
"properties': {
“links" :
“description”: "A set of simple or individual OIC<links.",
"items": {
"$ref'': "#/definitions/oic.oic-link"
T
"type'': "array"
}
}
"'sbatch-retrieve” : {
"title" :
"Collection Batch Retrieve“Format (auto merged)"
,'minltems” :
1
,items"
“additionalProperities': true,
“properties’ L4
“href': f
“deseription”: "URI of the target resource relative assuming the collection URI as
apchor™,
“format”: "uri’,
‘maxLength™: 256,
’type'': "'string"
“rep”: {
"oneOf"": [
{
"description': "The response payload from a single resource",
"type': "object"
3.
{
"description': " The response payload from a collection (batch) resource",
"items": {
“properties”: {
"anchor': {
“description”: "This is used to override the context URI e.g. override the

URI of the containing collection.",
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“format': "uri",
"maxLength: 256,
"type': "string"

}.
“dit: {
“allof": [
"description': "Format pattern according to IETF RFC 4122.",
"pattern”: "~[a-fA-FO0-9]1{8}-[a-fA-F0-9]1{4}-[a-fA-FO-9]1{4}-[a-fA-FO-9]1{4}-
[a-fA-FO-9]1{12}$",
"fylnn" = ":frinc"
3
{
"description”: "The device ID"
]
T
"eps'": {
"description': "the Endpoint information of the target Resource!,
"items": {
"properties: {
vep: {
"description': "Transport Protocol Suite + Endpodint Locator",
“format": "uri",
"type'': "'string"”
"priv: {
“description’: "The priority among mul€tiple Endpoints",
“minimum: 1,
"type'': "integer"
T
""type'': "object"
T
"type'': "array"
“href': {
"description™: "This is.the target URI, it can be specified as a Relative
Reference or fully-qualified URI.",
“format': "uri”,

""maxLength™: 256,
"type': "string"”

T,

i {
"description”: "The interface set supported by this resource"”,
“items”: {

“enum<sCL
o) Tl |
toic.
“'oic.
"oic.
"'oic.
""oicC.
“oic.1i

baseline",
11

b,
rw,
re,
a",

f.
T.
T.
f.
T.
T.
f.

S

1

’ype": "string”

“"minltems™: 1,
"type'': "array"

"ins": {

"description’: "The instance identifier for this web link in an array of web
links - used in collections",
"type': "integer"

"prr {
"description™: "Specifies the framework policies on the Resource referenced

by the target URI",
"properties': {
“bm: £
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"description': "Specifies the framework policies on the Resource
referenced by the target URI for e.g. observable and discoverable",
type'': “integer"

T
"required”: [
“bm"

1

,ype": "object"

tyelt- L

"descFiption": "The relation of the target URI referenced by the link to the

cpntext URI™,
“oneOf"': [

“default”: [
"hosts"

"items": {
"maxLength: 64,
""type': "string"”

"minltems™: 1,

"type'': "array"

1
{
"default": "hosts",
"maxLength™: 64,
"type'': “string”
b
1
T
rtt: {
"description': "Resource Type of_the Resource",
"items": {
"maxLength": 64,
"type'': "string”
“"minltems": 1,
“type'': "array"
“title”: {

"description"”:\“A/title for the link relation. Can be used by the Ul to
pfovide a context.",

"maxLength™: 64,

“type': ''string”

"type'/= {
"default'": "application/cbor",
‘fdescription’: "A hint at the representation of the resource referenced by
the target URI. This (represents the media types that are used for both accepting and emitting.",
“items": {

"maxLength': 64,
“type'': "string”

“"minltems'": 1,
"type': "array"

}

"required": [
“href",
rt',

e

1,
“type'': "object"

"Eype": array”
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“required": [
"href",
“rep™

]

,ype": "object"

,"type” -
tarray"

>
"'sbatch-update" : {
“title” :
“"Collection Batch Update Format (auto merged)"

,'minltems™ :
1

S items™

{
"$ref'": "#/definitions/oic.batch-update.item"

}
,"type" :
“array"
}
“slinks" : {
"type" :
"array"

,items' -

“$ref'': "#/definitions/oic.oic-link"

}

Yo
,""'oic.wk.col-batch-update" :
{

"description: "array of resourcevrepresentations to apply to the batch collection, using
href to indicate which resource(s) in\the batch to update. If the href property is empty,
effectively making the URI reference jto the collection itself, the representation is to be applied
tp all resources in the batch",

“items': {

"$ref'": "#/definitions/0Oic.batch-update.item"
}.
"minltems': 1,
“type": "array"”

L'uuid™T

"description”: "Format pattern according to IETF RFC 4122.",
“pattern’: "~[a-fA-F0-9]{8}-[a-fA-F0-9]{4}-[a-fA-F0-9]1{4}-[a-fA-FO-9]1{4}-[a-fA-FO-9]{12}$",
"typels “'string”

.. 'oic_collection.properties” :
{
"description”: "A collection is a set of links along with additional properties to describe
the collection itself",
“properties”: {

"rts': {
"$ref'': "#/definitions/oic.core/properties/rt",
"description”: "The list of allowable resource types (for Target and anchors) in links
included in the collection”
¥

}

’ype": "object"
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b
,'oic.core" :

"properties': {

"rets {
"description’: "Resource Type of the Resource",
“items": {

""maxLength™: 64,
"type': "'string"”
hY

r
'

,inltems": 1,
"readOnly™: true,
"type': "array"

}

}.
ype': "object”

,"'oic.batch-update.item” :

"additionalProperties': true,
"description’: "array of resource representations to apply to the bateh _ collection, using
ref to indicate which resource(s) in the batch to update. If the href preperty is empty,
Ffectively making the URI reference to the collection itself, the representation is to be applied
b all resources in the batch",
"properties': {

“href": {

“description”: "URI of the target resource relative assuming the collection URI as

>

= @

aphchor",
“format': "uri’,
"maxLength': 256,
"type': "'string"
¥,
“rep”: {
“oneOf": [

"description: "The response payload from a single resource",
“type': “object”
3.
{
"description”: " The response payload from a collection (batch) resource",
"items": {
"$ref'': "#/definitions/oic.oic-link"
¥

,ype": array"

1
}

’equired": L
"href",
“rep"”

}

1

,ype": “object"

,"'aic.collection. linksexpanded" :

“Yproperties': {
"links": {
“description: "A set of simple or individual OIC Links.",
"items": {
"properties': {
“anchor": {
"description”: "This is used to override the context URI e.g. override the URI of
the containing collection."”,
"format": "'uri',
"maxLength': 256,
"type': "string"”
3,
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"div: {
"description': "Format pattern according to IETF RFC 4122.",
“pattern': "~[a-fA-F0-9]{8}-[a-fA-F0-9]{4}-[a-fA-F0-9]{4}-[a-fA-F0-9]{4}-[a-TA-FO-

91{12}s",
“"type': "'string"”
"eps': {
"description': "the Endpoint information of the target Resource",
"items”: {
"properties': {
teprts f
"description’: "Transport Protocol Suite + Endpoint Locator",
“format": "uri",
"type': "string"”
“priv: {
"description”: "The priority among multiple Endpoints",
“minimum': 1,
“type'': "integer"
T,
“type'': "object"
"type'': "array"
T,
“"href": {
"description™: "This is the target URI, it can be specified as a Relative Reference¢
of fully-qualified URI.",
“format': "uri”,
"maxLength": 256,
"type': "string"”
T
it {
"description™: "The interface set supported by this resource”,
"items": {
“enum': [
"oic.if_baseline”,
“oic.if. 11",
"oic.if.b",
“oic.if.rw",
“oic.if.r",
"oic.if.a",
"oic.if.s"
1, ]
"type': "string’’
3.
"minltems": Ay
"type': "array’
“ins': {
""descraption': "The instance identifier for this web link in an array of web links
-|used in collectipns!™,
“type': "integer"
"description: "Specifies the framework policies on the Resource referenced by the
target URLM,
"properties': {
“bm™: {
"description': "Specifies the framework policies on the Resource referenced by
the target URI for e.g. observable and discoverable',

type'': "integer"
¥
“"required": [
“om'
1

,ype": “object"

";el": {
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“description”: "The relation of the target URI referenced by the link to the

context URI™,

-+

"oneOf": [

"default”: [
"hosts"

1.

"items': {
"maxLength': 64,
"type': "string"

"minltems": 1,
“type': “array"

3.

"default: "hosts",
"maxLength™: 64,
""type': "string"

]

T,

rtt: {
"description’: "Resource Type of the Resource",
"items": {

"maxLength': 64,
“type'': "'string"

“"minltems': 1,
“type": "array"”

T,
“title: {
“description”: "A title for the link relation. Can be used by the Ul to provide a
bntext. ",
“"maxLength™: 64,
"type': "string"”
"type”: {
"default": "application/cbor",
"description”: "A hint at the\representation of the resource referenced by the
hrget URI. This represents the media types~that are used for both accepting and emitting.",
"items": {
“"maxLength™: 64,
"type'': "'string"”
"minltems': 1,
"type': "array'
T
"required": [
"href",
rt",
i

1,
"typels "object™

"Eype": tarray”

}

’ype": "object"

,“'oic.collection.links" :

"properties': {

"links": {
"description™: "A set of simple or individual OIC Links.",
“items”: {
“"$ref': "#/definitions/oic.oic-link"
T,
"type'': "array"
3
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}

,ype": "object"

,'oic.oic-link" :

"properties': {

"anchor": {
"description': "This is used to override the context URI e.g. override the URI of the
containing collection.",
“format'- "||ri"’

"maxLength': 256,
"type': "string"”

T,
“div: {
"$ref': "#/definitions/uuid”,
"description': "The device ID"
T,
“eps”: {
"description': "the Endpoint information of the target Resource",
“items": {
“properties”: {
"ep': {
"description”: "Transport Protocol Suite + Endpoint Locatek™,
“"format': "uri",
“type'': "'string"
“privt: {
“description’: "The priority among multiple Endpoints",
“minimum": 1,
“type': "integer"
T

,ype": "object"

"iype": "array"

"ﬁref": {
"description”: "This is the target.URI, it can be specified as a Relative Reference or
flully-qualified URI.",
“format": "uri',

"maxLength*: 256,
"type': "'string"”
i {
"description”: "The_interface set supported by this resource”,
“items": {
“enum': [

“oic.if.baseline”,
“oic.if
“oic.if
o] (o ki i
"ogc. if.
soiclif
“orc.if

minltems": 1,
"type': "array"
1.
"ins'": {
"description': "The instance identifier for this web link in an array of web links - used
in collections",
“type'': "integer"

"prs {
“description’: "Specifies the framework policies on the Resource referenced by the target

URI™,
"properties': {
“bm: {
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“description’: "Specifies the framework policies on the Resource referenced by the
target URI for e.g. observable and discoverable",
“type': "integer"

T

"required": [
“bm

1

",ype": "object"

trelt- S

"descFiption": "The relation of the target URI referenced by the link to the context

“oneOf": [

“default": [
"hosts"

"items": {
""maxLength': 64,
"type': "string"”

“"minltems': 1,
"type': "array"

3.
{
"default": "hosts",
“"maxLength™: 64,
“type'': "'string”
}
1
T
re: {
"description”: "Resource Type of the Resource'}
"items": {
“maxLength™: 64,
"type'': "'string"

"minltems': 1,
“type'': "array"

“title: {
"description”: "A title forsthe link relation. Can be used by the Ul to provide a
cpntext.",
"maxLength': 64,
type'': “'string”

"type": {

"default": "appMNcation/cbor",

“description’{: Y'A hint at the representation of the resource referenced by the target
URI. This represents (the media types that are used for both accepting and emitting.",
"items": A

""maxkength': 64,

“typelsl ''string"

sminltems™: 1,
“type': "array"

Y
“required": [
“href'”,
Tree,
TP

1,
""type'': "object”
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E.3.5 Property Definition
Property name Value type Mandatory Access mode Description
links multiple  types: All forms of links
see schema in a collection
anchor string This is used to
override the
context URI e.g.
override the UR
of the containing
collection
rel multiple  types: The relatipn’ of
see schema the target UR
referénced by
the,_ link to the
context URI
fype array: see A hint at the
schema representation of
the resource
referenced by
the target URI
This represents
the media types
that are used fof
both  accepting
and emitting
f array: see | yes The interface sef
schema supported by thig
resource
href string yes This is the target
URI, it can be
specified as 4
Relative
Reference of
fully-qualified
URI. Relative
Reference
should be used
along with the d
parameter to
make it unique.
't array: see | yes Resource Type
schema
D object: see Specifies the
schema framework
policies on the
Resource
referenced by
the target URI
ins multiple  types: The instance

see schema

identifier for this
web link in an
array of web links
- used in
collections

210

© ISO/IEC 2018 - All rights reserved



https://standardsiso.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

string

Read Only

Friendly name of
the resource

rts

array: see
schema

Read Only

Defines the list of
allowable

resource types
(for Target and
anchors) in links
included in the

collection; New
links being
created can_only
be from,this’list

string

Read Only

Instapnce " ID of
this specifig
resource

i

string

Unique identifier
for device (UUID

drel

string

When specified
this is the default
relationship  to
use when an OIG
Link does not
specify an
explicit
relationship with
*rel* parameter

Eps

array: see
schema

the Endpoint
information of
the target
Resource

itle

string

A title for the link
relation. Can be
used by the Ul to
provide a context

Fep

multiple  types:
see schema

yes

href

string

yes

URI of the target
resource relative
assuming the
collection URI ag
anchor

Litle

string

A title for the link
relation. Can be
used by the Ul to
provide a context

anchor

string

This is used to
override the

bUIItUI\t UP\: C.y.
override the URI
of the containing
collection

rel

multiple  types:
see schema

The relation of
the target URI
referenced by
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the link to the
context URI

type

array: see
schema

A hint at the
representation of
the resource
referenced by
the target URI.
This represents

the media types
that are used. fox
both  accepting
and emitting

i

string

Unique ~identifier
for device (UUID

href

string

yes

This is the target
URI, it can be
specified as 4
Relative
Reference of
fully-qualified
URI. Relative
Reference
should be used
along with the d
parameter to
make it unigue.

't

array: see
schema

yes

Resource Type

object: see
schema

Specifies the
framework
policies on the
Resource
referenced by
the target URI

ns

multiple  types:
see schema

The instance
identifier for this
web link in an
array of web linkg
- used in
collections

Eps

array: see
schema

the Endpoint
information of
the target
Resource

array: see
schema

The interface setf
supported by thig
resource

ala oo

P
e

mu:tiplc 134 ~A~2>h

see schema

href

string

URI of the target
resource relative
assuming the
collection URI as
anchor
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E.3.6 CRUDN behavior

Resource Create Read Update Delete Notify

/CollectionBaselinelnterfaceURI get post

E.4 Platform Configuration

E.4.1 Introduction

Retrieves the current platform configuration settings
H.4.2 Example URI
/@éxample/PlatformConfigurationResURI
H.4.3 Resource Type
Tlhe resource type (rt) is defined as: ['oic.wk.con.p'].
H.4.4 Swagger2.0 Definition
{
"'swagger': 2.0,
"info": {
“title”: "Platform Configuration",
"version": '"'v1-20160622",
“license": {
"name": "copyright 2016-2017 Open Connectivity Foundations Inc. All rights reserved.",
"x-description': "Redistribution and use in source and<binary forms, with or without
mpdification, are permitted provided that the following conditions are met:\n 1.
Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.\n 2. Redistributions>in binary form must reproduce the above
cppyright notice, this list of conditions and the following disclaimer in the documentation and/or
ogkher materials provided with the distribution.\n\n THIS SOFTWARE IS PROVIDED BY THE Open
Cpnnectivity Foundation, INC. \"AS IS\" AND ANY_EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE OR
WARRANTIES OF NON-INFRINGEMENT, ARE DISCLAIMED.\n IN NO EVENT SHALL THE Open Connectivity
Fpundation, INC. OR CONTRIBUTORS BE LIABLE(FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EKEMPLARY, OR CONSEQUENTIAL DAMAGES (INGLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODp
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)\n HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER~MMCONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OFHERWISE) ARISING IN ANY WAY OUT OE/THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.\n"
}
}.
"'schemes": ["http"],
"consumes': ["application7Zjson'],
"produces™: ["application/json"],
"paths": {
""/examplePlatformConfigurationResURI™ : {
"get": {
"description’: "Resource that allows for platform specific information to be
cpnfigured.\fARetrieves the current platform configuration settings\n",
"parameters: [
L*Sref": "#/parameters/interface-all"}
18
"responses': {
©'200": {
“deseription——
""x-example':
re't: ["oic.wk.con.p"],
"mnpn”: [ { "language": "en", "value": "My Friendly Device Name™ } ]
"schema": { "$ref": "#/definitions/Conf_Platform" }
}
}
3.
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“post': {
"description’: "Update the information about the platform\n",
“parameters”: [
{"$ref': "#/parameters/interface-rw"},

{
“name': "body",
"in": "body",
“required": true,
“'schema": { "$ref": "#/definitions/Update_Platform" },
"x-example':
£
n": "Nuevo nombre",
“mnpn': [ { "language': "es", "value'": "Nuevo nombre de Plataforma Amigable" }N]
3
1.
"responses': {
"200": {
“description™ : "',
""x-example':
{
"n": “Nuevo nombre",
"mnpn": [ { "language': "es", "value': "Nuevo nombre de Rlataforma Amigable™ } ]
"schema": { "$ref": "#/definitions/Update_Platform" }
b
3
}

}

arameters™: {
“interface-rw" : {

}

"in" : "query",
"name™ : "if",
“type'" : “'string",
“enum" : [Toic.if.rw']
T,
"interface-all” : {
*in" : "query",
"name" : "if",
"type" : "string",
“"enum" : [Toic.if.rw", "oic.if baseline]
}

}

"definitions": {
“"Conf_Platform” : {
"properties': {

ret o c

"descriptian*:" ""Resource Type of the Resource",
“items": A

"maxkength: 64,

“typels ''string"

sminltems™: 1,
“readOnly": true,
““type': "array"

¥

R

"description': "Friendly name of the resource",
“"maxLength™: 64,
“readOnly": true,
"type'': "'string"
3,

"mnpn™ :

{

"description”: "Platform names",
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“items": {
"properties': {
"language': {
“allof": [
{
"description': "Format pattern according to IETF RFC 5646 (language tag).",
“pattern’: "~[A-Za-z]{1,8}(-[A-Za-z0-9]1{1,8})*$",
""type': "string”

3
{
"dn:hripfinn"- "An REC 5646 Inngnncn f:c "
¥
]
T,
“value™: {
"description”: "The Platform description in the indicated language.",

“"maxLength™: 64,
"type': "string"”

}

,ype": "object"
"éinltems": 1,
"type'': "array"

}.
P~

“description: "Instance ID of this specific resource®y
"maxLength™: 64,

"readOnly": true,

"type': "string"

"'oicC.
""oic.
"'oic.

3

i
"description': "The interface set supported by this resource",
"items": {

“enum': [
"oic.if._baseline",
“oic.if. 11",
"oic.if.b",
"oic.if.Ib",
“oic.if.rw",

f.
f.
f.

1

ype': “'string’
"minltems" L1,
"readOnly* >~ “true,
"type"~array"

}
3

"“Update_Platform” : {
“Yproperties': {
rt -

"description’: "Resource Type of the Resource",
“items': {

""maxLength™: 64,

""type'': “'string”

"minltems'": 1,
“readOnly": true,
"type'': "array"

3.
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e

“description”: "Friendly name of the resource",
"maxLength': 64,
“type': "string"”

mnpn’
{
"descciptign"' "Elatfgr_‘m namﬂc",
"items": {

“properties': {
"language': {
“allof": [
{
"description': "Format pattern according to IETF RFC 5646 (languagé€)-tag).",
“pattern™: "~[A-Za-z]{1,8}(-[A-Za-z0-9]1{1,8})*$",
"type': "string”

3
{
"description”: "An RFC 5646 language tag.''
T
]
“value": {
"description”: "The Platform description in the indicated language.",

“"maxLength™: 64,
"type': "string"

}

"'ype": "object"
"%inltems": 1,
"type'': "array"

g
{
“anyOf': [
{

“"maxLength™: 64,
"type': "'string"”
¥,
{

"description’: ''Format pattern according to IETF RFC 4122.",

“pattern’: ""a<fA-F0-9]{8}-[a-fA-F0-9]{4}-[a-fA-F0-9]1{4}-[a-TA-F0-9]{4}-[a-fA-FO-
9j{12}%",

"type': "string"

1

escription*: "Instance ID of this specific resource”,
"readOply:: true

}.
) S

“description’: "The interface set supported by this resource",
“items': {
"enum": [
"'oic.if.baseline"”,
“oic.if. 11",
"oic.if.b",
“oic.if.Ib",
“oic.if
"oic.if.
f
f

“oic.1i
"oic. i
1

}.

'ype": "string"”
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}
}
}
H.4.5 Property Definition
Property name | Value type Mandatory Access mode Description
mnpn array: see Platform names
schema
f array: see Read Only Thejinterface sef
schema supported by thig
resource
It array: see Read Only Resource Type
schema
d string Read Only, Instance ID of
this specifig
resource
N string Read@nly Friendly name of
the resource
mnpn array: see | yes Platform names
schema
f array: see Read Only The interface sef
schema supported by thig
resource
rt array: see Read Only Resource Type
schema
d string Read Only Instance ID oOf
this specifig
resource
h string Friendly name of
the resource
H.4.6 CRUDN behavior
Resource Create Read Update Delete Notify
example/PlatformConfigurationResURI get post
H.5 Device Configuration
H.5.1 Intreduction
Hesource{ )'that allows  for Device  specific information  to be  configured.
Hetrieves the current Device configuration settings
B.5.2 Example URI
/lexample/DeviceConfigurationResURI
E.5.3 Resource Type
The resource type (rt) is defined as: ['oic.wk.con'].
E.5.4 Swagger2.0 Definition
{
"'swagger': 2.0,
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“info": {

"title": "Device Configuration"”,

version': "v1-20160622",

“license": {

"name": ""copyright 2016-2017 Open Connectivity Foundation, Inc. All rights reserved.’
""x-description”: "Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:\n 1.
Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.\n 2. Redistributions in binary form must reproduce the above
copyright notice, this list of conditions and the following disclaimer in the documentation and/or
her materials prr\\lirlnrl with the distribution \n\n THIS SOETWARE 1S PROVIDED BY THE ﬂpnn
bnnectivity Foundation, INC. \"AS IS\" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NQT
MITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE OR
ARRANTIES OF NON-INFRINGEMENT, ARE DISCLAIMED.\n IN NO EVENT SHALL THE Open Connectivity
bundation, INC. OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOOD$§
R SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)\n HOWEVERCCAUSED AND
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING“NEGLIGENCE O

THERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF .THE, POSSIBILITY
- SUCH DAMAGE.\n"

}

¥,

"'schemes™: ["http'],

"consumes': ["application/json'],
""produces': ["application/json'],

vz

QOO OmMM=r-0o0
AT

"paths"' {
""/exampleDeviceConfigurationResURI™ : {
“get: {
"description': "Resource that allows for Device specificsinformation to be

(@]

bnfigured.\nRetrieves the current Device configuration settifngs\n",
“parameters”: [
{"$ref": "#/parameters/interface-all'}

1.
"responses': {
"200": {
“description” : ",
""x-example':
{
n': "My Friendly Device\Name",
ret: [oic.wk.con"],
“loc": [32.777,-96.797\
"locn': "My Location Name",
e "'usb*,
e ""MyRegion" ;
tdit: “en"
}
“schema": { $ref': "#/definitions/Configuration" }
}
}
T
"post: {
“description’: "Update the information about the Device\n",

“parameters': [

{"$ref™: "#/parameters/interface-rw'},

£
name': "body",
"in": "body",
"required”: true,
“'schema": { "$ref": "#/definitions/Update" },
"x-example'':

{

n": "Nuevo Nombre Amistoso",

"r'': "MyNewRegion',

“In": [ { "language': "es", "value": "Nuevo Nombre Amistoso™ } ],
I Tes

3
1,
"responses': {
"200": {
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“description™ : """,
"x-example':
{
n": "Nuevo Nombre Amistoso™,
"r'': "MyNewRegion',
“In": [ { "language™: "es'", "value": "Nuevo Nombre Amistoso" } ],
tdit: “'es"
}
“schema™: { "$ref": "#/definitions/Update"” }
h Y
b
T
3
}.
"parameters': {
"interface-rw" : {
"in" - "query",
“name' : “if",
"type" : "string",
“enum' - [Toic.if.rw']
}.
"interface-all” : {
"in" : "query",
"name" : "if",
""type'" : “string",
"enum”™ : ["oic.if.rw", "oic.if.baseline]
3
}.
"definitions'": {
“Configuration™ : {
"properties': {
B g -
“description’: "Resource Type of the Resource™,
“items": {

“"maxLength": 64,
"type': "'string"”

“minltems”: 1,
"readOnly™: true,
type': "array"

“loc"
“description': "Loeation information (lat, long)",
"items": {

"type': "numbecr’

"maxltems' .2,
"minltems' N2,
“type”rafray”

ey

“description™: "Currency",
“"maxLength™: 64,
"type': "string"

IR
“description’: "Localized names",
"items": {

"properties': {
“language': {
“allof": [

{

"description': "Format pattern according to IETF RFC 5646 (language tag).",

© ISO/IEC 2018 - All rights reserved
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“pattern’: "~[A-Za-z]{1,8}(-[A-Za-z0-9]{1,8})*$",
"type': "string"”

3
{
"description”: "An RFC 5646 language tag."
]
}.
“value': {
“description’: "The Device name in the indicated language.",
maxl nngfh" - 64 -

“type': "'string"”
}

1.
ype'': "object"

"minltems™: 1,
"type'': "array"

“"locn™ :

"description™: "Human Friendly Name for location",
“"maxLength™: 64,
""type': "'string"

dr-
{
“allof': [
{
"description': "Format pattern according to<}ETF RFC 5646 (language tag).",
“pattern”: "~[A-Za-z]{1,8}(-[A-Za-z0-9]{1,8}H)*3$",
type': “'string”
3.
{
"description': "Default Language as.an RFC 5646 language tag."
]
}.
e
"description': "Friendly(name of the resource",

"maxLength™: 64,
"readOnly": true,
“type'': “'string”

"description™: "Region",
“"maxLength™: 64,
type' n'string”

i
{
"description™: "Instance ID of this specific resource",
"maxLength™: 64,
"readOnly': true,
"type'': “'string”

i
{
"description™: "The interface set supported by this resource"”,
“items': {
“enum': [
"oic.if._baseline"”,
“"oic.if. 11",
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ic.if.b",
oic.if.Ib",
oic.if.rw"
oic.if.r”,
oic.if.a",

ic.if.s"

1

“type": “string”
"minltems': 1,
"rn:r{ﬂnly"- true.,

"type': "array"

b
3,
“required”: ["'n"]
b
;Update" - {
"properties': {
ret o c
"description': "Resource Type of the Resource",
“items": {

"maxLength™: 64,
"type'': "'string"

"minltems': 1,
“readOnly": true,
“type”: “array"

"loc" :
“description’: "Location information (lat,~lohg)",
“items": {

“type'': "number"

"maxltems™: 2,
“"minltems™: 2,
“type": “array"”

}.

ner -
{
"description™: "Currency”,
“"maxLength": 64,
""type'': "'string’;

“In" -

"description”: "Localized names",
“items™y/ {
“properties': {
"language': {
“allof': [
{
"description': "Format pattern according to IETF RFC 5646 (language tag).",
“pattern”: "~[A-Za-z]{1,8}(-[A-Za-z0-9]1{1,8})*%",
""type'': ''string”

1
{
"description”: "An RFC 5646 language tag."
1
T,
“value™: {
"description: "The Device name in the indicated language.",

“"maxLength™: 64,
""type': "string"
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3
T
"type': "object"”
T

inltems": 1,
type: "array”

"locn™ :

descriptiont: “Human Eriendly Name for location'
T 24 Y

"maxLength': 64,
"type': "'string"”

drr
{
“allof": [
{ . ]
"description': "Format pattern according to IETF RFC 5646 (language ‘tag).",
“pattern’: "~[A-Za-z]{1,8}(-[A-Za-z0-9]{1,8})*%$",
“type'': “'string”
3.
{
"description’: "Default Language as an RFC 5646 language-~tag."
1
1.
e
"description: "Friendly name of the resource",

""maxLength': 64,
"type': "string"

-
“description’: "Region",

“"maxLength": 64,
"type': "string"

©

3.
“ide -
{
"anyOf'"': [
{
""maxLength’ ;~64.
"type': "string"
T
{
"deseription”: "Format pattern according to IETF RFC 4122.",
“pattern’: "~[a-fA-F0-9]{8}-[a-fA-F0-9]{4}-[a-fA-F0-9]{4}-[a-TA-F0-9]{4}-[a-fA-FO-
| {12}%",
“type': "string"”
I
“description: "Instance ID of this specific resource",
"readOnly": true
T,
-
{
"description': "The interface set supported by this resource",
“items: {
"enum": [

"oic.if._baseline"”,
“oic.if. 11",
"oic.if.b",
"oic.if.Ib",
"oic.if.rw",
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