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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

he procedures used to develop this document and those intended for its further maintenance are
escribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
ifferent types of document should be noted (see www.iso.obg/directives or
rww.iec.ch/members experts/refdocs).

< Q. Q.

ttention is drawn to the possibility that some of the elements of this dociment may be the stibject of
atent rights. ISO and IEC shall not be held responsible for identifying any.ot-all such patent rights. Details
f any patent rights identified during the development of the document will be in the Introduction and/or
n the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list df patent
eclarations received (see https://patents.iec.ch).

Q.0 O ™ N

larY

ny trade name used in this document is information given for the convenience of users and floes not
onstitute an endorsement.

Q

or an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
xpressions related to conformity assessment, as Well as information about ISO's adherence to the World
rade Organization (WTO) principless~in the Technical Barriers to Trade | (TBT),
ee www.iso.org/iso/foreword.html. In the[EC, see www.iec.ch/understanding-standards.

w1 @ i

—

his document was prepared by DMTE (as DMTF Redfish Specification, DSP0266, Version 1.13.0) and
rafted in accordance with its editerial rules. It was adopted, under the JTC 1 PAS procedure,| by Joint
echnical Committee ISO/IEC JTC'Y, Information technology.

- O

—

his first edition cancels aiid replaces the first edition (ISO/IEC 30115:2018), which has been te¢hnically
revised.

The main changes-are’as follows:
-+ anumbefofclauses have been added expanding the functionality of the protocol, including gdditions

for controlling software-defined composable systems, for performing software or firmware|updates
and:for aggregating multiple service instances;

-+<the protocol itself has been enhanced to provide a number of optional query parameters tp enable
more efficient transactions;

— the specification and its data model have been enhanced to provide compatibility with the OpenAPI
v3.0 specification allowing the use of the OpenAPI toolchain for both documentation and code
generation.

Alist of all parts in the ISO/IEC 30115 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees.
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Copyright Notice

Copyright © 2015-2021 DMTF. All rights reserved.

janagement and interoperability. Members and non-members may reproduce DMTF specifications @nd

dpcuments, provided that correct attribution is given. As DMTF specifications may be revised from)time tp
time, the particular version and release date should always be noted.

mplementation of certain elements of this standard or proposed standard may be subjectto third party
pptent rights, including provisional patent rights (herein "patent rights"). DMTF makes ho representations|
t¢ users of the standard as to the existence of such rights, and is not responsible,tg recognize, disclose,
of identify any or all such third party patent right, owners or claimants, nor for apyvihcomplete or
rfaccurate identification or disclosure of such rights, owners or claimants. DMTF shall have no liability to
hy party, in any manner or circumstance, under any legal theory whatsoever, for failure to recognize,
sclose, or identify any such third party patent rights, or for such party'sireliance on the standard or
rjcorporation thereof in its product, protocols or testing procedures\BMTF shall have no liability to any
arty implementing such standard, whether such implementatior’is foreseeable or not, nor to any patent
wner or claimant, and shall have no liability or responsibility~fer costs or losses incurred if a standard is
ithdrawn or modified after publication, and shall be indemnified and held harmless by any party
rhplementing the standard from any and all claims of infringement by a patent owner for such
mplementations.

S 5 = 00T 35 0 0 I

-

or information about patents held by third-parties which have notified the DMTF that, in their opinion,
Lich patent may relate to or impact implementations of DMTF standards, visit http://www.dmtf.org/about
pblicies/disclosures.php.

n

—

his document's normative language is English. Translation into other languages is permitted.
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interoperability. For information about the DMTF, see DMTF.

—
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2 Introduction {-}

Redfish is a standard that uses RESTful interface semantics to access a schema based data model to conduct

infrastructures, and to large-scale cloud environments.

—

he initial Redfish scope targeted servers. The DMTF and its alliance partners expanded that scope to cover most dat
bnter IT equipment and other solutions, and both in- and out-of-band access methods.

[m)

b=

dditionally, the DMTF and other organizations that use Redfish as part of their industry standasd.or solution have
Hded educational material.

Q

—

his document defines the RESTful interface protocol and the various concepts and sefwces necessary to implement
pdfish interface. The definition of the schema based data model and standard messages for the Redfish interface a
pvered separately in the following documents:

o=

- DMTF DSP8010, Redfish Schema Bundle, https://www.dmtf.org/dsp/RSP8010 contains the individual schema
definition files in multiple schema description languages.

» DMTF DSP0268, Redfish Schema Supplement, https://www.drtf.org/dsp/DSP0268 contains the normative
descriptions and example payloads for all standard RedfisH&chema in a single reference guide.

- DMTF DSP8011, Redfish Standard Registries Bundle, https://www.dmtf.org/dsp/DSP8011 contains the message
registries used for error reporting and event messages.

D
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3 Scope

This specification defines the required protocols, data model, behaviors, and other architectural components for an

interoperaple, multivendaor, remote, and out-Oor-pband Capable nterface. 1T nterface mee ne oud-based and
eb-based IT professionals' expectations for scalable platform management. While large and hyperscale

ehvironments are the primary focus, clients can use the specification for individual system management.

The specification defines the required elements for all Redfish implementations, and the optional elemients that
system vendors and manufacturers can choose. This specification also defines at which points an impleémentation ca
provide OEM-specific extensions.

—

he specification sets normative requirements for Redfish services and associated materials; such as Redfish schema
files. In general, the specification does not set requirements for Redfish clients but indicates how a client can
sficcessfully and effectively access and use a Redfish service.

—

he specification does not require that implementations of the Redfish inteffaces and functions require particular
hgrdware or firmware.
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4 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes

r
€

qUITEMENTS Of This JOCUMENT. FOT dated Teferences, only the edition Cited applies. For Undated Teferences, the 1atey
dition of the referenced document (including any amendments) applies.

DMTF DSP0270, Redfish Host Interface Specification, https://www.dmtf.org/sites/default/files/standards/
documents/DSP0270_1.0.0.pdf

Redfish Schema: RedfishExtensions v1.0.0, https://redfish.dmtf.org/schemas/v1/RedfishExtensions_v1.xml
Transport Layer Security (TLS) Parameters, https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtn

JSON Schema: A Media Type for Describing JSSON Documents draft-handrews-json-schema-01,
https://tools.ietf.org/html/draft-handrews-json-schema-01

JSON Schema Validation: A Vocabulary for Structural Validation of JSSON draft-handrews-json-schema-
validation-01, https://tools.ietf.org/html/draft-handrews-json-schema<¥alidation-01

IETF RFC1738, T. Berners-Lee et al, Uniform Resource Locators (URE)/https://tools.ietf.org/html/rfc1738

IETF RFC3986, T. Berners-Lee et al, Uniform Resource Identifier (URI): Generic Syntax, https://tools.ietf.org/html/
rfc3986

IETF RFC5280, D. Cooper et al, Internet X.509 Public Key“ipfrastructure Certificate and Certificate Revocation List
(CRL) Profile,

IETF RFC6585, M. Nottingham et al, Additional HTTP Status Codes, https://tools.ietf.org/html/rfc6585
IETF RFC6901, P. Bryan, Ed. et al, JavaScript Object Notation (JSON) Pointer, https://tools.ietf.org/html/rfc6901

IETF RFC7230, R. Fielding et al, Hypertext.Iransfer Protocol (HTTP/1.1): Message Syntax and Routing,
https://tools.ietf.org/html/rfc7230

IETF RFC7231, R. Fielding et al, Hypértext Transfer Protocol (HTTP/1.1): Semantics and Content,
https://tools.ietf.org/html/rf€7231

IETF RFC7232, R. Fielding etal, Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests, https://tools.ietf.org
html/rfc7232

IETF RFC7234, R.(Eielding et al, Hypertext Transfer Protocol (HTTP/1.1): Caching, https://tools.ietf.org/html/rfc723
IETF RFC7525) Y/Sheffer et al, Recommendations for Secure Use of Transport Layer Security (TLS) and Datagram
Transport Layer Security (DTLS), https://tools.ietf.org/html/rfc7525

IETF REC7578, L. Masinter et al, Returning Values from Forms: multipart/form-data, https://tools.ietf.org/html/
rfcAST8

IETF RFC7617, J. Reschke et al, The 'Basic' HTTP Authentication Scheme, https://tools.ietf.org/html/rfc7617

IETF RFC8259, T. Bray, Ed., The JavaScript Object Notation (JSON) Data Interchange Format, https://tools.ietf.org/
html/rfc7617

IETF RFC8288, M. Nottingham, Web Linking, https://tools.ietf.org/html/rfc8288
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» ISO 639-1:2002, Codes for the representation of names of languages - Part 1: Alpha-2 code, https://www.iso.org/
standard/22109.html

» 24 February 2014, OData Version 4.0 Part 1: Protocol, https://docs.oasis-open.org/odata/odata/v4.0/os/
part1-protocol/odata-v4.0-os-part1-protocol.html

4 Eeh n 2014 _QData Version 4.0 Part 3- Cammon hema Definition

open.org/odata/odata/v4.0/os/part3-csdl/odata-v4.0-os-part3-csdl.html
e 10 March 2016, OData Version 4.0 Plus Errata 03 OASIS Standard incorporating Draft 01 of Errata 03,
https://docs.oasis-open.org/odata/odata/v4.0/errata03/csd01/complete/vocabularies/
Org.OData.Measures.V1.xml

» 20 November 2014, SNIA TLS Specification for Storage Systems, https://www.snia.org/tech_agtivities/standards/
curr_standards/tls

» The OpenAPI Specification, https://swagger.io/specification/
e The Unified Code for Units of Measure, https://ucum.org/ucum.html

» 24 December 2020, Fetch Living Standard, https://fetch.spec.whatwglorg/

» 9.2 Server-sent events in the HTML Living Standard, https://html.spee.whatwg.org/multipage/server-sent-
events.html
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5 Terms, definitions, symbols, and abbreviated terms

Some terms and phrases in this document have specific meanings beyond their typical English meanings. This clause

eTines those terms and pnrases.

—

he terms "shall" ("required”), "shall not", "should" ("recommended"), "should not" ("not recommended"), "may.)
“heed not" ("not required"), "can" and "cannot" in this document are to be interpreted as described in ISO/EC
Qirectives, Part 2, Clause 7. The terms in parenthesis are alternatives for the preceding term, for use inex¢eptional
cpses when the preceding term cannot be used for linguistic reasons. Note that ISO/IEC Directives,/Rart 2, Clause 7
specifies additional alternatives. Occurrences of such additional alternatives shall be interpretedib-their normal
Ehglish meaning.

The terms "clause”, "subclause", "paragraph”, and "annex" in this document are to be(interpreted as described in ISO
|I§C Directives, Part 2, Clause 6.

—

he terms "normative” and "informative" in this document are to be interpréted as described in ISO/IEC Directives,
Part 2, Clause 3. In this document, clauses, subclauses, or annexes labeled\"(informative)" do not contain normative

[m)

bntent. Notes and examples are always informative elements.

he term "deprecated” in this document is to be interpreted as(@aterial that is not recommended for use in new
evelopment efforts. Existing and new implementations may use this material, but they should move to the favored

aterial should contain references to the last publishéd version that included the deprecated material as normative

T
d

approach. Deprecated material may be implemented in.order to achieve backwards compatibility. Deprecated

n

npaterial and to a description of the favored apprgach. Deprecated material may be removed from the next major
v

brsion of the specification.

This document defines these additional terms:

.1 Hardware terms

5.1.1 baseboard - management controller (BMC)

embedded deviee or service

=

ote 1 to-entry: Typically an independent microprocessor or system-on-chip with associated firmware in a computer|
stemithat completes out-of-band systems monitoring and management-related tasks.

(2]

5.1.2 IPMI

Intelligent Platform Management Interface
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5.1.3 KVM-IP

keyboard, video, mouse redirection over IP

5.1.4 NIC

network interface controller

5.1.5 PCI

Peripheral Component Interconnect

5.1.6 PCle

Peripheral Component Interconnect Express

5.2 Web development terms
5.2.1 CORS
cfoss-origin resource sharing

5.2.2 CRUD

bpsic Create, Read, Update, and Delete operations that any interface can support

5.2.3 CSRF

(@]

oss-site request forgeny.

5.2.4 event

dpta structure‘that corresponds to one or more alerts

5.275 excerpt

subset of data that is copied from one resource and presented in another resource

Note 1 to entry: An excerpt provides data in convenient locations without duplication of entire resources.
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5.2.6 HTTP

Hypertext Transfer Protocol

§.2.7 HTTPS
Hypertext Transfer Protocol Secure

Note 1 to entry: TLS secures HTTP.

(6, ]

.2.8 hypermedia API

API that enables you to navigate through URIs that a service returns

5.291P

mternet Protocol

5.2.10 JSON

—

vaScript Object Notation

5.2.11 member

(%]

ngle resource instance in a resource colle¢tioh

5.2.12 message

()

bmplete HTTP-formatted or HFTPS-formatted request or response

5.2.13 OData

Q

pen DataProtocol (OData), as defined in OData Version 4.0 Part 1: Protocol

Note 1 to entry: In thezREST-based Redfish protocol, every request results in a response.

.2.14 OData service document

resource that provides information about the service root for generic OData clients

© ISO/IEC 2022 - All rights reserved
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5.2.15 operation

HTTP POST, GET, PUT, PATCH, HEAD,and DELETE request methods that map to generic CRUD operations

5.2.16 parent resource

pprent to another resource if the initial segment of the resource URI is the same as the URI of the other resdurce, bu

d at least one level higher

Note 1 to entry: For example, /redfish/v1/Chassis/A88 is a parent resource of /redfish/v1/Chassis/A88/Assembly .

5.2.17 property
npme-value pair in a Redfish-defined request or response

Note 1 to entry: A property can be any valid JSON data type.

5.2.18 request

message from a client to a service

5.2.19 response

njessage from a service to a client in response to‘a-fequest message

5.2.20 subscription

=

bgistration of a destination to récejve events

5.2.21 task

=

bpresentation of-a\ong-running operation

5.2.22 task' monitor

opaque service-generated URI that the client who initiates the request can use to monitor an asynchronous operatiop

5.2.23 TCP

Transmission Control Protocol
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5.2.24 TLS

Transport Layer Security

5.2.25 XSS

cfoss-site scripting

.3 Redfish terms

5.3.1 collection

sge resource collection

§.3.2 Redfish client

cpmmunicates with a Redfish service and accesses one or more of the service's resources or functions

5.3.3 Redfish protocol

dliscovers, connects to, and inter-communicates with a_Radfish service

5.3.4 Redfish schema

set of human and machine-readable documents that define Redfish resources using one or more of the supported
thema definition languages

wv - Q

§.3.5 Redfish service

hplementation of thé protocols, resources, and functions that deliver the interface that this specification defines angl
its associated behaviors for one or more managed systems

Note 1 to efitry? Also known as the service.

5.3.6 resource

URI-addressable Redfish data structure
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5

.3.7 resource collection

set of similar resources where the number of instances can shrink or grow

N

1

q

=

flom the base of the tree.

.3.8 resource tree
ee structure of resources accessible through a well-known starting URI

ote 1 to entry: A client can discover the available resources on a Redfish service by following the resoGice hyperlink

%]

.3.9 resource type

bt of definitions for properties and actions contained within a resource and docunrented in the Redfish schema files

.3.10 service root

arting-point resource for locating and accessing the other resources and associated metadata that make up an
stance of a Redfish service

.3.11 subordinate resource

subordinate to another resource if the initial segment of the resource URI is the same as the URI of the other
bsource, but is at least one level deeper

ote 1 to entry: For example, /redfish/y1/Chassis/A88/Assembly is a subordinate resource of the chassis resource
pbmed A8S .

2
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6 Typographical conventions

The following typographical convention indicates deprecated material:

QEPRECATED
Deprecated material appears here.

END DEPRECATED

1 places where this typographical convention cannot be used, such as tables orifigures, the "DEPRECATED" label is
uked alone.

© ISO/IEC 2022 - All rights reserved
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7 Overview

Redfish is a management standard that uses a data model representation with a RESTful interface.

vs]

ing RESTful, Redfish is easier to use and implement.

los]

king model-oriented, it can express the relationships between components and the semantics of the Redfish
brvices and components within them. The model is also easy to extend.

%

Bly requiring JSON representation, Redfish enables easy integration with programming environpents. It is also easy t
interpret by humans.

An interoperable Redfish schema defines this model, which is freely available and pubfished in OpenAPI YAML, ODat
dSDL, and JSON Schema formats.

7.1 Goals

>

s an architecture, data model, and set of protocols that enable a client to access Redfish services, Redfish has these
gpals.

Thble 1 describes these goals:

~N
Goal Purpose \Q
Jcalable Can scale on stand-alone myachines or racks of equipment.
Hlexible Can implement through existing hardware or entirely as a software service.

Hxtensible Can easily addfhew'and vendor-specific capabilities to the data model.

Hackward-compatible Can add-capabilities while preserving investments in earlier implementations.

Ipteroperable Provides consistent functionality across multiple vendor implementations.

Jtandards-based :Bu}lt on ubiquitous and secure protocols. Leverages other standards where applicable.

Jimple X~ Easy-to-use without the need for highly specialized programming skills or systems knowledge.

Lightweigl;t— Designed to reduce complexity and implementation costs. Minimizes the required footprint for implementations.

3]

: Table 1 — Redfish goals

24
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7.2 Design tenets

To deliver these goals, Redfish:

» Provides a RESTful interface by using a JSON payload and a data model.

« Separates the protocol from the data model, which enables the independent revision and use of each.

« Specifies versioning rules for protocols and schema.

« Leverages strength of ubiquitous standards where it meets architectural requirements, such as JSON; HTTP,
OData, OpenAPI, and the RFCs that this document references.

» Organizes the data model so that it provides clearly demarcated and value-add features irf the'same payload as
standardized items.

» Makes data in payloads as obvious in context as possible.

« Maintains implementation flexibility. Does not tie the interface to any particulat.underlying implementation or
architecture.

+ Focuses on widely used capabilities. To avoid complexity, does not add/functions that only a small percentage o
users value.

7.3 Limitations

Redfish minimizes the need for clients to complete upgrades by using strict versioning and forward-compatibility
rliles, and separation of the protocols from the data madel. However, Redfish does not guarantee that clients never
need to update their software. For example, clients might need to upgrade to manage new system or component
pes, or update the data model.

o+

:[teroperable does not mean identical. Many elements of Redfish are optional. Clients should be prepared to discov{
e optional elements by using the built-in discovery methods.

—~+

he resource tree reflects the tepblogy of the system and its devices. Consequently, different hardware or device
pes result in different resource trees, even for identical systems from the same manufacturer. References between
r¢sources may result jn‘a graph instead of a tree. Clients that traverse the resource tree should provide logic to avoid

2 -

infinite loops.

>

dditionallyynot all Redfish resources use simple REST read-and-write semantics. Different use cases may follow
ther types-of client logic. For example, clients cannot simply read user credentials or certificates from one service

Q

hd wiité them to another service.

Q

Finally, the hyperlink values between resources and other elements can vary across implementations. Clients should
not assume that they can reuse hyperlinks across different Redfish service instances.

=
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7.4 Additional design background and rationale

7.4.1 REST-based interface

p.o)

edfish exposes many service applications as RESTful interfaces. This document defines a RESTful interface.
Redfish defines a RESTful interface because it:

+ Enables a lightweight implementation, using fewer layers than previous standards.

+ Is a prevalent access method in the industry.

» Is easy to learn, document, and implement in modern programming languages.

« Has a number of development environments and a healthy tooling ecosystem.

« Fits with the design goal of simplicity.

« Equally applies to software application space as it does to embedded envirénments, which enables convergencs
and sharing of code within the management ecosystem.

» Adapts well to any data modeling language.

» Has industry-provided security and discovery mechanisms.

7.4.2 Data-oriented

_|
=N

he Redfish data model is developed by focusing on the’contents of the payload. By concentrating on the contents
e payload first, Redfish payloads are easily mapped to schema definition languages and encoding types. The data
odel is defined in various schema languages, inctuding OpenAPI YAML, OData CSDL, and JSON Schema.

=3

.4.3 Separation of protocol from data model

dfish separates the protocol operations from the data model and versions the protocol independently from the
data model. This enables clients-to extend and change the data model as needed without requiring the protocol
VErsion to change.

4.4 Hypermedia API service root

dfish has.a.single service root URI and clients can discover all resources through referenced URIs. The hypermedia
I enables the discovery of resources through hyperlinks.

7.4.5 OpenAPI v3.0 support

The OpenAPI v3.0 provides a rich ecosystem of tools for using RESTful interfaces that meet the design requirements
of that specification. Starting with Redfish Specification v1.6.0, the Redfish schemas support the OpenAPI YAML file
format and URI patterns that conform to the OpenAPI Specification were defined. Conforming Redfish services that
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support the Redfish protocol version v1.6.0 or later implement those URI patterns to enable use of the OpenAPI
ecosystem.

For details, see OpenAPI Specification v3.0.

T4-6©Dataconventions

ith the popularity of RESTful APIs, there are nearly as many RESTful interfaces as there are applications. While
following REST patterns helps promote good practices, due to design differences between the many RESTful.APIs
there few common conventions between them.

—

b provide for interoperability between APIs, OData defines a set of common RESTful conventions and annotations.
edfish follows OData conventions for describing schema, URL conventions, and definitions/for typical properties in &

= 2

ON payload.

7.5 Service elements

7.5.1 Synchronous and asynchronous operation support

Spme operations can take more time than a client typically wantsto-wait. For this reason, some operations can be
apynchronous at the discretion of the service. The request partion of an asynchronous operation is no different from
the request portion of a synchronous operation.

Tp determine whether an operation was completed synchronously or asynchronously, clients can review the HTTP
atus codes. For more information, see the Asynghronous operations clause.

(%]

7.5.2 Eventing mechanism

Redfish enables clients to receive'messages outside the normal request and response paradigm. The service uses
these messages, or events, to asynchronously notify the client of a state change or error condition, usually of a time
cfitical nature.

—

his specification defines two styles of eventing:
» Push-style\eventing.

When-the service detects the need to send an event, it calls HTTP PosT to push the event message to the client
€lients can enable reception of events by creating a subscription entry in the event service, or an administrator
Can create subscriptions as part of the Rediish service configuration.

« Server-sent events (SSE)-style eventing.
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The client opens an SSE connection to the service through a GET on the serversentEventuri -specified URI in
the event service.

For information, see the Eventing clause.

~|

.5.3 Actions

Actions are Redfish operations that do not easily map to RESTful interface semantics. These types of operatiofs may
npt directly affect properties in the Redfish resources. The Redfish schema defines certain standard actjers for
cpmmon Redfish resources. For these standard actions, the Redfish schema contains the normativerlaniguage on the
behavior of the action.

7.5.4 Service discovery

=

hile the service itself is at a well-known URI, clients need to discover the network.address of the service. Like UPnP,
pdfish uses SSDP for discovery. A wide variety of devices, such as printers and¢lient operating systems, support
SPDP. It is simple, lightweight, IPv6 capable, and suitable for implementatier in embedded environments.

p.o)

Fpr more information, see the Discovery clause.

7.5.5 Remote access support

Remote management functionality typically includes ae€ess mechanisms for redirecting operator interfaces such as
serial console, keyboard video and mouse (KVM-IP), command shell, or command-line interface, and virtual media.
hile these mechanisms are critical functionality, they cannot be reasonably implemented as a RESTful interface.

Therefore, this standard does not define thé protocols or access mechanisms for those services but encourages
implementations that leverage existifg standards. However, the Redfish schema includes resources and properties
that enable client discovery of thése‘capabilities and access mechanisms to enable interoperability.

7.6 Security

—

he challenge ofreniote interface security is to protect both the interface and exchanged data. To accomplish this,
Redfish provides authentication and encryption. As part of this security, Redfish defines and requires minimum levelg

o

f encryption?

-

bi’mote information, see the Security details clause.
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8 Protocol details

In this document, the Redfish protocol refers to the RESTful mapping to HTTP, TCP/IP, and other protocol, transport,

a0 Mes3aging 1ayer aspects. HT TP IS The application protoco! that ransports the Mmessages and TCP/TP s The
tfansport protocol. The RESTful interface is a mapping to the message protocol.

The Redfish protocol is designed around a web service-based interface model, which provides network and
interaction efficiency for both user interface (Ul) and automation usage. Specifically, the protocol can levérage
ekisting tool chains.

Thble 2 describes the items that the Redfish protocol uses:

PEPTy \v

Item Description C;\O
HTTP methods Maps to common CRUD operations.
Actions Expands operations beyond CRUD-type operatio‘ns.

edia types Negotiates the type of data sent in the ;e;s;ge body.
HITTP status codes Indicates the success or failure of th; ;erver's request.
HBrror responses Returns more information ';h;n_HTTP status codes.
LS Secures messages. See‘Security details.
Asynchronous semantics Manages long<ranning operations.

: [fable 2 — Redfish protocol

b3

Redfish interface shall be exposed\through a web service endpoint implemented by using HTTP version 1.1. See
FC7230, RFC7231, and RFC7232

o]

The subsequent clauses,describe how the Redfish interface uses and adds constraints to HTTP to ensure
interoperability of Redfish implementations.

8.1 Universal Resource Identifiers

A Universal Resource Identifier (URI) identifies a resource, including the service root and all Redfish resources.

» A URI shall identify each unique instance of a resource.

= URIs shall not include any RFC1738-defined unsafe characters.

o Forexample, the {, ¥}, , |, ~, ~, [, 1, ,and \ characters are unsafe because gateways and other

transport agents can sometimes modify these characters.
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o Do not use the # character for anything other than the start of a fragment.

« URIs shall not include any percent-encoding of characters. This restriction does not apply to the query
parameters portion of the URI.

A GET operation on a URI returns a representation of the resource with properties and hyperlinks to associated

rgsources. The service root URT' IS well Known and IS Dased on the protocol version.

—

b discover the URIs to additional resources, extract the associated resource hyperlinks from earlier responsessThe
ypermedia APl enables the discovery of resources through hyperlinks.

>

o]

edfish considers the RFC3986-defined scheme, authority, service root, and version, and unique resource path
bmponent parts of the URI.

[a)

-

br example, this URI:

https://mgmt.vendor.com/redfish/v1/Systems/1

Jontains these component parts:

e https: isthe scheme.
e mgmt.vendor.com is the authority to which to delegate tHe"URI.
e redfish/vl is the service root and version.

e Systems/1 is the unique resource path.
Im a URL:

» The scheme and authority component’parts are not part of the unique resource path because redirection
capabilities and local operationsimay cause the connection portion to vary.

« The service root and resource-path component parts uniquely identify the resource in a Redfish service.

1 an implementation:

» The resource-path component part shall be unique.
« A relative Yeference in the body and HTTP headers payload can identify a resource in that same implementation

+ An absolute URI in the body and HTTP headers payload can identify a resource in a different implementation.

Fprthevabsolute URI definition, see RFC3986.

For example, a PosT operation may return the /redfish/vi/Systems/2 URIlinthe Location header of the response,
which points to the posT -created resource.
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Assuming that the client connects through the mgmt.vendor.com appliance, the client accesses the resource through
the https://mgmt.vendor.com/redfish/v1/Systems/2 absolute URI.

URIs that conform to RFC3986 may also contain the query, ?query , and frag, #frag, components. For information
about queries, see Query parameters. When a URI includes a fragment ( frag ) to submit an operation, the server

igreres-the-fragrent

fla property in a response references another property within a resource, use the RFC6901-defined URI fragnient
dentifier representation format. If the property is a reference property in the schema, the fragment shall referénce a
vhlid resource identifier. For example, the following fragment identifies a property at index 0 of the Fafis7array in thg

redfish/vl/Chassis/MultiBladeEncl/Thermal resource:

"@odata.id": "/redfish/v1/Chassis/MultiBladeEncl/Thermal#/Fans/0"

Fpr requirements on constructing Redfish URIs, see the resource URI patteris annotation clause.

8.2 HTTP methods

Thble 3 describes the mapping of HTTP methods to the Redfish-supported operations. If the Required column
cpntains Yes, a Redfish interface shall support the HTTP-method. If the Required column contains No, a Redfish
interface may support the HTTP method.

o

HTTP method Interface semantic . C)E Required
AN
Create resource.
PoST Resource action Yes
Eventing
GET Retrieve resource Yes
O
PuT “Replace resource No
PATCH Update resource Yes
DELETE Delete resource Yes
HEAD. Retrieve resource header No

h

Retrieveteader
OPTIONS . . . No
Cross-origin resource sharing (CORS) preflight

: Table 3 — Mapping of HTTP methods to Redfish-supported operations
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For HTTP methods that the Redfish service does not support or that Table 3 omits, the Redfish service shall return the
HTTP 465 Method Not Allowed status code or the HTTP 501 Not Implemented status code.

8.3 HTTP redirect

HTTP redirect enables a service to redirect a request to another URL. Among other things, HTTP redirect enables
Redfish resources to alias areas of the data model.

Al Redfish clients shall correctly handle HTTP redirect.

The service for the redirected resource shall enforce the authentication and authorization requirements for the
re¢directed resource.

[a'e

4 Media types

Spme resources may be available in more than one type of representation. Thé media type indicates the

=

bpresentation type.

1 HTTP messages, the media type is specified in the content-Type header. To tell a service to return the response

~

rough certain media types, the client sets the HTTP Accept header to a list of the media types.

» All resources shall be available through the JSON application/json media type.

» Redfish services shall make every resource availablé-in a JSON-based representation as a JSON object, as
specified in RFC8259. Receivers shall not rejecta JSON-encoded message, and shall offer at least one JSON-
based response representation. An implerientation may offer additional non-JSON media type representations.

Tp request compression in the response body, clients specify an Accept-Encoding request header.

8.5 ETags

—

b reduce unnecessary. RESTful accesses to resources, the Redfish service should support the association of a separat|

1]

(0]

htity tag (ETag) withyedch resource.

« Implementations should support the return of ETag properties for each resource.
« Implementations should support the return of ETag headers for each single-resource response.

« _{mplementations shall support the return of ETag headers for GET requests of ManagerAccount resources.

Because the service knows whether the new version of the object is substantially different, the service generates and
provides the ETag as part of the resource payload.
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The ETag mechanism supports both strong and weak validation. If a resource supports an ETag, it shall use the
RFC7232-defined ETag.

This specification does not mandate a particular algorithm for ETag creation, but ETags should be highly collision-free.

An ETag can be:

* Ahash
« A generation ID
* Atime stamp

« Some other value that changes when the underlying object changes

fla client calls PuT or PATCH to update a resource, it should include an ETag from a previous GET inthe HTTP If-
Mptch or If-None-Match header. If a service supports the return of the ETag header on ar€source, it may respond
ith the HTTP 428 Precondition Required status code if the If-Match or If-None-Matgh header is missing from the

UT or PATCH request for the same resource, as specified in RFC6585.
In addition to the return of the ETag property on each resource, a Redfish service should return the ETag header on:

» Aclient puT, POST, or PATCH operation

« A GeT operation for an individual resource

The format of the ETag header is:

ETag: <string>

8.6 Protocol version

—

he protocol version is separate-from the resources' version or the Redfish schema version that the resources
pport.

(%]

Epch Redfish proto€al version is strongly typed by using the URI of the Redfish service in combination with the
r¢source obtainéd at that URI, called the serviceRoot resource.

—

he root URHfor this version of the Redfish protocol shall be /redfish/vi/ .

The-ORI defines the major version of the protocol.

The Redfishversion property of the ServiceRoot resource defines the protocol version, which includes the major
version, minor version, and errata version of the protocol, as defined in the Redfish schema for that resource.

The protocol version is a string in the format:
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<MajorVersion>.<MinorVersion>.<ErrataVersion>
where

e <MajorVersion> is an integer that represents the major version. Indicates a backward-incompatible change.

2 M3 Marcions—ls an intacar that ranracants tho minar varcian Indicatac o minagr undata Raodfich intradiicas
N4 L L

functionality but does not remove any functionality. The minor version preserves compatibility with earlier minof
versions.

e <ErrataVersion> is an integer that represents the errata version. Indicates a fix to the earlier version.

Any resource that a client discovers through hyperlinks that the service root or any service root-refetericed service o
résource returns shall conform to the same protocol version that the service root supports.

A GET operation on the /redfish resource shall return this response body:

"vi": "/redfish/v1/"

8.7 Redfish-defined URIs and relative reference rules

Thble 4 describes the Redfish-defined URIs that a Redfish,service shall support:

YRI Returns ( b\ Note
dfish Version. A major update that does not preserve compatibility with earlier minor  Services shall support this
redris
versions. URI.
g Services shall support this
redfish/v1/ Redfish service joot. L

URI.

Services shall support this

redfish/vi/odata Reefish OData service document. URI

Services shall support this
redfish/vl/$metaddta Redfish metadata document. i

URI.
redfish/Wl7 Services should support this
Redfish OpenAPI YAML document. PP
dpenapi . yaml URL.

: Table 4 — Redfish-defined URIs

In addition, Table 5 describes the URIs that services shall process without a trailing slash in one of these ways:
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» Redirect it to the associated Redfish-defined URI.
» Treat it as the equivalent URI to the associated Redfish-defined URI.

URI Associated Redfish-defined URI
redfish/vl /redfish/v1/
redfish/ /redfish

: [fable 5 — Redfish-defined URIs without trailing slashes

Al other Redfish service-supported URIs shall match the resource URI patterns definitions, exceptthe supplemental
r¢sources that the @Redfish.Settings , @Redfish.ActionInfo,and @Redfish.CollectionCapabilities payload
ahnotations reference. The client shall treat the URIs for these supplemental resources as.6paque.

Al Redfish-defined URIs and URIs starting with /redfish are reserved for future standardization by DMTF and DMTF
alliance partners, except OEM extension URIs, which shall conform to the requirements of the OEM URIs clause.

All relative references that the service uses shall start with either:

« A double forward slash ( // ) and include the authority (network-path), such as //mgmt.vendor.com/redfish/v1/
Systems .

» Asingle forward slash ( /) and include the absolute-path; such as /redfish/v1/Systems .

-

br details, see RFC3986.
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9 Service requests

This clause describes the requests that clients can send to Redfish services.

9.1 Request headers

—

he HTTP Specification defines headers for request messages. Table 6 defines those headers and their fequirements
r Redfish services and clients.

—

Fpr Redfish services:

« Redfish services shall process the headers in Table 6 as defined by the HTTP 1.7 Specification if the Service
requirement column contains Yes or Conditional.

+ Redfish services should process the headers in Table 6 and Table 7 as defined.by the HTTP 1.1 Specification if thg
Service requirement column contains No.

Fpr Redfish clients (sending the HTTP requests):

« Redfish clients shall include the headers in Table 6 as definéd by the HTTP 1.7 Specification if the Client
requirement column contains Yes or Conditional.

+ Redfish clients should transmit the headers in Tables6"and Table 7 as defined by the HTTP 1.1 Specification if the
Client requirement column contains No.
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Service Client Supported .
Header ) N Description
requirement requirement values
Communicates to the server the media type or types that this client is prepared to
accept.
fal - loadl - n adla Lo <l L £
Servieesshatsupportresotrcerenestswith—Acrept—ireader-rattesof
application/json oOr application/json;charset=utf-8 .
Services shall support XML metadata requests with Accept header valuesof
application/xml oOr application/xml;charset=utf-8 .
hccept Yes No RFC7231 . :
E Services shall support OpenAPI YAML schema requests with" Accept header
values of application/yaml or application/yaml;charetsutf-8 or application
vnd.oai.openapi Or application/vnd.oai.openapi;dhanset=utf-8 .
Services shall support SSE requests with Aceept\ header values of text/event-
stream Or text/event-stream;charset=utf-8"
Services shall support any request With "Accept header values of application/*,
application/*;charset=utf-8=» %/* , or */*;charset=utf-8 .
Indicates whether the client\can handle gzip-encoded responses. If a service
hccept- cannot return an acceptable response to a request with this header, it shall
No No RFC7231 . . .
Hncoding respond with the HTTP 406 Not Acceptable status code. If the request omits this|
header, the sefice should not return gzip-encoded responses.
fccept- The langirages that the client accepts in the response. If the request omits this
No No RFC7231 e
llanguage headey, uses the service's default language for the response.
_Reéquired for HTTP basic authentication.
huthorization Conditional Conditional RFGZ6{% . . .
A client can access unsecured resources without this header on systems that
support basic authentication.
The size of the message body.
To indicate the size of the body, a client can use the Transfer-Encoding: chunked
[ontent- ]
No "No RFC7231  header.
UYength
If a service needs to use Content-Length and does not support Transfer-
Encoding , it responds with the HTTP 406 Not Acceptable status code.
The request format. Required for operations with a request body.
Services shall accept the content-Type header set to either application/json o
P Fad P H 1 L P 1 RLCC7204 T 0 03 L L
Eontent—TFre oncitenat ofRdttenat—RFcF23+4 appication/somcharset=trtf~6—

It is recommended that clients use these values in requests because other values
can cause an error.
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Service Client Supported .
Header ) N Description
requirement requirement values
Host Yes No RFC7230  Enables support of multiple origin hosts at a single IP address.
To ensure that clients update the resource from a known state, puT and PATCH
oy £ loalo H s | e logall e
recrrestsforresotrcesfor-which-aservice-returns-Eragsshat-stpport—ifMrtc
[f-Match Conditional  No RFC7232
While not required for clients, it is highly recommended for puT and PATCH
operations.
A service only returns the resource if the current ETag of that reselyce does not
match the ETag sent in this header.
[f-None-Match No No RFC7232

If the ETag in this header matches the resource's current ETag, the GET operation|

returns the HTTP 304 Not Modified status code,

The event source's last id field from the SSE stream. Requests history event datd.
| ast-Event-ID No No HTML5 SSE

See Server-sent events.

Limits gateway and proxy hops:

ax-Forwards  No No RFC7231
Prevents messages from ¥emaining in the network indefinitely.
DData- i . i
No No 4.0 The maximum\@WData version that an OData-aware client understands.
axVersion
The OData version.
Sewvices shall reject requests that specify an unsupported OData version.
DData-Version Yes No 4.0
If a service encounters an unsupported OData version, it should reject the reques
with the HTTP 412 precondition Failed status code.
N ¢
\Fetch
Living
. Standard,  Enables web applications to consume a Redfish service while preventing CSRF
Prigin Yes No
, 3.1 attacks.
. Origin
header
Traces product tokens and their versions.
Pser-Agent Yés No RFC7231
The header can list multiple product tokens.
Defines the network hierarchy and recognizes message loops.
T No No RFEF236

Each pass inserts its own via header.

: Table 6 — Request headers
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Redfish services shall understand and be able to process the headers in Table 7 as defined by this specification if the
Service requirement column contains Yes.

Service Client

Header Supported values  Description

requirement requirement

1

—

—

=

1

f

d

: fable 7 — Request headers part 2

Authenticates user sessions.

-Auth- v Conditional Opaque encoded The token value shall be indistinguishable from random.
es onditiona . ) ) . .
oken octet strings While services shall support this header, a client can access unsecused

resources without establishing a session.

.2 GET (read requests)

.2.1 GET (read requests) overview

he GET operation retrieves resources from a Redfish service. Clients make'a GET request to the individual resource
RI. Clients may obtain the resource URI from published sources, suchtas the OpenAPI document, or from a resourcq
entifier property in a previously retrieved resource response, such-as‘the links property.

the requirements of the media types. If the Accept header is absent, the service shall return the resource's
bpresentation as application/json . Services may butare not required to support the convention of retrieving
dividual properties within a resource by appending a segment containing the property name to the URI of the
Psource.

e The HTTP GeT operation shall retrieve’a resource without causing any side effects.
« The service shall ignore the content of the body on a GET .

» The GET operation shall be jdémpotent in the absence of outside changes to the resource.

supported by the seryice;clients can perform a conditional GET operation by specifying an If-None-Match requeg
pader that contains the ETag of the resource.

.2.2 Resource collection requests

lients retrieve a resource collection by making a GET request to the resource collection URI. The response includes

tI|1e resource collection's properties and an array of its members.

he service shall return the resource representation using one of the media types listed in the Accept header, subje¢

—+

No requirements are placed on implementations to return a consistent set of members when a series of requests that

u

se paging query parameters are made over time to obtain the entire set of members. These calls can result in

missed or duplicate elements if multiple GET requests use paging to retrieve the Members array instances.
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+ Clients shall not make assumptions about the URIs for the members of a resource collection.
» Retrieved resource collections shall always include the count ( Members@odata.count ) property to specify the total
number of entries in its Members array.

« Regardless of the next link ( Members@odata.nextLink ) property or paging, the count ( Members@odata.count )
property shall return the total number of resources that the Members array references.

A subset of the members can be retrieved using client paging query parameters.

A service might not be able to return all of the contents of a resource collection request in a single resporisebody. |
tlis case, the response can be paged by the service. If a service pages a response to a resource collectioh request, th

1]

following rules shall apply:

« Responses can contain a subset of the full resource collection's members.
» Individual members shall not be split across response bodies.

e Anext link ( Members@odata.nextLink ) property annotation shall be supplied inthe-fesponse body with the URI tp
the next set of members in the collection.

e The next link ( Members@odata.nextLink ) property shall adhere to the ryles in the Next link property clause.

e GET operations on the next link ( Members@odata.nextLink ) propeptysshall return the subsequent section of the
resource collection response.

9.2.3 Service root request

—

he root URL for Redfish version 1.x services shall be ‘/kedfish/v1/ .
The service returns the serviceRoot resource, as'defined by this specification, as a response for the root URL.

Sgrvices shall not require authentication to retrieve the service root and /redfish resources.

9.2.4 OData service and. metadata document requests

Redfish services expose two.@Data-defined documents at specific URIs to enable generic OData clients to navigate
the Redfish service.

+ Service shalhéxpose an OData metadata document at the /redfish/v1/$metadata URI.
» Service'shall expose an OData service document at the /redfish/vi/odata URI.

» Sefviee shall not require authentication to retrieve the OData metadata document or the OData service
doeument.
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9.3 Query parameters

9.3.1 Query parameter overview

—

b paginate, retrieve subsets of resources, or expand the results in a single response, clients can include the query
pprameters. Some query parameters apply only to resource collections.

Services:

» Shall only support query parameters on GET operations.
« Should support the $top, $skip, only,and excerpt query parameters.
* May support the $expand, $filter,and $select query parameters.

» Shall include the ProtocolFeaturesSupported object in the service root, if the service supports query parameterg.
o This object indicates which parameters and options have been implemented.

» Shall ignore unknown or unsupported query parameters that do not begin‘with $ .

« Shall use the & operator to separate multiple query parameters ip-a‘single request.
Services shall return:

e The HTTP 501 Not Implemented status code for any unsupported query parameters that start with §$ .
« An extended error that indicates the unsupported query parameters for this resource.

e The HTTP 400 Bad Request status code for any query parameters that contain values that are invalid, or values
applied to query parameters without defined'values, such as excerpt or only .

Services should return:

* The HTTP 4600 Bad Request (statls code with the QueryNotSupportedonResource message from the Base Messag

37

Registry for any implemented query parameters that are not supported on a resource in the request.

e The HTTP 400 Bad Request status code with the QueryNotSupportedonResource message from the Base Messag

37

Registry for any supported query parameters that apply only to resource collections but are used on singular
resources. This includes query parameters such as $filter, $top, $skip,and only .

e The HTTP{4de Bad Request status code with the QueryNotSupportedonOperation message from the Base
Message Registry for any supported query parameters on operations other than GeT .

Sgryvices shall process query parameters in this order:

e $filter
e $skip
*  $top
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« Apply server-side pagination

* $expand
* excerpt

¢ $select

pxcerpt

pexpand=<string>

pfilter=<string>

Thble 8 describes the query parameters:

2he
Query parameter Description and example .

Returns a subset of the resource's properties that match the defined Excerpt schema annotation.
If no Excerpt schema annotation is defined for the resource, the entire resource is returned.
Example:

https://resource?excerpt

Returns a hyperlink and its contents in-line with retrieved resources, as if a~GeT call response was included in-line with
that hyperlink.

See The $expand query parameter.

Example:

https://resource?$expand=*($levels=3)

https://resourcecollection?$expand=. ($leveds=1)

Applies to resource collections. Returns;‘subset of collection members that match the $filter expression.
See The $filter query paramétery

Example:

https://resourcecollection?$filter=SystemType eq 'Physical’

Applies,terfésource collections. If the target resource collection contains exactly one member, clients can use this query|
parafoeter to return that member's resource.

¢
:lf the collection contains either zero members or more than one member, the response returns the resource collection,
as expected.

bnl 5 .
Y Services should return the HTTP 400 Bad Request with the QueryCombinationInvalid message from the Base Message
Registry if only is being combined with other query parameters.
Example:
https://resourcecollection?only
42
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Query parameter Description and example

Returns a subset of the resource's properties that match the $select expression.

See The $select query parameter.

$select=<string>

:xah-pie.
https://resource?$select=SystemType,Status

Applies to resource collections. Returns a subset of the members in a resource collection, or an empty set ofimiembers i
the $skip value is greater than or equal to the member count. This paging query parameter defines th€number of
members in the resource collection to skip.

bskip=<integer>

Example:

https://resourcecollection?$skip=5

Applies to resource collections. Defines the number of members to show in the tesponse.
Minimum value is o, though a value of e returns an empty set of mghbers.
ptop=<integer>

Example:

https://resourcecollection?$top=30

: [fable 8 — Query parameters

9.3.2 The $expand query parameter

—

he $expand query parameter enables aclient to request a response that includes not only the requested resource,

o

Ut also includes the contents of the subdrdinate or hyperlinked resources. The definition of this query parameter

—

llows the OData Protocol Specification.

The sexpand query parameterthas a set of possible options that determine which hyperlinks in a resource are

ncluded in the expanded:response. Some resources may already be expanded due to the resource's schema
ahnotation AutoExparid~ 'such as the Temperature objectinthe Thermal resource.

—

hble 9 describes the Redfish-supported options for the $expand query parameter. The service may implement somg

(@)

f these options but not others. Any other supported syntax for $expand is outside the scope of this specification.

/\‘ Description Example
e

Shall expand all hyperlinks, including those in payload annotations, such
asterisk ( * ) as @Redfish.Settings , @Redfish.ActionInfo , and https://resource?$expand=*
@Redfish.CollectionCapabilities
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Option Description Example

Number of levels the service should cascade the $expand operation.

The default level shall be 1.

$levels https://resourcecollection?$expand=. ($levels=2)

TOT E)\mlll_};tf, PLEVELS= C)\Pdlldb IU\JL;I l;ltf ;Iyptl“ll;\b ill I.:IC CUITETIU
resource (level 1), and the hyperlinks in the resulting expanded resources
(level 2).

Shall expand all hyperlinks not in any links property instances of the
resource, including those in payload annotations, such as

eriod (. ) https://resourcecollection?$expafd=.
@Redfish.Settings , @Redfish.ActionInfo , and
@Redfish.CollectionCapabilities .
Shall expand all hyperlinks found in all links property instances of the
tllde (~) https://resourcéedllection?$expand=~

resource.

: [fable 9 — The $expand query parameter options
Ekamples of $expand usage include:
e GET of a SoftwareInventoryCollection .

With $expand , the client can request multiple SoftwareIqventory collection member resources in one request
rather than fetching them one at a time.

e GET ofa ComputerSystem .

With $levels, asingle GET request carhinclude the subordinate resource collections, such as Processors and

Memory .
e GET all UUIDs in members ¢f'the computersystem collection.
To accomplish this result)include both $select and $expand on the URI.
The syntax is @ET~/redfish/v1/Systems?$select=UUID&$expand=. ($levels=1)
hen services €xécute s$expand , they may omit some of the referenced resource's properties.

henccliehts use $expand , they should be aware that the payload may increase beyond what can be sent in a single
r¢sponse.

If a service cannot return the payload due to its size, it shall return the HTTP 507 Insufficient Storage status code.

If a service cannot return the payload corresponding to an individual member of a resource collection, it should
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return the @odata.id property for that member and should return extended information indicating the reason that
member was not returned, such as when a provider internal to the service returns an error or times out.

The following example expands the RoleCollection resource with the level set to 1:

"@odata.id": "/redfish/v1/AccountService/Roles", (1/(1/

"@odata.type": "#RoleCollection.RoleCollection"”,

"Name": "Roles Collection", '\’.

"Members@odata.count": 3, %/

"Members": [{ ?\
"@odata.id": "/redfish/v1/AccountService/Roles/Administrator”, Q
"@odata.type": "#Role.vl 1 @.Role", (b
"Id": "Administrator”,

"Name": "User Role", @Q
»

"Description”: "Admin User Role",

"IsPredefined": true, %O
"AssignedPrivileges": ["Login", "ConfigureManager", \
"ConfigureUsers", "ConfigureSelf", "ConfigureComponents"] 6\

b A
"@odata.id": "/redfish/v1/AccountService/Roles/Operator", Q
"@odata.type": "#Role.vl_ 1 ©.Role", Q
"Id": "Operator", 0\\
"Name": "User Role", $\
"Description": "Operator User Role", \\'QQ)

"IsPredefined": true,
"AssignedPrivileges": ["Login", "Configuresa&
"ConfigureComponents™] A\

}) { O
"@odata.id": "/r‘ed'Fish/vl/AccountSer'v&e/Roles/ReadOnly",
"@odata.type": "#Role.vl_1_0.Role{;

o

"Id": "ReadOnly", C)\
"Name": "User Role", .

"AssignedPrivileges{:
1 O .
2
3.3 The@ﬁct query parameter
The %

Qect query parameter indicates that the implementation should return a subset of the resource's properties

Login", "ConfigureSelf"]

"Description”: "ReadOnly@er' Role",
"IsPredefined": true(,p

0

ti|a$5| ch the $select expression. If a request omits the $select query parameter, the response returns all

properties by detault. The definition of this query parameter tollows the OData Protocol Specification.
The $select expression shall not affect the resource itself.

The $select expression defines a comma-separated list of properties to return in the response body.
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The syntax for properties in objects or properties in arrays of objects shall be the object and property names
concatenated with a slash ( /).

An example of $select usage is:

GET /redfish/v1/Systems/1?$select=Name,SystemType,Status/State

hen services execute $select , they shall return all requested properties of the referenced resource. If a'requested
property is an object, the service shall return the entire object. The @odata.id and @odata.type propeéftties shall be

i} the response payload and contain the same values as if $select was omitted. If the @odata.centeéxt property is
spipported, it shall be in the response payload and should be in the context property recommended format. If the
odata.etag property is supported, it shall be in the response payload and contain the same.values as if $select
as omitted.

Any other supported syntax for $select is outside the scope of this specificatian.

9.3.4 The $filter query parameter

The $filter parameter enables a client to request a subset of thewresource collection's members based on the
filter expression. The definition of this query parameter follows the OData Protocol Specification.

—

he $filter query parameter defines a set of properties-and literals with an operator.
A literal value can be:

» A string enclosed in single quotes.
* A number.

* A boolean value.

flthe literal value does notymatch the data type for the specified property, the service should reject $filter request
ith the HTTP 400 Bad, Request status code.

The $filter segtion/of the OData ABNF Components Specification contains the grammar for the allowable syntax g
the s$filter guery parameter, with the additional restriction that only built-in filter operations are supported.

—

hble 1@ Jists the Redfish-supported values for the $filter query parameter. Any other supported syntax for
filter is outside the scope of this specification.

Value Description Example

. (Status/State eq 'Enabled' and Status/Health eq 'OK') or SystemType eq
¢} Precedence grouping operator.
'Physical’

=

46
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Value Description Example
and Logical and operator. ProcessorSummary/Count eq 2 and MemorySummary/TotalSystemMemoryGiB gt 64
eq Equal comparison operator. ProcessorSummary/Count eq 2

Greaterthan oreaual to comparison
be ! ' ProcessorSummary/Count ge 2
operator.

bt Great than comparison operator. ProcessorSummary/Count gt 2

le  Less than or equal to comparison operator. MemorySummary/TotalSystemMemoryGiB le 64

Lt Less than comparison operator. MemorySummary/TotalSystemMemoryGiB 1t 64

e Not equal comparison operator. SystemType ne 'Physical’

ot Logical negation operator. not (ProcessorSummary/Count eq 2)

br Logical or operator. ProcessorSummary/Count eq 2 or ProcessorSuiimary/Count eq 4

: [fable 10 — The $filter query parameter options
When evaluating expressions, services shall use the following operator precedence:

» Grouping

» Logical negation

* Relational comparison. gt, ge, 1t,and le all‘have equal precedence.
« Equality comparison. eq and ne both haveiggual precedence.

» Logical and

* Logical or

[ the service receives an unsuppOrted $filter query parameter, it shall reject the request and return the HTTP se1
Npt Implemented status code.

9.4 HEAD

The HeaD ngéthod differs from the GET method in that it shall not return message body information.

Howeter, the HEAD method completes the same authorization checks and returns all the same meta information angl

statls codes in the HTTP headers as a GeT method.

Services may support the HEAD method to:

« Return meta information in the form of HTTP response headers.
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« Verify hyperlink validity.
Services may support the HEAD method to verify resource accessibility.

Services shall not support any other use of the HEAD method.

The Heap method shall be idempotent in the absence of outside changes to the resource.

Sgrvices shall reject HEAD requests that contain query parameters. Services should return the HTTP 400 Bad Réquest
sfatus code if provided with a query parameter in a HEAD request.

9.5 Data modification requests

9.5.1 Data modification requests overview
Tp create, modify, and delete resources, clients issue the following operations:

e POST (create)
e PATCH (update)
e PUT (replace)
« DELETE (delete)

« POST (action) on the resource

—

he following clauses describe the success and errdy response requirements common to all data modification
requests.

9.5.2 Modification success responses

Fpr create operations, the response from the service, after the create request succeeds, should be one of these
résponses:

* The HTTP 201 cfeated status code with a body that contains the JSON representation of the newly created
resource after, the request has been applied.
e The HTTP \202 Accepted status code with a Location header set to the URI of a task monitor when the
processing of the request requires additional time to be completed.
- \/After processing of the task is complete, the created resource may be returned in response to a request to
the task monitor URI with the HTTP 201 created status code.

* The HTTP 204 No Content status code with empty payload in the event that the service cannot return a
representation of the created resource.
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For update, replace, and delete operations, the response from the service, after successful modification, should be
one of the following responses:

« The HTTP 200 ok status code with a body that contains the JSON representation of the targeted resource after

the modification has been applied, or, for the delete operation, a representation of the deleted resource.

processing of the modification requires additional time.
o After processing of the task is complete, the modified resource may be returned in response to a requeést td
the task monitor URI with the HTTP 200 ok status code.

e The HTTP 204 No Content status code with an empty payload in the event that service cannot retdrn a

representation of the modified or deleted resource.

Fpr details on successful responses to action requests, see POST (action).

9.5.3 Modification error responses

flthe resource exists but does not support the requested operation, services shall return the HTTP 405 Method Not
Allowed status code.

Qtherwise, if the service returns a client 4xx or service 5xx status cdde, the service encountered an error and the
psource shall not have been modified or created as a result of the operation.

=

.6 PATCH (update)

[Ce)

—

b update a resource's properties, the service shall’support the PATCH method.

—

he request body defines the changes toxmake to one or more properties in the resource that the request URI
bferences. The PATCH request does‘not’change any properties that are not in the request body. The service shall

=

ignore OData annotations in the(reguest body, such as resource identifier, type, and ETag properties. Services may
afcept a PATCH method with an/empty JSON object, which indicates that the service should make no changes to the

rgsource.

Fpr resources that @llew for properties to not be updated immediately, clients can perform PATCH requests to a

o

esignated settings resource. For more information, see the Settings resource clause.

Sge the Modification success responses clause for behavior when the PATCH operation is successful.

fl supported by the service, clients can perform a conditional PATCH operation by specifying an 1f-Match or If-

None-Match request header that contains the ETag of the resource.

The implementation may reject the update on certain properties based on its own policies and, in this case, not make
the requested update.
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A partial success of a PATCH operation occurs when a modification request for multiple properties results in at least
one property updated successfully, but one or more properties could not be updated. In these cases, the service shall
return the HTTP 200 ok status code and a resource representation with extended information that lists the
properties that could not be updated. Examples include:

o A nropertyisread-only unknown orunsunnaorted
Lame Y Y ™t

« A service-side error occured, such as a write failure for an EEPROM.

flall properties in the update request are read-only, unknown, or unsupported, but the resource can be updatéd, thg
service shall return the HTTP 400 Bad Request status code and an error response with messages that shaw the non-

C

pdatable properties.

fthe update request only contains OData annotations, such as resource identifier, type, and"EJag properties, the
brvice should return the HTTP 400 Bad Request status code with the NooOperation message from the Base Messags

o W

egistry.

1 the absence of outside changes to the resource, the PATCH operation should:be idempotent, although the origing
Tag value may no longer match.

[Te)

.7 PATCH on array properties

The Array properties clause describes the three styles of array.properties in a resource.

ithin a PATCH request, the service shall accept null\‘to remove an element, and accept an empty object {} to
Igave an element unchanged. Array properties that.ise the fixed or variable length style remove those elements,
hile array properties that use the rigid style replace removed elements with null elements. A service may indicate
the maximum size of an array by padding~null elements at the end of the array sequence.

hen processing a PATCH requestithe order of operations shall be:

» Modifications
e Deletions
- Additions

A PATCH requestwith fewer elements than in the current array shall remove the remaining elements of the array.

-

br example, a fixed length-style Flavors array indicates that the service supports a maximum of six elements, by
ppdding the array with null elements, with four populated.

"Flavors": ["Chocolate", "vanilla", "Mango", "Strawberry", null, null]
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A client could issue the following PATCH request to remove vanilla, replace Strawberry with cherry , and add
Coffee and Banana to the array, while leaving the other elements unchanged.

"Flavors": [{}, null, {}, "Cherry", "Coffee", "Banana"]

After the PATCH operation, the resulting array is:

"Flavors": ["Chocolate", "Mango", "Cherry", "Coffee", "Banana", null]

[Ce)

.8 PUT (replace)

—

b completely replace a resource, services may support the puT methed\The service may add properties to the
r¢sponse resource that the client omits from the request body, the resource definition requires, or the service
nprmally supplies.

—

he PUT operation should be idempotent in the absence of outside changes to the resource, with the possible

@

xception that the operation might change ETag values(

See the Modification success responses clause fokpehavior when the puT operation is successful.

f supported by the service, clients can perform a conditional puT operation by specifying an If-Match or If-None-
Mptch request header that contains the ETag of the resource.

Sgrvices may reject requests that'do not include properties that the resource definition (schema) requires.

[Te)

.9 POST (create)

Tp create a resguice, services shall support the PosT method on resource collections.

The post.request is submitted to the resource collection to which the new resource will belong. See the Modificatioh
sficeess responses clause for behavior when the posT operation is successful.

The body of the create request contains a representation of the object to create. The service may ignore any service-
controlled properties, such as 1d , which would force the service to overwrite those properties. Additionally, the
service shall set the Location header in the response to the URI of the new resource.
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» Submitting a PoST request to a resource collection is equivalent to submitting the same request to the Members
property of that resource collection. Services that support the addition of Members to a resource collection shall

support both forms.
o For example, if a client adds a member to the resource collection at /redfish/vi/EventService/

Subscriptions , it can perform a POST request to either /redfish/vi/EventService/Subscriptions or
[ /TedT IS/ VI7EVENtServiTte/SUbSCriptions/MeEmbers .
« The PposT operation shall not be idempotent.

« Services may allow the inclusion of @Redfish.OperationApplyTime property in the request body. See Operation
apply time.

« Services should return the HTTP 400 Bad Request status code for requests containing propertjes‘with the value
null .

[Te)

.10 DELETE (delete)

—

b remove a resource, the service shall support the DELETE method. Resources subordinate to the resource removeqg

o

)y a DELETE method are typically removed, as the contents of subordinatedtesources are dependent on the parent
r¢source. In some cases, related resources may also be relocated in thesesgurce tree based on their definition and
ukage. Other resources in the resource tree may also be removed orincur side effects of a resource removal.

Sge the Modification success responses clause for behavior whén the DELETE operation is successful.

« If the resource was already deleted, the service may.return the HTTP 404 Not Found status code or a success
code.
« The service may allow the inclusion of the @Redfish.OperationApplyTime property in the request body. See

Operation apply time.

.11 POST (action)

[Ce)

Sgrvices shall support the post method as a way for clients to send actions to resources.

* The pPosT operation'may not be idempotent.

« Services may alléw the inclusion of the @Redfish.OperationApplyTime property in the request body. See

Operatier \@pply time.

Tp request-actions on a resource, send the HTTP posT method to the URI of the action. The target property in the
résouyce's Actions property shall contain the URI of the action. The URI of the action shall be in the format:

<ResourceUri>/Actions/<QualifiedActionName>

where
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*  <ResourceUri> isthe URI of the resource that supports the action.
e Actions is the name of the property that contains the actions for a resource, as defined by this specification.

e <QualifiedActionName> is the qualified name of the action. Includes the resource type.

To determine the available actions and the valid parameter values for those actions, clients can query a resource
rectly.

dlients provide parameters for the action as a JSON object within the request body of the posT operation. For
information about the structure of the request and required parameters, see the Actions property clause. Some
pprameter information may require that the client examine the Redfish schema that corresponds to theresource.

[fthe action request does not contain all required parameters, the service shall return the HTTR)466 Bad Request

(%]

atus code. If the action request contains unsupported parameters, the service shall ignore(the unsupported
pprameters or return the HTTP 400 Bad Request status code. If an action does not have‘any’required parameters, the
service should accept an empty JSON object in the HTTP body for the action request!

Thble 11 describes the HTTP status codes and additional information that the senvice shall return a response to a
iccessful PoST (action) request:

wn

HTTP &0\\‘

To indicate status  Additional information Q)

d
code Q(\

Juccess, and the An error response, with a messageithat indicates success or any additional relevant messages. If the
gchema does not o action was successfully processéd and completed without errors, warnings, or other notifications for the
dontain a response client, the service should return the Success message from the Base Message Registry in the code
definition. property in the responsebody.

Yuccess, and the
gchema contains a
response definition for
the action.

0 0K  The response,body conforms to the action response defined in the schema.

new resource was
reated, and the

A .
"A* Location response header set to the URI of the created resource. An error response, with a message

q

gchema does not

q

q

204 that indicates success or any additional relevant messages. If the action was successfully processed and
C&e€3ted  completed without errors, warnings, or other notifications for the client, the service should return the

ontain a response o )
\ Success message from the Base Message Registry in the code property in the response body.

efinition.

A new resource was

dreated, and the .
) 201 A Location response header set to the URI of the created resource. The response body conforms to the

dchemda contains a

Esponse definition for

the action.

Created  action response defined in the schema.

Additional time is 202

. A Location response header set to the URI of a task monitor.
required to process.  Accepted
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HTTP

To indicate status  Additional information
code

Success, and the

schema does not 204 No

No response body.

qontetraresponse €orrtemt

definition.

:Table 11 — POST (action) status codes

flan action requested by the client has no effect, such as a reset of a Computersystem where the ResetType
prameter is set to on and the ComputerSystem is already on, the service should respond withythe HTTP 200 ok

atus code and return the Nooperation message from the Base Message Registry.

(2]

[flan error was detected and the action request was not processed, the service shall réturn an HTTP 4xx or HTTP
xx status code. The response body, if provided, shall contain an error response ‘that describes the error or errors.

Ekample successful action response:

"error": {

"code": "Base.l1l.8.Success",

"message": "Successfully Completed Request”,

"@Message.ExtendedInfo": [{
"@odata.type": "#Message.vl_1_1.Message\'s
"Messageld": "Base.1.8.Success",
"Message": "Successfully Complefed Request"”,
"Severity": "OK",
"MessageSeverity": "OK",
"Resolution": "None"

1

9.12 Operation apply time

Services mayaccept the @Redfish.OperationApplyTime annotation in the POST (create), DELETE (delete), or POST

(§ction) request body. This annotation enables the client to control when an operation is carried out.

Forexample, If the client wants to delete a particular Volume resource, but can only safely do so When a reset occurs,
the client can use this annotation to instruct the service to delete the volume on the next reset.

If multiple operations are pending, the service shall process them in the order in which the service receives them.
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Services that support the @Redfish.OperationApplyTime annotation for create operations on a resource collection and
delete operations on members of a resource collection shall include the @Redfish.OperationApplyTimeSupport
response annotation for the resource collection.

The following example response for a resource collection supports the @Redfish.OperationApplyTime annotation in

auasts to creatanaw mambars and dalata avictinag mambarc:
r
hl 7 *

"@odata.id": "/redfish/v1/Systems/1/Storage/SATAEmbedded/Volumes",
"@odata.type": "#VolumeCollection.VolumeCollection",
"Name": "Storage Volume Collection”,
"Description”: "Storage Volume Collection",
"Members@odata.count": 2,
"Members": [{
"@odata.id": "/redfish/v1/Systems/1/Storage/SATAEmbedded/Volumes/1"
A
"@odata.id": "/redfish/v1/Systems/1/Storage/SATAEmbedded/Volumes/2"
I
"@Redfish.OperationApplyTimeSupport”: {
"@odata.type": "#Settings.vl_2_0©.OperationApplyTimeSupport" ;
"Supportedvalues": ["Immediate", "OnReset"]

1 the previous example, a client can annotate their createirequest body on the volumeCollection itself, or a delete
operation on the Vvolumes within the VolumeCollectigr.

—

he following sample request deletes a volumelon the next reset:

DELETE /redfish/v1/Systems/1/St8ragé/SATAEmbedded/Volumes/2 HTTP/1.1
Content-Type: application/jsonyc€harset=utf-8

Content-Length: <computed (Tength>

OData-Version: 4.0

"@Redfish.OpérationApplyTime": "OnReset"

Service$ that support the @Redfish.OperationApplyTime annotation for an action shall include the

(fRedfish.Oper‘ationApplyTimeSuppor‘t response annotation for the action.

The following example response for a ComputerSystem resource supports the @Redfish.OperationApplyTime
annotation in the reset action request:
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"@odata.id": "/redfish/v1/Systems/1",
"@odata.type": "#ComputerSystem.vl_5_0.ComputerSystem",
"Actions": {
"#ComputerSystem.Reset": {
"target": "/redfish/v1/Systems/1/Actions/ComputerSystem.Reset",
"ResetType@Redfish.AllowableValues": ["On", "ForceOff", "ForceRestart",
"Nmi", "ForceOn", "PushPowerButton"],
"@Redfish.OperationApplyTimeSupport”: {
"@odata.type": "#Settings.vl_2_0.0perationApplyTimeSupport",
"SupportedvValues": ["Immediate", "AtMaintenanceWindowStart"],
"MaintenanceWindowStartTime": "2017-05-03T23:12:37-05:00",
"MaintenanceWindowDurationInSeconds": 600,

"MaintenanceWindowResource™": {
"@odata.id": "/redfish/v1/Systems/1"

})

1 the previous example, a client can annotate their reset actiontequest body on the Computersystem in the payload

—

he following sample request completes a reset at the start of the next maintenance window:

POST /redfish/v1/Systems/1/Actions/ComputerSystem.Reset HTTP/1.1
Content-Type: application/json;charset=utf=8

Content-Length: <computed length>

OData-Version: 4.0

"ResetType": "ForceRestart,
"@Redfish.OperationApplyTime": "AtMaintenanceWindowStart"

Sgrvices that support the @Redfish.OperationApplyTime annotation for a resource collection or action shall create a

~

sk, and respand with the HTTP 202 Accepted status code with a Location header set to the URI of a task monitor,

if the client’s request body contains @Redfish.OperationApplyTime in the request.

The-settings Redfish schema defines the structure of the @Redfish.OperationApplyTimeSupport object and the

@Redfish.OperationApplyTime annotation value
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9.13 Deep operations

Implementations may support operations that modify the current resource as well as subordinate resources. These
operations are known as deep operations. They give the client the ability to modify more than one resource with a
s|ngle operation.

Thble 12 describes the types of deep operations that this specification defines:

N2

Qperation Description Example
[peep PATCH Modify a resource and one or more Modify a cComputerSystem resource as well as subordjiiate storage and
(bpdate) subordinate resources. NetworkInterface resources.
[Peep PoST Create multiple resources in a resource
. Create ManagerAccount resources.
(Ereate) collection.

: fable 12 — Deep operations

Services that support deep PATCH for updating resources shall setthe value of the DeepPATCH property in the
DeepOperations property in the ProtocolFeaturesSupported {property within the service root to true .

« Services that support deep posT for creating resources.shall set the value of the DeeppPoST property in the

DeepOperations property in the ProtocolFeaturesSupported property within the service root to true .
* The Members property in resource collections shallhbt be removed when using a deep PATCH .
« Action URIs shall not support deep POST operations.

 If the service supports deep operations, the~MaxLevels property in the DeepOperations property in the
ProtocolFeaturesSupported property’ipthe service root shall indicate the maximum number of levels that the
service supports for deep operatiohs.

« To request deep operations on a resource, send the HTTP method to the deep operation URI of the resource. The
URI for deep operations dn any resource shall be in the format: <Resourceuri>.Deep .

« The schema used for.validating the root level of the request body shall be the schema of the resource in the
resource URI.
> The subordinate resources included in the request body shall be validated against their corresponding
schemar

The body=of:deep operations contains the resource being modified as well as the subordinate resources being
npodified. This resource can be a collection or a single instance. These resources could be subordinate resources,
spibgrdinate resource collections, or subordinate members of resource collections. The client can omit properties
from the request such as those it does not want to modify or that the service controls. Requests that include
references to multiple instances, such as members of a collection, shall include the Members property as part of the

request body.
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To determine which members of subordinate resource collections are to be modified by a deep PATCH , services shall
use the @odata.id property provided by the client to identify the member of the resource collection to be modified.

Clients may provide the @odata.etag property in subordinate resources being modified by a deep PATCH . If the
request contains the If-Match or If-None-Match header, the service shall compare the ETag in the request header

wath-tha EToa of - oo LIDL 1+l
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odata.etag Vvalues contained in the body of the subordinate resources. In this case, the operation on each

(%]

ibordinate resource shall be completed independently, where some subordinate values that pass the conditien
heck proceed and the resources that fail do not proceed. In this case, annotated extended information shall.be
cluded in the subordinate resource representation of the response.

- A

Fhilure semantics for deep operations are similar to that of other operations of similar type. If any~properties in a
deep PATCH operation succeeded, the resultis a 200 ok with the results returned in the response, and the service
should include extended information indicating warnings or errors. For a deep PosT operdtion, if any member of th¢
cpllection was created then a 201 created shall be returned, and any members that {vere not created should have
ektended information in their place holders with sufficient identifying informationxsuch as returning all of the
properties provided in the PosT request body for that member, as well as extended information indicating why the
cfeation was not successful. When sending a deep PoST request, the value'6f the Location header shall be that of
one of the URIs created and should be that of one of the least subordifiate’URIs, such as that of a computerSystem
r¢source and not one of the devices subordinate to the cComputerSystém resource.

Oeep PosT shall not be allowed on the SessionCollection  y€source.

—

he following deep PATCH example modifies two memlgers of the RoleCollection resource:

PATCH /redfish/v1/AccountService/Roles.Deep HTTP/1.1
Content-Type: application/json;charsetsutf-8
Content-Length: <computed length>

OData-Version: 4.0

{
"Members": [{
"@odata.id": "¢hedfish/v1/AccountService/Roles/OperatorRestricted”,
"AssignedPriviléges": ["Login", "ConfigureComponents"]
b A
"@odatd.,id": "/redfish/v1l/AccountService/Roles/ReadOnlyRestricted",
"AssighedPrivileges": ["Login"]
31
}

The following deep POST example creates two members in the RoleCollection resource:

POST /redfish/v1/AccountService/Roles.Deep HTTP/1.1
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Content-Type: application/json;charset=utf-8
Content-Length: <computed length>
OData-Version: 4.0

{
"Members": [{
"RoleId": "OperatorRestricted”,
"AssignedPrivileges": ["Login", "ConfigureComponents"]
A
"RoleId": "ReadOnlyRestricted",
"AssignedPrivileges": ["Login"]
3]
}

—

he following deep PATCH example modifies the asset tag and BIOS settings of a Computersystem resource:

PATCH /redfish/v1/Systems/47832.Deep HTTP/1.1
Content-Type: application/json;charset=utf-8
Content-Length: <computed length>
OData-Version: 4.0

"AssetTag": "Inventory Tag 12394783431",
"Bios": {
"@odata.id": "/redfish/v1/Systems/47832/Bios'}
"@Redfish.Settings": {
"SettingsObject": {
"@odata.id": "/redfish/v1/Systems/47832/Bios/SD",
"Attributes": {
"AdminPhone": "(123) 456<789",
"BootMode": "Uefi"

—

he following example shows a deep PATCH with ETags in the request:

PATCH 7/A*edfish/v1/AccountService/Roles.Deep HTTP/1.1
Content-Type: application/json;charset=utf-8
Cofitent-length: <computed length>

If-Match: <Collection ETag>

OData-Version: 4.0
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"Members": [{
"@odata.id": "/redfish/v1/AccountService/Roles/OperatorRestricted”,
"@odata.etag": "W/\"ABCDEFG\"",
"AssignedPrivileges": ["Login", "ConfigureComponents"]
}){
"@odata.id": "/redfish/vl/AccountService/Roles/ReadOnlyRestricted",

"@odata.etag": "W/\"ABCDEFG\"",
"AssignedPrivileges": ["Login"]

1]

—

he following example response shows a partial failure of a deep PATCH where the ETag provided'in the request for
the Role resource named ReadOnlyRestricted was incorrect:

HTTP/1.1 200 OK

Content-Type: application/json;charset=utf-8
Content-Length: <computed length>

ETag: <Resource collection ETag>
OData-Version: 4.0

"Members": [{
"@odata.id": "/redfish/v1/AccountService/Roles/OperatorRestricted”,
"@odata.etag": "W/\"ABCDEFG\"",
"AssignedPrivileges": ["Login", "ConfigureCompohents"]
b A
"@odata.id": "/redfish/vl1/AccountServige/Roles/ReadOnlyRestricted”,
"@Message.ExtendedInfo": [{
"@odata.type": "#Message.vl_1_Y¥:Message",
"MessageId": "Base.1l.8.PregonditionFailed”,
"RelatedProperties": ["#/AssignedPrivileges"]
gl
]
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10 Service responses

This clause describes the responses that Redfish services can return to clients.

-
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Cache-
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hcoding
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length

Redfish services:

Required

Yes

Yes

Yes

Supported
values

Fetch Living
Standard,
3.2.3. HTTP
responses

POST , PUT,
PATCH ,
DELETE ,
GET, HEAD

RFC7234

RFC7231

"RFC7231

0.1 Response headers

TTP defines headers for use in response messages. Table 13 defines those headers and their requirenjerits for

» Redfish services shall return the HTTP 1.1 Specification-defined headers if the Required/column contains Yes.
+ Redfish services should return the HTTP 1.1 Specification-defined headers if the Requited column contains No.

+ Redfish clients shall be able to both understand and process all the HTTP 1.7 Specification-defined headers.

&N
Description Q o
X

Prevents or allows requests based ori\originating domain. Prevents CSRF attacks.

Shall be returned with,th@’HTTP 405 (Method Not Allowed) status code to indicate the valid
methods for the request URI. Shall be returned with any GET or HEAD operation to indicate the
other allowable opérations for this resource.

Shall beé“supported and indicates whether a response can or cannot be cached.

&\
x

“Encoding used to compress the message body.

Size of the message body. An optional means of indicating size of the body uses Transfer-
Encoding: chunked , that does not use the Content-Length header. If a service does not support
Transfer-Encoding and needs Content-Length instead, the service shall respond with the HTTP
411 Length Required status code.
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Supported
Header Required - Description
values
The message body's representation type.
Services shall specify a Content-Type of application/json when returning resources as JSON.
Services shall specify a Content-Type of application/xml when returning metadata as XML
[Content- . .
Yes RFC7231 Services shall specify a Content-Type of application/yaml or application/vnd.oai.openapi
Type )
P when returning OpenAPI schema as YAML.
Services shall specify a Content-Type of text/event-stream when returning’an SSE stream.
;charset=utf-8 shall be appended to the content-Type if specified’n the chosen media-type in
the Accept header for the request.
» An identifier for a specific version of a resource, often a message digest. The ETag header shall bp
FTag Conditional RFC7232 .
included on responses to GET s of ManagerAccount resources.
| ink Yes RFC8288 Link headers shall be returned, as described in{the Link headers clause.

. URI of a newly created resource. Shall be returned upon creation of a resource. Location and x-
| ocation Conditional RFC7231 . .
Auth-Token shall be included on responses that create user sessions.

aXx-
! g No RFC7231 Limits gateway and proxy hops:Prevents messages from remaining in the network indefinitely.
jorwards
DData- ) )
Yes 4.0 OData version of thepayload to which the response conforms.
lersion
RFC7231, ( ) . . . .
Retry-After No . Informs a.client how long to wait before requesting the task information again.
Section 7.1.3
A'product token and its version. Multiple product tokens may be listed.
Ferver No RFC7231
i “Note: Previous versions of the Specification marked this header as required. This has been
changed as no use cases for requiring it have been identified.
g Defines the network hierarchy and recognizes message loops. Each pass inserts its own Vvia
ia No "RFC7230
¥ header.
W - Required for Basic and other optional authentication mechanisms. For details, see the Security
"Yes RFC7617 )
Authenticaté, details clause.
Opaque . s . I
-Auth> Contains the authentication token for user sessions. The token value shall be indistinguishable
Yes encoded
Tlaket from random

octet strings

: Table 13 — Response headers
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10.2 Link header

The Link header provides metadata information on the accessed resource in response to a HEAD or GET request.
The metadata information can include hyperlinks from the resource and JSON Schemas that describe the resource.

he following example shows the Link headers for a ManagerAccount with an Administrator role, in additiomtosa

—

ettings annotation:

Link: </redfish/v1/AccountService/Roles/Administrator>; path=/Links/Role
Link: <http://redfish.dmtf.org/schemas/Settings.json>
Link: </redfish/v1/JsonSchemas/ManagerAccount.vl_0_2.json>; rel=describedby

» The first Link header is an example of a hyperlink that comes from the resoufee; Tt describes hyperlinks within

the resource. This type of header is outside the scope of this specification.

* Thesecond Link header is an example of an annotation Link headef.as it references the JSON Schema that

describes the annotation and does not have rel=describedby . This)éxample references the public copy of the

annotation on the DMTF's Redfish schema repository.

* The third Link header is an example for the JSON Schema_that describes the actual resource.

> Note that the URL can reference an unversioned JSON-Schema because the @odata.type in the resource
indicates the appropriate version, or reference thewersioned JSON Schema, which according to previous
normative statements need to match the version in the @odata.type property of the resource.

Link header containing rel=describedby shall'be returned on GeT and HEAD requests. If the referenced JSON

>

Skhema is a versioned schema, it shall mateh.the version contained in the value of the @odata.type property

bturned in this resource.

=

A Link header satisfying annotdtions should be returned on GET and HEAD requests.

10.3 Status codes

HTTP defines statas codes that appear in responses. The status codes themselves provide general information about|
hiow the request was processed, such as whether the request was successful, if the client provided bad information, g
the service-éncountered an error when processing the request.

«“When the service returns a status code in the 4xx or 5xx range, services should return an extended error

response in the response body to provide the client more meaningful and deterministic error semantics.

* When the service returns a status code in the 2xx range and the response contains a representation of a
resource, services may use extended information to convey additional information about the resource.

+ Extended error messages shall not provide privileged information when authentication failures occur.

=
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Note: For security implications of extended errors, See Security details.

Table 14 lists HTTP status codes that have meaning or usage defined for a Redfish service, or are otherwise referenced
by this specification. Other codes may be returned by the service as appropriate, and their usage is implementation-
specific. For usage and additional requirements imposed by this specification, see the Description column.

+ Clients shall understand and be able to process the status codes in Table 14 as defined by the HTTP 1.7
Specification and constrained by additional requirements defined by this specification.

« Services shall respond with the status codes in Table 14 as defined in Description column.

« Redfish services should not return the HTTP 1ee status code. Using the HTTP protocol for a multipass data
transfer should be avoided, except for the upload of extremely large data.

« If no other status code in the 4xx range is appropriate for client-side errors, the default statirs code should be
the HTTP 400 Bad Request status code.

« If no other status code in the sxx range is appropriate for service-side errors, the défdult status code should bg
the HTTP 500 Internal Server Error status code.

O\
HITTP status L. Q
Description
dode Q
Vo)

Poo OK Request completed successfully and includes a representation in its hody.

Request to create a resource completed successfully. The LaGation header shall be set to the canonical URI for the newly
bo1 Created created resource. For PosT (create) requests, the responsgbody may include a representation of the newly created resourcq
For PosT (action) requests, the response body shall ificlude the action response.

Request has been accepted for processing but the processing has not been completed. The Location header shall be set to

po2
A ced the URI of a task monitor that can later be queried to determine the status of the operation. The response body may include
iccepte
P a representation of the Task resource,
po4 No J .
ncent Request succeeded, but no content is being returned in the body of the response.
jonten
Bo1 Moved :
Requested resource resides under a different URI.
Hermanently

Bo2 Found Requestedrresotrce resides temporarily under a different URI.

Service.hds made a conditional GET request where access is allowed but the resource content has not changed. Either or

Bo4 Not
dified boththe 1f-Modified-Since and If-None-Match headers initiate conditional requests to save network bandwidth if no
joditle
;change has occurred. See HTTP 1.1, sections 14.25 and 14.26.
hoo Bad Request could not be processed because it contains invalid information, such as an invalid input field, or is missing a requirefl
Requéstt value. The response body shall return an extended error as defined in the Error responses clause.
461 . . . . . . . . . .
Authentication credentials included with this request are missing or invalid.
Unauthorized
64
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HTTP status ..
Description
code
yPE Service recognized the credentials in the request but those credentials do not possess authorization to complete this request.
SR This code is also returned when the user credentials provided need to be changed before access to the service can be
orbldaden . . .
granted. For details, see the Security details clause.
ho4 Not . .
b una Request specified a URI of a resource that does not exist.
joun:
o5 method HTTP verb in the request, such as DELETE , GET, HEAD, POST, PUT, Or PATCH, is not supported for this request'JRI. The
etho
N — response shall include an Allow header that provides a list of methods that the resource identified by the UR} in the client
o owe:
request supports.
o6 Not Accept header was specified in the request and the resource identified by this request cannot generate a representation
Acceptable  that corresponds to one of the media types in the Accept header.

q

R

A
H

y

H
R

H
1

9

Creation or update request could not be completed because it would cause a conflict ih the current state of the resources

hoo
Flice that the platform supports. For example, a conflict occurred due to an attempt to setmultiple properties that work in a linkedl
jonTllcC
manner by using incompatible values.
Requested resource is no longer available at the service and no forwarding,address is known. This condition is expected to
o o be considered permanent. Clients with hyperlink editing capabilities should delete references to the URI in the client request
one

after user approval. If the service does not know or cannot determihe whether the condition is permanent, client should use
the HTTP 404 Not Found status code. This response is cacheablewunless otherwise indicated.

h11 Length  Request did not use the Content-Length header to specify.the length of its content but perhaps used the Transfer-
lequired Encoding: chunked header instead. The addressed res@uirce requires the Content-Length header.

112
recondition Precondition check, such as check of the oOpata-version, If-Match,or If-Not-Modified header, failed.

ailed

15
hsupported  Request specifies a Content4Typer for the body that is not supported.

edia Type

h28
recondition Request did net preVide the required precondition, such as an If-Match or If-None-Match header.

equired

131 Request s . . R . . .
— Service is unwilling to process the request because either an individual header field or the collection of all header fields are
leader 1e

“toorlarge.
oo Large

beo Internal Service encountered an unexpected condition that prevented it from fulfilling the request. The response body shall return an

ervep Error extended error as defined in the Error responses clause.

501 Not Service does not currently support the functionality required to fulfill the request. This response is appropriate when the

Implemented service does not recognize the request method and cannot support the method for any resource.
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H

code

TTP status ..
Description

Service currently cannot handle the request due to temporary overloading or maintenance of the service. A service may use

503 Service this response to indicate that the request URI is valid but the service is performing initialization or other maintenance on the
Unavailable resource. A service may also use this response to indicate that the service itself is undergoing maintenance, such as finishing

g
g

N

>

—

—

507
Insufficient Service cannot build the response for the client due to the size of the response.

Jtorage

: fable 14 — HTTP status codes

they already have sufficient understanding of the target service. Foréxample, clients are not required to request

he OData metadata describes top:level service resources and resource types according to OData Common Schema

FCTR I " o Lo il "
T Zatrotr Ste P s arterrevooTorte-Servicer

0.4 OData metadata responses

0.4.1 OData metadata responses overview

Data metadata describes resources, resource collections, capabilities, ahd service-dependent behavior to generic
Data consumers with no specific understanding of this specification, Clients are not required to request metadata i

etadata to request and interpret a JSON representation of a_réSource that this specification defines.
client can access the OData metadata at the /redfish/vi/$metadata URI.

client can access the OData service document @t the /redfish/vi/odata URI.

0.4.2 OData $metadata

efinition Language. The OData nétadata is represented as an XML document with an Edmx root element in the
ttp://docs.oasis-open.ofg/pdata/ns/ednx namespace with an OData version attribute set to 4.0 .

he service shall usethe application/xml or application/xml;charset=utf-8 MIME types to return the OData

etadata docundeht'as an XML document.

<edmxs,Edmx xmlns:edmx="http://docs.oasis-open.org/odata/ns/edmx" Version="4.0">
N.-¥ edmx:Reference and edmx:Schema elements go here -->
<7/ edmx : Edmx>
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10.4.2.1 Referencing other schemas

The OData metadata should include the namespaces for each of the Redfish resource types, along with the
RedfishExtensions.vl_0_6 namespace. Dynamic clients that reference the OData metadata document leverage

Fe cases where it might not be practical to maintain an accurate document, such as when resources are dynamieally|
scovered by the service through devices that support Redfish Device Enablement.

o QL

—

hese references may use either:

e The standard URI for the published Redfish schema definitions, such as on http://redfish.dmtf.org/schemas .

« A URI to a local version of the Redfish schema.

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/vl/ServiceRoot_v1.xml"¢
<edmx:Include Namespace="ServiceRoot"/>
<edmx:Include Namespace="ServiceRoot.vl_0 0"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/v1/VirtualMedia_ v1.xml">
<edmx:Include Namespace="VirtualMedia"/>
<edmx:Include Namespace="VirtualMedia.v1l_©_0"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/scheéwias/v1/RedfishExtensions_v1.xml">
<edmx:Include Namespace="RedfishExtensionsgwl 0 0" Alias="Redfish"/>

</edmx:Reference>

The service's OData metadata document shall include an EntityContainer that defines the top-level resources and

résource collections.

10.4.2.2 Referencing OEM extensions

The OData metadataxdecument may reference additional schema documents that describe OEM-specific extensions
that the service dses!

Fpr example, the OData metadata document may reference custom types for additional resource collections.

<elmx-Reforence lIr\'i—"h‘H'p' //contoso nng/(rhpmn/Fllc‘l’an\/pp<")

<edmx:Include Namespace="CustomTypes"/>
</edmx:Reference>
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10.4.3 OData service document

The OData service document serves as a top-level entry point for generic OData clients. More information about the
OData service document can be found in the OData JSON Format Specification.

{
"@odata.context": "/redfish/v1/$metadata”,
"value": [{
"name": "Service",
"kind": "Singleton",
"url": "/redfish/v1/"
3 A
"name": "Systems",
"kind": "Singleton",
"url": "/redfish/v1/Systems"
Y oee]
}

The service shall use the application/json MIME type to return the ORata service document as a JSON object.

—

he JSON object shall contain the @odata.context context property setto /redfish/vi/$metadata .

—

he JSON object shall include a value property set to aJSON array that contains an entry for the service root and
bch resource that is a direct child of the service root.

[0)

Thble 15 describes the properties that each JSON Gbject entry includes:

Rroperty Description . C)\‘
N .
hame User-friendly resourceiame of the resource.
ind Type of resource.-Valu—e is singleton for all cases defined by Redfish.
Lirl Relative UF;. f_or-the top-level resource.

: fable 15 — JSON object properties

10.5 Resource responses

Services use the application/json MIME type to return resources and resource collections as JSON payloads. A
service shall not break responses for a single resource into multiple results.
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The format of these payloads is defined by the Redfish schema. For rules about the Redfish schema and how it maps
to JSON payloads, see the Data model and Schema definition languages clauses.

10.6 Error responses

HTTP status codes often do not provide enough information to enable deterministic error semantics. For example;ifja
client makes a pATcH call and some properties do not match while others are not supported, the HTTP 400 Bad
Rpquest status code does not tell the client which values are in error. Error responses provide the client more

n

eaningful and deterministic error semantics.

Tb provide the client with as much information about the error as possible, a Redfish service may{provide multiple
efror responses in the HTTP response. Additionally, the service may provide Redfish standardized’errors, OEM-
defined errors, or both, depending on the implementation's ability to convey the most uséful-information about the
uhderlying error.
Thble 16 describes the properties in the extended error response, which is a sindle JSON object:
Q‘(
Rroperty Description
Q
. String. Defines a MessageId from the message registry..See the Messageld format clause for the format of
Foce Messageld .
essage Displays a human-readable error message that'corresponds to the message in the message registry.

PMessage.ExtendedInfo Displays an array of message objects. DeSetibes one or more error messages.

: fable 16 — Error properties
Sge the Schema definition languages clause for references to the schema definitions of the error response payload.

The @Message.ExtendedInfo property should be present in all error responses. If the @Message.ExtendedInfo property

4 present, all information necessary to process the error should be provided in the @vessage.ExtendedInfo property
dlients should look for the@Message. ExtendedInfo property for error processing first, and fallback on the code and
essage properties if -@Message.ExtendedInfo is not present.

—

he following sample error response contains two messages in the @Message.ExtendedInfo property that describe

=3

vo differeqt errors. The message described by the code and message properties do not provide actionable
informatien for the client.

"error": {
"code": "Base.l.8.GeneralError",
"message": "A general error has occurred. See Resolution for information on how to resolve the error.",
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"@Message.ExtendedInfo": [{
"@odata.type": "#Message.vl_1_1.Message",
"MessageId": "Base.l.8.PropertyValueNotInList",
"RelatedProperties": ["#/IndicatorLED"],

"Message": "The value Red for the property IndicatorLED is not in the list of acceptable values.",
"MessageArgs": ["Red", "IndicatorLED"],

"Severity": "Warning", (1/(1/
"MessageSeverity": "Warning", <:>

"Resolution":

b A
"@odata.type": "#Message.vl_1_1.Message",

"Choose a value from the enumeration list that the implementation can supRSFQ/énd rq
*

2]
"MessageId": "Base.l.8.PropertyNotWritable", h\
"RelatedProperties™: ["#/SKU"], (bQ
"Message": "The property SKU is a read only property and cannot be assigne(:i value.",

"MessageArgs": ["SKU"], @
"Severity": "Warning", \\

"MessageSeverity": "Warning", (:)

"Resolution": "Remove the property from the request body and reiiggiz the request if the operatio

i3l Q)
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11 Data model

One of the key tenets of Redfish is the separation of protocol from the data model. This separation makes the data

bt transport and protocot agnostic. By CONCentrating on the data transported n the paytoad of the protocor (I
HTTP, it is the HTTP body), Redfish can also define the payload in any encoding and the data model is intendedrto b
sthema-language agnostic. While Redfish uses the JSON data-interchange format, Redfish provides a common
ehcoding type that ensures property naming conventions that make development easier in JavaScript, Python, and
other languages. This encoding type helps the Redfish data model be more easily accessible in moderivtools and
programming environments.

—

he data model allows an OEM to extend the model by adding an OEM resource or extending @ resource.

This clause describes common data model, resource, and Redfish schema requirements:

11.1 Resources

A resource is a single entity accessed at a specific URI. Services use the “application/json MIME type to return
r¢sources as JSON payloads.

Epch resource shall be strongly typed, defined by a resource‘type in a Redfish schema document, and identified in thie

=

bsponse payload by the value of the type identifier progerty.

p.o)

esponses for a single resource shall contain the following properties:

* (@odata.id
o Registry resources are not required to provide @odata.id

* (@odata.type
e Id

* Name

Responses may alsgcontain other properties defined within that resource type. Responses shall not include any
properties not defined by that resource type.

11.2 Resource types

A resource type defines the set of properties that may be returned in the response payload of a Redfish resource
request. Each resource type is documented in a Redfish schema document, and those documents are known
collectively as the Redfish schema. The resource type may also include definitions for actions available for that
resource.
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Resource types are named to match the contents and purpose of the resource that they define. For example the
Circuit resource type defines the properties and actions related to a single electrical circuit. Resource types provide
global uniqueness for definitions across multiple schema files and allow for schema files to reference each other.
Resource types may be defined by OEMs to extend the Redfish schema, and should follow the naming rules specified
by the OEM resource types clause.

11.3 Resource collections

b3

resource collection is a set of resources that share the same schema definition. Services use the application/json

=

IME type to return resource collections as JSON payloads.
Resource collection responses shall contain the following properties:

* (@odata.id

¢ (@odata.type
* Name

*  Members

* Members@odata.count
Responses for resource collections may contain the following properties:

* (@odata.context

* (@odata.etag

* Description

* Members@odata.nextLink

* Oem

Responses for resource collection$'shall not contain any other properties with the exception of payload annotations.

11.4 OEM resources

Q

EMs and otherthird parties can extend the Redfish data model by creating additional resource types. Extending th¢
bta model js.accomplished by defining an OEM resource type, and schema file, for each resource type, and creating

0 O

perlinks.te‘¢onnect instances of new resources to the resource tree.

Jormpahies, OEMs, and other organizations may also use the oem property in resources, the links property, and the

actions property to define additional properties, hyperlinks, and actions tor standard Redfish resource types.

While the information and semantics of these extensions are outside of the standard, the schema representing the
data, the resource itself, and the semantics around the protocol shall conform to the requirements in this
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specification. OEMs are encouraged to follow the design tenets and naming conventions in this specification when
defining OEM resources or properties.

11.5 Common data types

11.5.1 Primitive types

Thble 17 describes the primitive data types for properties and action parameters in the data model:

\J
-(\'\

Type Description

Hoolean A variable with a value of true or false .

A number with optional decimal point or exponent. Number properties may restrict the represéntation to an integer or a number

umber
with decimal point.

qtring A sequence of characters enclosed with double quotes ( " ).

Array A comma-separated set of the previous types enclosed with square braces ( j7"and ] ). See the Array properties clause.

bject A set of properties enclosed with curly braces ( { and } ). See the Structured properties clause.

" null value, which the service uses when it is unable to determinethe property's value due to an error or other temporary
condition, or if the schema has requirements for using null forother special conditions.

: [fable 17 — Primitive data types

When receiving values from the client, serviceslshould support other valid representations of the data in the specifie¢l
ON type. In particular, services should support valid integer and decimal values in exponential notation and intege
blues that contain a decimal point with no" non-zero trailing digits.

< —

11.5.2 Empty string values

ring properties should‘return an empty string ("") for properties configured by a user or external service that have
ot been set to an jnjtial value. This allows client software to identify the property as supported by the service, and
voids the use of )nud1 , which indicates an error condition. For example, the AssetTag property must be set by the

hd user, and.therefore would return an empty string ("") until assigned a value by the user, while a failure to read the
ored AssetPag value due to a non-volatile memory error would return null . To improve interoperability,

nw o L S5 W

hplementations should avoid the use of filler strings, such as N/A or <Empty> , to represent a value not set by a
UREr:
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11.5.3 GUID and UUID values

Globally Unique Identifier (GUID) and Universally Unique Identifier (UUID) values are unique identifier strings and
shall use the format:

[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{12})

11.5.4 Date-Time values

Oate-Time values are strings according to the ISO 8601 extended format, including the time offset ox UTC suffix.
Oate-Time values shall use the format:

YYYY>-<MM>-<DD>T<hh>:<mm>:<ss>[.<SSS>](Z| ((+]-)<HH>:<MM>))

here

e <YYYY> is the four-digit year.

e <MM> is the two-digit month (1 to 12).

e <DD> is the two-digit day (1 to 31).

e T isthe time separator. Shall be a capital 7.

e <hh> is the two-digit hour (0 to 23).

e <mm> is the two-digit minute (0 to 59).

e <ss> is the two-digit second (0 to 59).

e <Sss> is optional and is the decimal-fraction of a second. Shall be one or more digits where the number of
digits implies the precision.

« Z is the zero offset indicator.'Shall be a capital z .

* <HH> is the two-digit hour affset (0 to 23).

e <Mm> is the two-digit iminute offset (0 to 59).

-

br example, 2015/03-¥3T04:14:33+06:00 represents March 13, 2015 at 4:14:33 with a +06:00 time offset.

When the time'0f day is unknown or serves no purpose, the service shall report ee:ee:eez for the time of day value

11.5.5 'Duration values

Duration values are strings according to the ISO 8601 duration format, with the exception of not expressing a
representation for years, months, or weeks. Duration values shall use the format:

P[<d>D][T[<h>H][<m>M][<s>[.<f>]S]]
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where

e «d> is the number of days.
e <h> is the number of hours.

e <m> is the number of minutes.

e <s> is the number of seconds.

e «f> isthe fractional seconds.

Epch field is optional and can contain more than one digit.

-

br example, Table 18 describes the following durations:

Value Duration R \@Q}

PoeD Ninety days.

P3D Three days.

PT6H Six hours.

PT10S Ten seconds.

PT0.001S 0.001 seconds.

PT1H30M One hour and 30 minutes.

: fable 18 — Durations

DEPRECATED: Duration values shall usexte’ format: P[<y>Y][<m>M][<w>W][<d>D][T[<h>H][<m>M][<s>[.<F>]S]] .
This definition allows for specifying yea#s, months, and weeks. ISO 8601 does not specify an exact value for the
duration of a year or of a month, Which introduces interoperability challenges.

11.5.6 Reference properties

p.o)

eference properties (provide a reference to another resource in the data model. Reference properties are JSON
bjects that contaiman @odata.id property. The @odata.id property value is the URI of the referenced resource.

Q

11.5.7 Non-resource reference properties

Noh-resource reference properties provide a reference to services or documents that are not Redfish-defined
resources. These properties shall include the uri term in their property name. For example, AssemblyBinaryDataUri

in the Assembly schema. The access protocol and data format of the referenced URI may be defined in schema for
that property. Non-resource reference properties that refer to local HTTP/S targets shall follow the Redfish protocol,
including use of Redfish sessions and access control, unless otherwise specified by the property definition in schema.
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11.5.8 Array properties

Array properties contain a set of values or objects, and appear as JSON arrays within a response body. Array elements
shall all contain values of the same data type.

Thble 19 describes the array types, regardless of the data type of the elements:

O
Array type Description N .l/
VI

Hixed length  Contains a static number of elements. The property definition sets or the implementation chooses the size,of the array.

iable lenath Contains a variable number of elements. The array size is not specified and the size varies amond ifistances. The array size
ariable len . .
9 may change. This array style is the most common style.

The array index is meaningful. When elements are added to or removed from the array=the'elements do not change their
position, or index, in the array. An element that is removed from a rigid array shall e.replaced by a null element and all

digid other elements shall remain at their current index.
igi

Empty elements in a rigid array property shall be represented by null elements. Any array property that uses this style
shall indicate the rigid style in the long description of its schema definition.

: fable 19 — Array types

Sgrvices may pad an array property with null elements at the end of the sequence to indicate the array size to
clients. This practice is useful for small fixed length arrags; and for variable or rigid arrays with a restrictive maximum
s|ze. Services should not pad array properties if the maximum array size is not restrictive. For example, an array
property typically populated with two elements, that a service limits to a maximum of 16 elements, should not pad
the array with 14 null elements.

11.5.9 Structured properties
Structured properties are JSON.objects within a response body.

Spme structured propetrties inherit from the Resource.vi_e_6.ReferenceableMember definition. Structured properties
that follow this definition shall contain the Memberid and resource identifier properties.

o]

pcause the/definition of structured properties can evolve over time, clients need to be aware of the inheritance
npodel thatthe different structured property definitions use.

Fpr€xample, the Location property definition in the Resource schema has gone through several iterations since the

Resource.vl_1_@ type was introduced, and each iteration inherits from the earlier version so that existing references
in other schemas can leverage the additions.

Structured property references need to be resolved for both local and external references.
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A local reference is a resource that has a structured property in its own schema, such as ProcessorSummary in the
ComputerSystem resource. In these cases, the type property for the resource is the starting point for resolving the
structured property definition.

To find the latest applicable version, clients can step the version of the resource backwards.

Fpr example, if a service returns #ComputerSystem.v1l_4_0.ComputerSystem as the resource type, a client can step
bckwards from computerSystem.vi_4 @ ,t0 ComputerSystem.vl 3 0 ,t0 ComputerSystem.vi_ 2 @, and so on, uftil it
finds the Processorsummary structured property definition.

b=

n external reference is a resource that has a property that references a definition found in a different'schema, such
ap the Location property in the chassis resource.

I these cases, clients can use the latest version of the external schema file as a starting p&intto resolve the
sfructured property definition.

Fpr example, if the latest version of the Resource schemais 1.6.0, a client cankgo*backward from Resource.vi_6_o|,

—

Resource.vl_5_0 ,to Resource.vl_4_0,and so on, until it finds the Locafion”structured property definition.

11.5.10 Message object

11.5.10.1 Overview
A message object provides additional information aboutan object, property, or error response.

Thble 20 describes the properties of the message ebject, which is a JSON object:

Nt
Rroperty Type Required I:Q'fjhes
. Error or message. Do not confuse this value with the HTTP status code. Clients can use this
essageld String Yes . .
( code to access a detailed message from a message registry.
. Human-readable error message that indicates the semantics associated with the error. This
essage String No o .
shall be the complete message, and not rely on substitution variables.
~An array of
RelatedProperties JSON No Properties in a JSON payload that the message describes.
pointers
\ An array of N Substitution parameter values for the message. If the parameterized message defines a
essageArRgs o . . .
R strings MessagelId , the service shall include the MessageArgs in the response.
String Severity of the error. Services can replace the value of the MessageSeverity property defined
MessageSeverity . [¢] . . . . . .
(enumeration) in the message registry with a value more applicable to the implementation.
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Property Type Required Defines

Severity of the error. Services can replace the value of the severity property defined in the

. . message registry with a value more applicable to the implementation.
Severity String No

DEPRECATED: This property has been deprecated in favor of MessageSeverity .

Recommended actions to take to resolve the error. Services can replace the value of the

Resolution Strin No ) . . . . ) .
9 Resolution property defined in the message registry with a service-defined resolution.

: [fable 20 — Message object properties

Epch instance of a message object shall contain at least a MessageId , together with any applicable) MessageArgs , or &
essage property that defines the complete human-readable error message.

A MessageId identifies a specific message that a message registry defines.

11.5.10.2 Messageld format

The MessageId property value shall be in the format:
RegistryName>.<MajorVersion>.<MinorVersion>.<MessageKey>
wWhere

*  <RegistryName> is the name of the registry. The.tegistry name shall be Pascal-cased.
e <MajorVersion> is a non-negative integer tiatrepresents the major version of the registry.
e <MinorVersion> is a non-negative integepthat represents the minor version of the registry.

* <MessageKey> is a human-readable key into the registry. The message key shall be Pascal-cased and shall not
include spaces, periods, or speciahcharacters.

Tp search the message registry«for a message, the client can use the Messageld .

—

he message registry,approach has advantages for internationalization because the registry can be translated easily,
hd is lightweight foryimplementations because large strings need not be included with the implementation.

Q

—

he use of généralkrror from the Base Message Registry as a MessageId in ExtendedInfo is discouraged. If no

o

tter méssage exists or the ExtendedInfo array contains multiple messages, use Generaltrror from the Base

=

essage Registry only in the code property of the error object.

When an implementation uses GeneralError from the Base Message Registry in ExtendedInfo , the implementation
should include a service-defined value for the Resolution property with this error to indicate how to resolve the
problem.
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11.6 Properties

11.6.1 Properties overview

Q

(%]

=

Very property included in a Redfish response payload shall be defined in the schema for that resource. The follewin
[tributes apply to all property definitions:

Property names in the request and response payload shall match the casing of the Name attribute/value in the
defining schema.

Required properties shall always be returned in a response.

Properties not returned from a GET operation indicate that the property is not supported by the
implementation, or by that particular resource instance. Differences in underlying prodGct support or
configuration varies among resource instances, and therefore the properties returned by each instance vary
accordingly.

If an implementation supports a property, it shall always provide a value for'that property. If a value is unknown
at the time of the operation due to an internal error, or inaccessibility 6f‘the data, the value of null is an
acceptable value if supported by the schema definition.

Resource instances should omit properties if the underlying product, service, or current configuration does not
provide the function described by the property. For examplé; a chassis resource instance might not provide a
serial number, and therefore should omit the serialNumbeér property, while other chassis resource instances tha
have a serial number provide this property. See the-Special resource situations clause for handling special
resource situations.

A service may implement a writable property\as read-only.

his clause also contains a set of common properties across all Redfish resources. The property names in this clause
hall not be used for any other purposeé.

1.6.2 Resource identifier (@odata.id) property

gistry resources in a.response may include an @odata.id property. All other resources and resource collections in
bsponse shall inclyde<e@n @odata.id property. The value of the identifier property shall be the resource URI.

1.6.3 Résource type (@odata.type) property

!

it

jll r€sources and resource collections in a response shall include an @odata.type type property. To support generic

The value of the type property for resources and structured properties shall be in the format:

#<ResourceType>.<Version>.<TermName>
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where

e <ResourceType> is the resource type in the Redfish schema that defines the resource.
* <Version> is the resource type version, in the format: v<MajorVersion>_<MinorVersion>_<ErrataVersion> .

* <TermName> is the specific type defined within the resource type definition. For most Redfish resources, the

Specific type name Is the same as the resource type name.

b=

n example of a resource type value is #ComputerSystem.v1l_8_6.ComputerSystem , where ComputerSystem.vl_@)e
denotes the version 1.0.0 of the ComputerSystem resource type, and the specific type is ComputerSystem .

The value of the type property for resource collections shall be in the format:
#<ResourceType>.<ResourceType>
here

*  <ResourceType> is the resource type in the Redfish schema that defines the resource collection.

>

n example of a resource collection type value is #ComputerSystemCollection.ComputerSystemCollection for the

omputerSystemCollection resource collection.

11.6.4 Resource ETag (@odata.etag) property

m

Tags enable clients to conditionally retrieve or update ‘@resource. Resources should include an @odata.etag
property. For a resource, the value shall be the ETag,

11.6.5 Resource context (@odata.context) property

p.o)

sponses for resources and resoukcg collections may contain an @odata.context property that describes the source

Q

f the payload.

QD

[fthe @odata.context property is present, it shall be the context URL that describes the resource, according to ODat]

Pyotocol.
The context URL for a resource should be in the format:
redfish/V1/$metadata#<ResourceType>.<ResourceType>

whete

*  <ResourceType> is the resource type of the resource or resource collection.

For example, the following context URL specifies that the results show a single ComputerSystem resource:
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"@odata.context": "/redfish/v1l/$metadata#ComputerSystem.ComputerSystem",

The context URL for a resource may be in one of the other formats that OData Protocol specifies.

11.6.6 Id

The 1d property of a resource uniquely identifies the resource within the resource collection thdt ontains it. The
vhlue of 1d shall be unique across a resource collection. The 1d property shall follow the definition for 1d in the
esource schema.

11.6.7 Name

—

he Name property conveys a human-readable moniker for a resource. The'type of the Name property shall be string.

—

he value of Name is NOT required to be unique across resource instarices’within a resource collection. The Name
property shall follow the definition for Name in the Resource schenia)

11.6.8 Description

The Description property conveys a human-readable description of the resource. The Description property shall

—h

llow the definition for Description inthe Resegérte schema.

11.6.9 Memberid

The MemberId property uniquely eentifies an element within an array, where a reference property can reference the
element. The MemberId value §hall’be unique across the array. The MemberId property shall follow the definition for

emberId inthe Resource(sdhema.

11.6.10 Count'(Members@odata.count) property

The count property defines the total number of resource, or members, that are available in a resource collection. The
cpunt property shall be named Members@odata.count and its value shall be the total number of members available in]

e resource collection. The $top or $skip query parameters shall not affect this count. If the number of members

the count should be the total number of members available in the resource collection after the filter is applied.
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11.6.11 Members

The Members property of a resource collection identifies the members of the collection. The Members property is
required and shall be returned in the response for any resource collection. The Members property shall be an array of

JPON objects named Members . The Members property shall not be null . Empty collections shall be an empty JSON

afray.

11.6.12 Next link (Members@odata.nextLink) property

—

he next link ( Members@odata.nextLink ) property value shall be an opaque URL to a resource, with\the same
odata.type , which contains the next set of partial members from the original operation. The next link property shal
ohly be present if the number of members in the resource collection is greater than the namber of members
r¢turned, and if the payload does not represent the end of the requested resource coltlection.

—

he Members@odata.count property value is the total number of resources availdble'if the client enumerates all pages

of the resource collection.

11.6.13 Links

—

he Links property represents the hyperlinks associated with.the resource, as defined by that resource's schema

o

efinition. All associated reference properties defined for a,résource shall be nested under the links property. All
rectly (subordinate) referenced properties defined forca,resource shall be in the root of the resource.

o

—

he links property shall be named Links and contain a property for each related resource.

Tb navigate vendor-specific hyperlinks, the ‘inks property shall also include an oem property.

11.6.13.1 Reference to a related-resource

A reference to a single resgtrce is a JSON object that contains a single resource identifier property. The name of this
r¢ference is the name of‘the relationship. The value of this reference is the URI of the referenced resource.

{
"Linkg&™\ Y
“ManagedBy": {
"@odata.id": "/redfish/v1/Chassis/Encl1"
}
>
}
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11.6.13.2 References to multiple related resources

A reference to a set of zero or more related resources is an array of JSON objects. The name of this reference is the
name of the relationship. Each element of the array is a JSON object that contains a resource identifier property with

thevalue of the IURL of the referenced resource

{
"Links": {
"Contains": [{
"@odata.id": "/redfish/v1/Chassis/1"
b A
"@odata.id": "/redfish/v1/Chassis/Encl1"
1]
}
}

11.6.14 Actions property

The Actions property contains the actions supported by a resource:

11.6.14.1 Action representation

m

bch supported action is represented as a property nésted under Actions . The unique name that identifies the
aftion is used to construct the property name.

This property name shall be in the format:
#<ResourceType>.<ActionName>
where

e <ResourceType> isstHeresource where the action is defined.

e <ActionName> £iS\the name of the action.

—

he client may, Gse this fragment to identify the action definition in the referenced Redfish schema document.

—

he property for the action is a JSON object and contains the following properties:

¢ Ihe target property shall be present, and defines the relative or absolute URL 10 Invoke the action.

+ The title property may be present,and defines the action's name.

The OData JSON Format Specification defines the target and title properties.
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To specify the list of supported values for a parameter, the service may include the @Redfish.Allowablevalues
annotation.

For example, the following property defines the Reset action for a Computersystem :

{
"#ComputerSystem.Reset": {

"target": "/redfish/v1/Systems/1/Actions/ComputerSystem.Reset",

"title": "Computer System Reset"”,

"ResetType@Redfish.AllowableValues": ["On", "ForceOff", "GracefulRestart",
"GracefulShutdown", "ForceRestart", "Nmi", "ForceOn",
"PushPowerButton"]

s
}

diven this, the client could invoke a PoOST request to /redfish/vi/Systems/1/Actions/ComputerSystem.Reset with the

—h

llowing body:

POST /redfish/v1/Systems/1/Actions/ComputerSystem.Reset HTTP/I1
Content-Type: application/json;charset=utf-8

Content-Length: <computed length>

OData-Version: 4.0

"ResetType": "On"

—

he resource may provide a separate @Redfish.ActionInfo resource to describe the parameters and values that a
pprticular instance or implementatiom supports. Use the @Redfish.ActionInfo annotation to specify the ActionInfo

=

bsource, which contains a URKtothe @Redfish.ActionInfo resource for the action. For details, see the Action info
ahnotation clause.

11.6.14.2 Action résponses

p.o)

Psponse payloads for actions may contain a JSON body that is described by the schema definition for the action.
Sge the Sehema definition languages clause for the representation of these definitions. Actions that do not define a
bsponse’ body may provide an error response in the response payload.

=

11.6.15 Oem

The oem property is used for extending standard resources with OEM extensions.
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11.6.16 Status

The status property represents the status of a resource. The status property shall follow the definition for status

in the Resource schema.

lvs]

having a common representation of status, clients can depend on consistent semantics. The Status propertyyis

(@)

hpable of indicating the current state, health of the resource, and the health of subordinate resources.

11.7 Naming conventions

—

he Redfish interface is intended to be easily readable and intuitive. Thus, consistency helps(the consumer
understand the use of a newly discovered property. While consistency is no substitute for'the normative information
i the Redfish Specification and Redfish schema, the following naming rules help with(readability and client usage. In
general, names in Redfish are designed and intended to be human-readable and echvey the meaning of the name, i
bntext, without the need to consult schema definitions or other documentation,

[a)

11.7.1 Naming rules

Standard Redfish schema and registries defined and published by the DMTF, and those created by others and
bpublished by the DMTF, shall follow a set of naming conventions. These conventions are intended to ensure
bnsistent naming and eliminate naming collisions. For schiema files, the resource type is used to construct the type

[ =]

pfoperty and the schema file name.

Standard Redfish properties follow similar naming-conventions, and should use a common definition when defined i
npultiple schemas across the Redfish data model. This consistency enables code re-use across resources and increase
interoperability. New resource definitions should leverage existing property definitions whenever possible.

—

he general Redfish naming rules-fot resource types, registries, properties, action parameters, and enumerations are
5 follows:

Q

« Names shall be Paséalicased. The first letter of each word in a name shall be uppercase and spaces between
words shall be removed. For example, ComputerSystem, PowerState , and SerialNumber .

« Names of aftay-properties or reference properties for resource collections should use a plural form of the name|
All other-ndmes should use the singular form of the name.
+ Refefence properties for resource collections should omit the term "collection" in the name.

» _Names shall not contain spaces or underscore characters. Names should not contain any special characters that

n

n

violate naming rules for supported schema description languages or programming languages

« Both characters should be capitalized for two-character acronyms. For example, IPAddress or RemoteIP .

« Names constructed from a single acronym or mixed-case name, such as LDAP, PCIe, or SNMP , should use the
typical capitalization for that name.

85

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

« Names incorporating acronyms with three or more characters should follow the capitalization used in related
names for consistency. For example, EnablesNnMPvl and EnablesnMPv2 follow the pattern used for snwp .

« Pascal-casing may be used for acronyms longer than two characters to improve readability, especially when two
or more acronyms appear together in a name, which should be avoided.

» Enumeration names should start with a letter and be followed by letters or numbers to conform to schema

—

description language requirements. Underscore characters may be used to replace other special characters, okt
significantly improve readability, but this usage is discouraged.

» Enumeration names should prioritize readability as they may appear unmodified on user interfaces, whereas
property or schema names should follow conventions and strive for consistency.

« The names settings and sb are reserved for use for settings resources and shall not be used fot schema

names.
xceptions are allowed for the following cases:

«  Well-known technology abbreviations, acronyms, or product names should follow-their defined capitalization.
Examples include iscs1, iscsITarget ,and iLo.

« OEM appears as oem in schema and property names either alone or as’a portion of a name, but should be 0em

when used alone as an enumeration value.

« Underscore characters are allowed in the construction of OEM-specified object property names when required,
and in OEM-defined resource types or OEM-defined registry’hames.

br properties that have units or other special meaning, appéend a unit identifier to the name. Examples include:

» Bandwidth (Mbps). For example, PortSpeedMbps-«

« CPU speed (Mhz). For example, ProcessorSpeedihz .

* Memory size (MB). For example, MemoryMB).

« Counts of items (Count). For examplé;”ProcessorCount Or FanCount .
» The state of a resource (State)sFar example, Powerstate .

» State values where work is'in"process. For example, Applying or Clearinglogic .

1.7.2 URI naming.rules
he following ruteSapply to Redfish schema-defined URIs:

» URI segmients should generally follow the naming rules, and for each segment, follow the name of the property
that(provides the hyperlink.

« “URI segments for resource collections should use the plural form of the resource collection schema name, with

the Collection term omitted. For example, Processors for a ProcessorCollection .

« If a hyperlink to a subordinate resource is not found at the root of the resource, the URI segments should contain
the property path. For example, for the certificates hyperlink found in ManagerNetworkProtocol within the
HTTPS object, HTTPS should be one of the URI segments.
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1.8 Extending standard resources

1.8.1 Extending standard resources overview

Irl the context of this clause, the OEM term refers to any company, manufacturer, or organization that provides pt
defines an extension to the DMTF-published schema and functionality for Redfish. All Redfish-specified resources

A =

[@Nxe]

o -

o L on n -

q

1

T
t

Epch property contained within the oem property shall be an OEM-specified JSON object, The name of each object
Foperty shall uniquely identify the OEM or organization that defines the properties-certained by that object. The

The OEM-specified object shall include a type property if the object:

clude an empty structured oem property. The value of this predefined placeholder can encapsulate oneror.more
EM-specified object properties, which can contain OEM-specific property definitions.

1.8.2 OEM property format and content

EM-specified object naming clause describes this naming convention.

* Is not contained in an array of objects.
» Is contained in the first object within an array of objects.

« In subsequent array members containing an OEM-specified object, whose type is different than the first array
member.

he oem property can simultaneously hold multiple, OEM-specified objects, including objects for more than one

bmpany or organization.

he definition of any other properties that.are contained within the OEM-specified object, along with the functional
becifications, validation, or other requirements for that content is OEM-specific and outside the scope of this
becification. While there are no(Redfish-specified limits on the size or complexity of the elements within an OEM-
becified object, it is intended'itis typically used for only a small number of simple properties that augment the
edfish resource. If a large'number of objects or a large quantity of data compared to the size of the Redfish resource
to be supported, the ®EM should consider creating a subordinate resource for their extensions.

1.8.3 OEM:specified object naming

1%

he OEM:specified object properties within the oem property are named by using a unique OEM identifier. There arg¢
vo-specified forms for the identifier. The identifier shall be either an ICANN-recognized domain name (including the

t

adaval damain o f0N vt Sl Aot (0 M canmavatare vanlacad it L darcoarnc M or an IANA ~ccianad Cntarnrica
Y e GO S G W o GOt SE Pt O S e P e e W R G e SO e ST O g B S5 gR e e = Rterphs

Number prefixed with "EID_."

DEPRECATED: The identifier shall be either an ICANN-recognized domain name including the top-level domain
suffix, or an IANA-assigned Enterprise Number prefixed with EID: .
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Organizations that use .com domain names may omit the .com suffix. For example, Contoso.com would use
Contoso instead of Contoso_com , but Contoso.org would use Contoso_org . The domain name portion of an OEM
identifier shall be considered to be case independent. That is, the text Contoso_biz , contoso_BIZ, conTOso_biz , and
so on all identify the same OEM.

o OEM idaentifiar naortion of tha obilact nama mav ha fallawad by on vndarceara () and ony odditiaonal ctrinag +9
L J J J -7 J 7

hable further subdivisions of OEM-specified objects as desired. For example, Contoso_xxxx oOr EID_412_xxxx . Fhe
rm and meaning of any text that follows the trailing underscore is completely OEM-specific. OEM-specified
ktension suffixes may be case sensitive, depending on the OEM. Generic client software should treat such
tensions, if present, as opaque and not try to parse nor interpret the content.

®_o® -~ o -

This suffix could be used in many ways, depending on OEM need. For example, the Contoso company may have a
Research suborganization, in which case the OEM-specified property name might be extendéd, to Contoso_Research.
Alternatively, it can identify a unique resource type for a functional area, geography, subsidiary, and so on.

The OEM identifier portion of the name typically identifies the company or organization that created and maintains
the schema for the property. However, this practice is not a requirement. The idéntifier is only required to uniquely
identify the party that is the top-level manager of a resource type to prevent collisions between OEM property
definitions from different vendors or organizations. Consequently, the ofgahization for the top of the resource type
ay be different than the organization that provides the definition of the OEM-specified property. For example,
ntoso may allow one of their customers, such as customera , té:extend a Contoso product with certain CustomerA

oprietary properties. In this case, although Contoso allocatedthe name contoso_Customera , it could be CustomerA
that defines the content and functionality within that resource type. In all cases, OEM identifiers should not be used
ekcept with permission or as specified by the identified@ompany or organization.

11.8.4 OEM resource types

@)

ompanies, OEMs, and other organizations/can define additional resources and link to them from an ocem property in
a|standard Redfish resource, preferaljly from the oem property within the Links property. To avoid naming collisior]

1%]

ith current or future standard Redfish schema files, the defining organization's name should be prepended to the
résource type name, which is alsé used to construct the file name of the schema files. For example, ContosobDrive
ould not conflict with a~Dritve resource type or schema, or conflict with another OEM's drive-related definition.

11.8.5 OEM registries

Companies, QEMs, and other organizations can define additional registries and utilize them in message objects or fo
BJOS attributes. To avoid naming collisions with current or future standard Redfish message registries, the defining
ofganization's name should be prepended to the registry name, which is also used to construct the name of the

=

| + e 3 + sarldnat aflict ot v = e o Aaccoaca racickng L afliot
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with another OEM's drive-related registry.
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11.8.6 OEM URIs

To avoid URI collisions with other OEM resources and future Redfish standard resources, the URIs for OEM resources

within the Redfish resource tree shall be in the form:

)

BaseUri>/0Oem/<OemName>/<ResourcePath>

where

* <BaseUri> is the URI segment of the standard Redfish resource starting with /redfish/ where the oem properf
is used. For example, /redfish/v1/Systems/3AZ38944T523 .

e <OemName> is the name of the OEM, that follows the same naming as defined in the OEM-+specified object
naming clause.

e <ResourcePath> is the path to the OEM-defined resource. This path might contain.multiple segments for cases
where OEM-defined resources are subordinate to an OEM-defined resource, Each segment in the path contains

the name of an OEM-defined resource.

br example, if Contoso defined a new ContosoAccountServiceMetrics <reéséurce to be linked through the oem

-

foperty at the /redfish/vi/AccountService URI, the OEM resourcefias the /redfish/vi/AccountService/Oem/

e}

bntoso/AccountServiceMetrics URI.

(@)

11.8.7 OEM property examples

he following fragment shows examples of naming.and the oem property as it might appear when accessing a
r¢source. The example shows that the OEM identifiers can be of different forms, that OEM-specified content can be
simple or complex, and that the format and usage of extensions of the OEM identifier is OEM-specific.

—

"Oem": {

"Contoso": {
"@odata.type”y "#ContosoAnvil.vl_2_1.AnvilTypesl™,
"Slogan"CA4Contoso anvils never fail",
"Disclaimer": "* Most of the time"

s

"Contdso_biz": {
“@odata.type": "#ContosoBizEngine.vl_1_0.RelatedSpeed",
"Speed": "Ludicrous"

})

"EID 412": {

"@odata.type": "#AdatumPowerExtensions.vl_0_1.PowerInfoExt",
"ReadingInfo": {

"Accuracy": "5",

"IntervalSeconds": "20"
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s

"Contoso_CustomerA": {
"@odata.type": "#ContosoCustomerASling.vl_©_0.SlingPower",
"AvailableTargets": ["Rabbit", "Duck", "Runner"],
"LaunchPowerOptions": ["Low", "Medium", "Eliminate"],
"LaunchPower": "Eliminate",
"Target": "Rabbit"

})

11.8.8 OEM actions

@)

EM-specific actions appear in the JSON payload as properties of the oem object,viested under an Actions

operty.

e}

The name of the property that represents the action, which shall follovithe form:
#<ResourceType>.<Action>
where

* <ResourceType> is the resource type.

e <Action> is the action.

{
"Actions": {
"Oem": {
"#Contoso_ABC_ComputerSystem.Ping": {
"target": \/redfish/v1/Systems/1/Actions/Oem/Contoso_ABC_ComputerSystem.Ping"
}
}
s
}

Thé-URI of the OEM action in the target property shall be in the form:

<ResourceUri>/Actions/Oem/<ResourceType>.<Action>

where
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e <ResourceUri> is the URI of the resource that supports invoking the action. For example, /redfish/v1/Systems/
1/ .

e Actions is the name of the property containing the actions for a resource.

* oOem is the name of the OEM property within the Actions property.

* <ResourceType>.<Action> is the resource type followed by the action. For example,

Contoso_ABC_ComputerSystem.Ping .

11.9 Payload annotations

11.9.1 Payload annotations overview

Resources, objects within a resource, and properties may include additional annotations.as’properties with the name
in the format:

<PropertyName>]@<Namespace>.<TermName>
here

e <PropertyName> is the name of the property to annotate. If absent, the annotation applies to the entire JSON
object, which may be an entire resource.

e <Namespace> is the namespace that defines the annotatien term.

e <TermName> is the annotation term to apply to the(resource or property of the resource.

w

ervices shall limit the annotation usage to the, odata , Redfish , and Message namespaces. The OData JSSON Format

Specification defines the odata namespace, The Redfish namespace is an alias for the RedfishExtensions.vi_0_o
npmespace.
The client can get the definition pfthe annotation from the OData metadata document, the HTTP Link header, or

3

ay ignore the annotation entirely, but should not fail reading the resource due to unrecognized annotations,
cluding new annotations(that the Redfish namespace defines.

11.9.2 Allowable values

Tp specify the Jist of allowable values for a property or action parameter, services may use the
(Redfish Allowablevalues annotation for properties or action parameters.

Tp specify the set of allowable values, include a property with the name of the property or action parameter, followedl
by @Redfish.Allowablevalues . The property value is a JSON array of strings that define the allowable values for the

property or action parameter.
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11.9.3 Extended information

The following clauses describe the methods of providing extended information:

L

+ dad ol t L '
Bxtended-objectrformation
» Extended property information ({)/
‘o’\
b specify object-level status information, services may annotate a JSON object with the @Messag@ tendedInfo

hnotation. 03

11.9.3.1 Extended object information

o

"@odata.id": "/redfish/vl1/Managers/1/SerialInterfaces/1", %
"@odata.type": "#Seriallnterface.vl_0_0.SerialInterface"”, g\\
"Name": "Managed Serial Interface 1", O
"Description": "Management for Serial Interface"”, Q
"Status": { QO

"State": "Enabled",
"Health": "OK" 5\0\‘\

¥ . O

"InterfaceEnabled": true, \\'Q
"SignalType": "Rs232", $
"BitRate": "115200", . QD
"Parity": "None", A\
"DataBits": "8", ()

"StopBits": "1",

"FlowControl": "None", N
"ConnectorType": "RJ45", c)\
"PinOut": "Cyclades", .
"@Message.ExtendedInfo": [{

.

"MessageId": "Base. oper‘tyDupllcate

"Message": "Indicat hat a duplicate property was included in the request body."
"RelatedPropertle:D. ["#/InterfaceEnabled"],

"Severity": " ing",

"MessageSe ": "Warning",

"Resolu : "Remove the duplicate property from the request body and resubmit the request if the of

3]
) %Q?“

—

h%operty contains an array of message objects.

eration failed."
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11.9.3.2 Extended property information

Services may use @Message.ExtendedInfo , prepended with the name of the property to annotate an individual

property in a JSON object with extended information:

"@odata.id": "/redfish/v1/Managers/1/SerialInterfaces/1",
"@odata.type": "#Seriallnterface.vl_ 0 ©.Seriallnterface", h\<
"Name": "Managed Serial Interface 1", C:;
"Description": "Management for Serial Interface", P\?\
"Status": {

"State": "Enabled", (bQ
"Health": "OK" é)
}J \\

"InterfaceEnabled": true, O
"SignalType": "Rs232", %
"BitRate": 115200, $\\
"Parity": "None",

"DataBits": 8, Q
"StopBits": 1, QQ
"FlowControl": "None", \\
"ConnectorType": "RJ45", &:2)
"PinOut": "Cyclades"”, Qb
"PinOut@Message.ExtendedInfo": [{ \"Q

"MessageIld"”: "Base.l1.8.PropertyValueNotInListy

"Message": "The value Contoso for the propeqése;in0ut is not in the list of acceptable values.",

"Severity": "Warning", \x

"MessageSeverity": "Warning", ()

"Resolution": "Choose a value From\lgg enumeration list that the implementation can support and resufmit the request if
H C}\O

S

11.9.4 Action info ann&ation

—

he @Redfish.ActionE‘%@erm within the action representation conveys the parameter requirements and allowable
hlues on paramet@

Q~

kample #(@EterSystem.Reset action with the @Redfish.ActionInfo annotation and resource:

&

r actions. This term contains a URI to the ActionInfo resource.

<

m

WA g " r
AEETORS——

"#ComputerSystem.Reset": {
"target": "/redfish/v1/Systems/1/Actions/ComputerSystem.Reset",
"@Redfish.ActionInfo": "/redfish/v1/Systems/1/ResetActionInfo"
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})

The ResetActionInfo resource contains a more detailed description of the parameters and the supported valuessThjs
r¢source follows the ActionInfo schema definition.

"@odata.id": "/redfish/v1/Systems/1/ResetActionInfo",
"@odata.type": "#ActionInfo.vl_0_©.ActionInfo",
"Id": "ResetActionInfo",
"Name": "Reset Action Info",
"Parameters": [{
"Name": "ResetType",
"Required": true,
"DataType": "String",
"AllowableValues": ["On", "ForceOff", "ForceRestart", "Nmi",
"ForceOn", "PushPowerButton"]

3]

11.9.5 Settings and settings apply time annotations

Sge the Settings resource clause.

11.9.6 Operation apply time and;operation apply time support annotations

Sge the Operation apply time clause.

11.9.7 Maintenance window annotation

—

he settings apply tim€and operation apply time annotations enable an operation to be performed during a
aintenance window. The @Redfish.Maintenancewindow term at the root of a resource configures the start time and

3

duration of a-maintenance window for a resource.

—

he following example body for the /redfish/vi/Systems/1 resource configures the maintenance window to start af
007~05-03723:12:37-05:00 and last for 600 seconds.

"@odata.id": "/redfish/v1/Systems/1",
"@odata.type": "#ComputerSystem.vl_5_0.ComputerSystem",
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"@Redfish.MaintenanceWindow": {
"MaintenanceWindowStartTime": "2017-05-03T23:12:37-05:00",
"MaintenanceWindowDurationInSeconds": 600

})

11.9.8 Collection capabilities annotation

Resource collections may contain a collection capabilities annotation. The @Redfish.CollectionCapabilities term at

the root of a resource collection shows what properties a client is allowed to use in a POST request for creating a
résource.

—

he following ComputersystemCollection example body contains the collection capabilities annotation. The usecase

e}

operty contains the ComputerSystemComposition value, and the capabilities@bjéct property contains the
redfish/v1/Systems/Capabilities value. The resource at /redfish/v1/Systems/Capabilities describes the PoST

=

bquest format for creating a ComputerSystem resource for compositionst

"@odata.id": "/redfish/v1/Systems",
"@odata.type": "#ComputerSystemCollection.ComputegSystemCollection”,
"Name": "Computer System Collection",
"Members@odata.count": 9,
"Members": [],
"@Redfish.CollectionCapabilities": {
"@odata.type": "#CollectionCapabilifMes.vl_1_0.CollectionCapabilities”,
"Capabilities": [{
"CapabilitiesObject": {
"@odata.id": "/redfid%/v1/Systems/Capabilities”
s
"UseCase": "CompdterSystemComposition”,
"Links": {
"TargetCOddection”: {
"@6daba.id": "/redfish/v1/Systems"

3]

The capabilitiesObject resource follows the same schema for the resource that the resource collection contains. It
contains annotations to show which properties the client can use in the PosT request body. Table 21 describes the
CapabilitiesObject resource annotations. These annotations describe which properties are required, optional, or if
other rules are associated with the properties.
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Annotation Description
<PropertyName>@Redfish.RequiredOnCreate Required in the PosST request body.
<PropertyName>@Redfish.OptionalOnCreate Not required in the PosST request body.

R eaviNt ARedEishvSat0nlvOntraat Cannot-ba-modifiad aftertha racourcaic craatad

PropertyName>@Redfish.UpdatableAfterCreate Can be modified after the resource is created.

PropertyName>@Redfish.AllowableValues Can be set to any of the listed values.

pRedfish.RequestedCountRequired

PRedfish.ResourceBlockLimits

: [fable 21 — CapabilitiesObject resource annotations

Ekample capabilitiesObject resource:

=

Required in the PosT request body for the corresponding object to indicate the number of
requested object instances

Used for composition requests.

Indicates restrictions regarding quantities of ResourcéBlock resources of a given type in
the PoST request body.

Used for composition requests.

"@odata.id": "/redfish/v1/Systems/Capabilities”,
"@odata.type": "#ComputerSystem.vl_8_0.CemputerSystem",
"Id": "Capabilities",
"Name": "Capabilities for the systafNeollection",
"Name@Redfish.RequiredOnCreate" : \tpue,
"Name@Redfish.SetOnlyOnCreatel: true,
"Description@Redfish.Optipnal®nCreate”: true,
"Description@Redfish.SetOnlyOnCreate”: true,
"HostName@Redfish.OptionalOnCreate"”: true,
"HostName@Redfish AJpdatableAfterCreate™: true,
"Links@Redfish,ReguiredOnCreate”: true,
"Links": {

"Resoup€eBlOcks@Redfish.RequiredOnCreate”: true,

"ResdlipceBlocks@Redfish.UpdatableAfterCreate”: true
s
"@Re€dFish.ResourceBlockLimits": {

"MinCompute": 1,

"MaxCompute": 1,

1o - m
MaxXSTorage . ©
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11.9.9 Requested count and allow over-provisioning annotations

Table 22 describes the @Redfish.RequestedCount and @Redfish.AllowOverprovisioning annotations.

C ;CI It) usStT t: 1T ari Itht;Ul 5 ;I T CUTI I}JU);t;UI LI cquc:tb tU LIICII;I 1T t: 1T Tt I:JCI Uf TCoUUTLT tU Cl::UL.GtC dal Ib: tU ;I Ib:;L.GtC

hether the Redfish service can provision more resources than the client requests:

Annotation Description '\ C
.7

pRedfish.RequestedCount Number of requested resources.

Boolean. If true, the service may provision more resources than the @Redfish.R&questedCount

pPRedfish.AllowOverprovisioning R X
annotation requests. Default is false .

: [fable 22 — RequestCount and AllowOverprovisioning annotations

Ekample client request for at least four and possibly more Processor resousces.

{
"Processors": {
"Members": [{
"@Redfish.RequestedCount”: 4,
"@Redfish.AllowOverprovisioning": true
1]
s
}

11.9.10 Zone affinity annetation

he zone affinity annotatiomis Used by clients in composition requests to indicate the components for the
bmposition come from(the specified resource zone. The @Redfish.zoneAffinity term in the request body contains

o -

the value of the 1d.-property of the requested resource zone.

Ekample client\feguest for components to be allocated from the resource zone with the 1d property containing 1 :

"@Redfish.ZoneAffinity": "1",
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11.9.11 Supported certificates annotation

Resource collections of type certificateCollection should contain a supported certificates annotation. The
@Redfish.SupportedCertificates term at the root of a resource collection shows the different certificate formats

ajlowed In the resource collection.

Ekample certificateCollection that only supports PEM style certificates:

{
"@odata.id": "/redfish/v1/Managers/BMC/NetworkProtocol/HTTPS/Certificates”,
"@odata.type": "#CertificateCollection.CertificateCollection”,
"Name": "Certificate collection”,
"Members@odata.count": 1,
"Members": [{
"@odata.id": "/redfish/vl/Managers/BMC/NetworkProtocol/HTTPS/Certifidates/1"
1A
"@Redfish.SupportedCertificates”: ["PEM"]
}

11.9.12 Deprecated annotation

Services may annotate properties with @Redfish.Deprecated if the schema definition has the property marked as

o

eprecated.

Ekample deprecated property:

"VendorID": "OxABCD",
"VendorID@Redfish.Deprecated”: "This property has been deprecated in favor of ModuleManufacturerID.",

11.10 Settihgs resource

A settings-resource represents the future intended state of a resource. Some resources have properties that can be
updated and the updates take place immediately. However, some properties need to be updated at a future point in

time, suchas after a system reset-White the active Tesource Tepresents the carrent State, the Settimngs Tesource

represents the future intended state.

For resources that support a future intended state, the response shall contain a property with the @Redfish.Settings
payload annotation. When a settings annotation is used, the following conditions shall apply:
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+ The settings resource shall be of the same schema definition as the active resource.

» The settings resource should contain a subset of updatable properties from the active resource. Additionally, it
shall contain required properties, which are always mandatory.

» The settings resource shall not contain the @Redfish.Settings annotation.

» The settings resource may contain the @Redfish.SettingsApplyTime annotation.

froperty

ead-only, required.

ead-only, not required.

ritable, updates immediately,
ut not at a future point in time.

ritable, updates immediately or

gt a future point in time.

ritable, updates at a future point
h time, but not immediately.

s The M

propartvic 2 callactinn Af mmacco
Foperty+s—= rHecHoR-o+HRessSa

« The URI for the settings resource shall reflect that it is subordinate to the active resource. The URI should be in
the form <BaseUri>/Settings Or <BaseUri>/SD where <BaseUri> is the URI of the active resource.

he settings resource shall contain the properties that are updated at a future point in time. For resources that
pport a future intended state, Table 23 describes the behavior of supported properties in the resource’and settings
bsource that a service should support.

Active resource behavior

Returned in the resource response
toa GET request.

Returned in the resource response
toa GET request.

Active value returned in the
resource response to a GET
request.

Modification requests change the
active value immediately.

Active value returned in the
resource response to a\GET
request.

Modificationyregliests change the
active value immediately.

Active value returned in the
fésoutce response to a GET
request.

Modification requests are rejected.

: [fable 23 — Activeresource and settings resource property behavior

he @Redfish/Settings annotation includes several properties that help clients monitor when the service has
bnsupied-the active resource and determine the success or failure of applying the values.

ges-that-reprasent the-results-of the-last-time-the-values-of the

Settings resource behavior @k)
N

Returned in the settings reseurce response to a GET request.

Not returned inthé settings resource response to a GET request.

Not-rettirned in the settings resource response to a GET request.
_Nlodification requests are rejected.

Future value returned in the settings resource response to a GET
request if a future value is pending, otherwise not returned.
Modification requests change the future value.

Future value returned in the settings resource response to a GET
request.
Modification requests change the future value.

agess P

settings resource were applied.

geS—tHat

» The ETag property contains the ETag of the settings resource that was last applied. Immediate updates made

directly to the active resource are not reflected in it.
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e The Time property indicates the time when the settings resource was last applied. Immediate updates made
directly to the active resource are not reflected in it.

The following active resource example body supports a settings resource. A client can use the settingsobject
property to locate the URI of the settings resource.

{
"@Redfish.Settings": {
"@odata.type": "#Settings.vl_0_0.Settings",
"SettingsObject": {
"@odata.id": "/redfish/v1/Systems/1/Bios/SD"
1
"Time": "2017-05-03723:12:37-05:00",
"ETag": "\"A89B0O31B62\"",
"Messages": [{
"MessageId": "Base.1l.8.PropertyNotWritable",
"RelatedProperties": ["#/Attributes/ProcTurboMode"]
ial
s
¥

Ifa service enables a client to indicate when to apply settings;

» The settings resource shall contain a property with the” @Redfish.SettingsApplyTime annotation.
o Only settings resources shall contain the @Redfish.SettingsApplyTime annotation.
e The @Redfish.Settings annotation in the actiVe resource shall contain the SupportedApplyTimes property for

showing the allowable values for Applylimé within @Redfish.SettingsApplyTime .

Clients can modify the @Redfish.SettingsApplyTime annotation to indicate when to apply the settings.

1 the following example request] the client indicates that the settings resource values are applied on reset during th
specified maintenance window:

1%

{
"@Redfish. SettingsApplyTime": {
"Applydime": "InMaintenanceWindowOnReset",
"MdintenanceWindowStartTime": "2017-05-03723:12:37-05:00",
!MaintenanceWindowDurationInSeconds": 600
})
>
100
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11.11 Special resource situations

11.11.1 Overview

Resources need to exhibit common semantic behavior whenever possible. This can be difficult in some situations
dscussed in this clause.

11.11.2 Absent resources

Resources may be absent or their state unknown at the time a client requests information aboutthat resource. For
bsources that represent removable or optional components, absence provides useful information to clients because|
ifindicates a capability, such as an empty PCle slot, DIMM socket, or drive bay, that would ot be apparent if the
résource simply did not exist.

=

—

his also applies to resources that represent a limited number of items or uncaffigured capabilities within an
hplementation, but this usage should be applied sparingly and should net@pply to resources limited in quantity du
b arbitrary limits. For example, an implementation that limits SoftwaréIhvéntory to a maximum of 20 items should

S = =

pt populate 18 absent resources when only two items are present.

Fpr resources that provide useful data in an absent state anduwhere the URI is expected to remain constant, such as
when a DIMM is removed from a memory socket, the resqurcé should exist and should return the absent value for

the state property in the status object.

I this circumstance, any required properties that'have no known value shall be represented as null . Properties
hose support is based on the configuratign‘choice or the type of component installed, and therefore unknown whi
in the absent state, should not be returned) Likewise, subordinate resources for an absent resource should not be
populated until their support can betdetermined. For example, the Power and Thermal resources under a Chassis

bsource should not exist for an absent Chassis.

=

&)

lient software should be dware that when absent resources are later populated, the updated resource may represer
different configuration of physical item, and previous data, including read-only properties, obtained from that
bsource may be invalid. For example, the Memory resource shows details about an single DIMM socket and the

I Q

installed DIMM. When that DIMM is removed, the Memory resource remains as an absent resource to indicate the

pty DIMM socket. Later, a new DIMM is installed in that socket, and the Memory resource represents data about

()

this new BDIMM, which could have completely different characteristics.

)

[0)

1“4 e
I.1

-12 Regitstries

Registry resources assist the client in interpreting Redfish resources beyond the Redfish schema definitions. To get

101

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

more information about a resource, event, message, or other item, use an identifier to search registries. This
information can include other properties, property restrictions, and the like. Registries are themselves resources.

Table 24 describes the types of registries that Redfish supports:

Ragistey Dascription See

Determines the semantics of each property in a BIOS or BIOS settings resource. Because BIOS information can
vary from platform to platform, Redfish cannot define a fixed schema for these values. BIOS registries should be
dios assigned unique identifiers to allow users to match a given registry with compatible products.

This registry contains both property descriptions and other information, such as data type, allowable values,and
user menu information.

Constructs a message from a Messageld and other message information to present to an end useriThe  Error

— messages in these registries appear in both eventing and error responses to operations. responseg
« Eventing

This registry is the most common type of registry.

Maps the resources in a Redfish service to the privileges that can complete specjfied.operations against those

resources.

Hrivilege A client can use this information to: Privilege modd
« Determine which roles should have specific privileges.

« Map accounts to those roles so that the accounts can compléte operations on Redfish resources.

: [fable 24 — Registries

11.13 Schema annotations

11.13.1 Schema annotations overview

The schema definitions of the data model use schema annotations to provide additional documentation for
developers. This clausesd€scribes the different types of schema annotations that the Redfish data model uses. For
information about heWw.each of the annotations are implemented in their respective schema languages, see the
Skhema definitiaplanguages clause.

11.13,2"Description annotation

Thedescription annotation can be applied to any type, property, action, or parameter to provide a description of
Redfish schema elements suitable for end users or user interface help text.

All schemas that are published or republished by the DMTF's Redfish Forum shall include a description annotation on
the following schema definitions:
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« Redfish types

* Properties

« Reference properties
» Enumeration values

« Resources and resource collections

» Structured types

11.13.3 Long description annotation

—

he long description annotation can be applied to any type, property, action, or parameter to provide'a formal,

]

brmative specification of the schema element.

=

hen the long descriptions in the Redfish schema contain normative language, the service’shall be required to
bnform with the statement.

[m)

All schemas that are published or republished by the DMTF's Redfish Forum shall include a long description
ahnotation on the following schema definitions:

» Redfish types

» Properties

« Reference properties

» Resources and resource collections

+ Structured types

11.13.4 Resource capabilities annotation

The resource capabilities annotation can be applied to resources and resource collections to express the different

o~

pe of HTTP operations a client cap_invoke on the given resource or resource collection.

« Insert capabilities indicateswhether a client can perform a pPosT request on the resource to create a resource.
« Update capabilities ifidicate whether a client can perform a PATCH or PUT request on the resource.
» Delete capabilities’indicate whether a client can perform a DELETE request on the resource.

« A service may-implement a subset of the capabilities that are allowed on the resource or resource collection.

Al schemaswttat are published or republished by the DMTF's Redfish Forum for resources and resource collections
shall incldde resource capabilities annotations.

11.13.5 Resource URI patterns annotation

The resource URI patterns annotation expresses the valid URI patterns for a resource or resource collection.
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The strings for the URI patterns may use { and } characters to express parameters within a given URI pattern.
Items between the { and } characters are treated as identifiers within the URI for given instances of a Redfish
resource. Clients interpret this as a string to be replaced to access a given resource. A URI pattern may contain
multiple identifier terms to support multiple levels of nested resource collections. The identifier term in the URI
pattern shall match the 1d string property for the corresponding resource, or the MemberId string property for the

<l Lo . akla Tl £ £ . o s tlooi % IR Y £ 4o Lin
CJIIC)}JUI oG OOJeCT vt T o TeSOUTCCT e PTOCESSTOT TOTTHHIg U Te STHTgS Ut ol C COTTCateTTIatCU O TOTTIT U Te Oy

ppttern are in the URI naming rules clause.

The following string is an example URI pattern that describes a ManagerAccount resource: /redfish/vi/

AfcountService/Accounts/{ManagerAccountId}

Using the previous example, {ManagerAccountId} is replaced by the 1d property of the corresponding
anagerAccount resource. If the 1d property for a ManagerAccount resource is John , the fdll URI for that resource if

redfish/v1l/AccountService/Accounts/John .

—

he URI patterns are constructed based on the formation of the resource tree. When_constructing the URI pattern fo

Q

subordinate resource, the URI pattern for the current resource is used and appénded. For example, the
oleCollection resource is subordinate to AccountService . Because the URI pattern for AccountService is
redfish/vl/AccountService , the URI pattern for the RoleCollection g@selrceis /redfish/v1/AccountService/
Rples .

In some cases, the subordinate resource is found inside of a strlictured property of a resource. In these cases, the
npme of the structured property appears in the URI pattern for the subordinate resource. For example, the
ertificateCollection resource is subordinate to the (ManagerNetworkProtocol resource from the HTTPS property.

Because the URI pattern for ManagerNetworkProtocol IS /redfish/v1/Managers/{ManagerId}/NetworkProtocol , the UR|
ppttern for the CertificateCollection resource i /redfish/vi/Managers/{ManagerId}/NetworkProtocol/HTTPS/
Cprtificates .

All schemas that are published or republished by the DMTF's Redfish Forum for resources and resource collections
shall be annotated with the resodreeURI patterns annotation.

Il Redfish resources and Redfish resource collections implemented by a service shall match the URI pattern
described by the resource URI patterns annotation for their given definition.

11.13.6 Additional properties annotation

The additional properties annotation specifies whether a type can contain additional properties outside of those
definéd in the schema. Types that do not support additional properties shall not contain properties beyond those
described in the schema.
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11.13.7 Permissions annotation

The permissions annotation specifies whether a client can modify the value of a property, or if the property is read-
only.

A service can implement a modifiable property as read-only.

11.13.8 Required annotation

—

he required annotation specifies whether a service needs to support a property. Required properties shall be
hnotated with the required annotation. All other properties are optional.

Q

11.13.9 Required on create annotation

1%

The required on create annotation specifies that a property is required to be prévided by the client on creation of the
r¢source. Properties not annotated with the required on create annotation are not required to be provided by the
client on a create operation.

11.13.10 Units of measure annotation

1 addition to following the naming rules, properties represénting units of measure shall be annotated with the units|
of measure annotation to specify the units of measuremént for the property.

The value of the annotation shall be a string that.dontains the case-sensitive "(c/s)" symbol of the unit of measure as
listed in the Unified Code for Units of Measure(dCUM), unless the symbolic representation does not reflect commo
ukage. For example, RPM commonly reportsifan speeds in revolutions-per-minute but has no simple UCUM
répresentation. For units with prefixes, the case-sensitive ( ¢/s ) symbol for the prefix as listed in UCUM should be
repended to the unit symbol. For‘example, Mebibyte (102472 bytes), which has the UCUM Mi prefix and By

w._o

mbol, would use MiBy as the vallue for the annotation. For values that also include rate information, such as
njegabits per second, the rate unit's symbol should be appended and use a slash ( /) character as a separator. For
ekample, Mbit/s .

11.13.11 Expanded resource annotation

—

he expafided resource annotation can be applied to a reference property to specify that the default behavior for the
brvice iS to include the contents of the related resource or resource collection in responses. This behavior follows th

1]

wv  n

hme/semantics of the expand query parameter with a level of 1.

Reference properties annotated with this term shall be expanded by the service, even if not requested by the client. A
service may page resource collections.
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11.13.12 Owning entity annotation

The owning entity annotation can be applied to a schema to specify the name of the entity responsible for
development, publication, and maintenance of a given schema.

11.13.13 Deprecated annotation

—

he deprecated annotation specifies if a property, enumeration, or other schema element has been deprecated.
Skhema elements marked as deprecated contain a schema version that shows when the element was.deprecated, as
ell as text that specifies the favored approach.

m

kisting and new implementations may use deprecated schema elements, but they should,moye to the favored
bproach. Deprecated schema elements may be implemented to achieve backwards compatibility. Deprecated
hema elements may be removed from the next major version of the schema.

wn  Q

11.14 Versioning

>

s stated previously, a resource can be an individual entity or a resource collection, which acts as a container for a sqt
off resources.

A resource collection does not contain any version information because it defines a single Members property, and th

D

ojverall collection definition never grows over time.

A resource has both unversioned and versioned definitions.

o]

eferences from other resources use theginversioned definition of a resource to ensure no version dependencies
ekist between the definitions. The unversioned definition of a resource contains no property information about the

=

psource.

The versioned definition of,aresource contains a set of properties, actions, and other definitions associated with the
r¢source. The version of @resource follows the format:

<X>.<Y>.<Z>
where

o %>\ is an integer that represents the major version. Indicates a backward-incompatible change.

. Vs Is an in+ognr that rnprncani’c the minor varsion Indicates 2 minort |pr~|:+n Radfish introduces new

functionality but does not remove any functionality. The minor version preserves compatibility with earlier minor
versions. For example, a new property introduces a new minor version of the resource.

* <2> is an integer that represents the errata version. Indicates a fix in an earlier version. For example, a fix to a
schema annotation on a property introduces an errata version of the resource.

106 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

11.15 Localization

The creation of separate localized copies of Redfish schemas and registries is allowed and encouraged. Localized
schema and registry files may be submitted to the DMTF for republication in the Redfish schema repository.

Property names, parameter names, and enumeration values in the JSON response payload are never localizedbut
tfanslated copies of those names may be provided as additional annotations in the localized schema for use by clien
applications. A separate file for each localized schema or registry shall be provided for each supported, language. The
English-language versions of Redfish schemas and registries shall be the normative versions, and altérations of
nfeaning due to translation in localized versions of schemas and registries shall be forbidden.

Skhemas and registries in non-English languages shall use the appropriate schema annotatiens to identify their

Ignguage. Descriptive property, parameter, and enumeration text not translated into the spécified language shall be
bmoved from localized versions. This removal enables software and tools to combine-aormative and localized copiep
Kpecially for minor schema version differences.

=

(0]
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12 File naming and publication

For consistency in publication and to enable programmatic access, all Redfish-related files shall follow a set of rules to

CpNSTUCT The name of each fife. The Schema definition 1anguages Clause describes the Tife name construction Tules,
hile the following clauses describe the construction rules for other file types.

12.1 Registry file naming

Redfish message or privilege registry files shall use the registry name to construct the file namepin-this format:
RegistryName>.<MajorVersion>.<MinorVersion>.<Errata>.json

Fpr example, the file name of the Base Message Registry v1.0.2 is Base.1.0.2.json"

12.2 Profile file naming

—

he document that describes a profile follows the Redfish schema,file'naming conventions. The file name format for
profiles shall be:

ProfileName>.v<MajorVersion>_<MinorVersion>_<Errata>.json

Fpr example, the file name of the BasicServer prafifé)v1.2.0 is BasicServer.vl_2_0.json . The file name shall include
the profile name and version, which matches these property values within the document.

12.3 Dictionary file naming

he binary file describing a Redfish Device Enablement dictionary follows the Redfish schema file naming conventions

inor revisions of the'schéma, only the major version appears in the file name. The file names for Dictionaries shall

T
for the schema definitiop-language that the dictionary is converted from. Because a single dictionary file contains all
n
be formatted as:

DictionaryName>_v<MajorVersion>.dict

Fpr etample, the file name of the Chassis dictionary v1.2.0 is Chassis_vi.dict .

12.4 Localized file naming

Localized schemas and registries shall follow the same file naming conventions as the English language versions.
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When multiple localized copies are present in a repository and which have the same file name, files in languages
other than English shall be organized into subfolders named to match the ISO 639-1 language code for those files.
English language files may be duplicated in an en subfolder for consistency.

12.5 DMTF Redfish file repository

Alll Redfish schemas, registries, dictionaries, and profiles published or republished by the DMTF's Redfish Forummaré
apailable from the DMTF website for download. Programs may use the following durable URLs to access the
r¢pository. Programs incorporating remote repository access should implement a local cache to reduce latency,
program requirements for Internet access and undue traffic burden on the DMTF website.

Qrganizations creating Redfish-related files such as OEM schemas, Redfish interoperability profiles, or message
bgistries are encouraged to use the form at https://redfish.dmtf.org/redfish/portal to sukmit-those files to the DMTH
r republication in the DMTF Redfish file repository.

-~ =

Thble 25 describes how files are organized on the site:

YRL Folder contents 6<
Yo,

Pedfish.dmtf.org/ X .
Current (most recent minor or errata) release of each,schéma file in CSDL, JSON Schema, and/or OpenAPI formatd.

dchemas

edfish.dmtf.org/ Durable URL for programmatic access to all yTxxx schema files. Every v1.xx minor or errata release of each schema
qchemas/v1 file in CSDL, JSON Schema, OpenAPI formats:

Pedfish.dmtf.org/ Durable URL for programmatic acgess to localized v1.xx schema files. Localized schemas are organized in
qchemas/vi/{code} subfolders using the two-character1SO 639-1 language code as the {code} segment.

Pedfish.dmtf.org/ . d " X
Subfolders contain schema files specific to a particular version release.
qchemas/archive

Pedfish.dmtf.org/ . . .
Current (mest.recent minor or errata) release of each registry file.

rlegistries
hedfish.dmtf.org/ Dutable URL for programmatic access to all v1.xx registry files. Every v1.xx minor or errata release of each registry
rlegistries/vi1 (file:
£ \
/
Pedfish.dmtf.org/ Durable URL for programmatic access to localized v1.xx registry files. Localized schemas are organized in

registries/vi/fcote} subfolders using the two-character ISO 639-1 language code as the {code} segment.

PedfishCdmtf.org/ . X . " . .
Subfolders contain registry files specific to a particular version release.
rlegistries/archive

redfish.dmtf.org/ L - § . . . .
i1 Current release of each Redfish interoperability profile (json) file and associated documentation.
profiles

redfish.dmtf.org/ . L .. . .
Durable URL for programmatic access to all v1.xx Redfish interoperability profile (json) files.
profiles/v1
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URL Folder contents

redfish.dmtf.org/

Subfolders contain profile files specific to a particular profile version or release.
profiles/archive

redfish.dmtf.org/ . . i L
Durable URL for programmatic access to all v1.xx Redfish Device Enablement dictionary files.

JITtIonartes

Pedfish.dmtf.org/

Durable URL for programmatic access to all v1.xx Redfish Device Enablement dictionary files.
dictionaries/v1l

Pedfish.dmtf.org/

Subfolders contain dictionary files specific to a particular version release.
dictionaries/archive

: [fable 25 — Redfish file repository
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13 Schema definition languages

Individual resources and their dependent types and actions are defined within a Redfish schema document. This

Clause aescripes how these aocuments are constructed In the 1olflowing tormats.

» OData Common Schema Definition Language
+ JSON Schema
* OpenAPI

13.1 OData Common Schema Definition Language

13.1.1 OData Common Schema Definition Language overview

Q

Data Common Schema Definition Language (CSDL) is an XML schema format'defined by the OData CSDL
Specification. The following clause describes how Redfish uses CSDL to désgribe resources and resource collections.

13.1.2 File naming conventions for CSDL

p.o)

edfish CSDL schema files shall be named using the resourcestype name for the schema, followed by _v and the

3

ajor version of the schema. Because a single CSDL schema file contains all minor revisions of the schema, only the
ajor version appears in the file name. The file name-shall be formatted as:

3

ResourceType>_v<MajorVersion>.xml

Fpr example, version 1.3.0 of the Chassis schema is Chassis_vi.xml .

13.1.3 Core CSDL files

Thble 26 describes the eote’ CSDL files:

Hile Qy Description
o~
RedfishErron . xml Payload definition of the Redfish error response.
RedfiShExtensions_v1.xml All definitions for Redfish types and annotations.
Resource_v1.xml All base definitions for resources, resource collections, and common properties, such as Status .

: Table 26 — Core CSDL files
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13.1.4 CSDL format

The outer element of the OData schema representation document shall be the Edmx element, and shall have a
Version attribute with a value of 4.0 .

<edmx:Edmx xmlns:edmx="http://docs.oasis-open.org/odata/ns/edmx" Version="4.0"> QSJ/
<!-- edmx:Reference and edmx:DataService elements go here --> A
</edmx: Edmx> :

%/
,\'\

he Referencing other CSDL files and CSDL data services clauses describe the items that are fo@within the Edmx

element. C)
v

1B.1.4.1 Referencing other CSDL files O
\Z

—

dSDL files may use Reference tags to reference types defined in other CSDéo@uments.

—

he Reference element uses the uri attribute to specify a CSDL file. TQQeference element also contains one or
ore Include tags that specify the Namespace attribute containi{@e types to be referenced, along with an
ptional Alias attribute for that namespace. 1%

&
pe definitions generally reference the OData and Redf@\namespaces for common type annotation terms. Redfish
SDL files always use the Alias attribute on the folg g namespaces:

xO

e Org.OData.Core.Vi is aliased as opata . \

o 3

Q-

e Org.OData.Measures.V1 is aliased as ‘§;ﬁres.
* RedfishExtensions.vi_@_0 is aliased as Redfish .

e Validation.vi_e_e is aliase Validation .

O

<edmx:Reference Ur1=€E§;2 //docs.oasis-open.org/odata/odata/v4.0/cs@l/vocabularies/Org.0OData.Core.V1.xml" >
<edmx:Include Ne?s ace="0Org.OData.Core.V1" Alias="OData"/>

</edmx:Referen

<edmx:Refere ri="http://docs.oasis-open.org/odata/odata/v4.0/0s/vocabularies/Org.0OData.Measures.V1.xml">

Namespace="0Org.0OData.Measures.V1" Alias="Measures"/>

dmx:Include Namespace="RedfishExtensions.vl_@ 0" Alias="Redfish"/>
cE}edmx:Include Namespace="Validation.vl_0 0" Alias="Validation"/>
</edmx:Reference>
<edmx:Reference Uri="http://redfish.dmtf.org/schemas/v1l/Resource_v1l.xml">
<edmx:Include Namespace="Resource"/>
<edmx:Include Namespace="Resource.vl_0 _0"/>
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</edmx:Reference>

13.1.4.2 CSDL data services

o 0O 9

N

-

sthema and use the Namespace attribute to declare the name of the namespace.

the namespace, in this format:

efine structures, enumerations, and other definitions in CSDL within a namespace. Use a Schema tag to definerthe

dfish uses namespaces to differentiate different versions of the schema. CSDL enables structures to riherit from
ther structures, which enables newer namespaces to define only the changes. The Elements of CSDL namespaces
ause describes this behavior.

amespaces containing unversioned resource and resource collection definitions shall uselthe resource type to namg

ResourceType>
br example, the unversioned namespace of the Chassis resource is Chassis .

amespaces containing versioned resource definitions shall use theresource type to name the namespace, in this
rmat:

ResourceType>.v<MajorVersion>_<MinorVersion>_<Erratd>
br example, the version 1.3.0 namespace of theiChassis resource is Chassis.v1_3_0 .

he schema element is a child of the DataServices element, which is a child of the Edmx element:

<edmx:DataServices>
<Schema xmlns="http://d@csyoasis-open.org/odata/ns/edm" Namespace="MyTypes.vl 0 _0">
<l-- Type definitigny for version 1.0.0 of MyTypes go here -->
</Schema>
<Schema xmlns="fILp://docs.oasis-open.org/odata/ns/edm" Namespace="MyTypes.vl_ 1 _0">
<!-- Type defynitions for version 1.1.0 of MyTypes go here -->
</Schema>
</edmx:DataServices>

3:7.5 Elements of CSDL namespaces

T

he following clauses describe the definitions within each namespace:

* Qualified names

113
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+ Entity type and complex type elements

13.1.5.1 Qualified names

Many definitions in CSDL use references to qualified names. CSDL defines this as a string in the form:

Namespace>.<TypeName>
here

* <Namespace> is the namespace name.

e <TypeName> is the name of the element in the namespace.

Fpr example, if a reference is made to MyType.v1_@_0.MyDefinition , the definition can be\found in the
yType.vl_0_0 namespace with an element named MyDefinition .

1B.1.5.2 Entity type and complex type elements

—

se the EntityType and ComplexType tags to define the entity type add complex type elements, respectively. These|

ements define a JSON structure and their set of properties by defining property elements and navigation property
elements within the EntityType or ComplexType tags.

0]

Al entity types and complex types contain a Name attribute, which specifies the name of the definition.

Eptity types and complex types may have a BaseType “attribute, which specifies a qualified name. When the
aseType attribute is used, all definitions of the referenced BaseType are available to the entity type or complex typ
being defined.

®

Al resources and resource collections are defined with the entity type element. Resources inherit from
esource.vl_0_0.Resource , and resource collections inherit from Resource.vl_0_0.ResourceCollection .

Mlost structured properties are*defined with the complex type element. Some use the entity type element that
herits from Resource:w1_6_0.ReferenceableMember . The entity type element enables references to be made by usinf

the Navigation Property element, whereas the complex type element does not allow for this usage.

Ekample entity \type and complex type element:

#EnbityType Name="TypeA" BaseType="Resource.vl_0_0.Resource">
£Annotation Term="OData.Description" String="The TypeA entity type description."/>
<Annotation Term="OData.LongDescription" String="The TypeA entity type normative description."/>
<!-- Property and navigation property definitions go here -->

</EntityType>

<ComplexType Name="PropertyTypeA">
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<Annotation Term="OData.Description" String="The TypeA structured property description."/>

<Annotation Term="OData.LongDescription" String="The TypeA structured property normative description."/>

<!-- Property and navigation property definitions go here -->
</ComplexType>

1B.1.5.3 Action element

Use the Action tag to define the action element. This element defines an action that can be performed on‘a

resource.

i payloads as the qualified name of the action, preceded by # .

Im Redfish, all action elements contain the IsBound attribute that is always set to tfug~ which indicates that the

aftion appears as a member of a structured type.
The action element contains one or more pParameter tags that specify thé "Name and Type of each parameter.

ecause all action elements in Redfish use the IsBound="true" term,the first parameter is called the binding

vs]

the following complex type elements:

» For standard actions, the Actions complex type farthe resource.

e For OEM actions, the oemActions complex typeé for the resource.

the term Nullable="false" are required to be provided in the action request.

<Schema xmlns="http://docS,gasis-open.org/odata/ns/edm" Namespace="MyType">
<Action Name="MyActifn") IsBound="true">
<Parameter Names®Thing" Type="MyType.Actions"/>
<Parameter Name€3"Parameterl” Type="Edm.Boolean"/>
<Parametep,Name="Parameter2"” Type="Edm.String" Nullable="false"/>
</Action>

<CompleaxType Name="Actions">

</}ComplexType>

Al action elements contain a Name attribute, which specifies the name of the action. The action'shall be represented

pprameter and specifies the structured type to which the actionspelongs. In Redfish, this parameter is always one of

The remaining Parameter elements describesadditional parameters to be passed to the action. Parameters containing

</Schema>
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Some action parameters may specify a type that is defined by an entity type element. In these cases, the parameter in
the request is a reference object to a resource within the service.

13.1.5.4 Action element for OEM actions

l:l\ll_crr_\nrifir actions shall be defined h\jl ||cing the action element with the hinrling rr_\:\r:xmnh:r settothe OamActicns

[a)

pbmplex type for the resource. For example, the following definition defines the OEM #Contoso.Ping action for(e{)/

omputerSystem . (]/Q

<Schema xmlns="http://docs.oasis-open.org/odata/ns/edm" Namespace="Contoso">
<Action Name="Ping" IsBound="true">

<Parameter Name="ComputerSystem" Type="ComputerSystem.vl_0_0.0emActions"/> (g;b
</Action>

O
</Schema> O\\@
\Nd
S

1B.1.5.5 Action with a response body

A response body for an action shall be defined using the ReturnType thin an Action element. For example, thq
following definition defines the Generatecsr action with a response@a contains the definition specified by
enerateCSRResponse . ‘\

<Action Name="GenerateCSR" IsBound="true"> ~§\
<Parameter Name="CertificateService" Type="CgEs icateService.vl_0_0.Actions"/>

<ReturnType Type="CertificateService.vl gﬁe.GenerateCSRResponse" Nullable="false"/>

</Action> o
/ \\0
<ComplexType Name="GenerateCSRRespoS;g">
<Annotation Term="OData.Add;&é&caiProperties" Bool="false"/>
<Annotation Term="OData.D ption" String="The response body for the GenerateCSR action."/>
<NavigationProperty Namé="(ertificateCollection"
Type="CertificateC ction.CertificateCollection” Nullable="false">
<Annotation Termézgséia.Permissions" EnumMember="0Data.Permission/Read" />
<Annotation T, \ OData.Description”
String="16;> ink to the certificate resource collection where the certificate is installed."/>
<Annotat erm="Redfish.Required"/>
</Navi ?ﬁPr‘opertw
<Pro Name="CSRString" Type="Edm.String" Nullable="false">
otation Term="OData.Permissions" EnumMember="OData.Permission/Read"/>
jgﬁ;otation Term="0OData.Description" String="The string for the certificate signing request."/>
CE) <Annotation Term="Redfish.Required"/>
</Property>
</ComplexType>

Using the above example, the following payload is an example response for the Generatecsr action.
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{
"CSRString": "----- BEGIN CERTIFICATE REQUEST----- L END CERTIFICATE REQUEST----- Yy
"CertificateCollection": {
"@odata.id": "/redfish/v1/Managers/BMC/NetworkProtocol/HTTPS/Certificates"
}
¥

—

B.1.5.6 Property element

Properties of resources, resource collections, and structured properties are defined using the property element. The
roperty tag defines a property element inside entity type and complex type elements.

Al property elements contain a Name attribute, which specifies the name of the propert.

Al property elements contain a Type attribute specifies the data type. The Type “attribute shall be one of the
following names or types:

« A qualified name that references an enum type element.
« A qualified name that references a complex type element.
e A primitive data type.

* An array of the previous names or types by using the Cellection term.

Thble 27 describes the primitive data types:

Type Meaning ) c\)&\'
AN
Fdm.Boolean True or False\
Fdm.DateTimeOffset Date—tir-ne string.
Edm.Decimal I\Iu;'ne.ric values with fixed precision and scale.
\)
Fdm.Double IEEE 754 binary64 floating-point number (15-17 decimal digits).
Edm.Duration )~ Duration string.
Fdm. Guid X~ GUID/UUID string.
Edm.Int64- ) Signed 64-bit integer.
_dm_*(fr‘-'l ng UTE-8 string

: Table 27 — Primitive data types
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Property elements may specify a Nullable attribute. If the attribute is false , the property value cannot be null . If
the attribute is true or absent, the property value can be null .

Example property element:

<Property Name="Propertyl" Type="Edm.String" Nullable="false">
<Annotation Term="OData.Description" String="The Propertyl property description."/>
<Annotation Term="OData.LongDescription" String="The Propertyl property normative description."/»
<Annotation Term="OData.Permissions" EnumMember="OData.Permission/Read"/>
<Annotation Term="Redfish.Required"/>
<Annotation Term="Measures.Unit" String="Watts"/>
</Property>

—

B.1.5.7 Navigation property element

p.o)

pference properties of resources, resource collections, and structured properties are defined using the navigation
Foperty element. The NavigationProperty tag defines a navigation property élément inside entity type and complei
pe elements.

Kol o}

Al navigation property elements contain a Name attribute, which specifies the name of the property.

Al navigation property elements contain a Type attribute spécifies the data type. The Type attribute is a qualified
npme that references an entity type element. This can also.be made into an array using the Collection term.

Navigation property elements may specify a Nullable attribute. If the attribute is false , the property value cannot
be null . If the attribute is true or absent, the ptoperty value can be null .

Unless the reference property is to be expahded, all navigation properties in Redfish use the
QData.AutoExpandReferences annotdtion element to show that the reference is always available.

Ekample navigation property élement:

<NavigationProperty)Name="RelatedType" Type="MyTypes.TypeB">
<Annotation,Jerm="0Data.Description"” String="The RelatedType navigation property description."/>
<Annotatign¥{Term="0Data.LongDescription”
StrigB%\The RelatedType navigation property normative description."/>
<Annetation Term="OData.AutoExpandReferences"/>
</NavwPgationProperty>

13.1.5.8 Enum type element

Use the EnumType tag to define the enum type element. This element defines a set of enumeration values, which may
be applied to one or more properties.
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All enum type elements contain a Name attribute, which specifies the name of the set of enumeration values.

Enum type elements contain Member tags that define the members of the enumeration. The Member tags contain a
Name attribute that specifies the string value of the member name.

<EnumType Name="EnumTypeA">
<Annotation Term="OData.Description"” String="The EnumTypeA enum type description."/> %
<Annotation Term="OData.LongDescription” String="The EnumTypeA enum type normative descr‘iption."pl/Q
<Member Name="MemberA"> ,\:,
<Annotation Term="OData.Description" String="The description of MemberA"/> %/
</Member> N
<Member Name="MemberB"> Q'\
<Annotation Term="OData.Description" String="The description of MemberB"/> (E)

</Member>

</EnumType> \\@O
\%O
S

1B.1.5.9 Annotation element

Annotations in CSDL are expressed using the Annotation element. ThQ@otation element can be applied to any
sthema element in CSDL. \\

—

he following examples show how each Redfish schema anng&@on is expressed in CSDL.
b\

e The OData Core Schema defines terms with the E)D@Sprefix.
» The OData Measures Schema defines terms with%\e Measures prefix.
e The RedfishExtensions Schema defines te@’s\%th the Redfish prefix.

S

Ekample description annotation:

<Annotation Ter‘m="OData.D@tion" String="This property contains the user name for the account."/>

m

O .
kample long descrip@@nnotation:

<Anno‘tatb¥3r‘m="OData.LongDescr‘iption" String="This property shall contain the user name for the account|"/>
Exqégé additional properties annotation:
<Annotation Term="OData.AdditionalProperties"/>
119
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Example permissions annotation (read-only):

<Annotation Term="OData.Permissions" EnumMember="OData.Permission/Read"/>

Ekample permissions annotation (read/write):

<Annotation Term="OData.Permissions" EnumMember="OData.Permission/ReadWrite"/> '\0

Ekample required annotation:

<Annotation Term="Redfish.Required"/> \\@

Ekample required on create annotation: 6\

<Annotation Term="Redfish.RequiredOnCreate"/>

Ekample units of measure annotation: \"Q

)
<Annotation Term="Measures.Unit" Str‘ing="MiBy"l~A\
xO

WO
Ekample expanded resource annotatlonzc)\\

<Annotation Term="OData.Aut ﬁ />

O

.

m

kample insert capabi '@nnotation (showing PosT is not allowed):

QO

<Annotatior?e¢m="Capabilities .InsertRestrictions">
<Reco

ﬂ%rtyValue Property="Insertable" Bool="false"/>
Sac

ord>

%,%lotatiom

Example update capabilities annotation (showing PATCH and puT are allowed):
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<Annotation Term="Capabilities.UpdateRestrictions">
<Record>
<PropertyValue Property="Updatable" Bool="true"/>
<Annotation Term="OData.Description"
String="Manager accounts can be updated to change the password and other writable properties."/>
</Record>

</Annotation> (1(;1/

Ekample delete capabilities annotation (showing DELETE is allowed): '\Q.)’
N
<Annotation Term="Capabilities.DeleteRestrictions"> (g;h
<Record> (:)
<PropertyValue Property="Deletable" Bool="true"/> \\@
<Annotation Term="OData.Description” (:)
String="Manager accounts are removed with a Delete operation."/> CE)
</Record> 5\\
</Annotation> ()

Ekample resource URI patterns annotation: 0\\

<Annotation Term="Redfish.Uris">
<Collection> $
<String>/redfish/v1/AccountService/Account§£s nagerAccountId}</String>
</Collection>

O
O
&y

Ekample owning entity annotation@’ .

O

<Annotation Term="Redf&isgg;%ingEntity" String="DMTF"/>
kample deprecat@?‘%otation:

</Annotation>

m

<Anno <;> Term="Redfish.Revisions">
ction>

<C
& ecord>

CE) <PropertyValue Property="Kind" EnumMember="Redfish.RevisionKind/Deprecated"/>
<PropertyValue Property="Version" String="v1_3_0"/>

<PropertyValue Property="Description”
String="This property has been deprecated in favor of ModuleManufacturerID."/>
</Record>

© ISO/IEC 2022 - All rights reserved 121


https://standardsiso.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

</Collection>
</Annotation>

3.2 JSON Schema

13.2.1 JSON Schema overview

he JSON Schema Specification defines a JSON format for describing JSON payloads. The following\clause describes
how Redfish uses JSON Schema to describe resources and resource collections.

—

13.2.2 File naming conventions for JSON Schema
Epch Redfish JSON Schema file represents a single resource type.
Versioned Redfish JSON Schema files shall use the resource type to name-the file, in this format:

ResourceType>.v<MajorVersion>_<MinorVersion>_<Errata>.json

-

br example, version 1.3.0 of the Chassis schema is Chassis. 1.3’ 8.json .
Unversioned Redfish JSON Schema files shall use the reSource type to name the file, in this format:
ResourceType>.json

Fpr example, the unversioned definition ¢f the Chassis schema is chassis.json .

13.2.3 Core JSON Schema files

Thble 28 describes the core JSON Schema files:

Hile _/)_Q‘O Description

bdata-v4.json Definitions for common OData properties.

hedfisheerbor.vl_8_0.json and its subsequent . .
Payload definition of the Redfish error response.

ersions

redfish-schema-v1.json Extensions to the JSON Schema that define Redfish JSON Schema files.

All base definitions for resources, resource collections, and common properties, such as

Resource.json and its subsequent versions
Status .
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: Table 28 — Core JSON Schema files

13.2.4 JSON Schema format

Each JSON Schema file contains a JSON object to describe resources, resource collections, and other definitions for

. -
tiredatamodet:

Thble 29 describes the JSON object, which contains the following terms:

/,
Jerm Description Q.)
N
id Reference to the URI where the schema file is published.
- For a schema file that describes a resource or resource collection, the reference to the structural définition of the resource or
re

resource collection.

- URI to the Redfish schema extensions for JSON Schema. The value should be http; f4redfish.dmtf.org/schemas/v1/redfish-
schema
schema-vl.json

Fopyright  Copyright statement for the organization producing the JSSON Schema.

Hefinitions Structures, enumerations, and other definitions defined by the schema.

For a schema file that describes a resource or resource collection,'the matching type identifier for the resource or resource
collection.

kitle

: fable 29 — JSON Schema format

13.2.5 JSON Schema definitions body

This clause describes the types of definitions found in the definitions term of a Redfish JSON Schema file.

1B.2.5.1 Resource definitions in JSON Schema

Tp satisfy versioning requirements, the JSON Schema representation of each resource has one unversioned schema
file, and a set of versiefied schema files.

The unversion&d-definition of a resource contains an anyof statement. This statement consists of an array of $ref

—

brms, whichipoint to the following definitions:

« ~The JSON Schema definition for a reference property.

~—Theversioneddefmitions of theTesource:

The unversioned definition of a resource also uses the uris term to express the allowable URIs for the resource, and
the deletable, insertable, and updatable terms to express the capabilities of the resource.
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The following example shows an unversioned resource definition in JSON Schema:

"ComputerSystem": {
"anyof": [{
"$pof!. "h++p'//r\nrH'—'1'<h dmtf nr\g/:rham:c/\ﬂ /odata v4 0 2 j(nnﬂ/dn#in1'+1'nn</1'r1Rn-F"

oA
"$ref": "http://r‘ed'Fish.dmt‘F.or‘g/schemas/vl/Computer‘System.v1_0_1.json#/de'Finitions/Com#\:cer‘Syste
b A{ ,
"$ref": "http://r‘ed-Fish.dmt-F.or‘g/schemas/vl/Computer‘System.v1_6_0.json#/de-Finitio&s’?&omputer‘System"
. Q
"deletable": true, (b
"description”: "The ComputerSystem schema represents a general purpose machi system.",
"insertable": false, \Q/
"longDescription”: "This resource shall represent resources that r‘epr‘es@\a computing system.",
"updatable"”: true, %
"uris": ["/redfish/v1/Systems/{ComputerSystemId}"] Q\\

oA (1(
"$ref": "http://r‘ed'Fish.dmtf.or‘g/schemas/vl/Computer‘System.vl_a_e.json#/definitions/cOmputegb :|

By & )
} &
N
The versioned definition of a resource contains the property@itions for the given version of the resource.
b\

N

1B.2.5.2 Enumerations in JSON Schema ~\Q)

Thble 30 describes the terms that constitute defih{@ns for enumerations:

- W
Term Description C)
bnum String array th@nt;ins the possible enumeration values.
bnumDescriptions Object t@ontains the descriptions for each of the enumerations as name-value pairs.
bnumLongDescriptions K%t that contains the long descriptions for each of the enumerations as name-value pairs.
bnumDeprecated Q%bject that contains the deprecation guidance for each of the enumerations as name-value pairs.

anumVersion[%Q?a}Ed Object that contains the deprecation version information for each of the enumerations as name-value pairs.

kype ?\s Because all enumerations in Redfish are strings, the type term always has the string value.

D

The following example shows an enumeration definition in JSON Schema:

124 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=dbfbcfa2f72ddf21b7e59ee26e882e6f

ISO/IEC 30115-1:2022(E)

{
"IndicatorLED": {

"enum": ["Lit", "Blinking", "Off"],

"enumDescriptions": {
"Blinking": "The Indicator LED is blinking.",
"Lit": "The Indicator LED is lit.",
"Off": "The Indicator LED is off." (1/‘1/

b Q

"enumLongDescriptions”: { 0(1/
"Blinking": "This value shall represent the Indicator LED is in a blinking state whep ;}b.LED is |being turned on an
"Lit": "This value shall represent the Indicator LED is in a solid on state.”, ASE)
"Off": "This value shall represent the Indicator LED is in a solid off state.” h\

) oD

"type": "string" (:)

2 \\Q/
) %O
N\
LN
o)
1B.2.5.3 Actions in JSON Schema QQ

<

ersioned definitions of resources contain a definition called Acti@This definition is a container with a set of
brms that point to the different actions supported by the resotéc : The names of standard actions shall be in the
rm: \\9

#<ResourceType>.<ActionName> ‘\@

=g

Ekample Actions definition: \O

N
S

{
"Actions": {
"additionalPropertie 'c:)alse,
"description”: "The ilable actions for this resource.”,
"longDescription "This type shall contain the available actions for this resource.”,
"properties":
"#Computé&; stem.Reset": {
é;@: "#/definitions/Reset”
}
1
< ": "object"
AR
©

Another definition within the same schema file describes the action itself. This definition contains a term called
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parameters to describe the client request body. It also contains property definitions for the target and title

properties shown in response payloads for the resource.

The following example shows a definition of an action:

"Reset": {
"additionalProperties": false,
"description”: "This action resets the system.",
"longDescription”: "This action shall perform a reset of the ComputerSystem.",
"parameters": {
"ResetType": {
"$ref": "http://redfish.dmtf.org/schemas/vl/Resource.json#/definitions/Resédlype",
"description": "The type of reset to be performed."”,
"longDescription": "This parameter shall define the type of reset to ©g performed."

s
"properties": {
"target": {
"description": "Link to invoke action”,
"format": "uri",
"type": "string"
s
"title": {
"description”: "Friendly action name",
"type": "string"

})

"type": "object”
})

Spme action parameters may specify a type that is a resource definition. In these cases, the parameter in the request

4 a reference object to a resouree within the service.

1B.2.5.4 OEM actions-in'JSON Schema

Q

EM-specific actions shall be defined by using an action definition in an appropriately named JSON Schema file. For|
kample, the following definition defines the OEM  #ContosoNetworkDevice.Ping action, assuming it's found in the

@

brsioned. €ontosoNetworkDevice JSON Schema file, such as ContosoNetworkDevice.v1l_@_0.json .

<

"Ping": {
"additionalProperties”: false,
"parameters": {},
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"properties": {

1B.2.5.5 Action with a response body

[N -

"target": {
"description": "Link to invoke action",
"format": "uri",
"type": "string"
}J
"title": { (1/‘1/
"description": "Friendly action name", <:)
"type": "string" .
h\.

1
N

"type": "object”

|9 (bQ

) oo \sgf;)
)
©
S

response body for an action shall be defined using the actionRespon @%m within the action definition. For
kample, the following definition defines the GeneratecsrR action w{{ response that contains the definition

becified by #/definitions/GenerateCSRResponse . QQ:)

\‘Q@

{ N

"GenerateCSR": { ‘\®
"actionResponse": {
"$ref": "#/definitions/GenerateCSRRé;Lonse"

s O
"parameters": {} \\
. O
"GenerateCSRResponse": { .
"additionalProperties” se,
"description”: "The nse body for the GenerateCSR action."”,

"properties": { h
"CSRStr‘ing"c’Q
"desc i0n": "The string for the certificate signing request.”,
"

%y": true,
y ¢ "string"

rtificateCollection": {
‘s;' "$ref": "http://redfish.dmtf.org/schemas/vl/CertificateCollection.json#/definitions/Certificatd

Collection",
led.",

/(\E "description": "The link to the certificate resource collection where the certificate is instal

CE) "readonly": true

})

"required": ["CertificateCollection", "CSRString"],
"type": "object"
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In the previous example, the following payload is an example response for the GenerateCsr action.

{
"CSRString": "----- BEGIN CERTIFICATE REQUEST----- cooDEoSD END CERTIFICATE REQUEST----- s
"CertificateCollection": {
"@odata.id": "/redfish/vl/Managers/BMC/NetworkProtocol/HTTPS/Certificates”
}
}
13.2.6 JSON Schema terms
Thble 31 describes the JSON Schema terms that Redfish uses to provide schemaiannotations for Redfish JSON
Sghema:
JSON Schema term Related Redfish schema a%\ :)gation
[ RN
Hescription o
Description
PnumDescriptions
longDescription )
o Long desdiption
pnumLongDescriptions
bdditionalProperties IAdditional properties
N,
headonly Permissions
Fequired Required
FequiredOnCreate Required on create
Linits Units of measure
butoExpand Expanded resource
Heletable
insertable Resource capabilities
Lpdatdble
Racaolir LD 1t
B
owningEntity Owning entity
128
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JSON Schema term Related Redfish schema annotation
deprecated
Deprecated
versionDeprecated
: Table 31 — JSON Schema terms

13.3 OpenAPI

13.3.1 OpenAPI overview

—

he OpenAPI Specification defines a format for describing JSON payloads and the set of UR(s a client can access on
brvice. The following clause describes how Redfish uses OpenAPI to describe resources:ardresource collections.

%

13.3.2 File naming conventions for OpenAPI schema
Epch Redfish OpenAPI file represents a single resource type.

VErsioned Redfish OpenAPI files shall be named using the resource type name for the schema, following the format:

ResourceType>.v<MajorVersion>_<MinorVersion>_<Errata>.yaml

-

br example, version 1.3.0 of the Chassis schema is Chagsis.v1_3_0.yaml .
Unversioned Redfish OpenAPI files shall use the rfesource type name to name the file, in this format:
ResourceType>.yaml

Fpr example, the unversioned defidition of the Chassis schema is Chassis.yaml .

13.3.3 Core OpenAPl schema files

Thble 32 describes the-eore OpenAPI schema files:

Hile 7 \0?9 Description

bdata-vA yail Definitions for common OData properties.

bpenapi .yaml URI paths and their respective payload structures.

Resource.yaml and its subsequent All base definitions for resources, resource collections, and common properties, such as
versions Status .
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: Table 32 — Core OpenAPI schema files

13.3.4 openapi.yaml

The openapi.yaml file is the starting point for clients to understand the construct of the service.

—

hble 33 describes the terms that the openapi.yaml file contains:

Jerm Description '\ ‘
7

Fomponents  Global definitions. For Redfish, contains the format of the Redfish error response.

Structure consisting of information about what the openapi.yaml is describing, such as the author of the file and any contact

finfo . X
information.
bpenapi Version of OpenAPI the document follows.

baths URIs supported by the document, with possible methods, response bodies, and reéguest bodies.

: fable 33 — openapi.yaml terms

The service shall return the openapi.yaml file, if present in the Redfish service, as a YAML document by using either
the application/yaml or application/vnd.oai.openapi MIME types. The service may append ;charset=utf-8 to th
MIME type. Note that while the application/yaml type is in‘common use today, the application/vnd.oai.openapi
type was recently defined and approved specifically to stpport OpenAPI. Implementations should use caution when
selecting the MIME type as this specification may change in the future to reflect adoption of the OpenAPI-defined
MIME type.

—

he paths term contains an array of the/possible URIs. For each URI, it also lists the possible methods. For each
npethod, it lists the possible response bodies and request bodies.

Ekample paths entry for a reseurce:

/redfish/v1/Systems /{€omputerSystemId}:
get:

parameters:

- description: The value of the Id property of the ComputerSystem resource
in path
naime: ComputerSystemId
required: true
schema:

D

Type: string
responses:
'200":
content:
application/json:
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schema:

$ref: http://redfish.dmtf.org/schemas/v1l/ComputerSystem.vl_6_0.yaml#/components/schemas/ComputerSystem
description: The response contains a representation of the ComputerSystem
resource
default:
content:

application/json:
schema:
$ref: '#/components/schemas/RedfishError'
description: Error condition

Ekample paths entry for an action:

/redfish/v1/Systems/{ComputerSystemId}/Actions/ComputerSystem.Reset:
post:

parameters:
- description: The value of the Id property of the ComputerSystem reSqurce
in: path
name: ComputerSystemId
required: true
type: string
requestBody:
content:
application/json:
schema:
$ref: http://redfish.dmtf.org/schemasi/Asl/ComputerSystem.vl_6_0.yaml#/components/schemas/ResetRgquestBody
required: true
responses:
'200':
content:
application/json:
schema:
$ref: '#/compopents/schemas/RedfishError'
description: The pespofise contains the results of the Reset action
'202':
content:
application/json:
schemas
$ref: http://redfish.dmtf.org/schemas/v1l/Task.vl_4_@.yaml#/components/schemas/Task
destpiption: Accepted; a task has been generated
'204°):
description: Success, but no response data
default:
content:

apprication/jsomn:
schema:
$ref: '#/components/schemas/RedfishError'
description: Error condition
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13.3.5 OpenAPI file format

With the exception of openapi.yaml , each OpenAPI file contains a YAML object to describe resources, resource
collections, or other definitions for the data model. Table 34 describes the terms that the YAML object contains:

er Description A(\(l/(ll

Fomponents ~ Structures, enumerations, and other definitions defined by the schema.

Copyright statement for the organization producing the OpenAPI file.
dopyright

For a schema file that describes a resource or resource collection, the matching type identifier fér the resource or resource
collection.

kitle

: [fable 34 — YAML object terms

13.3.6 OpenAPIl components body

This clause describes the types of definitions that can be found in theXxcomponents term of a Redfish OpenAPI file.

1B.3.6.1 Resource definitions in OpenAPI

—

b satisfy versioning requirements, the OpenAPI represéntation of each resource has one unversioned schema file,
hd a set of versioned schema files.

Q

The unversioned definition of a resource contains an anyof statement. This statement consists of an array of $ref

—

brms, which point to the following definitiéns:

« The OpenAPI definition for areference property.

« The versioned definitions ‘ef’the resource.

Ekample unversioned, résotrce definition in OpenAPI:

ComputerSysteéem:
anyOfs
- $ref: http://redfish.dmtf.org/schemas/vl/odata.v4_0_3.yaml#/components/schemas/idRef
S$ref: http://redfish.dmtf.org/schemas/v1l/ComputerSystem.vl_0_0.yaml#/components/schemas/ComputerSystem
3 $ref: http://redfish.dmtf.org/schemas/v1l/ComputerSystem.vl_0_1.yaml#/components/schemas/ComputerSystem

- $ref: http://redfish.dmtf.org/schemas/v1l/ComputerSystem.vl_6_0.yaml#/components/schemas/ComputerSystem
description: The ComputerSystem schema represents a general purpose machine

or system.
x-longDescription: This resource shall be used to represent resources that represent
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a computing system.

The versioned definition of a resource contains the property definitions for the given version of the resource.

1B.3.6.2 Enumerations in OpenAPI

Thble 35 describes the terms in OpenAPl enumerations:

4
Term Description ?\Q)

N
Enum String array that contains the possible enumeration values.
kype Because all enumerations in Redfish are strings, the type term always has the{valUé string .
-enumDescriptions Object that contains the descriptions for each of the enumerations as pame-value pairs.
-enumLongDescriptions  Object that contains the long descriptions for each enumeration as\a.sname-value pair.
-enumDeprecated Object that contains the deprecation guidance for each oféhg énumerations as name-value pairs.

-enumVersionDeprecated  Object that contains the deprecation version information for each of the enumerations as name-value pairs.

: [fable 35 — OpenAPI enumerations

Ekample enumeration definition in OpenAPI:

IndicatorLED:

enum:

- Lit

- Blinking

- 'Off’

type: string

x-enumDescriptions:
Blinking: The Indicator LED is blinking.
Lit: The Indicater LED is lit.
'Off': The dnditator LED is off.

x-enumLongBeseriptions:
BlinkingZs~This value shall represent the Indicator LED is in a blinking state

whére the LED is being turned on and off in repetition.

kit This value shall represent the Indicator LED is in a solid on state.
'Off': This value shall represent the Indicator LED is in a solid off state.

13.3.6.3 Actions in OpenAPI

Versioned definitions of resources contain a definition called Actions . This definition is a container with a set of
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terms that point to the different actions supported by the resource. The names of standard actions shall be in the
form:

#<ResourceType>.<ActionName>

Example Actions definition:

Actions:
additionalProperties: false
description: The available actions for this resource.
properties:
'#ComputerSystem.Reset':
$ref: '#/components/schemas/Reset’
type: object
x-longDescription: This type shall contain the available actions for this resource’.

Another definition within the same schema file describes the action itself. This définition contains property definition
rthe target and title properties shown in response payloads for the €esource.

—h

—

he following example shows a definition of an action:

Reset:
additionalProperties: false
description: This action resets the system.
properties:
target:
description: Link to invoke action
format: uri
type: string
title:
description: Friendly actien name
type: string
type: object
x-longDescription: This action shall reset the ComputerSystem.

= -

his gets mappéd from the openapi.yaml file for expressing the PosT method for the URI of the action.

—

he fallowing example shows a definition of parameters of an action:

he parameters fokthe action are shown in another definition with RequestBody appended to the name of the actiop.

1]

ResetRequestBody:
additionalProperties: false
description: This action resets the system.
properties:

134
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ResetType:
$ref: http://redfish.dmtf.org/schemas/v1l/Resource.yaml#/components/schemas/ResetType
description: The reset type.
x-longDescription: This parameter shall define the type of reset to perform.
type: object
x-longDescription: This action shall reset the ComputerSystem.

1B.3.6.4 OEM actions in OpenAPI

EM-specific actions shall be defined by using an action definition in an appropriately named OpenARI-file. For
kample, the following definition defines the OEM #ContosoNetworkDevice.Ping action, assumingit's found in the
brsioned ContosoNetworkDevice OpenAPI file with a name, such as ContosoNetworkDevice ,v1_0-06.yaml .

<_® 0O

Ping:
additionalProperties: false
properties:
target:
description: Link to invoke action
format: uri
type: string
title:
description: Friendly action name
type: string
type: object
PingRequestBody:
additionalProperties: false
properties: {}
type: object

13.3.7 OpenAPI terms used-by Redfish

Thble 36 describes the OpenAPI terms that Redfish uses to provide schema annotations for Redfish OpenAPI files:

QpenAPI term & Related Redfish schema annotation
) \/
Hescription o
Description
-enumDescriptibns
-lopgDeScription L.
Long description
-entinLongDescriptions
additionalProperties Additional properties
readonly Permissions
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OpenAPI term Related Redfish schema annotation
required Required
x-requiredOnCreate Required on create
it Llnitc of maaaciira
-autoExpand Expanded resource
-owningEntity Owning entity
Heprecated
-deprecatedReason Deprecated
-versionDeprecated

: [fable 36 — OpenAPI terms used by Redfish

13.4 Schema modification rules

w

1%

chema referenced from the implementation may vary from the canonical definitions of those schema defined by the
edfish schema or other entities, provided they adhere to the following rules. Clients should take this into

0

bnsideration when attempting operations on the resources defined by schema.

* Modified schema may constrain a read/write propert{rto be read only.

» Modified schema may constrain a property by adding length annotations to properties that do not have those
annotations.

» Modified schema may constrain a propestycby adding a pattern annotation to properties that do not have that
annotation.

» Modified schema may constrain,the. capabilities of a resource or resource collection to remove support for HTTH
operations.
> Modified schema may chdnge the update capabilities to indicate a client can perform a PATCH or PUT
request on the resolrce to support writable OEM properties.

» Modified schema.nay’remove properties that are not required.

» Modified schetng may remove actions.

* Modified scliema may remove action parameters that are not required.
« Modified,schema may change description annotations.

« Modified schema may change any external references to point to Redfish schema that adheres to the
madification rules.

» Modified schema may change the owning entity annotation to specity who made the moditications.
* Modified schema may remove URIs from the resource URI patterns annotation.

» Modified schema may add URIs to the resource URI patterns annotation to define OEM URIs for standard
resources and shall follow the OEM URI rules specified by the OEM URIs clause.
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« Other modifications to the schema shall not be allowed.
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14 Service details

14.1 Eventing

14.1.1 Eventing overview

This clause describes how to use the REST-based mechanism to subscribe to and receive event messages.
Note: For security implications of eventing, see the Security details clause.

The Redfish service requires a client or administrator to create subscriptions to receive events.

Tp create a subscription, use one of these methods:

+ Directly HTTP PposT to the subscription collection.

« Indirectly open a server-sent events (SSE) connection for the event setvice.

14.1.2 POST to subscription collection

Tp locate the event service, the client traverses the Redfisiiservice interface. The event service is located in the servicg

-

ot, as described in the serviceRoot schema.

After the client discovers the service, they perfdrm an HTTP posT on the resource collection URI for Subscriptions
i the event service to subscribe to events."Rar'the subscription body syntax, see the Redfish EventDestination
sghema. This request includes:

+ The URI where an event-receiver client expects events to be sent. When an event is triggered within the Redfish
service, the service sends an’event to that URI.

« The type of events tG-send.

flthe subscription fequest succeeds, the service shall return:

e An HTTFP o1 created status code.

e ThesLlecation header that contains a URI of the newly created subscription resource.

H the cllhcrripfinn rnqllncf cllrrnnr’lc, the senvice should return:

« A response body containing a representation of the subscription resource that conforms to the
EventDestination schema.
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After a subscription is registered with the service, clients begin receiving events. Clients do not receive events
retroactively. The service does not retain historical events.

Services shall:

= Support push style eventing for all resources that can send events.

« Respond to a request to create a subscription with an error if the body of the request is conflicting. For instande,
if parameters in the request are not supported, the service shall return the HTTP 400 Bad Request statusCodé.

« Respond to a request to create a subscription with an error if the body of the request contains both
RegistryPrefixes and Messagelds , and shall return the HTTP 400 Bad Request status code. TheSe\properties
are considered mutually exclusive.

» Retain subscriptions as persistent across service restarts.
Sgrvices shall not:

* Push events by using HTTP PosT unless an event subscription has been created./To terminate the event stream
at any time, either the client or the service can delete the subscription.

» Send a push event payload larger than 1 Mebibyte (MiB). If more thanKXMiB of data is to be sent, the service
shall divide the payload on the nearest Event entry such that thettotal payload transmitted to the client is less
than 1 MiB. This restriction shall not apply to metric reports.

Services may:

« Terminate a subscription by sending a Subscriptidnjerminated message from the Base Message Registry as the
last event.

« Terminate a subscription if the number of delivery errors exceeds preconfigured thresholds.

Tp unsubscribe from the events associated with this subscription, the client or administrator shall perform an HTTP
ELETE request to the subscription's\resource URI.

Spibsequent requests to subsctiption resources that have been terminated respond with the HTTP 404 Not Found
sfatus code.

Spme configurablesproperties define the behavior for all event subscriptions. For details, see the Redfish
ventService schema.

14.1.3-Open an SSE connection

A sewvice may support the ServerSentEventUri_property in the EventService resource. If a client performs a_GET

request on the URI that the ServerSentEventuri contains, an SSE connection opens for the client. For details about
this method, see the server-sent events Event service clause.
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14.1.4 EventType-based eventing

DEPRECATED: EventType -based eventing is deprecated in the Redfish schema in favor of using

RegistryPrefix and ResourceType .

L

A

etric report

: [fable 37 — EventType-based eventing

EPRECATED
hble 37 describes the types of events that Redfish generates:
D
vent Occurs when Description ( )
<
» Not every modification of a resource results in an event. This behavior is similar to when
Resources are created, modified, . . K
ETags are changed and implementations might not'sehd an event for every resource
or destroyed.
change.
ife cycle
Y Usually indicates that the resource . . . . .
. . . For example, if an event is sent for evefy/Ethernet packet that is received or each time
and, optionally, its properties have . .
changed that a sensor changes one degree~more events than fit in a scalable interface are
ged. generated.
Usually adopts a message registry approach similar to extended error handling in that a
o MessageId is includeds
An event of some significance
happens. . . . .
lert An example of aii~alert event is, a chassis is opened, a button is pushed, a cable is

ND DEPRECATED

. | d, threshold ded.
Depending on the resource, may unpiugged.gy» threshold exceede

be generated directly or indirectly. .
These events usually do not correspond well to life cycle-type events. Therefore, alerts

ha(ejtheir own category.

“Generated as specified by the MetricReportDefinition resources found subordinate to

. the telemetry service. Can occur periodically, on demand, or when changes are detected
The telemetry service generates or

R in the metric properties.
updates a metric report.

For details, see the Redfish MetricReportDefinition schema.

4.1.5 Subscribing to events

Table 38 describes the properties that a subscriber provides to subscribe to events and filter received messages:
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Property Description
An array of standard or OEM message registries.

An event is sent to the subscriber if one of the message registries that RegistryPrefixes lists defines the event

message.

TgTStryPrefixes
To receive messages from all registries, pass an empty array. The contents of the array does not include the registpy.
version.

For example, if the registry is Base.1.5.0 , the property value is Base .

An array of standard or OEM resource types.

An event is sent to the subscriber if the originofCondition resource type matches one of the ResourceTypes values.

ResourceTypes . . . q
The contents of the array does not include the schema version. For example, if the resource type is Task.vl_2_0.Task ,
the property value is Task .
To receive messages from any resource, pass an empty array.
An array of URIs to resources.
An event is sent to the subscriber if the originofCondition property matches one of the URIs listed in
OriginResources .

PriginResources

To receive messages from any resource, pass an empty array.

To include subordinate resources regardless\of'depth, set the SubordinateResources property to true .

The format that can be sent by using the EventFormatTypes property in the event service.
FventFormatType  Represents the format of the'Payload sent to the event destination.

If the subscriber omits_this value, the payload corresponds to the Event schema.

: [fable 38 — Subscription-properties

14.1.6 Event formats

Thable 39 deseribes the event formats:

<
HBventformat Description
i v

Head il tloo ol £ H " Aot ki i £ DA g
TSet Rttt tere ety Servcegeerate S o Rew- o tpPaate S e eXiStig e tHc e porT Vet e porT

Metric report message objects message objects sent to the specified client endpoint shall contain the properties, as described in the
Redfish MetricReport schema.
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Event format Description

Used for all other types of events. Event message objects PosT ed to the specified client endpoint shall
contain the properties as described in the Redfish Event schema. Supports a message registry. In a
message registry approach, a message registry lists the MessageIds in a well-known format. These
MessageIds are terse in nature and thus they are much smaller than actual messages, making them suitable

for embedded environments.

The registry also contains a message. The message itself can have arguments and default values fof\sey€rit
and recommended actions. The MessageId property follows the format defined in the MessageId fermat

Hvent message objects
clause

Event messages may also have an EventGroupId property, which lets clients know that different messages
may be from the same event. For instance, if a LAN cable is disconnected, they méy-get a specific message

from one registry about the LAN cable being disconnected, another message from a general registry about

the resource changing, perhaps a message about resource state change, afd’maybe more. For the client to
determine whether these have the same root cause, these messages have\the same value for the
EventGroupId property.

: Table 39 — Event formats

14.1.7 OEM extensions

Q

EMs can extend both messages and message registries. Any-ifidividual message, per the MessageRegistry schema
definition, define OEM sections. Thus, if OEMs wish to provid€ additional information or properties, use the OEM
pction.

w0

Q

EMs shall not supply additional message argunients beyond those in a standard message registry. OEMs may
spibstitute their own message registry for thestandard registry to provide the OEM section within the registry but

wn

hall not change the standard values, such as messages, in such registries.

14.2 Asynchronous operations

Sgrvices that support asyaghronous operations implement the TaskService and Task resources.

The task service gdescribes the service that handles task. It contains a resource collection of zero or more Task
r¢sources. The\rask resource describes a long-running operation that is spawned when a request takes longer than
a|few secohds; such as when a service is instantiated.

—

he~Task schema defines task structure, including the start time, end time, task state, task status, and zero or more

—+

bk‘dbbULidlCU‘ MMes5dyces.
Each task has a number of possible states. The Task schema defines the exact states and their semantics.

When a client issues a request for a long-running operation, the service returns the HTTP 202 Accepted status code
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and a Location header that contains the URI of the task monitor and, optionally, the Retry-After header that
defines the amount of time that the client should wait before querying the status of the operation.

The task monitor is an opaque service-generated URI that the client who initiates the request can use. To query the
status of an operation and determine when the operation has been completed and whether it succeeded, the client

rforms a GET request on the task monitor The client should not include the application/bhttp MIME type in the

ccept header.

The 202 Accepted response body should contain an instance of the Task resource that describes the state of'the
sk.

—

b=

s long as the operation is in process, the service shall continue to return the HTTP 202 Accepted, status code when

—~+

e client queries the task monitor URI.

[f|a service supports cancellation of a task, the Allow header shall contain DELETE forthe task monitor. To cancel the
eration, the client may perform a DELETE request on the task monitor URI. The $eryice determines when to delete
the associated Task resource.

Tb cancel the operation, the client may also perform a DELETE requesttOithie Task resource. Deleting the Task
résource may invalidate the associated task monitor. A subsequent GET*request on the task monitor URI returns
efther the HTTP 416 Gone or 404 Not Found status code.

I the unlikely event that a DELETE of the task monitor or Task resource returns the HTTP 202 Accepted status
cpde, an additional task shall not be started and instead;the client may monitor the existing Task resource for the
sfatus of the cancellation request. When the task finally completes cancellation, operations to the task monitor and
Task resources shall return the HTTP 404 Not Féund status code.

After the operation has been completed(the service shall update the Taskstate with the appropriate value. The
Task schema defines the task completed values.

After the operation has been ¢omipleted, the task monitor shall return:

« The appropriate HTTPstatus code, such as but not limited to 2ee ok for most operations or 201 created for
POST to create-aTesource.

« The headers.and response body of the initial operation, as if it had completed synchronously.

flthe initial\operation fails, the response body shall contain an error response.

I the-operation has been completed and the service has already deleted the task, the service may return the HTTP
4T0 Gone OT 404 Not Found Status COUE. THis SItuation can Occur if the Client waits too fong 1o Tead the task monitor.

To continue to get status information, the client can use the resource identifier from the 202 Accepted response to
directly query the Task resource.
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» Services that support asynchronous operations shall implement the Task resource.

» The response to an asynchronous operation shall return the HTTP 202 Accepted status code and set the
Location response header to the URI of a task monitor associated with the task. The response may also include
the Retry-After header that defines the amount of time that the client should wait before polling for status.
The response body should contain a representation of the Task resource.

e GET requests to either the task monitor or Task resource shall return the current status of the operation
without blocking.

e HTTP GeT, puT,and PATCH operations should always be synchronous.

« Clients shall be prepared to handle both synchronous and asynchronous responses for HTTP GET(~PUT , PATCH
POST , and DELETE requests.

« Services shall persist pending tasks produced by client requests containing @Redfish.Oper&tichApplyTime acros
service restarts, until the task begins execution.

» Tasks that are pending execution should include the @Redfish.OperationApplyTime \prOperty to indicate when the
task will start. If the @Redfish.OperationApplyTime value is AtMaintenanceWindgwStart or
InMaintenanceWindowOnReset , the task should also include the @Redfish.Mainténancewindow property.

14.3 Resource tree stability

The resource tree, which is defined as the set of URIs and array elements within the implementation, should be

O

bnsistent on a single service across device resets or power'cyctes, and should withstand a reasonable amount of

()

bnfiguration change, such as adding an adapter to a server.

The resource tree on one service might not be consistent across instances of devices. The client should traverse the
bta model and discover resources to interactwith' them.

o

Spme resources might remain very stable.from system to system, such as manager network settings. However, the
Fchitecture does not guarantee thiststability.

Q

» Aresource tree should refain stable across service restarts and minor device configuration changes. Thus, the
set of URIs and array _élement indexes should remain constant.

« A client shall not,expett the resource tree to be consistent between instances of services.

14.4 Discovery

14.4.1 Discovery overview

Automatic discovery of managed devices supporting Redfish may be accomplished by using the Simple Service
Discovery Protocol (SSDP). This protocol enables network-efficient discovery without resorting to ping-sweeps, router
table searches, or restrictive DNS naming schemes. Use of SSDP is optional, and if implemented, shall enable the user
to disable the protocol through the ManagerNetworkProtocol resource.
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he objective of discovery is for client software to locate managed devices that conform to the Redfish Specification.
herefore, the primary SSDP functionality is incorporated in the M-SEARCH query. Redfish also follows the SSDP

extensions and naming that UPnP uses, where applicable, so that systems that conform to the Redfish Specification
can also implement UPnP without conflict.

~ —h T

T
N

—

—

—

<

—

the canonical UUID format, followed by ::dmtf-org .

br compatibility with general-purpose SSDP client software, primarily UPnP, the service should use UDP port1900
r all SSDP traffic. In addition, the Time-to-Live (TTL) hop count setting for SSDP multicast messages shouild-default
2.

4.4.3 USN format

he UUID in the USN field of the service shall equal the UUID property in the service root\f multiple or redundant
anagers exist, the UUID of the service shall remain static regardless of redundancy-failover. The unique ID shall be in

4.4.4 M-SEARCH response

he Redfish service Search Target (ST) is defined as:

urn:dmtf-org:service:redfish-rest:1

he managed device shall respond to M-SEARCH"gUeries for Search Target (ST) of the Redfish service, as well as
sdp:all . For UPnP compatibility, the managed device should respond to M-SEARCH queries for Search Target (ST)

f upnp:rootdevice .

he URN provided in the sT headerin the reply shall use the redfish-rest: service name followed by the major
brsion of the Redfish Specification. If the minor version of the Redfish Specification to which the service conforms is 3
pn-zero value, that minoriversion shall be appended with and preceded by a colon ( : ).

br example, a service<that conforms to a Redfish Specification v1.4 would reply with a redfish-rest:1:4 service.

he managedhdevice shall provide clients with the AL header that points to the Redfish service root URL.

br UPnP compatibility, the managed device should provide clients with the Location header that points to the

PrP)XML descriptor.

T

he response to an M-SEARCH multicast or unicast query shall use the following format:
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HTTP/1.1 200 OK

CACHE-CONTROL :max-age=<seconds, at least 1800>
ST:urn:dmtf-org:service:redfish-rest:1

USN:uuid:<UUID of the service>::urn:dmtf-org:service:redfish-rest:1
AL:<URL of Redfish service root>

EXT:

b3

service may provide additional headers for UPnP compatibility. Fields in brackets are placeholders for device>
specific values.

14.4.5 Notify, alive, and shutdown messages

Redfish devices may implement the additional UPnP-defined SSDP messages to announcé their availability to
bftware. If implemented, services shall allow the end user to disable the traffic separately*from the M-SEARCH

w0

résponse functionality. This capability enables users to use the discovery functionality,With minimal amounts of
generated network traffic.

14.5 Server-sent events

14.5.1 General

Sgrver-sent events (SSE), defined by the Web HypertextApplication Technology Working Group (WHATWG), enables
client to open a connection with a web service. Thesweb service can continuously push data to the client, as neededl.

Q

Spiccessful resource responses for SSE shall:

* Return the HTTP 200 ok status code:

e Have a Content-Type headerset'as text/event-stream Or text/event-stream;charset=utf-8 .
Unsuccessful resource responses for SSE shall:

* Return an HTTP_“eg" or greater status code.
* Have a Conteht¥Type header set as application/json Or application/json;charset=utf-8 .

» ContaipaJSON object in the response body, as described in Error responses, which details the error or errors.

A senvice’may occasionally send a comment within a stream to keep the connection alive. Services shall separate
elénts with blank lines. Blank lines should be sent as part of the end of an event, otherwise dispatch may be delayed
in conforming consumers.

The following clauses describe how Redfish uses SSE in different Redfish data model contexts. For details about SSE,
see the HTML5 Specification.
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14.5.2 Event service

A service's implementation of the EventService resource may contain the ServerSentEventuri property. If a client
performs a GET request on the URI specified by the serversentEventuri property, the service shall keep the

cpnnection open and conform to the HTML5 Speciiication until the client closes the SOCKet. Service-generated eventp
shall be sent to the client by using the open connection.

When a client opens an SSE stream for the event service, the service shall create an EventDestination reseurcCe in the
ubscriptions collection for the event service to represent the connection. The context property in the
ventDestination resource shall be a service-generated opaque string.

The service shall delete the corresponding EventDestination resource when the connection is closed. The service
shall close the connection if the corresponding EventDestination resource is deleted.

The service shall use the id field in the SSE stream to uniquely identify a payloadiin-the SSE stream. The value of the
d field is determined by the service. A service should accept the Last-Event{ID" header from the client to allow a

client to restart the event stream in case the connection is interrupted.

The service shall use the data field in the SSE stream based on thepayload format. The SSE streams have these

—h

rmats:

« Metric report SSE stream. Services shall use this format when the telemetry service generates or updates a metric
report.

« Event message SSE stream. Services shall use this format for all other types of events.

—

b reduce the amount of data returned to thé.client, the service should support the $filter query parameter in the
RI for the SSE stream.

—

Note: The $filter syntax shatellow the format in the $filter query parameter clause.
The service should support these properties as filter criteria:
* EventFormatType

The seryicé’Sends events of the matching EventFormatType .

Example:

https://sseuri?$filter=EventFormatType eq 'Event’

Valid values are the EventFormatType enumerated string values that the Redfish EventService schema defines.
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* EventType
The service sends events of the matching EventType .

Example:

https://sseuri?$filter=EventType eq 'StatusChange'

Valid values are the EventType enumerated string values that the Redfish Event schema defines.
* Messageld
The service sends events with the matching Messageld .

Example:

https://sseuri?$filter=Messageld eq 'Contoso.1.0.TempAssert®

* MetricReportDefinition
The service sends metric reports generated from the€) MetricReportDefinition .

Example:

https://sseuri?$filter=MetricReportDefinition eq '/redfish/v1l/TelemetryService/MetricReportDefinitionsfPowerMetrics’

* OriginResource
The service sends evénts for the resource.

Example:

https://sseuri?$filter=0OriginResource eq '/redfish/v1/Chassis/1/Thermal’

* RegistryPrefix

The service sends events with messages that are part of the RegistryPrefix .
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Example:

https://sseuri?$filter=(RegistryPrefix eq 'Resource') or (RegistryPrefix eq 'Task')

* ResourceType

The service sends events for resources that match the ResourceType .

Example:

https://sseuri?$filter=(ResourceType eq 'Power') or (ResourceType eq 'Thermal’)

e SubordinateResources

1]

When SsubordinateResources is true and oOriginResource is specifiedthe service sends events for the resourcg
and its subordinate resources.

Example:

https://sseuri?$filter=(0OriginResource eq '/nedfish/v1/Systems/1') and (SubordinateResources eq true)

14.5.2.1 Event message SSE stream

The service shall use the data field in the SSE stream to include the JSON representation of the Event object.

—

he following example payload-shews a stream that contains a single event with the id field setto 1, and a data
field that contains a single /Event object.

id: 1

data:{

data: "@ddata.type": "#Event.vl_6_0.Event",
data: wId": "1,

data¥ "Name": "Event Array",

datay "Context": "ABCDEFGH",

data: "Events": [

data: {

data: "MemberId": "1",
data: "EventType": "Alert",
data: "EventId": "1",
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data: "Severity": "Warning",

data: "MessageSeverity": "Warning",

data: "EventTimestamp": "2017-11-23T17:17:42-0600",
data: "Message": "The LAN has been disconnected”,
data: "MessageId": "Alert.1.0.LanDisconnect”,

data: "MessageArgs": [

data: "EthernetInterface 1",

data: "/redfish/v1/Systems/1"

data: 1,

data: "OriginOfCondition": {

data: "@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/1"
data: },

data: "Context": "ABCDEFGH"

data: }

data: 1

data:}

o -

bject.

—

14.5.2.2 Metric report SSE stream

he service shall use the data field in the SSE stream to include the JSON representation of the MetricReport

he following example payload shows a stream that contains a@etric report with the id field setto 127, and the
ata field containing the metric report object.

id: 127
data:{
data: "@odata.id": "/redfish/v1/TelefetryService/MetricReports/AvgPlatformPowerUsage",
data: "@odata.type": "#MetricRepért.wvl_3_0.MetricReport”,
data: "Id": "AvgPlatformPowerUsage",
data: "Name": "Average Platform Power Usage metric report”,
data: "MetricReportDefinition": {
data: "@odata.id": \"/fredfish/v1l/TelemetryService/MetricReportDefinitions/AvgPlatformPowerUsage"
data: %o
data: "MetricValues: [
data: {
data: ’MetricId": "AverageConsumedWatts",
data: "MetricValue": "100",
data: "Timestamp": "2016-11-08T12:25:00-05:00",
data: "MetricProperty": "/redfish/v1l/Chassis/Tray_1/Power#/0/PowerConsumediWatts"”
datal 3,
datay {
data: "MetricId": "AverageConsumedWatts",
data: "MetricvValue": "94",
data: "Timestamp": "2016-11-08T13:25:00-05:00",
data: "MetricProperty": "/redfish/v1l/Chassis/Tray_1/Power#/0/PowerConsumediWatts"”
data: ¥,
150
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data: {

data: "MetricId": "AverageConsumedWatts",

data: "MetricvValue": "100",

data: "Timestamp": "2016-11-08T14:25:00-05:00",

data: "MetricProperty"”: "/redfish/vl/Chassis/Tray_1/Power#/0/PowerConsumediWatts™
data: }

data: 1

data:}

14.6 Update service

14.6.1 Overview

This clause covers the mechanism for software updates by using the update service:

14.6.2 Software update types
{lients can use these methods to update software through the update Service:

« Simple updates: The service pulls the update from a client-indicated network location.

» Multipart HTTP push updates: The client uses HTTP or HTTPS with a multipart-formatted request body to push 4
software image to the service.

14.6.2.1 Simple updates

A service can support the simpleupdate @ction within the uUpdateService resource. A client can perform a PosT
bquest on the action target URI to initiate a pull-based update, as defined by the Updateservice schema. After a

=

iccessful PosT , the service shouldireturn the HTTP 202 Accepted status code with the Location header set to the|

— »n

RI of a task monitor. Clients gan use this task to monitor the progress and results of the update, which includes the
Fogress of image transfer(toythe service.

e}

14.6.2.2 MultipartHFTP push updates

b~

service may.sdpport the MultipartHttpPushuri property within the updateService resource. A client can perform
h HTTP @HTTPS PosT request on the URI specified by this property to initiate a push-based update.

Q

« CAccess to this URI shall require the same privilege as access to the update service.

e Aclient posT to this URI shall contain the content-Type HTTP header with the value multipart/form-data , with
the body formatted as defined by this specification. For more information about multipart/form-data HTTP
requests, see RFC7578.

e The client PosT request shall contain the binary image as one of the parts in a multipart/form-data request
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body, as defined by Table 40. In addition, the request shall include parameters for the update in a JSON
formatted part in the same multipart/form-data request body, as defined by Table 40. If the request has no

parameters, an empty JSON object shall be used.

+ Aservice may require the Content-Length HTTP header for PosT requests to this URI. In this case, if a client

does not include the required Content-Length header in the POST request, the service shall return the HTTP 411

Length Required status code.

UpdateService resource.

update.

Update file Content-

. name="UpdateFile";
Qinary part Disposition

filename=string

Content- application/octet-
Type stream
EM
. Content- ~form-data;
Jpecific d
Dispositiény, mame="0emXXXX"
Harts )

Request HTTP Header value and
RBody part headers parameters
pdate
Content- form-data;
HQarameters
| Disposition name="UpdateParameters"
JPON part
application/
Content-
json;charset=utf-8 or
Type
application/json
form-data;

« Aservice should return the HTTP 412 precondition Failed status code if the size of the binary image is larger
than the maximum image size that the service supports, as advertised in MaxImageSizeBytes property in the

« After a successful PosT to this URI, the service shall return the HTTP 202 Accepted status code with a Location|
header set to the URI of a task monitor. Clients can use this task to monitor the progress andesults of the

Thble 40 describes the requirements of a multipart/form-data request body for an HTTR push software update:

Required Description

Yes

Yes

, Yes

Yes

: [fable 40 *>Multipart HTTP push updates

This-example shows a multipart/form-data requestto push an update image:

&
JSON-formatted part\for passing the update parameters. The value of the

name field shall bé\ *UpdateParameters” . The format of the JSON shall
follow the definition of the updateparameters object in the UpdateService

_Media type format and character set of this request part.

Binary file to use for this software update. The value of the name field shall
be "updateFile" . The value of the filename field should reflect the name
of the file as loaded by the client.

Media type format of the binary update file.

Optional OEM part. The value of the name field shall start with "oem .
Content-Type is optional, and depends on the OEM part type.

gg\’\

POST /redfish/v1/UpdateService/upload HTTP/1.1

Host: <host-path>

Content-Type: multipart/form-data; boundary=

d74496d66958873e

152
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Content-Length: <computed-length>
Connection: keep-alive
X-Auth-Token: <session-auth-token>

————————————————————————————— d74496d66958873e
Content-Disposition: form-data; name="UpdateParameters"

ISO/IEC 30115-1:2022(E)

Content-Type: application/json

{
"Targets": ["/redfish/v1l/Managers/1"],
"@Redfish.OperationApplyTime": "OnReset",
"Oem": {}

¥

----------------------------- d74496d66958873e
Content-Disposition: form-data; name="UpdateFile"; filename="flash.bin"
Content-Type: application/octet-stream

<software image binary>
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15 Security details

15.1.1 Transport Layer Security (TLS) protocol overview

Implementations shall support the Transport Layer Security (TLS) protocol v1.2 with RFC7525 recommendations or
dter. Implementations may remove support for older versions for TLS in favor of newer versions.

DEPRECATED: Previous versions of this specification allowed for TLS v1.1.

plementations should support:

« The Storage Networking Industry Association (SNIA) TLS Specification for §tgrage Systems.

» The latest version of the TLS v1.x specification.

15.1.2 Cipher suites

plementations shall only support cipher suites listed as "Recommended" in the TLS Cipher Suites table defined b
e |ANA TLS Parameters registry.

~

@)

ipher suites that are listed as mandatory in various,RFCs, but are not "Recommended" in the TLS Cipher Suites
ble defined by the IANA TLS Parameters regigtry, shall not be supported.

—

plementations should consider the support of pre-shared key ciphers suites listed as "Recommended" in the TLS
ipher Suites table defined by the IANA TLS Parameters registry, which enable authentication and identification
ithout trusted certificates.

DEPRECATED

plementatiens should support AES-256-based ciphers from the TLS suites.

p.o)

edfish implementations should consider the support of ciphers, such as the following ciphers, which enable
apthentication and identification without trusted certificates:

TLS_PSK_WITH_AES_256_GCM_SHA384
TLS_DHE_PSK_WITH_AES_256_GCM_SHA384
TLS_RSA_PSK_WITH_AES_256_GCM_SHA384
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