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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IECJCT:

Internatipnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Par{ 2.

The main|task of the joint technical committee is to prepare International Standards. Draft International
Standardp adopted by the joint technical committee are circulated to national bodies for voting.
Publicatipn as an International Standard requires approval by at least 75 % of thé-nhational bodies
casting avote.

Attention is drawn to the possibility that some of the elements of this document'may be the subject|of
patent rights. ISO and IEC shall not be held responsible for identifying any of-all such patent rights.

ISO/IEC 30111 was prepared by Joint Technical Committee ISO/IEC |TC 1, Information technology,
Subcomntittee SC 27, Security techniques.
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Introduction

This International Standard describes processes for vendors to handle reports of potential vulnerabilities
in products and online services.

The audience for this standard includes consumers, developers, vendors, and evaluators of secure IT
products. The following audiences may use this standard:

developers and vendors, when responding to reported actual or potential vulnerabilities;

T}

ISP/IEC 29147 at the point of receiving potential vulnerability reports, and\at the point of dis

vy

T}

Flaw remediation (ALC_FLR).

evaluators, whenassessing the security assurance afforded by vendors’and developers’ vulherability

handling processes and the associated products and services;

consumers, when selecting product and online service vendors to express best practice 3
requirements to developers, vendors and integrators.

is International Standard is related to ISO/IEC 29147.[5] It interfaces withDelements deg

Inerability resolution information.

is International Standard takes into consideration the relevant elements of ISO/IEC 15408

ssurance

cribed in
tributing

3,111 13.5
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INTERNATIONAL STANDARD

ISO/IEC 30111:2013(E)

Information technology — Security techniques —
Vulnerability handling processes

1
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palrties (vendors and finders).
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3.
p1
Sy

TsmtermatiomatStamdard gives guideines for tTow to process and Tesotve potentiat vl
formation in a product or online service.

is International Standard is applicable to vendors involved in handling vulnerabilitiess
Normative references

lispensable for its application. For dated references, only the edjtion cited applies. For

ferences, the latest edition of the referenced document (including any-amendments) applies

D/IEC 27000, Information technology — Security techniques = Information security ma

stems — Overview and vocabulary

Terms and definitions

r the purposes of this document, the terms and defifiitions given in ISO/IEC 27000 and the follow

L

tional participantthatcanassistvendorsand findersinhandlingand disclosingvulnerability in

te 1 to entry: Acts as trusted liaisonbetween involved parties, enabling communication betwee

D
line service

AMPLE Sedar¢h’ engines, online backup services, Internet-hosted email, and software as a s
hsidered to bé online services.

B

oduct

Ste, or service implemented or refined for sale or to be offered for free

1erability

e following documents, in whole or in part, are normatively referenced in this document and are

undated

nagement

ing apply.

formation

h involved

rvice which is implemented by hardware, software or a combination of them, and provided over a
communication line er-nétwork

ervice are

Note 1 to entry: In information technology, a distinction is often made between hardware and software products,
although the boundary is not always clear.

EXAMPLE

an

d/or firmware.

3.4
remediation
patch, fix, upgrade, configuration or documentation change to address a vulnerability

A router can be seen as a hardware product even though a vital component of it is software

Note 1 to entry: A change intended to resolve or mitigate a vulnerability. A remediation typically takes the form
of a configuration change, binary file replacement, hardware change, or source code patch, etc. Remediations are
usually provided by vendors. Vendors use different terms including update, patch, fix, hotfix, and upgrade.
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3.5
service

30111:2013(E)

means of delivering value to users by facilitating results users want to achieve without the ownership
of specific resources and risks

3.6
system

combination of interacting elements organized to achieve one or more stated purposes

[SOURCE:

ISO/IEC 15288:2008, 4.31]

3.7
vendor
person ofj

3.8
vulneral
weaknesy

[SOURCE

Note 1to ¢}
processes
practices.
informatid

4 Abb
CSIRT
PSIRT

5 Inte
- Vulnel

ISO/IEC 2
related s
their nor
or organ
ISO/IEC
reported
While ISQ
vulnerab
regardles
vendor’s

organization that developed the product, or service, or is responsible for maintaining it
ility
of software, hardware, or online service that can be exploited

ISO/IEC 27000:2009, 2.46, modified]

ntry: Examples of weaknesses in a system are software and hardware design flaws, poor administrat
lack of awareness and education, and advancements in the state of the'art or improvements to curreé

n systems.

reviated terms
Computer Security Incident Response Team

Product Security Incident Response Team

rface between ISO/IEC 294047 - Vulnerability disclosure and ISO/IEC 3011
rability handling processes

9147I15] - Vulnerability diselosure and ISO/IEC 30111 - Vulnerability handling processes 3
andards, as Figure A~shows. ISO/IEC 29147 provides a guideline for vendors to include

zations externally~and distributing vulnerability resolution information to affected use
0111 gives gtidelines for how to process and resolve potential vulnerability informati
by individual§ or organizations that find a potential vulnerability in a product or online servi
/1IEC 29147 deals with the interface between vendors and those who find and report potent
lities, 1SO/IEC 30111 deals with the investigation, triage, and resolution of vulnerabiliti
s if<the source of the potential vulnerability was external to the vendor, or from within t

Regardless of cause, an exploitation of such vulnerabilities may resultin real threats to mission-criti¢

ve
nt
al

re
in

mnal business proceSses on receiving information about potential vulnerabilities from people

'S.
bn
Ce.
al
bS,
he

bwn organization, typically security, development, or testing teams.
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ISO/IEC 29147
Vulnerability disclosure

Develop vulnerability
disclosure policy

ISO/IEC 30111

Vulnerability handling processes

ISO/IEC 30111:2013(E)

Develop vulnerability
handling policy and
organizational
framework

Develop capability to
receive and
disseminate

vulnerability information

Receive
vulnerability report

from external
source

Identify

vulnerability from
internal source

Acknowledge receipt

Verify‘teport

Vulnerability

Inform finder A |4 2 verified?

Disseminate
advisory

Engage in

post-resolution
activities

Figure 1 — A model of the Interface between ISO/IEC 29147 and ISO/IEC 30111

6 Policy and Organizational Framework for Vulnerability Handling Processes

6.1 General

Vendors should create a vulnerability handling process in accordance with this International Standard in
order to prepare for investigating and resolving potential vulnerabilities. The creation of a vulnerability
handling process is a task that is performed by a vendor, and should be periodically assessed to facilitate
process improvement opportunities and ensure that the process performs as expected. Vendors
should document their vulnerability handling procedure in order to ensure that it is repeatable. The
documentation should describe the procedures and methods used to track all reported vulnerabilities.

© ISO/IEC 2013 - All rights reserved 3
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See ISO/IEC 27034[3] for information on how identification of the root cause of a vulnerability, which is
astep in the process of vulnerability handling, can help improve secure software development lifecycles
and result in an outcome of more secure product development. The following clause describes the
elements that vendors should consider included in their vulnerability handling processes.

6.2 Vulnerability Handling Policy Development

Avendor should develop and maintain a vulnerability handling policy to define and clarify its intentions
when investigating and remediating vulnerabilities for the development of a vulnerability handling
process. The policy should consist of two parts: an internal-only portion and a public portion.

The interpal-only part of the policy is intended for the vendor’s staff and defines who is responsible|in
each stage of the vulnerability handling process and how they should handle information onpotentjal
vulnerablflities. It should include the following items:

a) basidguidance, principles, and responsibilities for handling potential vulnerabilitiés\in products|or
onling services;

b) alist|of departments and roles responsible for handling potential vulnerabilities;

c) safeguards to prevent premature disclosure of information about poténtial vulnerabilities befqre
they are fixed.

The audignce for the public part of the vulnerability handling policy isiiiternal and external stakeholdefs,
including| finders who wish to report potential vulnerabilities,<and users of the vendor’s produgts
or online[services. It informs the audience of how the vendoriis willing to interact with them when
a potentipl vulnerability is found in the vendor’s product ox*online services. Guidance, details ahd
examples|of public vulnerability handling policies are described in the sections describing vulnerability
disclosurg processes in ISO/IEC 29147.[5]

6.3 Deyelopment of an Organizational Framework to Support the Vulnerability Han-
dling Prpcess

6.3.1 General

Handling| vulnerabilities has several:-additional aspects than just engineering and technology (for
example, [customer service and public relations). An organizational framework should be designed,
recognizgd, and supported by thestakeholder divisions of the vendor responsible for each area.

An organfiization should hawve”a role or capability that is responsible for and has authority to make
decisions| on vulnerability~handling, preferably at a management level. This role or capability myst
understapd the responsibility toward the vendor’s users, the internal processes, and the organizatioral
framework for vulnerability handling.

An orgarfization-should have a role or capability that is a point of contact for handling potentjal
vulnerablilities. This point of contact should be identified for each division or department withir] a
vendor that prnvidpc prnr‘]nr‘fc oronline services to customers

An organization should establish a point of contact for external parties to reach and communicate with
about vulnerabilities. The point of contact may be part of a vendor computer security incident response
team (vendor CSIRT) or a product security incident response team (PSIRT). Its details are discussed in 6.4.

Since customers and members of the media may contact the vendor with questions or requests for
additional information after a vulnerability is disclosed, divisions responsible for customer and public
relations should be prepared so that they can respond.

4 © ISO/IEC 2013 - All rights reserved
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6.4 Vendor CSIRT or PSIRT

6.4.1 General

A vendor CSIRT or PSIRT is responsible for coordinating vulnerability reports from external finders
of vulnerabilities. In some cases, a vendor PSIRT also coordinates vulnerabilities that were reported
by internal teams within the vendor. The following clauses describe the organizational role and
responsibilities of a vendor CSIRT or PSIRT. For clarity, PSIRT will be used to refer to this role throughout
the rest of the document.

6.!1.2 Vulnerability Response Team Mission

Injvendor’s vulnerability handling process, a vendor PSIRT plays a central role. In additiohto cogrdinating
vylnerability handling internally, it acts as a single point of contact for outside stakeholders such as
finders of vulnerability and coordinators.

The function of a vendor PSIRT should be implemented centrally within the vendor, though|it can be
implemented within a product business division, if there is only a single product busines$ division
prpviding major products or online services from the vendor.

6.4.3 Vulnerability Response Team Responsibilities

6.4.3.1 General

This clause describes the responsibilities of vulnerabilityresponse teams.

6.4.3.2 Communication with external finders‘of potential vulnerabilities

A yendor PSIRT should develop a single entry<point for receiving potential vulnerability repprts from
finders or coordinators, typically either an.e-mail address or a form on a web page.

A [vendor PSIRT is responsible for maintaining communication with finders who reported|potential
vilnerabilities. It is important for-vendors to understand the importance of timeliness, anfl finders’
different agenda and stances on vulnerabilities.

6.4.3.3 Communication-with product business divisions

A yendor PSIRT shall-work with product and online services divisions to build a database of contacts
for each product. When a potential vulnerability is reported, the PSIRT shall identify the responsible
prioduct business division to dispatch the report to them through the contact person. The information
shll be shared.cenfidentially on a need-to-know basis.

6.4.3.4 <€emmunication with coordinators or other vendors

ormation

Where appropriate, a vendor PSIRT shall make an arrangement for sharing vulnerability in
i i it ing policy of

w
the other party.

6.4.3.5 Timing of vulnerability disclosure

A vendor PSIRT shall choose an appropriate date for each vulnerability disclosure and prepare the
advisory with the assistance of the product business division and other major stakeholders, such as
coordinators if applicable.

© ISO/IEC 2013 - All rights reserved 5
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6.4.3.6 Public vulnerability monitoring

A vendor PSIRT should monitor known public sources of vulnerability information for disclosures or
discussion that affect the vendors’ products or online services. This may include open source forums or
vulnerability databases.

6.4.4 Staff Capabilities
The staff of a vendor PSIRT should:

a) be awmmmto
appropriate parties;

b) undefstand the confidentiality of vulnerability related information and be well-versed in handlihg
such information in order not to leak the vulnerability details before resolution development;

=}

c) notify appropriate product business division to take actions necessary for vulnerability handli
wher] appropriate.

g

6.5 Responsibilities of the Product Business Division

A produdt business division provides customers with products or online services that have been
developedl by the vendor or implemented and/or commercialized withther vendor’s products or online
services. [They are an entity responsible for a core part of handling process of vulnerabilities that affgct
their prodlucts or online services.

When potential vulnerabilities are reported to a product business division by the vendor PSIRT, the
product Husiness division shall work with the PSIRT to develop remediations. Business divisions shoyld
have a mgans to escalate an issue to a PSIRT, if an issue is determined to be a vulnerability and nof a
different fype of bug.

Product decurity contacts within business divisions should initiate the vulnerability handling procdss
when the}y receive notification of potential security vulnerabilities in products or online services. This
process should include notification of the PSIRT so that any necessary response actions are conductged
as per th¢ vendors’ vulnerability response-policies.

6.6 Responsibilities of the Cuistomer Support Division and Public Relation Division

In the firjal stages of vulnerability handling, advisories are often released with remediations. When
the advispry is sent to custemers via mailing lists or direct communications, the dissemination is often
conductefl by customer,stipport divisions. Customer support should choose the appropriate means|to
inform al| necessary ciustomers and maintain confidentiality until the coordinated date of disclosufe.
See ISO/IEC 29147[5) for the timing of advisory release of multi-vendor vulnerabilities.

Some usefs may ask questions or request vendor support after reading the advisories. Customer suppgrt
divisions[should be prepared to respond to or escalate questions and requests concerning advisories|

As detailed in ISO/TEC 29147, advisories that are published on a vendor’s public website should be easily
accessible. Customer support or public relations divisions may be involved in the maintenance of the
vendors’ website and should attempt to adhere to the guidelines in ISO/IEC 29147.

If a disclosed vulnerability is a serious or widespread issue, public relations divisions should prepare for
contact from mass news media.

6.7 Legal Consultation

Vendors may need legal review of proposed remediations and communications to ensure vendors are in
compliance with internal policies, laws, and existing contracts.

6 © ISO/IEC 2013 - All rights reserved
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7 Vulnerability handling process

7.1 Introduction to vulnerability handling phases

Figure 2 portrays a generic vulnerability handling process. Such a process is typically performed by the
vendor.

The vulnerability handling process should require that a description of the nature and effect of each
security flaw, and that the status of finding a correction to that flaw, be recorded.

A [goal of a vulnerability handling process includes the provision of timely resolution fo|potential
vUlnerabilities.

Vulnerability Report
Received

Verification

Resolution
Development

Release

\Vi

Post Release

Figure 2 — A model of vulnerability handling
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7.2 Vulnerability handling phases

7.2.1 General

This subclause describes the typical phases that occur when processing vulnerability reports. It provides
avendor a starting point to understand the related processes and permit the creation or modification of
internal processes to deal with each situation as they arise.

7.2.2 Vulnerability report received

This sub-clause describes a vendor receiving a vulnerability report from either internal or extery
sources. Two sources may be considered:

a)

b)

7.2.3 Verification

This subflause describes the verification of all kinds of vulnerabilities received. Records of
vulnerabllities and potential vulnerabilities received and processed by the vendor from any sour
should bg maintained. During verification the following activities:occur. Some of the following procesg
may occufr in parallel, rather than sequentially, as described belew.

a)

b)

Interpally found vulnerabilities and potential vulnerabilities: A vulnerability was discovered by t|
vendpr during the development lifecycle or after product release.

Externally found vulnerabilities and potential vulnerabilities: A vulnerability-was discovered
a perjson or organization outside the vendor. See ISO/IEC 29147[5] for the interface with exterr
vulngrability sources.

Initi
ina

ql Investigation: The vendor attempts to confirm'the potential vulnerability, if the issue is fou
fdroduct or online service that is supported by-the vendor. Even if the potential vulnerability

al

by
al

hl11

€S

hd
is

reported in software or a service that is not currently supported, the investigation should continue

unti

vendpr determines the severity of the reported vulnerability.

Possible Process Exit: If the potential,vulnerability either cannot be verified or reproduced,
the vendor determines that the issue is not considered a security vulnerability, then the vend
woulfl exit the vulnerability handling process. If the potential vulnerability was discovered a
reported by an external persen.or organization outside the vendor, then see also ISO/IEC 29147[>

that

succgssfully reproduce the-ssue before closing the investigation

Othef circumstancessmay also cause the vendor to exit the vulnerability handling process for t
specific issue underinvestigation. If the issue was reported by an external person or organizati
outsife the vendor, then see also ISO/IEC 29147(5] to communicate to the finder the reason to e
the pfocess, among those below:

1y

l{the vendor can determine whether the issue also affects supported products or services. T

lescribes that vendors should ask the external entity more questions in order to attempt

he

[
F

yplicate Bug: The issue is a duplicate vulnerability and is already being addressed via tli

2) Obsolete Product Bug: The vulnerability isin a product thatis no longer supported by the vendor.

3) Non-security Bug: The issue is a bug that either has no security implications, or is not exploitable
with currently known techniques. Vendors should note that the exploitability of a bug can

change when new techniques or attack vectors are discovered, so vendors should attempt

to

maintain awareness of current exploitation techniques. These issues can be addressed via the

vendor’s regular bug fixing process.

© ISO/IEC 2013 - All rights reserved
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4) Third-party Bug: The vulnerability is due to third-party code, configurations, or is present in a
specification for which the vendor is not directly responsible. These issues should be passed to
the parties who are responsible via the methods described in ISO/IEC 29147.

c) Root Cause Analysis: The vendor attempts to determine the underlying causes of the vulnerability
and attempts to identify the affected products including all possible methods of exploitation as it
relates to the instance of the vulnerability.

d) Further Investigation: Attempts to find other instances of the same type of vulnerability in the

product or service are made by the vendor. The investigation may extend to both earlier and
stbsequentverstonsoftheproductorserviceandmayinctudeotherproduetsandservicesproduced

by the vendor.
Prioritization: The vendor considers the threat posed by the vulnerability to affected users of
the product or online service. For each affected product or online service, there*may b¢ different
severities of the same underlying issue. The vendor should determine the severity of a vulnefability in
the most commonly deployed conditions of affected products or services when possible to[assist the

prioritization. Vendors may consider several factors in determining the rélative urgency of producing
aresolution, such as potential impact, likelihood of exploitation, and the scope of affected users.

.2.4 Resolution development

This subclause describes developing a resolution for a vulnerability. The following steps shoull occur in

sefquential order.

Resolution decision: The vendor determines how thevlnerability can be resolved compre
how to reduce the impact of successful exploitation-of the vulnerability, or how to reduce

hensively,
bXposure.

When determining the best resolution, the vendor should attempt to balance the need tp create a
resolution quickly, with the overall testingyequired to ensure the resolution does not negatively
impactaffected users due to quality issues:In making this determination, the vendor should consider

b)

factors such as whether a vulnerability poses a high risk of exploitation of affected usq
due to the fact that it is simple to exploit, or due to the fact that the issue is already bein
exploited. A temporary or intexrmediary resolution that consists of a mitigation or w

may be necessary in cases when a vulnerability poses a high risk to users. A non-comp

resolution that works in most'scenarios may also be necessary in high-risk circumstances.

Produce Remediation® ;Fhe vendor produces patch(es), fix(es), upgrade(s), or documer]
configuration change(s) to address a vulnerability. This step may also include the decision
a hosting subcontractor or the vendor’s own web master to take vulnerable web page(s)
to inform a publishing company to revoke a vendor’s vulnerable application.

rs, either

actively
karound
rehensive

tation or
to inform
bffline, or

TestRemediation: Thevendordevelopsand performsappropriateteststoensurethevulneral
has beenaddressed on all supported platforms. The vendor should attempt to ensure the re

ilityissue
ediation

doesmotintroduce new vulnerabilities, overall product quality issues, or have compatibility|problems
with other products or services if possible. If the remediation fails during testing, the vehdor may
alter or produce new remediations, iterating on the previous step in the process.

7.2.5 Releasing the Vulnerability Resolution to the Next Stage in the Process

This subclause describes releasing a resolution for a vulnerability. If the vulnerability was reported
from an external entity, then see ISO/IEC 29147[5] for the interface with external interested parties.

The following list describes two possible paths a vendor can take to resolve a vulnerability. Typically,
only one path is followed, but there are cases where elements of both scenarios may be needed to
address a vulnerability. For example, a vendor that makes a change to their online services on their own
systems may also require that users change their passwords or log in and log out of the service, in order

© ISO/IEC 2013 - All rights reserved


https://standardsiso.com/api/?name=0f09352cdd09dd76fcfb14990eb732ff

ISO/IEC 30111:2013(E)

to fully remediate the vulnerability. The communication to users instructing them to take action would
be handled via ISO/IEC 29147 in a security advisory issued by the vendor.

a) Onlineservice vulnerability resolution: For online services vulnerabilities, vendors should follow their
own organizations’ update deployment or configuration change processes for production systems.

b) Product vulnerability resolution: Once the vendor is satisfied that the vulnerability remediation is
effective, it releases the remediation via the processes defined in ISO/IEC 29147.

7.2.6 Post Resolution Activities

This subdlause describes vendor activities after releasing the vulnerability resolution. The items in tlllis
list can o¢cur in parallel.

a) Case[maintenance: After the resolution has been released, further updates to the resolution might
contipue. The vendor updates resolutions as appropriate, generally until furthersupdates gre
no lopger relevant, iterating on earlier phases in the vulnerability handling précess, such as the
Verif]cation Phase or Resolution Development Phase.

b) Secufity development lifecycle feedback: The vendor updates the development lifecycle usihg
information gained during the resolution process during root cause andlysis to prevent similar
vulngrabilities in new or updated products or services. See ISO/IEC 27034.[3]

c) Moniforing: In the case of resolving online services vulnerabjlities, after the vendor applies the
remefdiation, the vendor should monitor the stability of the product or service.

7.3 Maonitoring of Vulnerability handling phases

Vendors should monitor the effectiveness of their vulnerability handling processes. This subclause
described aspects of the vulnerability handling process that should be monitored.

a) Speedl: Vendors should monitor the time it takes to address a vulnerability through this procdss
and §trive toward improving the speed-of vulnerability resolution. In case the risk level of the
vulngrability is high, the rapid resolutionef the vulnerability can help to limit the damage spreading.

b) Comjpleteness: Vendors should monitor the completeness of the remediation, to ensure that| it
addré¢sses the root cause of thevulnerability. The root cause analysis performed in the verificatipn
phase¢ of the vulnerability handling process is critical to the completeness of the remediatign.
Howgver, if urgency is requiréd in order to address a vulnerability that is already being exploit¢d,
vendprs may create a less,complete remediation as a temporary measure and this should be taken
into ¢onsideration when'monitoring this aspect of the vulnerability handling processes.

c) Persistence: Venders should monitor the remediation’s effectiveness after it is released to affectpd
userd. It inspects how long the provided solution is being maintained to check the effectiveness|of
the splutionforthe vulnerability.

7.4 Confidentiality of Vulnerability Information

Vendors should take care to maintain the confidentiality of sensitive vulnerability information. There
are two significant classes of information to protect. The first is personal or organizational identity
information, such as the name of a finder who wishes to remain anonymous, or the IP addresses of
a customer that has been compromised due to exploitation of a vulnerability. The second class is
vulnerability information that is not yet published or widely known, such as a vulnerability that is still
under investigation or technical details that inordinately benefit attackers.

Vendors should follow reasonable operational security practices to protect sensitive vulnerability
information. These practices may include restricting access by organizational units and personnel on a
“need-to-know” basis and encrypting data in transit over untrusted channels like email.
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