INTERNATIONAL ISO/IEC
STANDARD 30108-2

First edition
2023-10

Biometrics — Identity attributes
verification services —

Part 2:
RESTful specification

N

Biométrique — Services de‘érification des attributs d’identitf
Partie 2: Spécification RESTful

Reference number
ISO/IEC 30108-2:2023(E)

© ISO/IEC 2023


https://standardsiso.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2023

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

ii © ISO/IEC 2023 - All rights reserved


https://www.iso.org
https://standardsiso.com/api/?name=ff25e679671d5066bca25f971fef7051

Contents

Foreword

Introduction

ISO/IEC 30108-2:2023(E)

1
2
3
4
5
4

-

Symbols and abbreviated terms..

Conformance

SYSEEIM COMTOXT ...t @b oo 2

Identity assurance services
7.1 General......co,
7.2 Primitive services.....

7.2.1
7.2.2
7.2.3
7.24
7.2.5
7.2.6
7.2.7
7.2.8
7.29
7.2.10
7.2.11
7.2.12
7.2.13
7.2.14
7.2.15
7.2.16
7.2.17
7.2.18
7.2.19
7.2.20
7.2.21
7.2.22
7.2:23
7.2724
7.2.25
7.2.26
7.2.27

7.2.28
7.2.29

Introduction ...

Add SUbJect TO GAlIETY ..o N e
Check QUAlity ..t o e
Classify Biometric Data
Create ENCOUNTET ... S
Create SUDJECT ..o oy oo
Delete Biographic Data
Delete Biometric Data.............cooobon.

Delete DOCUMENTt DAta. ...
Delete ENCOUNTET ... 5N s
Delete Subject
Delete Subject From Ga@Ty ... o 20
Get [dentify SUDJECT RESUILS ... 22
Identify Subject.. x5
List BiographicBata.....
List BiometricData.......
List Document Data...
Perform'\Eusion ...
QUETY CaAPADIIITIES ...
Retrieve Biographic Data. ... e 35
Retrieve Biometric Data
Retrieve Document Data
Set Biographic Data
Set Biometric Data.....
Set Document Data ...
Transform Biometric Data ... 48
Update Biographic Data ... e, 50
Update Biometric Data

7.2.30

7.3 Aggregated Services...

7.3.1
7.3.2
7.3.3
7.3.4
7.3.5
7.3.6
7.3.7
7.3.8
7.3.9
7.3.10

”pr]:ﬂ'p DocumentpPata A 54

VETIEY SUDJECE ..ot

Delete.....oooo......

Get Deletion Results.
Get Enrol Results......
Get Identify RESUILS ...t
GEE UPAALE RESULES ..o
Get Verify Results.......
[dentify ...
Retrieve Data..

© ISO/IEC 2023 - All rights reserved iii


https://standardsiso.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

7.3.11 Verify. .,
8 Data elements and data types
8.1 TETOAUCTION e
8.2 Biographic data...
821 GINEIAL .o
8.2.2  Biographic Data IEeIM TYPe ..o 82
8.2.3 Biographic Data List Type
8.2.4 Biographic Data Set Type..............
8.2.5 Biographic Data Type......c.......
q.3 Biometric Data ...
8.3.1 General ... £1.8¢
8.3.2 Biometric Data EIement TYPe ... Lo 8¢
8.3.3  Biometric Data LISt TYPe. ... e gy e 8p
8.3.4 Biometric Type ... b5
8.3.5 CBEFFBIR Type...cirne b
8.3.6 CBEFF BIR List Type 7
§4  Candidate Lists ... 7
8.4.1 General ... 7
8.4.2  Candidate LiSt TYPE .o e\ 7
8.4.3  Candidate TYPE ..seseesrsessesseesseseesseessosesge ) e 7
q4.5 Document Data 8
ST T N 3 V) | O S o SO B8
8.5.2  Document Data LiSt TY P ...l o Moo 8B
8.5.3 Document Data Type D
g.6 Capabilities ... D
LS TGI8 SR OF: Vo Y= 03 1 015420 U0 0] o )74 o1 oSO D
B.0.2  CaAPADIIILY TYPE oo N e D
q.7 Fusion Information il
8.7.1  INETOAUCTION ..o e il
8.7.2  FUusSion [dentity LISt TY P o mh it il
8.7.3  Fusion Information List Ffpe 1
8.74  Fusion Information Typé-.......... 1
g4.8 Other Data TYPes ... S D
8.8.1 Encounter Category-Type........ D
8.8.2 Encounter List Type.....cc. 3
8.8.3  INfOrmMatioN TP oo §
B.8:4 LISt FIIEOI TP P oo B
8.8.5  Option TYPe ..o &
8.8.6  Processing Options Type K
8.8.7 ToKeh Type. ..o b5
9 Brror handling and NOTIfICATION ... 10p
91 TETQEULCTION e b
9.2 Generic HTTP responses b
9.3 ETTOr CONAITION COAOS ..o 9
9.4~  YAML specification O
10 Security
Annex A (normative) OpenAPI™ specification in YAML. ... 119
Annex B (normative) CBEFF Patron Format in YAML ... 121
BIDIIOGIAPIIY ..ot 126
iv © ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work

he procedures used to develop this document and those intended for its further mair
re described in the ISO/IEC Directives, Part 1. In particular, the different approeval
eeded for the different types of document should be noted. This document jwas dr

tenance
criteria
hfted in
tives or

ccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iSo.org/dire
ww.iec.ch/members_experts/refdocs).

IO and IEC draw attention to the possibility that the implementation of this decument may iny
se of (a) patent(s). ISO and IEC take no position concerning the evidence;validity or applic3
ny claimed patent rights in respect thereof. As of the date of publicationof this document, ISO
ad not received notice of (a) patent(s) which may be required to implement this document. K
mplementers are cautioned that this may not represent the latest iniformation, which may be
Fom the patent database available at www.iso.org/patents and https://patents.iec.ch. [SO and
ot be held responsible for identifying any or all such patent-rights.

el Nt

Any trade name used in this document is information given for the convenience of users and
donstitute an endorsement.

or an explanation of the voluntary nature of‘standards, the meaning of ISO specific tel
xpressions related to conformity assessmeunt, as well as information about ISO's adhe;
he World Trade Organization (WTO) principles in the Technical Barriers to Trade (T
yww.iso.org/iso/foreword.html. In the IEC;'see www.iec.ch/understanding-standards.

< o D

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 37, Biometrics.

Alist of all parts in the ISO/IE€ 30108 series can be found on the ISO and IEC websites.

ny feedback or questions’on this document should be directed to the user’s national s

rolve the
bility of
and IEC
[owever,
btained
EC shall

Hoes not

'ms and
ence to
BT) see

hnology,

andards
ml and

A
Hody. A complete listing of these bodies can be found at www.iso.org/members.hf
www.iec.ch/nationdl-cOmmittees.
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Introduction

This document defines the architecture, operations, data elements and basic requirements for Identity

Attribut
generic
compris

es Verification Services (IAVSs), thereby providing a framework for the implementation of
identity services within a service-oriented environment. An identity in the context of [AVS
es a subject, biographic data and biometric data. Other parts of the ISO/IEC 30108 series are

intended to define specific IAVS implementations (or bindings) within specific environments, for
example, Simple Object Access Protocol (SOAP) web services.

[AVS ser
applicat
compari
service
requests

In TAVS
more at
flexibilit

In TAVS
systems|
based sy

This do
state tra

vices are generic in nature, being modality-neutral and not targeted at any particular business
on. These services include those related to the management, transformation and biomeétric
son identity data. Services are invoked by an IAVS requester and implemented by @n-1A
brovider (responder). IAVS does not prescribe the architecture or business logic of’éither t
T Or service provider.

fwo categories of identity services are defined: primitive and aggregate. Prinfitive services ar
mic and well-defined, whereas the aggregate services tend to be higher leveland enable mon
y on the part of the [AVS service provider.

D

two identity models are also defined: person-centric and encouhter-based. Person-centric
maintain a single up-to-date record (set of data) for a given pérson, whereas an encountet
stem retains data related to each interaction the person has with the system.

—_—

ument represents a version of [AVS defined in ISO/IEC 30108-1, but using a representationg
nsfer (RESTful) approach.

Vi
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Biometrics — Identity attributes verification services —

Part 2:
RESTful specification

Scope

he ISO/IEC 30108 series defines biometric services used for identity assurance thatare invo
services-based framework. It provides a generic set of biometric and identity-related funct
ssociated data definitions to allow remote access to biometric services.

Ithough focused on biometrics, the ISO/IEC 30108 series includes support for other related
ssurance mechanisms such as biographic and document capabilities. ldentity attributes ver

ked over
ons and

identity
ification

services (IAVSs) are intended to be compatible with and used in conjunction with other bjometric

sfandards as described in ISO/IEC 30108-1.

his document implements the specification provided in ISO/IEE30108-1 using representatio
transfer (REST).

ecification of biometric functionality is limited to remote (backend) services. Services be

Q

et

htegration of biometric services as part of an autheftication service or protocol is not within t
f this document.

o

2 Normative references

—

he following documents are referrfed to in the text in such a way that some or all of thein
onstitutes requirements of this document. For dated references, only the edition cited app
ndated references, the latestiedition of the referenced document (including any amendments)

(el @)

]

50/1EC 2382-37, Informatian technology — Vocabulary — Part 37: Biometrics

IBO/IEC 19785-1, Information technology — Common Biometric Exchange Formats Framework
Data element specification

]

50/1EC 30108:1:2015Y), Information technology — Biometric Identity Assurance Services — Par
prvices

U

3 ATerms and definitions

lient-side application and biometric capture devices arenot within the scope of this document.

hal state

tween a

he scope

content
lies. For
applies.

— Part 1:

t 1: BIAS

or the purposes oI this document, the termsS and derinitions given In lbU/lbL 501U
ISO/IEC 2382-37 apply.

ISO and IEC maintain terminology databases for use in standardization at the following addres

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

1) Under revision.

© ISO/IEC 2023 - All rights reserved
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4 Symbols and abbreviated terms

For the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 30108-1 and
the following apply.

BIR biometric information record

BRA [SO Biometric Registration Authority

CBEFF Common Riometric Exchange Farmats Framewark (defined in ISO/IEC 19785 series)
EFTS electronic fingerprint transmission specification

ID identity / identification / identifier

[AVS identity attributes verification services

JSON JavaScript Object Notation

REST representational state transfer

SOAP Simple Object Access Protocol

UuID universally unique identifier

YAML Yet Another Markup Languagel3!

5 Conformance

ISO/IEC[30108-1:2015, Annex A specifies the confermance requirements for systems/compo
claiming conformance to this document.

6

System context

This clafise provides an overview of représentational state transfer (REST), in the scope of [AVS.

The spe
Markup
services
any of t

XML (eXtensible Markup Language).

A goal fa

electronfic OpenAPI file, available at https://standards.iso.org/iso-iec/30108/-2 /ed-1.

The spetifieation is written according to the following references:

M-A

..

nent

fification included in this document has been written in OpenAPI™,2) using YAML™ (Yet Anothe
Language)3) as the spécification language. OpenAPI is an extended way to specify RESTf
allowing a variety. of tools to develop client and server applications, as well as using data i
he data formats typically used in RESTful services, e.g. JSON (JavaScript Object Notation) g

r this document is to be as open as possible. To that end, this specification is also available in a

[72)

==

A QL ] AR aVal WaW I daYa ¥ e M WU Ik a B | AWLa k] ICON-IN o T 1 ] FHE Falal
EC A oldlIUdIU CUNMA=FUT (AU L7 Z1IU CUILIUIL) TIIT JOUIN DUdld LTI LIAITEC T'UTITIdU 10U

Hyper Text Transfer Protocol (HTTP/1.1) RFC 7230 [https://httpwg.org/specs/rfc7230.html]

Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content RFC 7231

JSON Schema: A Media Type for Describing JSON Documents [http://json-schema.org/draft/2019

-09/json-schema-core.html]

2)

This trademark is provided for reasons of public interest or public safety. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO or IEC.

3) This trademark is provided for reasons of public interest or public safety. This information is given for the
convenience of users of this document and does not constitute an endorsement by I1SO or IEC.

2

© ISO/IEC 2023 - All rights reserved
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— YAML Ain’t Markup Language (YAML™) Version 1.2: 3rd Edition, Patched at 2009-10-01 [https://

yaml.org/spec/1.2/spec.html]

All subclauses within Clause 7 entitled "REST method" (numbered 7.x.x.2) indicate the HTTP
used, among the various possibilities: GET, POST, DELETE, PUT and PATCH.

method

Within this document, when a YAML specification is given (e.g. all subclauses numbered 7.x.x.5), it shall
be placed within an OpenAPI file, in the section indicated, taking into account the template provided in

Annex A.

y

7 Identity assurance services

7.1 General

pwer-level operations that are used to request a specific capability. Aggregate services ope

bund is immediately followed by the addition of the biometric sample*into that search pop

hixture of both primitive and aggregate types.

o>y

ggregate services do not have to utilize primitive services.

re identified by a <parameter> tag and must includeta.hame, type and direction attribute. The

=

hust identify the conditions.
7.2 Primitive services

7.2.1 Introduction

]

AVS specifies the following $et of primitive services.
71.2.2 Add Subject To'Gallery

1.2.2.1 Description

The Add Subject To Gallery service shall register a subject to a given gallery or population g

ay«be~specified. This claim to identity shall be unique across the gallery. If no claim to id
sjpéeified, the subject ID (assigned with the Create Subject service) shall be used as the claim to

sample that will be added to the gallery shall be specified.

NOTE In the IAVS model, the creation and management of galleries are the responsibility of th
provider implementation. Services are not exposed to the requester for this purpose.

7.2.2.2 REST method
POST

© ISO/IEC 2023 - All rights reserved

his clause defines two categories of IAVS services: primitive and aggregate. Rrimitive services are

rate at a

jl

1

Higher-level, performing a sequence of primitive operations in a single requést. (An examplg of such
d sequence would be a negative search where a 1:N identification whicly results in no matches being
f
I
1

ulation.)

mplementers are not restricted to one or the other but they may provide (and requesters mgy use) a

Hach service is identified by an <interface> tag and must include a name attribute. Service parfameters

lirection

tribute specifies whether the parameter is anginput parameter (in), an output parameter (out)
dr an input/output parameter (inout). Parameters may also include a use attribute to indicdte if the
fdarameter is required, optional or conditionaltlf the parameter is conditional, the service degcription

roup. As

n optienal parameter, the value of the claim to identity by which the subject is known to th¢ gallery

entity is
identity.
lometric

e service
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7.2.2.3 Parameters

— Gallery ID — the identifier of the gallery or population group to which the subject will be added.

— Subject ID — the identifier of the subject.

— Identity Claim (optional) — the identifier by which the subject is known to the gallery.

— Encounter ID (conditional) — the identifier of the encounter, required for encounter-centric models.

7.2.2.4 [ Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall proyide‘one
of the responses listed in Table 1 (see 9.3 for the definitions of each error condition code).

Table 1 — Particular responses for Add Subject To Gallery service

HTTP

status HTTP stat}ls Error condition code Description
code meaning
code
200 ||OK SUCCESS

400 [|Bad Request

INVALID_IDENTITY_CLAIM

INVALID_SUBJECT_ID

INVALID_ENCOUNTER_ID

404 ||Not Found

UNKNOWN_GALLERY

UNKNOWN_SUBJECT

UNKNOWN_IDENTITY_CLAIM

UNKNOWN_ENCOUNTER

Internal Server

500 Error

CANNOT_STORE_DATA

INTERNAL_DATABASE<ERROR

7.2.2.5 | YAML specification

To be placed in section #/paths:

/addSubfjectToGallery:
posf:

pprameters:
in: queny

schena’

In: query

spmmary: Add Subjett~To Gallery
- name: gallexylD
requirgdsd true

bype” string
- pame: subjectID

required: true

schema:

type: string
- name: identityClaim

in: query

required: false

schema:

type: string
- name: encounterID

in: query

required: false #conditional

schema:
type: string
responses:
200:
Sref: '#/components/responses/success'

© ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidIdentityClaim’
- Sref: '#/components/schemas/invalidSubjectId'
- Sref: '#/components/schemas/invalidEncounterId’
404 :

description: Not Found
contfent -

application/json:

schema:
oneOf:
- Sref: '"#/components/schemas/unknownGallery'
- Sref: '#/components/schemas/unknownSubject'
- S$ref: '"#/components/schemas/unknownIdentityClaim'
- Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/cannotStoreData’
- Sref: '#/components/schemas/internalPeatabaseError'
- Sref: '"#/components/schemas/unknoWnError'
503:
Sref: '#/components/responses/x503"

71.2.3 Check Quality

1.2.3.1 Description

he Check Quality service shall return a quality score for a given biometric sample or a specified subject.
ither a biometric sample or a subject identifier (ID) shall be provided. The biometric input is provided
h a Common Biometric Exchange-Formats Framework (CBEFF, as defined in ISO/IEC 19785 series)
asic structure or CBEFF record,(which in this document is called a CBEFF-BIR (Biometric Infdrmation
ecord). The algorithm vendor-and algorithm vendor product ID may be optionally provided |in order
b request a particular algofithm'’s use in calculating the biometric quality. If an algorithm vendor is
rovided, then the algorithm vendor product ID is required. If no algorithm vendor is provided, the
mplementing system,shall provide the algorithm vendor and algorithm vendor product ID that were
sed to calculate thebiometric quality as output parameters.

[elilierils o Bl nillls vl oullcllve |

NOTE Algorithm vendors are registered with the ISO Biometric Registration Authority (BRA) and|assigned
unique identifiers'as defined in ISO/IEC 19785-2. Algorithm Product IDs are assigned by the registered dlgorithm
viendor.

7.2.3.2>~ REST method

ETE

7.2.3.3 Parameters

— BIR (conditional) — data structure containing a single biometric sample for which a quality score is
to be determined; required if no Subject ID is provided.

— Subject ID (conditional) — the identifier of the subject; required if no BIR is provided.

— Algorithm Vendor (optional) — the identifier of the vendor of the quality algorithm used to determine
the quality.

© ISO/IEC 2023 - All rights reserved 5
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— Algorithm Vendor Product ID (conditional) — the vendor-assigned ID for the algorithm used to
determine the quality; required as input if algorithm vendor is provided.

7.2.3.4

Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 2 (see 9.3 for the definitions of each error condition code).

Table 2 — Particular responses for Check Quality service

Sl-i:;ll‘lf; cl(-)lggﬁaitaarfiu:g Error condition code Description
code
Adding also
— Quality Score
200 ||OK SUCCESS
— Algorithm Version
as seen below table.
INVALID_BIR
INVALID_SUBJECT_ID
400 |/Bad Request INVALID_INPUT
BIOMETRIC_TYPE_NOT_SUPPORTED
UNKNOWN_FORMAT
BIR_DECRYPTION_FAILURE
403 ||Forbidden BIR_QUALITY_ERROR
BIR_SIGNATURE_FAILURE
404 ||Not Found UNKNOWN_SUBJECT
500 ||jternal Server | cANNOT CHECK_QUAIITY

A succes

— Qua
patr

— Algd
7.2.3.5
To be pl

/chec

get|
mmniaxy: Check Quality

S

sful execution of this service will- provide:

ity Score — the quality of the:biometric, as defined by the Quality type in one of the JSON-code
on formats ISO/IEC 19785-3:

rithm Version — the yersion of the algorithm used to determine the quality

YAML specification

kQua l istn:

P

hrameters:

hced in section #/paths:

jom

- name: bir
in: query

required: false #conditional

schema:

$ref: '#/components/schemas/CBEFF BIR Type'

- name: subjectID

in: query

required: false #conditional

schema:

type: string
- name: algorithmVendor
in: query #inout
required: false

schema:

type: string

© ISO/IEC 2023 - All rights reserved
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- name: algorithmVendorProductID
in: query #inout
required: false #conditional

schema:
type: string
responses:
200:
description: Success. Returns quality score and algorithm version
content:
application/json:
schema:
tvype: object
properties:
qualityScore:
type: string #RAUL: CBEFF-3 JSON
description: >
The quality of the biometric, as defined by the Quality
type in one of the JSON-coded patron formats ISO/ZFEC
19785-3
algorithmVersion:
type: string
description: >
The version of the algorithm used to detecfufne the
quality
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/ihvalidBir'
- Sref: '#/components/schema&/invalidSubjectId’
- $ref: '"#/components/schem@sg/invalidInput’
- $ref: '"#/components/schémas/biometricTypeNotSupported'
- Sref: '#/components/sghemas/unknownFormat'
403:
description: Forbidden
content:
application/json:
schema:
oneOf:
- Sref: '"#/eemponents/schemas/birDecryptionFailure’
- Sref: #/components/schemas/birQualityError’
- Srefs\%/components/schemas/birSignatureFailure'
404:
descriptionUnknown Subject
content:
applitdrion/json:
schema :
Sref: '#/components/schemas/unknownSubject'
500¢
déscription: Internal Server Error
content:
application/json:
schema:
oneOf:
Seefa—li/aomeonents/sehemas/eanrotCheciOuatityt
- $ref: '"#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

7.2.4 Classify Biometric Data

7.2.4.1 Description

The Classify Biometric Data service shall attempt to classify a biometric sample. For example, a
fingerprint biometric sample may be classified as a whorl, loop or arch (or other classification classes
and sub-classes). The types of classification algorithms and classes are not specified here. Instead, they

© ISO/IEC 2023 - All rights reserved 7
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are left for the implementing system to define. If no classification algorithm is input, then the 1AVS
service provider will make the selection.

7.2.4.2 REST method
GET

7.2.4.3 Parameters

1 . . . . L o L 1 h . o 1 L 1 1 &1 1 L ol P L e 1
— BIR — Udld SUIructurc LUllLdllllllg d blllslt? UIUIIICLI IC bdlllplc 101 VWIIILUIT UIC CIdoSITICAdatiull IS5 LU
detgrmined.

— Clasfsification Algorithm Type (optional/output) — identifies the type of classification algorithm to b
used (input) and that was used (output) to perform the classification (e.g. for fingerprints, Henrly
claskification).

7.2.4.4 | Responses

In additfon to the generic HTTP responses defined in 9.2, the execution of this sefvice shall provide one
of the responses listed in Table 3 (see 9.3 for the definitions of each error condjtion code).

Table 3 — Particular responses for Classify Biometric'Data service

HTTP
status HTTP stat}ls Error condition code Description
code meaning
code
200 | ok SUCCESS Adding also Classification, as seen

below table.

INVALID_BIR

INVALID_INPUT
BIOMETRIC_TYPE_NOT-SUPPORTED
UNKNOWN_FORMAT
BIR_DECRYPTION_FAILURE

403 |[Forbidden BIR_QUALITY_ERROR
BIR_SIGNATURE_FAILURE

400 | Bad Request

Internal Server

500 Error

CANNOT_PROCESS_DATA

A succegsful execution/ofthis service will provide:

— Classification —the result of the classification.

7.2.4.5 | YAML specification

To be p] hced in section #I/pnfhc-

/classifyBiometricData:

get:
summary: Classify Biometric Data
parameters:

- name: bir

in: query

required: true

schema:

$ref: '#/components/schemas/CBEFF BIR Type'

- name: classificationAlgorithmType

in: query

required: false

schema:

8 © ISO/IEC 2023 - All rights reserved
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type: string
responses:
200:
description: Success. Returns classification
content:
application/json:
schema:
type: object
properties:
classification:
type: string

description: The resnlt of the classification

v _n O

o =

400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/invalidBir'
- $ref: '#/components/schemas/invalidInput’
- Sref: '"#/components/schemas/biometricTypeNotSupperted'’
- $ref: '"#/components/schemas/unknownFormat'
403:
description: Forbidden
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/birBedryptionFailure’
- $ref: '"#/components/schemas/bixQualityError’
- Sref: '#/components/schemas/birSignatureFailure’
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- $ref: '"#/components/schemas/cannotProcessData’
- Sref: '#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

.2.5 Create Encounter

.2.5.1 Description

he Create Encounter service shall, for the specified subject, create a new encounter rec
ssociate an enCounter ID to that record. If not provided by the requester, the Create Encountei
hall generate{an encounter ID that uniquely identifies the encounter within the subject reco
ystem.

ypically, the IAVS service provider will assign the encounter ID. In the event that the requester
he encounter ID, it shall be used unless it duplicates an existing encounter ID in which case

023(E)

ord and
" service
d in the

assigns
An error

all o ot ol
Tam ot TeTunteor

S

The Create Encounter service is performed prior to a Set Biographic Data, Set Biometric Data, or Set
Document Data operation.

NOTE

When in encounter mode, for comparison operations it is not necessary to explicitly create an

encounter. The [AVS service provider will create the encounter and will set the encounter type to "recognition”.

7.2.5.2 REST method

POST

© ISO/IEC 2023 - All rights reserved
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7.2.5.3 Parameters
— Subject ID — the identifier of the subject.
— Encounter Type — the category of encounter.

— Encounter ID (optional) — the identifier of the encounter.

7.2.5.4 Responses

In additfon to the generic HTTP responses defined in 9.2, the execution of this service shall provide onle
of the responses listed in Table 4 (see 9.3 for the meaning of each error condition codes):

Table 4 — Particular responses for Create Encounter service

HTTP || HTTP status

status || code mean- Error condition code Description
code ing
200 |lok SUCCESS Addingalso Encounter ID, as seenp

belewr table.

INVALID_SUBJECT_ID

400 |/Bad Request [INVALID_ENCOUNTER_TYPE

INVALID_ENCOUNTER_ID

UNKNOWN_SUBJECT
404 ||Not Found

UNKNOWN_ENCOUNTER

Internal Serv- DUPLICATE_ENCOUNTER_ID

500

er Error INTERNAL_DATABASE_ERROR

A succegdsful execution of this service will provide:

— Enceunter ID — the identifier of the encouriter.

7.2.5.5 | YAML specification

To be placed in section #/paths:

/creafeEncounter:
posf:
spmmary: Create Ergelnter
pprameters:
- name: subjeetlD
in: queny
requiregs true
schema !
type: string
- mawie: encounterType
ih: query
required: true

schema:

Sref: '"#/components/schemas/EncounterCategoryType'

- name: encounterID
in: query
required: false
schema:

type: string
responses:

201:

description: Success. Returns encounter ID created

content:
application/json:
schema:
type: object

10
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properties:
encounterID:
type: string
description: The identifier of the encounter

400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId’
— Sref-. '"#/components/schemas/invalidEncounterType!
- Sref: '#/components/schemas/invalidEncounterId’
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/unknownSubject'
- Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/dupliéateEncounterId’
- Sref: '#/components/schemas/int&rndlDatabaseError'
- $ref: '"#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

71.2.6 Create Subject

7-2.6.1 Description

Subject IDs.

71.2.6.2 REST method
HOST

7.2.6.3 Parameters

None

126 A Raoacnancac

The Create Subject service shall create-a new subject record and associate a subject ID to tha
The Create Subject service shall generate a subject ID that uniquely identifies the subject in the

When cross-system uniqueness is required, universally unique identifiers (UUIDs) should be

L record.
system.

used for

[S=70TT IKCOPUTISTS

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one

of the responses listed in Table 5 (see 9.3 for the meaning of each error condition code):

© ISO/IEC 2023 - All rights reserved
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Table 5 — Particular responses for Create Subject service

HTTP |[HTTP status
status | code mean- Error condition code Description
code ing
200 |OK SUCCESS Adding also Subject ID, as seen
below table.
500 |InternalServ- \rppNAL DATABASE_ERROR
er Error
A succegsful execution of this service will provide:
— Subject ID — the identifier of the subject.
7.2.6.5 | YAML specification
To be placed in section #/paths:
/creafeSubject:
posk:
spmmary: Create Subject
rgsponses:
201:
description: Success. Returns the subject ID created
content:
application/json:
schema:
type: object
properties:
subjectID:
type: string
description: The identifier«@f the subject
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- S$ref: '#/componerts/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'
503:
Sref: '#/components/résponses/x503"'
7.2.7 PDelete Biographic-Data
7.2.7.1 | Descriptien
The Delate Biographic Data service shall erase all of the biographic data associated with a given subjeqt
record. |n the;encounter-centric model, the service shall erase all of the biographic data associated with
a given ¢ncounter, and therefore the encounter ID shall be specified. If no encounter ID is specified, gr
it is null| biographic data will be removed from all encounters. If a gallery is specified, biographic da

will be deleted from that gallery only. When deleting data, [AVS implementations may completely erase
the information in order to prevent the ability to reconstruct a record in whole or in part, or they may

track an

7.2.7.2
DELETE

7.2.7.3

d record the deleted information for auditing and/or quality control purposes.

REST method

Parameters

— Subject ID — the identifier of the subject.

12
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— Gallery ID (optional) — the identifier of the gallery or population group from which the biographic
information will be deleted.

— Encounter ID (conditional) — the identifier of the encounter, required for encounter-centric models.

7.2.7.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 6 (see 9.3 for the meaning of each error condition code):

Table 6 — Particular responses for Delete Biographic Data service

HTTP |HTTP status

status | code mean- Error condition code Description
code ing
200 |OK SUCCESS

INVALID_INPUT

400 |Bad Request |[INVALID_SUBJECT_ID
INVALID_ENCOUNTER_ID
UNKNOWN_SUBJECT

404 |Not Found UNKNOWN_GALLERY
UNKNOWN_ENCOUNTER
Internal Serv-| CANNOT_DELETE_DATA

er Error INTERNAL_DATABASE_ERROR

500

71.2.7.5 YAML specification

—

0 be placed in section #/paths:

/deleteBiographicData:
post:
summary: Delete Biographig™Data
parameters:

- name: subjectID
in: query
required: true
schema:

type: sthing

- name: galleryID
in: gquery
requivred: false
sehema :

fype: string

£ hame: encounterID
in: query
required: false

schema:
tyvpe: string
responses:
200:
Sref: '#/components/responses/success'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- $ref: '"#/components/schemas/invalidInput'
- Sref: '"#/components/schemas/invalidSubjectId"
- Sref: '#/components/schemas/invalidEncounterId’
404:

description: Not Found

© ISO/IEC 2023 - All rights reserved 13
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7.2.8

7.2.8.1

The Del
encount
null, bio
deleted
shall be
order to
deleted

7.2.8.2
DELETE

7.2.8.3
—  Subj

— Gall
info

— Enc

— Bion

BiometricType'schema.

7.2.8.4

content:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/unknownSubject'
- $ref: '#/components/schemas/unknownGallery'
- Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema
oneOf:
- Sref: '#/components/schemas/cannotDeleteData'
- S$ref: '#/components/schemas/internalDatabaseError'
- Sref: '"#/components/schemas/unknownError'
503:
$Sref: '#/components/responses/x503"'

Delete Biometric Data

Description

pte Biometric Data service shall remove biometric data from a“given subject record. In t
er-centric model, the encounter ID shall be specified. If no encounter ID is specified, or it is
metric data will be removed from all encounters. If a galleryiis specified, biometric data will b
from that gallery only. If a biometric type(s) is specifiedsthén only biometric data of that typ
deleted. When deleting data, IAVS implementations may completely erase the information i
prevent the ability to reconstruct a record in whole orin part, or they may track and record t
nformation for auditing and/or quality control purposes.

REST method

Parameters
ect ID — the identifier of thewsubject.

ery ID (optional) — the identifier of the gallery or population group from which the biometric
rmation will be deleted.

punter ID (conditiohal) — the identifier of the encounter, required for encounter-centric model$.

hetric Type (0ptional) — the type of biological or behavioural data to delete, as defined by thie

Responses

In additi

of the responses listed in Table 7 (see 9.3 for the mearﬁg of each error condition code):

14
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Table 7 — Particular responses for Delete Biometric Data service

HTTP
status
code

200

HTTP status
code mean-
ing

Error condition code Description

OK SUCCESS

INVALID_SUBJECT_ID
INVALID_INPUT
INVALID_ENCOUNTER_ID
BIOMETRIC_TYPE_NOT_SUPPORTED
UNKNOWN_SUBJECT
UNKNOWN_GALLERY
UNKNOWN_ENCOUNTER
CANNOT_DELETE_DATA

INTERNAL_DATABASE_ERROR

400

Bad Request

404 |[Not Found

Internal Serv-
er Error

500

.2.8.5 YAML specification

—

0 be placed in section #/paths:

/deleteBiometricData:
post:
summary: Delete Biometric Data
parameters:
- name: subjectID
in: query
required: true
schema:
type: string
name: galleryID
in: query
required: false
schema:
type: string
name: encounterID
in: query
required: falsge
schema:
type: string
name: biometricType
in: queky
requikegd:
schéma:
Sref :
responises:
200 :
Sref:
400:
description:

niont .

false

'#/components/schemas/BiometricType'

'#/components/responses/success'

Bad Request

application/json:
schema:
oneOf:

- Sref:
- Sref:
- Sref:
- Sref:
404 :
description:
content:

Not

'#/components/schemas/invalidSubjectId’
'#/components/schemas/invalidInput’
'#/components/schemas/invalidEncounterId’
'#/components/schemas/biometricTypeNotSupported'

Found

application/json:

schema:
oneOf:
- Sref:

© ISO/IEC 2023 - All rights reserved
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7.2.9

7.2.9.1
The Del

categorllles associated with a given subject record. In the encounter-centric modél the service sha

- Sref: '"#/components/schemas/unknownGallery'
- Sref: '"#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/cannotDeleteData’
- $ref: '#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'
503-
Sref: '#/components/responses/x503"'

Delete Document Data

Description

bte Document Data service shall erase all of the document data of the specified category g

r
1
erase all of the document data associated with a given encounter, and thetefore the encounter ID
shall be(specified. If no encounter ID is specified, or it is null, document data will be removed from all
encountgrs. If no categories are specified, then all categories (for the speécified encounters) shall be
deleted.[When deleting data, IAVS implementations may completely erase the information in order tp
preventlthe ability to reconstruct a record in whole or in part, or thejymay track and record the deleted
information for auditing and/or quality control purposes.
7.2.9.2 | REST method
DELETEHE
7.2.9.3 | Parameters
— Subject ID — the identifier of the subject,
— Encgunter ID (conditional) — the idefitifier of the encounter, required for encounter-centric models.
— Docliment Category (optional) —the category(ies) of the identity documents to be deleted.
7.2.9.4 | Responses
In additfon to the generic-HFTP responses defined in 9.2, the execution of this service shall provide one
of the responses listeddin Table 8 (see 9.3 for meaning of each error condition code):
Table 8 — Particular responses for Delete Document Data service
HTTP || HTTP-status
status || .code mean- Error condition code Description
code ing
200 |[OK SUCCESS
INVALID_SUBJECT_ID
400 |Bad Request |[INVALID_ENCOUNTER_ID
INVALID_INPUT
UNKNOWN_SUBJECT
404 |Not Found UNKNOWN_ENCOUNTER
UNKNOWN_DOCUMENT_CATEGORY
coo |Internal Sery-| CANNOT DELETE_DATA
er Error INTERNAL_DATABASE_ERROR
16 © ISO/IEC 2023 - All rights reserved
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7.2.9.5 YAML specification

To be placed in section #/paths:

/deleteDocumentData:

post:
summary: Delete Document Data
parameters:
- name: subjectID
in: query
required: true
Schema:
type: string
- name: encounterID
in: query
required: false
schema:
type: string
- name: documentCategory
in: query
required: false
schema:
type: string
responses:
200:
Sref: '#/components/responses/success'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemés/invalidSubjectId’
- $ref: '#/components/schemas/invalidEncounterId'’
- $ref: '#/components/sthemas/invalidInput'’
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/unknownSubject'
- Sref @ M/components/schemas/unknownEncounter'
- Sref:\V4#/components/schemas/unknownDocumentCategory"
500:
descriptien:, Internal Server Error
contentg
appligation/json:
sChema :
oneOf:
- Sref: '#/components/schemas/cannotDeleteData'
- Sref: '#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

7.2.10 Delete Encounter

7.2.10.1 Description

The Delete Encounter service shall delete an existing encounter record from the system. When deleting
an encounter, IAVS implementations may completely erase the encounter information in order to
prevent the ability to reconstruct a record or records in whole or in part, or they may track and record

the deleted information for auditing and/or quality control purposes.

© ISO/IEC 2023 - All rights reserved
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7.2.10.2 REST method
DELETE

7.2.10.3 Parameters
— Subject ID — the identifier of the subject.

— Encounter ID — the identifier of the encounter.

7.2.10.4‘ Responses

In additfon to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 9 (see 9.3 for the meaning of each error condition code):

Table 9 — Particular responses for Delete Encounter service

HTTP || HTTP status

status || code mean- Error condition code Description
code ing
200 [|OK SUCCESS

INVALID_SUBJECT_ID
INVALID_ENCOUNTER_ID
UNKNOWN_SUBJECT
UNKNOWN_ENCOUNTER
Internal Serv-|CANNOT_DELETE_DATA

er Error INTERNAL_DATABASE_ERROR

400 [/Bad Request

404 ||Not Found

500

7.2.10.§ YAML specification

To be placed in section #/paths:

/delefeEncounter:
posk:
spmmary: Delete Encounter
pprameters:
- name: subjectID
in: query
required: true
schema:
type: string
- name: encépunterID
in: quesy
required: false
schema”
Pype: string
rpsSpPonses:
2040 :
Sref: '#/components/responses/success'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId’
- $ref: '#/components/schemas/invalidEncounterId'

404 :
description: Not Found
content:
application/json:
schema:
oneOf:

18 © ISO/IEC 2023 - All rights reserved
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/

et TV

o —

- Sref: '#/components/schemas/unknownSubject'
- Sref: '"#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotDeleteData’
- $ref: '"#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'
503
Sref: '#/components/responses/x503"

.2.11 Delete Subject

.2.11.1 Description

he Delete Subject service shall delete an existing subject record and, in an encounter-centric m
ssociated encounter information from the system. This service shall alse remove the subject f
egistered galleries. When deleting a subject, [AVS implementations may~€ompletely erase thg
hformation in order to prevent the ability to reconstruct a record.or)records in whole or in
hey may track and record the deleted information for auditing and/er quality control purpose

.2.11.2 REST method
ELETE

.2.11.3 Parameters

- Subject ID — the identifier of the subject.

.2.11.4 Responses

f the responses listed in Table 10 (see 9.3 for the meaning of each error condition code):

TableI0— Particular responses for Delete Subject service

bdel, any
rom any
subject
part, or
5.

h addition to the generic HTTP respenses defined in 9.2, the execution of this service shall proyide one

HTTP |HTTP status

status | code mean- Error condition code Description
code ing
200 |[OK SUCCESS

400 |Bad’Request [INVALID_SUBJECT_ID

404 [Not Found UNKNOWN_SUBJECT

Internal Serv- CANNOT_DELETE_DATA

500

er Error INTERNAL_DATABASE_ERROR

7.2.11.5 YAML specification

To be placed in section #/paths:

/deleteSubject:
post:
summary: Delete Subject
parameters:
- name: subjectID
in: query
required: true
schema:
type: string

© ISO/IEC 2023 - All rights reserved
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r

7.2.12

7.2.12.1 Description

The Del

population group. The subject shall be identified by either the subject ID or the claim to identity th3

was spe

7.2.12.2 REST method

DELETH
7.2.12.3 Parameters
— Gallpry ID — the identifier.of-the gallery or population group from which the subject will be deletedl.

— Subj
— Iden

a supject ID is not provided.

7.2.12.4

esponses:

200:

Sref: '#/components/responses/success'
400:

description: Invalid Subject ID

content:

application/json:
schema:
Sref: '#/components/schemas/invalidSubjectId'’

404:

description: Unknown Subject
content -
application/json:
schema:
$ref: '#/components/schemas/unknownSubject'

500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotDeleteData'
- Sref: '#/components/schemas/internalDatabaseErroxy
- Sref: '"#/components/schemas/unknownError'
503:
$ref: '#/components/responses/x503"'

Delete Subject From Gallery

bte Subject From Gallery service shall remove the'registration of a subject from a gallery g

— =

rified in the Add Subject To Gallery service.

ect ID (conditionagl)=* the identifier of the subject; required if an identity claim is not provided.

tity Claim (conditional) — the identifier by which the subject is known to the gallery; required |f

Responses

In addit

on-to the generic HTTP responses defined in 9.2, the execution of this service shall provide onfe

of the responses listed in Table 11 (see 9.3 for the meaning of each error condition code):

20
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Table 11 — Particular responses for Delete Subject From Gallery service

HTTP |HTTP status

status | code mean- Error condition code Description
code ing
200 |[OK SUCCESS

INVALID_SUBJECT_ID

400 |Bad Request [INVALID_INPUT

INVALID_IDENTITY_CLAIM

UNKNOWN_GALLERY

404 |Not Found UNKNOWN_SUBJECT

UNKNOWN_IDENTITY_CLAIM

500 Internal Serv- CANNOT_DELETE_DATA

er Error INTERNAL_DATABASE_ERROR

7.2.12.5 YAML specification

|

0 be placed in section #/paths:

/deleteSubjectFromGallery:
post:
summary: Delete Subject From Gallery
parameters:
- name: galleryID
in: query
required: true
schema:
type: string
- name: subjectID
in: query
required: false
schema:
type: string
- name: identityClaim
in: query
required: false
schema:
type: string
responses:
200:
Sref: '#/semponents/responses/success'
400:
descuifption: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/invalidSubjectId’'
- $ref: '"#/components/schemas/invalidInput’
- Sref: '#/components/schemas/invalidIdentityClaim’

404:
description: Not Found
content:
application/json:
schema:
oneOf:
- $ref: '"#/components/schemas/unknownGallery'
- $ref: '#/components/schemas/unknownSubject'
- Sref: '"#/components/schemas/unknownIdentityClaim'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:

© ISO/IEC 2023 - All rights reserved

21


https://standardsiso.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

7.2.13 Get Identify Subject Results

7.2.13.1 Description

- $ref: '#/components/schemas/cannotDeleteData’
- $ref: '#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'
503:
Sref: '"#/components/responses/x503"

The Get|ldentify Subject Results service shall retrieve the identification results for the specified token.
This senvice is used in conjunction with the Identify Subject service. If the Identify Subject serviceis
implemdnted as an asynchronous service, the implementing system returns a token, and the Getidentifly
Subject Results service is used to poll for the results of the original Identify Subject request.

7.2.13.2
GET

7.2.13.3
—  Tokd

7.2.13.4

In additfon to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses list in Table 12 (see 9.3 for the meaning of each error condition code):

REST method

Parameters

n — a value used to retrieve the results of the Identify Subject réquest.

Responses

Table 12 — Particular responses for Gét Identify Subject Results service

HTTP || HTTP status
status || code mean- Error condition code Description
code ing
200 lok SUCCESS Adding also Candidate List, as
seen below table.
400 ||Bad Request |[INVALID_TOKEN
TOKEN_EXPIRED
404 ||Not Found

IDENTIFICATION_RESULT_NOT_YET_AVAILABLE

500

Internal Serv-

CANNOT_RETRIEVE_DATA

er Error

INTERNAL_DATABASE_ERROR

A succedsful execution of this service will provide:

— CanflidatesList — a rank-ordered list of candidates that have a likelihood of matching the inpy

biorpetric'sample.

(s

7.2.13.5 YAML specification

To be placed in section #/paths:

/getIdentifySubjectResults:

get:

summary: Get Identify Subject Results
parameters:
- name: token

22

in: query
required:
schema:

true

Sref: '#/components/schemas/TokenType'
responses:
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200:
description: Success. Returns the ranked Candidate List
content:
application/json:
# a rank-ordered list of candidates that have a
# likelihood of matching the input biometric sample
schema:
Sref: '#/components/schemas/CandidateListType'
400:
description: Invalid Token
content:
application/dson:
schema:
Sref: '#/components/schemas/invalidToken'
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/tokenExpired'
- S$ref: '"#/components/schemas/identificationResultNotYetAvailable
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/canfotiRetrieveData'
- $ref: '"#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/dhknownError'
503:
Sref: '#/components/responses/x503"

7.2.14 Identify Subject

.2.14.1 Description

he Identify Subject service shallperform an identification search against a given gallery foy
iometric type, returning a rank-erdered candidate list of a given maximum size.

louli=|

F the Identify Subject serviee\s implemented as a synchronous service, the implementing syst
mmediately process the¢ request and return the results in the candidate list. If the Identif)
ervice is implemented, as an asynchronous service, the implementing system shall return
Uhich is an indication that the request is being handled asynchronously. In this case, the Get
ubject Results setvice shall be used to poll for the results of the Identify Subject request.

A < L =t —

he candidate tist shall include only those candidates whose comparison score exceeds a

andidatesthan the requested Max List Size, the system shall determine which candidate is ind
he last position in the candidate list.

o o o

a given

em shall
v Subject
a token,
Identify

system-

efined threshold, thus indicating a likely match with the subject. In the event that there are more

luded in

1\ OTLL AL

B nerabiorne—ib dc ot macaccayg

CENE £ P-C 7Y IEEZE DR - | £ 7 n o EOWNE £ S P~ Bna i selicitlay t
OTE When—in—enceunter—mode—forcomparison—operations—itisnetneecessary—to—expheitly<€reate an

encounter. The [AVS service provider will create the encounter and will set the encounter type to "recognition”.

7.2.14.2 REST method
GET

7.2.14.3 Parameters

— BIR — data structure containing the biometric sample for the search.

NOTE When multiple samples are included as input (e.g. in a multimodal operation), a complex BIR is

used.

© ISO/IEC 2023 - All rights reserved
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— Max List Size — the maximum size of the candidate list that should be returned.

— Gallery ID (optional) — the identifier of the gallery or population group which will be searched; this
parameter may also be used to identify an external system where the identification request should
be forwarded, if this capability is supported by the implementing system. This parameter shall not
be used in conjunction with Gallery.

— Gallery (optional) — a list of BIRs that shall be used instead of a stored gallery. This parameter shall
not be used in conjunction with Gallery ID.

7.2.14.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 13 (see 9.3 for the meaning of each error condition code):

Table 13 — Particular responses for Identify Subject service

HTTP || HTTP status

status || code mean- Error condition code Description
code ing
Adding also
— Candidate List
200 ||OK SUCCESS
— Token,

as seen below table.

INVALID_BIR
INVALID_INPUT
BIOMETRIC_TYPE_NOT_SUPPORTED
UNKNOWN_FORMAT
BIR_DECRYPTION_FAILURE
403 | Forbidden  |BIR_QUALITY_ERROR
BIR_SIGNATURE_FAILURE
UNKNOWN_GALLERY
404 ||NotFound |CANNOT_IDENTIFY DATA
IDENTIFICATION_RESULT NOT YET_AVAILABLE
CANNOT) PROCESS_DATA
500 ||InternalServ-  SNGT RETRIEVE_DATA
er Error
INTERNAL_DATABASE_ERROR

400 |/Bad Request

A succegdsful exeettion of this service will provide:

— Canf{lidate’kist (conditional) — a rank-ordered list of candidates that have a likelihood of matchinjg
the nput biometric sample; returned with successful, synchronous request processing.

— Token — a token used to retrieve the results of the Identify Subject request, returned with
asynchronous request processing. If set to zero, operation is processed synchronously and candidate
list is returned. If set to a non-zero value, operation is processed asynchronously and Get Identify
Results needs to be used to retrieve the results.

NOTE Multiple scores/candidates is already built in as a score comes with a CandidateType which is a
member of Candidate List.

7.2.14.5 YAML specification

To be placed in section #/paths:
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/identifySubject:
get:
summary: Identify Subject
parameters:
- name: bir
in: query
required: true
schema:
Sref: '#/components/schemas/CBEFF BIR Type'
- name: maxListSize
in: query
required: trie
schema:
type: integer
format: int32
- name: galleryID
in: query
required: false
schema:
type: string
- name: gallery
in: query
required: false
schema:
Sref: '#/components/schemas/CBEFF BIR ListType'
responses:
200:
description: Success. Returns quality scoredand algorithm version
content:
application/json:
schema:
type: object
properties:
candidatelList:
# A rank-ordered list,\of candidates that have a likelihood
# of matching the imput biometric sample; returned with
# successful, synch¥onous request processing
Sref: '#/components/schemas/CBEFF BIR ListType'
token:
# A token used to retrieve the results of the Identify
# SubjectyrTequest; returned with asynchronous request
# processinrg. If set to zero, operation is processed
# synchronously and candidate list is returned. If set to a
# nonszero value, operation is processed asynchronously and
#
$

et/ Identify Results must be used to retrieve the results
ref: '#/components/schemas/TokenType'
400:
description: Bad Request
contebty:
application/Jjson:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidBir'
- $ref: '"#/components/schemas/invalidInput’
- Sref: '#/components/schemas/biometricTypeNotSupported’
- Sref: '#/components/schemas/unknownFormat'

4.0
description: Forbidden
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/birDecryptionFailure’
- Sref: '"#/components/schemas/birQualityError'
- Sref: '#/components/schemas/birSignatureFailure'

404:
description: Not Found
content:
application/json:
schema:
oneOf:
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7.2.15

7.2.15.1
The List
Biograp
service
model, 3
that end

the subj
Encount

7.2.15.2
GET

7.2.15.3
—  Subj
— Enc

— Enc

7.2.15.4 Responses

In addit
of the re

- Sref: '"#/components/schemas/unknownGallery'
- $ref: '#/components/schemas/cannotIdentifyData'
- Sref: '#/components/schemas/identificationResultNotYetAvailable'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- S$ref: '#/components/schemas/cannotProcessData'
- Sref: '#/components/schemas/cannotRetrieveData'
— Sref-. '#/components/schemas/internalDatabasebrror’
- Sref: '"#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"'
List Biographic Data
Description

hic Data Elements output parameter. Note that no actual biographicidata is returned by th
see the Retrieve Biographic Data service to obtain the biographic data). In the encounter-centr
n encounter ID may be specified to indicate that only the biographic data elements stored fqg
ounter should be returned. If an encounter ID is not specified’and encounter data exists fdr
pct, the service shall return the list of encounter IDs whichycontain biographic data using the
er List output parameter, and the Biographic Data Eleménts output parameter shall be empty.

Biographic Data service shall list the biographic data elements stored‘for a subject using tT

S
C
I

REST method

Parameters
ect ID — the identifier of the subject.
bunter ID (optional) — the identifier of the encounter.

punter Type (optional) — the €ategory of encounter.

on to the genericHTTP responses defined in 9.2, the execution of this service shall provide onle
sponses listed in Table 14 (see 9.3 for the meaning of each error condition code):

Table 14 — Particular responses for List Biographic Data service

HTTP
status }j}?i?‘tﬂa}is" Error condition code Description
Code CUUC lll\'ﬂllllls
Adding also
— Biographic Data Elements
200 |[OK SUCCESS
— Encounter List
as seen below table.
INVALID_SUBJECT_ID
400 |Bad Request INVALID_ENCOUNTER_ID
INVALID_ENCOUNTER_TYPE

26
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Table 14 (continued)
HTTP
status HTTP ctat_us Error condition code
code code meaning

Description

UNKNOWN_SUBJECT
404 |[Not Found

UNKNOWN_ENCOUNTER

CANNOT_PROCESS_DATA

Internal Server

500 CANNOT_RETRIEVE_DATA

A REPTEPoN

=TT OT

INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

a) the person-centric model is being used, or

7.2.15.5 YAML specification

—

0 be placed in section #/paths:

/listBiographicData:
get:
summary: List Biographic Data
parameters:
- name: subjectID
in: query
required: true
schema:
type: string
- name: encounteril
in: query
required: false
schema:
type: (5tring
- name:genfounterType
in: query
reguired: false
Sebema:

responses:
200:
description: >

b) the encounter-centric model is being used and an encounter identifier was specified.

Sref: '#/components/schemas/EncounterCategoryType'

Success. Returns Biographic Data Elements and/or Encounter List

- Biographic Data Elements (conditional) — alist of biographic data elements associated with & subject
or encounter; non-empty if the service was successful, biographic data exists,'and either:

+ Encounter List (conditional) — a list of encounter IDs associatédwith a subject and whichl contain
biographic data; non-empty if the service was successful, biographic data exists, the engounter-
centric model is being used, and an encounter identifier wasnot specified

content:
application/json:
schema:
type: object
properties:
biographicDataElements:

# A list of biographic data elements associated with a

# subject or encounter; non-empty if the service was

# successful, biographic data exists, and either (a) the

# person-centric model is being used or (b) the

# encounter-centric model is being used and an encounter

# identifier was specified

Sref: '#/components/schemas/BiographicDataType'
encounterList:
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7.2.16

7.2.16.1

The List
Biometr
service
model, 3
that end
the subj
Encount

An optid
indicate
subtype
If a filte

# a list of encounter ID's associated with a subject and
# which contain biographic data; non-empty if the service
# was successful, biographic data exists, the

# encounter-centric model is being used, and an encounter
# identifier was not specified

$

ref: '#/components/schemas/EncounterListType’
400:
description: Bad Request
content:
application/json:
schema:
oneQf -
- $ref: '#/components/schemas/invalidSubjectId’
- S$ref: '#/components/schemas/invalidEncounterId'
- Sref: '"#/components/schemas/invalidEncounterType'
404:
description: Not Found
content:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/unknownSubject'
- Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/cannotPrbdeessData’
- Sref: '#/components/schemas/cannotRetrieveData'
- S$ref: '#/components/schemas/internalDatabaseError'
- Sref: '"#/components/schemas/unkngwnError'
503:
Sref: '#/components/responses/x503"

List Biometric Data

Description

Biometric Data service shall list the biometric data elements stored for a subject using the
ic Data Elements output parameter. Note that no actual biometric data is returned by this
see the Retrieve Biometric-Data service to obtain the biometric data). In the encounter-centric
n encounter ID maybe specified to indicate that only the biometric data elements stored fdr
ounter should be returned. If an encounter ID is not specified and encounter data exists fqr
ect, the service shall return the list of encounter IDs which contain biometric data using the
er List outputparameter, and the Biometric Data Elements output parameter shall be empty.

nal parameéter may be used to indicate a filter on the list of returned data. Such a filter m

that only”biometric types should be listed (e.g. face, finger, iris, etc.) or that only biometl?fc/
5 for ajparticular biometric type should be listed (e.g. all fingerprints: left slap, right index, etc.).
" iS-not specified, all biometric type and biometric subtype information shall be listed (e.g. le

(i

index fir

LI, TR £ £ ol PR
sCl, I'TgHUINLS, TdLE 1T UIILAl, TLL. J.

7.2.16.2 REST method

GET

7.2.16.3 Parameters

— Subject ID — the identifier of the subject.

— Encounter ID (optional) — the identifier of the encounter.

— Encounter Type (optional) — the category of encounter.

28
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— List Filter (optional) — indicates what biometric information should be returned.

7.2.16.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one

of the responses listed in Table 15 (see 9.3 for the meaning of each error condition code).

Table 15 — Particular responses for List Biometric Data service

LD

S 3 D W 8

status HTTP status Error condition code Description
code meaning
code
Adding also
— Biometric Data Elements
200 |[OK SUCCESS

— Encounter List

as seen below table.

400 |Bad Request

INVALID_SUBJECT_ID

INVALID_ENCOUNTER_ID

INVALID_ENCOUNTER_TYPE

INVALID_INPUT

404 |[Not Found

UNKNOWN_SUBJECT

UNKNOWN_ENCOUNTER

Internal Server

500 Error

CANNOT_PROCESS_DATA

CANNOT_RETRIEVE_DATA

INTERNAL_DATABASE_ {ERROR

—]

successful execution of this service will piovide:

a) the person-centric model is being used, or

b) the encounter-centric model is being used and an encounter identifier was specified.

Encounter List (canditional) — a list of encounter IDs associated with a subject and which
biometric datasrion-empty if the service was successful, biometric data exists, the encounte

— Biometric Data Elements (conditional) — a list of biometric data elements associated with 4
or encounter; non-empty if the:service was successful, biometric data exists, and either

model is being.used, and an encounter identifier was not specified.

.2.16.5 YAML specification

/listBiometricData:

0 be placed in section #/paths:

1 subject

contain
-centric

get:

summary: List Biometric Data

parameters:
- name:
in: query

subjectID

required: true

schema:
type:

string

- name: encounterID

in: query

required: false

schema:
type:

string

- name: encounterType

in: query

© ISO/IEC 2023 - All rights reserved
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required: false

schema:
Sref: '#/components/schemas/EncounterCategoryType'
- name: listFilter
in: query
required: false
schema:
Sref: '"#/components/schemas/ListFilterType'
responses:
200:

description: >

Success. Returns Biographic Data Flements and/or Fncounter T.ist

content:
application/json:
schema:
type: object
properties:
biometricDataElements:

A list of biometric data elements associated with a
subject or encounter; non-empty if the service was
successful, biometric data exists, and either (a)
person-centric model is being used or (b) the
encounter-centric model is being used and an eneduhter
identifier was specified

Sref: '#/components/schemas/BiometricDatalistlype’
encounterList:

# a list of encounter ID's associated with¢(a“subject and
which contain biographic data; non-emgly i1f the service
# was successful, biographic data exists)' the
# encounter-centric model is being used, and an encounter
#
$

the

HE o S S o e

4=

identifier was not specified
ref: '"#/components/schemas/EncountéerListType’
400:
description:
content:
application/json:
schema:
oneOf:

Bad Request

404:

- Sref:

Sref:
Sref:
Sref:

'#/components/schemas/invalidSubjectId’
'#/componentg/schemas/invalidEncounterId’
'#/components/schemas/invalidEncounterType'
'#/components/schemas/invalidInput'

description: Not Found
content:
application/json%
schema:

oneOf:

Steth
Snef:

'#/components/schemas/unknownSubject'
'#/components/schemas/unknownEncounter'

500:
descriptton:
conteng:

application/json:
schema:
oneOf:

Internal Server Error

< £

1 AL N D Dot 1
i e | SSTDoto

503:
Sref:

TLreTT

Sref:
Sref:
Sref:

7.2.17 List Document Data

7.2.17.1 Description

L
HMPeoTeRT oY

'#/components/schemas/cannotRetrieveData'
'#/components/schemas/internalDatabaseError'
'#/components/schemas/unknownError'

'#/components/responses/x503"

The List Document Data service shall list the document categories stored for a subject using the
Document Data Elements output parameter. Note that no other document data is returned by this

30
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service (see the Retrieve Document Data service to obtain document data by category). In the encounter-
centric model, an encounter ID may be specified to indicate that only the document data elements stored
for that encounter should be returned. If an encounter ID is not specified and encounter data exists for
the subject, the service shall return the list of encounter IDs which contain document data using the
Encounter List output parameter, and the Document Data Elements output parameter shall be empty.

7.2.17.2 REST method
GET

1.2.17.3 Parameters

.2.17.4 Responses

o —

— Subject ID — the identifier of the subject.

- Encounter ID (optional) — the identifier of the encounter.

— Encounter Type (optional) — the category of the encounter.

h addition to the generic HTTP responses defined in 9.2, the execution of this service shall pro
f the responses listed in Table 16 (see 9.3 for the meaning of each error condition code):

Table 16 — Particular responses for List Document Data service

vide one

HTTP
status HTTP status Error condition code Description
code meaning
code
Adding also
— Document Data Categories
200 |OK SUCCESS

— Encounter List

as seen below table.

400 |Bad Request

INVALID_SUBJECT_ID

INVALID_ENCOUNTER_ID

INVALID_ENCOUNTER_TYPE

404 |Not Found

UNKNOWN_SUBJECT

UNKNOWN_ENCOUNTER

NON_EXISTENT_DATA

Intermal Server

500 Error

CANNOT_RETRIEVE_DATA

INTERNAL_DATABASE_ERROR

A suecessful execution of this service will provide:

+ “Document Data f'nrpgnr‘iac (rnnriif'innnl) — alist of document r‘afpgnripc associated withas

ibject or

encounter; non-empty if the service was successful, document data exists, and either

a) the person-centric model is being used, or

b) the encounter-centric model is being used and an encounter identifier was specified.

— Encounter List (conditional) — a list of encounter IDs associated with a subject and which contain
document data; non-empty if the service was successful, document data exists, the encounter-
centric model is being used, and an encounter identifier was not specified.

© ISO/IEC 2023 - All rights reserved
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7.2.17.5 YAML specification

To be placed in section #/paths:

/listDocumentData:
get:
summary: List Document Data

parameters:

- name: subjectID
in: query
required: true

Esponses:

Schiema .
type: string
name: encounterID
in: query
required:

schema:
type: string

name: encounterType

in: query

required: false

schema:
Sref:

false

'#/components/schemas/EncounterCategoryType’

200:
description: >
Success. Returns Biographic Data Elements and/or,Encounter List
content:
application/json:

schema:
type: object
properties:
documentDataCategories:
description: >
a list of document categoekies associated with a subject
or encounter; non-empta'df the service was successful,
document data exists, "and either (a) the person-centric
model is being usedter (b) the encounter-centric model
is being used and\lan encounter identifier was specified
type: string
encounterList:

# a list of encounter ID's associated with a subject and
which contain document data; non-empty if the service
was succdessful, biographic data exists, the
encounftef-centric model is being used, and an encounter
ideptifier was not specified

ref 4 /components/schemas/EncounterListType'

4

#
#
#
$
400:
descriptions
content:
applieation/json:
gChema:
oneOf:
Sref:
Sref:
Sref:

Bad Request

'#/components/schemas/invalidSubjectId’
'#/components/schemas/invalidEncounterId’
'#/components/schemas/invalidEncounterType'

32

404:
description:
content:

application/json:
schema:
oneOf:

Sref:

Sref:

Sref:

Not Found

'#/components/schemas/unknownSubject'
'#/components/schemas/unknownEncounter'
'#/components/schemas/nonExistentData’

500:
description:
content:

application/json:
schema:
oneOf:

Internal Server Error
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- Sref: '#/components/schemas/cannotRetrieveData'
- $ref: '"#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

7.2.18 Perform Fusion

7.2.18.1 Description

he Perform Fusion service shall accept either comparison score or comparison decision informgtion and
reate a fused comparison result. The FusionInformationListType, through the FusionInformatjonType,
rovides specific elements for comparison score input and comparison decision input-for [a single
lentity, while the FusionldentityListType provides the ability to submit multipleCidentities to the
erform Fusion service (see 8.6). The fusion method and processes are left to the imiplementing system.

avll<lso o]

7.2.18.2 REST method
GET

.2.18.3 Parameters

- Fusion Input — score or decision input information to thefusion method for each identity.

.2.18.4 Responses

The Perform Fusion service returns one of the return codes defined in Clause 9.

et

h addition to the generic HTTP responses defined'in 9.2, the execution of this service shall proyvide one
f the responses listed in Table 17 (see 9.3 forthe meaning of each error condition code):

o

Table 17 — Particular responses for Perform Fusion service

HTTP
status HTTP status Error condition code Description
code meaning
code
200 |OK SUECESS Adding also Match, as seen below table

400 |Bad Request INVALID_INPUT

Internal Server
Error

500 CANNOT_PROCESS_DATA

A successful €xecution of this service will provide:

—  Match+ indicates the result of the fusion method.

71.2:18.5 YAML specification

To be placed in section #/paths:

/performFusion:
get:
summary: Perform Fusion
parameters:
- name: fusionInput
in: query
required: true
schema:
Sref: '#/components/schemas/FusionIdentityListType'
responses:
200:
description: >
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7.2.19

7.2.19.1

The Qud
support
ISO/IEC
implems
support

Propriet

the liste
Descript

7.2.19.2
GET

7.2.19.3

None.

Success. Returns Biographic Data Elements and/or Encounter List
content:
application/json:
schema:
type: object
properties:
match:
description: >
indicates the result of the fusion methodd
type: boolean
400:
description: Tnvalid Tnont
content:
application/json:
schema:
Sref: '#/components/schemas/invalidInput'

500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- S$ref: '#/components/schemas/cannotProcessData'
- Sref: '"#/components/schemas/unknownError'
503:
$ref: '#/components/responses/x503"'

Query Capabilities

Description

ry Capabilities service shall return a list of the~capabilities, options, galleries, etc. that ar
bd by the IAVS implementation. Subclause.8.6.2 provides a list of capabilities. Refer t
30108-1:2015, Annex A, for conformance réquirements regarding which capability names a
ntation is required to use in the Query Capabilities service. If the implementing system does nd
a capability item, the Capability Value tan be set to null in the response.

- > O O

=)

ary and additional information can-be returned by returning capabilities that are not part ¢
d capabilities in Table 1. When returning capabilities that are notlisted in Table 1, the Capabilit
ion shall describe the capability.

<<

REST method

Parametefs

7.2.19.41 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one

of the re

sponses listed in Table 18 (see 9.3 for the meaning of each error condition code).

Table 18 — Particular responses for Query Capabilities service

HTTP
status HTTP status Error condition code Description
code meaning
code
200 |OK SUCCESS Adding also Capability List, as seen below table.
34
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A successful execution of this service will provide:

— Capability List - a list of capabilities supported by the IAVS implementation.

7.2.19.5 YAML specification

To be placed in section #/paths:

/queryCapabilities:
get:

SUMME Ty T OUE Ty Capap Tt tIes
responses:
200:
description: >
Success. Returns Biographic Data Elements and/or Encounter List
content:
application/json:
schema:
type: object
properties:
capabilitylList:
# a list of capabilities supported by the RIAS
# implementation
Sref: '#/components/schemas/Capabilityl49tType'
500:
description: Unknown Error
content:
application/json:
schema:
Sref: '#/components/schemas/unknewnError'
503:
Sref: '#/components/responses/x503.

1.2.20 Retrieve Biographic Data

.2.20.1 Description

The Retrieve Biographic Data seryice shall retrieve the list of biographic data associated with 3
ID. In the encounter-centric model; the encounter ID may be specified and the service shall re
set of biographic data associated with that encounter (list contains a single set). If the encoun
rjot specified in the encounter-centric model, the service shall return the list of biographic infqg
associated with the mostrecent encounter. If no gallery ID is specified, a list of biographic data
galleries shall be returned.

7.2.20.2 RESTmeéethod
4ET

1.2.2013° Parameters

I subject
turn the
ter ID is
rmation
from all

Ol

VAR A 41 -l s Lo £41 los 4
— Juyjcll IV — UIT IUTIILITICTT UT T SUDJCLL.

— Gallery ID (optional) — the identifier of the gallery or population group from which the biographic

information will be retrieved.
— Encounter ID (optional) — the identifier of the encounter.

— Encounter Type (optional) — the category of encounter.

7.2.20.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one

of the responses listed in Table 19 (see 9.3 for the meaning of each error condition code).

© ISO/IEC 2023 - All rights reserved
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Table 19 — Particular responses for Retrieve Biographic Data service

HTTP
status HTTP stat_us Error condition code Description
code meaning
code
200 |OK SUCCESS Adding also Biographic Data List, as seen below

table.

INVALID_SUBJECT_ID
INVALID_INPUT
INVALID_ENCOUNTER_ID
INVALID_ENCOUNTER_TYPE
UNKNOWN_SUBJECT
UNKNOWN_GALLERY
UNKNOWN_ENCOUNTER
NON_EXISTENT_DATA
Internal Server|CANNOT_RETRIEVE_DATA
Error INTERNAL_DATABASE_ERROR

400 Bad annncf

404 ||Not Found

500

A succegsful execution of this service will provide:

— Biographic Data List — a list of biographic data associated with the subject or encounter.

7.2.20.5 YAML specification

To be placed in section #/paths:

/retrfieveBiographicData:
get|
spmmary: Retrieve Biographic Data
pprameters:
- name: subjectID
in: query
required: true
schema:
type: string
- name: galleryID
in: query
required: false
schema:
type: string
- name: encoullerID
in: query
requiredi¢/~false
schema:
typey string
- name? encounterType
in¥ query
required: false

homa .

Sref: '#/components/schemas/EncounterCategoryType'
responses:
200:
description: >
Success. Returns Biographic Data Elements and/or Encounter List
content:
application/json:
schema:
type: object
properties:
biographicDatalList:
# A list of biographic data elements associated with a
# subject or encounter
Sref: '"#/components/schemas/BiographicDatalListType'
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400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId"
- $ref: '#/components/schemas/invalidInput’
- Sref: '#/components/schemas/invalidEncounterId’
- $ref: '"#/components/schemas/invalidEncounterType'
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/unknownSubject'
- $ref: '"#/components/schemas/unknownGallery'
- Sref: '#/components/schemas/unknownEncounter'
- Sref: '#/components/schemas/nonExistentData’
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotRetrieveData’
- Sref: '#/components/schemas/interdalDatabaseError'
- Sref: '"#/components/schemas/unkfownError'
503:
Sref: '#/components/responses/x503"

.2.21 Retrieve Biometric Data

1.2.21.1 Description

023(E)

he Retrieve Biometric Data service shallretrieve the biometric data associated with a subject

ncounter-centric model, the encounter ID may be specified and the service shall return the b
ata associated with that encounteir'If the encounter ID is not specified in the encounter-centr
he service shall return the biemetric information associated with the most recent encount
allery ID is specified, biometric data from all galleries shall be returned. The service pro
ptional input parameter-to specify that only biometric data of a certain type should be retriev

o0Q o o @

1

41.2.21.2 REST method
4ET

1.2.21.3 Parameters

-+ Subject ID — the identifier of the subject.

D. In the
ometric
c model,
er. If no
yides an
ed.

ometric

Ca!!er}l ‘ID (antional) tha il‘]ohfifier' Cf f'l'\n

a
(CP ctoTttty TIre—Totre Tt

information will be retrieved.
— Encounter ID (optional) — the identifier of the encounter.

— Encounter Type (optional) — the category of encounter.

— Biometric Type (optional) — the type of biological or behavioural data to retrieve, as defined by the

Multiple-types type in one of the JSON-coded patron formats ISO/IEC 19785-3.

© ISO/IEC 2023 - All rights reserved

37


https://standardsiso.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

7.2.21.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one

of the responses listed in Table 20 (see 9.3 for the meaning of each error condition code).

Table 20 — Particular responses for Retrieve Biometric Data service

HTTP
status HTTP status Error condition code Description
code meaning
code
200 ||OK SUCCESS Adding also BIR List, as seen below
INVALID_SUBJECT_ID
INVALID_INPUT
400 [|Bad Request INVALID_ENCOUNTER_ID
INVALID_ENCOUNTER_TYPE
BIOMETRIC_TYPE_NOT_SUPPORTED
UNKNOWN_SUBJECT
UNKNOWN_GALLERY
404 ||Not Found
UNKNOWN_ENCOUNTER
NON_EXISTENT_DATA
500 Internal Server CANNOT_RETRIEVE_DATA
Error INTERNAL_DATABASE_ERROR
A succegsful execution of this service will provide:
— BIR|List — data structure containing the retrieved biometric samples.
7.2.21.§ YAML specification
To be placed in section #/paths:
/retrfieveBiometricData:
getf
spmmary: Retrieve Biometrdg\Data
pprameters:
- name: subjectID
in: query
required: true
schema:
type: string
- name: gadlefyID
in: quexy
required: false
schema”
bypbe: string
—-name: encounterID
in: query
required: false
schema:
type: string
- name: encounterType
in: query
required: false
schema:
Sref: '#/components/schemas/EncounterCategoryType'
- name: biometricType
in: query
required: false
schema:
Sref: '"#/components/schemas/BiometricType'
responses:

38
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description: >
Success. Returns Biographic Data Elements and/or Encounter List
content:
application/json:
schema:
type: object
properties:
birList:
# data structure containing the retrieved biometric
# samples
Sref: '#/components/schemas/CBEFF BIR ListType'
400 _
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId’
- Sref: '#/components/schemas/invalidInput’
- Sref: '#/components/schemas/invalidEncounterId’
- Sref: '#/components/schemas/invalidEncounterType!
- $ref: '"#/components/schemas/biometricTypeNotSupported'

404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/unkrfownSubject'
- $ref: '"#/components/schemas/unknownGallery'
- Sref: '#/components/schemas/dhknownEncounter'
- Sref: '#/components/schema&fnonExistentData’
500:
description: Internal Server Erroh
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotRetrieveData'
- Sref: '"#/compOnents/schemas/internalDatabaseError'
- Sref: '#/eomponents/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

.2.22 Retrieve Document Data

1.2.22.1 Description

he Retrieve Document Data service shall retrieve the list of document data associated with §
D for the.-category or categories specified. In the encounter-centric model, the encounter 1D

he ericounter ID is not specified in the encounter-centric model, the service shall return tH
oecument information associated with the most recent encounter for which document data

Q.o »n —

023(E)

subject
may be

pecified\and the service shall return the list of document data associated with that encounter. If

e list of
bxists. If

Fa) ga”ﬂry 1D ig cpﬂrifind, document-datafrom-all gq”ﬂrinc shall be returned. lf ngo document

rategory

is specified, all documents associated with the subject (and encounter ID, if present) shall be re

7.2.22.2 REST method
GET

7.2.22.3 Parameters

— Subject ID — the identifier of the subject.

turned.

— Gallery ID — the identifier of the gallery or population group from which the biographic information

will be retrieved.
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— Encounter ID (optional) — the identifier of the encounter.

— Encounter Type (optional) — the category of encounter.

— Document Category (optional) — the category(ies) of the identity documents to be retrieved.

7.2.22.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 21 (see 9.3 for the meaning of each error condition code).

Table 21 — Particular responses for Retrieve Document Data service

HTTP
status
code

HTTP status
code meaning

Error condition code

Description

200

OK SUCCESS

Adding also Document-Data List, as seen
below table.

400

INVALID_SUBJECT_ID

INVALID_INPUT

Bad Request
INVALID_ENCOUNTER_ID

INVALID_ENCOUNTER_TYPE

404

UNKNOWN_SUBJECT

UNKNOWN_GALLERY

Not Found UNKNOWN_ENCOUNTER

UNKNOWN_DOCUMENT_CATEGORY

NON_EXISTENT_DATA

500

Internal Server CANNOT_RETRIEVE_DATA

Error INTERNAL_DATABASE .ERROR

A succes

— Doc

7.2.22.5
To be pl

/retr

getf

s
P

sful execution of this service will provide:

iment Data List — a list of document data associated with the subject or encounter.

YAML specification

hced in section #/paths:
i eveDocumentData”

hmmary: Rébrieve Document Data
hrameteXs |
- name=»'subjectID

n\~query

required: true

Schema:

40

type: string
- name: galleryID
in: query
required: false
schema:
type: string
- name: encounterID
in: query
required: false
schema:
type: string
- name: encounterType
in: query
required: false
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schema:
Sref: '#/components/schemas/EncounterCategoryType'
- name: documentCategory
in: query
required: false
schema:
type: string
responses:
200:
description: >
Success. Returns Biographic Data Elements and/or Encounter List
contfent -
application/json:
schema:
type: object
properties:
documentDatalist:
# a list of document data associated with the subjeet
# or encounter
Sref: '#/components/schemas/DocumentDataListTyped

400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSgpjectId’
- Sref: '#/components/schemas/invalidInput’
- Sref: '#/components/schemas/inva&lidEncounterId’
- $ref: '"#/components/schemas/invalidEncounterType'
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '#/component§¥schemas/unknownSubject'
- $ref: '"#/components/schemas/unknownGallery'
- Sref: '#/components/schemas/unknownEncounter'
- Sref: '#/caomporients/schemas/unknownDocumentCategory'
- Sref: '#/eomponents/schemas/nonExistentData’
500:
description: Interral Server Error
content:
application)json:
schema:
oneOf):
<) Sref: '#/components/schemas/cannotRetrieveData'
- Sref: '#/components/schemas/internalDatabaseError'
- $ref: '"#/components/schemas/unknownError'
503¢
Sref: '#/components/responses/x503"

7.2.23Set Biographic Data

7.2.23.1 Description

The Set Biographic Data service shall associate biographic data to a given subject record. Depending on
the identity model in use, the biographic information should replace any existing biographic information
(person-centric model) or it shall be added within a new encounter (encounter-centric model). If
biometric or document data was also collected during the same encounter, the same encounter ID shall
be specified by the caller in order to link the biographic data with the associated biometric and/or
document information (using the Set Biometric Data and Set Document Data services). If the encounter
ID is omitted for the encounter-centric model, an error shall be returned.

NOTE Biographic data is typically set within the master database. However, this is implementation-specific.
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For encounter-based systems, the Create Encounter service shall be called prior to Set Biographic Data.
The Encounter ID assigned as a result (and returned by the Create Encounter service) shall be used as

input to

this service.

7.2.23.2 REST method

PATCH

7.2.23.3 Parameters

—  Subj

—  Gall
will

— Enc

— Biog

7.2.23.4

In addit
of the re

ect ID (input) — the identifier of the subject.

be added.

Responses

ery ID (input, optional) — the identifier of the gallery or population group to which the biographic

bunter ID (input, conditional) — the identifier of the encounter.

raphic Data (input) — a list of biographic data to associate with the subject or‘encounter.

on to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
sponses listed in Table 22 (see 9.3 for the meaning of each errortondition code).

Table 22 — Particular responses for Set Biographic Data service

HTTP
status HTTP stat.us Error condition code Description
code meaning
code
200 |[|OK SUCCESS
INVALID_SUBJECT_ID
INVALID_INPUT
400 [|Bad Request
INVALID_ENCOUNTER_ID
UNKNOWN_BIOGRAPHIC_FORMAT
UNKNOWNSSUBJECT
404 ||Not Found UNKNOWN-GALLERY
UNKNOWN_ENCOUNTER
CANNOT_STORE_DATA
500 |[{ternal Server{EANNOT UPDATE_DATA
INTERNAL_DATABASE_ERROR
7.2.23.5 YAMLspecification
To be placed in section #/paths:
/setBiographicData:
post:
summary: Set Biographic Data
parameters:
- name: subjectID
in: query
required: true
schema:
type: string
- name: galleryID
in: query
required: false
schema:
type: string
42 © ISO/IEC 2023 - All rights reserved
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- name: encounterID
in: query
required: false
schema:
type: string
- name: biographicData
in: query
required: true
schema:
Sref: '#/components/schemas/BiographicDataType'
responses:
200-
Sref: '#/components/responses/success'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/invalidSubjectId'
- $ref: '"#/components/schemas/invalidInput’
- $ref: '"#/components/schemas/invalidEncounterid!
- S$ref: '#/components/schemas/unknownBiographi€Format'

404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- $ref: '"#/components/schemas/unknownSubject'
- S$ref: '#/components/schemas/dhknownGallery'
- Sref: '#/components/schema&/unknownEncounter'
500:
description: Internal Server Erroh
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotStoreData’
- Sref: '"#/componients/schemas/cannotUpdateData’
- Sref: '#/eomponents/schemas/internalDatabaseError'
- $ref: '#/eemponents/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

7.2.24 Set Biometri¢ Data

~1

.2.24.1 Description

he Set Biofretric Data service shall associate biometric data to a given subject record. Depending on
he identity’ model in use, the biometric information should replace any existing biometric infqrmation
person=centric model) or it shall be added within a new encounter (encounter-centric model). If
iographic or document data was also collected during the same encounter, the same encopinter ID
shall be specified by the caller in order to link the biometric data with the associated biographik and/or
document information (using the Set Biographic Data and Set Document Data services). If the encounter
ID is omitted for the encounter-centric model, an error shall be returned.

ot g

NOTE Biometric data is typically set within the master database. The updating of the comparison engine
database (if separate) is governed by service provider policy.

For encounter-based systems, the Create Encounter service shall be called prior to Set Biometric Data.
The Encounter ID assigned as a result (and returned by the Create Encounter service) shall be used as
input to this service.
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7.2.24.2 REST method
PATCH

7.2.24.3 Parameters
— Subject ID — the identifier of the subject.

— Gallery ID (optional) — the identifier of the gallery or population group to which the biometric will
be added.

— Encgunter ID (optional) — the identifier of the encounter.

— BIR|List — data structure containing the new biometric sample(s).

7.2.24.4 Responses

In additjon to the generic HTTP responses defined in 9.2, the execution of this seryice-shall provide one
of the responses listed in Table 23 (see 9.3 for the meaning of each error conditign‘eode).

Table 23 — Particular responses for Set Biometric Data service

HTTP
status
code

HTTP status

. Error condition code Description
code meaning

Adding also Encounter ID, as seen below

200 |[|OK SUCCESS table.

INVALID_SUBJECT_ID
INVALID_INPUT
INVALID_ENCOUNTER_ID
INVALID_BIR

UNKNOWN_FORMAT
BIOMETRIC_TYPE_NOT_SUPPORTED
BIR_DECRYPTION_FAILURE

403 ||Forbidden BIR_QUALITY.ERROR
BIR_SIGNATURE_FAILURE
UNKNOWN_SUBJECT

404 ||NotFound UNKNOWN_GALLERY
UNKNOWN_ENCOUNTER
CANNOT_CHECK_QUALITY
InternakServer| CANNOT_STORE_DATA

Errok CANNOT_UPDATE_DATA
INTERNAL_DATABASE_ERROR

400 [|Bad Request

500

A successful execution of this service will provide:

— Encounter ID — the identifier of the encounter.

7.2.24.5 YAML specification

To be placed in section #/paths:

/setBiometricData:
post:
summary: Set Biometric Data
parameters:
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- name: subjectID
in: query
required: true
schema:

type: string

- name: galleryID
in: query
required: false
schema:

type: string

- name: encounterID

in: guery

required: false
schema:
type: string
- name: birList
in: query
required: true
schema:
Sref: '#/components/schemas/CBEFF BIR ListType'
responses:
200:
description: Success. Returns encounter ID created
content:
application/json:
schema:
type: object
properties:
encounterID:
type: string
description: The identifier d& the encounter
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId’
- Sref: '#/components/schemas/invalidInput’
- Sref: '"#/components/schemas/invalidEncounterId’
- Sref: '#/eomponents/schemas/invalidBir’
- S$ref: '"#/eemponents/schemas/unknownFormat'
- Sref: #/components/schemas/biometricTypeNotSupported’
403:
description~Eorbidden
content:
application/json:
schema :
oneOf :
- S$ref: '"#/components/schemas/birDecryptionFailure’
- Sref: '#/components/schemas/birQualityError’
- Sref: '"#/components/schemas/birSignatureFailure’
204 :
description: Not Found
content:
application/json:
N~
oneOf:
- $ref: '#/components/schemas/unknownSubject'
- Sref: '"#/components/schemas/unknownGallery'
- Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/cannotCheckQuality'
- Sref: '#/components/schemas/cannotStoreData'
- Sref: '"#/components/schemas/cannotUpdateData'
- Sref: '#/components/schemas/internalDatabaseError'
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- Sref: '"#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"'

7.2.25 Set Document Data

7.2.25.1 Description

The Set

Document Data serv1ce shall associate identity document data to a given sub]ect record

Data andl Set Biometric Data services). If the encounter ID is omitted for the encounter-centfic model, ap
error shpll be returned.
NOTE Document data is typically set within the master database only. However, this is implementation-
specific.
For encqunter-based systems, the Create Encounter service shall be calledprior to Set Document Datq.
The Encpunter ID assigned as a result (and returned by the Create Encounter service) shall be used ds
input tolthis service.
7.2.25.2 REST method
PATCH
7.2.25.3 Parameters
— Subject ID — the identifier of the subject.
— Gallery ID (optional) — the identifier of the gallery or population group to which the biographic wi|l
be added.
— Encgunter ID (optional) — the identifier of the encounter.
— Docliment Data — a list of do¢ument data to associate with the subject or encounter.
7.2.25.4 Responses
In additfon to the generiec-HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listéd-in Table 24 (see 9.3 for the meaning of each error condition code).
Table 24 — Particular responses for Set Document Data service
HTTP
status HTTP status Error rnnr‘“tir\n rndn Description
code meaning L
code
200 |ok SUCCESS Adding also Encounter ID, as seen below
table.
INVALID_SUBJECT_ID
400 |Bad Request INVALID_INPUT
INVALID_ENCOUNTER_ID
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Table 24 (continued)
HTTP
status H;Ii‘TP status Error condition code Description
code | c0de meaning

UNKNOWN_SUBJECT

UNKNOWN_GALLERY
404 |[Not Found

UNKNOWN_ENCOUNTER

UNKNOWN_DOCUMENT _CATEGORY

CANNOT_STORE_DATA

500 Internal Server

CANNOT_UPDATE_DATA
Error

INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

— Encounter ID — the identifier of the encounter.

7.2.25.5 YAML specification

=]

0 be placed in section #/paths:

/setDocumentData:
post:
summary: Set Document Data
parameters:

- name: subjectID
in: query
required: true
schema:

type: string

- name: galleryID
in: query
required: false
schema:

type: string

- name: encounterID
in: query
required: false
schema:

type: string

- name: documentData
in: query
requiped? true

schema«
Sref: '#/components/schemas/DocumentDataListType’
resp@nses:
200"
description: Success. Returns encounter ID created
content:
application/json:
schema:
type: object
properties:
encounterID:
type: string
description: The identifier of the encounter
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId’
- S$ref: '#/components/schemas/invalidInput’
- Sref: '#/components/schemas/invalidEncounterId’
404:
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description: Not Found

content:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/unknownSubject'
- $ref: '#/components/schemas/unknownGallery'
- $ref: '#/components/schemas/unknownEncounter'
- Sref: '"#/components/schemas/unknownDocumentCategory"
500:

description: Internal Server Error
content -

7.2.26

7.2.26.1

The Tra
new tar

— feat
— cenf
— sta

The ser
particul
the Que
Control

7.2.26.2
GET

7.2.26.3
— Inpy

—  Traf

application/json:

schema:
oneOf:
- Sref: '#/components/schemas/cannotStoreData’
- Sref: '"#/components/schemas/cannotUpdateData'
- $ref: '#/components/schemas/internalDatabaseError'
- S$ref: '#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

Transform Biometric Data

Description

1sform Biometric Data service shall transform or process a’given biometric in one format into p
ret format. Examples of transformations include:

Lre extraction;
ring or cropping biometric images;
dard biometric data format conversion.

Fice includes an optional parameter te-allow the requestor to specify certain controls for
hr transform operation (e.g. compression ratio, target record size, or target resolution). Se
'y Capabilities service for a description of the use of the Transform Operation and Transfort
parameters.

> O D

REST method

Parameters
t BIR — data’structure containing the biometric information to be transformed.

sform;Operation — value indicating the type of transformation to perform.

—  Trah

sform Control (optional) — specifies controls for the requested transform operation.

7.2.26.4 Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one

of there

48

sponses listed in Table 25 (see 9.3 for the meaning of each error condition code).
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Table 25 — Particular responses for Transform Biometric Data service

HTTP
status HTTP stat_us Error condition code Description
code meaning
code
200 |OK SUCCESS ?a%?éng also Output BIR, as seen below

INVALID_BIR

INVALID_INPUT
INVALID_PROCESSING_OPTION
BIOMETRIC_TYPE_NOT_SUPPORTED
BIR_DECRYPTION_FAILURE

403 |Forbidden BIR_QUALITY_ERROR
BIR_SIGNATURE_FAILURE

400 Bad annacf

Internal Server

500 Error

CANNOT_PROCESS_DATA

A successful execution of this service will provide:

— Output BIR — data structure containing the new, transformed biometric information.

7.2.26.5 YAML specification

—

0 be placed in section #/paths:

/transformBiometricData:
get:
summary: Classify Biometric Data
parameters:
- name: bir
in: query
required: true
schema:
Sref: '#/componengsyschemas/CBEFF BIR Type'
- name: transformOperafion
in: query
required: true
schema:
type: integer
format:( int64
- name: trkansformControl
in: qlepy
regii¥ed: false
séhema :
type: string
responses:
200:
description: Success. Returns classification
content:
Spptieationitson:
schema:
type: object
properties:
outputBIR:
# data structure containing the new, transformed
# biometric information
Sref: '#/components/schemas/CBEFF BIR Type'

400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidBir'
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- Sref: '#/components/schemas/invalidInput'
- S$ref: '#/components/schemas/invalidProcessingOptions'
- $ref: '#/components/schemas/biometricTypeNotSupported'
403:
description: Forbidden
content:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/birDecryptionFailure'
- Sref: '#/components/schemas/birQualityError’
— Sref-. '#/components/schemas/birSignatureFailnre’
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotProcessData'
- Sref: '"#/components/schemas/unknownError'
503:
$Sref: '#/components/responses/x503"'
7.2.27 [Update Biographic Data
7.2.27.1 Description
The Update Biographic Data service shall update the biographi© data for an existing subject record.
The seryice shall replace any existing biographic data with thexnew biographic data. In the encounter-

centric fnodel, the encounter ID shall be specified.

7.2.27.2
PUT

7.2.27.3
—  Subj
— Enc

— Biog

7.2.27.4 Responses

In addit
of the re

REST method

Parameters
ect ID — the identifier of the subject.
bunter ID (conditional) — theidentifier of the encounter, required for encounter-centric models.

raphic Data — list ofupdated biographic data elements.

on to the genferic HTTP responses defined in 9.2, the execution of this service shall provide one
sponsesdisted in Table 26 (see 9.3 for the meaning of each error condition code).

Table 26 — Particular responses for Update Biographic Data service

HTTP
status HTTP stat.us Error condition code Description
code meaning
code
200 |OK SUCCESS
INVALID_SUBJECT_ID
INVALID_INPUT
400 |Bad Request
INVALID_ENCOUNTER_ID
UNKNOWN_BIOGRAPHIC_FORMAT
UNKNOWN_SUBJECT
404 |NotFound

UNKNOWN_ENCOUNTER
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Table 26 (continued)
HTTP
status HTTP status Error condition code Description
code meaning
code
500 Internal Server CANNOT_UPDATE_DATA
Error INTERNAL_DATABASE_ERROR

7.2.27.5 YAML specification

’Ilo be placed in section #/paths:
/updateBiographicData:
post:
summary: Update Biographic Data
parameters:
- name: subjectID
in: query
required: true
schema:
type: string
- name: encounterID
in: query
required: false
schema:
type: string
- name: biographicData
in: query
required: true
schema:
Sref: '#/components/schemas/Biogxé&phicDatalListType'
responses:
200:
Sref: '#/components/responses/feuccess'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Srefw\#/components/schemas/invalidSubjectId’
- Sref:)"#/components/schemas/invalidInput’
- S$tef: '"#/components/schemas/invalidEncounterId’
—-Sref: '"#/components/schemas/unknownBiographicFormat'
404:
description: Not Found
conpens:
dpplication/json:
schema:
oneOf:
- Sref: '#/components/schemas/unknownSubject'
- Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotUpdateData’
- Sref: '#/components/schemas/internalDatabaseError'
- $ref: '#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

© ISO/IEC 2023 - All rights reserved 51


https://standardsiso.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

7.2.28 Update Biometric Data

7.2.28.1 Description

The Update Biometric Data service shall update a single biometric sample for an existing subject record.
The service includes an optional parameter indicating if the new biometric sample should be merged
with the existing biometric sample. If this parameter is set to “False” or is not used in the service

request,

the service shall replace the existing biometric sample with the new biometric sample. In the

encounter-centric model, the encounter ID shall be specified.

NOTE

multi-sample record or performing some level of biometric fusion (e.g. sample or feature level fusion).

7.2.28.2
PUT

7.2.28.3
—  Subj
— Enc

— Mer
bior]

— BIR

7.2.28.4

In addit
of the re

The term “merge” is implementation-specific. However, it may include either adding the sample ‘to

<)

REST method

Parameters
ect ID — the identifier of the subject.
punter ID (conditional) — the identifier of the encounter, required. for encounter-centric models.

ge (optional) — value indicating if the input biometric sampleshould be merged with any existinig
hetric information.

— data structure containing the new biometric sample:

Responses

on to the generic HTTP responses defined in9.2, the execution of this service shall provide onje
sponses listed in Table 27 (see 9.3 for theymeaning of each error condition code).

Table 27 — Particular résponses for Update Biometric Data service

HTTP
status HTTP status Error condition code Description
code meaning

code

200 ||OK SUCCESS
INVALID_SUBJECT_ID
INVALID_INPUT
INVALID_ENCOUNTER_ID

400 |/Bad Request
INVALID_BIR
UNKNOWN_FORMAT
BIOMETRIC_TYPE_NOT_SUPPORTED
BIR_DECRYPTION_FAILURE

403 |Forbidden BIR_QUALITY_ERROR
BIR_SIGNATURE_FAILURE
UNKNOWN_SUBJECT

404 |[Not Found
UNKNOWN_ENCOUNTER
CANNOT_CHECK_QUALITY

500 }Enrtre;rnal Server [ ANNOT UPDATE_DATA
INTERNAL_DATABASE_ERROR
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To be placed in section #/paths:

/updateBiometricData:

post:
summary: Update Biometric Data
parameters:
- name: subjectID
in: query
required: true
Schema:
type: string
- name: encounterID
in: query
required: false
schema:
type: string
- name: merge
in: query
required: false
schema:
type: boolean
- name: bir
in: query
required: true
schema:
Sref: '#/components/schemas/CBEFF BIR Typed
responses:
200:
Sref: '#/components/responses/success!
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId’
- Sref: '#/compénents/schemas/invalidInput’
- Sref: '#/compodnents/schemas/invalidEncounterId'’
- $ref: '#/lcomponents/schemas/invalidBir'
- $ref: '#/components/schemas/unknownFormat'
- Sref x ¥ /components/schemas/biometricTypeNotSupported'
403:
description{ Eorbidden
content:
appligati¥on/json:
sehema :
oneOf:
- S$ref: '"#/components/schemas/birDecryptionFailure’
- Sref: '#/components/schemas/birQualityError’
- Sref: '#/components/schemas/birSignatureFailure'
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/unknownSubject'
- Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotCheckQuality'
- Sref: '"#/components/schemas/cannotUpdateData'
- $ref: '"#/components/schemas/internalDatabaseError'
- $ref: '"#/components/schemas/unknownError'

503:
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Sref: '"#/components/responses/x503"

7.2.29 Update Document Data

7.2.29.1 Description

The Update Document Data service shall update the document data for an existing subject record. The
service shall replace any existing document data of the same category with the new document data. In

the encounter-centric model, the encounter ID shall be specified.

7.2.29.2
PUT

7.2.29.3
—  Subj
— Enc

— Doc

7.2.29.4

In addit
of the re

REST method

Parameters

ect ID — the identifier of the subject.

bunter ID (conditional) — the identifier of the encounter, required for ericolinter-centric model$.

iment Data — list of updated document data.

Responses

on to the generic HTTP responses defined in 9.2, the execution of this service shall provide onje
sponses listed in Table 28 (see 9.3 for the meaning of €ach error condition code).

Table 28 — Particular responses for Update Document Data service

HTTP
status HTTP status Error condition code Description
code meaning
code
200 ||OK SUCCESS
INVALID_SUBJECTJID
400 [|Bad Request INVALID_INPUT
INVALID.ENCOUNTER_ID
UNKNOWN_SUBJECT
UNKNOWN_ENCOUNTER
404 ||NotFound
UNKNOWN_FORMAT
UNKNOWN_DOCUMENT_CATEGORY
500 InternalServer |CANNOT_UPDATE_DATA
Error INTERNAL_DATABASE_ERROR
7.2.29.3_YAML specification

To be placed in section #/paths:

/updateDocumentData:

post:
summary: Update Document Data
parameters:

54

- name: subjectID

in: query

required: true

schema:

type: string
- name: encounterID

in: query
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required: false
schema:
type: string
- name: documentData
in: query
required: true
schema:
Sref: '#/components/schemas/DocumentDataListType'
responses:
200:
Sref: '#/components/responses/success'
400 -

description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidSubjectId’
- Sref: '#/components/schemas/invalidInput’
- Sref: '#/components/schemas/invalidEncounterId’
404:
description: Not Found
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/unknownSgpject'
- Sref: '#/components/schemas/unknowrEncounter'
- Sref: '#/components/schemas/unkriownFormat'
- $ref: '"#/components/schemas/unknownDocumentCategory'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '"#/components¥schemas/cannotUpdateData'
- $ref: '"#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

7.2.30 Verify Subject

.2.30.1 Description

o |

he Verify Subject service shall perform a 1:1 verification comparison between a given biome
ither a claim t0 jdentity in a given gallery or another provided biometric. As such, either the
(laim or Reference BIR input parameters are required.

(0]

NOTE When in encounter mode, for comparison operations, it is not necessary to explicitly d
encounter. The IAVS service provider will create the encounter and will set the encounter type to "recog

tric and
Identity

reate an
fnition".

[aSaWallal PDEC =1 1
L.0U4 REST ITICUIOU

GET

7.2.30.3 Parameters

— Input BIR — data structure containing the biometric sample for the search.

NOTE1  When multiple samples are included as input (e.g. in a multimodal operation), a complex BIR is

used.

— Reference BIR (conditional) — data structure containing the biometric sample that will be compared

to the Input BIR, required if no Identity Claim is provided.

© ISO/IEC 2023 - All rights reserved
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— Identity Claim (conditional) — the identifier by which the subject is known to the gallery, required if
no Reference BIR is provided.

NOTE 2

gallery as a key (e.g. account number or username).

An identity claim can be the Subject ID or a different unique piece of biographic data used by the

— Gallery ID (optional) — the identifier of the gallery or population group of which the subject needs
to be a member.

7.2.30.4_Responses
In additfon to the generic HTTP responses defined in 9.2, the execution of this service shall provide onle
of the responses listed in Table 29 (see 9.3 for the meaning of each error condition code).
Table 29 — Particular responses for Verify Subject service
HTTP || HTTP status
status || code mean- Error condition code Description
code ing
Adding also
—Match
200 [|OK SUCCESS
— Score
as seen below table.
INVALID_BIR
INVALID_INPUT
400 ||Bad Request |[INVALID_IDENTITY_CLAIM
BIOMETRIC_TYPE_NOT_SUPPORTED
UNKNOWN_FORMAT
BIR_DECRYPTION_FAILURE
403 ||Forbidden BIR_QUALITY_ERROR
BIR_SIGNATURE_EAILURE
UNKNOWN_GALLERY
404 ||NotFound
UNKNOWNADENTITY_CLAIM
CANNOTCHECK_QUALITY
500 |[Internal CANNOT PROCESS_DATA
Server Error |CANNOT_VERIFY_DATA
INTERNAL_DATABASE_ERROR
A succegdsful execution of this service will provide:
— Matrh =\indicates if the Input BIR matched either the biometric information associated with thie
Identity Claim or the Reference BIR.

— Score (optional) — the comparison score, if the biometric information matched.

7.2.30.5 YAML specification

To be placed in section #/paths:

/verifySubject:

get:

summary: Verify Subject
parameters:
- name: inputBIR

56

in: query
required:

true
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schema:
Sref: '#/components/schemas/CBEFF BIR Type'
- name: referenceBIR
in: query
required: true
schema:
Sref: '#/components/schemas/CBEFF BIR Type'
- name: identityClaim
in: query
required: false
schema:
tvpe- string
- name: galleryID
in: query
required: false
schema:
type: string
responses:
200:
description: >
Success. Returns Biographic Data Elements and/or Encounter List
content:
application/json:
schema:
type: object
properties:
match:
description: >
indicates if the Input BIR matched either the biometric
information associated with ®he Identity Claim or the
Reference BIR
type: boolean
score:
description: >
the comparison scorg, 1if the biometric information
matched
type: number
format: float

400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Spef:/ "#/components/schemas/invalidBir'
- Sref: '"#/components/schemas/invalidInput’
- Sref: '#/components/schemas/invalidIdentityClaim’
<) Sref: '"#/components/schemas/biometricTypeNotSupported'’
- $ref: '#/components/schemas/unknownFormat'
403:
dégeription: Forbidden
gontent:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/birDecryptionFailure’

< £ [T . L o R .} ]
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- $ref: '"#/components/schemas/birSignatureFailure’

404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- $ref: '"#/components/schemas/unknownGallery'
- S$ref: '"#/components/schemas/unknownIdentityClaim'
500:
description: Internal Server Error
content:
application/json:
schema:
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oneOf:
- $ref: '#/components/schemas/cannotCheckQuality'
- Sref: '#/components/schemas/cannotProcessData'
- Sref: '#/components/schemas/cannotVerifyData'
- $ref: '#/components/schemas/internalDatabaseError'
- $ref: '#/components/schemas/unknownError'
503:
Sref: '"#/components/responses/x503"

7.3 Aggregated Services

IAVS offlers the following set of aggregate services. The intent of [AVS is to standardize the servi

request,
implemg
may be

utilize a

7.3.1

7.3.1.1

The Del
existing|
to syste
Delete S
services

If the D

shall immediately process the request and return the:fesults in the Return Data parameter. If the

Delete a
return 3
asynchr
Delete r¢

7.3.1.2
DELETE

7.3.1.3

— Pro
—  Subj
— Enc

— Inpy

System requirements and organizational business rules will determine how the seryice is
nted. While the description for an aggregate service may provide examples of how éach o
mplemented using the primitive services defined in 7.2, service providers are not reguired tp
hy of the primitive services when implementing the aggregate services.

Delete

Description

bte aggregate service shall delete an existing subject or, in an“encounter-centric model, ap
encounter from the system. This may be accomplished in a number of different ways accordinig
n requirements and/or resources. For example, this aggregate service may initiate one or more
Libject from Gallery, Delete Biographic Data, Delete Biometric' Data and Delete Subject primitivie
to delete subject information from the system.

plete aggregate service is implemented as a synchronous service, the implementing systermn

boregate service is implemented as an asynchronous service, the implementing system shall
token in the Return Data parameter, whicl/is an indication that the request is being handled
pnously. In this case, the Get Deletion Results service shall be used to poll for the results of the
pquest.

REST method

Parameters

ressing Options —=0ptions that guide how the service request is processed.
ect ID (conditioerial) — the identifier assigned to the subject.

bunter ID(conditional) — the identifier of the encounter, required for encounter-centric models.

t Data (optional) — contains an input data record, which may include biometric data.

7.3.1.4

Responses

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 30 (see 9.3 for the meaning of each error condition code).
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Table 30 — Particular responses for Delete service

HTTP |HTTP status

status | code mean- Error condition code Description
code ing
Adding also
— Token
200 |[OK SUCCESS

— Return Data

TSt O CTO YW ta ot

INVALID_PROCESSING_OPTIONS

INVALID_SUBJECT_ID

400 |Bad Request
INVALID_ENCOUNTER_ID

INVALID_INPUT

UNKNOWN_SUBJECT
404 |Not Found

UNKNOWN_ENCOUNTER

500 Internal CANNOT_DELETE_DATA

Server Error |[NTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

the results.

- Return Data (optional) — contains a return data record.

71.3.1.5 YAML specification

|

0 be placed in section #/paths:

/delete:
get:
summary: Retrieve Bigmetric Data
parameters:
- name: processingOptions
in: query
requiredi~true
schema:

- nafie¥ subjectID
i query
vYequired: false
schema:

type: string

- name: encounterID

in: query

Spef+’ '#/components/schemas/ProcessingOptionsType'

— Token (conditional) — a token used to retrieve the reSults of the Delete request; returned with
asynchronous request processing. If set to zero, opération is processed synchronously. If set to a
non-zero value, operation is processed asynchronously and Get Deletion Results are used to|retrieve

required: false
schema:
type: string
- name: inputData
in: query
required: false
schema:

Sref: '#/components/schemas/InformationType'

responses:
200:
description: >

Success. Returns Biographic Data Elements and/or Encounter List

content:
application/json:
schema:

© ISO/IEC 2023 - All rights reserved
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type: object
properties:

token:
a token used to retrieve the results of the Delete
request; returned with asynchronous request processing.
If set to zero, operation is processed synchronously.
If set to a non-zero value, operation is processed
asynchronously and Get Deletion Results must be used
to retrieve the results.

$ref: '#/components/schemas/TokenType'
returnData:

# contains a retnrn data record

o e e o e

7.3.2

7.3.2.1

The Enrgl aggregate service shall add a new subject or, in an encounter-centric model, a new encounter |

the syst
and/or 1
service

previou
and Add

Sref: '"#/components/schemas/InformationType'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidProcessingOptions'
- $ref: '#/components/schemas/invalidSubjectId’
- S$ref: '#/components/schemas/invalidEncounterId'
- Sref: '#/components/schemas/invalidInput'
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- $ref: '"#/components/schemas/unknownStbject'
- Sref: '#/components/schemas/unknownEncounter"
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotDeleteData'
- Sref: '#/components/schemas/internalDatabaseError'
- Sref: '"#/componentg/schemas/unknownError'
503:
$Sref: '#/components/responses/x503"'

Enrol

Description

bm. This maybe accomplished in a number of different ways according to system requirement
esources-Eor example, this aggregate service may initiate one or more Identify Subject primitivj
requestsito determine if the given subject is already known to the system. If the subject is nqt
5ly kngwn to the system, any or all of the Create Subject, Set Biographic Data, Set Biometric Datd,
Subject to Gallery primitive services may be utilized to add subject information to the system. |f

D »n O

the subj

£ H - | PR ) 4 4] H
CLULIS PITVIUUSTY RITUWIT LU LIIT S y SLTILL, LIIT STI VILT IIIdy .

a) do nothing;

b) initiate an Update Biographic Data and/or Update Biometric Data primitive service request in a
person-centric model; or

c) initiate a Set Biographic Data and/or Set Biometric Data primitive service request in an encounter-
centric model.

For encounter-centric models, the encounter ID may optionally be specified by the caller. If the encounter

ID is om
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itted for the encounter-centric model, the service shall return a system-assigned encounter ID.
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If the Enrol aggregate service is implemented as a synchronous service, the implementing system shall
immediately process the request and return the results in the Return Data parameter. If the Enrol
aggregate service is implemented as an asynchronous service, the implementing system shall return
a non-zero token in the Token parameter, which is an indication that the request is being handled
asynchronously. In this case, the Get Enrol Results service shall be used to poll for the results of the
Enrol request.

7.3.2.2 REST method

nasT
I

UoT

3.2.3

~1

1.3.2.4

o —

Parameters

Responses

-+ Processing Options — options that guide how the service request is processed.
4 Input Data — contains a subject enrolment record.

-+ Input Encounter ID (optional) — the identifier of the encounter; required for encounte
models.

h addition to the generic HTTP responses defined in 9.2, the gxecution of this service shall pro
f the responses listed in Table 31 (see 9.3 for the meaningfieach error condition code).

Table 31 — Particular responses for Enrol service

r-centric

vide one

HTTP |HTTP status
status | code mean- Error condition code Description
code ing
Adding also
— Output Encounter I
— Subject ID
200 |[OK SUCCESS
— Token
— Return Data
as seen below table.
INVALID_PROCESSING_OPTIONS
400 |Bad Requiest |[INVALID_INPUT
INVALID_ENCOUNTER_ID
404 |NetFound UNKNOWN_ENCOUNTER
CANNOT_CREATE_TEMPLATE
<2) Internal CANNOT_PROCESS_DATA
Server Error CANNOT STORE DATA
INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

— Output Encounter ID (conditional) — the identifier of the encounter; required for encounter-centric
models.

— Subject ID (conditional) — the identifier assigned to the subject.

— Token (conditional) — a token used to retrieve the results of the Enrol request; returned with
asynchronous request processing. If set to zero, operation is processed synchronously. If set to a
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non-zero value, operation is processed asynchronously and Get Enrol Results is used to retrieve the
results.

— Return Data (optional) — contains a return data record.

7.3.2.5 YAML specification

To be placed in section #/paths:

/enrol:
getf
spmmary: Enrol
pprameters:
- name: processingOptions
in: query
required: true
schema:
Sref: '"#/components/schemas/ProcessingOptionsType'
- name: inputData
in: query
required: true
schema:
Sref: '"#/components/schemas/InformationType'
- name: inputEncounterID
in: query
required: false
schema:
type: string
rgsponses:
200:
description: >
Success. Returns Biographic Data Elements and/or Encounter List
content:
application/json:
schema:
type: object
properties:
outputEncounterID:
description: >
The identifiet pf the encounter, required for
enounter-centric models
type: string
subjectID:
descriptiion: >
Thesidentifier of the subject
typeistring
tokent
& token used to retrieve the results of the Enrol
request; returned with asynchronous request
processing. If set to zero, operation is processed
synchronously. If set to a non-zero value, operation
is processed asynchronously and Get Enrol Results
must be used to retrieve the results.
Sref: '"#/components/schemas/TokenType'
returnData:
# contains a return data record
Sref: '#/components/schemas/InformationType'

e o el

400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- S$ref: '"#/components/schemas/invalidProcessingOptions'
- $ref: '#/components/schemas/invalidInput'
- Sref: '#/components/schemas/invalidEncounterId’
404:
description: Unknown Encounter
content:
application/json:
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7.3.3.1

1.3.3.2
GET

1.3.3.3

71.3.3.4

o —

7.3.3 Get Deletion Results

- Token — a value used to retrieve the results of the Delete request.

schema:
Sref: '#/components/schemas/unknownEncounter'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/cannotCreateTemplate'
- $ref: '"#/components/schemas/cannotProcessData'
- Sref: '#/components/schemas/cannotStoreData'
— Sref-. '"#/components/schemas/internalDatabasebrror!
- Sref: '"#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

Descriptions

The Get Deletion Results aggregate service shall retrieve the deletion results for the specified token.
This service is used in conjunction with the Delete aggregate servigeylIf the Delete aggregatg service
i implemented as an asynchronous service, the implementing systém returns a token, and the Get
Deletion Results service is used to poll for the results of the origidal Delete request.

REST method

Parameters

Responses

h addition to the generic HTTP responses defined in 9.2, the execution of this service shall projide one
f the responses listed in Table 32 (see 9.3 for the meaning of each error condition code).

Table 32— Particular responses for Get Deletion Results service

HTTP |HTTP status
status | code mean- Error condition code Description
code ing
200 oK SUCCESS Adding also Return Data as
seen below table.
400_<Bad Request |[INVALID_TOKEN
404" |Not Found TOKEN_EXPIRED
Intermnal CANNQT DELETE DATA
500 — —

Server Error |INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

— Return Data (optional) — contains a return data record.

7.3.3.5

YAML specification

To be placed in section #/paths:

/getDeletionResults:

get:
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summary: Get Deletion Results
parameters:

- name: token
in: query
required: true
schema:
Sref: '#/components/schemas/TokenType'

responses:

200:
description: >
Success. Returns Deletion Results
content -

7.3.4

7.3.4.1

The Get
This sen
implemg
Results s

7.3.4.2

application/json:

schema:
type: object
properties:
returnData:
# contains a return data record
Sref: '#/components/schemas/InformationType'
400:
description: Invalid Token
content:
application/json:
schema:
Sref: '#/components/schemas/invalidToken'
404:
description: Token Expired
content:
application/json:
schema:
Sref: '#/components/schemas/tokenExpiréd\
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotDeleteData'
- Sref: '#/components/schemas/internalDatabaseError'
- Sref: '"#/componentg/schemas/unknownError'
503:
$Sref: '#/components/responses/x503"'

Get Enrol Results

Descriptions

Enrol Results aggregate service shall retrieve the enrolment results for the specified token.
vice is used<in-Conjunction with the Enrol aggregate service. If the Enrol aggregate service i
nted as an‘asynchronous service, the implementing system returns a token, and the Get Enr¢

ervicedsirsed to poll for the results of the original Enrol request.

REST method

GET

7.3.4.3

Parameters

— Token — a value used to retrieve the results of the Enrol request.

7.3.4.4

Responses

S
[

In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one

of the responses listed in Table 33 (see 9.3 for the meaning of each error condition code).

64

© ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

Table 33 — Particular responses for Enrol service

HTTP |HTTP status

status | code mean- Error condition code Description
code ing
Adding also
— Encounter ID
200 |OK SUCCESS — Subject ID

Dotyien N ofko
Tttt

as seen below tablé)

400 |Bad Request |INVALID_TOKEN

404 |NotFound |TOKEN_EXPIRED
CANNOT_CREATE_TEMPLATE
Internal CANNOT_PROCESS_DATA
Server Error |CANNOT_STORE_DATA
INTERNAL_DATABASE_ERROR

500

A successful execution of this service will provide:

— Encounter ID (conditional) — the identifier of the encounter,'if assigned.

- Subject ID (conditional) — the identifier assigned to the subject.

- Return Data (optional) — contains a return data record.

71.3.4.5 YAML specification

To be placed in section #/paths:

/getEnrolResults:
get:
summary: Get Enrol Results
parameters:
- name: token
in: query
required: true
schema:
Sref: '@f/components/schemas/TokenType'
responses:
200:
desgription: >
Sutcess. Returns Enrolment Results
Sotent:
application/json:
schema:
type: object
properties:
encounterID:
description: >
The identifier of the encounter, if assigned
type: string
subjectID:
description: >
The identifier assigned to the subject
type: string
returnData:
# contains a return data record
Sref: '#/components/schemas/InformationType'

400:
description: Invalid Token
content:
application/json:
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schema:
Sref: '#/components/schemas/invalidToken'
404:
description: Token Expired
content:
application/json:
schema:
Sref: '"#/components/schemas/tokenExpired'
500:
description: Internal Server Error
content:
application/dson:
schema:
oneOf:
- Sref: '#/components/schemas/cannotCreateTemplate'
- Sref: '#/components/schemas/cannotProcessData'
- Sref: '#/components/schemas/cannotStoreData'
- $ref: '#/components/schemas/internalDatabaseError'
- S$ref: '#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"
7.3.5 [Get Identify Results
7.3.5.1 | Description
The Get [dentify Results aggregate service shall retrieve the identification results for the specified tokemn.
This serjvice is used in conjunction with the Identify aggregate sérvice. If the Identify aggregate servide
is implemented as an asynchronous service, the implementing'system returns a non-zero token, anfd
the Get Identify Results service is used to poll for the results of the original Identify request.
7.3.5.2 | REST method
GET
7.3.5.3 | Parameters
— Tok¢n — a value used to retrieve the results of the Identify request
7.3.5.4 | Responses
In additfon to the generic HTTP responses defined in 9.2, the execution of this service shall provide onge
of the responses listed in-Table 34 (see 9.3 for the meaning of each of the error condition code).
Table 34 — Particular responses for Get Identify Results service
HTTP || HTTR.status
status || codemean- Error condition code Description
code ing
Addingatso
— Candidate List
200 |OK SUCCESS — Encounter ID
— Return Data
as seen below table.
400 |Bad Request |[INVALID_TOKEN
TOKEN_EXPIRED
404 |Not Found
IDENTIFICATION_RESULT_NOT_YET_AVAILABLE
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Table 34 (continued)

HTTP |HTTP status
status | code mean- Error condition code
code ing

Description

CANNOT_CHECK_QUALITY

500 Internal CANNOT_PROCESS_DATA

Server Error |CANNOT_IDENTIFY_DATA

INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

the input biometric sample.

—+ Return Data (optional) — contains a return data record.

71.3.5.5 YAML specification

—

0 be placed in section #/paths:

/getIdentifyResults:
get:
summary: Get Identify Results
parameters:
- name: token
in: query
required: true
schema:
Sref: '#/components/schemas/TokenType'
responses:
200:
description: >
Success. Returns Identify Results
content:
application/json:
schema:
type: object
propefti€s:
candidatelList:
# a rank-ordered list of candidates that have
# a likelihood of matching the input biometric
# sample
Sref: '#/components/schemas/CandidateListType'"
encounterID:
description: >
The identifier of the encounter, if assigned
type: string
returnData:
# contains a return data record

-+ Encounter ID (conditional) — the identifier of the encounter, if assigned.

—+ Candidate List (conditional) — a rank-ordered list of candidates that have a likelihood of n

hatching

Sref: '"#/components/schemas/InformationType'

400:
description: Invalid Token
content:
application/json:
schema:
Sref: '#/components/schemas/invalidToken'
404 :
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/tokenExpired'
- Sref: '"#/components/schemas/identificationResultNotYetAvailable'
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500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '#/components/schemas/cannotCheckQuality'
- Sref: '#/components/schemas/cannotProcessData'
- Sref: '"#/components/schemas/cannotIdentifyData’
- $ref: '#/components/schemas/internalDatabaseError'
- Sref: '#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"
7.3.6 [Get Update Results
7.3.6.1 | Descriptions
The Get|Update Results aggregate service shall retrieve the update results for the specified token. This
service |s used in conjunction with the Update aggregate service. If the Update\aggregate service is
implemgnted as an asynchronous service, the implementing system returns a token, and the Get Update
Results qervice is used to poll for the results of the original Update request.
7.3.6.2 | REST method
GET
7.3.6.3 | Parameters
— Tok¢n — a value used to retrieve the results of the Update request.
7.3.6.4 | Responses
In additfon to the generic HTTP responses defined in 9.2, the execution of this service shall provide onge
of the responses listed in Table 35 (see 9.2:for the meaning of each error condition code).
Table 35 — Particular responses for Get Update Results service
HTTP || HTTP status
status || code mean- Error condition code Description
code ing
200 |lox SUCCESS Adding also Return Data as
seen below.
400 ||Bad Request |[INVALID_TOKEN
404 ||Not Found TOKEN_EXPIRED
CANNOT_CHECK_QUALITY
coo |Internal CANNOT_PROCESS_DATA

Server Error |CANNOT UPDATE_DATA
INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

— Return Data (optional) — contains a return data record.
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7.3.6.5 YAML specification

To be placed in section #/paths:

/getUpdateResults:
get:
summary: Get Update Results
parameters:
- name: token
in: query
required: true
Schiema:
Sref: '#/components/schemas/TokenType'
responses:
200:
description: >
Success. Returns Update Results
content:
application/json:
schema:
type: object
properties:
returnData:
# contains a return data record
Sref: '#/components/schemas/InformationType'

400:
description: Invalid Token
content:
application/json:
schema:
Sref: '#/components/schemas/inyalidToken'
404:
description: Token Expired
content:
application/json:
schema:
Sref: '#/components/schemas/tokenExpired’
500:
description: Internal Sérver Error
content:
application/json:
schema:
oneOf:
- Sref:\V4#/components/schemas/cannotCheckQuality"
- $fef? '#/components/schemas/cannotProcessData'
-7$ref: '"#/components/schemas/cannotUpdateData’
~=~Sref: '#/components/schemas/internalDatabaseError'
~ Sref: '"#/components/schemas/unknownError'
503:
Svefv/ '#/components/responses/x503"

71.3.7 _Get'Verify Results

1.377.1 Description

The Get Verify Results aggregate service shall retrieve the verification results for the specified token.
This service is used in conjunction with the Verify aggregate service. If the Verify aggregate service is
implemented as an asynchronous service, the implementing system returns a non-zero token, and the
Get Verify Results service is used to poll for the results of the original Verify request.

7.3.7.2 REST method
GET
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7.3.7.3

Parameters

— Token — avalue used to retrieve the results of the Verify request.

7.3.7.4 Responses
In addition to the generic HTTP responses defined in 9.2, the execution of this service shall provide one
of the responses listed in Table 36 (see 9.3 for the meaning of each error condition code).
Fabte 36— Particutar responsesfor-Get Verify Resultsservice
HTTP || HTTP status
status || code mean- Error condition code Description
code ing
Adding also
— Match
200 |[|OK SUCCESS
— Scoré
as seen below table.
400 (|Bad Request |INVALID_TOKEN
BIR_DECRYPTION_FAILURE
403 ||Forbidden BIR_QUALITY_ERROR
BIR_SIGNATURE_FAILURE
404 ||Not Found TOKEN_EXPIRED
CANNOT_CHECK_QUALITY
500 Internal Serv- CANNOT_PROCESS_DATA
er Error CANNOT_VERIFY_DATA
INTERNAL_DATABASE_ERROR
A succedsful execution of this service will provide:
— Matrh — indicates if the Input BIR natched either the biometric information associated with the
Identity Claim or the Reference BIR.
— Scoftte (optional) — the compatison score, if the biometric information matched.
— Encgunter ID (conditional) + the identifier of the encounter, if assigned.

— Retyrn Data (optiondd))— contains a return data record.

7.3.7.5
To be pl

/getV

YAML specification

ced insection #/paths:

b tifyResults:

get®

summary: Get Verify Results
parameters:

- name: token
in: query
required: true
schema:
Sref: '"#/components/schemas/TokenType'

responses:
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200:
description: >
Success. Returns Verify Results
content:
application/json:
schema:

© ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

type: object
properties:
match:
description: >
indicates if the Input BIR matched either the
biometric information associated with the Identity
Claim or the Reference BIR
type: boolean
score:
description: >
the comparison score, if the biometric information
matched
type: number
format: float
encounterID:
description: >
The identifier of the encounter, if assigned
type: string
returnData:
# contains a return data record
Sref: '#/components/schemas/InformationType'

400:
description: Invalid Token
content:
application/json:
schema:
Sref: '#/components/schemas/invalidToken(
403:
description: Forbidden
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schémas/birDecryptionFailure’
- Sref: '#/components/sghemas/birQualityError’
- Sref: '#/components{schemas/birSignatureFailure’
404:
description: Token Expired
content:
application/json:
schema:
Sref: '#/comperents/schemas/tokenExpired’
500:
description: ImEernal Server Error
content:
application/json:
schema :
QNEDf:
- Sref: '"#/components/schemas/cannotCheckQuality'
- $ref: '"#/components/schemas/cannotProcessData'
- Sref: '"#/components/schemas/cannotVerifyData'
- Sref: '#/components/schemas/internalDatabaseError'
- Sref: '"#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"

7.3.8 Identify

7.3.8.1 Description

The Identify aggregate service shall perform an identification function according to system
requirements and/or resources. For example, a system may have multiple galleries of subjects, and
may utilize any or all of these galleries, via calls to the Identify Subject primitive service, to perform a
system-level identification function. The system may perform additional actions based on input data
and/or results of the Identify Subject primitive service requests. For example, in an encounter-centric
model, this aggregate service may search three separate galleries of subjects, and if a match is found it
may then utilize the Set Biographic Data and/or Set Biometric Data primitive services to create a new
encounter for the subject. If this occurs, the service shall return a system-assigned encounter ID.
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If the Identify aggregate service is implemented as a synchronous service, the implementing system

shall im

mediately process the request and return the results in the Return Data parameter. If the

Identify aggregate service is implemented as an asynchronous service, the implementing system shall

returna

non-zero token in the Token parameter, which is an indication that the request is being handled

asynchronously. In this case, the Get Identify Results service shall be used to poll for the results of the
Identify request.

NOTE

When in encounter mode, for comparison operations, it is not necessary to explicitly create an

encounter. The [AVS service provider will create the encounter and will set the encounter type to "recognition”.

7.3.8.2
GET

7.3.8.3
— Proc
— Inpy

— Gall
par
be fi

— Max

7.3.8.4

In addit
of the re

REST method

Parameters
ressing Options — options that guide how the service request is processed.
t Data — contains an input data record, which at a minimum must include biometric data.

ery ID (optional) — the identifier of the gallery or population groupwhich will be searched. Thi
hmeter may also be used to identify an external system where the‘identification request shoul
brwarded, if this capability is supported by the implementing s§stem.

= n

List Size — the maximum size of the candidate list that should be returned.

Responses

on to the generic HTTP responses defined in 9.25.the execution of this service shall provide onle
sponses listed in Table 37 (see 9.3 for the meahing of each error condition code).

Table 37 — Particular responses for Identify service

HTTP || HTTP status
status || code mean- Ertor'condition code Description
code ing
Adding also
— Candidate List
— Encounter ID
200 |[|OK SUCCESS
— Token
— Return Data
as seen below table.
INVALID_PROCESSING_OPTIONS
400 |/Bad Request
INVALID_INPUT
404 TNotFoumd ONRKNOWN_GALEERY
CANNOT_CHECK_QUALITY
500 Internal CANNOT_PROCESS_DATA
Server Error |CANNOT_IDENTIFY_DATA
INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

— Candidate List (conditional) — a rank-ordered list of candidates that have a likelihood of matching
the input biometric sample; returned with successful, synchronous request processing.

— Encounter ID (conditional) — the identifier of the encounter, if assigned.
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— Token (conditional) — a token used to retrieve the results of the Identify request; returned with
asynchronous request processing. If set to zero, operation is processed synchronously and candidate
list is returned. If set to a non-zero value, operation is processed asynchronously and Get Identify
Results is used to retrieve the results.

— Return Data (optional) — contains a return data record.

7.3.8.5 YAML specification

Tabe plnr‘pd insection #I/pnfhc-

/identify:
get:
summary: Identify
parameters:

- name: processingOptions
in: query
required: true
schema:
Sref: '#/components/schemas/ProcessingOptionsType'
- name: inputData
in: query
required: true
schema:
Sref: '#/components/schemas/InformationType'
- name: galleryID
in: query
required: false
schema:
type: string
- name: maxListSize
in: query
required: true
schema:
type: integer
format: int32
responses:
200:
description: >
Success. Returns Tdentify-related results
content:
application/gson:
schema:
type: “object
properties:
CandidatelList:
# A rank-ordered list of candidates that have a likelihood
# of matching the input biometric sample; returned with
# successful, synchronous request processing
Sref: '#/components/schemas/CBEFF BIR ListType'
encounterID:
description: >
The identifier of the encounter, if assigned
type: string

dr

# a token used to retrieve the results of the Identify
# request; returned with asynchronous request processing.
# If set to zero, operation is processed synchronously
# and candidate list is returned. If set to a non-zero
# value, operation is processed asynchronously and Get

# Identify Results must be used to retrieve the results
Sref: '#/components/schemas/TokenType'
returnData:
# contains a return data record
Sref: '#/components/schemas/InformationType'
400:
description: Bad Request
content:

application/json:
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7.3.9

7.3.9.1

The Ret|
encount|

be used

centric nodel, this aggregate service may be used to retrieve biographic and/or biometric informatiop
for eithe

7.3.9.2
GET

7.3.9.3

— Pro

whi
— Subj

— Enc

7.3.9.4
In addit

74

schema:
oneOf:
- Sref: '#/components/schemas/invalidProcessingOptions'
- Sref: '"#/components/schemas/invalidInput'
404:
description: Unknown GAllery
content:
application/json:
schema:
$ref: '#/components/schemas/unknownGallery'
500:
description: Tnternal Server Frror
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/cannotCheckQuality'
- S$ref: '#/components/schemas/cannotProcessData'
- Sref: '#/components/schemas/cannotIdentifyData'
- S$ref: '#/components/schemas/internalDatabaseError'
- Sref: '"#/components/schemas/unknownError'
503:
Sref: '#/components/responses/x503"'

Retrieve Data

Description

ieve Data aggregate service shall retrieve requestediinformation about a subject, or in ap
er-centric model about an encounter. In a person-éentric model, this aggregate service majly
to retrieve both biographic and biometric inforniation for a subject record. In an encountey

r a single encounter or all encounters. Either:aisubject ID or encounter ID is specified.

REST method

Parameters

ressing Options — optidns that guide how the service request is processed, and may identiffy
t type(s) of informationshould be returned.

ect ID (conditional)— the identifier of the subject; required if no encounter ID is provided.

punter ID (conditional) — the identifier of the encounter; required if no subject ID is provided.

Responses

ofito the generic HTTP responses defined in 9.2, the execution of this service shall provide o
r r o 3 -+ -9 —— P YaEmaaya v.._'v.vv.v .v... oacer
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Table 38 — Particular responses for Retrieve Data service

HTTP |HTTP status

status | code mean- Error condition code Description
code ing
200 |OK SUCCESS Adding also Return Data as

seen below table.

INVALID_PROCESSING_OPTIONS

400 |Bad Request |INVALID_SUBJECT_ID

INVALID_ENCOUNTER_ID

UNKNOWN_SUBJECT

404 |NotFound UNKNOWN_ENCOUNTER

NON_EXISTENT_DATA

500 Internal CANNOT_RETRIEVE_DATA

Server Error |INTERNAL_DATABASE_ERROR

A successful execution of this service will provide:

— Return Data — contains a return data record.

71.3.9.5 YAML specification

To be placed in section #/paths:

/retrieveData:
get:
summary: Retrieve Data
parameters:
- name: processingOptions
in: query
required: true
schema:
Sref: '#/components/schemas/ProcessingOptionsType'
- name: subjectID
in: query
required: false
schema:
type: string
- name: encounterID
in: query
requireésy false
scheméx:
typeY string
resporges:
2007
description: >
Success. Returns Data retrieved
content:
application/json:
schema:

type: object
properties:
returnData:
# contains a return data record
Sref: '#/components/schemas/InformationType'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidProcessingOptions'
- Sref: '#/components/schemas/invalidSubjectId’
- $ref: '"#/components/schemas/invalidEncounterId'’
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404:
description: Not Found
content:
application/json:
schema:
oneOf:
- S$ref: '#/components/schemas/unknownSubject'
- $ref: '#/components/schemas/unknownEncounter'
- Sref: '#/components/schemas/nonExistentData’
500:

description: Internal Server Error
content -

7.3.10 [Update

7.3.10.1
The Upd

centric nodel about an encounter. In a person-centric model, this ‘aggregate service may be used t
update%oth biographic and biometric information for a subject récord. In an encounter-centric mode

this ag
single e

7.3.10.2
PATCH

7.3.10.3

— Pro
whd

—  Subj
— Enc

— Inpy

7.3.10.4
In addit

application/json:

schema:
oneOf:
- Sref: '#/components/schemas/cannotRetrieveData'
- $ref: '#/components/schemas/internalDatabaseError'
- $ref: '#/components/schemas/unknownError'
503:
Sref: '"#/components/responses/x503"

Description

ate aggregate service shall update specified information about a subject, or in an encountel

— O

<)

egate service may be used to update biographic and/or biometric information for either
counter or all encounters. Either a subject ID or encounter ID is specified.

REST method

Parameters

fessing Options — options that guide how the service request is processed, and may identifly
t type(s) of information should be returned.

ect ID (conditional) — the/identifier of the subject; required if no encounter ID is provided.
punter ID (conditiondl) — the identifier of the encounter; required if no subject ID is provided.

t Data — contains subject information to update.

Responses

of the re

on-to the generic HTTP responses defined in 9.2, the execution of this service shall provide o
sponses listed in Table 39 (see 9.4 for the meaning of each error condition code). ﬂle

76

© ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=ff25e679671d5066bca25f971fef7051

ISO/IEC 30108-2:2023(E)

Table 39 — Particular responses for Update service

HTTP |HTTP status

status | code mean- Error condition code Description
code ing
Adding also
— Token
200 |[OK SUCCESS

— Return Data

TSt O CTO YW ta ot

INVALID_PROCESSING_OPTIONS
INVALID_SUBJECT_ID
INVALID_ENCOUNTER_ID
INVALID_INPUT
UNKNOWN_SUBJECT
UNKNOWN_ENCOUNTER
CANNOT_CHECK_QUALITY
Internal CANNOT_PROCESS_DATA
Server Error |CANNOT_UPDATE_DATA
INTERNAL_DATABASE_ERROR

400 |Bad Request

404 |Not Found

500

A successful execution of this service will provide:

- Token (conditional) — a token used to retrieve the results of the Update request; returrned with
asynchronous request processing. If set to zero; operation is processed synchronously. If set to a
non-zero value, operation is processed asynchronously and Get Update Results is used to[retrieve
the results.

— Return Data (optional) — contains a return data record.

7.3.10.5 YAML specification

—

0 be placed in section #/paths:

/update:
get:
summary: Update
parameters:
- name:processingOptions
in: Query
required: true
Sebtema:
Sref: '#/components/schemas/ProcessingOptionsType'
="name: subjectID
in: query
required: false
schema:
type: string
- name: encounterID
in: query
required: false
schema:
type: string
- name: inputData
in: query
required: false
schema:
Sref: '#/components/schemas/InformationType'
responses:
200:
description: >
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Success. Returns Update-related data
content:
application/json:
schema:
type: object
properties:
token:

# a token used to retrieve the results of the Update
request; returned with asynchronous request
processing. If set to zero, operation is processed
synchronously. If set to a non-zero value, operation
bl pnrocessed asvnchrononsly and Get Update Resnlt
must be used to retrieve the results.

$Sref: '#/components/schemas/TokenType'
returnData:

# contains a return data record

Sref: '"#/components/schemas/InformationType'

e o 3 =

=+

400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/invalidProcessingOptioens'
- $ref: '#/components/schemas/invalidSubjectId’
- $ref: '#/components/schemas/invalidEncountexId”
- Sref: '#/components/schemas/invalidInput'
404 :
description: Not Found
content:
application/json:
schema:
oneOf:
- $ref: '#/components/schemas/unkhownSubject'
- Sref: '#/components/schemas/unknownEncounter"
500:
description: Internal Server Errorxn
content:
application/json:
schema:
oneOf:
- $ref: '#/componénts/schemas/cannotCheckQuality'
- Sref: '#/components/schemas/cannotProcessData’
- Sref: '#/cemponents/schemas/cannotUpdateData'
- Sref: '#/0omponents/schemas/internalDatabaseError'
- $ref: '#leomponents/schemas/unknownError'
503:
Sref: '#/comporients/responses/x503"

7.3.11 Nerify

7.3.11.1 Description

The Verlfy-aggregate service shall perform a 1:1 verification function between a given biometric anfd

either a clming Af tdontibyy 1 o givgny gallawey A ot i dad o s o d S nonedin g 0 ootk
CIdalrlinr Ul Au\,lll.ll.)’ oo mNey slv\—ll 6“11\4!] Ul AdI1IuULtIIclI l.ll UVIiIUULUU UIUITIC LT l\', AT dUlCTVUl \.lllls \avy J]‘JL\—I

requirements and/or resources. Either the Identity Claim or Reference BIR input parameters are
required. The system may perform additional actions based on input data and/or results of verification.
For example, in an encounter-centric model, this aggregate service may initiate a request to the Verify
Subject primitive service, and if a match is found it may then utilize the Set Biographic Data and/or Set
Biometric Data primitive services to create a new encounter for the subject. If this occurs, the service
shall return a system-assigned encounter ID.

For encounter-centric models, the encounter ID may optionally be specified by the caller. If the encounter
ID is omitted for the encounter-centric model, the service shall return a system-assigned encounter ID.

NOTE When in encounter mode, for comparison operations, it is not necessary to explicitly create an
encounter. The IAVS service provider will create the encounter and will set the encounter type to "recognition”.
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If the Verify aggregate service is implemented as a synchronous service, the implementing system shall
immediately process the request and return the results in the Return Data parameter. If the Verify
aggregate service is implemented as an asynchronous service, the implementing system shall return
a non-zero token in the Token parameter, which is an indication that the request is being handled
asynchronously. In this case, the Get Verify Results service shall be used to poll for the results of the

Verify request.

7.3.11.2 REST method

GET

1.3.11.3 Parameters

what type(s) of information should be returned.

data.

to the Input BIR, required if no Identity Claim is provided.

no Reference BIR is provided.

required to be a member.

.3.11.4 Responses

o —

-+ Processing Options — options that guide how the service request is processed,-and may

1 Identity Claim (conditional) — the identifier by which the subject is known to the gallery, re

-+ Gallery ID (optional) — the identifier of the gallery or population group of which the s

Table 40~=Particular responses for Verify service

identify

—+ Input Data — contains an input data record, which at a minimum is reqtired to include bjometric

1 Reference BIR (conditional) — data structure containing the biometsic sample that will be compared

Quired if

ibject is

h addition to the generic HTTP responses defined in 9.2, the execution of this service shall proyide one
f the responses listed in Table 40 (see 93)for the meaning of each error condition code).

HTTP |HTTP status

status | code mean- Error condition code Description
code ing
Adding also
— Match
— Score
200 |OK SUCCESS — Encounter ID
— Token

— Return Data

asseenbelow table

INVALID_PROCESSING_OPTIONS

INVALID_INPUT

INVALID_BIR

400 |Bad Request
INVALID_IDENTITY_CLAIM

BIOMETRIC_TYPE_NOT_SUPPORTED

UNKNOWN_FORMAT

BIR_DECRYPTION_FAILURE

403 |Forbidden BIR_QUALITY_ERROR

BIR_SIGNATURE_FAILURE
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Table 40 (continued)

HTTP |HTTP status
status | code mean- Error condition code Description
code ing
UNKNOWN_GALLERY
404 |NotFound

UNKNOWN_IDENTITY_CLAIM

CANNOT_CHECK_QUALITY

Internal CANNOT_PROCESS_DATA

500
Server Error |CANNOT_VERIFY_DATA
INTERNAL_DATABASE_ERROR
A succedsful execution of this service will provide:

— Matrh — indicates if the Input BIR matched either the biometric information associated with thie

Idern

—  Scof

tity Claim or the Reference BIR.

e (optional) — the comparison score, if the biometric information matched:

— Encgunter ID (conditional) — the identifier of the encounter, if assigned-

—  Tokd

restu

Its.

— Retyrn Data (optional) — contains a return data record,

7.3.11.5
To be pl

/dele
/veri

get|

s
e

YAML specification

iced in section #/paths:

FeBiographicData:
Fv:

mmary: Verify
hrameters:
- name: processingOptions
in: query
required: true
schema:
Sref: '#/gempbnents/schemas/ProcessingOptionsType’
- name: inputData
in: query
requirgdsddy true
schema?
Seef”: '#/components/schemas/InformationType'
- pame: referenceBIR
In: query

required: false

n (conditional) — a token used to retrieve the results of the-Verify request; returned wit
asynhchronous request processing. If set to zero, operation is processed synchronously. If set to
nonfzero value, operation is processed asynchronously and Gét Verify Results is used to retrieve thee

h
A

schema:
$ref: '#/components/schemas/CBEFF BIR Type'
- name: identityClaim
in: query
required: false
schema:
type: string
- name: galleryID
in: query
required: false
schema:
type: string

responses:

80

200:
description: >
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Success. Returns Verify Results
content:
application/json:
schema:
type: object
properties:
match:
description: >
indicates if the Input BIR matched either the
biometric information associated with the Identity
Claim or the Reference BIR
tyvpe: boolean

score:
description: >
the comparison score, if the biometric information
matched
type: number
format: float
encounterID:
description: >
The identifier of the encounter, if assigned
type: string
token:
# a token used to retrieve the results of the Verify
# request; returned with asynchronous neéquest
# processing. If set to zero, operatiom\is processed
# synchronously. If set to a non-zerOywvalue, operation
# is processed asynchronously and{Get Verify Results
# must be used to retrieve the results
Sref: '#/components/schemas/TokenType'
returnData:
# contains a return data ré&cord
Sref: '#/components/schem@s/InformationType'
400:
description: Bad Request
content:
application/json:
schema:
oneOf:
- Sref: '#/compOrients/schemas/invalidProcessingOptions'
- Sref: '#/eomponents/schemas/invalidInput'
- $ref: '#/eemponents/schemas/invalidBir'
- Sref: {#/components/schemas/invalidIdentityClaim’
- Srefs\M/components/schemas/biometricTypeNotSupported'
- Spef:/ '#/components/schemas/unknownFormat'
403:
descriptilon: Forbidden
content?
application/json:
s¢hema:
oneOf:
- Sref: '"#/components/schemas/birDecryptionFailure’
- $ref: '"#/components/schemas/birQualityError’
- $ref: '"#/components/schemas/birSignatureFailure’
404 :
description: Not Found

. .
TeenTT

application/json:

schema:
oneOf:
- Sref: '"#/components/schemas/unknownGallery'
- $ref: '"#/components/schemas/unknownIdentityClaim'
500:
description: Internal Server Error
content:
application/json:
schema:
oneOf:
- Sref: '"#/components/schemas/cannotCheckQuality'
- $ref: '"#/components/schemas/cannotProcessData'
- Sref: '"#/components/schemas/cannotVerifyData'
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- $ref: '#/components/schemas/internalDatabaseError'
- $ref: '#/components/schemas/unknownError'
503:
Sref: '"#/components/responses/x503"

8 Data elements and data types

8.1 Introduction

Onego O AVS O D€ eXI1Dle TO (1€ dINOour and O Fapr dlnd DIometr NIormatio
availablg to and used by a system. The parameters “Biographic Data” and “Biometric Data” are intende
to be general in this sense in order to allow this flexibility. This clause includes information on how thi
flexibilify can be specified and supported by implementing systems.

n ==

8.2 Biographic data

8.2.1 eneral

IAVS defines three data types to provide flexibility for the amount and(types of biographic data
supported by implementing systems. The Biographic Data Item Type shall fepresent a single biographic
data iterp, and the Biographic Data Set Type shall represent a set of biographic information in a specified
format. The Biographic Data Type is a common type that shall represent-either a set or list of biographic

8.2.2 Biographic Data Item Type

8.2.2.1 | Description

The Biographic Data Item Type defines a single biographic data element. The biographic data item namle
and typq are required elements, while the value is optional.

8.2.2.2 | Definitions
— Nanpe — the name of the biographic.data item (e.g. "PersonName").
— Typ¢ — the data type for the-biegraphic data item (e.g. "string").

— Valye (optional) — the yalue assigned to the biographic data item (i.e. "John Doe").

8.2.2.3 | YAML specification

To be placed in seetion #/components/schemas:

BiopraphicDataltemType:
typet Object
reduired:
= II4dlll
- type
properties:
name:
type: string
type:
type: string
value:
type: string
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8.2.3 Biographic Data List Type

8.2.3.1 Description

The Biographic Data List Type shall provide a list of biographic data.

8.2.3.2 Definitions

— Biographic Data — data structure containing information about a biographic record.

§8.2.3.3 YAML specification

To be placed in section #/components/schemas:

BiographicDatalListType:
type: array
items:
oneOf:
- Sref: '"#/components/schemas/BiographicDataType'
- Sref: '"#/components/schemas/BiographicDataltemTypef
- $ref: '"#/components/schemas/BiographicDataSetTyp&'

8.2.4 Biographic Data Set Type

8.2.4.1 Description

—

he Biographic Data Set Type defines a set of biographic data that is formatted accordin
pecified format. This data type allows biographic information in an electronic fingerprint trans
pecification (EFTS) or pre-defined JSON format;or example, to be used with IAVS messages.

v _Wn

4.2.4.2 Definitions

—

his data type is an array of objects with'the following elements:

- name — the name of the biographic data format (e.g. "EFTS").

- version (optional) — thewersion of the biographic data format (e.g. "7.1" or "1.0").

+ source — reference to a URI describing the biographic data format.

- type — the biographic data format type (e.g. "JSON").

§.2.4.3 Common biographic data format references

p—

h order{to provide a consistent representation of some common biographic data form
pecification will establish common values for the attributes used in the Biographic Data Set T]
dommon biographic data format shall have the name, source, and type attributes in common. Th

(%)

g to the
mission

hts, this
ype. The
P version
red with

attribute, if used, shall reflect the source organization’s assigned version. These shall be registe

the BRA. Samples of common biographic data formats are shown in ISO/IEC 30108-1:2015, Table B.1.

8.2.4.4 YAML specification

To be placed in section #/components/schemas:

BiographicDataSetType:
type: array
items:
type: object
required:
- name
- source
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- type
properties:

name:

type: string
version:

type: string
source:

type: string
type:

type: string

8.2.5 1ographic Data Type
8.2.5.1 | Description
The Biographic Data Type defines a set of biographic data elements, utilizing either the-Biographic
Data Iten Type to represent a list of elements or the Biographic Data Set Type to represent a completg,
formatt¢d set of biographic information. This type also includes optional fixed fields:for representi
first and last names, two common biographic data elements.
8.2.5.2 | Definitions
— Last Name (optional) — the last name of a subject.
— First Name (optional) — the first name of a subject.
— Biographic Data Item — a single biographic data element.
— Biographic Data Set — a set of biographic data information.
8.2.5.3 | YAML specification
To be placed in section #/components/schemas:
BiopraphicDataType:
type: object
pfoperties:
lastName:
type: string
firstName:
type: string
biographicDataltem:
Sref: '#/compdments/schemas/BiographicDataltemType’
biographicDatdSet:
Sref: '#/@Onmponents/schemas/BiographicDataSetType'
8.3 Bjometric¢ Data
8.3.1 [General

This subclause defines how to represent biometric data in the IAVS services.

8.3.2 Biometric Data Element Type

8.3.2.1

Description

The Biometric Data Element Type shall provide descriptive information about biometric data, such as
the biometric type, subtype, and format, contained in the BDB of the CBEFF-BIR.

84
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— Biometric Type — the type of biological or behavioural data stored in the biometric record, as defined

by CBEFF.

— Biometric Type Count (optional) — the number of biometric records having the biometric type

recorded in the biometric type field.

— BDB Format Owner — identifies the standards body, working group, industry consortium, or other

CBEFF biometric organization that has defined the format for the biometric data.

organization recorded in the BDB Format Owner field.

8.3.2.3 YAML specification

—

0 be placed in section #/components/schemas:

BiometricDataElementType:
type: object
required:
- biometricType
- bdbFormat
properties:
biometricType:

biometricTypeCount:
type: integer
format: int32
bdbFormat:
type: object
properties:
bdbOwner:
type: string
bdbType:
type: string

§8.3.3 Biometric Data List Type

§8.3.3.1 Description

§4.3.3.2 Definitions

§.3.3.3.> YAML specification

Tobe placed in section #/components/schemas:

Sref: '#/components/schemas/BiometricType'

The Biometric Data List, Type shall provide a list of biometric data elements.

- Biometric'Data Element — data structure containing information about a biometric record

1+ BDB Format Type — identifies the specific biometric data format specified by the CBEFF blometric

BiometricDatalListType:
type: array
items:

Sref: '#/components/schemas/BiometricDataElementType'

8.3.4 Biometric Type

8.3.4.1 Description

The Biometric Type defines the type and subtype of biometric modality that is being referred to. It is
used in several services. Coding is based on ISO/IEC 19785-3. As the resulting value for type comes from
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a combination of types, a simple integer is used rather than enumeration. The values can be obtained in

ISO/IEC

8.3.4.2

19785-3.

Definitions

— Type — type of biometric data, as defined in ISO/IEC 19785-3.

— Subtype — subtype of biometric data, as defined in ISO/IEC 19785-3.

8.3.4.3
To be pl

Bio
t
IS

8.3.5

8.3.5.1

Biometr
called a
as defin
oriented
ISO/IEC

Annex H
specific

The CBE
referend

8.3.5.2

bir-info A
bdb-info
sb-info —

format-a

MAML 2 £ y -
IOAIVIL apcpul\,atluu
iced in section #/components/schemas:
etricType:
ype: object
Foperties:
biotype:
type: integer
format: int32
subtype:
type: integer
format: int32

CBEFF BIR Type

Description

Simple BIR" or the "Self-identifying, Tag-oriented Complex BIR" patron formats, defined i
19785-3.

| represents these two patron formats in YAML for the direct integration into this OpenAR
htion.

FF BIR Type schema shall be used to represent biometric information. This schema provides
e to CBEFF-BIR representation in YAML.

Definitions

— contains inforfmation about the CBEFF-BIR.

— contains information about the BDB in a simple CBEFF-BIR.

- containsinformation about the security block, if used, in a simple CBEFF-BIR.

wirer — identifies the Patron format owner.

ic information shall be packaged as a biometric information record (BIR) in a CBEFF structur¢
CBEFF-BIR in this document, with the biometrie.data embedded in the biometric data block
ed by ISO/IEC 19785-1. This document requires the use of either the "Self-identifying, Tag-

—

—

(Y]

format-type — identifies the Patron format type.

8.3.5.3

Refer to

86

YAML specification

Annex B.
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8.3.6 CBEFF BIR List Type

8.3.6.1 Description
The CBEFF BIR List Type shall provide a list of CBEFF-BIR elements.

NOTE As an alternative to a BIR List, a complex BIR can be used which contains multiple BIRs/modalities.

8.3.6.2 Definitions

- BIR — CBEFF structure containing biometric data and associated metadata.

§4.3.6.3 YAML specification

To be placed in section #/components/schemas:
CBEFF _BIR ListType:
type: array

items:
Sref: '#/components/schemas/CBEFF BIR Type'

8.4 Candidate Lists

§.4.1 General

(an)

andidate lists are returned in the response to a biometric identification request. IAVS defines two
ata types to represent candidate lists. The Candidate Type shall represent a single candidate| and the
andidate List Type shall represent a set or list of.carididates.

O QL

8.4.2 Candidate List Type

8.4.2.1 Description

The Candidate List Type defines a/set of candidates, utilizing the Candidate Type to represgnt each
glement in the set.

§.4.2.2 Definitions

—+ Candidate — a single candidate.

§.4.2.3 YAMLspecification

—

0 be placéd'in section #/components/schemas:

CandidateListType:
type: array
items:
Sref: '#/components/schemas/CandidateType"

8.4.3 Candidate Type

8.4.3.1 Description

The Candidate Type defines a single candidate as a possible match in response to a biometric
identification request. The Subject ID is a required element, while the score and biographic data are
optional.
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8.4.3.2 Definitions

— Rank —therankofthe candidate in relation to other candidates for the same biometric identification
operation.

— Subject ID — the identifier of the subject.

— Scorelist (optional) — a list of comparison score(s) and optionally the type and subtype of the
relating biometric.

. ) A I S A 1 h I CENPR | il .l PR T 1.1
- BlO‘g rapriic dld (Oplionudl)] — DIUgLHAdPILIC Udld d5500IdLCU WILIT LIIT T4 UCITTITS CAITUIUdLE.

8.4.3.3 | YAML specification

To be placed in section #/components/schemas:

CanflidateType:
type: object
required:
- rank
- subjectID
pfoperties:
rank:
type: integer
subjectID:
type: string
scorelist:
type: array
items:
type: object
properties:
scores:
type: array
items:
type: number
format: float
biometricType:
Sref: '"#/components/schemas/BiometricType'
required:
- scores
biographicData:
Sref: '"#/components/Sc¢hemas/BiographicDataType'

8.5 Document Data

8.5.1 [General

IAVS indludes metadata about one or more identity documents as well as (optionally) images of scannefd
identity|documents.

8.5.2 Poecument Data List Type

8.5.2.1 Description

The Document Data List Type shall provide a list of documents.

8.5.2.2 Definitions

— Document — data structure containing information about a document and optionally an image of
that document.
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8.5.2.3 YAML specification

To be placed in section #/components/schemas:

DocumentDatalListType:
type: array
items:
Sref: '#/components/schemas/DocumentDataType'

8.5.3 Document Data Type

.5.3.1 Description

he Document Data Type defines a set of document data elements providing informmation a
resented identity document. This type also includes an optional field for an image®f'the docu

.5.3.2 Definitions

Document Category — the type of identity document presented (e.g. passport).

Document ID Number (optional) — the number associated with the.identity document (e.g. |
number).

Document Issuance Country Code (optional) — the 1SO 3166-1 alpha-2 code for the county
issued the document or from within which it was issued.

Document Issuing Organization (optional) — the entity which issued the identity document
Document Issuance Date (optional) — the dateaipon which the identity document was issue

Document Expiration Date (optional) — the-date upon which the identity document is no lon
(expires).

Document Last Name (optional) — the family name of the person to whom the identity d
was issued, as contained within the document itself.

Document First Name (optional] — the first given name of the person to whom the identity d
was issued, as containedwithin the document itself.

Document Middle Name (optional) — the second given name of the person to whom the
document was issuéd, as contained within the document itself.

Document Validity (optional) — the assessed validity of the identity document (e.g. as the
local or onjine validity checks).

Document Validity Text (optional) — details or remarks associated with the assessed vali
description of validity issue).

bout the
ment.

passport

y which

d.

ber valid

bcument

bcument

identity

result of

lity (e.g.

Document Image (optional) — a scanned image of the subject document (e.g. passport pictu

re page).

8.5.3.3 YAML specification

To be placed in section #/components/schemas:

DocumentDataType:
type: object
properties:
category:
type: string
idNumber:
type: string
issuanceCountryCode:
type: string
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[}

8.6 C(Cgpabilities

Implem¢nting systems will have various capabilities to support [AVS ‘services. These capabilitigs

include

processing options for the aggregate services, supported biographjeformats, etc. IAVS defines two data
types tq represent these capabilities. The Capability Type shalkpepresent a single capability, and the
Capabilify List Type shall represent a set of capabilities.

8.6.1

8.6.1.1

The Capability List Type defines a set of capabilities, utilizing the Capability Type to represent each

element

8.6.1.2

— Cap

8.6.1.3
To be pl

Cap
t
i

8.6.2

8.6.2.1

The Cap

issuingOrganization:
type: string
issuanceDate:
type: string
expirationDate:
type: string
lastName:
type: string
firstName:
type: string
middleName:
type: string
validity:
type: string
validityText:
type: boolean
image:
type: string
format: byte
bquired:
- category

nformation on supported biometric comparison capabilities, (supported galleries, supported

Capability List Type

Description

in the set.

Definitions

nbility — a single capability.

YAML specification

ced in section#/components/schemas:

bbilityLisPFype:

ype: arfay

Fems :

Sref\ "'#/components/schemas/CapabilityType'

Capability Type

Description

ability Type defines a single capability supported by an implementing system. Each supported

capability shall be identified by a Capability Name. Some supported capabilities will have an associated
Capability Value (e.g. supported galleries will have a Gallery ID value), while others will not (e.g.

biometr

8.6.2.2

ic comparison support for a specific biometric type).

Definitions

— Capability Name — the name of the capability, as defined by the implementing system.
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— Capability ID (optional) — an identifier assigned to the capability by the implementing system.
— Capability Description (optional) — a description of the capability.

— Capability Value (optional) — a value assigned to the capability.

— Capability Supporting Value (optional) — a secondary value supporting the capability.

— Capability Additional Info (optional) — contains additional information for the supported capability.
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For each capability described in Table 41, the Capability Name shall be set to that shown in Column 1.

Table 41 — List of Capability Items

Capability Name Capability Description

AggregatelnputDataOptional A capability information item shall be provided for each data element accepted
as optional input by the implementing system for the aggregate services.

The Capability Value shall be equal to the name of the data element accepted
by the aggregate services.

The Capability Supporting Value shall indicate which aggregate seryices
support the data element, using one or more of the following values;each
separated by a comma:

— "Delete"
— “Enrol”
— “Identify”
—  “Verify”

—  All”

AggregatelnputDataRequired A capability information item shall be-provided for each data element
required as input by the implementing system for the aggregate services

The Capability Value shall be equal to'the name of the data element required
by the aggregate services.

The Capability Supporting Value shall indicate which aggregate services
support the data elementiusing one or more of the following values, each
separated by a comma:

— "Delete"
—  “Enrol”
—  “Identify”
— . “Verify”
= “All”

AggregateProcessingOption A capability information item shall be provided for each processing option
supported by the implementing system for the aggregate services.

The Capability Value shall be equal to the option identifier, or "key" field,
for the Processing Option parameter in the aggregate services.

The Capability Supporting Value shall be equal to the option value, ot
"value" field, for the Processing Option parameter in the aggregate services,
if applicable.

The Capability Additional Info shall indicate which aggregate service$
support the processing option, using one or more of the following valueg,
each separated by a comma:

—  "Delete"

— “Enrol”
— “Identify”
—  “Verify”

— “Retrieve”

_ nAlln
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Table 41 (continued)

Capability Name

Capability Description

AggregateReturnData

A capability information item shall be provided for each data element re-
turned by the implementing system for the aggregate services.

The Capability Value shall be equal to the name of the data element returned
by the aggregate services.

The Capability Supporting Value shall indicate which aggregate services
support the data element, using one or more of the following values, each

separated by a comma:
— "Delete"

—  “Enrol”

— “Identify”
—  “Verify”
— “Retrieve”

_ “All"

fggregateServiceDescription

A capability information item shallNo€ provided for each aggregatg service
supported by the implementingsystem, describing the processing logic of
the aggregate system.

The Capability Value shall contain a description of the processing logic of
the aggregate services;

The Capability Supporting Value shall indicate which aggregate service is
described by thisicapability information item, using one of the fpllowing
values:

— "Delete
— «Enrol”
<< “Identify”
—  “Verify”

— “Retrieve”

BiographicDataSet

A capability information item shall be provided to identify the bipgraphic
data sets supported by the implementing system.

The Capability Value shall contain the name of the supported bipgraphic
data format (e.g. “EFTS” or “NIEM").

The Capability Supporting Value shall contain the version of the sypported
biographic data format.

The Capability Additional Info shall contain the supported biographic data
format type (e.g. ASCII or JSON).

Dk
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supported by the implementing system.
The Capability Value shall contain the format owner.

The Capability Supporting Value shall contain the format type.

ClassificationAlgorithmType

A capability information item shall be provided for each classification
algorithm type supported by the implementing system.

The Capability Value shall be set to the name of the supported classification
algorithm type.
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Table 41 (continued)

Capability Name

Capability Description

ConformanceClass

A capability information item shall be provided to identify the conformance
class of the IAVS implementation (see ISO/IEC 30108-1:2015, Annex A for
more information).

The Capability Value shall be set to one of the following:

— “1” (for Class 1 conformance)

u e Fall la} £ ay
4 l_lUl GIdoS 4 CUINIUT lllallLC)

— “3” (for Class 3 conformance)
— “4” (for Class 4 conformance)
— “5” (for Class 5 conformance)
— “6” (for Class 6 conformance)

— “7” (for Class 7 conformance)

Gallery

A capability information item shall be provided-\for each gallery or poput
lation group supported by the implementingsystem.

The Capability Value shall be equal to the value for the Gallery ID paramt
eter in the Add Subject to Gallery, Delete Biographic Data, Delete Biometrig¢
Data, Delete Subject From Gallery, Identify Subject, Retrieve Biographic Datdq
Retrieve Biometric Data, Retrieve{Document Data, Set Biographic Data, Set
Biometric Data, Set Document-Pata and Verify Subject services.

~

Identity

Model

A capability information tem shall be provided to identify whether th¢
implementing system is(person-centric or encounter-centric based.

The Capability Value'shall be set to one of the following:

— “person”

— ‘“encounter”

Compar

sonAlgorithm

A capability information item shall be provided for each comparison
algorithm vendor and algorithm vendor product ID supported by the imf
plementing system.

The Capability Value shall contain the algorithm vendor.
The Capability Supporting Value shall contain the algorithm vendor product D,

The Capability Additional Info shall be set to the biometric type, as defined
in one of the JSON-coded patron formats ISO/IEC 19785-3, that corresponds$
to the comparison algorithm.

The Capability Description shall contain the software version of the com}
parison algorithm.

Compar

sonScore

A capability information item shall be provided to identify the use of comt
parison scores returned by the implementing system.

The Capability Value shall be set to the end-ol-score-range that signiiies
a match.

The Capability Supporting Value shall be set to the end-of-score-range that
signifies a no-match.

The Capability Additional Info shall be set to the biometric type, as defined
in one of the JSON-coded patron formats ISO/IEC 19785-3, that corresponds
to the comparison score range.
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Table 41 (continued)

Capability Name

Capability Description

QualityAlgorithm

A capability information item shall be provided for each quality algorithm
vendor and algorithm vendor product ID supported by the implementing

system.

The Capability Value shall contain the algorithm vendor.

The Capability Supporting Value shall contain the algorithm vendor product ID.

The {"anahlhfv Additionallnfoshallbhe settothe hiometric fvlr_\n a2

defined

in one ofthe ]SON -coded patron formats ISO/IEC 19785-3, that cOFj
to the quality algorithm.

The Capability Description shall contain the software version of th
algorithm.

esponds

e quality

bupportedBiometric

A capability information item shall be provided for)each biome
supported by the implementing system.

The Capability Value shall be set to the bigteftric type, as define
of the JSON-coded patron formats in ISO/LEC 19785-3 (for exan
biometric type for finger is represented\as “finger”).

The Capability Supporting Value shallindicate if the implementin
supports comparison for the biometric type, using one of the followin

— “1” (identification)
—  “2” (verification)
— “3” (identification and verification)

— “4” (no conmiparison supported)

ric type

d in one
hple, the

> system
gvalues:

TransformOperation

A capabilityinformation item shall be provided for each transform g
type and\transform control combination supported by the implg
system,

Thé-Capability Value shall be equal to the value for the Transform Operation

parameter in the Transform Biometric Data service.

The Capability Supporting Value shall specify the value of the Tr
Control parameter in the Transform Biometric Data service. The
turned may be either a single value or arange of values. Ifarange

isreturned, the Capability Description shall specify additional infd
for the value of the Transform Control parameter. If the Transforr
tion does not support a Transform Control, the Capability Support
shall be set to “NotApplicable”.

peration
menting

ansform
yalue re-
bf values
rmation
n Opera-
ngvalue

§8.6.2.3 YAML specification

—

0 be placed in section #/components/schemas:

Capabll1tyAggregateInputDataOptlonal

A,_y)_u g uu_J =
properties:
name:
type: string

default: AggregatelInputDataOptional

id:

type: string
capabilityDesc:

type: string
value:

type: string
supportingValue:

type: array

items:

enum:
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- 'Delete'
- 'Enrol'
- 'Identify'
- '"Verify'
- 'All!
additionalInfo:
type: string
required:
- name

CapabilityAggregatelnputDataRequired:

type- obiject

pkoperties:
name:
type: string
default: AggregateInputDataRequired

id:
type: string
capabilityDesc:
type: string
value:
type: string
supportingValue:
type: array
items:
enum:
- 'Delete!’
- 'Enrol'
- 'Identify'
- '"Verify'
—_ VAllV
additionalInfo:
type: string
required:
- name

CappbilityAggregateProcessingOption:
type: object
pkoperties:
name:
type: string
default: AggregateProcessingOption

id:

type: string
capabilityDesc:

type: string
value:

type: string
supportingValtesy

type: string
additionalimrfo:
type: array

items\
enum:
- 'Delete'
- '"Enrol'
et
- '"Verify'
- 'Retrieve'
- 'All’
required:
- name

CapabilityAggregateReturnData:
type: object
properties:
name:
type: string
default: AggregateReturnData
id:
type: string
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capabilityDesc:
type: string
value:
type: string
supportingValue:
type: array
items:
enum:
- 'Delete'’
- 'Enrol'
- 'Identify'
= 'Verify!'
- 'Retrieve'
—_ 'Alll
additionalInfo:
type: string
required:
- name

CapabilityAggregateServiceDescription:
type: object
properties:
name :
type: string
default: AggregateServiceDescription

id:
type: string
capabilityDesc:
type: string
value:
type: string
supportingValue:
type: array
items:
enum:
- 'Delete'’
- 'Enrol'
- 'Identify'
- '"Verify'
- 'Retrieve'
additionalInfo:
type: string
required:
- name

CapabilityBiographicDataSet:
type: object
propertiess
name:
typé€:)string
défault: BiographicDataSet

id?
type: string
CapabilityDesc:
type: string
value:

Erpet—a i
supportingValue:
type: string
additionalInfo:
type: string
required:
- name

CapabilityCBEFFPatronFormat:
type: object
properties:
name:
type: string
default: CBEFFPatronFormat
id:
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type: string

capabilityDesc:
type: string
value:
type: string
supportingValue:
type: string
additionalInfo:
type: string
required:
- name
CappbilityClassificationAlgorithmType:

t
p

=

Cap

=

Cap

ype: object

Foperties:
name:

type: string

default: ClassificationAlgorithmType
id:

type: string
capabilityDesc:

type: string
value:

type: string
supportingValue:

type: string
additionalInfo:

type: string
bquired:
- name
bbilityConformanceClass:

ype: object
Foperties:
name :
type: string
default: ConformanceClass
id:
type: string
capabilityDesc:
type: string
value:
enum:
—_ |1|
—_ l2l
—_ V3V
—_ V4V
—_ |5|
supportingValtes
type: string
additionalimrfo:
type: String
bquireds
- name

ploilityGallery:

t

L

P
e T =

properties:

98

name :
type: string
default: Gallery
id:
type: string
capabilityDesc:
type: string
value:
type: string
supportingValue:
type: string
additionalInfo:
type: string
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required:
- name

CapabilityIdentityModel:
type: object
properties:
name :
type: string
default: IdentityModel
id:
type: string

capabilityDesc:

ISO/IEC 30108-2:2023(E)

type: string
value:
enum:

- 'person'

- 'encounter'
supportingValue:
type: string
additionalInfo:
type: string
required:
- name

CapabilityComparisonAlgorithm:
type: object
properties:
name:
type: string

id:
type: string
capabilityDesc:
type: string
value:
type: string
supportingValue:
type: string
additionalInfo:
type: string
required:
- name

CapabilityComparisonSgore:
type: object
properties:
name :
type: stfing
defaulty* ComparisonScore

default: ComparisonAlgorithm

id:
type: string
capabilityDesc:
type: string
value:
type: string
supportingValue:
Erpet—a i
additionalInfo:
type: string
required:
- name

CapabilityQualityAlgorithm:
type: object
properties:
name:
type: string
default: QualityAlgorithm
id:
type: string
capabilityDesc:
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type: string

value:
type: string
supportingValue:
type: string
additionalInfo:
type: string
required:
- name

CapabilitySupportedBiometric:
type- obiject
pkoperties:

name:
type: string
default: SupportedBiometric

id:
type: string

capabilityDesc:
type: string

value:
type: string
supportingValue:
enum:
—_ lll
—_ V2V
_ |3|
—_ |4|
additionalInfo:
type: string
bquired:
- name

-

CappbilityTransformOperation:
type: object
pfoperties:
name:
type: string
default: TransformOperation

id:
type: string
capabilityDesc:
type: string
value:
type: string
supportingValue:
type: string
additionalInfo:
type: string
required:
- name
CappbilityType:
oheOf

- Aréf: '#/components/schemas/CapabilityAggregatelnputDataOptional’
£-5ref: '"#/components/schemas/CapabilityAggregateInputDataRequired'

< £ 1L
TLreTT i

rporent kremas/Capabitityhggregaters singoptton

- $ref: '#/components/schemas/CapabilityAggregateReturnData’

- Sref: '#/components/schemas/CapabilityAggregateServiceDescription'
- Sref: '#/components/schemas/CapabilityBiographicDataSet'

- Sref: '#/components/schemas/CapabilityCBEFFPatronFormat'

- $ref: '#/components/schemas/CapabilityClassificationAlgorithmType'
- Sref: '#/components/schemas/CapabilityConformanceClass'

- Sref: '"#/components/schemas/CapabilityGallery'

- Sref: '"#/components/schemas/CapabilityIdentityModel'

- $ref: '#/components/schemas/CapabilityComparisonAlgorithm'’

- $ref: '#/components/schemas/CapabilityComparisonScore'

- Sref: '"#/components/schemas/CapabilityQualityAlgorithm'

- $ref: '#/components/schemas/CapabilitySupportedBiometric'

- $ref: '"#/components/schemas/CapabilityTransformOperation’
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8.7 Fusion Information

8.7.1 Introduction

Fusion information is sent as input to fusion services. IAVS defines two data types to represent fusion
information. The Fusion Information Type shall represent a single set of fusion information, and the
Fusion Information List Type shall represent a set or list of fusion information elements.

8.7.2 Fusion Identity List Type

§.7.2.1 Description

—

he Fusion Identity List Type shall contain fusion input elements for one or more idéntities, utilizing
he Fusion Information List Type to represent a single set of fusion information for.each identitjy.

—

§.7.2.2 Definitions

— Fusion Identity — a set of fusion information for a single identity.

8.7.2.3 YAML specification

—]

0 be placed in section #/components/schemas:

FusionIdentityListType:
type: array
items:
Sref: '#/components/schemas/FusionInformationListType'
minltems: 1

§.7.3 Fusion Information List Type

§.7.3.1 Description

=]

he Fusion Information List Type(shall contain at a minimum two sets of fusion input elements, utilizing
he Fusion Information Type to represent a single set of fusion information.

—

8.7.3.2 Definitions

— Fusion Element & a'set of fusion information.

§.7.3.3 YAMIspecification

—

0 be placed'in section #/components/schemas:

FugionInformationListType:
type: array
items:
Sref: '#/components/schemas/FusionInformationType'
minItems: 2

8.7.4 Fusion Information Type

8.7.4.1 Description

The Fusion Information Type represents the information necessary to perform a fusion operation. It
shall include the biometric type and subtype, if applicable, for which the biometric comparison was
performed, the comparison algorithm identifying information, and either a score (for score-level fusion)
or a decision (for decision-level fusion).

© ISO/IEC 2023 - All rights reserved 101


https://standardsiso.com/api/?name=ff25e679671d5066bca25f971fef7051

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Symbols and abbreviated terms 
	5 Conformance 
	6 System context 
	7 Identity assurance services 
	7.1 General 
	7.2 Primitive services 
	7.2.1 Introduction 
	7.2.2 Add Subject To Gallery 
	7.2.3 Check Quality 
	7.2.4 Classify Biometric Data 
	7.2.5 Create Encounter 
	7.2.6 Create Subject 
	7.2.7 Delete Biographic Data 
	7.2.8 Delete Biometric Data 
	7.2.9 Delete Document Data 
	7.2.10 Delete Encounter 
	7.2.11 Delete Subject 
	7.2.12 Delete Subject From Gallery 
	7.2.13 Get Identify Subject Results 
	7.2.14 Identify Subject 
	7.2.15 List Biographic Data 
	7.2.16 List Biometric Data 
	7.2.17 List Document Data 
	7.2.18 Perform Fusion 
	7.2.19 Query Capabilities 
	7.2.20 Retrieve Biographic Data 
	7.2.21 Retrieve Biometric Data 
	7.2.22 Retrieve Document Data 
	7.2.23 Set Biographic Data 
	7.2.24 Set Biometric Data 
	7.2.25 Set Document Data 
	7.2.26 Transform Biometric Data 
	7.2.27 Update Biographic Data 
	7.2.28 Update Biometric Data 
	7.2.29 Update Document Data 
	7.2.30 Verify Subject 

	7.3 Aggregated Services 
	7.3.1 Delete 
	7.3.2 Enrol 
	7.3.3 Get Deletion Results 
	7.3.4 Get Enrol Results 
	7.3.5 Get Identify Results 
	7.3.6 Get Update Results 
	7.3.7 Get Verify Results 
	7.3.8 Identify 
	7.3.9 Retrieve Data 
	7.3.10 Update 
	7.3.11 Verify 


	8 Data elements and data types 
	8.1 Introduction 
	8.2 Biographic data 
	8.2.1 General 
	8.2.2 Biographic Data Item Type 
	8.2.3 Biographic Data List Type 
	8.2.4 Biographic Data Set Type 
	8.2.5 Biographic Data Type 

	8.3 Biometric Data 
	8.3.1 General 
	8.3.2 Biometric Data Element Type 
	8.3.3 Biometric Data List Type 
	8.3.4 Biometric Type 
	8.3.5 CBEFF BIR Type 
	8.3.6 CBEFF BIR List Type 

	8.4 Candidate Lists 
	8.4.1 General 
	8.4.2 Candidate List Type 
	8.4.3 Candidate Type 

	8.5 Document Data 
	8.5.1 General 
	8.5.2 Document Data List Type 
	8.5.3 Document Data Type 

	8.6 Capabilities 
	8.6.1 Capability List Type 
	8.6.2 Capability Type 

	8.7 Fusion Information 
	8.7.1 Introduction 
	8.7.2 Fusion Identity List Type 
	8.7.3 Fusion Information List Type 
	8.7.4 Fusion Information Type 

	8.8 Other Data Types 
	8.8.1 Encounter Category Type 
	8.8.2 Encounter List Type 
	8.8.3 Information Type 
	8.8.4 List Filter Type 
	8.8.5 Option Type 
	8.8.6 Processing Options Type 
	8.8.7 Token Type 


	9 Error handling and notification 
	9.1 Introduction 
	9.2 Generic HTTP responses 
	9.3 Error condition codes 
	9.4 YAML specification 

	10 Security 
	Annex A (normative)  OpenAPI™ specification in YAML 
	Annex B (normative)  CBEFF Patron Format in YAML 
	Bibliography 

