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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

echnical
echnical
national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. In the field of information technology, ISO and TEC have established a joint technical co

mittee,

p—

50/1EC JTC 1.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in-d¢¢ordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development\of the document will |
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

dssessment, as well as information about ISO’s adherence to the WTO principles in the T
Harriers to Trade (TBT) see the following URL: Foreword - Supplementary information

—

he committee responsible for this document is ISO/IEC JTC 1, Information technology, Subco
SC 37, Biometrics.

Yt

50/IEC 30108 consists of the following parts, under the general title Information techn
iometric Identity Assurance Services:

(wl

— Part 1: BIAS Services

This corrected version of ISQ/IEC 30108-1:2015 incorporates the following corrections pl
hinor editorial modifications.

=

Table A.1: The following rows were missing and have been added to the end of the table:
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Introduction

This part of ISO/IEC 30108 defines the architecture, operations, data elements, and basic requi

rements

for biometric identity assurance services - a framework for the implementation of generic, biometric-

based identity services within a services-oriented environment. An identity in the context
comprises a subject, biographic data, and biometric data. Other parts are intended to define

of BIAS
specific

BIAS implementations (or bindings) within specific environments, for example, SOAP web services.

BIAS services are generic in nature, being modality neutral, and not targeted at any particular business

plication. These services include those related to identity data management, transformat]

iometric comparison. Services are invoked by a BIAS requester and implemented by a BIAS

rovider (responder). It does not prescribe the architecture or business logic of either thetequ
service provider.

wo categories of identity services are defined - primitive and aggregate. Primitive services g
omic and well-defined, whereas the aggregate services tend to be highef level and enal
flexibility on the part of the BIAS service provider.

—

wo identity models are also defined - person-centric and encountershased. Person-centric

= =3

etains data related to each interaction the subject has with the system.

o |

his part of ISO/IEC 30108 represents a version of BIAS subsé€quent to that previously standar
NCITS and OASIS, therefore, it is denoted as version 2.0.

]

ion, and
service
lester or

re more
le more

systems

haintain a single up-to-date record (set of data) for a given subject, whereas an encounter-based system

dized by

© ISO/IEC 2015 - All rights reserved
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Information technology — Biometric Identity Assurance

Services —

Part 1:

Scope

his part of ISO/IEC 30108 defines biometric services used for identity assurancehat are invo
services-based framework. It provides a generic set of biometric and identity-related funct
ssociated data definitions to allow remote access to biometric services.

he binding of these services to specific frameworks is not included in:this part of ISO/IEC 30
ill be the subject of subsequent parts.

ked over
ons and

108, but

Ithough focused on biometrics, this part of ISO/IEC 30108 wilkneécessarily include support :lor other

lated identity assurance mechanisms such as biographic and decument capabilities. BIAS is
tp be compatible with and used in conjunction with other biometric standards as described in |

ecification of biometric functionality is limited tosremote (backend) services. Services
a client-side application and biometric capture deviées are not within the scope of this
50/1EC 30108.

—

htegration of biometric services as part of an duthentication service or protocol is not within t
f this part of ISO/IEC 30108.

(@)

2 Conformance

oy

nnex A specifies the conformarnce requirements for systems/components claiming conforn
his part of ISO/IEC 30108.

—

3 Normative refervences

—

he following ddeuments, in whole or in part, are normatively referenced in this document
ndispensable~fer its application. For dated references, only the edition cited applies. For
references, the latest edition of the referenced document (including any amendments) applies.

—

IFO/IEC19785-1, Information technology — Common Biometric Exchange Formats Framework -
Datalelement specification

ntended
Clause 3.

between

part of

he scope

nance to

and are
undated

— Part 1:

I"f\ Nnrc 1097 2 L
T,

£ i n L L Val D degar I L I A I L
U/ILG 1770 Irgurnmractort teCrrutoyy — UUTHITIUTT DIUTTICLTNIC CATTIUTIYC "UTTTITULS I'TUITrcWuUrn —

Patron format specifications

4 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

4.1
biometric sample

— Part 3:

analogue or digital representation of biometric characteristics prior to biometric feature extraction

Note 1 to entry: As an example, a record containing the image of a finger is a biometric sample.

© ISO/IEC 2015 - All rights reserved
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4.2

claim to identity

biometric claim

assertion that an individual is or is not the bodily source of a specified or unspecified biometric
reference in an identity assurance system

4.3

encounter

event in which the BIAS requester interacts with a subject (4.11) resulting in data being collected during
or aboutthe encounter

Note 1 t¢ entry: The event may involve collection of biographic, biometric, document, and/or contextual‘data
during aj enrolment or recognition interaction.

4.4
encounfer-centric system

system that supports encounter processing maintaining a one-to-many relationship Getween subject
(4.11) and encounters (4.3) and which does not necessarily contain a single, unique set of informatio
for each|subject

- U

4.5
gallery
group of subjects (4.11) related by a common purpose, designation, or status

EXAMPLE A watch list or a set of subjects entitled to a certain benefit:

4.6
identification

biometric identification
process jof searching against a biometric enrolment database to find and return the biometric referende
identifidr(s) attributable to a single individual

4.7
identity assurance
process jof establishing, determining, and/ek-confirming a subject identity

4.8
merge
combindtion of biometric data during the process of updating an enrolment record

Note 1 td entry: The “merge” operation is implementation specific, however, it may include either adding a ney
sample tp a multi-sample reeord or performing some level of biometric fusion, for example, sample or featur
level fusipn.

D <

4.9
merge
combindtion ef'two or more subject records into a single subject record

4.10
person-centric model

identity model in which a single master record is maintained on a subject (4.11) which is updated over
time when additional, newer, or better biographic, biometric, and/or document information becomes
available and which does not maintain separate historical data records for each system encounter with
the subject

411
subject
person who is known to an identity assurance system

Note 1 to entry: The person may also be a biometric capture subject or biometric data subject, but this is not the
case in all situations.

2 © ISO/IEC 2015 - All rights reserved
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412

verification

biometric verification

process of confirming a biometric claim (4.2) through biometric comparison

Note 1 to entry: Verification is usually performed through a one-to-one comparison in which a biometric sample
(4.1) from one individual (probe) is compared to a biometric reference(s) from one individual to produce a
comparison decision (match/no-match) and optionally, a comparison score.

§—Symbols and abbreviated terms

AFIS Automated Fingerprint Identification System
BIAS Biometric Identity Assurance Services
BIR Biometric Information Record
CBEFF Common Biometric Exchange Formats Framework
LSB Enterprise Service Bus
D Identity/Identification/Identifier
DASIS Organization for the Advancement of Structured Information(Standards
b0A Service-Oriented Architecture
bOAP Simple Object Access Protocol

6 System context

—

his clause provides an overview of Service-Oriented Architectures, the BIAS architecture, and BIAS
mplementation considerations.

—e

o

.1 Service-oriented architectures

ervice-Oriented Architectures are software architectures in which reusable services are deployed
nto application servers and then ¢onsumed by clients in different applications or business piocesses.
hey are intended to decouple'‘tlie implementation of a software service from the interfpce that
alls that service. This allows, clients of a service to rely on a consistent interface regardlegs of the
mplementation technology-of the service [JD]] (see Annex C).

QO — 0 N

Hiometric services are-one of the types of services that can be provided over such a remote interface
h a distributed information system across a collection of networks. This can occur in a 2-tier, B-tier, or
N-tier environment\A diagram of a simple N-tier architecture is shown in Figure 1.

—

© ISO/IEC 2015 - All rights reserved 3
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Presentation Layer

Client
ENeb Bmwselj [ App]ll:atum Other j
m 1 h m Services
L Application Logic Layer
[ Resource Management Layer j

Figure 1 — Simple N-Tier architecture
In this diagram, BIAS services are defined between the application¢logic layer and the resourde
management layer.

Examplgs of biometric resources that are of interest may include/ohe or more of the following:
— Afipgerprint verification server;

— A 1:Niris search engine;

— A fafial biometric watch list;

— A crfiminal or civil automated fingerprint identification system (AFIS);

— A ngme-based biographic identity database;

— An 3archive of biometric identifiers;

— A pgpulation of subjects.

It is desired that a generic sef of services be defined that allows clients to remotely access and manage
these capabilities. To the extent possible, domain specific implementations are to be avoided.

NOTE This part of JSO/IEC 30108 is intended to support a wide variety of application domains which ma

—<

=

Serviceq are Well defined, self-contained modules that provide standard business functionality an
are lnd pendent of the state or context of other serv1ces Services can be easily assembled to form

a¥)

It is not the intention that specific business logic be instantiated within the service definitions - this
logic is more appropriate within the application logic layer - either in the higher level system initiating
the series of requests, or within the middleware [e.g. an enterprise service bus (ESB), workflow
manager, or biometric middleware] as appropriate. To do so would of necessity make the interface less
generic, modular, and flexible and require that the interface be updated each time the logic changed,
defeating one of the primary purposes of the services architecture.

The services to be defined are not targeted at a particular SOA implementation or framework.
Instead, they are defined in such a manner as to be able to be utilised within any such architecture.
This is accomplished by separately defining (in another standard) the bindings to that

4 © ISO/IEC 2015 - All rights reserved
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architecture/implementation. For example, Web services bindings are defined in the OASIS BIAS
Messaging Protocol.

6.2 BIAS architecture
The BIAS architecture consists of the following components:
— BIAS services (interface definition);

— BIAS data (schema definition):

- BIAS bindings (defined outside this standard).

he BIAS services expose a common set of operations to external requesters of thiese opgrations.
hese requesters may be an external system, a Web application, or an intermediary.The BIAS [services
hemselves are platform and language independent. The BIAS services may,be)implemented with
iffering technologies on multiple platforms. For example, OASIS is defining Web services bindings for
he BIAS services.

(i oM |

igure 2 depicts the BIAS services within an application environmentMBIAS services provide basic
iometric functionality as modular and independent operations which can be assembled |n many
ifferent ways to perform and/or support a variety of business processes. BIAS services can be|publicly
xposed directly and/or utilised indirectly in support of a servigesprovider’s own public servicgs.

olleeonlss|

© ISO/IEC 2015 - All rights reserved 5
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Figure 2 — BIAS application environment
6.3 Identity models

Some identity systems are person-centric and others are encounter-centric. That is, some base
transactions on a unique identifier associated with an individual human being while others track

© ISO/IEC 2015 - All rights reserved
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“biometric encounters” which may or may not be linked through such an identifier. Figure 3 provides

context to further explain these concepts.

Encounter #4
Encounter 1D: 4

Encounter #3
Encounter ID: 3 (S5

Timestamp Xa
Subject ID: 1

Lpetated
Bicgraphics
>

Timestamp Xz
Subject 1D 1
.@ Encounter #1
Timastgnr X1 S
Subject ID: l ah«nuri.:a
e

Identity Ldentity
Person-Centric Assurance Encounter-Centric Assurance
¢ One set of information for each Resource e Encounters are grouped)| Resource
subject by the Subject ID
e New information updates and o All encounter inforpiation
replaces any existing information is preserved

Figure 3 — Person-centric and encounter-centric views

Ih a person-centric model, as new data is received for a given subject, it is either added (if it

Iready exist) or replaces previous data (if it already exists). For example, referring to Figure
ihitial enrolment contains biographic data and a set.efifingerprints these are stored. If subsg
photo is received, it is added to the person-centric record. If later new biographic data is

(p.g. new address), it replaces the originally stored data. In this way, the “master” subjec
continuously updated to contain the most.aeécurate, current information with (in general
clusively) no need to retain historical daga? This model is used, for example, in access cont
slystems.

Hoes not
| 3, if the
quently,
received
t record
but not
rol type

n encounter-centric model, in comparison, retains all data received for every interaction with

the subject. Initially, the subject(record is created and populated with enrolment data (for ¢xample,
fingerprint, facial photo, and biographic data as shown in Figure 3). Subsequently, if new finjgerprint

ach encounter. Thismodel is used, for example, in case management type systems.

XAMPLE Ina border management system, a person is enroled in the system the first time they

eration(s), This represents the first encounter. Subsequently, when the person crosses the border in t
their passport number is used as a claim of identity, a verification of that identity is performed, as w
iflentification operations. Biometric and biographic data collected during this interaction is retained a
separately identified encounter (see Annex D for additional use cases).

ata is captured for that subject (during an interaction event, or encounter), a new encounter iy created

ntaining all data obtained.during that encounter. The system now has two encounters for thaf subject.
ater, in a third encounter, fingerprint and biographic data is captured and stored, in additign to the
ata previously stored-in encounters one and two. Encounter IDs, unique to a subject, are assigned to

enter the

cpuntry. A stibject is created and biometric and biographic data are set, following any required iden}tification

e future,
1l as any
5 another

Encounters can be classified as either enrolment or recognition encounters. Figure 4 depicts an

example

in which both biographic and biometric data are submitted during different types of encounters.

Diagrams for additional scenarios are found in Annex D.

© ISO/IEC 2015 - All rights reserved
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i Set Biographic Data

! Biographic
Data 1

(Enrolment)

Set Biometric Data“:

Set Bi hic Dat Set Biometric Data \‘:
! ¢l Blographic ata Biometric Data|

! Biographic 2
______________ R ' Data 2 (Enrolment)
1 (Enrolment)

Biometric Data| '@ :
1 . i Set Biometric Data
(Enrolment) | i Encounter ID i Biometric Data
. ! (Recognition)

Matcher
DB

NOTE Encounter type may be set using the Create Encounter operation. In addition, the Purpose fiel
within tHe CBEFF header may be set to indicate this (see 8:2 for more information on biometric data).

6.4 Identity databases

Biometrjic systems frequently include bothiamaster database as well as a comparison engine databasg.
The former is used to store all identity“information (including encounter information). The latte
howevet, usually contains a single._set ‘of biometric reference data, even within an encounter-base
system and minimal, if any, biographic data. Systems use various schemes to determine which data t
include within the biometric engines and when that data is updated. Figure 5 provides an example d
how thefge databases may exist within a BIAS implementation. This is not always the case; however, a
in some [systems the masteriand comparison engine databases may be one and the same.

Within this part of ISO/IEC 30108, all services (with the exception of comparison services, such a
IdentifySubject) operate upon the master database unless otherwise stated, with any associate

Encounter ID

______________ =52

=50

Encounter ID

Subject ID
=10001

Figure 4 — Example of encounter types

[oN

h = O T

D = wn

updates|to the cemparison engine databases (when separate) left to the policies of the BIAS servid
provider.
8 © ISO/IEC 2015 - All rights reserved
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BIAS Requests

|’ BIAS RespansesT

Web Application Service Layer

Biometric Identity system

(BIAS Service Provider)
Master Identity

015(E)

Database
Manages databases, galleries, and encounters.
Responsible for synchronization.
May be partitioned
into galleries.
Matcher #1 Matcher #2 Typically contains
encounter data (if any).
Matcher #1 Matcher #2

Database Database

Typically unaware of encounters.
May or may not be aware of galleries.

Figure 5 — Example master/engine database implementation

XAMPLE In the previous border management example fingerprint, face, and iris biometric data is
n the first encounter. All information is stored in the master database. Additionally, selected fingerprin
ata are processed into templates and stored within‘the appropriate comparison engine database. D
econd encounter, only the data required for verification and identification is collected, and this data
in the master database. Templates are generatéd and used to perform the comparison operations.

service provider policy, following successful vetification, it is found that the left index and ring fingerp
of better quality than those collected during.the first encounter and the engine database is updated wj
fingerprints (replacing the original templates).

©w Q. O I

6.5 BIAS implementation considerations (informative)

Hiometric services and thé applications which use them, particularly in an identity assurance
ave unique characteristics which are summarised below:

=

-+ Some services.edan be performed very quickly while others (such as a 1:N identification
large population) can take considerable time (on the order of hours) to complete. There
interfacesshould support both synchronous and asynchronous operations;

-1 Biométric operations may be singular or multi-biometric.

Hiometric data is in nearly all cases considered personal information and thus privacy prot

icollected
t and iris
iring the
is stored
Based on
rints are
ith these

context,

within a
fore, the

pction is

311ways a consideration.

— Before a biometric, biographic and/or document data transaction occurs between two different
entities, the terms and conditions of the use of the data should be negotiated and made transparent.

The following questions may be addressed:

— Who will be the recipient of the data to be shared?

— For what purpose(s) can the recipient use this data?

— Who/what authorises this data to be shared with the recipient for this purpose?
— How long may the recipient retain the data?

— How must data be destroyed at the end of a retention period?
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— May the recipient share this data with other entities? If so, with whom? For what purpose(s)?
How long may the third party retain the data?

— Arecipient would later have to understand what they are accepting and the terms and conditions of
the agreement.

NOTE Implementers may consider implementation of a Biometric Policy (BP) and/or Biometric Practice
Statement (BPSO as defined in ISO 19092. A BP is a set of rules that specify the applicability of biometric
information for use by a class of applications or community that share common security and privacy requirements.
A BP may be used to control access to blometrlc mformatlon by an entlty actlng in some role or for some purpose
(e.g. infor
during tHe biometric lnformatlon life cycle, mcludmg business, legal, regulatory, and techmcal con51derat10ns fdr
informatjon sharing and exchange.

Securityf is important for any kind of SOA. As in the case of privacy protection, before a biometrig,
biographic and/or document data transaction occurs between two different entities,~the security
charactgristics provided by the BIAS implementation should be known.

For the purposes of data integrity and quality assurance, a capability for creation‘of a chain of custodly
should Be created to track events, changes, and transfers of data. For example, the deletion of datp
should He tracked and logged.

NOTE Organization management should require that formal mechanisms” be used to document and
report blometric system events, including system malfunctions and other GSecurity incidents, and addition,
modificafions, deletions, and transfers of data. Incident management‘results and metrics gathered from
biometrif systems event journals should be used in a periodic review process that causes security controls to be
re-evalugted over time. An on-going, systematic approach to reviews.should inform the continuous improvemert
of the bigmetric information management system over time.

Method§ for service level monitoring and compliance with~agreed-upon service level agreements maly
be critidal to requesters and implementers. Terms and:conditions for these capabilities may need to b
negotiated.

D

7 Bidmetric Identity Assurance Senvices

This clapise defines two categories of BIAS services, primitive and aggregate. Primitive services ar
lower-lejvel operations that are usedito-request a specific capability. Aggregate services operate at
higher-level, performing a sequeneetof primitive operations in a single request. (An example of suc
a sequence would be a negative search where a 1:N identification which results in no matches bein
found i§ immediately followed, by the addition of the biometric sample into that search population
Implemg¢nters are not restricted to one or the other but may provide (and requesters use) a mixture (
both primitive and aggrégate types.

08 = © O

— —

Aggregdte services.dg not have to utilize primitive services.

7.1 BIAS interface XML schema

A goal fqrthis BIAS Standard is to be as language and protocol independent as possible. To that end, thie
services are specified using a simple XML schema as defined below.

<?xml version = "1.0" encoding="utf-8" ?>
<xs:schema id="BIAS Interface" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:complexType name="InterfaceType">
<xs:sequence>
<xs:element name="parameter" type="ParameterType"
minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="name" type="xs:string" use="required" />
</xs:complexType>
<xs:complexType name="ParameterType">
<xs:attribute name="name" type="xs:string" use="required" />
<xs:attribute name="type" type="xs:string" use="required" />
<xs:attribute name="direction" type="DirectionType" use="required" />
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<xs:attribute name="use" type="UseType" use="optional"
default="required" />
</xs:complexType>
<xs:simpleType name="DirectionType">
<xs:restriction base="xs:string">
<xs:enumeration value="in" />
<xs:enumeration value="out" />
<xs:enumeration value="inout" />
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="UseType">
s-restriction base="xgs-string"

<xs:enumeration value="required" />
<xs:enumeration value="optional" />
<xs:enumeration value="conditional" />
</xs:restriction>
</xs:simpleType>
<xs:element name="interface" type="InterfaceType"></xs:element>
/xs:schema>

Hach service is identified by an <interface> tag and must include a name attribute. Service par
re identified by a <parameter> tag and must include a name, type, and direction attribute. The
tribute specifies whether the parameter is an input parameter (inJy/,an output paramet|

arameter is required, optional, or conditional. If the parameter isenditional, the service deq
hust identify the conditions.

==

1.2 Primitive services

(wwl

[AS specifies the following set of primitive services.

71.2.1 Add Subject To Gallery

interface name="AddSubjectToGallery">
<parameter name="GalleryID" type="x§'string" direction="in" />
<parameter name="SubjectID" types"™xs:string" direction="in" />
<parameter name="IdentityClain'
type="xs:string" directdon="in" use="optional" />
<parameter name="EncounterADV
type="xs:string" diréction="in" use="conditional" />
<parameter name="Return¥ type="xs:unsignedLong" direction="out" />
/interface>

.2.1.1 Description

The Add Subject To-Gallery service shall register a subject to a given gallery or population g
n optional paramieter, the value of the claim to identity by which the subject is known to thg
ay be specified. This claim to identity shall be unique across the gallery. If no claim to id
specified, thersubject ID (assigned with the Create Subject service) shall be used as the claim to

dditionally, in the encounter-centric model, the encounter ID associated with the subject’s bi
that willbe added to the gallery shall be specified.

ameters
lirection
er (out),

dr an input/output parameter (inout). Parameters may also include-a use attribute to indicdte if the

cription

roup. As
b gallery
entity is
identity.
metrics

OTE In the BIAS model, the creation and management of galleries are the responsibility of th|

e service

provider implementation. Services are not exposed to the requester for this purpose.

7.2.1.2 Parameters
Gallery ID (input) - the identifier of the gallery or population group to which the subject will be
Subject ID (input) - the identifier of the subject

Identity Claim (input, optional) - the identifier by which the subject is known to the gallery

added

Encounter ID (input, conditional) - the identifier of the encounter, required for encounter-centric models

Return (output) - return value indicating success or specifying a particular error condition

© ISO/IEC 2015 - All rights reserved

11


https://standardsiso.com/api/?name=d33d6352cc64fff1c937fdb10ee506ff

ISO/IEC 30108-1:2015(E)

7.2.1.3

Return codes

The Add Subject To Gallery service may return any of the return codes defined in Clause 9.

7.2.2 Check Quality

<interface name="CheckQuality">
<parameter name="BIR"

type="CBEFF BIR Type" direction="in" use="conditional" />

<parameter name="SubjectID"

1 LTI 1] 1 11

<par
<par

<par
<par

<par
</inter

7.2.2.1

The Che|
a biome
structur
vendor {
algorith
algorith
shall pr
biometr

NOTE
identifiel

7.2.2.2

e e e et ey orrettoret
bmeter name="AlgorithmVendor"

type="xs:string" direction="inout" use="optional" />

bmeter name="AlgorithmVendorProductID"

type="xs:string" direction="inout" use="conditional" />

bmeter name="Return" type="xs:unsignedLong" direction="out" />
bmeter name="QualityScore"

type="iso-1ecl19785-3-7:Quality" direction="out" />

bmeter name="AlgorithmVersion" type="xs:string" direction="out" />
Face>

Description

=

ck Quality service shall return a quality score for a given biometricer a specified subject. Eithd
[ric sample or a subject ID shall be provided. The biometric inpit is provided in a CBEFF bas
e or CBEFF record, which in this part of ISO/IEC 30108 is ealled a CBEFF-BIR. The algorith
ind algorithm vendor product ID may be optionally provided in order to request a particuldr
n’s use in calculating the biometric quality. If an algerithm vendor is provided, then t
m vendor product ID is required. If no algorithm vendor is provided, the implementing syster
pvide the algorithm vendor and algorithm vendor product ID that were used to calculate th|
c quality as output parameters.

@)

[CHR=]

[¢)

Algorithm Vendors are registered with the ISQ;Biometric Registration Authority and assigned uniqu
sas defined in ISO/IEC 19785-2. Algorithm Product IDs are assigned by the registered algorithm vendo

]

Parameters

D

BIR (inp

is to be ]IDetermined; required if no Subject ID is provided

Subject

Algorith
determi

Algorith
to deter

Return (|

it, conditional) - data structure e@ntaining a single biometric sample for which a quality scor

(input, conditional) - theidentifier of the subject; required if no BIR is provided

m Vendor (input, optional / output) - the identifier of the vendor of the quality algorithm used tp
he the quality

m Vendor Prdduct ID (input, conditional / output) - the vendor assigned ID for the algorithm usefd
mine the quality; required as input if algorithm vendor is provided

butput)- return value indicating success or specifying a particular error condition

Quality

bcare (output) - the quality of the biometric, as defined by the Quality type in the XML Patrop

Format specified in ISO/IEC 19785-3

Algorithm Version (output) - the version of the algorithm used to determine the quality

7.2.2.3
The Che

12

Return codes

ck Quality service may return any of the return codes defined in Clause 9.
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7.2.3 Classify Biometric Data

<interface name="ClassifyBiometricData">
<parameter name="BIR" type="CBEFF BIR Type" direction="in" />
<parameter name="ClassificationAlgorithmType"
type="xs:string" direction="inout" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
<parameter name="Classification" type="xs:string" direction="out" />
</interface>

7.2.3.1 Description

The Classify Biometric Data service shall attempt to classify a biometric sample. For, €xample, a
fingerprint biometric sample may be classified as a whorl, loop, or arch (or other classification classes
jnd sub-classes). The types of classification algorithms and classes are not specified here, rather they

re left for the implementing system to define. If no classification algorithm is input, then the BIAS
service provider will make the selection.

1.2.3.2 Parameters

IR (input) - data structure containing a single biometric sample for which the classification| is to be
etermined

o. 3

~

lassification Algorithm Type (input, optional / output) - identifies the type of classification algorithm
b be used (input) and that was used (output) to perform theclassification (e.g. for fingerprints, Henry
|assification)

ot

>l

eturn (output) - return value indicating success or specifying a particular error condition

o

lassification (output) - the result of the classification

7.2.3.3 Return codes

The Classify Biometric Data service may yeturn any of the return codes defined in Clause 9.

1.2.4 Create Encounter

interface name="CreateEncgunter">
<parameter name="Subje€BID" type="xs:string" direction="in" />
<parameter name="EneounterType" type="EncounterCategoryType" direction="in" />
<parameter name="EncounterID"
type="xs:string" direction="inout" use="optional" />
<parameter namé&=)'Return" type="xs:unsignedLong" direction="out" />
/interface>

.2.4.1 Description

The Create Encounter service shall, for the specified subject, create a new encounter record and g4ssociate
%n encounter ID to that record. If not provided by the requester, the Create Encounter servjice shall

enérate an encounter ID that uniquely identifies the encounter within the subject record in the $ystem.

NOTE Typically the BIAS service provider will assign the encounter ID. In the event that the requester
assigns the encounter ID, it shall be used unless it duplicates an existing encounter ID in which case an error shall
be returned.

The Create Encounter service is performed prior to a Set Biographic Data, Set Biometric Data, or Set
Document Data operation.

NOTE When in encounter mode, for comparison operations, it is not necessary to explicitly create an
encounter. The BIAS service provider will create the encounter and will set the encounter type to “recognition”.

7.2.4.2 Parameters

Subject ID (input) - the identifier of the subject
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Encounter Type (input) - the category of encounter

Encount

er ID (input, optional / output) - the identifier of the encounter

Return (output) - return value indicating success or specifying a particular error condition

7.2.4.3

Return Codes

The Create Encounter service may return any of the return codes defined in Clause 9.

7.2.5
<interf
<par

<par
</inter

7.2.5.1

The Cre
The Cre

NOTE

7.2.5.2

Return (|

Create Subject
hce name="CreateSubject">
bmeter name="Return" type="xs:unsignedLong" direction="out" />

bmeter name="SubjectID" type="xs:string" direction="out" />
Face>

Description

When cross-system uniqueness is required, UUIDs should be used forSubject IDs.

Parameters

butput) - return value indicating success or specifyinga particular error condition

Subject ID (output) - the identifier of the subject

7.2.5.3
The Cre

7.2.6

<interf
<par
<par
<par

<par
</inter

7.2.6.1

The Dele
record. |
a given

it is null

Return codes

nte Subject service may return any of the return codes defined in Clause 9.

Delete Biographic Data

hbce name="DeleteBiographicData">
bmeter name="SubjectID" ifype="xs:string" direction="in" />
bmeter name="GalleryID? type="xs:string" direction="in" use="optional" />
bmeter name="EncountegrLD"
type="xs:string", direction="in" use="conditional" />

bmeter name="Return! type="xs:unsignedLong" direction="out" />
Face>

Description

ite Subject service shall create a new subject record and associate a subject ID to that recorg
ite Subject service shall generate a subject ID that uniquely identifies thie"subject in the systenj.

pte Biographic Data service shall erase all of the biographic data associated with a given subjeqd
n the eneounter-centric model the service shall erase all of the biographic data associated wit
encaunter, and therefore the encounter ID shall be specified. If no encounter ID is specified, g

l.

t
h
r

(Y]

biggraphic data will be removed from all encounters. If a gallery is specified, biographic dat]

will be

eleted Irom that gallery only. when deleting data, bIAS Implementations may completely erase

the information in order to prevent the ability to reconstruct a record in whole or in part, or they may

track an

7.2.6.2

d record the deleted information for auditing and/or quality control purposes.

Parameters

Subject ID (input) - the identifier of the subject

Gallery ID (input, optional) - the identifier of the gallery or population group from which the biographic
information will be deleted

Encounter ID (input, conditional) - the identifier of the encounter, required for encounter-centric models

14

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=d33d6352cc64fff1c937fdb10ee506ff

ISO/IEC 30108-1:2015(E)

Return (output) - return value indicating success or specifying a particular error condition

7.2.6.3 Return codes

The Delete Biographic Data service may return any of the return codes defined in Clause 9.

7.2.7 Delete Biometric Data

<interface name="DeleteBiometricData">
parameter name="SubljectTD" type=" string” direction="4n"
<parameter name="GalleryID" type="xs:string" direction="in" use="optional" />
<parameter name="EncounterID"
type="xs:string" direction="in" use="conditional" />
<parameter name="BiometricType"
type="iso-1iecl19785-3-7:Multiple-types" direction="in" use="optional“ />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
/interface>

.2.7.1 Description

he Delete Biometric Data service shall remove biometric data from.a given subject record. In the
ncounter-centric model, the encounter ID shall be specified. If no €ncounter ID is specified, or it is
ull, biometric data will be removed from all encounters. If a gallery7is specified, biometric datp will be
eleted from that gallery only. If a biometric type(s) is specified,‘then only biometric data of that type
hall be deleted. When deleting data, BIAS implementations¢may completely erase the information in
rder to prevent the ability to reconstruct a record in whol€ or'in part, or they may track and record the
eleted information for auditing and/or quality control pufposes.

Q.0 U o = O =

1

.2.7.2 Parameters

A

ubject ID (input) - the identifier of the subject

[on)

allery ID (input, optional) - the identifier of the gallery or population group from which the bjometric
information will be deleted

Bncounter ID (input, conditional) - the-identifier of the encounter, required for encounter-centri¢ models

Riometric Type (input, optional) — the type of biological or behavioural data to delete, as defingd by the
Nlultiple-types type in the XML Patron Format specified in ISO/IEC 19785-3

Return (output) - return value indicating success or specifying a particular error condition

7.2.7.3 Returnf€odes

The Delete Biometric Data service may return any of the return codes defined in Clause 9.

1.2.8 . ‘Delete Document Data

itterface name="DeleteDocumentData'">

e T
TTD

= 1 PR nooJ e TR 1]
TYD SeToCTIig ST eCT IO TIT

tJClLCUHCtCL 1TTAITT "SubJ‘ o
<parameter name="EncounterID"

type="xs:string" direction="in" use="conditional" />
<parameter name="DocumentCategory"

type="xs:string" direction="in" use="optional" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
</interface>

7.2.8.1 Description
The Delete Document Data service shall erase all of the document data of the specified category(ies)
associated with a given subject record. In the encounter-centric model the service shall erase all of the

document data associated with a given encounter, and therefore the encounter ID shall be specified.
If no encounter ID is specified, or it is null, document data will be removed from all encounters. If
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no categories are specified, then all categories (for the specified encounters) shall be deleted. When
deleting data, BIAS implementations may completely erase the information in order to prevent the
ability to reconstruct a record in whole or in part, or they may track and record the deleted information
for auditing and/or quality control purposes.

7.2.8.2 Parameters

Subject ID (input) - the identifier of the subject

EncounterlD (inpllf r‘nnriih'nnnl) =the identifier of the encounter, rpr}nirm‘] for encounter-centric models

Document Category (input, optional) — the category(ies) of the identity documents to be retrieved

Return (putput) - return value indicating success or specifying a particular error condition

7.2.8.3 | Return Codes

The Delgete Document Data service may return any of the return codes defined in€lause 9.

7.2.9 Pelete Encounter

<interfpce name="DeleteEncounter">
<parpmeter name="SubjectID" type="xs:string" direction="in"(/>
<parpmeter name="EncounterID" type="xs:string" directionZ¥in" />
<parpmeter name="Return" type="xs:unsignedLong" directiQnF"out" />
</interface>

7.2.9.1 | Description

The Delete Encounter service shall delete an existing encounter record from the system. When deleting
an encounter, BIAS implementations may completely: erase the encounter information in order tp
prevent[the ability to reconstruct a record or records’in whole or in part, or they may track and record
the deleted information for auditing and/or quality'control purposes.

7.2.9.2 | Parameters
Subject ID (input) - the identifier of the subject
Encountgr ID (input) - the identifiér of the encounter

Return (putput) - return value indicating success or specifying a particular error condition

7.2.9.3 | Return Codes

The Delete Encounter service may return any of the return codes defined in Clause 9.

7.2.10 PeleteSubject

<interfhce/ name="DeleteSubject">
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
</interface>

7.2.10.1 Description

The Delete Subject service shall delete an existing subject record and, in an encounter-centric model,
any associated encounter information from the system. This service shall also remove the subject from
any registered galleries. When deleting a subject, BIAS implementations may completely erase the
subject information in order to prevent the ability to reconstruct a record or records in whole or in part,
or they may track and record the deleted information for auditing and/or quality control purposes.
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7.2.10.2 Parameters
Subject ID (input) - the identifier of the subject

Return (output) - return value indicating success or specifying a particular error condition

7.2.10.3 Return Codes

The Delete Subject service may return any of the return codes defined in Clause 9.

7-2.11 Delete Subject From Gallery

interface name="DeleteSubjectFromGallery">
<parameter name="GalleryID" type="xs:string" direction="in" />
<parameter name="SubjectID"
type="xs:string" direction="in" use="conditional" />
<parameter name="IdentityClaim"
type="xs:string" direction="in" use="conditional" />
parameter name="Return" type="xs:unsignedLong" direction="out" /»
/interface>

71.2.11.1 Description

—

he Delete Subject From Gallery service shall remove the registration of a subject from a gallery or
opulation group. The subject shall be identified by either the subject ID or the claim to idenfity that
Vas specified in the Add Subject To Gallery service.

=

1.2.11.2 Parameters

[on)

allery ID (input) - the identifier of the gallery or pepulation group from which the subject will be¢ deleted

(0

ubject ID (input, conditional) - the identifier of‘the subject; required if an identity claim is not grovided

~

Hentity Claim (input, conditional) - the identifier by which the subject is known to the gallery; required
Fa subject ID is not provided

—

=3

eturn (output) - return value indicating success or specifying a particular error condition

7.2.11.3 Return Codes

The Delete Subject Fron Gallery service may return any of the return codes defined in Clause|9.

71.2.12 Get Identify Subject Results

interface ndme="GetIdentifySubjectResults">
<paramefér name="Token" type="TokenType" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
<parameter name="CandidateList" type="CandidatelListType" direction="out" />
/interface>

212 1 neccriptinn

The Get Identify Subject Results service shall retrieve the identification results for the specified token.
This service is used in conjunction with the Identify Subject service. If the Identify Subject service
is implemented as an asynchronous service, the implementing system returns a token, and the Get
Identify Subject Results service is used to poll for the results of the original Identify Subject request.

7.2.12.2 Parameters
Token (input) - a value used to retrieve the results of the Identify Subject request

Return (output) - return value indicating success or specifying a particular error condition
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Candidate List (output) — a rank-ordered list of candidates that have a likelihood of matching the input
biometric sample

7.2.12.3 Return Codes

The Get

Identify Subject Results service may return any of the return codes defined in Clause 9.

7.2.13 Identify Subject

<interf

=T o~ oo el
Ea oz

<par
<par

<par
<par
<par
<par

<par

</inter

7.2.13.1

The Idei
biometr

If the Id
immedi3
service

which if
Subject

The candidate list shall include only those candidates whose comparison score exceeds a systen

defined
candida

the last

NOTE
encountg

7.2.13.2

Gallery |
this par
be forw
used in

Gallery

fal
ot TEYTEeT

bmeter name="GalleryID" type="xs:string" direction="in" use="optional" />
bmeter name="Gallery "

type="CandidateListType" direction="in" use="optional" />
bmeter name="BIR" type="CBEFF BIR Type" direction="in" />
bmeter name="MaxListSize" type="xs:positivelInteger" direction="in" />
bmeter name="Return" type="xs:unsignedLong" direction="out" />
bmeter name="CandidateList"

type="CandidateListType" direction="out" use="conditional" />
bmeter name="Token"

type="TokenType" direction="out" use="conditional" />
Face>

Description

ntify Subject service shall perform an identification search against a given gallery for a give
c type, returning a rank-ordered candidate list of a given makimum size.

=}

—

entify Subject service is implemented as a synchronous service, the implementing system sha
itely process the request and return the results in¢the candidate list. If the Identify Subjed
s implemented as an asynchronous service, the gmplementing system shall return a tokern,
an indication that the request is being handled asynchronously. In this case, the Get Identify
Results service shall be used to poll for the results of the Identify Subject request.

o~

threshold, thus indicating a likely match with the subject. In the event that there are more
fes than the requested Max List Size; the system shall determine which candidate is included i
bosition in the candidate list.

—

When in encounter mode,.fox comparison operations, it is not necessary to explicitly create a|
r. The BIAS service provider will create the encounter and will set the encounter type to “recognition”

=]

Parameters

D (input, optiondl) - the identifier of the gallery or population group which will be searched;
hmeter may dlso’be used to identify an external system where the identification request shoul
irded, if thig-capability is supported by the implementing system. This parameter shall not b
fonjunctien with Gallery

D =

input,' optional) - a list of BIRs that shall be used instead of a stored gallery. This paramets

—

shall nof

be’used in conjunction with Gallery ID

BIR (input) - data structure containing the biometric sample for the search

NOTE: When multiple samples are included as input (e.g. in a multimodal operation), a complex BIR

is used.

Max List Size (input) - the maximum size of the candidate list that should be returned

Return (output) — return value indicating success or specifying a particular error condition

Candidate List (output, conditional) - a rank-ordered list of candidates that have a likelihood of matching
the input biometric sample; returned with successful, synchronous request processing

18
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Token (output) - a token used to retrieve the results of the Identify Subject request; returned with
asynchronous request processing. If set to zero, operation is processed synchronously and candidate
list is returned. If set to a non-zero value, operation is processed asynchronously and Get Identify
Results must be used to retrieve the results.

7.2.13.3 Return Codes

The Identify Subject service may return any of the return codes defined in Clause 9.

WM&MMM&&WM&W i i ilt i i i hich is a
ember of Candidate List.

71.2.14 List Biographic Data

interface name="ListBiographicData">
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="EncounterID"
type="xs:string" direction="in" use="optional" />
<parameter name="EncounterType"
type="EncounterCategoryType" direction="in" use="optioné&r" />
<parameter name="Return" type="xs:unsignedLong" directionz"eut" />
<parameter name="BiographicDataElements"
type="BiographicDataType" direction="out" use="gonditional" />
<parameter name="EncounterList"
type="EncounterListType" direction="out" use¥%conditional" />
/interface>

~1

.2.14.1 Description

he List Biographic Data service shall list the biographic data elements stored for a subject ysing the
iographic Data Elements output parameter. Note‘that no actual biographic data is returned by this
ervice (see the Retrieve Biographic Data service to obtain the biographic data). In the enpounter-
entric model, an encounter ID may be spe€ified to indicate that only the biographic data ¢lements
tored for that encounter should be returned. If an encounter ID is not specified and encounter data
xists for the subject, the service shall return the list of encounter IDs which contain biograghic data
sing the Encounter List output parameter, and the Biographic Data Elements output paramefter shall
e empty.

oo @ W o U ] e

.2.14.2 Parameters

A

ubject ID (input) - theddentifier of the subject

Bncounter ID (input; optional) - the identifier of the encounter

el

ncounter Type-(input, optional) - the category of encounter
Return (etitput) - return value indicating success or specifying a particular error condition

Biogtaphic Data Elements (output, conditional) - a list of biographic data elements associatedl with a
sjubject or encounter; non-empty if the service was successful, biographic data exists, and eithgr (a) the
person-centric model 1s being used or (b) the encounter-centric model i1s being used and an encounter
identifier was specified

Encounter List (output, conditional) - a list of encounter ID’s associated with a subject and which contain
biographic data; non-empty if the service was successful, biographic data exists, the encounter-centric
model is being used, and an encounter identifier was not specified
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7.2.14.3 Return Codes

The List Biographic Data service may return any of the return codes defined in Clause 9.

7.2.15

List Biometric Data

<interface name="ListBiometricData">
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="EncounterID"

type="xs:string" direction="in" use="optional" />

<par
<par

<par
<par

<par

</inter

7.2.15.1

The List
Biometr
service

model, 3
that end
the subj
Encount

An opti
indicate
subtype
If a filtet
left inde

7.2.15.2

Subject ID (input) - the identifier of the subject

Encount
Encount
List Filte
Return (|

Biometr

e te—rer Frreotmrterfyre

type="EncounterCategoryType" direction="in" use="optional" />
bmeter name="ListFilter"

type="ListFilterType" direction="in" use="optional" />
bmeter name="Return" type="xs:unsignedLong" direction="out" />
bmeter name="BiometricDataElements"

type="BiometricDatalListType" direction="out" use="conditional" />
bmeter name="EncounterList"

type="EncounterListType" direction="out" use="conditional" />
Face>

Description

ic Data Elements output parameter. Note that no actual biondetric data is returned by th
see the Retrieve Biometric Data service to obtain the biometrie’data). In the encounter-centr
n encounter ID may be specified to indicate that only the biometric data elements stored fg
ounter should be returned. If an encounter ID is not spécified and encounter data exists fdr
ect, the service shall return the list of encounter [Dsswhich contain biometric data using the
er List output parameter, and the Biometric Data Elements output parameter shall be empty.

Biometric Data service shall list the biometric data elements steved for a subject using tT

S
C
I

nal parameter may be used to indicate a filter 'on the list of returned data. Such a filter m

that only biometric types should be listed-(e.g. face, finger, iris, etc.) or that only biometlﬂ}é
5 for a particular biometric type should belisted (e.g. all fingerprints: left slap, right index, etc.).
is not specified, all biometric type and biometric subtype information shall both be listed (e.g
x finger, right iris, face frontal, etc.),

Al

Parameters

br [D (input, optional)=\the identifier of the encounter
er Type (input, optional) - the category of encounter
r (input, optignal) - indicates what biometric information should be returned

butput) ~return value indicating success or specifying a particular error condition

[

¢ Data Elements (output, conditional) - a list of biometric data elements associated with a subjeq

or encoy

nter; non-empty if the service was successful, biometric data exists, and either (a) the person

centric model is being used or (b) the encounter-centric model is being used and an encounter identifier
was specified

Encounter List (output, conditional) - a list of encounter ID’s associated with a subject and which contain
biometric data; non-empty if the service was successful, biometric data exists, the encounter-centric

model is

being used, and an encounter identifier was not specified

7.2.15.3 Return Codes

The List

20

Biometric Data service may return any of the return codes defined in Clause 9.
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7.2.16 List Document Data

<interface name="ListDocumentData">

<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="EncounterID"

type="xs:string" direction="in" use="optional" />
<parameter name="EncounterType"

type="EncounterCategoryType" direction="in" use="optional" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
<parameter name="DocumentDataCategories"

type="string" direction="out" use="conditional" />

PQJ_GLIHC LCJ_ llQIHC_"ELILUlALILCJ_LJI_ ‘L,"
type="EncounterListType" direction="out" use="conditional" />
/interface>

.2.16.1 Description

~1

he List Document Data service shall list the document categories stored fof a’subject ul
ocument Data Elements output parameter. Note that no other document data is returned
ervice (see the Retrieve Document Data service to obtain document data by category]
ncounter-centric model, an encounter ID may be specified to indicate, that only the docum

ata exists for the subject, the service shall return the list of encounter IDs which contain d
ata using the Encounter List output parameter, and the Documetit’'Data Elements output p4
hall be empty.

.o o 0O O U —~

.2.16.2 Parameters

~1

Subject ID (input) - the identifier of the subject
Bncounter ID (input, optional) - the identifier of thé€encounter
R

ncounter Type (input, optional) - the category,0f encounter

>

eturn (output) - return value indicating@uccess or specifying a particular error condition

ocument Data Categories (output,.conditional) - a list of document categories associated with 3
r encounter; non-empty if the sérvice was successful, document data exists, and either (a) the
entric model is being used ory(b) the encounter-centric model is being used and an encounter i
Vas specified

< 0 O

lwel

ncounter List (output,conditional) - a list of encounter ID’s associated with a subject and which
ocument data; non=empty if the service was successful, document data exists, the encounte
hodel is being used;and an encounter identifier was not specified

= O

7.2.16.3 Return Codes

The List-Pocument Data service may return any of the return codes defined in Clause 9.

7.217 Perform Fusion

sing the
by this
. In the
ent data

lements stored for that encounter should be returned. If an encounter IDis'not specified and eficounter

bcument
rameter

W subject
person-
Hentifier

contain
r-centric

<interface name="PerformFusion">
<parameter name="FusionInput"
type="FusionIdentityListType" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
<parameter name="Match" type="xs:boolean" direction="out" />
</interface>

7.2.17.1 Description

The Perform Fusion service shall accept either comparison score or comparison
information and create a fused comparison result. The FusionInformationListType, thro

decision
ugh the

FusionInformationType, provides specific elements for comparison score input and comparison
decision input for a single identity, while the FusionldentityListType provides the ability to submit

© ISO/IEC 2015 - All rights reserved
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multiple identities to the Perform Fusion service (see 8.6). The fusion method and processes are left to
the implementing system.

7.2.17.2 Parameters

Fusion Input (input) — score or decision input information to the fusion method for each identity

Return (output) — return value indicating success or specifying a particular error condition

Match (output) - indicates the result of the fusion method

7.2.17.3

The Per]

7.2.18

<interf
<par
<par
</inter

7.2.18.1

The Qudé
support
conform
Capabil
canbes

Propriet
the liste
Descript

For each

Return Codes
form Fusion service may return any of the return codes defined in Clause 9.
Query Capabilities
bce name="QueryCapabilities">
bmeter name="Return" type="xs:unsignedLong" direction="out" />
bmeter name="CapabilityList" type="CapabilityListType" direction="out" / >
Face>
Description
ry Capabilities service shall return a list of the capabiljtigs, options, galleries, etc. that are

ed by the BIAS implementation. Table 1 provides a listof/capabilities. Refer to Annex A fdr
ance requirements regarding which capability names an implementation must use in the Query
ties service. If the implementing system does not suppert a capability item, the Capability Valule
bt to null in the response.

—n

ary and additional information may be returited by returning capabilities that are not part ¢
H capabilities in Table 1. When returning capabilities that are not listed in Table 1, the Capabilitly
ion shall describe the capability.

capability described in Table 1, thecCapability Name shall be set to that shown in Column 1.

22
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Table 1 — List of capability items

Capability name

Capability description

AggregatelnputDataOptional

A capability information item shall be provided for each data element

accepted as optional input by the implementing system for the
aggregate services.

The Capability Value shall be equal to the name of the data element

accepted by the aggregate services.

The Capability Supporting Value shall indicate which aggregate

services support the data element, using one or more of the following

values, each separated by a comma:
—  “Delete”

—  “Enrol”

—  “Identify”

—  “Verify”

— “All”

fpggregatelnputDataRequired

A capability information item shallbe provided for each data glement
required as input by the implementing system for the aggregate

services.

The Capability Value shallbeequal to the name of the data element

required by the aggregdte services.

The Capability Supporting Value shall indicate which aggregate

services supportthe data element, using one or more of the following

values, each separated by a comma:
—  “Delete®

—  “Emgrol”

— ~Identify”

& “Verify”

— “All”

pggregateProcessingOption

A capability information item shall be provided for each procefsing
option supported by the implementing system for the aggregate

services.

The Capability Value shall be equal to the option identifier, or {key”
field, for the Processing Option parameter in the aggregate seyfvices.

The Capability Supporting Value shall be equal to the option vilue, or
“value” field, for the Processing Option parameter in the aggregate

services, if applicable.

The Capability Additional Info shall indicate which aggregate $ervices
support the processing option, using one or more of the followjing

values, each separated by a comma:

—“Detete™
—  “Enrol”
—  “Identify”
—  “Verify”

—  “Retrieve’
— MAll”

© ISO/IEC 2015 - All rights reserved
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Table 1 (continued)

Capability name

Capability description

AggregateReturnData

A capability information item shall be provided for each data element
returned by the implementing system for the aggregate services.

The Capability Value shall be equal to the name of the data element
returned by the aggregate services.

The Capability Supporting Value shall indicate which aggregate
services support the data element, using one or more of the following

values, each separated by a comma:
—  “Delete”

—  “Enrol”

—  “Identify”

—  “Verify”

— “Retrieve”

—  “All”

AggregalteServiceDescription

A capability information item shall be proyided for each aggregate
service supported by the implementing system, describing the
processing logic of the aggregate system:.

The Capability Value shall contaifia description of the processing logi
of the aggregate services.

The Capability SupportingValue shall indicate which aggregate ser-
vice

is described by this capability information item, using one of the
following values:

—  “Delete”
—  “Enrol”
—  “Identify”
— ~ “Verify”

—, “Retrieve”

BiographicDataSet

A capability information item shall be provided to identify the
biographic data sets supported by the implementing system.

The Capability Value shall contain the name of the supported
biographic data format (e.g. “EFTS” or “NIEM”).

The Capability Supporting Value shall contain the version of the
supported biographic data format.

The Capability Additional Info shall contain the supported biographic
data format type (e.g. ASCII or XML).

CBEFFPatronFormat

A capability information item shall be provided for each patron formag
supported by the implementing system.

The Capability Value shall contain the format owner.

The Capability Supporting Value shall contain the format type.

ClassificationAlgorithmType

A capability information item shall be provided for each classification
algorithm type supported by the implementing system.

The Capability Value shall be set to the name of the supported
classification algorithm type.

24
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Table 1 (continued)

Capability name

Capability description

ConformanceClass

A capability information item shall be provided to identify the

conformance class of the BIAS implementation (see Annex A for more

information).
The Capability Value shall be set to one of the following:

— “1” (for Class 1 conformance)

— 2” (fnv Class 2 r‘nnFnrm:nr‘n)

—  “3” (for Class 3 conformance)
— “4” (for Class 4 conformance)

—  “5” (for Class 5 conformance)

Lallery

A capability information item shall be provided for each gallerfy or

population group supported by the implemefiting system.

The Capability Value shall be equal to the€value for the Gallery|ID
parameter in the Add Subject to Gallery,Delete Biographic Duta,
Delete Biometric Data, Delete Subject From Gallery, Identify Sub-

ject,

Retrieve Biographic Data, Retrieve Biometric Data, Retrievd
Document Data, Set Biographic Data, Set Biometric Data, Sdt
Document Data, and Verify Subject services.

dentityModel

A capability informationvitem shall be provided to identify whether

the

implementing system is person-centric or encounter-centric bpsed.

The CapabilityValue shall be set to one of the following:
— “person”

— “@éncounter”

[omparisonAlgorithm

Acapability information item shall be provided for each compgrison
algorithm vendor and algorithm vendor product ID supported|by the

implementing system.

The Capability Value shall contain the algorithm vendor.

The Capability Supporting Value shall contain the algorithm vendor

product ID.

The Capability Additional Info shall be set to the biometric type, as

defined by the XML Patron Format in ISO/IEC 19785-3, that
corresponds to the comparison algorithm.

The Capability Description shall contain the software version pf the

comparison algorithm.

CompariserScore

A capability information item shall be provided to identify the|use of

comparison scores returned by the implementing system.

The Capability Value shall be set to the end-of-score-range thaf

Signifies a matcn.

The Capability Supporting Value shall be set to the end-of-score-range

that signifies a no-match.

The Capability Additional Info shall be set to the biometric type, as

defined by the XML Patron Format in ISO/IEC 19785-3, that
corresponds to the comparison score range.

© ISO/IEC 2015 - All rights reserved
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Table 1 (continued)

Capability name Capability description

QualityAlgorithm A capability information item shall be provided for each quality
algorithm vendor and algorithm vendor product ID supported by the
implementing system.

The Capability Value shall contain the algorithm vendor.

The Capability Supporting Value shall contain the algorithm vendor
product ID.

The Capability Additional Info shall be set to the biometric type, as
defined by the XML Patron Format in ISO/IEC 19785-3, that
corresponds to the quality algorithm.

The Capability Description shall contain the software version'of the
quality algorithm.

SupportgdBiometric A capability information item shall be provided for eagh biometric
type supported by the implementing system.

The Capability Value shall be set to the biometrictype, as defined by
the XML Patron Format in ISO/IEC 19785-3-(for example, the biomet-
ric

type for finger is represented as “finger<)-

The Capability Supporting Value shalVindicate if the implementing
system supports comparison forthe biometric type, using one of the
following values:

— “1” (identification)
—  “2” (verification)
— “3” (identification and verification)

—  “4” (no comparison supported)

TransfofmOperation A capabilityrinformation item shall be provided for each transform
operation type and transform control combination supported by the
implementing system.

The-Capability Value shall be equal to the value for the Transform
Operation parameter in the Transform Biometric Data service.

The Capability Supporting Value shall specify the value of the
Transform Control parameter in the Transform Biometric Data
service. The value returned may be either a single value or a range of
values. If a range of values is returned, the Capability Description shall
specify additional information for the value of the Transform Control
parameter. If the Transform Operation does not support a Transform
Control, the Capability Supporting value shall be set to “NotApplicable’

7.2.18.2 Parameters

Return (putput) — return value indicating success or specifying a particular error condition

Capability List (output) - a list of capabilities supported by the BIAS implementation

7.2.18.3 Return Codes

The Query Capabilities service may return any of the return codes defined in Clause 9.

7.2.19 Retrieve Biographic Data

<interface name="RetrieveBiographicData">
<parameter name="GalleryID" type="xs:string" direction="in" use="optional" />
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="EncounterID"
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type="xs:string" direction="in" use="optional" />
<parameter name="EncounterType"
type="EncounterCategoryType" direction="in" use="optional" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
<parameter name="BiographicDataList"
type="BiographicDatalListType" direction="out" />
</interface>

7.2.19.1 Description

The Retrieve Biographic Data service shall retrieve the list of biographic data associated with a subject

| Im thao ancaonintar canteic o dal tho apncanintar 1N mny ba npnm'FinA and tha carvica chall »o

—n-the-encounter—centric-model-the-encounter D may-be-specified-and-the-serviceshallre
et of biographic data associated with that encounter (list contains a single set). If the encoun
ot specified in the encounter-centric model, the service shall return the list of biographicinfd
ssociated with the most recent encounter. If no gallery ID is specified, a list of biographicrdatal

alleries shall be returned.

qQ QO = W

.2.19.2 Parameters

(o)

allery ID (input, optional) - the identifier of the gallery or population group.from which the bi
hformation will be retrieved

—

Subject ID (input) - the identifier of the subject

Bncounter ID (input, optional) - the identifier of the encounter,

Bncounter Type (input, optional) - the category of encountey

Return (output) - return value indicating success or specifying a particular error condition

Riographic Data List (output) - a list of biographic:flata associated with the subject or encounte;

7.2.19.3 Return Codes

The Retrieve Biographic Data service may return any of the return codes defined in Clause 9.

.2.20 Retrieve Biometric Data

interface name="RetrieveBiometricData">
<parameter name="GalleryID" type="xs:string" direction="in" use="optional" />
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="EncounterID"
type="xs€stTing" direction="in" use="optional" />
<parameter ndgmé="EncounterType"
typeg™EricounterCategoryType" direction="in" use="optional" />
<paramete&rplifame="BiometricType"
type="1iso-1ecl19785-3-7:Multiple-types" direction="in" use="optional" />
<parafeter name="Return" type="xs:unsignedLong" direction="out" />
<pafameter name="BIRList" type=" CBEFF BIR ListType " direction="out" />
/interface>

urn the
ter ID is
rmation
from all

pbgraphic

7.2.20.1 Description

The Retrieve Biometric Data service shall retrieve the biometric data associated with a subject ID.
In the encounter-centric model, the encounter ID may be specified and the service shall return the
biometric data associated with that encounter. If the encounter ID is not specified in the encounter-

centric model, the service shall return the biometric information associated with the mos

t recent

encounter. If no gallery ID is specified, biometric data from all galleries shall be returned. The service
provides an optional input parameter to specify that only biometric data of a certain type should be

retrieved.

© ISO/IEC 2015 - All rights reserved

27


https://standardsiso.com/api/?name=d33d6352cc64fff1c937fdb10ee506ff

ISO/IEC 30108-1:2015(E)

7.2.20.2 Parameters

Gallery ID (input, optional) - the identifier of the gallery or population group from which the biometric
information will be retrieved

Subject ID (input) - the identifier of the subject
Encounter ID (input, optional) - the identifier of the encounter

Encounter Type (input, optional) - the category of encounter

Biometrjc Type (input, optional) - the type of biological or behavioural data to retrieve, as defined by’ thle
Multiplg-types type in the XML Patron Format specified in ISO/IEC 19785-3

Return (putput) - return value indicating success or specifying a particular error condition

BIR List foutput) - data structure containing the retrieved biometric samples

7.2.20.3 Return Codes

The Retrieve Biometric Data service may return any of the return codes defined in Clause 9.

7.2.21 Retrieve Document Data

<interfpce name="RetrieveDocumentData">
<parpmeter name="GalleryID" type="xs:string" directiops™¥n" use="optional" />
<parpmeter name="SubjectID" type="xs:string" directign="in" />
<parpmeter name="EncounterID"

type="xs:string" direction="in" use="optionalN' />

<parpmeter name="EncounterType"

type="EncounterCategoryType" direction=""ni" use="optional" />

<parpmeter name="DocumentCategory"

type="xs:string" direction="in" usez'optional" />

<parpmeter name="Return" type="xs:unsignedLong" direction="out" />

<parpmeter name="DocumentDatalList"

type="DocumentDatalistType" dixYection="out" />

</interface>

7.2.21.1 Description

The Retfieve Document Data seryice shall retrieve the list of document data associated with a subjed
ID for thie category(ies) specified. In the encounter-centric model, the encounter ID may be specified an
the servjice shall return the list 6f document data associated with that encounter. If the encounter ID j
not spedified in the encounter-centric model, the service shall return the list of document informatiop
associated with the mostrecent encounter for which document data exists. If no gallery ID is specifiedl,
document data from¢allgalleries shall be returned. If no document category is specified, all documents
associated with thesubject (and encounter ID, if present) shall be returned.

v

7.2.21.2 Parameters

Gallery UL L >_jde
information will be retrieved

Subject ID (input) - the identifier of the subject

Encounter ID (input, optional) - the identifier of the encounter

Encounter Type (input, optional) - the category of encounter

Document Category (input, optional) - the category(ies) of the identity documents to be retrieved
Return (output) - return value indicating success or specifying a particular error condition

Document Data List (output) — a list of document data associated with the subject or encounter
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7.2.21.3 Return Codes

The Retrieve Document Data service may return any of the return codes defined in Clause 9.

7.2.22 Set Biographic Data

<interface name="SetBiographicData">
<parameter name="GalleryID" type="xs:string" direction="in" use="optional" />
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="EncounterID"

1 FTRER 1] 1 11

] 1 1o e D o
SSTETTS o TTOT I TS et TroTaT

tye
<parameter name="BiographicData" type="BiographicDataType" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
/interface>

1.2.22.1 Description

he Set Biographic Data service shall associate biographic data to a given subject record. Dgpending
n the identity model in use, the biographic information should replace?any existing bipgraphic
hformation (person-centric model) or it shall be added within a new ehcounter (encounter-centric
nodel). If biometric or document data was also collected during the sameencounter, the same errcounter
D shall be specified by the caller in order to link the biographic ddta‘with the associated bjometric
and/or document information (using the Set Biometric Data and.Set Document Data services). If the
gncounter ID is omitted for the encounter-centric model, an error<shall be returned.

—_—0 = o =

NOTE Biographic data is typically set within the master database; however, this is implementation|specific.

Hor encounter-based systems, the Create Encounter service shall be called prior to Set Bidgraphic
bata. The Encounter ID assigned as a result (and retiiwned by the Create Encounter service)|shall be
sed as input to this service.

[l |

1.2.22.2 Parameters

[on)

allery ID (input, optional) - the identifien of the gallery or population group to which the bipgraphic
Uill be added

<

A

ubject ID (input) - the identifier of the subject

Bncounter ID (input, conditional) - the identifier of the encounter

el

iographic Data (input) —allist of biographic data to associate with the subject or encounter

>l

eturn (output) - return value indicating success or specifying a particular error condition

7.2.22.3 Return Codes

—

he Set Biggraphic Data service may return any of the return codes defined in Clause 9.

7.2:23 Set Biometric Data

<interface name="SetBiometricData">
<parameter name="GalleryID" type="xs:string" direction="in" use="optional" />
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="EncounterID"
type="xs:string" direction="in" use="conditional" />
<parameter name="BIRList" type="CBEFF BIR ListType" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
</interface>

7.2.23.1 Description
The Set Biometric Data service shall associate biometric data to a given subject record. Depending on

the identity model in use, the biometric information should replace any existing biometric information
(person-centric model) or it shall be added within a new encounter (encounter-centric model). If
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biographic or document data was also collected during the same encounter, the same encounter
ID shall be specified by the caller in order to link the biometric data with the associated biographic
and/or document information (using the Set Biographic Data and Set Document Data services). If the
encounter ID is omitted for the encounter-centric model, an error shall be returned.

NOTE Biometric data is typically set within the master database; update of the comparison engine database
(if separate) is per service provider policy.

For encounter-based systems, the Create Encounter service shall be called prior to Set Biometric Data.
The Encounter ID assigned as a result (and returned by the Create Encounter service) shall be used as
input tofthis service.

7.2.23.2 Parameters

Gallery ID (input, optional) - the identifier of the gallery or population group to which the hiometric wi|l
be addedl

Subject ID (input) - the identifier of the subject
Encountegr ID (input, optional / output) - the identifier of the encounter
BIR List [input) - data structure containing the new biometric sample(s)

Return (putput) — return value indicating success or specifying a partictlar error condition

7.2.23.3 Return Codes

The Set Biometric Data service may return any of the return-codes defined in Clause 9.

7.2.24 Bet Document Data

<interfpce name="SetDocumentData">
<parpmeter name="GalleryID" type="xs:sting" direction="in" use="optional" />
<parpmeter name="SubjectID" type="xsyistting" direction="in" />
<parpmeter name="DocumentData" type£')DocumentDatalistType" direction="in" />
<parpmeter name="EncounterID"
type="xs:string" direction="inout" use="optional" />
<parpmeter name="Return" type=Uxs:unsignedLong" direction="out" />
</interface>

7.2.24.1 Description

The Set| Document Data~service shall associate identity document data to a given subject record.
Depending on the identity model in use, the document information should replace any existing
document informatigonh for the same document category (person-centric model) or it shall be addefd
within g4 new encounter (encounter-centric model). If biographic or biometric data was also collected
during the same.encounter, the same encounter ID shall be specified by the caller in order to link t
documept data-with the associated biographic and/or biometric information (using the Set Biographic

Data ar:rl Set. Biometric Data services). If the encounter ID is omitted for the encounter-centric mode],
an errornshall be returned

NOTE Document data is typically set within the master database only; however, this is implementation
specific.

For encounter-based systems, the Create Encounter service shall be called prior to Set Document Data.
The Encounter ID assigned as a result (and returned by the Create Encounter service) shall be used as
input to this service.

7.2.24.2 Parameters

Gallery ID (input, optional) - the identifier of the gallery or population group to which the biographic
will be added
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Subject ID (input) - the identifier of the subject
Document Data (input) - a list of document data to associate with the subject or encounter
Encounter ID (input, optional / output) - the identifier of the encounter

Return (output) - return value indicating success or specifying a particular error condition

7.2.24.3 Return Codes

The Set Document Data service may return any of the return codes defined 1n Clause 9.

7.2.25 Transform Biometric Data

interface name="TransformBiometricData">

<parameter name="InputBIR" type="CBEFF BIR Type" direction="in" />

<parameter name="TransformOperation" type="xs:unsignedLong" directdon="in" />

<parameter name="TransformControl"

type="xs:string" direction="in" use="optional" />

<parameter name="Return" type="xs:unsignedLong" direction="od#""/>

<parameter name="OutputBIR" type="CBEFF BIR Type" directionx"out" />
/interface>

1.2.25.1 Description

—

he Transform Biometric Data service shall transform or ptdcess a given biometric in one forjmat into
new target format. Examples of transformations includes

jo5)

— Feature Extraction

- Centring or cropping biometric images

- Standard biometric data format conversion

he service includes an optional parameéter to allow the requestor to specify certain contrpls for a
articular transform operation (e.g.~¢compression ratio, target record size, or target resolutjon). See
he Query Capabilities service fora.description of the use of the Transform Operation and Transform
ontrol parameters.

oS

.2.25.2 Parameters

~1

~

hput BIR (input) - data structure containing the biometric information to be transformed
ransform Operation (input) - value indicating the type of transformation to perform

ransform Control (input, optional) — specifies controls for the requested transform operation

>l

eturn (output) - return value indicating success or specifying a particular error condition

o

utput'BIR (output) - data structure containing the new, transformed biometric information

7.2.25.3 Return Codes

The Transform Biometric Data service may return any of the return codes defined in Clause 9.

7.2.26 Update Biographic Data

<interface name="UpdateBiographicData">
<parameter name="SubjectID" type="xs:string" direction="in" />
<parameter name="EncounterID"
type="xs:string" direction="in" use="conditional" />
<parameter name="BiographicData" type="BiographicDataType" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
</interface>
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7.2.26.1 Description

The Update Biographic Data service shall update the biographic data for an existing subject record.
The service shall replace any existing biographic data with the new biographic data. In the encounter-
centric model, the encounter ID shall be specified.

7.2.26.2 Parameters

Subject ID (input) - the identifier of the subject

Encount
Biograp

Return (|

7.2.26.3
The Upd

7.2.27

<interf
<par
<par

<par
<par
<par
</inter

7.2.27.1

The Update Biometric Data service shall update a single biometric sample for an existing subjeqt

record.
be merg
service }
In the ex

NOTE

multi-sample record or performing'some level of biometric fusion (e.g. sample or feature level fusion).

7.2.27.2

Subject ID (input) - théidentifier of the subject

Encount|

Merge (.

er ID (input, conditional) - the identifier of the encounter, required for encounter-centric models
hic Data (input) - list of updated biographic data elements

butput) - return value indicating success or specifying a particular error condition

Return Codes

ate Biographic Data service may return any of the return codes defined.in’Clause 9.

Update Biometric Data

bce name="UpdateBiometricData">
bmeter name="SubjectID" type="xs:string" direction="ip" />
bmeter name="EncounterID"
type="xs:string" direction="in" use="conditional’ />
bmeter name="Merge" type="xs:boolean" direction=™n" use="optional" />
bmeter name="BIR" type="CBEFF BIR Type" directien="in" />
bmeter name="Return" type="xs:unsignedLong" direction="out" />
Face>

Description

The service includes an optional parameter indicating if the new biometric sample should
ed with the existing biometric saniple. If this parameter is set to “False” or is not used in thie
request, the service shall replacé.the existing biometric sample with the new biometric sampl¢.
counter-centric model, the encounter ID shall be specified.

The term “merge” is implementation specific; however, it may include either adding the sample to

(<)

Parameters

br [D (input, conditional) - the identifier of the encounter, required for encounter-centric models

<

nplit, optional) - value indicating if the input biometric sample should be merged with an

existing|

biemetric information

BIR (input) - data structure containing the new biometric sample

Return (output) - return value indicating success or specifying a particular error condition

7.2.27.3 Return Codes

The Update Biometric Data service may return any of the return codes defined in Clause 9.

7.2.28 Update Document Data

32
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<interface name="UpdateDocumentData'>

<parameter name="SubjectID" type="xs:string" direction="in" />

<parameter name="EncounterID"

type="xs:string" direction="in" use="conditional" />

<parameter name="DocumentData" type="DocumentDatalListType" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
</interface>

7.2.28.1 Description

The Update Document Data service shall update the document data for an existing subject record. The

SeEHee chall vanlach any Avicting dasiiyma it r]r\f—t\ an—lnn Sare-catesorys wath tha ReW docuraant data In
€e-ShHarrFepraceaRy-exastHnRgaocumenteaat tHe-StHe-Cate g oy wWwitn+tae+ SO-cHHREeHY .

the encounter-centric model, the encounter ID shall be specified.

1.2.28.2 Parameters

(o)

ubject ID (input) - the identifier of the subject

Bncounter ID (input, conditional) - the identifier of the encounter, required for‘éncounter-centri¢ models

~

ocument Data (input) - list of updated document data

>l

eturn (output) - return value indicating success or specifying a partieular error condition

7.2.28.3 Return codes

The Update Document Data service may return any of thereturn codes defined in Clause 9.

71.2.29 Verify subject

interface name="VerifySubject">
<parameter name="InputBIR" type="CBEFEIBIR Type" direction="in" />
<parameter name="ReferenceBIR"
type="CBEFF BIR Type" direction="in" use="conditional" />
<parameter name="IdentityClaim"
type="xs:string" directiddn="in" use = "conditional" />
<parameter name="GalleryID"«type="xs:string" direction="in" use="optional" />
<parameter name="Return" tlype="xs:unsignedLong" direction="out" />
<parameter name="Match", type="xs:boolean" direction="out" />
<parameter name="Scorel\type="xs:float" direction="out" use="optional" />
/interface>

1.2.29.1 Description

—]

he Verify Subject service shall perform a 1:1 verification comparison between a given biomégtric and
ither a claim toidentity in a given gallery or another provided biometric. As such, either the|ldentity
({laim or Refetence BIR input parameters are required.

(0}

NOTE When in encounter mode, for comparison operations, it is not necessary to explicitly dreate an
ncounter. The BIAS service provider will create the encounter and will set the encounter type to “recognition”.

(¢)

1229 2 Parameters
IR ete s

Input BIR (input) - data structure containing the biometric sample for the search
NOTE When multiple samples are included as input (e.g. in a multimodal operation), a complex BIR is used.

Reference BIR (input, conditional) - data structure containing the biometric sample that will be compared
to the Input BIR, required if no Identity Claim is provided

Identity Claim (input, conditional) - the identifier by which the subject is known to the gallery, required
if no Reference BIR is provided

NOTE An identity claim may be the Subject ID or some other unique piece of biographic data used by the
gallery as a key (e.g. account number or username).

© ISO/IEC 2015 - All rights reserved 33


https://standardsiso.com/api/?name=d33d6352cc64fff1c937fdb10ee506ff

ISO/IEC 30108-1:2015(E)

Gallery ID (input, optional) - the identifier of the gallery or population group of which the subject must
be a member

Return (output) — return value indicating success or specifying a particular error condition

Match (output) - indicates if the Input BIR matched either the biometric information associated with the
Identity Claim or the Reference BIR

Score (output, optional) - the comparison score, if the biometric information matched

7.2.29.3 Return Codes

The Verify Subject service may return any of the return codes defined in Clause 9.

7.3 Aggregate Services

BIAS offers the following set of aggregate services. The intent of BIAS is to standardize the servige
request; system requirements and organizational business rules will determine how the service is
implemgnted. While the description for an aggregate service may provide exatnples of how each one
may be |mplemented using the primitive services defined in 7.2, service providers are not required tp
utilise ahy of the primitive services when implementing the aggregate serviegs.

7.3.1 Pelete

<interfhce name="Delete">

<parpmeter name="ProcessingOptions"
type="ProcessingOptionsType" direction="in" (/>
<parpmeter name="SubjectID"
type="xs:string" direction="in" use="conditional" />
<parpmeter name="EncounterID"
type="xs:string" direction="in" use='),¢onditional" />
<parpmeter name="InputData"
type="InformationType" direction=*in" use="optional"/>
<parpmeter name="Return" type="xs:unsigitedLong" direction="out" />
<parpmeter name="Token" type="TokenEype" direction="out" use="conditional" />
<parpmeter name="ReturnData"
type="InformationType" direction="out" use="optional" />
</interface>

7.3.1.1 | Description

te aggregate service)shall delete an existing subject or, in an encounter-centric model, ap
existinglencounter from thesystem. This may be accomplished in a number of different ways accordinjg

Delete jgggtegate service is implemented as an asynchronous service, the implementing system shall
return a token in the Return Data parameter, which is an indication that the request is being handled
asynchronously. In this case, the Get Deletion Results service shall be used to poll for the results of the
Delete request.

7.3.1.2 Parameters

Processing Options (input) - options that guide how the service request is processed

Subject ID (input, conditional) - the identifier assigned to the subject

Encounter ID (input, conditional) - the identifier of the encounter, required for encounter-centric models

Input Data (input, optional) - contains an input data record, which may include biometric data
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Return (output) - return value indicating success or specifying a particular error condition

Token (output, conditional) - a token used to retrieve the results of the Delete request; returned with
asynchronous request processing. If set to zero, operation is processed synchronously. If set to a non-

zero value, operation is processed asynchronously and Get Deletion Results must be used to
the results.

Return Data (output, optional) - contains a return data record

7.3.1.3 Return Codes

retrieve

The Delete aggregate service may return any of the return codes defined in Clause 9.

.3.2 Enrol

~1

interface name="Enrol">
<parameter name="ProcessingOptions"
type="ProcessingOptionsType" direction="in" />
<parameter name="InputData" type="InformationType" direction=*in" />
<parameter name="EncounterID"
type="xs:string" direction="inout" use="conditional"y%»
<parameter name="Return" type="xs:unsignedLong" directiof="out" />
<parameter name="SubjectID"
type="xs:string" direction="out" use="conditionalV' />
<parameter name="Token" type="TokenType" direction£lout" use="conditional" />
<parameter name="ReturnData"
type="InformationType" direction="out" use="optional" />
/interface>

.3.2.1 Description

The Enrol aggregate service shall add a new “subject or, in an encounter-centric model
e

requirements and/or resources. For example, this aggregate service may initiate one or more
Subject primitive service requests to determine if the given subject is already known to the

[
Data, Set Biometric Data, and Add Subject to Gallery primitive services may be utilised to adc
information to the system. If the-Subject is previously known to the system, the service m3
nothing; (2) initiate an Update Biographic Data and/or Update Biometric Data primitive
request in a person-centric model; or (3) initiate a Set Biographic Data and/or Set Biomet
drimitive service request.ih an encounter-centric model.

K

I

D is omitted for-the encounter-centric model, the service shall return a system-assigned encoy

]

F the Enrolaggregate service is implemented as a synchronous service, the implementing syst

—e

noh-zero token in the Token parameter, which is an indication that the request is being

a new

ncounter to the system. This may be accomplished in a number of different ways according t¢ system

Identify
system.

F the subject is not previously knowi:to the system, any or all of the Create Subject, Set Bidgraphic

| subject
y (1) do

service
ric Data

or encounter-centriCmodels, the encounter ID may optionally be specified by the caller. If the encounter

nter ID.

em shall

mmediately’ process the request and return the results in the Return Data parameter. If the Enrol

I return
handled

3ggregate service is implemented as an asynchronous service, the implementing system sha

synchronously. In this case, the Get Enrol Results service shall be used to poll for the resul

ts of the

Enrol request.

7.3.2.2 Parameters
Processing Options (input) - options that guide how the service request is processed

Input Data (input) - contains a subject enrolment record

Encounter ID (input, optional / output, conditional) - the identifier of the encounter; required for

encounter-centric models

Return (output) - return value indicating success or specifying a particular error condition
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Subject ID (output, conditional) - the identifier assigned to the subject

Token (output, conditional) - a token used to retrieve the results of the Enrol request; returned with
asynchronous request processing. If set to zero, operation is processed synchronously. If set to a non-
zero value, operation is processed asynchronously and Get Enrol Results must be used to retrieve the

results.

Return Data (output, optional) - contains a return data record

7.3.2.3

Return codes

The Enr

7.3.3

<interf
<par
<par
<par

</inter

7.3.3.1

The Get|
This sen
is imple

Deletion Results service is used to poll for the results of theriginal Delete request.

7.3.3.2

Token (imput) - a value used to retrieve the results of¢he Delete request

Return (|

Return I

7.3.3.3
The Get

7.3.4

<interf
<par
<par
<par

<par

pl aggregate service may return any of the return codes defined in Clause 9.

Get Deletion Results

bce name="GetDeletionResults">

bmeter name="Token" type="TokenType" direction="in" />

bmeter name="Return" type="xs:unsignedLong" direction="out" />
bmeter name="ReturnData"

type="InformationType" direction="out" use="optional" />
Face>

Descriptions

Deletion Results aggregate service shall retrieve the deletion Tesults for the specified token.
vice is used in conjunction with the Delete aggregate seryice. If the Delete aggregate servide
mented as an asynchronous service, the implementing System returns a token, and the Gat

Parameters

butput) - return value indicating success-or specifying a particular error condition

ata (output, optional) - contains.atreturn data record

Return Codes

Deletion Results aggregate service may return any of the return codes defined in Clause 9.

Get Enrol Results

bce name="Ge€rBnrolResults">
bmeter name="Token" type="TokenType" direction="in" />
bmeter mame="Return" type="xs:unsignedLong" direction="out" />
bmetergriame="EncounterID"
type="xs:string" direction="out" use="conditional" />
bpeter name="SubjectID"

type="xs:string" direction="out" use="conditional" />

<parameter name="ReturnData"

type="InformationType" direction="out" use="optional" />

</interface>

7.3.4.1

The Get
This ser

Descriptions

Enrol Results aggregate service shall retrieve the enrolment results for the specified token.
vice is used in conjunction with the Enrol aggregate service. If the Enrol aggregate service is

implemented as an asynchronous service, the implementing system returns a token, and the Get Enrol
Results service is used to poll for the results of the original Enrol request.
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7.3.4.2 Parameters

Token (input) - a value used to retrieve the results of the Enrol request

Return (output) - return value indicating success or specifying a particular error condition
Encounter ID (output, conditional) - the identifier of the encounter, if assigned

Subject ID (output, conditional) - the identifier assigned to the subject

eturn Data loutnut ontional) — contains a return data record
T (A o 7

71.3.4.3 Return Codes

The Get Enrol Results aggregate service may return any of the return codes defined in'Clause 9.

1.3.5 GetIdentify Results

interface name="GetIdentifyResults">
<parameter name="Token" type="TokenType" direction="in" />
<parameter name="Return" type="xs:unsignedLong" directionz"out" />
<parameter name="CandidateList"
type="CandidateListType" direction="out" use="cqondirtional" />
<parameter name="EncounterID"
type="xs:string" direction="out" use="conditi¥onal" />
<parameter name="ReturnData"
type="InformationType" direction="out" usé€z™optional" />
/interface>

71.3.5.1 Description

The Get Identify Results aggregate service shall retrieve the identification results for the gpecified
tpken. This service is used in conjunction with'the Identify aggregate service. If the Identify aggregate
service is implemented as an asynchronous-service, the implementing system returns a non-zero token,
and the Get Identify Results service is used to poll for the results of the original Identify request.

1.3.5.2 Parameters

Token (input) - a value used to\retrieve the results of the Identify request

=3

eturn (output) - return ¥valtue indicating success or specifying a particular error condition

o

andidate List (outptt,conditional) - a rank-ordered list of candidates that have a likelihood of matching
he input biometrie,sample

—

Hncounter ID {output, conditional) - the identifier of the encounter, if assigned

=3

eturn Data (output, optional) - contains a return data record

7.3.5.3 Return codes

The Get Identify Results aggregate service may return any of the return codes defined in Clause 9.

7.3.6 Get Update Results

<interface name="GetUpdateResults">
<parameter name="Token" type="TokenType" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
<parameter name="ReturnData"
type="InformationType" direction="out" use="optional" />

</interface>
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7.3.6.1 Descriptions

The Get Update Results aggregate service shall retrieve the update results for the specified token.
This service is used in conjunction with the Update aggregate service. If the Update aggregate service
is implemented as an asynchronous service, the implementing system returns a token, and the Get
Update Results service is used to poll for the results of the original Update request.

7.3.6.2 Parameters

Token (ipput

2 reaguest
" T

Return (putput) - return value indicating success or specifying a particular error condition

Return Data (output, optional) - contains a return data record

7.3.6.3 | Return Codes

The Get|Update Results aggregate service may return any of the return codes definedin Clause 9.

7.3.7 [Get Verify Results

<interfpce name="GetVerifyResults">
<parpmeter name="Token" type="TokenType" direction="in" />
<parpmeter name="Return" type="xs:unsignedLong" directiorz"out" />
<parpmeter name="Match" type="xs:boolean" direction="out") />
<parpmeter name="Score" type="xs:float" direction="out™{use="optional" />
<parpmeter name="EncounterID"
type="xs:string" direction="out" use="conditdienal" />
<parpmeter name="ReturnData"
type="InformationType" direction="out" use="optional" />
</interface>

7.3.7.1 | Description

This serjvice is used in conjunction with theVerify aggregate service. If the Verify aggregate service
implemgnted as an asynchronous servide,the implementing system returns a non-zero token, and t
Get Verify Results service is used to poll for the results of the original Verify request.

The Get|Verify Results aggregate service shall retrieve the verification results for the specified toke:{
S

7.3.7.2 | Parameters
Token (imput) - a value usedtoTetrieve the results of the Verify request
Return (putput) - return'yvalue indicating success or specifying a particular error condition

Match (dutput) - indicates if the Input BIR matched either the biometric information associated with thie
Identity|Claim or.the Reference BIR

Score (output, optional) - the comparison score, if the biometric information matched

Encounter ID (output, conditional) - the identifier of the encounter, if assigned

Return Data (output, optional) - contains a return data record

7.3.7.3 Return Codes

The Get Verify Results aggregate service may return any of the return codes defined in Clause 9.

7.3.8 Identify

<interface name="Identify">
<parameter name="ProcessingOptions"
type="ProcessingOptionsType" direction="in" />
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<parameter name="InputData" type="InformationType" direction="in" />
<parameter name="GalleryID" type="xs:string" direction="in" use="optional" />
<parameter name="MaxListSize" type="xs: positivelnteger" direction="in" />
<parameter name="Return" type="xs:unsignedLong" direction="out" />
<parameter name="CandidateList"

type="CandidateListType" direction="out" use="conditional" />
<parameter name="EncounterID"

type="xs:string" direction="out" use="conditional" />
<parameter name="Token" type="TokenType" direction="out" use="conditional" />
<parameter name="ReturnData"

type="InformationType" direction="out" use="optional" />
interface

.3.8.1 Description

he Identify aggregate service shall perform an identification function according to
quirements and/or resources. For example, a system may have multiple galleries of subijdg
ay utilise any or all of these galleries, via calls to the Identify Subject primitive\service, to

system
cts, and
perform

system-level identification function. The system may perform additional actions based on injput data

nd/or results of the Identify Subject primitive service requests. For example)in an encounte
model, this aggregate service may search three separate galleries of subjects, and if a match is

Qo =

ncounter for the subject. If this occurs, the service shall return a system-assigned encounter I

[ the Identify aggregate service is implemented as a synchrondus service, the implementing
hall immediately process the request and return the results in the Return Data paramets
lentify aggregate service is implemented as an asynchronous service, the implementing syst|
eturn a non-zero token in the Token parameter, which is ah indication that the request is being
synchronously. In this case, the Get Identify Results service shall be used to poll for the resul
lentify request.

~ Q) N e —

=z

OTE When in encounter mode, for comparison operations, it is not necessary to explicitly d
encounter. The BIAS service provider will create the encounter and will set the encounter type to “reco

1.3.8.2 Parameters
Rrocessing Options (input) - options:that guide how the service request is processed
Ihput Data (input) - contains an input data record, which at a minimum must include biometric

(allery ID (input, optional),< the identifier of the gallery or population group which will be s
this parameter may alse be used to identify an external system where the identification reques
He forwarded, if thiseapability is supported by the implementing system

Max List Size (inpyt) - the maximum size of the candidate list that should be returned

>

eturn (output) - return value indicating success or specifying a particular error condition

o

andidate List (output, conditional) - a rank-ordered list of candidates that have a likelihood of n
he.ihput biometric sample; returned with successful, synchronous request processing

—

r-centric
found it

hay then utilise the Set Biographic Data and /or Set Biometric Data primitive services to create a new

D.

system
r. If the
em shall
handled
ts of the

reate an
rnition”.

data

barched;
t should

hatching

Encounter ID (output, conditional) - the identifier of the encounter, if assigned

Token (output, conditional) - a token used to retrieve the results of the Identify request; returned with
asynchronous request processing. If set to zero, operation is processed synchronously and candidate

list is returned. If set to a non-zero value, operation is processed asynchronously and Get
Results must be used to retrieve the results.

Return Data (output, optional) - contains a return data record

7.3.8.3 Return Codes

The Identify aggregate service may return any of the return codes defined in Clause 9.
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7.3.9 Retrieve Data

<interface name="RetrieveData">
<parameter name="ProcessingOptions"

type="ProcessingOptionsType" direction="in" />

<parameter name="SubjectID"

type="xs:string" direction="in" use="conditional" />

<parameter name="EncounterID"

type="xs:string" direction="in" use="conditional" />

<parameter name="Return" type="xs:unsignedLong" direction="out" />
<parameter name="ReturnData" type="InformationType" direction="out" />

</inter

7.3.9.1

The Ret
encount|
be used

centric model, this aggregate service may be used to retrieve biographic and/or biometric informatiop

for eithe

7.3.9.2

Processi
what ty]

Subject ID (input, conditional) - the identifier of the subject; required/if no encounter ID is provided

Encount
Return (|

Return I

acc

Description

-

rieve Data aggregate service shall retrieve requested information about a subject, of in a
pr-centric model about an encounter. In a person-centric model, this aggregatecservice maly
to retrieve both biographic and biometric information for a subject record. In 'an encountet

r a single encounter or all encounters. Either a subject ID or encounter ID must be specified.

Parameters

hg Options (input) - options that guide how the service requestds'processed, and may identifly
pe(s) of information should be returned

er ID (input, conditional) - the identifier of the encounter; required if no subject ID is provided
butput) - return value indicating success or specifying a particular error condition

ata (output) - contains a return data record

7.3.9.3 | Return Codes
The Retrieve Data aggregate service mayteturn any of the return codes defined in Clause 9.
7.3.10 Update
<interfpce name="Update">
<parpmeter name="ProcegsingOptions"
type="ProcessingeptionsType" direction="in" />
<parpmeter name="SybjectID"
type="xs:st#fing" direction="in" use="conditional" />
<parpmeter nameslBficounterID"
type="x8Spstring" direction="in" use="conditional" />
<parpmeter fdame="InputData" type="InformationType" direction="in" />
<parpmetertrmame="Return" type="xs:unsignedLong" direction="out" />
<parpmegey~name="Token" type="TokenType" direction="out" use="conditional" />
<parpmeter name="ReturnData"
ype="TInformationType" direction="out" use="optional" />
</interface>

7.3.10.1 Description

The Update aggregate service shall update specified information about a subject, or in an encounter-
centric model about an encounter. In a person-centric model, this aggregate service may be used to
update both biographic and biometric information for a subject record. In an encounter-centric model,
this aggregate service may be used to update biographic and/or biometric information for either a
single encounter or all encounters. Either a subject ID or encounter ID must be specified.

40
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7.3.10.2 Parameters

Processing Options (input) - options that guide how the service request is processed, and may identify
what type(s) of information should be returned

Subject ID (input, conditional) - the identifier of the subject; required if no encounter ID is provided
Encounter ID (input, conditional) - the identifier of the encounter; required if no subject ID is provided

Input Data (input) — contains subject information to update

>

eturn (output) - return value indicating success or specifying a particular error condition

oken (output, conditional) - a token used to retrieve the results of the Update request; retur;lled with
synchronous request processing. If set to zero, operation is processed synchronously. If set o a non-
ero value, operation is processed asynchronously and Get Update Results must be:used to retfieve the
esults.

=S N QO

=3

eturn Data (output, optional) - contains a return data record

.3.10.3 Return Codes

~1

The Update aggregate service may return any of the return codes defined in Clause 9.

1.3.11 Verify

interface name="Verify">
<parameter name="ProcessingOptions"
type="ProcessingOptionsType" direction="in" />
<parameter name="InputData" type="InformdtionType" direction="in" />
<parameter name="ReferenceBIR"
type="CBEFF BIR Type" directiop="in" use="conditional" />
<parameter name="IdentityClaim"
type="xs:string" direction"in" use="conditional" />
<parameter name="GalleryID" type="xs:string" direction="in" use="optional" />
<parameter name="Return" types!Xs:unsignedLong" direction="out" />
<parameter name="Match" types'"xs:boolean" direction="out" />
<parameter name="Score" type="xs:float" direction="out" use="optional" />
<parameter name="EncounferID"
type="xs:string®\direction="out" use="conditional" />
<parameter name="Tokan'" type="TokenType" direction="out" use="conditional" />
<parameter name="RetuarnData"
type="InformationType" direction="out" use="optional" />
/interface>

~1

.3.11.1 Description

he Verify.aggregate service shall perform a 1:1 verification function between a given biométric and
ither a elaim of identity in a given gallery or another provided biometric and according tq system
equirements and/or resources. Either the Identity Claim or Reference BIR input paramefters are
equired. The system may perform additional actions based on input data and/or results of verification.
or nvamp]ﬂ inan encounter-centric mnr‘]ﬂ] this annrnnafn soervice may initiate o rnnnncf to-tHe Verlfy
Subject primitive service, and if a match is found 1t may then utilise the Set Blographlc Data and/or Set
Biometric Data primitive services to create a new encounter for the subject. If this occurs, the service
shall return a system-assigned encounter ID.

'T1"!"ﬂ('D>J

For encounter-centric models, the encounter ID may optionally be specified by the caller. If the encounter
ID is omitted for the encounter-centric model, the service shall return a system-assigned encounter ID.

NOTE When in encounter mode, for comparison operations, it is not necessary to explicitly create an
encounter. The BIAS service provider will create the encounter and will set the encounter type to “recognition”.

If the Verify aggregate service is implemented as a synchronous service, the implementing system shall
immediately process the request and return the results in the Return Data parameter. If the Verify
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aggregate service is implemented as an asynchronous service, the implementing system shall return
a non-zero token in the Token parameter, which is an indication that the request is being handled
asynchronously. In this case, the Get Verify Results service shall be used to poll for the results of the
Verify request.

7.3.11.2 Parameters

Processing Options (input) - options that guide how the service request is processed, and may identify
what type(s) of information should be returned

Input Ddta (input) - contains an input data record, which at a minimum must include biometric data

Referende BIR (input, conditional) - data structure containing the biometric sample that will be comparefd
to the Input BIR, required if no Identity Claim is provided

Identity [Claim (input, conditional) - the identifier by which the subject is known to the galléry, required
if no Reference BIR is provided
Gallery ID (input, optional) - the identifier of the gallery or population group of which the subject mugt

be a meinber
Return (putput) — return value indicating success or specifying a particularerror condition

Match (qutput) - indicates if the Input BIR matched either the biometric information associated with thie
Identity[Claim or the Reference BIR

Score (output, optional) - the comparison score, if the biometricinformation matched
Encountgr ID (output, conditional) - the identifier of the endgunter, if assigned

Token (dutput, conditional) - a token used to retrievesthe results of the Verify request; returned with
asynchrpnous request processing. If set to zero, opération is processed synchronously. If set to a nor
zero valjie, operation is processed asynchronously and Get Verify Results must be used to retrieve thie
results.

Return Data (output, optional) - containga ¥eturn data record

7.3.11.3 Return Codes

The Verjfy aggregate service may’return any of the return codes defined in Clause 9.

8 Data elements.and data types

A goal ¢f BIAS is te-be flexible to the amount and types of biographic and biometric informatiop
availablg¢ to and.used by a system. The parameters “Biographic Data” and “Biometric Data” are mear
to be geheralin'this sense in order to allow this flexibility. This clause includes information on how thi
flexibilify can'be specified and supported by implementing systems.

N -+

8.1 Biographic data

BIAS defines three data types to provide flexibility for the amount and types of biographic data supported
by implementing systems. The Biographic Data Item Type shall represent a single biographic data item,
and the Biographic Data Set Type shall represent a set of biographic information in a specified format.
The Biographic Data Type is a common type that shall represent either a set or list of biographic data.

8.1.1 Biographic Data Type
<xs:complexType name="BiographicDataType">

<xs:choice maxOccurs="unbounded">
<xs:element name="LastName" type="xs:string" minOccurs="0" />

42 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=d33d6352cc64fff1c937fdb10ee506ff

ISO/IEC 30108-1:2015(E)

<xs:element name="FirstName" type="xs:string" minOccurs="0" />
<xs:element name="BiographicDataltem" type="BiographicDataltemType"
maxOccurs="unbounded" />
<xs:element name="BiographicDataSet" type="BiographicDataSetType" />
</xs:choice>
</xs:complexType>

8.1.1.1 Description

The Biographic Data Type defines a set of biographic data elements, utilizing either the Biographic
Data Item Type to represent a list of elements or the Biographic Data Set Type to represent a complete,
fprmmattedsetof biographicimformationThis typeatsoinctudes optiomat-fixed fietds for representing
first and last names, two common biographic data elements.

§.1.1.2 Definitions

I~

ast Name (optional) - the last name of a subject

Rirst Name (optional) - the first name of a subject

lwl

iographic Data Item - a single biographic data element

el

iographic Data Set - a set of biographic data information

§.1.2 Biographic Data Item Type

xs:complexType name="BiographicDataltemType">
<xs:sequence>
<xs:element name="Name" type="xs:string" (A>

<xs:element name="Type" type="xs:string/, />
<xs:element name="Value" type="xs:stritd" minOccurs="0" />
</xs:sequence>
/xs:complexType>

8.1.2.1 Description

The Biographic Data Item Type defines:a single biographic data element. The biographic data it¢m name
and type are required elements, whil€ the value is optional.

§.1.2.2 Definitions
Name - the name of the biographic data item (i.e. “PersonName”)
Type - the data typefor the biographic data item (i.e. “xs:string”)

Walue (optionagl)</the value assigned to the biographic data item (i.e. “John Doe”)

§.1.3 Biographic Data Set Type

xs¥complexType name="BiographicDataSetType">
<XS:sequence>

o e ALY uamcoyauc—"##au -
</xs:sequence>
<xs:attribute name="name" type="xs:string" use="required" />
<xs:attribute name="version" type="xs:string" use="optional" />
<xs:attribute name="source" type="xs:string" use="required" />
<xs:attribute name="type" type="xs:string" use="required" />

</xs:complexType>

8.1.3.1 Description

The Biographic Data Set Type defines a set of biographic data that is formatted according to the specified
format. This data type allows biographic information in an Electronic Fingerprint Transmission
Specification (EFTS) or pre-defined XML format, for example, to be used with BIAS messages.
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8.1.3.2 Definitions

name - the name of the biographic data format (e.g. “EFTS”)

version (optional) - the version of the biographic data format (e.g. “7.1” or “1.0")
source - reference to a URI describing the biographic data format

type - the biographic data format type (e.g. “XML")

8.1.3.3 [ Common Biographic Data Format References

In ordef to provide a consistent representation of some common biographic data formats,) this
specification will establish common values for the attributes used in the Biographic Data Set,Type. Thie
commoi] biographic data format shall have the name, source, and type attributes in common;The versiop
attributg, if used, shall reflect the source organization’s assigned version. These shall\be registerefd
with thd ISO Biometric Registration Authority. Samples of common biographic data formats are showp
in Table|B.1 in Annex B.

8.1.4 Biographic Data List Type

<xs:complexType name="BiographicDatalListType">
<xs:pequence>
<ks:element name="BiographicData" type="BiographicDatalype"
minOccurs="0" maxOccurs="unbounded" />
</xsf sequence>
</xs:copplexType>

8.1.4.1 | Description
The Biographic Data List Type shall provide a list of biographic data.

8.1.4.2 | Definitions

Biographic Data - data structure containing information about a biographic record

8.2 Biometric Data

This defjnes how to represent bioinetric data in the BIAS services.

8.2.1 [CBEFF BIR Type

<xs:complexType name={CBEFF BIR Type">
<xs:pequence>
<ks:elemenfisneme="BIR Information" minOccurs="0">
<xs:camplexType>
<xsx'sequence>
<xs:element name="bir-info" type="iso-i1iecl9785-3-7:BIR-info"
minOccurs="0" />
<xs:element name="bdb-info" type="iso-iecl19785-3-7:BDB-info"
minOccurs="0" />
<xs:element name="sb-info" type="iso-iecl9785-3-7:SB-info"
minOccurs="0" />
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="BIR">
<xs:complexType>
<xs:choice minOccurs="1">
<xs:element name="BinaryBIR" type="xs:base64Binary" />
<xs:element name="URI BIR" type="xs:anyURI" />
<xs:element name="XML BIR" type="iso-iecl19785-3-7:BIR" />
</xs:choice>
</xs:complexType>
</xs:element>
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</xs:sequence>
<xs:attribute name="format-owner" type="iso-iecl9785-3-7:Registered-int"
use="required" />
<xs:attribute name="format-type" type="iso-iecl9785-3-7:Registered-int"
use="required" />
</xs:complexType>

8.2.1.1 Description

Biometric information shall be packaged as a biometric information record (BIR) in a CBEFF st

015(E)

ructure,

called a CBEFF-BIR in this part of ISO/IEC 30108, with the biometric data embedded in the biometric

ata btock;as defimed by 1SOAEC19785-t—This part of 1SOAEC 30108 dues ot TequiTe=any
BEFF patron format, and recognises that BIAS implementations may support only one patroj
pplications and implementations may also choose to support multiple patron formats.

lor e

he CBEFF BIR Type schema shall be used to represent biometric information. This,schema |
br either a non-XML CBEFF-BIR representation, a reference to a URI containing a CBEFF-BIR, of
BEFF-BIR representation. Non-XML CBEFF-BIR representations shall be base-64 encoded, co

b the XML Patron Format as defined in ISO/IEC 19785-3, Amd1(2010).\The XML Patron F
eferenced with the namespace “http://standards.iso.org/iso-iec/19785/3".

lon T o il o S o W N |

(ww]

IR metadata information may be optionally included to make it-easier to understand wha
BEFF-BIR without having to parse the actual BIR content. This.is especially helpful when u
rlon-XML CBEFF-BIR representation or a reference to a URI containing a CBEFF-BIR.

o

=z

OTE BIR information elements are intended to reflect infoynration in the BIR (if a simple BIR) or inf]
present in the topmost level of a BIR (if a complex BIR).

§.2.1.2 Definitions

Hir-info - contains information about the CBEEF-BIR

=

db-info - contains information about the-BDB in a simple CBEFF-BIR

sp-info - contains information about the security block, if used, in a simple CBEFF-BIR

(wal

inary BIR - a non-XML CBEFF-BIR
URI BIR - a URI reference t0 a*CBEFF-BIR
ML BIR - an XML CBEFF-BIR, using the XML Patron Format as defined in ISO/IEC 19785-3

brmat-owner - identifies the Patron format owner

= =

prmat-type <identifies the Patron format type

4.2.2 <CBEFF BIR List Type

xg:complexType name="CBEFF BIR ListType">

specific
format.

brovides
an XML
nverting

on-ASCII text and binary image data into ASCII form. XML CBEFF-BIR representations shall adhere

brmat is

t is in a
sing the

brmation

- seqguence

<xs:element name="BIR" type="CBEFF BIR Type"
minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
NOTE As an alternative to a BIR List, a complex BIR can be used which contains multiple BIRs/mod

8.2.2.1 Description
The CBEFF BIR List Type shall provide a list of CBEFF-BIR elements.
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8.2.2.2
BIR - CB

Definitions

EFF structure containing biometric data and associated metadata

8.2.3 Biometric Data Element Type

<xs:complexType name="BiometricDataElementType">
<xs:sequence>
<xs:element name="BiometricType" type="iso-iecl9785-3-7:Multiple-types" />
<xs:element name="BiometricTypeCount" type="xs:positivelnteger"

uon

<

<

<

</xs
</xs:co

8.2.3.1
The Bio

the biometric type, subtype, and format, contained in the BDB of the CBEFF-BIR:

8.2.3.2

Biometr]|
by CBEH

Biometr

in the bipmetric type field

Biometr
biometr

BDB For
biometr

BDB Fof
organiz:

8.2.4

<Xs:com
<xSs:
<

</xs
</xs:co

8.2.4.1

ks:element name="BiometricSubType" type="iso-iecl19785-3-7:Subtype"
minOccurs="0" />

ks:element name="BDBFormatOwner" type="iso-iecl19785-3-7:Registered-int" />
ks:element name="BDBFormatType" type="iso-iecl19785-3-7:Registered-int" />
. sequence>
hplexType>
Description
metric Data Element Type shall provide descriptive information about biometric data, such as

Definitions

fc Type - the type of biological or behavioral data stored.in(the biometric record, as definefd
F

¢ Type Count (optional) - the number of biometric records having the biometric type recorded

¢ Subtype (optional) - more specifically defines the type of biometric data stored in the
crecord, as defined by CBEFF

mat Owner - identifies the standards bedy, working group, industry consortium, or other CBEFF
c organization that has defined the format for the biometric data

mat Type - identifies the specific biometric data format specified by the CBEFF biometric
ition recorded in the BDB Format Owner field

Biometric Data List Type

blexType name="BiemetricDataListType">
Eequence>

ks:element ndmeé="BiometricDataElement" type="BiometricDataElementType"
minOccues="0" maxOccurs="unbounded" />
L sequence>
plexType>
Des¢ription

The BiometricData List Typn shall prnvidn a2 list of hiometric data elements

8.2.4.2

Definitions

Biometric Data Element - data structure containing information about a biometric record

8.3 Document Data

BIAS includes metadata about one or more identity documents as well as (optionally) images of scanned

identity

8.3.1

46

documents.

Document Data Type
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<xs:complexType name="DocumentDataType">
<xs:sequence maxOccurs="unbounded">
<xs:element name="DocumentCategory" type="xs:string" />
<xs:element name="DocumentIDNumber" type="xs:string" minOccurs="0" />
<xs:element name="DocumentIssuanceCountryCode"
type="iso 3166:CountryAlpha2CodeType" minOccurs="0" />
<xs:element name="DocumentIssuingOrganization" type="xs:string"
minOccurs="0" />
<xs:element name="DocumentIssuanceDate" type="xs:dateTime"
minOccurs="0" />
<xs:element name="DocumentExpirationDate" type="xs:dateTime"
minOcconrs="0"
<xs:element name="DocumentLastName" type="xs:string" minOccurs="0" />
<xs:element name="DocumentFirstName" type="xs:string" minOccurs="0" / >
<xs:element name="DocumentMiddleName" type="xs:string" minOccurs="0" />
<xs:element name="DocumentValidity" type="xs:boolean" minOccurs="0" /, >
<xs:element name="DocumentValidityText" type="xs:string" minOccurs="0""/>
<xs:element name="DocumentImage" type="xs:base64Binary" minOccursz#'0” />
</xs:sequence>
/xs:complexType>

§.3.1.1 Description

The Document Data Type defines a set of document data elements/providing information apout the
fdresented identity document. This type also includes an optional field for an image of the document.

§4.3.1.2 Definitions
Document Category - the type of identity document presented (e.g. passport)
ocument ID Number (optional) - the number associatedwith the identity document (e.g. passport pumber)

L
Document Issuance Country Code (optional) - the 1SO 2-character code for the country which isfued the
document or from within which it was issued

ocument Issuing Organization (optional)~ the entity which issued the identity document

ocument Issuance Date (optional) - the date upon which the identity document was issued

bXpires)

ocument Last Name (optional) - the family name of the person to whom the identity document was

L

L

Document Expiration Date (optional) - the date upon which the identity document is no longer valid
(

L

issued, as contained within the document itself

Document First Name (optional) - the first given name of the person to whom the identity document was
issued, as contained within the document itself

~

ocument-Middle Name (optional) - the second given name of the person to whom the identity dpcument
Vas issued; as contained within the document itself

<

Document Validity (optional) - the assessed validity of the identity document (e.g. as the result of local

ronline v::]ir‘]ify r*hnr‘](c)

Document Validity Text (optional) - details or remarks associated with the assessed validity (e.g.
description of validity issue)

Document Image - a scanned image of the subject document (e.g. passport picture page)

8.3.2 Document Data List Type

<xs:complexType name="DocumentDatalListType">
<xs:sequence>
<xs:element name="Document" type="DocumentDataType"

minOccurs="0" maxOccurs="unbounded" />
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</xs:sequence>
</xs:complexType>

8.3.2.1 Description

The Document Data List Type shall provide a list of documents.

8.3.2.2 Definitions

Document - data structure containing information about a document and optionally an image of that
documept

8.4 Candidate Lists

Candidafe lists are returned in the response to a biometric identification request. BIAS-defines twp
data types to represent candidate lists. The Candidate Type shall represent a single candidate, and the
Candidafe List Type shall represent a set or list of candidates.

8.4.1 [andidate Type

<xs:complexType name="CandidateType">

<xs:pequence>

<ks:element name="ScoreList" minOccurs="0">

<xs:complexType>

<xs:sequence>

<xs:element name="Score" type="ScoreType" />

</xs:sequence>
</xs:complexType>

<fxs:element>
<xskelement name="Subject ID" type="xs:string! />
<xsfelement name="BiographicData" type="BiographicDataType"
minOccurs="0" />
</xs:spquence>
<xs:atfribute name="rank" type="xs:int" usé="required" />
</xs:copplexType>

<xs:complexType name="ScoreType">
<xs:pequence>
ks:element name="Value" type="xs:float" />
ks:element name="BiometrddType" type="iso-iecl19785-3-7:Multiple-types"minOccurs="0

A A

/>

<ks:element name="BionmettricSubType" type="iso-iecl9785-3-7:Subtype" minOccurs="0" /
</xs| sequence>

</xs:copplexType>

8.4.1.1 | Description
The Canpdidate Typgeldefines a single candidate as a possible match in response to a biometric

identifigation request. The Subject ID is a required element, while the score and biographic data an
optional

D

8.4.1.2 | Definitions

Rank - the rank of the candidate in relation to other candidates for the same biometric identification
operation

Subject ID - the identifier of the subject

Scorelist (optional) - a list of comparison score(s) and optionally the type and subtype of the relating
biometric

Biographic Data (optional) - biographic data associated with the matching candidate

8.4.2 Candidate List Type
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<xs:complexType name="CandidateListType">
<xs:sequence>
<xs:element name="Candidate" type="CandidateType"
minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

8.4.2.1 Description

The Candidate List Type defines a set of candidates, utilizing the Candidate Type to represent each

element in the set.

4.4.2.2 Definitions

(andidate - a single candidate

on

.5 Capabilities

mplementing systems will have various capabilities to support BIAS services. These cap
hclude information on supported biometric comparison capabilities, sipported galleries, su
rocessing options for the aggregate services, supported biographic forimats, etc. BIAS defines
ypes to represent these capabilities. The Capability Type shall represent a single capability,
apability List Type shall represent a set of capabilities.

e W lle o M cvidiice)

o0

.5.1 Capability Type

xs:complexType name="CapabilityType">
<xs:sequence>
<xs:element name="CapabilityName" type=Mxs:string" />
<xs:element name="CapabilityID" types'x®s:string" minOccurs="0" />
<xs:element name="CapabilityDescription" type="xs:string" minOccurs="0" />
<xs:element name="CapabilityValue!Stype="xs:string" minOccurs="0" />
<xs:element name="CapabilitySupportingValue" type="xs:string"
minOccurs="0" />
<xs:element name="CapabilityAdditionalInfo" type="xs:string"
minOccurs="0" />
</xs:sequence>
/xs:complexType>

0

.5.1.1 Description

he Capability Type defin€s a single capability supported by an implementing system. Each su
Apability shall be identified by a Capability Name. Some supported capabilities will have an as
apability Value (e:g./supported galleries will have a Gallery ID value), while others will
iometric compatison support for a specific biometric type).

o OO0

§.5.1.2 _DPefinitions

(apability Name - the name of the capability, as defined by the implementing system

abilities
pported
wo data
and the

pported
sociated
not (e.g.

dapability ID (optional) — an identifier assigned to the capability by the implementing system

Capability Description (optional) - a description of the capability
Capability Value (optional) - a value assigned to the capability
Capability Supporting Value (optional) - a secondary value supporting the capability

Capability Additional Info (optional) - contains additional information for the supported capabil

8.5.2 Capability List Type

<xs:complexType name="CapabilityListType">
<xs:sequence>
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<xs:element name="Capability" type="CapabilityType"

</xs

minOccurs="0" maxOccurs="unbounded" />
:sequence>

</xs:complexType>

8.5.2.1

Description

The Capability List Type defines a set of capabilities, utilizing the Capability Type to represent each

element

8.5.2.2

in the set.

Definitions

Capabili

8.6 Fysion Information

Fusion i
informa
Fusion I

8.6.1

<Xs:com
<xSs:
<

A

ANAN

<
</xs
</xs:co

8.6.1.1

The Fus
shall ind

performied, the comparison algorithim identifying information, and either a score (for score-level fusior})

or adec

8.6.1.2

Biometr]
by CBEH

Biometr
biometr

[y — a single capability

hformation is sent as input to fusion services. BIAS defines two data types torepresent fusiop
fion. The Fusion Information Type shall represent a single set of fusion infermation, and thie
hformation List Type shall represent a set or list of fusion information elements.

Fusion Information Type

blexType name="FusionInformationType">
Eequence>
ks:element name="BiometricType" type="iso-iecl9785-3<7:Multiple-types" />
ks:element name="BiometricSubType" type="iso-iecl2%85-3-7:Subtype"
minOccurs="0" />
xs:element name="AlgorithmOwner" type="xs:string" />
ks:element name="AlgorithmType" type="xs:string"™ />
ks:choice minOccurs="1">
<xs:element name="Score" type="xs:float" K>
<xs:element name="Decision" type="xs:s&#ing" />
xs:choice>
E sequence>
plexType>

Description

[

jon Information Type represents the information necessary to perform a fusion operation.
lude the biometric type and\subtype, if applicable, for which the biometric comparison wa

[72)

sion (for decision-level fusion).

Definitions

fc Type - thédype of biological or behavioral data stored in the biometric record, as definefd
F

¢ Subtype (optional) — more specifically defines the type of biometric data stored in the
crecord

Algorithm Owner - the owner or vendor of the algorithm used to determine the score or decision

Algorithm Type - the Algorithm Owner’s identifier for the specific algorithm product and version used
to determine the score or decision

NOTE

Algorithm Owners are registered with the ISO Biometric Registration Authority and assigned unique

identifiers as defined in ISO/IEC 19785-2. Algorithm Types are assigned by the registered algorithm owner.

Score - the similarity score assigned by the comparison algorithm

Decision

- the match decision assigned by the comparison algorithm

8.6.2 Fusion Information List Type
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<xs:complexType name="FusionInformationListType">
<xs:sequence>
<xs:element name="FusionElement" type="FusionInformationType"
minOccurs="2" maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

8.6.2.1 Description

The Fusion Information List Type shall contain at a minimum two sets of fusion input elements, utilizing
the Fusion Information Type to represent a single set of fusion information.

4.6.2.2 Definitions

Husion Element - a set of fusion information

§8.6.3 Fusion Identity List Type

xs:complexType name="FusionIdentityListType">
<xs:sequence>
<xs:element name="FusionIdentity" type="FusionInformationldisgtType"
maxOccurs="unbounded" />
</xs:sequence>
/xs:complexType>

§.6.3.1 Description

—

he Fusion Identity List Type shall contain fusion inputélements for one or more identities, jutilizing
he Fusion Information List Type to represent a single set of fusion information for each identitjy.

—

§.6.3.2 Definitions

Husion Identity - a set of fusion information feor;a single identity

8.7 Other Data Types
This describes the remaining datatypes defined by this part of ISO/IEC 30108.

§.7.1 Encounter Category:-Type

xs:simpleType name="BncounterCategoryType">
<xs:restriction bage="xs:string">
<xs:enumeratipn value="Enrolment"/>
<xs:enumefafion value="Recognition"/>
<xs:enuMe¥ation value="Unspecified"/>
<xs:paptern value=" ([a-zA-Z0-9])+"/>
</xs:resEriction>
/xs:simpleType>

§.7.1.1~ Description

TheEncounter Fafngnr}r Twnn identifies the fvpn of encounter (lhfnrnr‘hnrﬂ r‘nrlng which the ldentlty

(biographic, biometric, and/or document) data was collected from the sub]ect as determined by the
requester.

8.7.1.2 Definition
As given above.

8.7.2 Encounter List Type

<xs:complexType name="EncounterListType">
<xs:sequence>
<xs:element name="EncounterID" type="xs:string"
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</xs

minOccurs="0" maxOccurs="unbounded" />
:sequence>

</xs:complexType>

8.7.2.1

Description

The Encounter List Type defines a set of encounters.

8.7.2.2

Encount,

Definition

8.7.3

<xs:com
<xSs:
<

</xs

</xs:co

8.7.3.1

The Infq
a combi

could re
defined

8.7.3.2

The Infgrmation Type allows for an unlimited number of.data element types, and it does not specify ng

require

8.7.4

<xs:com
<xSs:
<

<

</xs
</xs:co

8.7.4.1

The List
biometr

8.7.4.2

or ID - the identifier of an encounter (unique to a subject)

Information Type

blexType name="InformationType">
sequence>

ks :any namespace="##any" processContents="lax"
minOccurs="0" maxOccurs="unbounded" />
: sequence>
plexType>
Description

[

rmation Type provides a method to represent any type of dataelement. It could represer
nation of the Biometric Data Type and Biographic Data Type defined in Clause 8, or
present a completely different data exchange model (an &FTS record, for example), eithg
referenced in this part of ISO/IEC 30108 or by the implementing system.

= o+

Definitions

=

hny particular data element.

List Filter Type

blexType name="ListFilterType'>

Eequence>

ks:element name="BiometricTyp&Filter"
type="iso-1ecl19785-3%:Multiple-types" maxOccurs="unbounded" />

ks:element name="InclugeBiometricSubtype" type="xs:boolean" />

. sequence>

plexType>

Description

Filter Type provides a method to filter the amount of information returned in a search gf
c data.

Definitions

Biometr

c‘Type Filter — limits the returned information to a specific type of biometric, as defined by CBEFF

Include Biometric Subtype - a Boolean flag indicating if biometric subtype information should be
returned

8.7.5

Option Type

<xs:complexType name="OptionType">

<xSs:

sequence>

<xs:element name="Key" type="xs:string" />
<xs:element name="Value" type="xs:string" minOccurs="0" />

</xs

:sequence>

</xs:complexType>
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8.7.5.1 Description

BIAS aggregate services support the ability to include various processing options which direct and
possibly control the business logic for that service. Together with the Processing Options Type, the
Option Type provides a method to represent those options. Processing options should be defined by the

implementing system.

8.7.5.2 Definitions

ev — the identifier of an ontion sunnorted buv the imnlementing sustem
4 T Pr Y i 5>)

Walue - the value for an option supported by the implementing system

§.7.6 Processing Options Type

xs:complexType name="ProcessingOptionsType">
<xs:sequence>
<xs:element name="Option" type="OptionType"
minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
/xs:complexType>

8.7.6.1 Description

(wwl

IAS aggregate services support the ability to include variQus processing options which di
fossibly control the business logic for that service. The Process Options Type provides a m
epresent those options. Processing options should be defined by the implementing system.

—

4.7.6.2 Definitions

(ption - an option supported by the implementing system

8.7.7 Token Type

xs:complexType name="TokenType'!C
<xs:sequence>
<xs:element name="TokenVd&lue" type="xs:string" />
<xs:element name="Expiration" type="xs:date" />
</xs:sequence>
/xs:complexType>

o0

.7.7.1 Description

ome of the BIAS)services may be handled asynchronously, such as the Identify Subject
pon receiving\a request for the service, the implementing system may either process the
ynchronously and return the results directly or it may process the request asynchronously an
non-zero_token that can be used to retrieve the results at some later time. If a token is retur
lient/requester will be responsible for polling for the results, using the token as the input pa
he’Token Type defines the token that is returned for asynchronous processing.

= 0 QO W )

rect and
bthod to

service.
request
d return
ned, the
rameter.

I'he encoding of the Expiration element shall be the concatenation of the following components (1n OI‘dEI‘):

a) the “year” component, consisting of the year encoded in four digits;

b) the “month” component, consisting of the month encoded in two digits;
c) the “day” component, consisting of the day encoded in two digits;

d) theletter “T”;

e) the “hour” component, consisting of the hour encoded in two digits;

f) the “minute” component, consisting of the minute encoded in two digits;

© ISO/IEC 2015 - All rights reserved

53


https://standardsiso.com/api/?name=d33d6352cc64fff1c937fdb10ee506ff

ISO/IEC 30108-1:2015(E)

g) the “second” component, consisting of the second encoded in two digits;

h) the letter “Z".

8.7.7.2

Definitions

Token Value - a value returned by the implementing system that is used to retrieve the results to a
service request at a later time

Expiration — a date and time at which point the token expires and the service results are no longer

guarant

9 Erry

As with

propagalting error conditions. All BIAS services have a Return parameter for conveying return valug

and errd

9.1 Su
BIAS de

SUCCESS
9.2 Ej

BIAS de

bed to be available (format: YYYYMMDDTHHMMSSZ)

or handling and notification

oW

any messaging interface, there is a need to define effective measures for‘handling an

[72)

r condition codes.

Iccessful service calls

ines a return value for successful service calls.
=0

ror condition codes

ines two levels of errors that are represented by thé«rror condition codes: System and Servic

[¢)

errors.
represe

System-
cannot 4

system dloes not support a particular request,Service-level errors are created in the service-dependerjt

part in

They co
of ISO/1
errors d
The sery

BIAS de

UNKNOWN
The sery

UNSUPPO
Areque

INVALID

addition, BIAS also allows for implementations.to define their own error condition codes tp
t error conditions that are not already defined by this part of ISO/IEC 30108.

evel errors are created in the core part of’BIAS and occur when the implementing system
ervice a request. They could result dueto an internal logic error or because the implementinig

BIAS and occur when there is a.problem transmitting or representing the service request.
ild result due to an invalid service request or because of a communications error. This pat
KC 30108 will define the error condition codes for system-level errors, since the service-level
epend on the service mechanisms in which the BIAS is implemented such as the Web services.
rice-level errors are specified in other parts of ISO/IEC 30108.

—

ines the following set-of system-level error codes:

| ERROR=1
rice failed foranvunknown reason.

RTED CARABILITY=2
ted capability is not supported by the service implementation.

| INPYT=3

The dat:

BIR QUALITY ERROR=4

Biometr

ic sample quality is too poor for the service to succeed.

INVALID BIR=5
The input BIR is empty or in an invalid or unrecognised format.

BIR SIGNATURE FATLURE=6
The service could not validate the signature, if used, on the input BIR.

BIR DECRYPTION FAILURE=7
The service could not decrypt an encrypted input BIR.

INVALID ENCOUNTER ID=8
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The input encounter ID is empty or in an invalid format.

INVALID SUBJECT ID=9
The input subject ID is empty or in an invalid format.

UNKNOWN_SUBJECT=10
The subject referenced by the input subject ID does not exist.

UNKNOWN GALLERY=11
The gallery referenced by the input gallery ID does not exist.

UNKNOWN_ENCOUNTER=12
The encounter referenced by the input encounter ID does not exist.

o

NKNOWN BIOGRAPHIC FORMAT=13
he biographic data format is not known or not supported.

—

UNKNOWN_IDENTITY CLAIM=14
he identity referenced by the input identity claim does not exist.

—

INVALID IDENTITY CLATM=15
he identity claim requested is already in use.

—

=

ONEXTSTENT DATA=16
he data requested for deletion does not exist.

—

e

NKNOWN DOCUMENT CATEGORY=17
he data requested for deletion does not exist.

|

=

NVALID TOKEN=18
he data requested for deletion does not exist.

—]

=)

OKEN EXPTRED=19
he data requested for deletion does not exist:

]

)

UPLICATE ENCOUNTER ID=20
he input encounter ID for a new encounter already exists for that subject.

|

—

DENTIFICATION RESULT NOT YET/AVAILABLE=21
he result of an asynchronous identification process is not yet available.

|

UNKNOWN _FORMAT=22
An unknown format was'detected.

INVALID LICENSE=23
An invalid license-was found.

[0

[ERVICE NOT /MPLEMENTED=24
he requested'service/function is not implemented.

—

INVALID-BNCOUNTER TYPE=25
he input encounter type is not a recognised category.

—

MNVATLTID PROCESSING QPTIQN=26
The supplied processing options are invalid.

CANNOT STORE_DATA=27
Data cannot be stored due to an internal reason.

CANNOT PROCESS DATA=28
Data cannot be processed.

CANNOT CREATE TEMPLATE=29
A biometric template could not be created from the raw input data (either for purpose enrol or
verify/identify).

CANNOT DELETE DATA=30
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Data cannot be deleted.

CANNOT RETRIEVE DATA=31
Data cannot be retrieved (read).

CANNOT INITIALIZE INTERNAL MODULES=32

Internal

modules cannot be initialized and/or loaded.

CANNOT VERIFY DATA=33
Cannot perform a 1:1 verification of the supplied and /or stored data.

Cannot

CANNOT IDENTIFY DATA=34

INVALID
The (cen]

CANNOT |
The qua

INTERNA
An intern

CANNOT |
Data car

BIOMETR
The bior

erform a 1:N identification of the supplied and/or stored data.

| CONFIGURATION=35
tral) system was configured improperly.

CHECK QUALITY=36
ity check cannot be performed due to an internal reason.

. DATABASE ERROR=37
nal error during the database connection occurred.

JPDATE DATA=38
not be updated.

[C TYPE NOT SUPPORTED=39
hetric modality/type is not supported by the system.

10 Sedurity

Security
distribu
public inf
ultimatg
binding;
and proy

BIAS bi
provide
options
provide

ride BIAS implementers with these options.

is important for any kind of distributed computing environment, and even more so whep
ted computing occurs over open networks.Web services, for example, generally operate as jp
ternet Web service, an intranet Web seryice, or a combination of both. BIAS implementers will
ly choose the level of security and the‘security capabilities provided by their system(s). BIAS
, which are defined outside of this part of ISO/IEC 30108, need to include security capabilities

ndings shall provide options or message confidentiality and integrity. BIAS bindings sha
options for message transport confidentiality and integrity. BIAS bindings shall provide
to support access contrels in order to authenticate users of a service. BIAS bindings also shall
options for mutual atthentication between clients (requesters) and servers (service providers).

—_—
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Annex A
(normative)

Conformance requirements

ISO/IEC 30108-1:2015(E)

.1 General

onformance to this part of ISO/IEC 30108 falls into the following classes:
lass 1: Full Primitive Services Implementation

lass 2: Full Aggregate Services Implementation

lass 3: Limited Primitive Services Implementation

lass 4: Minimum Primitive Services Implementation

lass 5: Minimum Aggregate Services Implementation

lass 6: Matcher Primitive Services Implementation

lass 7: Matcher Aggregate Services Implementation

(Jonformance requirements for these classes are defined in A.2.
A.2 Class conformance requirements
To claim conformance to this part of ISO/IEC 30108, implementations shall provide the mgndatory
services and capability item informatien for their conformance class, as defined below, in acdordance
with the service definitions in Clause7.
Implementations shall acceptall valid input parameters and return valid outputs, as defined in [Clause 7
and Clause 8. Implementations shall perform error handling as defined in Clause 9. Service bindings
shall implement the security requirements as defined in Clause 10.
All classes shall impleiment the Query Capabilities service.
Table A.1 is a summary of conformance requirements by class. Details are provided following the table.
Table A.1 — BIAS conformance classes
Service/Capability Class1 | Class2 | Class3 | Class4 | Class5 | Class6 | [Class7

Primitive Services

Add Subject To Gallery X X

Check Quality X

Classify Biometric Data X

Create Encounter C** C** C**

Create Subject X X X X

Delete Biographic Data X X X

Delete Biometric Data X X X X

Delete Document Data X X

Delete Encounter CH* C* C**
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Table A.1 (continued)

Service/Capability

Class 3

Class 4

Class5 | Class6 | Class7

Delete Subject

X

Delete Subject From Gallery

Get Identify Subject Results

(e}
*

C*

Identify Subject

List Biographic Data

List Bioetric Data

List Dochment Data

Perform|Fusion

Query Capabilities

Retrievd Biographic Data

Retrievd Biometric Data

Retrievg Document Data

Set Biogfaphic Data

Set Biometric Data

Set Docyment Data

P PR R | R | <

Transfom Biometric Data

Update Biographic Data

O
Q’(\ > | = > | < | <
Q

Update Biometric Data

Update Document Data

|| >
Y
I

Verify Stibject

el s e R e R s A e A s e R s s R R R e T R e

X

Aggregate Services

A

Delete

Enrol

Get Delelte Results

Get Enrql Results

c* C*

Get Idenlify Results

Get Update Results

c* C*

Get Verify Results

O.

c* c*

—
Identify \J

. 4
Retrievd Data /)Q

Update AV‘S‘

>
<

Verify )

>
>

VN

Capabil t&ﬁhf})rmation Items

Aggreg LCﬁ{puLDdeOp tiorat

AggregatelnputDataRequired

AggregateProcessingOption

AggregateReturnData

AggregateServiceDescription

P PR K| PR

BiographicDataSet

CBEFFPatronFormat

D P DR R | PR

el R A A R R e s

ClassificationAlgorithmType

ConformanceClass

>

Gallery

P | | | X<
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Service/Capability Class1 | Class2 | Class3 | Class4 | Class5 | Class6 | Class7

IdentityModel X X X X X
ComparisonAlgorithm X X X X X X X
ComparisonScore X X X X X X X
QualityAlgorithm X
SupportedBiometric X X X X X X X

Tansformoperation X

Conditional - required if associated service is implemented as asynchronously.
* Conditional - required if encounter-centric model is implemented.

Y

—+ Add Subject To Gallery
—+ Check Quality

—+ Classify Biometric Data

+ Create Subject
1 Delete Biographic Data
+ Delete Biometric Data

<+ Delete Document Data

—+ Delete Subject

asynchronagusly)
+ Identify\Subject

+ ListBiographic Data

—+~List Biometric Data

-+ Delete Subject From Gallery

A.2.1 C(lass 1: Full Primitive Services Implementation

Full Primitive Services Implementation shall provide the following BIAS services:

—+ Create Encounter (conditional - required if encounter-centric model is implemented)

—+ Delete Encounter (conditional= required if encounter-centric model is implemented)

-+ Get Identify Subject Results(conditional - required if associated service is implemgnted as

— List Document Data

— Perform Fusion

— Query Capabilities

— Retrieve Biographic Data
— Retrieve Biometric Data
— Retrieve Document Data

— Set Biographic Data
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— Set Biometric Data

— Set Document Data

— Transform Biometric Data
— Update Biographic Data
— Update Biometric Data

— Updqu Document Data

— Verlfy Subject

A Full Primitive Services Implementation shall provide the following capability information items ip
responsk to the Query Capabilities service:

— BiographicDataSet

— CBHFFPatronFormat

— ClagsificationAlgorithmType
— ConformanceClass

— Gallery

— IdentityModel

— ConjparisonAlgorithm

— ConpparisonScore

— QuallityAlgorithm

— SupportedBiometric

— TrapsformOperation

A.2.2 (lass 2: Full Aggregate Services Implementation

A Full Aggregate Services Implementation shall provide the following BIAS services:
— Delgte

— Enrpl

— Ge

[

Delete Results (conditional - required if associated service is implemented as asynchronously

— Get[Enrel\Results (conditional - required if associated service is implemented as asynchronously)

— QGet dpnfify Results (r'nndifinn;ﬂ - rpqnirpd if assaciated serviceis implpmpnfpd asasvnchronousl )

— Get Update Results (conditional - required if associated service is implemented as asynchronously)
— Get Verify Results (conditional - required if associated service is implemented as asynchronously)
— Identify

— Retrieve Data

— Update

— Verify
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— Query Capabilities

A Full Aggregate Services Implementation shall provide the following capability information items in

response to the Query Capabilities service:
— AggregatelnputDataOptional
— AggregatelnputDataRequired

— AggregateProcessingOption

—+ AggregateReturnData

—+ AggregateServiceDescription
1+ BiographicDataSet

-+ CBEFFPatronFormat

—+ ConformanceClass

—+ Gallery

—+ IdentityModel

4+ ComparisonAlgorithm

-+ ComparisonScore

—+ SupportedBiometric

A.2.3 C(lass 3: Limited Primitive Services\Implementation

O

(%)

—+ Add Subject To Gallery

4 Create Encounter (conditional - required if encounter-centric model is implemented)
+ Create Subject

-+ Delete Biographie Data

+ Delete Biomietric Data

+ Delete Document Data

-+ .MDelete Encounter (conditional - required if encounter-centric model is implemented)

Nal [ N

Limited Primitive Services Implementation provides many of the primitive services, except f
Juality, Classify Biometric Data, Perform Fusion, Transform Biometric Data, and all d
ervices. A Limited Primitive Services:implementation shall provide the following BIAS servicd

br Check
bcument
S:

rS 3 rS
DTICTLIC OUuuUjctiiu

— Delete Subject From Gallery

— Get Identify Subject Results (conditional - required if associated service is implemented as

asynchronously)
— Identify Subject
— List Biographic Data
— List Biometric Data

— List Document Data
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A Limit¢d Primitive Services Implementation shall provide the following capability information itemjs
in respopnse to the Query Capabilities service:

A.2.4 (lass 4: Minimum Primitive Services Implementation

A Minimpum Primitive Services Implementation does not provide biometric identification services. A
Minimumn Primitive Services Implementation shall provide the following BIAS services:

62

Query Capabilities
Retrieve Biographic Data
Retrieve Biometric Data
Retrieve Document Data
Set Biographic Data

Set Biometric Data

Set Document Data
Update Biographic Data
Update Biometric Data
Update Document Data

Verify Subject

BiographicDataSet
CBHFFPatronFormat
ConformanceClass
Gallery

IdenjtityModel
ConpparisonAlgorithm
ConparisonScore

SupportedBiometric

Create Encounter(conditional - required if encounter-centric model is implemented)
Credate Subjeet

DelgteBiographic Data

Delete Biometric Data

Delete Encounter (conditional - required if encounter-centric model is implemented)
Delete Subject

List Biographic Data

List Biometric Data

Query Capabilities

Retrieve Biographic Data
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