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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
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Any feedback or questions on this document should be directed to the user’s national standards
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Introduction

The presentation of an artefact or of human characteristics to a biometric capture subsystem in a fashion
intended to interfere with system policy is referred to as presentation attack. The ISO/IEC 30107 series
deals with techniques for the automated detection of presentation attacks. These techniques are called
presentation attack detection (PAD) mechanisms. [SO/IEC 30107-3 establishes principles and methods for
performance assessment of PAD mechanisms and for reporting the results thereof.

PAD mechanisms are commonly integrated into mobile devices that use biometrics.l[2] The following
characteristics of mobile devices necessitate the development of an ISO/IEC 30107-3 profile specific to
mobile,devices:

— Mdbile devices often have accelerated product development timelines, therefore time and resouyces for
PAD testing can potentially be limited.

— A {ingle type of biometric subsystem is often integrated into a wide range of mobile'devices, such that
regults from a single test can be applicable to multiple types of mobile devices with‘the same oprating
system (OS) or using the same development language.

— Bigmetric subsystems integrated into mobile devices are typically closed systems, such that performance
teqting takes place through a full-system evaluation.

This dgcument provides requirements for assessing the performance of PAD mechanisms on mobile flevices
with local biometric recognition. A general profile is provided in Clause'5 as well as a profile specific|to Fast
IDentitly Online (FIDO) biometric presentation attack detection evaluation requirements in Clause 6.|3]

© ISO/IEC 2024 - All rights reserved
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2 Ngrmative references

The follJowing documents are referred to i the text in such a way that some or all of their content conj
requir¢ments of this document. For dated references, only the edition cited applies. For undated refe
the latgst edition of the referenced.document (including any amendments) applies.

ISO/IE( 2382-37, Information technology — Vocabulary — Part 37: Biometrics

ISO/IEC 19795-1, Informatiojt technology — Biometric performance testing and reporting — Part 1: Pri
and framework

[SO/IEC 30107-1, Information technology — Biometric presentation attack detection — Part 1: Framew|
ISO/IEC 3010723y Information technology — Biometric presentation attack detection — Part 3: Test
reportipg

4.

@

echanisms on mobile devices with local biometric recognition and on biometric:-modules inte
bile devices.

ments thatare not present in ISO/IEC 30107-3. For each requirement; the profile defines an “Ap
Tests for Mobile Devices”. For some requirements, numerical values or ranges are provided
best practices.

ofile is applicable to mobile devices that operate as closedsystems with no access to internal
hg mobile devices with local biometric recognition as weéll as biometric modules for mobile de

cument is not applicable to mobile devices with solely~tremote biometric recognition.

on of biometric characteristics. Any other attacks are outside the scope of this document.

tection
borated

bfile lists requirements from ISO/IEC 30107-3 that are specific to mobilé-devices. It also establishes

proach
in the

results,
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Facks considered in this document take place*at the capture device during the presentatipn and
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37, ISO/IEC 19795-1,
ISO/IEC 30107-1, ISO/IEC 30107-3 and the following apply.

[SO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

© ISO/IEC 2024 - All rights reserved
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mobile device
small, compact, handheld, lightweight, standalone computing device, typically having a display screen with
digitizer input and/or a miniature keyboard

Note 1 to entry: Examples include laptops, tablet PCs, wearable information and communication technology (ICT)
devices, and smartphones

3.2

biometric module
small, compact and lightweight unit that is integrated into or interfaces with a mobile device and that

captures biometric qnmplpq compares biometric references or stores hiometric ‘rpmpln‘rpc

4 AL
The ab

FAR
FIDO
FRR
FS-PD
IAPAR
IAPAR|
IUT
0S
PAD
PAI
TOE

5 Ca

Evalua
accord

Evalua

with alll requiréments set forth in Clause 7.

breviated terms

breviated terms below are used in this document.

false accept rate
Fast [Dentity Online
false reject rate
full system processing duration
impostor attack presentation accept rate
\p impostor attack presentation accept rate at the given attack potential
item under test
operating system
presentation attack detection
presentation attack instrument

target of evaluation

nformance

fions not based.en/FIDO biometric requirements shall be planned, executed and repo
hnce with all requirements set forth in Clause 6.

Fions based;en FIDO biometrics requirements shall be planned, executed and reported in accd

6 Ge

rted in

rdance

neral profile for PAD testing of mobile devices

Table 1 provides a profile for PAD testing of mobile devices. Requirements are numbered within Table 1 for
ease of reference.

© ISO/IEC 2024 - All rights reserved
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Table 1 — Profile for PAD testing of mobile devices

ISO/IEC 30107-
3:2023, clause
or subclause no.

Requirement

Approach in presentation attack
detection (PAD) testing of mobile
devices

6

1) Evaluations of PAD mechanisms and resulting reports
shall specify the type of presentation attacker (biome-
tric impostor or biometric concealer) considered in an
evaluation.

Presentation attacks for PAD testing of
mobile devices are executed by biomet-
ric impostors.

6 2) Evaluations of PAD mechanisms and resulting reports | The evaluator shall specify one of the
shall describe the type of evaluation conducted as well |following:
as-tHre-attacktypesto-betested- —Tvaluations of PAD mecHanisms

in which the set or range‘'of attack
types is selected to be apprppriate
to the application, such ag those
discussed in ISO/LEC 30107-B:2023,
Clause 11.

— Product-specific evaluatigns of
PAD mtechanisms, used to| test a
supplier’s claim of performance
against a specific category of attack
types.

7.1 3) PAD evaluations and resulting reports shall fully de- |The evaluator shall provide narrative,
scribe the IUT, including all configurations and settings {to include the following:
as well as the amount oflnfor.matlgn available to the —  Mobile device model, 0S, ind 0S
evaluator about PAD mechanisms in place. version.

— Position of sensor (e.g. fronf, back,
side), to include position relative to
device’s screen(s).

— Ifapplicable, manner of test[subject
interaction with the bigmetric
sensor (e.g. touch left index finger,
swipe right or left thumbp, look
at front-facing camera, speak a
passphrase).

— If applicable, the positioning of the
biometric module with respect to
the mobile device.

7.1 4) Evaluatioris of PAD mechanisms and resulting reports | PAD testing of mobile devices is gpplied
shall spegcify the applicable evaluation level, whether at the full system level.

PAD(subsystem, data capture subsystem, or full system.

7.2 5)Evaluations of PAD mechanisms shall cover a defined |The evaluator shall determine the
variety of attack types by utilizing a representative set |suitable range of PAls and bona f}de test
of presentation attack instruments and a representative |crew composition.
set of bona fide test subjects.

7.2 6) The evaluator shall define the parameters of the The evaluator shall provide basig and
attack presentation to fully characterize the range of narrative.

PAI presenter interactions with the IUT, to include the
temporal boundaries of the presentation.

7.2 7) In an evaluation of PAD mechanisms, the evaluator The evaluator shall provide basis and
shall 1) define bona fide presentations and representa- |narrative.
tive test subjects for the target application and popula-
tion and 2) provide a rationale for these definitions.

10.2 8) Evaluations of PAD mechanisms and resulting reports | The evaluator shall provide basis and

shall describe how artefacts were created and prepared,
addressing the following:

© ISO/IEC 2024 - All rights reserved
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Table 1 (continued)

ISO/IEC 30107-
3:2023, clause
or subclause no.

Requirement

Approach in presentation attack
detection (PAD) testing of mobile
devices

— creation and preparation processes;

— effort required to create and prepare artefacts (e.g.
technical know-how, creation time, difficulty of
collecting artefact materials, creation instruments,
and preparation instruments);

— —abiliTy T0 CONSISTENtly Create and prepare arteracts
with intended properties;

— customization of artefacts for specific PAI
presenters;

— customization of artefacts for specific systems;
— sourcing of biometric characteristics;

— availability of public information on creation and
preparation process;

— changes in artefact creation or preparation
processes over the course of the evaluation.

10.3 9) Evaluations of PAD mechanisms and resulting reports | The evaluator shall provide basig and
shall describe how artefacts were used in the evaliation, |narrative for each bullet. It is asspmed
addressing the following: that no scrutiny or oversight is applied

during artefact usage.
— level of PAI presenter training and habittation;
— artefact durability, including-ithe number of
presentations associated with\each artefact; and
— level of scrutiny or oversight'applied during artefact
usage.
111 10) Evaluations of PAD fnechanisms and resulting The evaluator shall document which

reports shall describe'whether evaluation design con-
sidered enrolment;.identification, and/or verification
processes

processes were considered in evdlua-
tion design: enrolment, verification, or
identification.

© ISO/IEC 2024 - All rights reserved
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Table 1 (continued)

ISO/IEC 30107-
3:2023, clause
or subclause no.

Requirement

Approach in presentation attack
detection (PAD) testing of mobile
devices

11.2

11) Evaluations of PAD mechanisms and resulting re-
ports that apply to enrolment processes shall describe
the following:

— use of enrolment-specific quality thresholds or
presentation policy;

The evaluator shall provide basis and
narrative for each bullet. Assumptions
for enrolment processes include the
following:

enrolment parameters are native to
the device and are not changeable

orevnosedtathe aualuqatar:
) 7

— parameters of the enrolment transaction, including
number and duration of presentations;

— level of operator oversight present in the process;

— manner in which operator functions were applied or
emulated in the evaluation; and

— whether the IUT checks sample quality and provides
feedback to the test subject (e.g. “finger too wet”,
“move to a quieter room”).

no operator oversight!is p
and

no operator functions are
or emulated in the evaluatio

resent;

hpplied
n.

11.3

12) Evaluations of PAD mechanisms and resulting re-
ports that apply to verification processes shall describe
the following:

— use of quality thresholds and presentation pdlicy;

— parameters of the verification transactionjincluding
the number and duration of presentations;

— level of operator oversight presentin the process;

The-evaluator shall provide basig

and

fiarrative for each bullet. Assumptions

for verification processes includg
following:

verification parameters are
to the device and not changsg
exposed to the evaluator;

no operator oversight is pre
the process; and

no operator functions are
or emulated in the evaluatio|

the

native
able or

sent in

hpplied
n.
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Table 1 (continued)

ISO/IEC 30107-
3:2023, clause
or subclause no.

Requirement

Approach in presentation attack
detection (PAD) testing of mobile
devices

— manner in which operator functions were applied or
emulated in the evaluation;

— whether the IUT checks sample quality and provides
feedback to the test subject (e.g. “finger too wet”,
“move to a quieter room”);

Transaction policies, attempt limits,
and user feedback are particularly im-
portant when considering mobile devic-
es and shall be documented thoroughly
and accurately.

Policies that lead to user revocation
and/or device locking after a number of

— policy after fattingatt attempts, €.8- asking fora Pi;
a password, or waiting for 30 s before attempting
again;

— whether the IUT provides feedback after a failed
attempt; and

— if the IUT provides feedback, a list of the feedback
messages.

failed attempts can make an evaluation
impractical. Special evaluation s¢ttings
allowing sequences of multiple fdiled
transactions can be requested offthe de-
vice manufacturer t6\allow an efficient
evaluation. Test device OS settings shall
not interfere with transaction pdlicies
(such as timingout/locking scre¢n
based upen atime limit) that are|being
evaluated.
NOTE 1 The behaviour of the IUT after
failéd transactions can also influpnce
attack approaches. Feedback profided
by the IUT can influence IAPAR, as PAI
presenters can improve their attack
presentations by adapting the argefact
creation process in response to feed-
back.

EXAMPLE 1 Feedback provided
by the mobile device can include fthe
following:

Modality Feedback from
mobile devjce

Fingerprint “Finger too wet”

Fingerprint “Make sure fhat

your finger tov-
ers the entige
Home buttop”

Face “Look at the
camera”
Voice “Move to

quieter plac

[

© ISO/IEC 2024 - All rights reserved
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Table 1 (continued)

ISO/IEC 30107-
3:2023, clause
or subclause no.

Requirement

Approach in presentation attack
detection (PAD) testing of mobile
devices

13.1

13) Evaluations of PAD mechanisms shall report the
following:

The evaluator shall provide basis and
narrative for each bullet.

14) number of presentation attack instruments used
in the evaluation;

The evaluator shall document this
number based on IUTs, PAI sources, PAI
presenters, species, and series.

15) number of PAI species used in the evaluation;

Best practice is to use at least six PAI

Species. When a PAD evaluation ¢onsid-
ers attack potential, then begt pfractice
is to use at least six PAI spécies af each
level.

NOTE 2 PAD testingdesigned to pssess
susceptibility to a broader range|of
attacks would require that more [PAI
species be uséd,

NOTE 3 If the test is meant to defnon-
strate resistance to attackers with a
certainylevel of attack potential ip a
grading scheme, best practice is fo use
at least six PAI species for each ahd any
level of attack potential below thg level
that resistance is claimed to, in agddition
to at least six PAI species at that level of
attack potential.

16) number of PAI series used in the evaltation;

If an attack using a PAI species dpes not
reproducibly succeed using less han

10 PAI series, best practice is to use at
least 10 PAI series.

NOTE 4 Certain evaluations will
possibly need to take place with fewer
than 10 PAI series, such as evalugtions
utilizing expensive, high-quality imasks.

17) number of individuals involved in the testing,
including PAI presenters unable to utilize artefacts
and test subjects unable to present non-conformant
characteristies;

18) number of sources from whom or which artefact
characteristics were derived;

The evaluator shall provide basig and

narrative for each bullet.

T19Y number of artefacts created per PAI source for
€ach PAI species;

Best practice is to create a mininjum
of three PAls per PAI source for gach
species.

NOTE 5 This is equivalent to the
of a PAl series.

NOTE 6 PAD testing not concern¢d with
r’nnﬂafnhi]ify of PAls can-allow far fewer

length

r
PAls to be created per species and PAI
source.

20) number of tested materials;

The evaluator shall provide basis and
narrative.

21) description of output information available from
PAD mechanism;

The evaluator shall provide basis and
narrative, based on native system
operations.

22) ordering of presentations with and without PAIs,
and whether PAI presenters or test subjects were
reused;

The evaluator shall provide basis and
narrative.

© ISO/IEC 2024 - All rights reserved
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Table 1 (continued)

ISO/IEC 30107-
3:2023, clause
or subclause no.

Requirement

Approach in presentation attack
detection (PAD) testing of mobile
devices

— 23) ordering of presentations to the PAD enabled
and disabled system, and whether test subjects were
reused.

The evaluator shall provide basis and
narrative.

24) The experimenter shall, in the test report:

— define the purpose and responsibilities of the
following roles in a PAD test: test subject (conducts

The evaluator shall provide basis and
narrative for each bullet.

bona Ifide presentations and non-conformant
capture attempts), PAI presenter, PAI source, and
PAI creator;

— state whether the role was material to test results
and provide a basis for this assertion;

— indicate the number of individuals who occupied
each role (e.g. five individuals were PAD sources in
the test);

— foreachrole,describeindividuals’level of experience
with presentation attacks;

— document occurrences in which individuals
occupied multiple roles, e.g. PAI sources were al§o
PAI presenters.

25) For a full-system evaluation of impostor attacks,
the PAI presenter shall not conduct preséntations in
which they are enrolled as a bona fide.reference.

The evaluator shall provide basig and
narrative.

26) Test reports shall describe any use of machines or
automated mechanisms as PAL presenters or PAI
sources.

The evaluator shall provide basi§ and
narrative.

13.4.2.1

27) For a given verification system IUT, for each PAI
species, the following shall bereported:

— IAPAR and the saniple'size on which this computed
rate is based;
— FRR/FAR;

— FS-PD foptional).

For a give)IUT, the IAPAR of the most successful PAI
specigs'with attack potential AP may be reported as
IAPAR), p.

Ferbona fide test subjects, the evaluator shall report
FRR/FAR calculations and the basis of results.

The evaluator shall provide results and
basis of calculations.

7 FIPO,Profile for PAD testing of mobile devices

Table 2 provides a profile for PAD testing of mobile devices based on FIDO biometrics requirements.
Requirements are numbered within Table 2 for ease of reference.

© ISO/IEC 2024 - All rights reserved
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Table 2 — Profile for PAD testing of mobile devices for FIDO biometrics requirements

ISO/IEC 30107-
3:2023, clause or
subclause no.

Requirement

Approach in presentation attack detection
(PAD) testing of mobile devices for FIDO
biometrics requirements

6

1) Evaluations of PAD mechanisms and result-
ing reports shall specify the type of presenta-
tion attacker - biometric impostor or biometric
concealer - considered in an evaluation.

FIDO shall use biometric impostor.

2) Evaluations of PAD mechanisms and result-
ing reports shall describe the type of evalua-

FIDO shall use application-focused eval-
uations of PAD mechanisms in which the

£3 A o 1l +1 14 1o+ ol
o conrauctCtas-vwerrastrrcattaticty ptSTtooT

tested.

+ / £ 1+ l- & 3 1 o d s be
setfrange-ofattacktypesisselectedto
appropriate to the application, such as those
discussed in ISO/IEC 30107-3:2023, €lquse 11.

7.1

3) PAD evaluations and resulting reports shall
fully describe the IUT, including all configu-
rations and settings as well as the amount of
information available to the evaluator about
PAD mechanisms in place.

FIDO test reports shall provide the reqpired
narrative.

FIDO evaluated biometric'systems shall eval-
uate IUTs that are fultsystems.

A FIDO evaluated biometric recognitioh
system is not required to be integrated in a
mobile devicesHowever, it shall have the com-
plete functionality of a biometric recognition
system (Eapture, enrolment, quality chpck,
PAD, cemparison and decision subsyst¢m,
ete.).
Additionally, the vendor shall provide 4n al-
lowed integration document which describes
allowable changes of the biometric sub}sys-
tem when integrated into the mobile d¢vice.
A TOE shall be provided for each allowed
integration, e.g. different thickness of glass.
The integration manual is provided for|ref-
erence to the laboratory, it shall be cohprent
with the configuration and operation of the
test harness.

While FIDO certifications can be performed
in the context of a mobile device, certifjcation
is also allowed at a component level.

When the biometric module under test|is
integrated into a mobile device, the evgluator
shall provide narrative, including the fpllow-
ing:

— mobile device model, 0S, and OS v¢rsion;

— position of sensor (e.g. front, back, side),
to include position relative to device’s
screen(s);

— if applicable, manner of test
interaction with the biometric [sensor

subject

L 4 1 lofe .o £3 H H h
(C-§toucr eIt raex THIget;, Swipe rig t
or left thumb, look at front-facing camera,
speak a passphrase).

7.1

4) Evaluations of PAD mechanisms and re-
sulting reports shall specify the applicable
evaluation level, whether PAD subsystem, data
capture subsystem, or full system.

FIDO shall evaluate the full system.

© ISO/IEC 2024 - All rights reserved
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ISO/IEC 30107-4:2024(en)

Table 2 (continued)

ISO/IEC 30107-
3:2023, clause or
subclause no.

Requirement

Approach in presentation attack detection
(PAD) testing of mobile devices for FIDO
biometrics requirements

7.2

5) Evaluations of PAD mechanisms shall cover
a defined variety of attack types by utilizing
arepresentative set of presentation attack
instruments and a representative set of bona
fide test subjects.

FIDO establishes bona fide test crew composi-
tion and PAI usage parameters.

7.2

6) The evaluator shall define the parameters

oftha attack nracantation to fullu charactaorizg
P J

FIDO establishes parameters to test the range
UT,

of PAl nrocentorintoractionewith thao
|

the range of PAI presenter interactions with
the IUT, to include the temporal boundaries of
the presentation.

including temporal boundaries.

7.2

7) In an evaluation of PAD mechanisms, the
evaluator shall 1) define bona fide presenta-
tions and representative test subjects for the
target application and population and 2) pro-
vide a rationale for these definitions.

FIDO test evaluator shall provide basis|and
narrative.

10.2

8) Evaluations of PAD mechanisms and result-
ing reports shall describe how artefacts were
created and prepared, to include:

FIDO evaluations'require that the evalfiator
shall providéjbasis and narrative for eqch
bullet.

— creation and preparation processes;

— effort required to create and prepare
artefacts (e.g. technical know-how,
creation time, difficulty of collectihg
artefact materials, creation instruments,
and preparation instruments);

— ability to consistently create_and prepare
artefacts with intended properties;

— customization of artefacts for specific PAI
presenters;

— customization (of " artefacts for specific
systems;

— sourcing of biometric characteristics;

— avdilability of public information on
creation and preparation process;

<) “changes in artefact creation or preparation
processes over the course of the evaluation.

10.3

9) Evaluations of PAD mechanisms and result-
ing reports shall describe how artefacts were
used in the evaluation:

— level of PAI presenter training and

FIDO test evaluator shall provide basis|and
narrative for each bullet.

habituation;

— artefact durability, including the number
of presentations associated with each
artefact; and

— level of scrutiny or oversight applied
during artefact usage.

111

10) Evaluations of PAD mechanisms and result-
ing reports shall describe whether evaluation
design considered enrolment, identification,
and/or verification processes.

FIDO shall only evaluate verification process-
es.

© ISO/IEC 2024 - All rights reserved
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ISO/IEC 30107-4:2024(en)

Table 2 (continued)

ISO/IEC 30107-
3:2023, clause or
subclause no.

Requirement

Approach in presentation attack detection
(PAD) testing of mobile devices for FIDO
biometrics requirements

11.2

11) Evaluations of PAD mechanisms and result-
ing reports that apply to enrolment processes
shall describe the following:

FIDO does not evaluate PAD mechanisms that
apply to enrolment - N/A.

— useofenrolmentspecificquality thresholds
or presentation policy;

— parameters of the enrolment transaction

including number and duration of
presentations;

— level of operator oversight present in the
process;

— manner in which operator functions were
applied or emulated in the evaluation; and

— whether the IUT checks sample quality and
provides feedback to the test subject (e.g.

“finger too wet”, “move to a quieter room”).

11.3 12) Evaluations of PAD mechanisms and FIDO testevaluator shall provide basis|and
resulting reports that apply to verification narrative for each bullet.
processes shall describe the following:

— use of quality thresholds and presentation{ FIDO has no concept of quality thresholds or
policy; presentation policy that can be configured by

o _ an evaluator.

— parameters of the verification transaction, | gjpo evaluations assume that verificatjion
including the number and dutation of|,; ameters are native to the componert/
presentations; device and not accessible or exposed td the

— level of operator oversight present in the evaluator. ) )
process; FIDO evaluations are conducted withofit

operator guidance, and thus no operatgr over-

— manner in whichi@pérator functions were|sight is present in the process, nor are they
applied or emulated in the evaluation; applied or emulated in the evaluations

Not applicable if testing a biometric cofnpo-

— whether thelUT checks sample quality and |pent.
provides. feedback to the test subject (e.g.

“fingertoo wet”);

— poliey after failing all attempts, e.g. asking
for’ a PIN, a password, or waiting for
30 seconds before attempting again;

— whether the IUT provides feedback after a
failed attempt; and

— if the IUT provides feedback, a list of the
feedback messages.

13.1 13) Evaluations of PAD mechanisms shall FIDO evaluations use 25 sources that provide
report 14): number of presentation attack 12 PAI species for a total of 300 PAI instru-
instruments used in the evaluation. ments.

13.1 13) Evaluations of PAD mechanisms shall FIDO biometrics requirements specify use of
report 15): number of PAI species used in the |14 PAI species.
evaluation.

13.1 13) Evaluations of PAD mechanisms shall FIDO requires to use 10 PAI series per PAI

report 16) number of PAI series used in the
evaluation.

species.
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