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Foreword

019(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bod

ies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other

international organizations, governmental and non-governmental, in liaison with ISO and I
take partin the work

EC, also

he procedures used to develop this document and those intended for its further majinten
escribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria ne
the different types of document should be noted. This document was drafted in accordance
ditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ttention is drawn to the possibility that some of the elements of this docurment may be thg
f patent rights. ISO and IEC shall not be held responsible for identifying’any or all sucl
rights. Details of any patent rights identified during the development of .the document will h
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents) o
list of patent declarations received (see http://patents.iec.ch).

ny trade name used in this document is information given forcthe convenience of users and
nstitute an endorsement.

or an explanation of the voluntary nature of standards, the meaning of ISO specific tel
pressions related to conformity assessment, as well*as information about ISO's adhereng
orld Trade Organization (WTQO) principles in the Technical Barriers to Trade (TBT) see ¥
.org/iso/foreword.html.

iﬁlis document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
bcommittee SC 37, Biometrics.

larY

list of all parts in the ISO/IEC 30106/series can be found on the ISO website.

o>y

ny feedback or questions on this document should be directed to the user’s national standard
omplete listing of these bodies can be found at www.iso.org/members.html.

Q
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e in the
 the IEC
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Introduction

In this document an application programming interface expressed in C++ language is specified. C++ is
a basic, general-purpose, object-oriented programming language that is used in most computer-based
platforms and operating systems.

One of the advantages of using C++ is that, as it is supported by most computer platforms, the
development, in source code, may be fully (or at least to a great part) supported from one platform to
another.

C++isaprogramming language standardized by ISO/IEC 14882, and most development platforms allow
its use i conjunction to other programming languages and frameworks.

F

This doqument is drafted to make a clear and usable interpretation of ISO/IEC 30106-1, when'tsing C+
prograniming language.

vi © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=a8001e0b70450d0a9d11cc89e9dee422

INTERNATIONAL STANDARD ISO/IEC 30106-4:2

019(E)

Information technology — Object oriented BioAPI —

Part 4:
C++ implementation

Scope

his document specifies an interface of a BioAPI C++ framework and BioAPI C+#\BSP w}
irror the corresponding components specified in ISO/IEC 30106-1. The semanti¢equivalend
ocument will be maintained with ISO/IEC 30106-2 (Java implementation) and ISO/IEC 301
ilnplementation). In spite of the differences in actual parameters passed between functions, th
nd interface structure are the same.

2 Normative references

The following documents are referred to in the text in such a-way that some or all of their
onstitutes requirements of this document. For dated references, only the edition cited app
undated references, the latest edition of the referenced document (including any amendments)

Q

[l

50/1EC 30106-1, Information technology — Object oriented BioAPI — Architecture

]

50/1EC 30106-2, Information technology — Objectroriented BioAPI — Part 2: Java implementatid

]

50/1EC 30106-3, Information technology — Object oriented BioAPI — Part 3: C# implementation

p—

50/1EC 14882, Programming languages — C++

3 Terms and definitions
No terms and definitions aredlisted in this document.

IF0 and IEC maintain terfminological databases for use in standardization at the following add

- ISO Online browsing platform: available at https://www.iso.org/obp

— [EC Electropedia: available at http://www.electropedia.org/

4 BioAPI C++ general requirements

All-classes defined in the scope of this document shall have a constructor with all its prop

ich will
e of this
6-3 (C#
e names

content
lies. For
applies.

eSSes:

brties as

hition of

aradmeters_as well as a destructor that will free all allocated mMemory. In qddih'nn' the defi

each of the classes may contain further requirements for the constructor.

The destructor shall fullfill at least, the same requirements that the corresponding Dispose()
defined in ISO/IEC 30106-2 and ISO/IEC 30106-3.

method

In addition, most implementations shall declare the classes as exportable. Therefore, in this document a

constant called BIOAPI is defined, allowing exportation of the classes.
EXAMPLE In Windows the definition of BIOAPI is: #define BIOAPI _ declspec (dllexport)

To illustrate the use of the specification given in this document, refer to Annex A.

© ISO/IEC 2019 - All rights reserved
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5 Data types and constants

5.1 Basic data types

5.1.1 Enumerations

5.1.1.1 BiometricSubtype

Description:|Subtype of the biometric data used (e.g. which finger used in finger modalities).

When transierring this information INto/Irom a binary format, the Blometric
Subtype constants defined in ISO/IEC 30106-1 shall be used.

m Constant|—
Summary:

1
=
=

NoValueAvailable
Left

Right

LeftThumb
LeftIndexFinger
LeftMiddleFinger
LeftRingFinger
LeftLittleFinger
RightThumb
RightIndexFinger
RightMiddleFinger
RightRingFinger
RightLittleFinger
LeftPalm
LeftBackOfHand
LefeWrist
RightPalm
RightBackOfHand
RightWrist

© ISO/IEC 2019 - All rights reserved
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5.1.1.2 BiometricType

Description: | Type of the biometric data used (e.g. modality). When transferring this infor-
mation into/from a binary format, the Biometric Type constants defined in [SO/
[EC 30106-1 shall be used.

Enum Constant|—
Summary:

NoValueAvailable

MultipleBiometricTypes

Face

Voice

Finger

Iris

Retina
HandGeometry
SignatureOrSign
Keystroke
LipMovement
Gait

Vein

DNA

Ear

Foot

Scént

5.1.1.3 BIRDatabaseAccess

Description: | Defines the access mode to the database

Enum Constant|—
Summary:

Read - access mode which allows only retrieval of records.

ReadWrite - access mode which allows addition, deletion and retrieval of

records.

Write — access mode which allows addition and deletion of records, but
retrieval is not allowed

© ISO/IEC 2019 - All rights res

erved
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5.1.1.4 BSPSchemaOperations

Description:

Enumerates the different operations that a BSP can offer to the biometric appli-

cation (see 5.6)

Enum Constant

Summary:

CalibrateSensor (0x00020000)
Capture (0x00000004)

CheckQuality (OXU0080000]
ControlUnit (0x00400000)
CreateTemplate (0x00000008)
CreateTemplateWithAuxBIR (0x00000020)
EnableEvents (0x00000001)

Enrol (0x00000100)
GetIndicatorStatus (0x00010000)
Identify (0x00000080)
IdentifyAggregate (0x00000400)
PresetldentifyPopulation (0x00001000)
Process (0x00000010)
ProcessWithAuxBIR (0x01000000)
QueryBFPs (0x00200000)

QueryUnits (0x00100000)

Security (0x10000000)
SetIndicatorStatus (0x00008000)
SetPowerMode (0x00004000)

Verify (0x00000040)

VerifyAggregated (0x00000200)
VerifyWithAuxBIR (0x02000000)

© ISO/IEC 2019 - All rights reserved
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5.1.1.5 BSPSchemaOptions
Description: | Enumerates the different options that can a handle a BSP (see 5.6)

Enum Constant|— Adaptation (0x00000800)
Summary:

—  AppGUI (0x00000010)
—  AchiveBFP (0x00020000)

— Binning (0x00001000)

— BirEncrypt (0x00000200)

— BirSign (0x00000100)

— CaptureMultiple (0x00400000)

— CoarseScores (0x00100000)

— ComparisonBFP (0x00040000)

— GUIProgressEvents (0x00000020)
— Identifylndicator (0x00200000)

— OCC (0x00004000) (on-card comparison, formerly known as MOC)
— AdditionalData (0x00000080)

— ProcessingBFP (0x00080000)

— ProcessMultiple (0x00800000)

— QualityIntermediate (0x00000004)
— QualityRracessed (0x00000008)

—  QualityRaw (0x00000002)

— (Raw (0x00000001)

5 SelfContainedDevice (0x00002000)
— SensorBFP (0x00010000)

— SourcePresent (0x00000040)

— SubtypeToCapture (0x00008000)

— TemplateUpdate (0x00000400)

— Disabilities

— PADFeature

© ISO/IEC 2019 - All rights reserved 5
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5.1.1.6 EventKind

Description:

Defines the kind of sources that can originate an event

Enum Constant
Summary:

— Insert (0x00000001)
— Remove (0x00000002)
— Fault (0x00000004)

— SourcePresent (0x00000008)

— SourceRemoved (0x00000010)

5.1.1.7 | Facility

Description:

Defines originator of the error in an exception (see 10.1)

|
=

m Constant
Summary:

— Framework - The error was reported by the framework component.

— BSP - The error was reported by the biometric serviee provider.

— Unit - The error was reported by the biometric unit

5.1.1.8 | GUIEnrolType

Description:

Indicates the enrol type of a BSP (see 10.2)

m Constant

Summary:

|
=
=

— TestVerify

— MultipleCapture

5.1.1.9 | GUIMoment

Description:

Determines the'moment when the processing of an operation is at the time of
calling a GUI)callback function (see 10.2)

]
=]

m Constant
Summary:

— BeforeStart

—AfterEnd

© ISO/IEC 2019 - All rights reserved
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5.1.1.10 GUIOperation

Description: | Determines the operation being performed when using GUI callback functions
(see 10.2)
Enum Constant|— Capture
Summary:
— Enrol
— Identify
— Verify

b.1.1.11 GUIResponse

Description: | Enumeration of the possible actions to be performed bya-BSP after a GUI gvent
notification callback made by the BSP has returnedontrol to the BSP (se¢ 10.2)

Enum Constant|—
Summary:

CycleStart
CycleRestart
Default
OpComplete
OpCancel
ProgressContinue
ProgressAbort
Recapture
SubOpStart
SubOpNext

5.1.1.12 GUISuboperation

Description: | An enumeration of the possible types of suboperations performed by a BSH during
an operation, to be reported to the application in GUI event notifications (spe 10.2)

Enuni€onstant|— Capture
Summary:
— CreateTemplate
— Identify
— Process
—  Verify

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=a8001e0b70450d0a9d11cc89e9dee422

ISO/IEC 30106-4:2019(E)

5.1.1.13 ProcessedLevel

Description:

Determines the level of processing of the BIR

Enum Constant
Summary:

— Intermediate
— Processed

— Raw

5.1.1.14 Purpose

Description:

Defines the purpose for which the BIR or process is intended

m Constant
Summary:

]
=
=

— Verify

— Identify

— Enrol

— EnrolForVerificationOnly
— EnrolForldentificacionOnly
— Audit

— Decide

— NoPurposeAvailable

5.1.1.1% ResultOptions

Description:

Defines the requestta:some BioAPI methods, to provide additional results to the
originally defined (e.g. see 6.3.2).

m Constant
Summary:

cT1
=
=

— RequestAdaptedBIR — Request that a BIR be constructed by adapting the
reference template using the processed BIR that is the input to the biometric
verification.

— RequestAdditionalData - Request that the additionalData should be returned
upon successful verification

>— RequestAdditionalData - Request additional data to be used, for example, in an
auditing process.

© ISO/IEC 2019 - All rights reserved
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5.1.1.16 SecurityOptionsType
Description: | Defines which security options are supported by the BioAPI_Unit

Enum Constant|— Encryption (0x00000001) - Indicates that the BioAPI Unit supports encryption.
Summary:
— MAC (0x00000002) - Indicates that the BioAPI Unit supports MAC generation.

— DigitalSignature (0x00000004) - Indicates that the BioAPI Unit supports digital
Signature.

— ACBioGenerationWithMAC (0x00000010) - Indicates that the BioAPL Unit
supports ACBio generation using MAC.

— ACBioGenerationWithDigitalSignature (0x00000020) - Indicates that the
BioAPI Unit supports ACBio generation using digital signature.

b.1.1.17 UnitCategoryType
Description: | List the different categories for a BioAPI_Unjt

Enum Constant|— Archive - the unit manages BSP’s BIR database. (0x00000001)
Summary:

— Comparison - the unit is the collgetion of comparison algorithms.
(0x00000002)

— Processing - the unit is thecollection of processing algorithms.
(0x00000004)

— Sensor - the unit manages hardware sensor (0x00000008)

— QualityAssessmént — the unit is the collection of the different quality
assessmentprocesses (0x00000010)

5.1.1.18 UnitIndicatorStatus

Description: | Definés possible values for the indicator status
Enum Constant}=~" Accept
Summary:
— Busy
— Failure
— Ready
— Reject

© ISO/IEC 2019 - All rights reserved 9
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5.1.1.19 UnitPowerMode
Description: | Defines possible unit power modes

Enum Constant|— Detect — mode when unit is able to detect interaction of subject with the sensor.

Summary: ] ]
— Normal - mode when all functions are available.

— Sleep - minimum mode. All functions off

5.1.2 PBioAPIData

5.1.2.1 | Description

Defines generic data to be exchanged within Object Oriented BioAPI.

5.1.2.2 | C++ definition

typeflef vector<unsigned char> BIOAPI BioAPIData;
5.1.3 RegistrylD

5.1.3.1 | Description

Defines fhe identification of the data to be used or the productidentification. It is a structure with twp
compongnts, as defined in the different fields of ISO/IEC 19785 Biometric Information Records (BIRs)

5.1.3.2 | Properties summary
— unsjgned short Owner

— unsjgned short Type

5.1.3.3 | C++ definition

typefef struct BIOAPI Regist®wID {
upsigned short owner;

upsigned short type;

} RepistryID;

5.1.4 [UUID
5.1.4.1 | Description

Throughout thissdocument, there is a need to use Unique Identifiers, either for components or for users.
This doqument defines the Universally Unique IDentifier (UUID) as an array of 16 bytes.

5.1.4.2 C++ definition
typedef array<unsigned char, 16> BIOAPI UUID;

5.1.5 Date and Time

In the scope of this document, date and time will be handled by the tm structure contained in the
standard ctime library.

EXAMPLE

#include <ctime>
tm BDBCreationDate;

10 © ISO/IEC 2019 - All rights reserved
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5.2 C(Class ACBioParameters

5.2.1 Description

The structure that provides the information which is used to generate ACBio instances.

5.2.2 Properties summary

019(E)

— vector<int> Challenge - Challenge from the validator of a biometric verification when ACBio is

USed. Ihis value shall be Sent to the tield controivalue of type ACBIoContentintormation
instances.

-+ vector<int> InitialBPUIOIndexOutput - The initial value of BPU 10 index which is to be assign|
output from the BioAPI Unit, BFP, or BSP when the ACBio instances are generated-The range
Initial BPUIOIndexOutput and SupremumBPUIOIndexOutput shall be divided into-the numbd
Units and BFPs which are accepted by the BSP, and assigned to the BSP Units\and BSPs.

—+ vector<int> SupremumBPUIOIndexOutput - The supremum of BPU (0 indexes which a

3.3 Class BFPListElement

3.3.1 Description

et

lentifies a BFP by category and UUID. A list is returned by a BSP when queried for the instal
hat it supports.

—

5.3.2 Properties summary

— UnitCategoryType UnitCategory: The category of the unit.

- UUID BFPID: The UUID assigned to the BFP.
5.4 Class BFPSchema

5.4.1 Description

owl

epresents the record in‘the component registry that defines the properties of the BFP install
ystem. [s a serializable class.

v

3.4.2 Properties summary
-+ UUIBBFPUUID: UUID of the BFP.
-+ “UnitCategoryType BFPCategory: Category of the BFP identified by the BFPUUID.

n ACBio

ed to the
between
br of BSP

re to be

assigned to the output from the BioAPI Unit, BFP, or BSP when the AGBio instances are gengrated.

ed BFPs

bd in the

— string BFPDescription: A NULL-terminated string containing a text description of the BFP.

— string Path: A pointer to a NULL-terminated string containing the path of the file contai

ning the

BFP executable code, including the filename. The path may be a URL. This string shall consist of
ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646:2017, Annex D). When BFPSchema

is used within a function call, the component that receives the call allocates the memory for
schema element and the calling component frees the memory.

the Path

— string SpecVersion: Major/minor version number of the BioAPI specification to which the BFP was

implemented.

— string ProductVersion: The version string of the BFP software.

© ISO/IEC 2019 - All rights reserved
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— string Vendor: A NULL-terminated string containing the name of the BFP vendor.
— svector<unsigned char> BFPProperty.

— vector<RegistrylD> BFPSupportedFormats: A list the data formats that are supported by the BFP
(see 7.1).

— vector<BiometricType> FactorsMask: A list of the biometric types supported by the BFP (see 7.1).

— UUID FwPropertyID: UUID of the format of the following BFP property.

)

— vecfor<unsigned char> FwProperty: Address and length of a memory buffer containing the BE
property. The format and content of the BFP property can either be specified by a vendor orcan b,
spetified in a related standard.

D

5.5 C(Class BIR

5.5.1 Pescription

This interface represents BIRs. It supports ISO/IEC 19785 definitions, both for Simple-BIRs or fdr
Compley-BIRs. The specification of the patron format that shall be used is given in ISO/IEC 30106-1.

5.5.2 Properties summary

— RegjstrylD SelfID;

— unsigned char CBEFFVersion;

— unsjgned char PatronHeaderVersion;
— RegjstrylD BDBFormat;

— boo| BDBEncription;

— boo] BIRIntegrity;

— BiometricType BDBBiometricType;

— Bio:[:etricSubtype BDBBiometricSubtype;
— RegjstryID BDBCaptureDeyice;

— RegjstrylD BDBFeatureExtractionAlg;

— RegjstrylD BDBCGOmparisonAlg;

— RegjstryID-BDBCompresionAlg;

— RegjstrylD BDBPADTechnique;

— vector<unsigned char> BDBChallengeResponse;
— tm BDBCreationDate;

— vector<unsigned char> BDBIndex;

— ProcessedLevel BDBProcessedLevel;

— RegistryID BDBProduct;

— Purpose BDBPurpose;

— unsigned char BDBQuality;

12 © ISO/IEC 2019 - All rights reserved
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— RegistrylD BDBQualityAlg;

— vector<tm> BDBValidityPeriod;

— tm BIRCreationDate;

— vector<unsigned char> BIRCreator;
— vector<unsigned char> BIRIndex;

— vpr‘fnr<1mcignpd char> BIR Pny]nqd;

—+ vector<unsigned char> BIRPointer;
—+ vector<tm> BIRValidityPeriod;

-+ RegistrylD SBFormat;

1 vector<unsigned char> BDBData;

-+ vector<unsigned char> SBData.

5.5.3 Method summary

5.5.3.1 BIR (vector<unsigned char> record)

Description:|Constructs the BIR data from a byte@rray coded as an ISO/IEC 19785 selfiidenti-
fying record

Parameters:|— record: the byte array containing the CBEFF record

Ex ion:|If the input parameters are:ifivalid, the format is not supported or operatjon fails
due to error.

BioAPIException (see-10.1)

5.5.3.2 BIR(RegistrylD bDBFormat, bool bDBEncription, bool bIRIntegrity, BiometricType
bDBBiometricType, BiometricSubtype bDBBiometricSubtype, RegistrylD bDBCaptureDevice,
RegistrylD bDBFeatureExtractionAlg, RegistrylD bDBComparisonAlg, RegistrylD bDBCpm-
bresionAlg, RegistrylD bDBPADTechnique, vector<unsigned char> bDBChallengeRespopse, tm
hDBCreationDate, vector<unsigned char> bDBIndex, ProcessedLevel bDBProcessedLevel, Reg-
stryID bDBProduct, Purpose bDBPurpose, unsigned char bDBQuality, RegistrylD bDBQualit-
VAlg, vector<tm=bDBValidityPeriod, tm bIRCreationDate, vector<unsigned char> bIRCreator,
yector<unsigned char> bIRIndex, vector<unsigned char> bIRPayload, vector<unsigned|char>
bIRPointer,vector<tm> bIRValidityPeriod, RegistryID sBFormat, vector<unsigned charp bDB-
Data, vector<unsigned char> sBData);

S S —

Description:|Constructs the BIR data from its individual components

Parameters:|— Each of the properties in the BIR class

Exception:|If the input parameters are invalid, the format is not supported or operation fails
due to error.

BioAPIException (see 10.1)

5.5.3.3 vector<unsigned char> ToArray()

Description:|Serializes a BIR record in order to provide it as a byte array representing the
CBEFF information

Return Value:| The byte array containing the CBEFF information

© ISO/IEC 2019 - All rights reserved 13
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Exception:|If the input parameters are invalid, the format is not supported or operation fails
due to error.

BioAPIException (see 10.1)

5.6 Class BSPSchema

5.6.1 Description

Represefits the record In the component registry that defines the properties of the mstatted
system. [s a serializable class.

5.6.2 Properties summary

— UUIp BSPUUID.

— Strihg BSPDescription: A NULL-terminated string containing a text description of’the BSP.

— strihg Path: A pointer to a NULL-terminated string containing the path of'the file containing thie

14

BSP|executable code, including the filename. The path may be a URL. This string shall consist gf

ISO

SCHEMA is used within a function call, the component that receives\the call allocates the memorly
for the Path schema element and the calling component frees the . mémory.

stri
imp

stri

stri

vecfor<RegistrylD> BSPSupportedFormats;-Alist the data formats that are supported by the BS
(seg5.1.3).

vecfor<BiometricType> FactorsMask: Alist of the biometric types supported by the BSP (see 5.1.1.2).

vect
(see

vect

5.1.

int
rele

int |

intll

IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646:2017;Aninex D). When BioAPI_BSH_

hg SpecVersion: Major/minor version number of the BioAPI'specification to which the BSP was
|emented.

g ProductVersion: The version string of the BSP, software.

hg Vendor: A NULL-terminated string containing the name of the BSP vendor.

8~

a~]

or<BSPSchemaOperations> Opérations: A list of the biometric operations supported by the BS
4.1.1.4).

or<BSPSchemaOptions> Options: A list of the biometric options supported by the BSP (see
.5).

AdditionalDataPplicy: Threshold setting (maximum FMR value) used to determine when tp
pse additionalData after successful verification.

laxAdditionalDataSize: Maximum additionalData size (in bytes) that the BSP can accept.

efaultVerifyTimeout: Default timeout value in milliseconds used by the BSP for Verify operation

[72)

whd

n no timeoutis cpprifipd hy the npp]irnfinn

int DefaultldentifyTimeout: Default timeout value in milliseconds used by the BSP for Identify and
BioAPI_IdentifyMatch operations when no timeout is specified by the application.

int DefaultCaptureTimeout: Default timeout value in milliseconds used by the BSP for Capture
operations when no timeout is specified by the application.

int DefaultEnrolTimeout: Default timeout value in milliseconds used by the BSP for Enrol operations
when no timeout is specified by the application.

int DefaultCalibrateTimeout: Default timeout value in milliseconds used by the BSP for sensor
calibration operations when no timeout is specified by the application.
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int MaxBSPDbSize: Maximum size of a BSP-controlled BIR database. It applies only when
only capable of directly managing a single archive unit. A value of zero means that no info

019(E)

a BSP is
rmation

about the database size is being provided for one of the following three reasons: a) databases are not

supported; b) it is capable of managing multiple units (either directly or through a BFP in

terface),

each of which may have a different —maximum size|| and information about these units will be
provided as part of the insert notification (part of Unit Schema); or c) one archive unit is supported,

but the information is not given here - it will be provided in the insert notification.

int MaxIdentify: Largest population supported by the identify function. Unlimited = 0OxFFF

FFFFF.

int MaxNumEnrollnstances: The maximum number of distinct instances that a BSP ea
reference templates for in one enroll operation. This information can be useful to an“apj
that uses the application-controlled GUI feature.

h create
blication

vector<unsigned char> HostingEndpointIRI: An IRI identifying the framework-whose component

registry contains a registration of the BSP. This parameter shall be ignerved by fran
conforming to this part of this document and shall be set to NULL by an application. It is j
to support interworking standards, which may specify the use of identieal BSPs present on
computers from within an application running on the same or a diffetent computer.

UUID BSPAccessUUID: A UUID, unique within the scope of an application, which the applica
use to refer to the BSP as an alternative to the BSP product UUID. This parameter shall be|
by frameworks conforming to this part of this document and can be set to any UUID val
application. It is provided to support interworking standdrds, which may specify the use of
BSPs present on multiple computers from within an application running on the same or a

computer.

NOTE The "BSPAccess_UUID" and the "HostingendpointIRI" are part of the definition of th
BioAPI_BSP_SCHEMA, but are not part of the BSR'§chiema information stored in the component reg
ISO/IEC 19784-1).

vector<RegistrylD> BSPSupportedAlgorithms: array of BioAPI_ALGORITHM_ID st
specifying the supported algorithms.

vector< UUID> BSPSupportedTransformOperations: array of BioAPI_UUID structures sp
the transform operations suppborted within the BioAPI_Tranform operation.

3.7 Class candidate

5.7.1 Description

Defines each oftheresulting candidates from the Identify functionality.

3.7.2 Properties summary

- UUID Key: which defines the UUID of the candidate in the system (e.g. in the database).

heworks
rovided
multiple

ion may
ignored
e by an
dentical
lifferent

e C type
stry (see

Fuctures

ecifying

- ~int FMRAchieved: which states the FMR achieved by the candidate during the Identify pro

ess.

5.8 Class FrameworkSchema

5.8.1 Description

Defines the properties of the BioAPI Framework.

5.8.2 Properties summary

— UUID FrameworkUUID: UUID of the Framework component.

© ISO/IEC 2019 - All rights reserved
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— string FwDescription: A NULL-terminated string containing a text description of the Framework.

— string Path: A pointer to a NULL-terminated string containing the path of the file containing the
Framework executable code, including the filename. The path may be a URL. This string shall consist
of ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646:2017, Annex D).

NOTE When FrameworkSchema is used within a function call, the component that receives the call
allocates the memory for the Path schema element and the calling component frees the memory.

— string SpecVersion: Major/minor version number of the BioAPI specification to which the Framework
wag[imptemented:

— stripg ProductVersion: The version string of the Framework software.
— strihg Vendor: A NULL-terminated string containing the name of the Framework vendor.
— UUIP FwPropertyID: UUID of the format of the following Framework property.

— vecfor<unsigned char> FwProperty: Address and length of a memory buffer containing thie
Framework property. The format and content of the Framework property cafieither be specified bfy
a vejndor or can be specified in a related standard.

5.9 Class GUIBitmap

5.9.1 Pescription

This clags provides the support for exchanging graphical information between the application and the
BSP, thrpugh GUI callback functions.

5.9.2 Properties

— BiometricSubtype Subtype;
— int Width;
— int Height;

— vecfor<vector<unsigned chap>3Pixel.
5.10 Class Identifypopulation

5.10.1 Pescription

Represepts the collection of BIRs the compare takes place against on biometric identification. Thie
interface provides/a single property, which is the list of members of the population to be used. This
property is notallowed to be changed outside of this interface.

rAanairiioc Clrm -t

As mentioned, this interface has the following property, modified internally by the interface methods.

— vector<PopulationMember> Populationldentified: This property can be used by the BSP to provide
the list of members of the population.

5.10.3 Method summary

5.10.3.1 virtual void AddMember (PopulationMember member)

Description: |Add a new member to the population to be used for identification purposes. Su-
cessive calls to this method fills in the List of the population members

16 © ISO/IEC 2019 - All rights reserved
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Parameters:|— member: the member to be added.

Exception:|If input parameters are invalid or operation fails due to an error.
BioAPIException (see 10.1)

5.10.3.2 virtual bool IsBound ()

Description:| True if at least one BIR in the population is bound to the BSP

Return Value:| True if it is bound, False in any other case

5.10.3.3 virtual void Unbind ()

Description:|Ensures that all member BIRs are unbound.

Exception:|If operation fails, BioAPIException (see 10.1)

5.11 Class PopulationMember

§.11.1 Description

[Jefines a member of the population list to be used for identification purposes.

5.11.2 Properties summary

- UUID key: The user identifier, which is expected to be related (or being the same) as th¢
identifier of the user in the database.

— BIR Template: The user's biometric reference.
3.12 Class SecurityProfileType

5.12.1 Description

ignature of the BIR.and also gives the information of the hash algorithm, the information a

I)plication which is usedto encrypt/decrypt biometric data or to generate/validate the MAC g
S
AC generation, and the digital signature used in ACBio generation.

When this strueture is used in the interface UnitSchema as the output parameter of BioAPI_Que
he parameters in this structure indicate the information supported in the BioAPI_Un
hformation can be found in ISO/IEC 19784-1.

— =+

P unique

Defines the information-of-the cryptographic algorithms and keys of a BioAPI_Unit or a bjometric

r digital
bout the

ryUnits,
t. More

§.12,2 Properties summary

— vector<SecurityOptionsType> SupportedSecurityOptions.
— vector<unsigned char> ENCInfo.

— vector<unsigned char> MACInfo.

— vector<unsigned char> SIGNAIlg: Identifies the digital signature algorithm supported by a BioAPI
Unit. This BioAPI type shall be the XML value notation of ASN.1 identifier (see ISO/IEC 8824-1[3])

assigned to digital signature algorithms.

— vector<BSPSchemaOptions> ACBioOption: A mask which indicates which security options of MAC

or digital signature are supported or to be executed by the BioAPI_Unit.

© ISO/IEC 2019 - All rights reserved
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— vector<unsigned char> HASHAIgForACBio.
— vector<unsigned char> MACInfoForACBio.

— vector<unsigned char> SIGNAlgForACBio: As SIGNAIg but used to generate ACBio instances.
5.13 Class UnitList

5.13.1 Description

[

Identifigs a list of the selected BioAPI Units by category and ID. An object of this class shall only hayj
a maximum of one UnitListElement per category. If no UnitListElement is found for a specific category,
the BSP ghall react properly (e.g. throwing an exception for not having a required Unit available).

5.13.2 Properties summary

— vecfor<UnitListElement>: The list of the selected units.

5.13.3 Methods summary

5.13.3.1 void Add (UnitListElement unitListElement)

Description:|Add a new BioAPI unit to the list of selected units. If a unit of this category type i
already included, the new unit replaces it.

Parameters:|— unitListElement: Category type and unitID of the new unit.

Exception:|If operation fails, BioAPIException (see*10'1)

5.13.3.2 int GetUnitID (UnitCategoryType unitCategoryType)

Description:|Gets the unitID of the unittwhich has the selected category type
Parameters:|— unitCategoryType: Category of the unit for which the UnitID is asked
bturn Value: | Unit ID corresponding to the category type provided.

Ex ion:|If operation fails;BioAPIException (see 10.1)

=

If there is no'unit of the selected category type, BioAPIException of type BioAPI-
ErrUnitGategoryNotFound

5.14 Class UnitListElement

5.14.1 Pescription

Identifigs a BieAPI Unit by category and ID. A list of these elements is used to establish the units tp
consideyf during the execution of aggregated functions.

5.14.2 Properties summary
— UnitCategoryType UnitCategory: The category of the unit.
— int UnitID: The ID assigned to the BioAPI_Unit.
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5.15 Class UnitSchema

5.15.1 Description

Defines the properties of the biometric unit. There are no methods to modify the existing
UnitSchema object.

5.15.2 Properties summary

UUID BSFUUIDT UUID orthe bSE supporting this b1IOAFT Unit.

UUID UnitManagerUUID: UUID of the software component directly managing the Bio&PI Unit (may

be either the BSP itself or a BFP).
int UnitID: ID of the BioAPI Unit. This will be created by the BSP uniquely.

UnitCategoryType UnitCategory: Defines the category of the BioAPI Unit.

UUID UnitProperties: UUID indicating a set of properties of the BioAPI-Unit. The indicated set can

either be specified by each vendor or follow a related standard.

string VendorInformation: Contains vendor proprietary information.

vector<EventKind> SupportedEvents: A mask indicating which types of events are supported by the

hardware.
UUID UnitPropertyID: UUID of the format of the following Unit property structure.

vector<unsigned char> UnitProperty: Address‘and length of a memory buffer containing

the Unit

property describing the BioAPI Unit. The format and content of the Unit property can gither be

specified by the vendor or be specified in-arelated standard.

string HardwareVersion: A NUL-terminated string containing the version of the hardware.
not available.

Empty if

string FirmwareVersion: A NULL-terminated string containing the version of the firmwar¢. Empty

if not available.

string SoftwareVersioh: A NULL-terminated string containing the version of the software.
not available.

Empty if

string Hardware€SerialNumber: A NULL-terminated string containing the vendor defined unique

serial numberZof the hardware component. Empty if not available.

bool AuthenticatedHardware: A boolean value that indicates whether the hardware compo
been@uthenticated.

int MaxBSPDbSize: Maximum size database supported by the BioAPI Unit, in case it is an
unit. If zero, no database exists.

nent has

Archive

6

int MaxIdentify: Largest identify population supported by the BioAPI Unit, in case itis a Comparison

unit. Unlimited = FFFFFFFF.

vector<SecurityProfileType> SecurityProfile: Security profile of the BioAPI Unit.

Object oriented interfaces for supporting BioAPI_Units

6.1 General

Each unit should have a UnitSchema implemented to be used by the BFP and/or BSP. Also, each unit
should have an ACBiolnstance implemented. If ACBio is supported by this Unit, then the Unit shall

© ISO/IEC 2019 - All rights reserved
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update this field with the last generated ACBio instance. If ACBio is not supported, this field shall be
fixed to NULL.

A comparison unit should have the following fields implemented, used internally by the Verify
methods: int FMRAchieved, which indicates the value of the FMR achieved within the comparison; BIR
AdaptedBIR, which, if indicated by the VerifyResultOptions, holds the resulting BIR of the template,
once adapted by the result of the comparison made (e.g. for those cases with dynamic adaptation of
the user's biometric reference); and vector<unsigned char> AdditionalData which hold, if required,
additionalData generated by the Verify method called previously.

\Y

And, finally, in a sensor unit, the following fields should be implemented: vector<unsigned char
AuxiliarfyData, UnitIndicatorStatus IndicatorStatus.

6.2 Interface IArchive

6.2.1 Pescription

This inferface represents archiving functionality to a biometric applicatien or BSP. Specific
implemgntation of the archiving system is up to the developer (e.g. directory \with files, SQL base
databasg engine, etc.), as far as the interface follows the specification of this‘document.

=

Methodg and properties from this Interface shall not be accessible by the\application or the frameworlk,
as this ifterface is only intended to be included in a BSP or a BFP.

6.2.2 Method summary

6.2.2.1| void CloseDatabase (int unitID)
Description:|Closes the access to the database forwhich the Unit is developed

Parameters:|— unitID: ID of the BioAPI unit’to perform the operation.

Exception:|If operation fails, BioAPIExeeption (see 10.1)

6.2.2.2| void DeleteBIR (int unitID, UUID key)
Description:|Deletes the BIRfrom database

Parameters:|— unitID:\D of the BioAPI unit to perform the operation.

— key>UUID of the record to be deleted

Exception: |Ifthe’database has been closed, or if database was opened in read-only mode, or
any other kind of error, BioAPIException (see 10.1)

6.2.2.3| BIR GetSingleBIR (int unitID, UUID key)
Description:[Getthe specified Tecord
Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

— key: UUID of the record to retrieve.

Return Value:| The requested record

Exception:|If the database has been closed, or the database was opened in write-only mode,
or the record is not found, or any other kind of error, BioAPIException (see 10.1)
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6.2.2.4 vector<UUID> ListUUIDs (int unitID)

Description:

Returns the list of UUIDs included into the opened database

Parameters:

unitID: ID of the BioAPI unit to perform the operation.

Return Value:

The list of UUIDs included into the opened database

Exception:

If the database has been closed, or the database was opened in write-only
or any other kind of error, BioAPIException (see 10.1)

mode,

h.2.2.5 Identifypopulation NewldentifyPopulation (int unitID)

Description:

The database used by the BSP or BFP is set to be the data source for an ide
fication operation. This can also be used to get a list of the BIRS included i
database.

nti-
n the

Parameters:

unitID: 1D of the BioAPI unit to perform the operation.

Return Value:

The object representing the population (collection\0f'BIRs) (See 5.10 and 4.3

Exception:

If the database has been closed, or the database+4vas opened in write-only
or any other kind of error, BioAPIException {see 10.1)

mode,

h.2.2.6 IdentifyPopulation NewldentifyPopulation\(int unitID, vector<UUID> UUIDList)

Description:

The database used by the BSP or BFP is set to be the data source for an ide
fication operation. This can,also be used to get a list of the BIRs included i
database.

nti-
h the

Parameters:

unitlD: ID of the BioAPI unit to perform the operation.

UUIDList: The Tist of UUIDs to be included into the new identify populi

ition

:| The object representing the population (collection of BIRs) (See 5.10 and §

.3)

:|If the database has been closed, or the database was opened in write-only

or any ofher kind of error, BioAPIException (see 10.1)

mode,

h.2.2.7 IdentifyPopulation NewldentifyPopulation (int unitID, vector<unsigned char> ¢

uery)

Description:

The database used by the BSP or BFP is set to be the data source for an ide
cation operation. This can also be called to obtain the list of BIRs that mat
specified criteria in the database.

ntifi-
ch a

Parameter:

— query - The query submitted to the database to select the users to be
included into the population from which to identify. The query is subr

hitted

as a byte array, but following the specific format demanded by the dat

abase

engine used.

Return Value:

The object representing the population (collection of BIRs) (See 5.10 and 6.3)

Exception:

If the database has been closed, or the database was opened in write-only mode, or
no records have been found, or any other kind of error, BioAPIException (see 10.1)
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6.2.2.8 void OpenDatabase (int unitID, vector<unsigned char> databaselD, BIRDatabaseAc-
cess access)

Description:

Opens the database managed by the BSP or BFP. No other database shall be
opened at the same time within the same unit. If a different database has been
previously used, then the CloseDatabase method shall be called before calling
OpenDatabase.

Parameters:

unitID: 1D of the BioAPI unit to perform the operation

— databaselD: specifies an optional identifier for the database to be opened.
When different databases can be used with a single Archive unit, all
databases shall be compatible with the internal procedures of the Archive
unit. If the unit does not allow the selection of different database§;then this
parameter shall have a NULL value.

— access: specifies the access mode of the database to be opened (read/write).

eturn Value:

the object representing the database opened

Exception:

If the database is already opened, or any other kind of error, BioAPIException
(see 10.1)

6.2.2.9

UUID StoreBIR (int unitID, BIR biometricReference)

Description:

Add the specified BIR to database with@oUUID, allowing the Unit to return the
UUID assigned

Parameters:|— unitID: 1D of the BioAPI unit te pérform the operation.
— biometricReference: The specific BIR to store.
Return Value: | The ID of the newly addedBIR
Ex ion:|If the database has been;¢losed, or the database was opened in read-only mode,
or any other kind of error, BioAPIException (see 10.1)
6.2.2.1Q void StoreBIR (int.unitID, BIR biometricReference, UUID key)

Description:

Add thiespecified BIR to database and assign it the UUID provided. If the UUID is
already assigned, throw an exception. If the program wanted to update an exist-
ing UUID, the application should first delete it and then re-use the UUID. This is
done this way to avoid involuntary overwriting.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.
— biometricReference: The specific BIR to store.
— UUTD key- Theassigned UUTDto that BIR:
Exception:|If the database has been closed, or the database was opened in read-only mode, or

the UUID is already in use, or any other kind of error, BioAPIException (see 10.1)

22
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6.2.2.11 UUID StoreBIR (int unitID, BIR biometricReference, vector<unsigned char> auxil-
iaryData)

Description:|Add the specified BIR to database with no UUID, allowing the Unit to return the
UUID assigned.

A set of bytes with additional information is submitted in AuxiliaryData. The
format of that data is to be understood by the Unit (not specified in this docu-

mnnf) Thisinformation can hn’ for nvnmp]n’ the r]nmngraphir‘c associated to the

BiometricReference.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

— biometricReference: The specific BIR to store.

— auxiliaryData: Additional data to be stored into the database in referejnce to
the BIR stored.

Return Value:|The ID of the newly added BIR

Exception:|If the database has been closed, or the database was opened in read-only mode,
or any other kind of error, BioAPIException (see-10.1)

b.2.2.12 void StoreBIR (int unitlD, BIR biometricRefevence, vector<unsigned char> auxiiliary-
Data, UUID key)

Description:|Add the specified BIR to database'and assign it the UUID provided. If the JUID is
already assigned, throw an exception. If the program wanted to update arj exist-
ing UUID, the application should first delete it and then re-use the UUID. This is

done this way to avoid.involuntary overwriting.

A set of bytes with additional information is submitted in AuxiliaryData. The
format of that datais to be understood by the Unit (not specified in this dgocu-
ment). This infdgrmation can be, for example, the demographics associated|to the
BiometricRéference.

Parameters:|— unitlP: ID of the BioAPI unit to perform the operation.
— (biometricReference: The specific BIR to store.

= quxiliaryData: Additional data to be stored into the database in reference to
the BIR stored.
— UUID key: The assigned UUID to that BIR.

Exception:|If the database has been closed, or the database was opened in read-only mode, or
the UUID is already in use, or any other kind of error, BioAPIException (se¢ 10.1)

.3~ Interface IComparison

6.3.1 Description

This interface includes all properties and methods needed to perform biometric comparison
functionality. Some properties are defined to return the results of the Verify methods, securing their
values as no modification is allowed publicly. Methods are overloaded to allow the comparison of single
samples, or to adapt the comparison algorithm internally by the use of a list of BIRs in addition to the
sample BIR to be compared.

Within this unit, the term FMR is used. FMR represents the False Match Rate as a 32-bit integer value
(N) that indicates a probable False Matching Rate of N/(231-1). The larger the value, the worse the result.
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Negative values are used to signal exceptional conditions. The only negative value currently defined is
minus one. For security reasons no methods to modify the existing FMR object are provided.

Methods and properties from this Interface shall not be accessible by the application or the framework,
as this interface is only intended to be included in a BSP or a BFP.

6.3.2 Method summary

6.3.2.1 BIR GetAdaptedBIR (int unitID)

Description:

If indicated by the VerifyResultOptions, this method returns the resulting BIR of
the template, once adapted by the result of the comparison made (e.g. for those
cases with dynamic adaptation of the user's biometric reference).

Parameters:

unitID: ID of the BioAPI unit to perform the operation.

=

bturn Val

:| The adapted BIR. If no adapted BIR is calculated, it returns NULL.

Ex ion:

If case of any error, BioAPIException (see 10.1)

6.3.2.2

int GetFMRAchieved (int unitID)

Description:

This function gets the FMR achieved during the prévious comparison

Parameters:

unitID: ID of the BioAPI unit to perform theloperation.

eturn Value:

The FMR achieved

Exception:

If case of any error, BioAPIException (see-10.1)

6.3.2.3
bool bi

6.3.2.4
vectors

vector<ICandidate> Identify (int unitID,int maxFMRrequested, BIR processedBIR,
hning, int maxResults, int timeout)

vector<ICandidate> Identify (int unitID, int maxFMRrequested, BIR processedBIR,
tBIR> auxiliaryBIRs, bool binning,int maxResults, int timeout)

Description:

Performs biometricidentification of the existing biometric sample. This function
performs an identification (1-to-many) comparison between a processed BIR and
a set of reference BIRs. The input is the processed BIR captured specifically for
this identification. The population that the comparison takes place against shall
be previously stated by calling PresetldentifyPopulation.

An pverloaded method is defined as to allow using also a list of auxiliary BIRs in
order to better adapt the comparison algorithm.

24
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Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

— maxFMRrequested: the requested FMR criterion for successful identification
(i.e., the comparison threshold).

— processedBIR: the BIR to be identified (see 5.5).

— auxiliaryBIRs: (optional) the list of auxiliary BIRs used to improve the
performance of the comparison algorithm (see 5.5).

— binning: a bool indicating whether binning is on or ofl. Binning is a segrch
optimization technique that the BSP may employ. It is based on searehing
a subset of the population according to the intrinsic characteristics of|the
biometric data. While it may improve the speed of the compaxe.6peration,
it may also increase the probability of missing a candidate/{due to the
possibility of mis-binning and as a result, searching a birtxwhich should, but
does not, contain the matching BIR).

— maxResults. A value of zero is a request for all candidates.

— timeout: an integer specifying the timeout value (in milliseconds) for the
operation. If this timeout is reached an excéption is thrown. This value can
be any positive number. A -1 value means the BSPs default timeout value will
be used.

Return Value: | The list of Candidates that represents)the result of the biometric operation

Exception:|If input parameters are invalid or doperation fails due to an error.
BioAPIException (see 10.1)

b.3.2.5 void PresetldentifyPopulation (int unitID, Identifypopulation population)

Description: |Provides the population of BIRs to the comparison unit. After this method is in-
voked successfilly, a BSP can call Identify(). The BSP keeps this setting in|effect
until the PresétldentifyPopulation() is invoked with different setting or elther

the BSP or the session is terminated.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

£ ‘population: the population of BIRs against which the identification is
performed

Exception:|If input parameters are invalid or operation fails due to an error.
BioAPIException (see 10.1)
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6.3.2.6 bool Verify (int unitID, int maxFMRrequested, BIR processedBIR, BIR referenceTem-
plate, vector<ResultOptions> options)

6.3.2.7 bool Verify (int unitID , int maxFMRrequested, BIR processedBIR, BIR referenceTem-
plate, vector<BIR> auxiliaryBIRs, vector<ResultOptions> options)

Description:

Performs biometric verification of an existing biometric sample. This function
performs a verification (1-to-1) comparison between two BIRs: the input BIR and

the bhigmetricreference The inpnf BlR is the prnr‘nccnd BIR constructed spe-

cifically for this verification. The reference template was created at enrolmentf
The application shall request a maximum FMR value criterion (threshold) fora
successful comparison.

The Boolean output of the method indicates whether the verification wds
successful or not, and the internal properties (FMRAchieved, AdaptedBIR and
AdditionalData) are updated. By setting the RequestAdaptedBireption the appli-
cation can request that a BIR be constructed by adapting thereference template
using the input processed BIR.

If the comparison is successful, an attempt may be made to adapt the reference
template with information taken from the input BIR+[Not all BSPs perform adap-
tation). The resulting adapted BIR should now be considered an optimal enrol-
ment template (it is up to the application whethér it uses or discards this data.). It
is important to note that adaptation may not@eccur in all cases.

If additionalData is associated with the reference template, additionalData may bg
returned upon successful verification ifthe achieved FMR is sufficiently stringent
this is controlled by the policy of the BSP and specified in its schema. The return
of additionalData is requested by setting the RequestAdditionalData option.

Access to the different ways of the results is provided by the Get functions of this
interface. This is done in this'way so that the results cannot be modified outside
of the Comparison Unit.

This method is overleaded with an additional parameter stating a list of auxiliary
BIRs that may help to’optimize the behaviour of the comparison algorithm.

Parameters:

— unitID: 1D efithe BioAPI unit to perform the operation.

— maxFMRyrequested: the requested FMR criterion for successful verification
(i.e£ the comparison threshold).

— CprocessedBIR: the BIR to be identified (see 5.5)

< auxiliaryBIRs: (optional) the list of auxiliary BIRs used to improve the
performance of the comparison algorithm (see 5.5)

— referenceTemplate : the BIR to be verified against (see 5.5)

— Options: requests additional output such as adapted BIR and/or

additionalData

Return Value:

The boolean decision that represents the result of the biometric operation

Exception:

If input parameters are invalid or operation fails due to an error.
BioAPIException (see 10.1)
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6.4 Interface IProcessing

6.4.1 Description

Represents the group of biometric operation that are available when the unit of processing category is
being used.

Methods and properties from this Interface shall not be accessible by the application or the framework,
as this interface is only intended to be included in a BSP or a BFP.

6

4.2 Method summary

b.4.2.1 BIR CreateTemplate (int unitID, BIR capturedBIR, BIR referenceTemplate, RegistryID

putputFormat, vector<unsigned char> additionalData)

b.4.2.2 BIR CreateTemplate (int unitID, vector<BIR> capturedBIRs, BIR referenceTem
RegistrylD outputFormat, vector<unsigned char> additionalData, int unitiD)

ate,

Description:

Takes a BIR or a list of BIRs containing biometric data\for the purpose of creating
a new enrolment template. A new BIR is constructedfrom the captured BIR, and

it may perform an update based on an existingr'eference template. The o
input reference template is provided for use ih.ereating a new template if
supports this capability.

tional
the BSP

Parameters:

— unitID: 1D of the BioAPI unit to perfafm the operation.

— capturedBIR: The captured BIR\(see 5.5).

— capturedBIRs: The list of captured BIRs (see 5.5).

— referenceTemplate: optionally, the existing template to be updated (se

— outputFormat: Specifies which BDB format to use for the returned prg
BIR, if the BSP«supports more than one format. A null value indicates
BSP is to seleet the format (see 5.1.3).

— additionalData: additionalData that will be stored by the BSP.

e 5.5).

cessed
that the

Return Value:

Returns_ the BIR object that represents the result of processing (see 5.5)

Exception:

If the'input parameters are invalid, the format is not supported or operati
due'to error.

BioAPIException (see 10.1)

bn fails

b.4.2.3 .BIR Process (int unitID, BIR capturedBIR, RegistryID outputFormat)
b.4,2.4~ BIR Process (int unitID, BIR capturedBIR, vector<BIR> auxiliaryBIRs, Registryl

|

butFormat)

D out-

Description:

Processes the biometric sample captured, in order to create a processed biome-
tric sample for the purpose of either verification or identification. The overload-
ed method enables implementations that require the input of auxiliary data to

process the operation.
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Parameters:

— unitID: 1D of the BioAPI unit to perform the operation.
— capturedBIR: the captured BIR (see 5.5).

— auxiliaryBIR: a BIR containing the auxiliary data used in the operation
(see 5.5).

— outputFormat: specifies which BDB format to use for the returned processed
BIR, if the BSP supports more than one format. null indicates that the BSP is
to select the format (see 5.1.3).

bturn Value:

The BIR object that represents the result of processing (see 5.5)

Exception:

If the input parameters are invalid or operation fails due to error.
BioAPIException (see 10.1)

6.4.2.5

unsigned char AnalyseQuality (int unitID , BIR capturedBIR)

Description:

Processes the biometric sample captured, in order to analySe’the quality, provid-
ing the quality score obtained.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.
— capturedBIR: the captured BIR (see 5.5).
Return Value: | The quality score, which could be any integep between 0 (lowest quality) and 10(

(highest quality), and 255 if the quality algorithm failed to provide a score.

Ex ion:

If the input parameters are invalid or gperation fails due to error.
BioAPIException (see 10.1)

65 1

6.5.1

terface ISensor

escription

Represepts the group of biometric operations that are available in a Sensor unit, which is in charge ¢
g the sample.

acquiri

Methodj

and properties from tHis)Interface shall not be accessible by the application or the frameworlk

as this ifterface is only intendéd to be included in a BSP or a BFP.

M

6.5.2 Method summary
6.5.2.1( void Calibrate (int unitID, int timeout)
Description: | Performs a calibration of the referenced sensor if the sensor supports it
Parameters:|— unitID: 1D of the BioAPI unit to perform the operation.
——tinreont—Theinteger vatue specifying the timreout vatue trmittisecomds—t
means the BSPs default value will be used
Exception:|If the input parameters are invalid or operation fails due to error.
BioAPIException (see 10.1).
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6.5.2.2 BIR Capture (int unitID , vector<Purpose> purpose, BiometricSubtype subtype, Regis-
tryID outputFormat, int timeout, vector<ResultOptions> options)

Description: |Captures samples for the purpose specified, and the BSP returns either an inter-
mediate type BIR or a processed BIR. The purpose is recorded in the header of
the captured BIR. If RequestAuditData option is specified a BIR of type raw may
be returned in CaptureResult. The BSP is responsible for serializing.

Parameters:|— wunit/D: ID of the BioAPI unit to perform the operation

— purpose: indicates the purpose of the biometric data capture.

— subtype: indicates the subtype of the biometric sample acquiréd Null value
indicates value is not provided (see 5.1.1.1).

— outputFormat: Specifies which BDB format to use for the'returned prdcessed
BIR, if the BSP supports more than one format. A nullvalue indicates that the
BSP is to select the format (see 5.1.3).

— timeout: integer value specifying the timeout value in milliseconds.

— options: requests additional output such.as audit data.
Return Value: | The BIR object that represents the result of the capture operation (see 5.5|)
Exception:|If the sensor device is busy or operation/failed.

BioAPIException (see 10.1).

b.5.2.3 UnitIindicatorStatus GetIndicatorStatus (int unitID)
Description:| This function gets the current status of the indicator.

Parameters:|— unitID: ID of.the BioAPI unit to perform the operation.

Return Value:|The current,status of the indicator for the sensor

Exception:|If case of any error, BioAPIException (see 10.1).

b.5.2.4 void SetIndicatorStatus (int unitID, UnitIndicatorStatus indicatorStatus)

Description:{ This function sets the selected BioAPI Unit to the requested indicator status if
the BioAPI Unit supports it.

After Accept or Reject is set in the IndicatorStatus parameter, the status will not
be changed until the application sets another value.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

— indicatorStatus:-Avalue towhich toset the indicator statusof the BioAP[_Unit.

Exception:|If case of any error, BioAPIException (see 10.1).

7 BFP level
7.1 Interface IBFP

7.1.1 Description

Represents the Biometric Function Provider. This interface is composed of the BFP functionality and
the integration of those BioAPI_Units supported by the BFP. Within the same BFP only one category of
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BioAPI_Units shall be included. It also may provide support to the communication with BSPs and the
component registry.

7.1.2 Imported interfaces

One of the following interfaces shall be imported by IBFP, as many times as BioAPI_Units are whenever
a corresponding BioAPI_Unit is supported by the BSP.

— IArchive;

— ISersor;
— [Prqcessing;

— IComparison.

7.1.3 Properties summary
— IBFPSchema BFPSchema;

— vecfor<unsigned char> ACBiolnstance.

7.1.4 [Events summary
There is|a public event which allows the BFP to launch an event when something of interest occurs:
— eveIt BFPEventCallback BFPEvent;

— evelit BFPGUIProgressCallback BFPGUICallback.

7.1.5 Method summary

In additjon to the methods for the categoriy 'selected for the BSP (given in 6.2, 6.3, 6.4 or 6.5), the
followinlg methods shall be included in IBFP,
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7.1.5.1 void BFPLoad (BFPEventCallback bfpNotifyCallback)

Description:

Initializes a BFP. Initialization includes registering the BSP event handler for the
specified BFP and enabling all events. The BSP can choose to provide an event
handler function to receive notification of events. Many BSP's can independently
and concurrently load the same BFP, and each BSP can establish its own event
handler. They will all receive notification of an event. The same or different event
handlers can be used if a BSP loads multiple BFPs.

A BSP may establish as many event handlers as it wishes, for a given BFE)by call-
ing BFPLoad one or more times for that BFP. An event handler is identified by the
address of the notification.

When an event occurs in a BFP, the BFP may send an event notification to the BSP
by calling the BSP's event handler.

If a BSP has set up multiple event handlers, they shall be¢alled one at a tirpe (in
any order chosen by the BFP) rather than concurrently.

Event notification may occur at any time, either during a BSP call (related or
unrelated to the event) or while there is no BSP.call in execution. BSP writers
should ensure that all callbacks are properly and safely handled by the BSPP, no
matter when the BSP receives them.

When a BFP is loaded (BFPLoad), it shall raise an “insert” event immediatgly for
each present BioAPI Unit. If the hardware component for a specific functignality
is not present, the “insert” event cannot be raised until the hardware component
has been plugged in.

The BFPNotifyCallback defihes a callback used to notify the BSP of events|of type
BioAPI_EVENT. The BFP-shall retain this information for later use.

Parameters:|— bfpNotifyCallback:defines a callback used to notify the BioAPI Framgwork
of events.
Exception: | Thrown if any: the parameters is not valid or any other error during initialization.

BioAPIException (see 10.1).

/.1.5.2 void BFPUnload ()

Description:

Disables events and de-registers the use of the current BFP in the BSP thaf has
created a link to the BFP.

Exception:

Thrown if any the parameters is not valid or any other error during initialization.
BioAPIException (see 10.1).

char> inputData)

7.1.5.3 vector<unsigned char> ControlUnit (int unitID, int controlCode, vector<unsigned

Description:

Sends control data to the BioAPI_Unit and receives status or operation data from
there. The content of the parameters and the output will be specified in the relat-
ed interface specification of this BioAPI_Unit.

NOTE This method is expected to forward the query to those relevant inter-
nal methods from the referenced BioAPI Unit. As the interoperability is only
required at the BSP level, the way those relevant internal methods are called is
implementation dependent, and therefore out of the scope of this document.
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Parameters:

— unitID: 1D of the BioAPI unit to perform the operation.
— controlCode: The function code in the BioAPI_Unit to be called.

— inputData: Buffer containing the data to be sent to the BioAPI unit related to
the given ControlCode.

Return Value:

Data buffer containing the data received from the BioAPI_Unit after processing the
function indicated by the ControlCode. If no memory block has been allocated by
the function the value shall be NULL.

Exception:

If case of any error, BioAPIException (see 10.1).

7.1.5.4

vector<unsigned char> GetAuxiliaryData (int unitID)

Description:

Gets any auxiliary data available from the referenced BioAPI Unit (e.g. a Sensor),
after performing an operation.

If no auxiliary data is available, then the method shall return‘a’NULL.

Parameters:

— unitID: 1D of the BioAPI unit to perform the operation;

bturn Val

:|Data buffer containing the auxiliary data received fronvthe BioAPI_Unit after

processing the previous function. If no memory blo¢k has been allocated by the
function, the value shall be NULL.

Exception:

If case of any error, BioAPIException (see 1013,
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7.1.5.5 vector<UnitSchema> QueryUnits ()
7.1.5.6 vector<UnitSchema> QueryUnits (vector<UnitCategoryType> unitCategories)

Description:| This function returns a list of BioAPI Unit schemas, which are managed by the
given BFP and are currently in the inserted state.

This function shall only be called after BFPLoad has been called for the speci-
fied BFP.

All Units in a BFP shall have a UnitSchema defined.

There is no requirement that a unit ID, returned by this function for,agivgn
BioAPI unit, be made available with the same unit ID value by the.BSP to the
framework. A BSP is free to translate any unit ID value (provided by a BFF) into

a different unit ID value before providing it to the framework.The purposg of
such a translation would be to avoid the existence of duplicate unit IDs wifthin the
scope of the BSP, which might happen when a BSP is using’two or more BHPs of
the same category, or when a BSP is using a BSFP while-also directly mandging
biometric sensors.

Return Value:|List of UnitSchemas where each element describes properties of each unitjavaila-
ble for the current session

Exception: | Thrown if the method is called if the BEP is not reachable. BioAPIExceptiion
(see 10.1).

/.1.5.7 void SetPowerMode (int unitID, UnitRowerMode powerMode)

Description:| This function sets the reférenced BioAPI Unit of the loaded BSP to the reqyiested
power mode if the BioAPI Unit supports it.

Parameters:|— unitID: ID of thé BioAPI unit to perform the operation.

— powerMode:-The indicator of the power mode to set the BioAPI_Unit tg.

Exception: |If case of any-error, BioAPIException (see 10.1).

8 BSP level

8.1 Interface IBSP

§8.1.1 Description

Hepresents'the Biometric Service Provider. It is the factory of the session objects that provide access to
Hiometric operations. This interface is composed of the BSP functionality and the integration|of those
Hi6API_Units supported by the BSP. It also may provide support to the communication with BFPs and
the COmponent Tegistry.

The developer of the BSP may decide to not support the publication of certain functionality of the
supported BioAPI_Units, providing the call of those methods to the external world, but launching a
BioAPI Exception indicating that such a method is not supported.

EXAMPLE A BSP, for security reasons, may only want to publish aggregated functionality that can be called
atomically (e.g. Enrol), not allowing access to the individual methods used for this functionality, such as Capture
or CreateTemplate.

In addition, those methods and properties needed for interfacing with the framework are added by
inheriting the IBSPUnitSet interface.
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8.1.2 Imported interfaces

The following interfaces shall be imported by IBSP, whenever a corresponding BioAPI_Unit is supported

by the B

SP.

— [Archive;

— ISensor;

— IProcessing;

— ICOIllpaI‘iSOII.

8.1.3

There is

— IBSPSchema BSPSchema;

— vect

8.1.4

There is

— event BSPEventCallback BSPEvent.

Properties summary

a public read-only property for stating the characteristics of the BSP:

or<unsigned char> ACBiolnstance.

Events summary

a public event which allows the BSP to launch an event when something of interest occurs:

8.1.5 Method summary
In additjon to the methods for all the categories of BioAPL Units that have been given in 6.2, 6.3, 6.4 and
6.5, the following methods shall be included in IBSP;;although the developer may decide that a certaip
number|of them are not supported, returning when'they are called the corresponding BioAPIException
(see 10.1).
8.1.5.1( void BSPLoad (BSPEventCallback’bspNotifyCallback)
Description:|Initializes the BSP. It'shall not be called more than once without the correspond-
ing call to BSPUnload()
Parameters:|— bfpNotify€allback: defines a callback used to notify the BioAPI Framework
of events.
Exception: | Throwf if any of the parameters is not valid or any other error during initial-
ization.
BioAPIException (see 10.1).
8.1.5.2| void BFPUnload ()
Description: |Disables events and de-registers the use of the current BFP in the BSP that has
created a link to the BFP.
Exception:| Thrown if any of the parameters is not valid or any other error during initial-
ization.
BioAPIException (see 10.1).
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8.1.5.3 unsigned char CheckQuality (BIR inputBIR, RegistryID qualityAlgorithmID)

Description:

This function performs a quality assessment of the biometric data contained

within an input BIR.

If a quality algorithm is specified, and that algorithm is supported by the BSP, it
shall be utilized. If NULL, the BSP will select the quality algorithm to apply. BSPs
may determine what quality algorithms are supported by calling BioAPI_EnumB-

SPs Ifan nncnpnnri—nr‘ a]nnrlfhm is rnnnncfnﬂ 2 BicAPIERR ”NQ”DD“DT

D_AL-

GORITHM BloAPIExceptlon shall be thrown

Parameters:

— inputBIR: The BIR containing the biometric data whose quality,is.to b¢
assessed.

— qualityAlgorithm: As input, the quality algorithm to be used-by the BS
output, the quality algorithm actually used by the BSP:

P; as

Return Value:

The assessed quality of the BIR data.

Exception:

If case of any error, BioAPIException (see 10.1).

char> inputData)

B.1.5.4 vector<unsigned char> ControlUnit (int unitID, int‘controlCode, vector<unsignée

d

Description:

Sends control data to the BioAPI_Unit and receives status or operation daf
there. The content of the parameters and the output will be specified in th
ed interface specification of this BioAPI_Unit.

NOTE This method is expected to forward the query to those relevant int

nal methods from the referenced BioAPI Unit. As the interoperability is or
required at the BSP level, the way those relevant internal methods are cal
implementation dependent, and therefore out of the scope of this documel

a from
e relat-

er-
ly
edis
nt.

Parameters:

— unitlID: 1D ofthe BioAPI unit to perform the operation.
— controlCede: The function code in the BioAPI_Unit to be called.

— inputData: Buffer containing the data to be sent to the BioAPI unit rel
the'given ControlCode.

hited to

Return Value:

Data buffer containing the data received from the BioAPI_Unit after proce
the function indicated by the ControlCode. If no memory block has been al
by the function the value shall be NULL.

ssing
located

Exception:

If case of any error, BioAPIException (see 10.1).
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8.1.5.5 UUID Enrol (UnitList unitList, BIR capturedBIR, BIR referenceTemplate, vector<Pur-
pose> purpose, BiometricSubtype subtype, RegistryID outputFormat, vector<unsigned char>
additionalData, vector<ResultOptions> options)

8.1.5.6 UUID Enrol (UnitList unitList, vector<BIR> capturedBIRs, BIR referenceTemplate,
vector<Purpose> purpose, BiometricSubtype subtype, RegistrylD outputFormat, vector<un-
signed char> additionalData, vector<ResultOptions> options)

8.1.5.7 ysme wpy St ST, eY FCS 0 OS] FHmMoE EMPTS; ™o
referericeTemplate, vector<Purpose> purpose, BiometricSubtype subtype, RegistryID output:
, vector<unsigned char> additionalData, int timeout, vector<ResultOptions> options)

tionalData, vector<ResultOptions> options)

8.1.5.9| UUID Enrol (UnitList unitList, vector<BIR> capturedBIRs, UUID referencelD, vec-
tor<Pufpose> purpose, BiometricSubtype subtype, RegistryID outputFormat) vector<un-
signed char> additionalData, vector<ResultOptions> options)

8.1.5.10 UUID Enrol (UnitList unitList, int numberOfPresentations, it numberOfAttempts,
UUID referencelD, vector<Purpose> purpose, BiometricSubtype subtype, RegistrylD output-
Format, vector<unsigned char> additionalData, int timeout, vector<ResultOptions> options)

Description:|Enrol a user by means of (in order of appereance'in the list above):

— Providing the sample to use for the.ehrolment in the first parameter of
the method.

— Providing a list of samples to.use for the enrolment in the first parameter of
the method.

— Requiring the capture process of a certain number of times to the Sensor
unit in the BSP.

The enrolment canbe‘done from scratch, or by updating a previous enrolment. Inj
the first case, the parameter ReferenceTemplate or ReferencelD shall have a Null
value. In the sécond case, the biometric reference to be updated can be provid-
ed by means‘of a BIR (using ReferenceTemplate) or by means of the UUID (using
ReferencelD).

— Theresult of a successful enrolment will be the UUID assigned to the
biometric reference created and, optionally, the BIR for that biometric
reference, which will be located in the BiometricReference property. If for
any reason (e.g. security concerns) the BSP does not want to publish the
generated biometric reference, that property shall be set to NULL.

The BSP is responsible for providing the user interface associated with the
enrolment operation as a default. The application may request control of the GUI
"look-and-feel" hy providing a GUI callback via the BSP SubscribeToGUIEvents()
method. Since the Enrol() operation includes capture, it serializes the use of the
sensor device. If two or more applications are racing for the device, the losers
will wait until the operation completes or the timeout expires. This serialization
takes place in all functions that capture data. The BSP is responsible for serializ-
ing. It may do this by either throwing an exception to indicate that the device is
busy or by queuing requests.
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Parameters:|— unitList: BioAPI units to perform the operation.

— capturedBIRs: Optionally, a list of BIRs with biometric samples to be u
the enrolment (see 5.5).

the BSP, this parameter determines the number of samples to be acqu
from the user.

— capturedBIR: Optionally, the biometric sample to enrol, in BIR format (see 5.5).

— numberOfPresentations: When the sample to enrol is to be captured within

sed for

ired

— numberOfAttempts: This parameter states the maximum number of at
that has to be taken to acquire a Presentation, before returningyan Ex
related to Failure To Enrol (FTE).

— referenceTemplate: Optionally, the BIR of the biometric réference to be
updated (see 5.5).

— referencelD: Optionally, the UUID of the biometridreference to be upd

— purpose:Avalueindicatingthedesiredpurpose(Enrol, EnrolForVerificat
or EnrolForldentification only).

— subtype: Specifies which subtype (e.g.left/right eye) to enrol. A 'nu
indicates that the BSP is to select thésubtype(s) (see 5.1.1.1).

— outputFormat:Specifieswhich BDBformattouseforthereturned NewTe
if the BSP supports more thanone format. A NULL value indicates that
is to select the format (see.5.1.3).

— additionalData: A addjtionalData that will be stored by the BSP.

— timeout: An integer specifying the timeout value (in milliseconds)
operation. If this timeout is reached, the function returns an error,
results. This(value can be any positive number. A -1’ value means t}
default timeoéut value will be used.

— optiens: Requests additional output such as audit data. This data may
to-provide a human-identifiable data of the person at the sensor unit.

tempts
ception

hted.
onOnly,

I' value
mplate,

the BSP

for the
and no
e BSP’s

be used

Return Value:| The UUID for the biometric reference stored

Exception:{If any of the parameters is not correct or other error occur during the pro
fe.g. no access to the database), BioAPIException (see 10.1).

Cess

8.1.5.11\'vector<unsigned char> GetAuxiliaryData (int unitID)

Description: |Gets any auxiliary data available from the referenced BioAPI Unit (e.g.a S

ENsor),

after performing an operation.

If no auxiliary data is available, then the method shall return a NULL.

Parameters:|— unitID: ID of the BioAPI unit to perform the operation.

function, the value shall be NULL.

Return Value:|Data buffer containing the auxiliary data received from the BioAPI_Unit after
processing the previous function. If no memory block has been allocated by the

Exception:|If case of any error, BioAPIException (see 10.1).
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8.1.5.12 vector<ICandidate> IdentifyAggregated (UnitList unitList, int maxFMRrequested,
BiometricSubtype subtype, bool binning, int maxResults, int timeout, vector<ResultOptions>
options)

8.1.5.13 vector<ICandidate> IdentifyAggregated (UnitList unitList, BIR inputBIR, int maxFM-
Rrequested, BiometricSubtype subtype, bool binning, int maxResults, int timeout, vector<Re-
sultOptions> options)

J]_gcr‘rinﬁnn .

Thismethod provides an agoaregated functionalitv It increases the functionality
55° °5 o4 Y

of the Identify method from IComparison (see 6.3), allowing the Identify opera&=
tion either, when the biometric sample is directly captured by the BSP calling, its
own Sensor unit, or by providing the input BIR in raw or processed format.

A call to PresetldentifyPopulation shall be done before this method can/be called
in order to establish the population within which the search is done.

Refer to the Identify methods in IComparison (6.3) for further éxplanation.

The BSP is responsible for providing the user interface assgciated with the
enrolment operation as a default. The application may request control of the GUI
"look-and-feel" by providing a GUI callback via the BSP,SubscribeToGUIEvents()
method. Since this operation includes capture, it serializes the use of the sensor
device. If two or more applications are racing for the device, the losers will wait
until the operation completes or the timeout expires. This serialization takes
place in all functions that capture data. TheBSP is responsible for serializing. It
may do this by either throwing an exception to indicate that the device is busy or
by queuing requests.

Parameters:

— unitList: BioAPI units to performthe operation.
— inputBIR: The BIR to be identified, which could be in raw or processed format

— subtype: specifies which,subtype (e.g. left/right eye) to capture. Null
indicates that the valué is not provided (see 5.1.1.1).

— timeout: an intéger specifying the timeout value (in milliseconds) for the
operation. If this timeout is reached an exception is thrown. This value can
be any poSitive number. -1 value means the BSPs default timeout value will
be usegd-

— optlans: requests additional output such as audit data.

For the rest of the parameters, see the Identify methods in IComparison (6.3).

Return Value:

See the Identify methods in IComparison (6.3).

EXeeption:

In case of any of the Capture exceptions (6.5) or the Identify exceptions (6.3),
BioAPIException (see 10.1).
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8.1.5.14 vector<BFPListElement> QueryBFPs ()
8.1.5.15 vector<BFPListElement> QueryBFPs (vector<UnitCategoryType> unitCategories)

Description:

Returns the identification of those BFPs available that are supported by the BSP

in the current session

NOTE On an incoming call to this function, the BSP can use the BFP Enumera-
tion Handler callback (see 10.2.2) to obtain information about all installed BFPs,

and can then create the [ist of all supported BFPs by checking each entry
array returned by the callback.

fthe

Parameters:

— unitCategories: Optionally, the list of categories for which the enumergtion of

the unit schemas is requested

Return Value:

List of BFPs that are supported by current BSP

Exception:

Thrown if the method is called after the BSP has been unloaded, or any ot
error. BioAPIException (see 10.1).

her

B.1.5.16 vector<UnitSchema> QueryUnits ()

B.1.5.17 vector<UnitSchema> QueryUnits (vector<UnitCategoryType> unitCategories)

Description:

Returns Units available by the BSP.
All Units in a BSP shall have a UnitSehema defined.

Parameters:

— unitCategories: Optionally,the list of categories for which the enumeration of

the unit schemas is requésted

Return Value:

List of UnitSchemas wherg&'each element describes properties of each unit
ble for being used.

availa-

Exception:

Thrown if the method is called after the BSP has been unloaded. BioAPIException

(see 10.1).

]

]

]

8.1.5.18 bool VerifyAggregated (UnitList unitList, int maxFMRrequested, BIR referenceTem-

blate, BiometricSubtype)subtype, int timeout, vector<ResultOptions> options)
B.1.5.19 bool VerifyAggregated (UnitList unitList, int maxFMRrequested, BIR inputBIR

referenceTemplate; BiometricSubtype subtype, int timeout, vector<ResultOptions> options)

8.1.5.20 boel'VerifyAggregated (UnitList unitList, int maxFMRrequested, UUID referen
BiometricSubtype subtype, int timeout, vector<ResultOptions> options)

B.1.5.21 ' bool VerifyAggregated (UnitList unitList, int maxFMRrequested, BIR inputBIR
referenceKey, BiometricSubtype subtype, int timeout, vector<ResultOptions> options)

BIR

ceKey,

UUID

Description:

This method provides an aggregated functionality. It increases the functi

nlality

of the Verify method from IComparison (see 6.3), allowing the verify operation in

the following cases:

— The biometric sample is captured directly by the BSP calling its own Sensor

unit. Therefore the inputBIR parameter is not present.

— The biometric sample is supplied either in raw or processed format.

— The biometric reference is declared by its UUID. Therfore the referenceKey

parameter is added.
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— The biometric reference is provided as a BIR. Therefore the
referenceTemplate parameter is used.

— The biometric reference is intrinsically known by the BSP (e.g. a single-user,
single enrolment application). Therefore the call will be given with NULL as
the referenceTemplate or referenceKey.

Refer to the Verify methods in IComparison (6.3) for further explanation.

The BSP is responsible for providing the user interface associated with the
enrolment npprnfinn asadefault The qpplir‘qfinn may request control of the GUI

"look-and-feel" by providing a GUI callback via the BSP.SubscribeToGUIEvents(]
method. Since this operation includes capture, it serializes the use of the sensor
device. If two or more applications are racing for the device, the losers will wait
until the operation completes or the timeout expires. This serialization takes

place in all functions that capture data. The BSP is responsible for serjalizing. It
may do this by either throwing an exception to indicate that the device is busy or
by queuing requests.

Parameters:

— unitList: BioAPI units to perform the operation.
— inputBIR: the sample to be verified, either in raw or{processed format.
— referenceKey: the UUID of the biometric refererceto be used for verification.

— referenceTemplate: the BIR correspondingto.the biometric reference to be
used for verification.

— subtype: specifies which subtype (e.g;left/right eye) to capture. Null
indicates that the value is not provided (see 5.1.1.1).

— timeout: an integer specifying the timeout value (in milliseconds) for the
operation. If this timeout.isteached an exception is thrown. This value can
be any positive number. <1 value means the BSPs default timeout value will
be used.

— options: requestsadditional output such as audit data.

For the rest of the parameters, see the Verify methods in IComparison (6.3).

pturn Value:

See the Verify methods in IComparison (6.3).

Exception:

In caseof any of the Capture exceptions (6.5) or the Verify exceptions (6.3), Bio-
APIEXception (see 10.1).

8.1.5.2

P void SetPowerMode (int unitID, UnitPowerMode powerMode)

Description:

This function sets the referenced BioAPI Unit of the loaded BSP to the requested

power mode if the BioAPI Unit supports it.

Parameters:|— unitID: The ID of the BioAPI Unit selected.
— powerMode: The indicator of the power mode to set the BioAPI_Unit to.
Exception:|If case of any error, BioAPIException (see 10.1).
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8.1.5.23 void SubscribeToGUIEvents (GUISelectEventCallback guiSelectEventCallback,

Callback)

GUIStateEventCallback guiStateEventCallback, GUIProgressEventCallback guiProgressEvent-

Progress events. If a certain event is not supported, a NULL value shall be

events set to NULL.

Description: | This method provides to the BSP the callback functions for the Select, State and

vided for that kind of event. It is not possible to call this method with the three

pro-

If this method is called with a determined event that has been previously
signed a callback function, the method simply replaces the old callback ad
with the one provided in the current call.

hS-
dress

Parameters:|— guiSelectEventCallbackFunction: specifies address to the callback func
the Select Event.

the State Event.

for the Progress Event.

— guiStateEventCallbackFunction: specifies address to the callback function for

— guiProgressEventCallbackFunction: specifies@ddress to the callback fynction

tion for

Ex ion: |BioAPIException (see 10.1).

B.1.5.24 void UnsubscribeFromGUIEvents ()

Description:| This method clears the callbackraddresses previously subscribed. After a
this function, the BSP shall cease to notify GUI events to the framework of
application.

rall to
the

Exception: |BioAPIException (see-10.1).

9 Framework level

O

.1 Interface IComponentRegistry

9.1.1 Description

ow]

epresents the interface to the component registry. The Installer adds, deletes, or modifies
FP records in€he component registry managed by the framework.

wwl

he way theccomponent registry is implemented is dependent on the developer, as the compon
hanaged\from the provided methods. Further information about the information that the co
egistiy-shall contain internally (e.g. a framework, BSP, Units schemas) is available at the "Co
egistry interface" clause in ISO/IEC 19784-1.

== 0 e

BSP and

ents are
ponent
ponent

9.1.2 Method summary

9.1.2.1 void InstallBFP (BFPSchema bfpSchema, bool update)

tion is handled internally within the BioAPI Framwork and is not passed t
to a BFP.

Description:|Installs or updates the references to a BFP in the component registry. This func-

hrough
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Parameters:|— bfpSchema - specifies the information on the BFP to be installed or updated.

— update: If true, an update of an existing BFP is performed (i.e. if such BFP
is not yet installed, it will return an ERR_COMPONENT_NOT_REGISTERED
BioAPIException). If false, the installation refers to a new BFP. If the
BFP is already installed an ERR_COMPONENT_ALREADY_REGISTERED
BioAPIException is thrown.

Exception:| Thrown if any error during installation.
BioAPIException (an 10 1)

9.1.2.2] void InstallBSP (BSPSchema bspSchema, bool update)

Description:|Installs or updates the references to a BSP in the component registr{. This func-
tion is handled internally within the BioAPI Framwork and is notpassed through
to a BSP.

Parameters:|— bspSchema - specifies the information on the BSP to bednstalled or updated.

— update: If true, an update of an existing BSP is performed (i.e. if such BSP
is not yet installed, it will return an ERR_COMRONENT_NOT_REGISTERED
BioAPIException). If false, the installation refers‘to a new BSP. If the
BSP is already installed an ERR_COMPONENT ALREADY_REGISTERED
BioAPIException is thrown.

Exception:|Thrown if any error during installation.
BioAPIException (see 10.1).

9.1.2.3| void UninstallBFP (UUID bfpUUID)

Description: | This function uninstalls @ BFP by removing references to that BFP in the compo-
nent registry.

This function is handled internally within the BioAPI Framework and is not
passed through te a BFP.

Parameters:|— bfpUUID'-specifies BFP to be uninstalled.

Exception: | Thrownifjany error.
BioAPIException (see 10.1).

9.1.2.4| void UninstallBSP (UUID bspUUID)

Description:| This function uninstalls a BSP by removing references to that BSP in the compo-
nent registry.

This function is handled internally within the BioAPI Framework and is not
passed through to a BSP.

Parameters:|— bspUUID - specifies BSP to be uninstalled.
Exception:|Thrown if any error.

BioAPIException (see 10.1).
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9.2 Interface IFramework

9.2.1 Description

Represents the biometric system. The biometric system is the hierarchical assembly whose root node
is the Framework component. The Framework controls BSPs. To provide necessary services to the

Framework BSPs use BFP modules that are libraries implementing biometric algorithms and ¢
manages sensors hardware. Along with BSPs, another part of the Framework is component
that stores the information about BSPs and BFPs.

ode that
registry

9.2.2 Inherited interfaces

able to install, uninstall components, as well as to access its internal information tocallow the e
df methods such as EnumBFPs, QueryUnits, etc.

9.2.3 Properties summary

—

here is a public read-only property for stating the characteristics of the\BSP:

— [FrameworkSchema FrameworkSchema.

9.2.4 Method summary

The IComponentRegistry is inherited by [Framwork as to maintain a component registry and being

Kecution

D.2.4.1 void BSPLoad (UUID bspID, BFPEventCallback notifyCallback, BFPEnumeration¢
back bfpEnumeration, string context)

Call-

Description: |Initializes a BSP. Initializatiofi\includes enabling all events except those th
disabled by the most recent call to EnableEventNotifications. The applicat
can choose to provide affevent handler function to receive notification of
Many applications canindependently and concurrently load the same BSP
each application can-establish its own event handler. They will all receive
cation of an event. The same or different event handlers can be used if an

tion loads multiple BSPs.

An application may establish as many event handlers as it wishes, for a giy

identified by a combination of address and context.

When an event occurs in a BSP, the BSP may send an event notification to
Framework by calling the Framework's event handler.

When the Framework receives an event notification from a BSP, it shall se
notification to each event handler established by each application for whic
event notification is enabled for that BSP. Therefore, a single event notific:
callback made from a BSP to the Framework may result in zero or more c3
made by the Framework to zero or more applications.

by calling BioAPI_BSPLoad one or more times for that BSP. An event handler is

At were
ion
events.
and
notifi-
hpplica-

ren BSP,

the

nd one
h that
ition
lIbacks

When the framework receives an event notification from a BSP, it shall calll all

chosen by the Framework) rather than concurrently.

application, no matter when the application receives them.

the event handlers established by each application for that BSP. If an application
has set up multiple event handlers, they shall be called one at a time (in any order

Event notification may occur at any time, either during a BioAPI call (related or
unrelated to the event) or while there is no BioAPI call in execution. Application
writers should ensure that all callbacks are properly and safely handled by the

NOTE This usually requires the use of thread synchronization techniques and dis-
cipline in the actions performed by the application code placed in event handlers.
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There is a "use count” on the establishment of event handlers; they have to be
de-established (by BSPUnload) as many times as they were established. When
the BioAPI Framework calls BSPLoad, it receives from the BSP an “insert” event
notification for each available BioAPI unit (of each category). If the biometric
application has provided an event handler in the call to BSPLoad and has not
disabled “insert” event notifications, the Framework will call back, in turn, the
application's event handler. Insert notifications can be disabled by calling the
function EnableEventNotifications. This will indicate to the biometric application
that it can go ahead. If the hardware component for a specific functionality is not

present, the 'INSert. event cannot be raised until the hardware component nas
been plugged in.

This function shall only be called if there is at least one call to Init for which a
corresponding call to Terminate has not yet been made.

The BSPLoad function is not to be called unless the BSP has been installed using
InstallBSP. A determination of installed BSPs can be made through, a call to
EnumBSPs.

Parameters:

— bsplD: ldentifies the BSP to initialize.

— notifyCallback: the event notification function provided by the caller. This
defines the callback for event notifications from‘the loaded biometric service
provider.

— context: generic pointer to context information. When the selected biometric
service provider raises an event, this value is passed as input to the event
handler specified by NotifyCallback:

Exception:

Thrown if the framework has been tetininated or any other error.
BioAPIException (see 10.1).

9.2.4.2

void BSPUnload (UUID bsplID, string context)

Description:

De-registers event fiotification callbacks for the caller identified by BSPUUID.

BSPUnload is the.ahalogue call to BSPLoad. If all callbacks registered with BioAP|
are removed/ then BioAPI unloads (for that biometric application) the BSP that
was loaded by calls to BSPLoad.

The BioAPI Framework uses the three input parameters to uniquely identify
registered callbacks.

This function shall only be called (for a given BSP UUID) if there is at least one
call to BSPLoad (for that BSP UUID) for which a corresponding call to this func-
tion has not yet been made.

This includes the case in which the actions relative to a missing call to BSPUnload
are implicitly performed by the BioAPI Framework during a call to Terminate.

Parameters:

— bsplD: Identifies the BSP to initialize.

— notifyCallback: the event notification function provided by the caller. This
defines the callback for event notifications from the loaded biometric service
provider.

— context: generic pointer to context information. When the selected biometric
service provider raises an event, this value is passed as input to the event
handler specified by NotifyCallback.

Exception:

Thrown if the framework has been terminated or any other error.
BioAPIException (see 10.1).
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9.2.4.3 void EnableEventNotifications (UUID bsplD, vector<EventKind> events)

Description:

Enables the events specified by the Events parameter and coming from th

identified by the BSP UUID, and disables all other events coming from that BSP.

Events are enabled or disabled only for the application that calls this function. If

there are other applications using the BioAPI Framework or the specified

the same time, those applications will not be affected by the call to EnableEvent-

Notifications

e BSP

BSP at

This function can be called at any time after BioAPI_Init, even before the4
fied BSP has been loaded.

The Event parameter established by a call to this function remains in effe
this function is called again for the same BSP.

This function shall only be called if there is at least one callto Init for whi
corresponding call to Terminate has not yet been made.

This function is handled internally within the BioAP{ Framework and is n
passed through to a BSP.

peci-

Ct until

th a

Ot

Parameters:|— bspID: Identifies the BSP to initialize.
— events: the list of events where the notifications are expected to startfbeing
supported.
Exception:| Thrown if the framework has beenterminated or any other error.

BioAPIException (see 10.1).

D.2.4.4 vector<BFPSchema> EnumBFPs\()

Description:

This function provides information about all BFPs currently installed in tl
ponent registry:

This function-shall only be called if there is at least one call to Init for whi
corresponding call to Terminate has not yet been made.

This-function is handled internally within the BioAPI Framework and is n
passed through to any BSP.

ne com-

th a

Dt

Return Value

List of BFPSchemas of the BFPs available in the system

Exception:

Thrown if the method is called after framework is terminated.
BioAPIException (see 10.1).

D.2:4.5 vector<BSPSchema> EnumBSPs ()

Description:

Provides information about all BSPs currently installed in the component
try. It fills the array with the BSP schemas of all installed BSPs.

This function shall only be called if there is at least one call to Init for which a

corresponding call to Terminate has not yet been made.

This function is handled internally within the BioAPI Framework and is not

passed through to any BSP.

regis-

Return Value:

List of BSPSchema where each element describes properties of one BSP available

in the biometric system
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