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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take pa

tin the work

The pro

describgd in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fdr
the diffgrent types of document should be noted. This document was drafted in accordance) with thie

editoria

Attention is drawn to the possibility that some of the elements of this document may be the subjeqt
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in thie

Introdu

list of pgtent declarations received (see http://patents.iec.ch).

For an

express
World T
iso/fore

cedures used to develop this document and those intended for its further maintenance| atie

rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

tion and/or on the ISO list of patent declarations received (see www.iso:0Tg/patents) or the IEC

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

bxplanation of the voluntary nature of standards, the{meaning of ISO specific terms anfd
ons related to conformity assessment, as well as information about ISO's adherence to thie
rade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org|/
vord.html.

This do
Subcom

This seqond edition cancels and replaces the first edition (ISO/IEC 30106-2:2016), which has beeh
technicdlly revised.

The maipn changes compared to the previous edition are as follows:

— cortection of typing errors;

— add

A lidt of all parts in-the ISO/IEC 30106 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body.

complet

Vi

fument was prepared by Joint Technical.@ommittee ISO/IEC JTC 1, Information technology,
mittee SC 37, Biometrics.

tion of AnalyseQualitymethod.

=

e listing @f these bodies can be found at www.iso.org/members.html.
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ntroduction

020(E)

This document specifies an application programming interface expressed in Java language. Java
is intended to be a simple, general-purpose, object-oriented programming language that is aimed at
enabling programmers to quickly build a wide range of applications for multiple platforms.

This Java implementation allows an easy use of Java BSPs, Java-based application servers or Java applets.
It is therefore the best way to write desktop and web applications/services. This document provides an
advanced and well-designed remote framework.

A
1

btters, in the case of symbols, such as BSP or BFPs, they have been retained in uppercase'létter

Ithough the best practices of Java programming state that variables should be written in‘lowercase

S.
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INTERNATIONAL STANDARD ISO/IEC 30106-2:2

020(E)

Information technology — Object oriented BioAPI —

Part 2:
Java implementation

1 Scope

|

his document specifies an interface of a BioAPI Java framework and BioAPI Java)BSP, wk
rhirror the corresponding components, specified in ISO/IEC 30106-1. The semaiitic equiy
50/1EC 30106-1 is maintained in this document.

]

2 Normative references

]

he following documents are referred to in the text in such a way\that some or all of thein
onstitutes requirements of this document. For dated references, only the edition cited app
undated references, the latest edition of the referenced document(including any amendments)

Q

Y

50/1EC 10646, Information technology — Universal Coded Character Set (UCS)

(]

50/1EC 30106-1, Information technology — Object oriented BioAPI — Part 1: Architecture

Terms and definitions

L)

No terms and definitions are listed in this do¢ument.

[0 and IEC maintain terminological databases for use in standardization at the following addr

- ISO Online browsing platform: available at https://www.iso.org/obp

— [EC Electropedia: available at http://www.electropedia.org/

4 BioAPI Java package structure

4.1 Overall structure

—]

he BioAPI Java interface is divided into several packages. The following is the package structy

— Package org.bioapi: Contains functionality to manage units, BSPs, BFPs, the Framew|
Applications.

tich will
alent of

content
lies. For
applies.

esses:

re.

ork and

— Package org.bioapi.data; Contains ail the data STructures.
4.2 Package org.bioapi

4.2.1 Package description

This package contains all the components responsible for managing and executing the functio
BioAPI. Component Registry interface is also defined in this package.

© ISO/IEC 2020 - All rights reserved
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4.2.2

Structure

The description of this package is given explaining a bottom-up structure. In Clause 6, the interfaces
that need to be implemented for each of the Unit types are explained. It is important to note that
such interfaces do not refer to an implemented class by itself, as the accessible class will be either the

Biometr

ic Service Provider (BSP) or the Biometric Function Provider (BFP), but the specifications in

this clause are common to the methods and properties to be added to the implemented BSP and/or BFP

classes.

This wil
interfac
BFPI int

The higher layer of interoperability level is provided by the specification of the Framework (Clause 9

with the
with the
APl inte

4.3 P4

4.3.1

This pad

4.3.2
Several

whole o1
defined.

5 Dat

5.1 C(Class ACBioParameters

5.1.1

Provide

5.1.2

5.1.2.1

1 be followed by the specification of the implementation of the BFP (Clause 7) and BSP (Clause 8
s. These two interfaces provide the lower layer interoperability level, equivalent to the SPI an
brfaces in ISO/IEC 19784-1.

& PRS-

Framework Interface and the Component Registry) and the Application interactigny(Clause 10,
specification of the Exceptions and Callback functions). This provides the equivalence to t
face in [SO/IEC 19784-1.

ickage org.bioapi.data

Package description

kage contains all data structures required for the implementation of OO BioAPI.

Structure

lata structures are provided to comply with the requirements specified by this document. Thie
'g.bioapi.data package is specified in Clause 5, where all required classes and enumerations are
This has to be complemented to the constantsdefined in ISO/IEC 30106-1.

a types and constants

PDescription

5 the information which is used to generate ACBio instances.
Method summary

int[] getChallenge()

Deseription:|Return the challenge from the validator of a biometric verification when ACBio is

used. This value shall be sent to the field controlValue of type

A LD Val " i £ d - A LD - 4
AUDIOCGUIILCIIUIITON ITIIAdUOIT TIT AUDIU ITISUAIICTS.

Return Value:| The challenge from the validator of a biometric verification when ACBio is used.

5.1.2.2

int[] getlnitialBPUIOIndexOutput()

Description:|Return the initial value of BPU 10 index which is to be assigned to the output

from the BioAPI Unit, BFP, or BSP when the ACBio instances are generated. The
range between InitialBPUIOIndexOutput and SupremumBPUIOIndexOutput shall
be divided into the number of BSP Units and BFPs which are inside the BSP, and
assigned to the BSP Units and BSPs.

Return Value:| The initial value of BPU IO index.

© ISO/IEC 2020 - All rights reserved
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5.1.2.3 int[] getSupremumBPUIOIndexOutput()

Description:

Return the supremum of BPU 10 indexes which are to be assigned to the output
from the BioAPI Unit, BFP, or BSP when the ACBio instances are generated.

Return Value:

The supremum of BPU 10 index.

5.2 C(Class BFPListElement

3 4 n = g
VTR DUoSLripuon

- —

hat it supports.

§.2.2 Method summary

§.2.2.1 UUID getBFPID()

entifies a BFP by category and UUID. A list is returned by a BSP when queried for the ifistalled BFPs

Description:

Return the UUID assigned to the BFP.

Return Value:

The UUID assigned to the BFP.

§.2.2.2 UnitCategoryType getUnitCategory()

Description:

Return the category of the units.

Return Value:

The category of the units.

§.2.2.3 void setBFPID(UUID bfpID)

Description:

Set the UUID assigned to the BFP.

Parameters:

— bfpID: The UUID assigned to the BFP.

§.2.2.4 void setUnitCategory(UnitCategoryType unitCategory)

Description:

Set the-category of the units.

Parameters:

<\ unitCategory: The category of the units.

5.3.1 Description

(mllls vl

he system.

3.3 Class BEPSchema

epreserts the record in the component registry that defines the properties of the BFP installed in

5.3.2 Method summary

5.3.2.1 String getBFPDescription()

Description:

Return a NULL-terminated string containing a text description of the BFP.

Return Value:

A NULL-terminated string containing a text description of the BFP.

© ISO/IEC 2020 - All rights reserved 3
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5.3.2.2 Vector<RegistryID> getBFPSupportedFormats()

Description:

Return a list the data formats that are supported by the BFP.

Return Value:

A list the data formats that are supported by the BFP.

5.3.2.3 UUID getBFPUUID()

Description:

Return the BFP UUID.

Return Value:

The BFP UUID.

5.3.2.4 | Vector<BiometricType> getFactorsMask()

Description:

Return a list of the biometric types supported by the BFP.

Réturn Value:

A list of the biometric types supported by the BFP.

5.3.2.5 | byte[] getFWProperty()

Description:

Return the address and length of a memory buffer‘eontaining the BFP property.
The format and content of the BFP property can either be specified by a vendor
or can be specified in a related standard.

Ré¢turn Value:

The address and length of a memory buffer containing the BFP property.

5.3.2.6 | UUID getFWPropertyID()

Description:|Return the UUID of the format of the following BFP property.
Return Value: |UUID of the format of the foHowing BFP property.

5.3.2.7 | String getPath()

Description:

Return a pointer'to a NULL-terminated string containing the path of the file
containing(he’BFP executable code, including the filename. The path may be a
URL. This\string shall consist of ISO/IEC 10646 characters encoded in UTF-8 (see
[SO/IEE)10646:2017, Annex D). When BFPSchema is used within a function call,
the@omponent that receives the call allocates the memory for the Path schema
element and the calling component frees the memory.

Return Value:

A pointer to a NULL-terminated string containing the path of the file containing
the BFP executable code, including the filename.

5.3.2.8 | String getProductVersion()

Description:

Return the version string of the BFP software.

Return Value:

The version string of the BFP software.

5.3.2.9 String getSpecVersion()

Description:

Return the major/minor version number of the BioAPI specification to which the
BFP was implemented.

Return Value:

The major/minor version number of the BioAPI specification to which the BFP
was implemented.

© ISO/IEC 2020 - All rights reserved
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5.3.2.10 UnitCategoryType getUnitCategory()

Description:

Return the category of the BFP identified by the BFP UUID.

Return Value:

The category of the BFP identified by the BFP UUID.

5.3.2.11 String getVendor()

Description:

Return a NULL-terminated string containing the name of the BFP vendor)

Return Value:

A NULL-terminated string containing the name of the BFP vendor.

.4 Class BIR
5
R

IFO/IEC 30106-1.

4.1 Description

epresents BIRs (Biometric Information Records). It supports ISO/IEC¥9785-1 definitions,
Simple-BIRs or for Complex-BIRs. The specification of the patron format that shall be used is

both for
given in

§.4.2 Method summary
3.4.2.1 void birFromByteArray(byte[] record)
Description: |Fills in the BIR data from a byte’array coded as CBEFF record, as indicated in the
relevant clauses of ISO/IEC\19785-3 and ISO/IEC 19785-4.
Parameters:|— record: The byte attay containing the CBEFF record.
Exception:|If the input parameters are invalid, the format is not supported or operatipn fails
due to error, BioAPIException (see 10.1).
3.4.2.2 byte[] birToByteArray(j
Description:|Serializes a BIR record so as to provide it as a byte array representing the|CBEFF
information.
Return Valuey|The byte array containing the CBEFF information.
Exception:|If the input parameters are invalid, the format is not supported or operatipn fails
due to error, BioAPIException (see 10.1).
§.4.2.3 \void destroy()
Description: |Removes all the information in the current BIR, leaving it empty for a nexf use.
Exception:|None.

5.4.2.4 BiometricSubtype getBDBBiometricSubtype()

Description:

Return the BDB biometric subtype.

Return Val

:|The BDB biometric subtype.

© ISO/IEC 2020 - All rights reserved



https://standardsiso.com/api/?name=d5a1b8bae4d98e64a16b56f7e82701d8

ISO/IEC 30106-2:2020(E)

5.4.2.5 BiometricType getBDBBiometricType()

Description:

Return the BDB biometric type.

Return Value:

The BDB biometric type.

5.4.2.6 Dbyte[] getBDBChallengeResponse()

Description:

Return the BDB challenge response.

Return Value:

The BDB challenge response.

5.4.2.7 | Date getBDBCreationDate()

Description:

Return the BDB creation date.

Réturn Value:

The BDB creation date.

5.4.2.8 | byte[] getBDBData()

Description:

Return the BDB data array.

Ré¢turn Value:

The BDB data array.

5.4.2.9 | RegistryID getBDBFormat()

Description:

Return the format of the BDB data.

Ré¢turn Value:

The format of the BDB data.

5.4.2.1( byte[] getBDBIndex()

Description:

Return the BDB index.

Return Value:

The BDB index.

5.4.2.11 ProcessedLevel getBDBProcessedLevel()

Description:

Returnthe BDB processed level.

Return Value:

The'BDB processed level.

5.4.2.12 Purpose’getBDBPurpose()

Description:

Return the BDB purpose.

Return Value:

The BDB purpose.

5.4.2.13 byte getBDBQuality()

Description:

Return the BDB quality.

Return Value:

The BDB quality.

© ISO/IEC 2020 - All rights reserved
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5.4.2.14 Vector<Date> getBDBValidityPeriod()

Description:

Return the BDB validity period.

Return Value:

The BDB validity period.

5.4.2.15 Date getBIRCreationDate()

Description:

Return the BIR creation date.

Return vVatue:

The BIRcreation date.

§.4.2.16 byte[] getBIRCreator()

Description: |Return the BIR creator array.
Return Value:| The BIR creator array.

§.4.2.17 byte[] getBIRIndex()

Description:

Return the BIR index.

Return Value:

The BIR index.

5.4.2.18 byte[] getBIRAdditionalData()

Description:

Return the BIR additionalData.

Return Value:

The BIR additionalData.

5.4.2.19 Vector<Date> getBIRValidityPeriad()

Description:

Return the BIR validity period.

Return Value:

The BIR validity-period.

5.4.2.20 byte getCBEFFVersion()

Description:

Rettrn the version of the CBEFF component.

Return Value:

The version of the CBEFF component.

5.4.2.21 RegistrylD getPatronFormat()

Description:

Return the patron format.

Return Value:

The patron format.

4.2.22 byte getPatronHeaderVersion()

Description:

Return the header version.

Return Value:

The header version.

5.4.2.23 byte[] getSBData()

Description:

Return the Security Block data array.

Return Value:

The Security Block data array.

© ISO/IEC 2020 - All rights reserved
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5.4.2.24 RegistrylD getSBFormat()

Description:|Return the Security Block format.
Return Value: | The Security Block format.

5.4.2.25 boolean hasBDBEncription()

Description:|Return true if the BDB is encrypted, false otherwise.

Remurm Vatue:r [ True it the BDB s encrypted, false otherwise.

5.4.2.24 boolean hasBDBIntegrity()

Description:|Return true if the BDB has integrity, false otherwise.
Re¢turn Value: | True if the BDB has integrity, false otherwise.

5.4.2.27 boolean isBIRSigned()
See 5.4.2.29.

5.4.2.28 boolean isQualitySupported()
See 5.4.2.29.

5.4.2.29 boolean isQualityKnown()

Description:|Request about each of the abovementioned characteristics of the BIR.

Réturn Value:| True if the characteristic is available, false otherwise.
Exception:|None.

5.4.2.3( void setBDBBiometricSubtypé(BiometricSubtype bdbBiometricSubtype)

Description:|Set the BDB biemietric subtype.
Parameters:|— bdbBiometricSubtype: The BDB biometric subtype.

5.4.2.31 void setBDBBiometricType(BiometricType bdbBiometricType)

Description: |Setthe BDB biometric type.
Parametersy|— bdbBiometricType: The BDB biometric type.

5.4.2.37 veid setBDBChallengeResponse(byte bdbChallengeResponse)

Description:|Set the BDB challenge response.
Parameters:|— bdbChallengeResponse: The BDB challenge response.

5.4.2.33 void setBDBCreationDate(Date bdbCreationDate)

Description:|Set the BDB creation date.
Parameters:|— bdbCreationDate: The BDB creation date.

8 © ISO/IEC 2020 - All rights reserved
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5.4.2.34 void setBDBEncription(boolean bdbEncription)

Description:

Determine if BDB data is encrypted or not.

Parameters:

— bdbEncription: True if the BDB is encrypted, false otherwise.

5.4.2.35 void setBDBFormat(RegistryID bdbFormat)

Description:

Set the format of the BDB data.

rFdardmeters.

bdbFormat: 1 e formatof the BDB data.

§.4.2.36 void setBDBData(byte[] bdbData)

Description: |Set the BDB data.
Parameters:|— bdbData: The BDB data.

5.4.2.37 void setBDBIndex(byte[] bdbIndex)

Description:

Set the BDB index array.

Parameters:

— bdbindex: The BDB index array.

5.4.2.38 void setBDBIntegrity(boolean bdblIntegrity)

Description:

Determine if BDB data has integkity or not.

Parameters:

— bdblintegrity: True if the BDB has integrity, false otherwise.

3.4.2.39 void setBDBQuality(byte bdbQuality)

Description:

Set the BDB quality:

Parameters:

— bdbQualityPhe BDB quality.

3.4.2.40 void setBDBProcessedLevel(ProcessedLevel bdbProcessedLevel)

Description:

Set the BDB processed level.

Parameters:

bdbProcessedLevel: The BDB processed level.

3.4.2.41 void)setBDBPurpose(Purpose bdbPurpose)

Description:

Set the BDB purpose.

Parameters:

— bdbPurpose: The BDB purpose.

4.2.42 void setBDBValidityPeriod(Vector<Date> bdbValidityPeriod)

Description:

Set the BDB validity period.

Parameters:

— bdbValidityPeriod: The BDB validity period.

5.4.2.43 void setBIRCreationDate(Date birCreationDate)

Description:

Set the BIR creation date.

Parameters:

birCreationDate: The BIR creation date.
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5.4.2.44 void setBIRCreator(byte[] birCreator)

Description:|Set the BIR creator array.

Parameters:|— birCreator: The BIR creator array.

5.4.2.45 void setBIRIndex(byte[] birIndex)

Description:|Set the BIR index.
Parameters:[— birindex: 1 1e BIR INJeEX.

5.4.2.44 void setBIRAdditionalData(byte[] birAdditionalData)

Description:|Set the BIR additionalData.
Parameters:|— birAdditionalData: The BIR additionalData.

5.4.2.47 void setBIRValidityPeriod(Vector<Date> birValidityPeriod)

Description:|Set the BIR validity period.

Parameters:|— birValidityPeriod: The BIR validity period.

5.4.2.44 void setCBEFFVersion(byte cbeffVersion)

Description:|Set the version of the CBEFF component

Parameters:|— cbeffVersion: The version of the EBEFF component.

5.4.2.49 void setPatronFormat(RegistryID patrofiFormat)

Description: |Set the patron format.

Parameters:|— patronFormat: Thepatron format.

5.4.2.5(Q void setPatronHeaderVersion(byte patronHeaderVersion)

Description: |Set the header version.

Parameters:|— patronHeaderVersion: The header version.

5.4.2.51 void setSBData(byte[] sbData)

Description:|Set the SB data.
Parameters:|— sbData: The SB data.

5.4.2.52 void setSBFormat(RegistryID sbFormat)

Description:|Set the format of the SB data.

Parameters:|— sbFormat: The format of the SB data.
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5.5 C(Class BSPSchema

5.5.1 Description

Represents the record in the component registry that defines the properties of the BSP installed in

the system.

5

.5.2 Method Summary

.5.2.1 UUID getBSPAccessUUID()

Description:

Return a UUID, unique within the scope of an application, which the applig
tion may use to refer to the BSP as an alternative to the BSP,product UUID
parameter shall be ignored by frameworks conforming to’this document 3

be set to any UUID value by an application. It is provided to support interyorking
b com-
puters from within an application running on the same or a different computer.

standards, which may specify the use of identical BSPs present on multipl

a_
This
nd can

Return Value:

A UUID, unique within the scope of an application, which the application npay use

to refer to the BSP as an alternative to the BSP product UUID.

.5.2.2 String getBSPDescription()

Description:

Return a NULL-terminated string containing a text description of the BSP.

Return Value:

A NULL-terminated string containing a text description of the BSP.

.5.2.3 Vector<RegistrylD> getBSPSupportedAlgorithms()

Description:

Return an array-0f BioAPI_ALGORITHM_ID structures specifying the supported

algorithms.

Return Value:

Array of BioAPI_ALGORITHM_ID structures specifying the supported algg

rithms.

.5.2.4 Vector<RegistryID> getBSPSupportedFormats()

Description:

Return a list of the data formats that are supported by the BSP.

Return Value:

A list of the data formats that are supported by the BSP.

.5.2.5 <Vector<UUID> getBSPSupportedTransformOperation()

Description:

Return an array of BioAPI_UUID structures specifying the transform oper

ations

supported within the BioAPI_Tranform operation.

Return Value:

Array of BioAPI_UUID structures specifying the transform operations supported

within the BioAPI_Tranform operation.

5.5.2.6 UUID getBSPUUID()

Description:

Return the BSP UUID.

Return Value:

The BSP UUID.

© ISO/IEC 2020 - All rights reserved

11


https://standardsiso.com/api/?name=d5a1b8bae4d98e64a16b56f7e82701d8

ISO/IEC 30106-2:2020(E)

5.5.2.7 int getDefaultCalibrateTimeout()

Description:

Return the default timeout value in milliseconds used by the BSP for Calibrate
operations when no timeout is specified by the application.

Return Value:

The default timeout value for Calibrate operations.

5.5.2.8 int getDefaultCaptureTimeout()

operations when no timeout is specified by the application.

Return Value:

The default timeout value for Capture operations.

5.5.2.9 | int getDefaultEnrolTimeout()

Description:

Return the default timeout value in milliseconds used by the BSR-for Enrol
operations when no timeout is specified by the application.

Ré¢turn Value:

The default timeout value for Enrol operations.

5.5.2.1( int getDefaultldentifyTimeout()

Description:

Return the default timeout value in millisecond$.used by the BSP for Identify
operations when no timeout is specified by €he“application.

Return Value:

The default timeout value for Identify operations.

5.5.2.11 int getDefaultVerifyTimeout()

Description:

Return the default timeout value in milliseconds used by the BSP for Verify
operations when no timeoutyis specified by the application.

Return Value:

The default timeout value-for Verify operations.

5.5.2.17 Vector<BiometricType> getFactorsMask()

Description:

Return a list ef'the biometric types supported by the BSP.

Return Value:

A list of the'biometric types supported by the BSP.

5.5.2.13 byte[] getHostingEndpointIRI()

IDescriptiont

Return an IRI identifying the framework whose component registry contains a
registration of the BSP. This parameter shall be ignored by frameworks conform-
ing to this document and shall be set to NULL by an application.

It is provided to support interworking standards, which may specify the use of

il £3 1pPpCpD £ 1l = C il 1: e .
IUCTIILICAr DO1' S lJl COCIIU UIT lllulLlPlC LUIII}JULCI o ITUIIT VVWILITIITL AaIl CIPPIILCILIUII I UuIrrrnmr

on the same or a different computer.

Return Value:

An IRI identifying the framework whose component registry contains a registra-

tion of the BSP.

12
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5.5.2.14 int getMaxBSPDbSize()

Description:

Return the maximum size of a BSP-controlled BIR database. This applies only
when a BSP is only capable of directly managing a single archive unit. A value of
zero means that no information about the database size is being provided for one
of the following three reasons: a) databases are not supported; b) it is capable

of managing multiple units (either directly or through a BFP interface), each of
which may have a different maximum size and information about these units will
be provided as part of the insert notification (part of Unit Schema); or c) one ar-

chiveumnitissupported; but the imformatiom s ot giverm trere {itwittbe prpvided
in the insert notification).

Return Value:

The maximum size of a BSP-controlled BIR database.

§.5.2.15 int getMaxIdentify()

Description:

Return the largest population supported by the identify‘fonction. Unlimited
OxFFFFFFFF.

Return Value:

The largest population supported by the identify function.

5.5.2.16 int getMaxNumEnrollnstances()

Description:

Return the maximum number of distinct instances for which a BSP can create
reference templates in one enrol operation. This information can be usefu| to an
application that uses the applicatien-controlled GUI feature.

Return Value:

The maximum number of distinct instances for which a BSP can create reference
templates in one enrol operation.

§.5.2.17 int getMaxAdditionalDataSize()

Description:

Return the maximwum additionalData size (in bytes) that the BSP can accept.

Return Value:

The maximum;additionalData size (in bytes) that the BSP can accept.

5.5.2.18 Vector<BSPSchemaOperations> getOperations()

Description:

Return a list of the biometric operations supported by the BSP.

Return Value:

A list of the biometric operations supported by the BSP.

§.5.2.19 Vector<BSPSchemaOptions> getOptions()

Description:

Return a list of the biometric options supported by the BSP.

Return Value:

A list of the biometric options supported by the BSP.

5.5.2.20 String getPath()

Description:

Return a pointer to a NULL-terminated string containing the path of the file con-
taining the BSP executable code, including the filename. The path may be a URL.
This string shall consist of ISO/IEC 10646 characters encoded in UTF-8 (see ISO/
[EC 10646:2017, Annex D). When BioAPI_BSP_SCHEMA is used within a function
call, the component that receives the call allocates the memory for the Path sche-
ma element and the calling component frees the memory.

Return Value:

A pointer to a NULL-terminated string containing the path of the file containing
the BSP executable code, including the filename.

© ISO/IEC 2020 - All rights reserved
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5.5.2.21 int getAdditionalDataPolicy()

Description:

Return the threshold setting (maximum FMR value) used to determine when to
release additionalData after successful verification.

Return Value:

The threshold setting (maximum FMR value) used to determine when to release
additionalData after successful verification.

5.5.2.22 String getProductVersion()

Description:

Return the version string of the BSP software.

Return Value:

The version string of the BSP software.

5.5.2.23 String getSpecVersion()

Description:

Return the major/minor version number of the BioAPI specification to which the
BSP was implemented.

Ré¢turn Value:

Major/minor version number of the BioAPI specification to-which the BSP was
implemented.

5.5.2.24 String getVendor()

Description:

Return a NULL-terminated string containing’the name of the BSP vendor.

Return Value:

A NULL-terminated string containing theshame of the BSP vendor.

NOTE The "BSPAccess_UUID" and the "HostingendpointIRI" are part of the definition of the C typ

BioAPI_HSP_SCHEMA,
ISO/IEC 19784-1).

5.6 Class Candid

5.6.1 Pescription

Defines pach of the resulting candidates from the Identify functionality.
5.6.2 Method summary

5.6.2.1 | int getFMRAchieved()

[¢)

but are not part of the BSP schemaiinformation stored in the component registry (se

[¢)

ate

Description:

Return an integer value which states the FMR achieved by the candidate during
the Identify process.

Return\WValue:

FMR value.

5.6.2.2 UUID getKey()

Description:

Return a key value which defines the UUID of the candidate in the system (e.g. in
the database).

Return Value:

Key value.

5.6.2.3 void setFMRAchieved(int fmrAchieved)

Description:

Set the FMR achieved by the candidate during the Identify process.

Parameters:

— fmrAchieved: FMR value.

14
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5.6.2.4 void setKey(UUID key)

Description: |Set the key value which defines the UUID of the candidate in the system (e
the database).

.g.in

Parameters:|— key: Key value.

5.7 Class DataTypes

:7-1—Description

Defines the different data types that can be used throughout this document. It embraces €nuim
and constants. Values for the constants not defined in this document are defined in ISO/IEC 30

5.7.2 Enumerations

5.7.2.1 BiometricSubtype

erations

106-1.

Description:|Subtype of the biometric data used (e.g. which finiger used in finger modal
When transferring this information into/fromf@pbinary format, the Biome
Subtype constants defined in ISO/IEC 30106<1 shall be used.

ities).
[ric

Enum Constant|— NO_VALUE _AVAILABLE

Summary:
— LEFT
— RIGHT
— LEFT THUMB

— LEFT INDEX_FINGER

— LEFT MIDDLE*FINGER
— LEFT RING>FINGER

— LEF TLITTLE_FINGER
— (RIGHT_THUMB

—/ RIGHT_INDEX_FINGER
— RIGHT MIDDLE_FINGER
— RIGHT_RING_FINGER

— RIGHT _LITTLE_FINGER

— LEFT PALM

— LEFT BACK_OF HAND
— LEFT WRIST

— RIGHT_PALM

— RIGHT BACK_OF_HAND

— RIGHT WRIST

© ISO/IEC 2020 - All rights reserved
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5.7.2.2 BiometricType

Description:

Type of the biometric data used (e.g. modality). When transferring this
information into/from a binary format, the Biometric Type constants
defined in ISO/IEC 30106-1 shall be used.

Enum Constan

Summary:

NO_VALUE_AVAILABLE
MULTIPLE_BIOMETRIC_TYPES

LACL

TZICLY

VOICE

FINGER

IRIS

RETINA
HAND_GEOMETRY
SIGNATURE_OR_SIGN
KEYSTROKE

LIP. MOVEMENT
GAIT

VEIN

DNA

EAR

FoOOoT

SCENT

5.7.2.3

BIRDatabaseAccess

)

Description:

Definésthe access mode to the database.

T2
=
c

m Constant
Summary:

READ: Access mode which allows only retrieval of records.

READ WRITE: Access mode which allows addition, deletion and retrieval of

records.

WRITE: Access mode which allows addition and deletion of records, but for
which retrieval is not allowed.

16
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Description: |[Enumerates the different operations that a BSP can offer to the biometric
application (see 5.5).

Enum Constant|—
Summary:

CALIBRATE_SENSOR (0x00020000)
CAPTURE (0x00000004)

CHECK_QUALITY (0x00080000)
CONTROL_UNIT (0x00400000)
CREATE_TEMPLATE (0x00000008)

CREATE_TEMPLATE_WITH_AUX_BIR (0x00000020)

ENABLE_EVENTS (0x00000001)
ENROL (0x00000100)

GET INDICATOR_STATUS (0x00010000)
IDENTIFY (0x00000080)
IDENTIFY_AGGREGATE (0x00000400)
PRESET_IDENTIFY_POPULATION (0x00001000)
PROCESS (0x00000010)
PROCESS_WITH_AUX_BIR (0x01000000)
QUERY_BFPS.(0x00200000)

QUERY_UNITS (0x00100000)

SEGURITY (0x10000000)
SET_INDICATOR_STATUS (0x00008000)
SET_POWER_MODE (0x00004000)

VERIFY (0x00000040)

VERIFY_AGGREGATED (0x00000200)

VERIFY WITH_AUX_BIR (0x02000000)

© ISO/IEC 2020 - All rights reserved
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5.7.2.5 BSPSchemaOptions

Description:

Enumerates the different options that can a handle a BSP (see 5.5).

Enum Constant

Summary:

ADAPTATION (0x00000800)
APP_GUI (0x00000010)

ACHIVE_BFP{0OX00020000)

BINNING (0x00001000)

BIR_ENCRYPT (0x00000200)

BIR_SIGN (0x00000100)
CAPTURE_MULTIPLE (0x00400000)
COARSE_SCORES (0x00100000)
COMPARISON_BFP (0x00040000)
DISABILITIES

GUI_PROGRESS_EVENTS (0x00000020)
IDENTIFY_INDICATOR (0x00200000)
OCC (0x00004000) (formerly known as MOC)
PAD_FEATURE

PAYLOAD (0x00000080)
PROCESSING_BFR{0x00080000)
PROCESS_MULTIPLE (0x00800000)
QUALITY_INTERMEDIATE (0x00000004)
QUALITY_PROCESSED (0x00000008)
QUALITY_RAW (0x00000002)

RAW (0x00000001)
SELF_CONTAINED_DEVICE (0x00002000)
SENSOR_BFP (0x00010000)

SOURCE_PRESENT (0x00000040)
SUBTYPE_TO._CAPTURE (0x00008000)
TEMPLATE_UPDATE (0x00000400)

18
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5.7.2.6 EventKind

Description: |Defines the kind of sources that can originate an event.

Enum Constant|— INSERT (0x00000001)
Summary:

— REMOVE (0x00000002)

— r[FAULI (UXUUUUUUU#%)
—  SOURCE_PRESENT (0x00000008)
—  SOURCE_REMOVED (0x00000010)

5.7.2.7 Facility

Description: | Defines originator of the error in an exception (see X0:4.

Enum Constant|— FRAMEWORK: The error was reported by theframework component.

Summary:
— BSP: The error was reported by the biometric service provider.

— UNIT: The error was reported by thé biometric unit.

5.7.2.8 GUIEnrolType

Description:|Indicates the enrol type of a-BSP (see 10.2).

Enum Constant|— TEST VERIFY
Summary:

— MULTIPLE_CAPTURE

5.7.2.9 GUIMoment

17

Description: | Determines.the moment when the processing of an operation is at the timg of
callingaiGUI callback function (see 10.2).

Enum Constant|— (BEFORE START
Summary:

—~ AFTER_END

5.7.2.10 GUlOperation

ription:|Determines the operation being performed when using GUI callback functiions
(see 10.2).
Enum Constant|— CAPTURE
Summmary:
— ENROL
— IDENTIFY
— VERIFY

© ISO/IEC 2020 - All rights reserved 19
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5.7.2.11 GUIResponse

Description:|Enumeration of the possible actions to be performed by a BSP after a GUI event
notification callback made by the BSP has returned control to the BSP (see 10.2).

Enum Constant|— CYCLE START
Summary:

— CYCLE_RESTART

— DEFAULT

— OP_COMPLETE

— OP_CANCEL

— PROGRESS_CONTINUE
— PROGRESS_ABORT

— RECAPTURE

— SUB_OP_START

— SUB_OP_NEXT

5.7.2.17 GUISuboperation

Description:|An enumeration of the possible types.of suboperations performed by a BSP during
an operation, to be reported to th&application in GUI event notifications (see 10.2)

Enum Constant|— CAPTURE

Smmary: — CREATE_TEMPLATE
— IDENTIFY
— PROCESS
— VERIFY

5.7.2.13 ProcessedLevel

Description: [Petermines the level of processing of the BIR.

Enum Constant|— INTERMEDIATE
Summary:
— PROCESSED
RAW
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Description:

Defines the purpose for which the BIR or process is intended.

Enum Constant|— VERIFY
Summary:
— IDENTIFY
— ENROL

ENROL_FOR_VERIFICATION_ONLY
ENROL_FOR_IDENTIFICACION_ONLY
AUDIT

DECIDE

NO_PURPOSE_AVAILABLE

§.7.2.15 ResultOptions

Description:

Defines the request to some BioAPI metheds, to provide additional results
those originally defined (e.g. see 6.3%2).

to

Enum Constant
Summary:

REQUEST _ADAPTED_BIR: Request that a BIR be constructed by adapti
reference template using the processed BIR that is the input to the bid
verification.

REQUEST_PAYLOADgRequest that the additionalData should be return
upon successful verification if achieved.

REQUEST_ADDITIONAL_DATA: Request additional data to be used, for
example,inian auditing process.

ng the
metric

ed

§.7.2.16 SecurityOptionsType

Description:

Defines which security options are supported by the BioAPI_Unit.

Enum Constant
Summaty;

ENCRYPTION (0x00000001): Indicates that the BioAPI Unit supports
encryption.

MAC (0x00000002): Indicates that the BioAPI Unit supports MAC gene

DIGITAL_SIGNATURE (0x00000004): Indicates that the BioAPI Unit supports

digital signature.

ration.

AC_BIO_GENERATION WITH MAC (0x00000010): Indicates that the Bj

PI

Unit supports ACBio generation using MAC.

AC_BIO_GENERATION_WITH_DIGITAL_SIGNATURE (0x00000020): Indicates
that the BioAPI Unit supports ACBio generation using digital signature.

© ISO/IEC 2020 - All rights reserved
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5.7.2.17 UnitCategoryType

Description:

List the different categories for a BioAPI_Unit.

Enum Constant
Summary:

ARCHIVE: The unit manages BSP’s BIR database. (0x00000001)

COMPARISON: The unit is the collection of comparison algorithms.
(0x00000002)

PROCESSING: The unit is the collection of processing algorithms.

(O 000000040
|G A ATAVACATA AT g |

SENSOR: The unit manages hardware sensor. (0x00000008)

5.7.2.19 UnitIndicatorStatus

Description:

Defines possible values for the indicator status.

m Constant
Summary:

1
=
o

ACCEPT
BUSY
FAILURE
READY
REJECT

5.7.2.19 UnitPowerMode

Description:

Defines possible unit power modes.

m Constant
Summary:

1
=
o

— DETECT: Mode when unitisable to detect interaction of subject with the

Sensor.
NORMAL: Mode when all functions are available.
SLEEP: Minimum mode. All functions off.

5.8 C(Class Date

5.8.1 escription

Represepts calendarydate and time. Both date and time are coded in the same inferface as CBEFF and i
the samp manner ds+in the ISO/IEC 19794 series. Each of the properties have been defined as integer
for homgenity~among properties. Also, comparison methods are available to help with the use q

complex daterand time values.

=% 5

TCTIrY

5.8.2 ethod summary

5.8.2.1 int getDayOfMonth()

Description:

Return the day of the month.

Return Value:

The day of the month.

5.8.2.2 intgetHour()

Description:

Return the hour.

Return Val

:| The hour.

22
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5.8.2.3 int getMinute()

Description: |Return the minute.

Return Value: | The minute.

5.8.2.4 int getMonth()

Description: |Return the month.

Return Vatue: [ T e Mmonti.

§.8.2.5 intgetSecond()

Description: |Return the second.
Return Value: | The second.

§.8.2.6 int getYear()

Description: |Return the year.

Return Value:|The year.

3.8.2.7 boolean isLowerOrEqual (int day, int month, int year)

See 5.8.2.12.

§.8.2.8 boolean isLowerOrEqual (int day, intimonth, int year, int hour, int minute, int sedqond)

See 5.8.2.12.

5.8.2.9 boolean isLowerOrEqual (Date date)

See 5.8.2.12.

§.8.2.10 boolean isHigherOrEqual (int day, int month, int year)

See 5.8.2.12.

§.8.2.11 booleanisHigherOrEqual (int day, int month, int year, int hour, int minute, int sefond)

See 5.8.2.12;
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5.8.2.12 boolean isHigherOrEqual (Date date)

Description:|Compares the date and time of the object within the interface with the one
represented by the parameters of the named method. The name of the method
refers to the following operations:

— isLowerOrEqual: "date and time given by parameters" <= "object's date
and time";

—sHigherOrEquat—"dateanmd tinre giverr by parameters>="object'sdate
. n
and time".

Parameters:|— day: Day of the month for the date to be compared with the object's date:
— month: Month for the date to be compared with the object's date.

— year: Year for the date to be compared with the object's date:

— hour: Hour for the date to be compared with the object'sdate.

— minute: Minute for the date to be compared with the-ebject's date.

— second: Second for the date to be compared with the object's date.

— date: Date to be compared with the object's.date.

Reéturn Value: |True if the condition is met, false otherwise

Exception:|If the input parameters are invalid, the format is not supported or operation fails
due to error, BioAPIException (see 10.1).

5.8.2.13 void setDayOfMonth(int dayOfMonth)

Description:|Set the day of the month.

Parameters:|— dayOfMonth: Day of'the month.

5.8.2.14 void setHour(int hour)

Description:|Set the hour

Parameters:|— hour™The hour.

5.8.2.13 void setMinuté(int minute)

Descriptiony|Set the minute.

Parameters:|— minute: The minute.

5.8.2.14 void setMonth(int month)

Description:|Set the month.
Parameters:|— month: The month.
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5.8.2.17 void setSecond(int second)

Description:

Set the second.

Parameters:

— second: The second.

5.8.2.18 void setYear(int year)

Description:

Set the year.

rFdardmeters.

— yearT T he year-

3.9 C(lass FrameworkSchema

5.9.1 Description

[Jefines the properties of the BioAPI Framework.
5.9.2 Method summary

5.9.2.1 UUID getFrameworkUUID()

Description:

Return the UUID of the Framework component.

Return Value:

The UUID of the Framework.

§.9.2.2 String getFWDescription()

Description:

Return a NULL-terminated'string containing a text description of the Framework.

Return Value:

A NULL-terminated string containing a text description of the Framework.

5.9.2.3 byte[] getFWProperty()

Description:

Return amemory buffer containing the Framework property. The format pnd
contentiof the Framework property can either be specified by a vendor or can be
spegified in a related standard.

Return Value:

Amemory buffer containing the Framework property.

5.9.2.4 UUIDgetFWPropertylD()

:|Return a UUID of the format of the following Framework property.

:|UUID of the format of the following Framework property.

5.9.2.5 byte[] getPath()

Description:

Return a pointer to a NULL-terminated string containing the path of the file con-
taining the Framework executable code, including the filename. The path may be a
URL. This string shall consist of ISO/IEC 10646 characters encoded in UTF-8 (see
ISO/IEC 10646:2017, Annex D).

NOTE When FrameworkSchema is used within a function call, the component that

receives the call allocates the memory for the Path schema element and the calling
component frees the memory.

Return Value:

A pointer to a NULL-terminated string containing the path of the file containing
the Framework executable code, including the filename.
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5.9.2.6 String getProductVersion()

Description:|Return the version string of the Framework software.

Return Value: | The version string of the Framework software.

5.9.2.7 String getSpecVersion()

Description:|Return the major/minor version number of the BioAPI specification to which the

Eramowark wacimnlomontad
T o e Yy oYy oo prerrerreeo

Return Value: | Major/minor version number of the BioAPI specification to which the Framework
was implemented.

5.9.2.8 | String getVendor()

Description:|Return a NULL-terminated string containing the name of the Framework vendor.

Return Value:|A NULL-terminated string containing the name of the Framewoark vendor.

5.10 Class GUIBitmap

5.10.1 Pescription

Provide$ the support for exchanging graphical information between the application and the BSP
through|GUI callback functions.

5.10.2 Method summary

5.10.2.1 BIRSubtype getBIRSubtype()

Description:|Return the subtype of the BIR.
Return Value: | The subtype of the BIR:

5.10.2.2 int getHeight()

Description: |Return the height of the BIR image.
Reéturn Value: | The héight of the BIR image.
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5.10.2.3 byte[][] getPixel()

Description: |Return the BIR image array from left to right and up to down.

Return Value: | The BIR image array.

5.10.2.4 int getWidth()

Description:|Return the width of the BIR image.

Return Vatue:| The width of the BIR Tmage:

3.11 Class IdentifyPopulation

§5.11.1 Description

Hepresents the collection of BIRs against which the comparison takes place ofi-hiometric identification.
he interface provides a single property, which is the list of members of thé population to be uged. This
roperty is not allowed to be changed outside of this interface.

o

§.11.2 Method summary

§.11.2.1 void addMember(PopulationMember member)

Description: |Add a new member to the populatien to be used for identification purposes.
Sucessive calls to this method fill$-in the list of the population members.

Parameters:|— member: The member tobe added.

Exception:|If input parameters are invalid or operation fails due to an error, BioAPIEsfcep-
tion (see 10.1).

5.11.2.2 void destroy()

Description: |Removes all the information of the list of the population used for identification.
Ex ion: |BioAPIException (see 10.1).

§.11.2.3 Vector<PopulationMember> getldentifyPopulation()

Descriptiém [Return the list of members of the population.
ReturndValtie: | The list of members of the population.

3.11.2.4-bool isBound()

Description: | True if at least one BIR in the population is bound to the BSP.
Return Value: | True if it is bound, false otherwise.

5.11.2.5 void unbind()

Description: |Ensures that all member BIRs are unbound.
Exception:|If operation fails, BioAPIException (see 10.1).
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5.12 Class PopulationMember

5.12.1 Description

Defines a member of

the population list to be used for identification purposes.

5.12.2 Method summary

5.12.2.1_UUID getKev()

Description:

Return the user identifier, which is expected to be related (or being the same) as
the unique identifier of the user in the database.

Return Value:

The user identifier.

5.12.2.7 BIR getTemplate()

Description:

Return the user's biometric reference.

Return Value:

The user's biometric reference.

5.12.2.3 void setKey(UUID key)

IDescription:

Set the user identifier, which is expected toderelated (or the same) as the uniqud
identifier of the user in the database.

Parameters:

— key: The user identifier.

5.12.2.4 void setTe

mplate(BIR template)

Description:

Set the user's biometric refexence.

Parameters:

— template: The user'sbiometric reference.

5.13 Class RegistrylD

5.13.1 Pescription

Defines fhe identification ofthe'data to be used or the product identification. It contains two parameters,
as defingd in the different-fields of ISO/IEC 19785-3 and/or ISO/IEC 19785-4 BIRs.

5.13.2 Method summary

5.13.2.1 shoxrtgetOwner()

Roturntha auwnar cnda
ettt re-ovwcr

TIroTs

oo

Return Value:

Owner code.

5.13.2.2 short getType()

Description:

Return the type code.

Return Value:

Type code.

28
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5.13.2.3 void setOwner(short owner)

Description:

Set the owner code.

Parameters:

— owner: Owner code.

5.13.2.4 void setType(short type)

Description:

Set the type code.

rFdardmeters.

— typer Type code.

he parameters in

3.14 Class SecurityProfileType

§.14.1 Description

S

8

When this structure is used in the interface UnitSchema as the output parameter of BioAPI_QudryUnits,
t

i

hformation can be found in ISO/IEC 19784-1.
5.14.2 Method summary

§.14.2.1 Vector<BSPSchemaOptions> acBioOption()

Defines the information of the cryptographic algorithms and keys of a BioAPI_Unit or a bjometric
dpplication which is used to encrypt/decrypt biometric data or to generaté/validate the MAC qr digital
ignature of the BIR also given in the information of the hash algorithmythe information about the MAC
eneration, and the digital signature used in ACBio generation.

this structure indicate the information ‘supported in the BioAPI_Unjft. More

Description:

Return a mask which indicates which security options of MAC or digital signa-
ture are supported oy to be executed by the BioAPI_Unit.

Return Value:

A mask which indieates which security options of MAC or digital signatur¢ are
supported orto-be executed by the BioAPI_Unit.

5.14.2.2 byte[] getENCInfo()

Description:

Return the ENC info.

Return Value!

The ENC info.

5.14.2.3 byte]] getHASHAIgForACBio()

ription:

Return the HASH algorithm for ACBio.

turn Val

:|The HASH algorithm for ACBio.

5.14.2.4 byte[] getMACAIgForACBio()

Description:

Return the MAC algorithm for ACBio.

Return Value:

The MAC algorithm for ACBio.

5.14.2.5 byte[] getMACInfo()

Description:

Return the MAC info.

Return Value:

The MAC info.
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5.14.2.6 byte[] getSIGNAIg()

Description:

Return the digital signature algorithm supported by a BioAPI Unit. This BioAPI
type shall be the XML value notation of ASN.1 identifier (see ISO/IEC 8824-1)
assigned to digital signature algorithms.

R

rn Val

:|The digital signature algorithm supported by a BioAPI Unit.

5.14.2.7 byte[] getSIGNAIgForACBio()

)

Description:

Return the SIGN algorithm for ACBio.

R¢

turn Value:

The SIGN algorithm for ACBio.

5.14.2.9

Vector<SecurityOptionsType> getSupportedSecutityOptions()

)

Description:

Return the supported security options.

R¢

turn Value:

The supported security options.

5.15 Class UnitList

5.15.1

Identifig
is allows
the adde

5.15.2

5.15.2.1

Description

s a list of the selected BioAPI_Units by category and ID, whete only one single unit per categorfy
bd. If an existing unit of a certain category is present when adding a new unit of that category,
d one will substitute the existing one.

Method summary

void add(UnitListElement unitListElement)

1

Description:

Add a new BioAPI unitto the list of selected units. If a unit of this category type ig
already included, the new unit replaces it.

Parameters:

— unitListElement: The element to add.

5.15.2.2

int getUnitID (UnitCategoryType unitCategoryType)

1

Description:

Gets:the unitID of the unit which has the selected category type.

Parameters:

~~/unitCategoryType: The category of the unit ID to look for.

R¢

turn Values

Unit ID corresponding to the category type provided.

Exception:

If there is no unit of the selected category type, BioAPIException of type
BioAPIErrUnitCategoryNotFound is thrown.

30
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5.16 Class UnitListElement

5.16.1 Description

Identifies a BioAPI_Unit by category and ID.

5.16.2 Method summary

5.16.2.1 UnitCategoryType getUnitCategory()

Description:

Return the category of the unit.

Return Value:

The category of the unit.

§.16.2.2 int getUnitID()

Description:

Return the ID assigned to the BioAPI_Unit.

Return Value:

The ID assigned to the BioAPI_Unit.

§.16.2.3 void setUnitCategory(UnitCategoryType unitCategory)

Description:

Set the category of the unit.

Parameters:

— unitCategory: The category of the(unit.

5.16.2.4 void setUnitID(int unitID)

Description: |Set the ID assigned to the BioAPI_Unit.
Parameters:|— unitID: The ID assighed to the BioAPI_Unit.

5.17.1 Description

.17 Class UnitSchema

[Jefines the properties ofthe’biometric unit.
§.17.2 Method summary

5.17.2.1 UUID getBSPUUID()

Description:

Return the UUID of the BSP supporting this BioAPI Unit.

Réturn Value:

UUID of the BSP supporting this BioAPI Unit.

5.17.2.2 String getFirmwareVersion()

Description:

Return a NULL-terminated string containing the version of the firmware. Empty

if not available.

Return Value:

NULL-terminated string containing the version of the firmware.
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5.17.2.3 String getHardwareSerialNumber()

Description:|Return a NULL-terminated string containing the vendor defined unique serial
number of the hardware component. Empty if not available.

Return Value:|NULL-terminated string containing the vendor defined unique serial number of
the hardware component.

5.17.2.4 String getHardwareVersion()

Description:|Return a NULL-terminated string containing the version of the hardware. Empty
if not available.

Réturn Value: | NULL-terminated string containing the version of the hardware.

5.17.2.§ int getMaxBSPDbSize()

Description:|Return the maximum size database supported by the BioAPI{Unit, in case it is an
Archive unit. If zero, no database exists.

Return Value: | Maximum size database supported by the BioAPI Unit,.in tase it is an Archive
unit. If zero, no database exists.

5.17.2.4 int getMaxIdentify()

Description:|Return the largest identify population supported by the BioAPI Unit, in case it is 3
Comparison unit. Unlimited = FFFFFFFE

Réturn Value:|Largest identify population supportéd by the BioAPI Unit.

5.17.2.7 Vector<SecurityProfileType> getSecurityProfile()

IDescription:|Return security profile of the BioAPI Unit.

Rdturn Value: |Security profile of the.BioAPI Unit.

5.17.2.8 String getSoftwareVersion()

Description:|Return a-NULL-terminated string containing the version of the software. Empty
if not available.

Return Value: | NULE-terminated string containing the version of the software.

5.17.2.9 Vector<EventKind> getSupportedEvents()

Description: |Return a mask indicating which types of events are supported by the hardware.

Rétunn Value:|Mask indicating which types of events are supported by the hardware.

5.17.2.10 UnitCategoryType getUnitCategory()

Description:|Return the category of the BioAPI Unit.
Return Value: |Category of the BioAPI Unit.
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5.17.2.11 int getUnitID()

Description:|Return the ID of the BioAPI Unit. This will be created by the BSP uniquely.
Return Value: |ID of the BioAPI Unit.

5.17.2.12 UUID getUnitManagerUUID()

Description:|Return the UUID of the software component directly managing the BioAPI Unit
mnavhe ocithortho B_S_gi_tsel_ﬁgr_a_BpD\
\ e A SEEEEEEER REA

Return Value: |UUID of the software component directly managing the BioAPI Unit.

§.17.2.13 UUID getUnitProperties()

Description:|Return a UUID indicating a set of properties of the BioAPI Unit. The indicated set
can either be specified by each vendor or follow a related)standard.

Return Value:|UUID indicating a set of properties of the BioAPI Unit.

3.17.2.14 byte[] getUnitProperty()

Description:|Return a memory buffer containing the Unitproperty describing the BioAPI Unit.
The format and content of the Unit property can either be specified by the|vendor
or be specified in a related standards

Return Value: | Memory buffer containing the Unitproperty describing the BioAPI Unit.

5.17.2.15 UUID getUnitPropertyID()

Description:|Return the UUID of the format of the following Unit property structure.

Return Value: |UUID of the formatof the following Unit property structure.

3.17.2.16 String getVendorninformation()

Description: | Returnzendor proprietary information.

Return Value: |String with vendor proprietary information.

3.17.2.17 boolean isAuthenticatedHardware()

Description: |Return a boolean value that indicates whether the hardware component has been
authenticated.

Return Value: |Boolean value that indicates whether the hardware component has been
authenticated.

5.17.2.18 void setBSPUUID (UUID bspUUID)

Description: |Set the UUID of the BSP supporting this BioAPI Unit.
Parameters:|— bspUUID: UUID of the BSP supporting this BioAPI Unit.

5.17.2.19 void setUnitID(int unitID)

Description: |Set the ID of the BioAPI Unit.
Parameters:|— unitID: ID of the BioAPI Unit.
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5.18 Class UUID

5.18.1

Description

Throughout this document, it is necessary to use Unique Identifiers, either for components or for users.

This cla

6 Ob

6.1 General

Each unjfit should have a UnitSchema implemented to be used by the BFP and/or BSP. Also,~each un

should

update this field with the last generated ACBio instance. If ACBio is not supported, this.field shall b

fixed to

A compdrison unit should have the following fields implemented, used internally by the Verify methods:
— int FMRAchieved, which indicates the value of the FMR achieved within the comparison;

— BIR|AdaptedBIR, which, if indicated by the VerifyResultOptions, holds the resulting BIR of t
template, once adapted by the result of the comparison made (e.g. for those cases with dynamic
adaptation of the user's biometric reference); and

— byt¢[] AdditionalData, which holds, if required, the additienalData generated by the Verify metho

call

Finally,

— byt¢[] AuxiliaryData, and

— Uni

6.2 Interface archive

6.2.1

This inferface represents archiving functionality to a biometric application or BSP. Specifi
implemgntation of the archiving system is up to the developer (e.g. directory with files, SQL basefd
databasg engine), as far as.the interface follows the specification of this document.

Method
as this i

6.2.2

6.2.2.1

ss defines the Universally Unique IDentifier (UUID), coded in the java.util package.

ject oriented interfaces for supporting BioAPI_Units

—_—

ave an ACBiolnstance implemented. If ACBio is supported by this Unit, then thesUnit sha

[}

NULL.

=

bd previously.

n a sensor unit, the following fields should be implemented:

tIndicatorStatus IndicatorStatus.

PDescription

)

$ and properties from this interface shall not be accessible by the application or the frameworl,
nterface js-only intended to be included in a BSP or a BFP.

Method summary

void closeDatabase (int unitID)

Description:|Closes the access to the database for which the Unit is developed.

Parameters:|— unitID: ID of the BioAPI_Unit to perform the operation.

Exception:|If operation fails, BioAPIException (see 10.1).

6.2.2.2

void deleteBIR (int unitID, UUID key)

Description: | Deletes the BIR from database.

34

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=d5a1b8bae4d98e64a16b56f7e82701d8

ISO/IEC 30106-2:2020(E)

Parameters:|— unitID: ID of the BioAPI_Unit to perform the operation.

— key: UUID of the record to be deleted.

Exception:|If the database has been closed, or if database was opened in read-only mode, or
any other kind of error, BioAPIException (see 10.1).
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6.2.2.3 BIR getSingleBIR (int unitID, UUID key, Vector<ResultOptions> resultOptions)

Description:|Get the specified record.

Parameters:|— unitID: ID of the BioAPI_Unit to perform the operation.

— key: UUID of the record to retrieve.

— resultOptions: Requests additional output such as adapted BIR and/or the
additionalData.

Ré¢Turn Value:|[The requested record.

Exception:|If the database has been closed, or the database was opened in write-only made,
or the record is not found, or any other kind of error, BioAPIException (se¢ 10.1).

6.2.2.4 | Vector<UUID> listUUIDs (int unitID)

Description:|Returns the list of UUIDs included into the opened database.

Parameters:|unitID: ID of the BioAPI_Unit to perform the operation.
Return Value: | The list of UUIDs included into the opened database.

Exception:|If the database has been closed, or the database was epéned in write-only mode,
or any other kind of error, BioAPIException (see 10=1).

6.2.2.5 | void openDatabase (int unitID, byte[] databaselD, BIRDatabaseAccess access)

Description:|Opens the database managed by the BSP.or BFP. No other database shall be
opened at the same time within the.same unit. If a different database has been
previously used, then the CloseDatabase method shall be called before calling
OpenDatabase.

Parameters:|— unitID: 1D of the BioAPI_Unit to perform the operation.

— databaselD: Specifies-an optional identifier for the database to be opened.
When differentdatabases can be used with a single Archive unit, all
databases shall'‘be compatible with the internal procedures of the Archive
unit. If theunit does not allow the selection of different databases, then this
parameter)shall have a NULL value.

— accéss; Specifies the access mode of the database to be opened (read/write).

Reéturn Value:| The objéct representing the database opened.

Exception:|Ifthé database is already opened, or any other kind of error, BioAPIException
(see 10.1).

6.2.2.6 | UUID'storeBIR (int unitID, BIR biometricReference)

Description:[{Add the specified BIR to database with no UUID, allowing the Unit to return the
UUID assigned.

Parameters:|— unitID: ID of the BioAPI_Unit to perform the operation.

— biometricReference: The specific BIR to store.
Return Value:| The ID of the newly added BIR.

Exception:|If the database has been closed, or the database was opened in read-only mode,
or any other kind of error, BioAPIException (see 10.1).
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6.2.2.7 UUID storeBIR (int unitID, BIR biometricReference, byte[] auxiliaryData)

Description:

Add the specified BIR to database with no UUID, allowing the Unit to return the
UUID assigned.

A set of bytes with additional information is submitted in AuxiliaryData. The
format of that data is to be understood by the Unit (not specified in this docu-
ment). This information can be, for example, the demographics associated to the
BiometricReference.

dtID- 1N oftha Biao ADPI Tlnit +o
tHH -6 e A r—oiHt+6

arform tha anaratinng
erform-the-operation-
— biometricReference: The specific BIR to store.

— auxiliaryData: Additional data to be stored into the database’inrefere
the BIR stored.

hce to

Return Value:

The ID of the newly added BIR.

Exception:

If the database has been closed, or the database was openeéd in read-only mode,
or any other kind of error, BioAPIException (see 10.1).

.2.2.8 void storeBIR (int unitID, BIR biometricReference, UUID key)

Description:

Add the specified BIR to database and assign it the UUID provided. If the U}
already assigned, throw an exception.dfithe programme wanted to update
isting UUID, the application should figst'delete it and then re-use the UUID
done in this manner to avoid involihtary overwriting.

UID is
an ex-
. This is

Parameters:|— unitID: ID of the BioAPI_Unit to perform the operation.
— biometricReference: The Specific BIR to store.
— UUID: The assigned*UUID to that BIR.
Ex ion:|If the database has®e€en closed, or the database was opened in read-only mode, or

the UUID is already in use, or any other kind of error, BioAPIException (se¢ 10.1).

.2.2.9

void storeBIR (int unitID, BIR biometricReference, byte[] auxiliaryData, UUID ke

y)

Description:

UID is
an ex-
. This is

Addthe specified BIR to database and assign it the UUID provided. If the {§
already assigned, throw an exception. If the programme wanted to update
isting UUID, the application should first delete it and then re-use the UUID
done in this manner to avoid involuntary overwriting.

A set of bytes with additional information is submitted in AuxiliaryData. T
format of that data is to be understood by the Unit (not specified in this dd
ment). This information can be, for example, the demographics associated
BiometricReference.

he
cu-
to the

Parameters:|— unitID: ID of the BioAPI_Unit to perform the operation.
— biometricReference: The specific BIR to store.
— auxiliaryData: Additional data to be stored into the database in reference to
the BIR stored.
— UUID: The assigned UUID to that BIR.
Exception:|If the database has been closed, or the database was opened in read-only mode, or

the UUID is already in use, or any other kind of error, BioAPIException (see 10.1).
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6.2.2.10 IdentifyPopulation newldentifyPopulation (int unitID)

Description: | The database used by the BSP or BFP is set to be the data source for an identi-
fication operation. This can also be used to get a list of the BIRs included in the
database.

Parameters:|unitID: 1D of the BioAPI_Unit to perform the operation.
Return Value: | The object representing the population (collection of BIRs) (see 5.11 and 6.3).

Exception:|If the database has been closed, or the database was opened in write-only mode,

4] h IS E R ADIL 4o L 104
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6.2.2.11 IdentifyPopulation newldentifyPopulation (int unitID, byte[] query)

Description:| The database used by the BSP or BFP is set to be the data source for amidentifi-
cation operation. This can also be called to obtain the list of BIRs that'match a
specified criteria in the database.

Parameter:|— unitID: ID of the BioAPI_Unit to perform the operation.

— query: The query submitted to the database to select\the users to be
included into the population from which to identify. The query is submitted
as a byte array, but following the specific format demanded by the database
engine used.

Return Value: | The object representing the population (collegtion of BIRs) (see 5.11 and 6.3).

Exception:|If the database has been closed, or the database was opened in write-only mode, oj
no records have been found, or any otherkind of error, BioAPIException (see 10.1).

6.2.2.12 IdentifyPopulation newldentifyPopulation (int unitID, Vector<UUID> uuidList)

Description: | The database used by the BSP-or BFP is set to be the data source for an identi-
fication operation. This can-also be used to get a list of the BIRs included in the
database.

Parameters:|— unitID: 1D of thé BioAPI_Unit to perform the operation.

— uuidList: Thelist of UUIDs to be included into the new identify population.
Return Value: | The objectrepresenting the population (collection of BIRs) (See 5.11 and 6.3).

Ex ion:|If the database has been closed, or the database was opened in write-only mode,
or any-other kind of error, BioAPIException (see 10.1).

6.3 Interface comparison

6.3.1 Pescription

This interface includes all properties and methods needed to perform biometric comparisop
functionatity SOIME Properties are defined to TeTUrT te TeSUIts of the Verify methods. Securing their
values as no modification is allowed publicly. Methods are overloaded to allow the comparison of single
samples, or to adapt the comparison algorithm internally by using a list of BIRs in addition to the sample
BIR to be compared.

Within this subclause, the term FMR is used. FMR represents the False Match Rate as a 32-bit integer
value (N) that indicates a probable False Matching Rate of N/(231-1). The larger the value, the worse
the result. Negative values are used to signal exceptional conditions. The only negative value currently
defined is minus one. For security reasons no methods to modify the existing FMR object are provided.

Methods and properties from this interface shall not be accessible by the application or the framework,
as this interface is only intended to be included in a BSP or a BFP.
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6.3.2 Method summary

6.3.2.1 Vector<Candidate> identify (int unitID, int maxFMRrequested, BIR processedBIR,
boolean binning, int maxResults, int timeout)

See 6.3.2.2.

6.3.2.2 Vector<Candidate> identify (int unitID, int maxFMRrequested, BIR processedBIR,
Vector<BIR> auxiliaryBIRs, boolean binning, int maxResults, int timeout)

Description:

Performs biometric identification of the existing biometric sample. This f

a set of reference BIRs. The input is the processed BIR captured specifical
this identification. The population that the comparison takesplace agains
be previously stated by calling PresetldentifyPopulation.

An overloaded method is defined so as to allow for the additional use of a
auxiliary BIRs in order to better adapt the comparisen. dlgorithm.

nction
performs an identification (1-to-many) comparison between a processed BIR and

y for

[ shall

ist of

Parameters:

— unitlD: ID of the BioAPI_Unit to perform the pperation.

— maxFMRrequested: The requested FMR criferion for successful identif
(i.e., the comparison threshold).

— processedBIR: The BIR to be identified.

— auxiliaryBIRs: (optional) The list of auxiliary BIRs used to improve the
performance of the comparison algorithm.

— binning: A boolean indicating whether binning is on or off. Binning is 3
optimization technigue that the BSP may employ. It is based on search
a subset of the population according to the intrinsic characteristics of]
biometric data,While it may improve the speed of the compare opera
it may also increase the probability of missing a candidate (due to the
possibility:of mis-binning and as a result, searching a bin which shoul
does not;-contain the matching BIR).

— maxResults: A value of zero is a request for all candidates.

—. timeout: An integer specifying the timeout value (in milliseconds) for
operation. If this timeout is reached an exception is thrown. This valu
be any positive number. A -1 value means the BSPs default timeout va
be used.

ication

search

ing
the
fion,

d, but

the
e can

ue will

Return.Value:

The list of candidates that represents the result of the biometric operation.

Exception:

If input parameters are invalid or operation fails due to an error, BioAPIE3
tion (see 10.1).

cep-
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Description:

Provides the population of BIRs to the comparison unit. After this method

invoked successfully, a BSP can call identify(). The BSP keeps this setting in effect
until the presetldentifyPopulation() is invoked with a different setting or either

the BSP or the session is terminated.

is

Parameters:

— unitID: 1D of the BioAPI_Unit to perform the operation.

— population: the population of BIRs against which the identification is
performed.
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Exception:|If input parameters are invalid or operation fails due to an error, BioAPIExcep-
tion (see 10.1).

6.3.2.4 Dboolean verify (int unitID, int maxFMRrequested, BIR processedBIR, BIR
referenceTemplate, Vector<ResultOptions> options)

See 6.3.2.5.

6.3.2.5 _boolean verify (int unitID, int maxFMRrequested, BIR processedBIR, BIR
referentreTemplate, Vector<BIR> auxiliaryBIRs, Vector<ResultOptions> options)

Description: | Performs biometric verification of an existing biometric sample. This function
performs a verification (1-to-1) comparison between two BIRs: the input BIR and
the biometric reference. The input BIR is the processed BIR constructéd spe-
cifically for this verification. The reference template was created,at'enrolment.
The application shall request a maximum FMR value criterion (threshold) for a
successful comparison.

The Boolean output of the method indicates whether theverification was
successful or not, and the internal properties (fmrAchieved, adaptedBIR and
additionalData) are updated. By setting the RequestAdaptedBir option, the appli
cation can request that a BIR be constructed by adapting the reference template
using the input processed BIR.

If the comparison is successful, an attempt may be made to adapt the reference
template with information taken from theinput BIR. (Not all BSPs perform adap-
tation). The resulting adapted BIR should now be considered an optimal enrol-
ment template (it is up to the application whether it uses or discards this data.). It
is important to note that adaptation may not occur in all cases.

If an additionalData is associated with the reference template, the additionalData
may be returned upon successful verification if the achieved FMR is sufficiently
stringent; this is controlled by the policy of the BSP and specified in its schema. Thg
return of additionalData‘is requested by setting the requestAdditionalData option.

Access to the different ways of the results is provided by the Get functions of this
interface. Thisds\done in this way so that the results cannot be modified outside
of the Comparison Unit.

This method is overloaded with an additional parameter stating a list of auxiliary
BIRs that'may help to optimize the behaviour of the comparison algorithm.

Parameters: | —~ unitID: 1D of the BioAPI_Unit to perform the operation.

=— maxFMRrequested: The requested FMR criterion for successful verification
(i.e., the comparison threshold).

— processedBIR: The BIR to be identified.

4 RID L 4o 1Tl Lics £ 1 RID . H 41
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performance of the comparison algorithm.
— referenceTemplate: The BIR to be verified against.

— options: Requests additional output such as adapted BIR and/or the
additionalData.

Return Value: | The boolean decision that represents the result of the biometric operation.

Exception:|If input parameters are invalid or operation fails due to an error, BioAPIExcep-
tion (see 10.1).

Also, as mentioned, this interface has the following properties, used internally by the Verify methods.
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6.3.2.6 BIR getAdaptedBIR(int unitID)

Description: |Return the resulting BIR of the template, once adapted by the result of the com-
parison made (e.g. for those cases with dynamic adaptation of the user's biomet-
ric reference).

Parameters:|unitID: ID of the BioAPI_Unit to perform the operation.
Return Value: |Resulting BIR of the template.

0~ 3 = aand 2 ADA olas AL i LI
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Description: |Return the value of the FMR achieved within the comparison.
Parameters:|unitID: ID of the BioAPI_Unit to perform the operation.
Return Value: |Value of the FMR achieved.

6.4 Interface processing

4.4.1 Description

Hepresents the group of biometric operations that are available when the unit of processing category is
Heing used.

Nethods and properties from this interface shall not be ageessible by the application or the frappework,
as this interface is only intended to be included in a BSR:or+a BFP.

4.4.2 Method summary

(@1

4.2.1 BIR createTemplate ((int unitID, BIR capturedBIR, BIR referenceTemplate, RegigtryID
utputFormat, byte[] additionalData)

o

See 6.4.2.4.

(@1

4.2.2 BIR createTemplate (int unitID, Vector<BIR> capturedBIRs, BIR referenceTemplate,
legistrylD outputFormat, byte[] additionalData)

> w|

Jee 6.4.2.4.

§.4.2.3 BIR createTemplate ((int unitID, BIR capturedBIR, BIR referenceTemplate, Vectgqr<BIR>
duxBIRs, RegistryID outputFormat, byte[] additionalData)

See 6.4.2.4.
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6.4.2.4 BIR createTemplate (int unitID, Vector<BIR> capturedBIRs, BIR referenceTemplate,
Vector<BIR> auxBIRs, RegistrylD outputFormat, byte[] additionalData)

Description:|Takes a BIR or a list of BIRs containing biometric data for the purpose of creating
a new enrolment template. A new BIR is constructed from the captured BIR, and
it may perform an update based on an existing reference template. The optional
input reference template is provided for use in creating a new template if the BSP
supports this capability.

Parameters:|— unitID: ID of the BioAPI_Unit to perform the operation.

— capturedBIR: The captured BIR.
— capturedBIRs: The list of captured BIRs.
— referenceTemplate: Optionally, the existing template to be updated.

— auxBIRs: optionally, list of auxiliary BIRs. This exta BIRs may:be used to
provide feedback to the template creation operation or modify it based on
statistical operation.

— outputFormat: Specifies which BDB format to usefor-the returned processed
BIR, if the BSP supports more than one format.cA'wtll value indicates that thg
BSP is to select the format.

— additionalData: An additionalData that will’be stored by the BSP.

Return Value: |Returns the BIR object that represents thexesult of processing.

Exception:|If the input parameters are invalid, the format is not supported or operation fails
due to error, BioAPIException (see 10:1).

6.4.2.5 | BIR process (int unitID, BIR capturedBIR; RegistryID outputFormat)
See 6.4.2.6.

6.4.2.6 | BIR process (int unitID, BIR ¢aptureBIR, Vector<BIR> auxiliaryBIRs, RegistryID
outputHormat)

Description:|Processes the-biometric sample captured, in order to create a processed biome-
tric sample-for the purpose of either verification or identification. The overload-
ed method enables implementations that require the input of auxiliary data to
process the operation.

Parameters:{2= unitID: 1D of the BioAPI_Unit to perform the operation.
— capturedBIR: The captured BIR.

— auxiliaryBIR: A BIR containing the auxiliary data used in the operation.

——outputFormut—Specifres which BBBformattouse forthereturned-processed
BIR, if the BSP supports more than one format. NULL indicates that the BSP
is to select the format.

Return Value: | The BIR object that represents the result of processing.

Exception:|If the input parameters are invalid or operation fails due to error, BioAPIExcep-
tion (see 10.1).
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6.4.2.7 byte AnalyseQuality (int unitID , BIR capturedBIR)

Description:

Processes the biometric sample captured to analyse its quality and return a

quality score.

Parameters:

— unitID: ID of the BioAPI unit to perform the operation.

— capturedBIR: The captured BIR.

Return Value:

The quality score, which could be any integer between 0 (lowest quality) and 100
(highest quality), and 255 if the quality algorithm failed to provide a score.

Exception:

[f the input parameters are invalid or operation fails due to error, BioARIE[xcep-

tion (see 10.1).

4.5.1 Description

l>wl

4.5 Interface sensor

epresents the group of biometric operations that are available in a Sensor‘unit, which is in dharge of

dcquiring the sample.
Nethods and properties from this interface shall not be accessible by'the application or the frapnework,
as this interface is only intended to be included in a BSP or a BFE:
4.5.2 Method summary
4.5.2.1 void calibrate (int unitID, int timeout)
Description: | Performs a calibration of the sensor if the sensor supports it.
Parameters:|— unitID: ID of the BioAPI_Unit to perform the operation.
— timeout: The integer value specifying the timeout value in milliseconds. -1
means the BSPs default value will be used.
Exception:|If the input parameters are invalid or operation fails due to error, BioAPIExcep-
tion (seetl0:1).
4.5.2.2 BIR capture (int unitID, Vector<Purpose> purpose, BiometricSubtype
HiometricSubtype, RegistrylD outputFormat, int timeout, Vector<ResultOptions> resultOptions)
Description: | Captures samples for the purpose specified, and the BSP returns either an inter-
mediate type BIR or a processed BIR. The purpose is recorded in the headpr of

the captured BIR. If RequestAuditData option is specified, a BIR of type raw may

be returned in CaptureResult. The BSP is responsible for serializing.

Parameters:

— unitID: ID of the BioAPI_Unit to perform the operation.

Liad £ +1 £l o L i Aot £
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— biometricSubtype: Indicates the subtype of the biometric sample acquired.

Null value indicates value is not provided.

— outputFormat: Specifies which BDB format to use for the returned processed
BIR, if the BSP supports more than one format. A null value indicates that the

BSP is to select the format.
— timeout: Integer value specifying the timeout value in milliseconds.

— resultOptions: Requests additional output such as additional data.

Return Value:

The BIR object that represents the result of the capture operation.
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Exception: | If the sensor device is busy or operation failed, BioAPIException (see 10.1). |

6.5.2.3

UnitIndicatorStatus getIndicatorStatus(int unitID)

Description:|Return the unit indicator status.

Parameters:|unitID: ID of the BioAPI_Unit to perform the operation.

Return Value:|The indicator status.

6.5.2.4

void setIndicatorStatus (int unitID, UnitIndicatorStatus indicatorStatus)

1

Description:| This function sets the selected BioAPI Unit to the requested indicator status if
the BioAPI Unit supports it.

After Accept or Reject is set in the IndicatorStatus parameter, the status will not
be changed until the application sets another value.

Parameters:|— unitID: 1D of the BioAPI_Unit to perform the operation.

— IndicatorStatus: A value to which to set the indicator,status of the BioAPI_Unit

Exception:|If case of any error, BioAPIException (see 10.1).

7 BFl

7.1 Interface BFP

7.1.1

Represe
the inte
BioAPI_
compon

7.1.2

One of t
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— Pro

— Com

P Jlevel

Description

hts the Biometric Function Provider. This'interface is composed of the BFP functionality and
pration of those BioAPI_Units supported-by the BFP. Within the same BFP only one category qf
Jnits shall be included. It may also provide support to the communication with BSPs and the
bnt registry.

Imported interfaces

he following interfaces shall be imported by BFP, as many times as BioAPI_Units are, whenever
ponding BioAPI_Unit s stupported by the BSP:

nive;
SOr';
fessing;

parison.

7.1.3 Method summary

In addit
followin

44

ion to the methods for the category selected for the BSP (given in 6.2, 6.3, 6.4 or 6.5), the
g methods shall be included in BFP.
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7.1.3.1 void bfpLoad (BFPEventListener bfpEventListener, BFPGUIProgressListener
bfpGUIProgressListener)

Description:

Initializes a BFP. Initialization includes registering the BSP event handler for the
specified BFP and enabling all events. The BSP can choose to provide an event
handler function to receive notification of events. Many BSPs can independently
and concurrently load the same BFP, and each BSP can establish its own event
handler. They will all receive notification of an event. The same or different event
handlers can be used if a BSP loads multiple BFPs.

A BSP may establish as many event handlers as it wishes for a given BFR\Hy call-
ing BFPLoad one or more times for that BFP. An event handler is identified by the
address of the notification.

When an event occurs in a BFP, the BFP may send an event notifieation to the BSP
by calling the BSP's event handler.

If a BSP has set up multiple event handlers, they shall becalled one at a time (in
any order chosen by the BFP) rather than concurrently.

Event notification may occur at any time, either dutring a BSP call (related jor un-
related to the event) or while there is no BSP callin execution. BSP writers should
ensure that all callbacks are properly and safely’handled by the BSP, no matter
when the BSP receives them.

When a BFP is loaded (bfpLoad), it shallraise an “insert” event immediately for
each present BioAPI Unit. This will indicate to the BSP that it can go ahead and

use the Unit. If the hardware compenent for a specific functionality is not pres-
ent, the “insert” event cannot beraised until the hardware component hag been
plugged in.

The bfpNotifyCallback defines a callback used to notify the BSP of events ¢f type
BioAPI_EVENT. The BEP%hall retain this information for later use.

Parameters:|— bfpEventListenet)Defines a callback used to notify the BioAPI Framework of
events in anylongoing process.
— bfpGUIPragressListener: Defines a callback used to notify the BioAPI
Framework of events in any ongoing process.
Exception:| Thrown'if any of the parameters are not valid or any other error during jnitial-

ization,
BieAPIException (see 10.1).

71.1.3.2 byte[}.controlUnit (int unitID, int controlCode, byte[] inputData)

Déscription:

Sends control data to the BioAPI_Unit and receives status or operation dafja from
there. The content of the parameters and the output will be specified in the relat-
ed interface specification of this BioAPI_Unit.

ypdtID: Idantifiar oftha unittaswwhich tha Caonteralllnit fiinection 1c forag \rded
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— controlCode: The function code in the BioAPI_Unit to be called.

— inputData: Buffer containing the data to be sent to the BioAPI unit related to
the given ControlCode.

Return Value:

Data buffer containing the data received from the BioAPI_Unit after processing
the function indicated by the ControlCode. If no memory block has been allocated
by the function the value shall be NULL.

Exception:

If case of any error, BioAPIException (see 10.1).
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7.1.3.3 Dbyte[] getACBiolnstance(int unitiD)

Description:|Return the ACBiolnstance. If ACBio is supported by this Unit, then the Unit shall
update this property with the last generated ACBio instance. If ACBio is not sup-
ported, this property shall be fixed to NULL.

NOTE The ACBiolnstance can also be returned as part of the BIR, within the Security
Block field.

Parameters:|unitID: The ID of that BioAPI Unit defined by a prior operation. The UnitID has
been filled into the Unitld field of each element of the UnitSchema.

Réturn Value:| The ACBiolnstance.

7.1.3.4 | byte[] getAuxiliaryData(int unitID)

Description:|Return the auxiliary data.

Parameters:|— unitID: The ID of that BioAPI Unit defined by a prior operation-The UnitID
has been filled into the Unitld field of each element of the UnitSchema.

Return Value: | The auxiliary data.

7.1.3.5 | BFPSchema getBFPSchema()

Description: |Returns the BFP Schema.
Return Value:|The BFP schema.

7.1.3.6 | Vector<UnitSchema> queryUnits ()

Description: | This function returns a list of BioAPI Unit schemas, which are managed by the
given BFP and are currently in‘the inserted state.

This function shall only be'ealled after BFPLoad has been called for the speci-
fied BFP.

All Units in a BFP shall have a UnitSchema defined.

There is no requirement that a unit ID, returned by this function for a given
BioAPI unit, be)made available with the same unit ID value by the BSP to the
framework..A BSP is free to translate any unit ID value (provided by a BFP) into
a different unit ID value before providing it to the framework. The purpose of
such-atranslation would be to avoid the existence of duplicate unit IDs within th¢
scope’of the BSP, which might happen when a BSP is using two or more BFPs of
the’same category, or when a BSP is using a BSFP while also directly managing
biometric sensors.

Return Value: |List of UnitSchemas where each element describes properties of each unit availa-
ble for the current session.

EXception:| Thrown if the method is called after the BFP is no longer available, BioAPIExcep-
tion (see 10.1).

7.1.3.7 void setPowerMode (int unitID, UnitPowerMode powerMode)

Description:| This function sets the referenced BioAPI Unit to the requested power mode if the
BioAPI Unit supports it.

Parameters:|— unitID: Identifier of the unit to which the ControlUnit function is forwarded.

— powerMode: The indicator of the power mode to set the BioAPI_Unit to.

Exception:|If case of any error, BioAPIException (see 10.1).
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8 BSP level
8.1 Interface BSP

8.1.1 Description

020(E)

Represents the Biometric Service Provider. It is the factory of the session objects that provides access to

biometric operations. This interface is composed of the BSP functionality and the integration

of those

BioAPI Units supported by the BSP. It may also provide support to the communication with BFPs and

the component registry.

he developer of the BSP may decide not to support the publication of a certain functionalif
sjupported BioAPI_Units, providing the call of those methods to the external world;)but lau
ioAPI Exception indicating that such a method is not supported.

XAMPLE A BSP, for security reasons, might only want to publish aggregated functionality that can
omically (e.g. Enrol), not allowing access to the individual methods used for this functionality, such as
or CreateTemplate.

]

h addition, those methods and properties needed for interfacing with the framework are a
hheriting the BSPUnitSet interface.

—-

§.1.2 Imported interfaces

o |

he following interfaces shall be imported by BSP, whenever a corresponding BioAPI_Unit is su
y the BSP:

jow

—  Archive;

— Sensor;

— Processing;

- Comparison.

4.1.3 Method summary

h addition to the methods\for all the categories of BioAPI_Units that have been given in 6.2, 6.3
.5, the following methods shall be included in BSP, although the developer may decide that 3
umber of them aremot'supported, returning when they are called the corresponding BioAPIE
see 10.1).
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8.1.3.1 void bspLoad (BSPEventListener bspEventListener, BFPEventListener
bfpEventListener, BFPGUIProgressListener bfpGUIProgressListener, BFPEnumerationListener
bfpEnumerationListener)

Description:|Initialize the BSP. It shall not be called more than once without the corresponding
call to bspUnload().

Parameters:|— bspEventListener: Defines a callback to subscribe events related to BSP.

— bfpEventListener: Defines a callback used to notify the BioAPI Framework of
EVents im any ongoing process.

— bfpGUIProgressListener: Defines a callback used to notify the BioAPI
Framework of events in any ongoing process.

— bfpEnumerationListener: Defines a callback used to identify the BEPs
installed in the framework.

Exception:| Thrown if any of the parameters are not valid or any other error during initial-
ization,

BioAPIException (see 10.1).

8.1.3.2 | void bspUnload ()

Description:|Disables events and de-registers the use of the ¢urrent BSP in the application.

Exception:| Thrown if any of the parameters are not¥alid or any other error during initial-
ization,

BioAPIException (see 10.1).

8.1.3.3 | byte checkQuality (BIR inputBIR, RegistryID qualityAlgorithmID)

Description:| This function performs-a quality assessment of the biometric data contained
within an input BIR,

If a quality algorithni is specified, and that algorithm is supported by the BSP, it
shall be utilized..}f NULL, the BSP will select the quality algorithm to apply. BSPs
may determine what quality algorithms are supported by calling BioAPI_EnumBH
SPs. If an.unsupported algorithm is requested, a BloAPIERR_UNSUPPORTED_AL-
GORITHM BioAPIException shall be thrown.

Parameters:|— dnputBIR: The BIR containing the biometric data whose quality is to be
assessed.

— qualityAlgorithm: As input, the quality algorithm to be used by the BSP; as
output, the quality algorithm actually used by the BSP.

Return Value: | The assessed quality of the BIR data.

Exception:|If case of any error, BioAPIException (see 10.1)

8.1.3.4 Dbyte[] controlUnit (int unitID, int controlCode, byte[] inputData)

Description:|Sends control data to the BioAPI_Unit and receives status or operation data from
there. The content of the parameters and the output will be specified in the
related interface specification of this BioAPI_Unit.
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Parameters:|— unitID: Identifier of the unit to which the ControlUnit function is forwarded.
— controlCode: The function code in the BioAPI_Unit to be called.

— inputData: Buffer containing the data to be sent to the BioAPI unit related to
the given ControlCode.

Return Value: | Data buffer containing the data received from the BioAPI_Unit after processing
the function indicated by the ControlCode. If no memory block has been allocated
by the function the value shall be NULL.

Exception:|If case of any error, BioAPIException (see 10.1).

.1.3.5 UUID enrol (UnitList unitList, int numberOfPresentations, int numberOfAttempts,
ht numberOfTransactions, int qualityThreshold, int maxFmrRequested, int timeout,
ector<Purpose> purposes, BiometricSubtype biometricSubtype, RegistryID outputFormat,
yte[] additionalData, Vector<ResultOptions> resultOptions)

o et = 0

(@s)]

ece 8.1.3.8.

.1.3.6 UUID enrol (UnitList unitList, int numberOfPresentations)int numberOfAttempts,
ht numberOfTransactions, int qualityThreshold, int maxFmrReéquested, int
haxFmrRequestedForUpdate, UUID referenceld, int timeout,-Vector<Purpose> purposes,
iometricSubtype biometricSubtype, RegistrylD outputFormat, byte[] additionalData,
[ector<ResultOptions> resultOptions)

Palllceli=lloliieo]

(@s)]

ee 8.1.3.8.

§.1.3.7 UUID enrol (UnitList unitList, Vector<BIR> capturedBirs, int maxFmrRequested
ht timeout, Vector<Purpose> purposes, BiometricSubtype biometricSubtype, RegistrylD
utputFormat, byte[] additionalData, Vectér<ResultOptions> resultOptions)

N e

See 8.1.3.8.
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8.1.3.8 UUID enrol (UnitList unitList, Vector<BIR> capturedBirs, int maxFmrRequested,
int maxFmrRequestedForUpdate, UUID referenceld, int timeout, Vector<Purpose> purposes,
BiometricSubtype biometricSubtype, RegistrylD outputFormat, byte[] additionalData,
Vector<ResultOptions> resultOptions)

Description:

Enrol a user by means of (in order of appereance in the list above):

— Providing a list of samples to use for the enrolment in the first parameter of
the method.

D —— =l de £ dn 1 o de =l fal .
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in the BSP.

The enrolment can be done from scratch, or by updating (replacing) a previous en
rolment by using referenceld parameter. In the first case, referenceld can be used
to assign a UUID to the new template. In the second case, the replacing.Operation
should be performed by using a UUID already present in the database used for
enrolment. In this case, if the biometric template correspondingto-the referenceld
provided does match with the new template, a replacing operation should be per-
formed. Otherwise, a BioAPLinvalidUUID exception should.bé thrown.

— The result of a successful enrolment will be the UUID assigned to the biomet-
ric reference created and, optionally, the BIR for that'\biometric reference.

The BSP is responsible for providing the user interface associated with the
enrolment operation as a default. The application may request control of the GUI
"look-and-feel" by providing a GUI callback ¥ia'the BSP.subscribeToGUIEvents()
method. Since the enrol() operation includes capture, it serializes the use of the
sensor device. If two or more applications’are racing for the device, the losers
will wait until the operation completes’or the timeout expires. This serialization
takes place in all functions that capture data. The BSP is responsible for serializ-
ing. [t may do this by either throwing an exception to indicate that the device is
busy or by queuing requests.
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Parameters:

— (sensor/archive/processing)unitID: Units IDs to use to perform the operation.
— numberOfPresentations: The minimum number of images to build a sample.
— numberOfAttempts: The maximum number of capture attempts until FTA error.

— numberOfTransactions: When the sample to enrol is to be captured within
the BSP, this parameter determines the number of samples to be acquired to
the user.

— qualityThreshold: The requested quality threshold criterion for succesgful
capture.

— maxFmrRequested: The requested FMR criterion for successful enirolment
(i.e., the comparison threshold).

— maxFmrRequestedForUpdating: If an updating operatien needs to be
performed, this parameter represents the maximum’kMR value for
successful re-enrolment.

— referenceld: The UUID of the biometric reference to be assigned or updated.

— timeout: An integer specifying the timeoutwalue (in milliseconds) for the
operation. If this timeout is reached, the)function returns an error andl no
results. This value can be any positive number. A -1’ value means the BSP’s
default timeout value will be used.

— capturedBIRs: A list of BIRs with biometric samples to be used for the
enrolment.

— purpose: A value indicating the desired purpose (Enrol,
EnrolForVerificatioti®nly, or EnrolForldentification only).

— biometricSubtype: Specifies which subtype (e.g., left/right eye) to enrql. A
'null’ value indicates that the BSP is to select the subtype(s).

— outputFormat: Specifies which BDB format to use for the returned
NewTemplate, if the BSP supports more than one format. A NULL valufe
indicates that the BSP is to select the format.

-+ additionalData: A additionalData that will be stored by the BSP.

— resultOptions: Requests additional output such as audit data. This data may
be used to provide a human-identifiable data of the person at the sendor unit.

Return-Value:

The UUID for the biometric reference stored.

Exception:

If any of the parameters are not correct or another error occurs during the pro-
cess (e.g. no access to the database), BioAPIException (see 10.1).

-1.379 byte{| getACBioInstance(int umnitid)

Description:

Return the ACBio info.

Parameters:

— unitID: The ID of the BioAPI Unit.

Return Value:

The ACBio data.
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8.1.3.10 byte[] getAdditionalData(int unitiD)

Description:

Return the auxiliary data.

Parameters:

— unitID: The ID of that BioAPI Unit defined by a prior operation. The UnitID
has been filled into the Unitld field of each element of the UnitSchema.

Return Value:

The auxiliary data.

8.1.3.11 BSPSchema getBSPSchema()

1

Description:

Returns the BSP schema.

R¢

turn Value:

The BSP schema.

8.1.3.12
Biomet}
Vector<

See 8.1.]

8.1.3.13
maxFM
timeout

See 8.1.]

8.1.3.14 Vector<Candidate> identifyAggregated (UnitList unitList, Vector<BIR> inputBIRs, int
Rrequested,
, Vector<ResultOptions> options)

maxFM
timeout

p.14.

p.14.

Vector<Candidate> identifyAggregated (UnitList unitList, int maxFMRrequested,
ricSubtype biometricSubtype, boolean binning, int maxResults, int timeout,
ResultOptions> options)

Vector<Candidate> identifyAggregated (UnitList unitList, BIRinputBIR, int
Rrequested,
, Vector<ResultOptions>

BiometricSubtype biometricSubtype, boolean binning, int maxResults, int

BiometricSubtype biometricSubtype, boolean binning, int maxResults, int

1

Description:

This method provides an aggregated functionality. It increases the functionality
of the Identify method from Interface comparison (see 6.3), allowing the Identify
operation either when the biometric sample is directly captured by the BSP call-
ing its own Sensor unit, or by providing the input BIR in raw or processed format

A call to PresetldentifyPopulation shall be done before this method can be called
in order to establish the population within which the search is performed.

Refer tothe Identify methods in Interface comparison (6.3) for further explanation

The BSP’is responsible for providing the user interface associated with the
enrolment operation as a default. The application may request control of the GUI
"look-and-feel" by providing a GUI callback via the BSP.subscribeToGUIEvents()
method. Since this operation includes capture, it serializes the use of the sensor
device. If two or more applications are racing for the device, the losers will wait
until the operation completes or the timeout expires. This serialization takes

place in all functions that capture data. The BSP is responsible for serializing. It
may do this hy either fhrnmring an pYr‘ppfinn toindicate thatthe device is hncy or

by queuing requests.
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Parameters:|— (sensor/archive/processing/comparison)unitID: Units IDs to use to perform the
operation.

— inputBIR: BIRs to perform the identification, which could be in raw or
processed format.

— inputBIRs: List of captured BIRs to perform the identification, which could be
in raw or processed format.

— maxFMRRequested: FMR threshold.

— biometricSubtype: Specifies which subtype (e.g., left/right eye) to capture.
Null indicates that the value is not provided.

— binning: A bool indicating whether binning is on or off. Binning is a segrch
optimization technique that the BSP may employ. It is based on searcljing
a subset of the population according to the intrinsic characteristics of{the
biometric data. While it may improve the speed of the’compare operation,
it may also increase the probability of missing a.«candidate (due to the
possibility of mis-binning and as a result, searching a bin which should, but
does not, contain the matching BIR).

— maxResults: A value of zero is a requestfor all candidates.

— timeout: An integer specifying theimeout value (in milliseconds) for the
operation. If this timeout is reached, an exception is thrown. This valye can
be any positive number. -1 value means the BSPs default timeout valug will
be used.

— options: requests additional output such as audit data.

For the rest of the paramieters, see the Identify methods in Interface conjpari-
son (6.3).

Return Value: [See the Identify methods in Interface comparison (6.3).

Exception:|In case of any ofithe Capture exceptions (6.5) or the Identify exceptions (6}3),
BioAPIException (see 10.1).

§.1.3.15 Vector<BFPListElement> queryBFPs ()
See 8.1.3.16.

§8.1.3.16 Vector<BFPListElement> queryBFPs (Vector<UnitCategoryType> unitCategories)

Descfiption:|Returns the identification of those BFPs available that are supported by the BSP in
the current session.

NOTE On an incoming call to this function, the BSP can use the BFP Enumeration
Handler callback (see 9.2.2) to obtain information about all installed BFPs, and fan then
Create the [1STof ait Supported BF PS by checking each entry of the array recurned by the
callback.

Parameters:|— unitCategories: Optionally, the list of categories for which the enumeration of
the unit schemas is requested.

Return Value:|List of BFPs that are supported by current BSP.

Exception:| Thrown if the method is called after the BSP is no longer available, or any other
error, BioAPIException (see 10.1).

8.1.3.17 Vector<UnitSchema> queryUnits ()
See 8.1.3.18.
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8.1.3.18 Vector<UnitSchema> queryUnits (Vector<UnitCategoryType> unitCategories)

Description:|Returns Units available by the BSP in the current session.

All Units in a BFP shall have a UnitSchema defined.

Parameters:|— unitCategories: Optionally, the list of categories for which the enumeration of
the unit schemas is requested.

Return Value:|List of UnitSchemas where each element describes properties of each unit availa-
ble for the current session.

Ex ion:| Thrown if the method is called after the BSP is no longer available, BioAPIExcep=
tion (see 10.1).

8.1.3.19 void setPowerMode (int unitID, UnitPowerMode powerMode)

Description:| This function sets the referenced BioAPI Unit to the requested pawer mode if the
BioAPI Unit supports it.

Parameters:|— unitID: Identifier of the unit to which the ControlUnit function is forwarded.

— powerMode: The indicator of the power mode to which the BioAPI_Unit is
to be set.

Exception:|If case of any error, BioAPIException (see 10.1).

8.1.3.2( void subscribeToGUIEvents (GUISelectEventListenerguiSelectEventListener,
GUIStatpEventListener guiStateEventListener, GUIProgressEventListener
guiProgressEventListener)

Description:| This method provides to the BSP the callback functions for the Select, State and
Progress events. If a certain evéfit is not supported, a NULL value shall be pro-
vided for that kind of event.Itis not possible to call this method with the three
events set to NULL.

If this method is called'with a determined event that has been previously as-
signed a callback funétion, the method simply replaces the old callback address
with the one pravided in the current call.

Parameters:|— guiSelectEventListener: Specifies address to the callback function for the
Select Event.

— guiStateEventListener: Specifies address to the callback function for the
State Event.

<~ guiProgressEventListener: Specifies address to the callback function for the
Progress Event.

Exception:|BioAPIException (see 10.1).

81324 el 1 2l n Fal addsl ' L)
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Description:| This method clears the callback addresses previously subscribed. After a call to
this function, the BSP shall cease to notify GUI events to the framework or the
application.

Exception:|BioAPIException (see 10.1).

8.1.3.22 boolean verifyAggregated (UnitList unitList, int maxFMRrequested, BIR
referenceTemplate, BiometricSubtype subtype, int timeout, Vector<ResultOptions> options)

See 8.1.3.25.
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8.1.3.23 boolean verifyAggregated (UnitList unitList, int maxFMRrequested, UUID referenceKey,
BiometricSubtype subtype, int timeout, Vector<ResultOptions> options)

See 8.1.3.25.

8.1.3.24 boolean verifyAggregated (UnitList unitList, int maxFMRrequested, BIR inputBIR, BIR
referenceTemplate, BiometricSubtype subtype, int Timeout, Vector<ResultOptions> options)

See 8.1.3.25.

o

§4.1.3.25 boolean verifyAggregated (UnitList unitList, int maxFMRrequested, BIR inputBI!
eferenceKey, BiometricSubtype subtype, int timeout, Vector<ResultOptions> options)

R, UUID

Description:

This method provides an aggregated functionality. It increases;the functic
of the Verify method from Interface comparison (see 6.3), allowing the vef
operation in the following cases:

— The biometric sample is captured directly by the BSP calling its own §
unit. Therefore, the inputBIR parameter is not present.

— The biometric sample is supplied either ingaw or processed format.

— The biometric reference is declared byts UUID. Therfore the referend
parameter is added.

— The biometric reference is provided as a BIR. Therefore, the
referenceTemplate parameter'is used.

— The biometric reference\is:intrinsically known by the BSP (e.g. a singl¢-user,
single enrolment application). Therefore, the call will be given with NULL as

the referenceTempldte or referenceKey.
Refer to the Verify methods in Interface comparison (6.3) for further expl
The BSP is respousible for providing the user interface associated with th
enrolment opetation as a default. The application may request control of t

"look-and-feel” by providing a GUI callback via the BSP.subscribeToGUIEv§
method. Since this operation includes capture, it serializes the use of the s

devicé. If two or more applications are racing for the device, the losers will wait

until the operation completes or the timeout expires. This serialization ta
place in all functions that capture data. The BSP is responsible for serializ
may do this by either throwing an exception to indicate that the device is I
by queuing requests.
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Parameters:|— unitList: List of unitsListElements to use to perform the operation.

— inputBIR: The sample to be verified, either in raw or processed format.

— referenceKey: The UUID of the biometric reference to be used for verification.

— referenceTemplate: The BIR corresponding to the biometric reference to be
used for verification.

— maxFMRRequested: FMR threshold.

— biometricSubtype: Specifies which subtype (e.g. left/right eye) to capture;
Null indicates that the value is not provided.

— timeout: An integer specifying the timeout value (in milliseconds) forithe
operation. If this timeout is reached an exception is thrown. Thiswalue can
be any positive number. -1 value means the BSPs default timeeut value will
be used.

— options: Requests additional output such as audit data.

For the rest of the parameters, see the Verify methods in interface compari-

son (6.3).

Réturn Value:|See the Verify methods in interface comparison (6(3).
Exception:|In case of any of the Capture exceptions (6.5)or the Verify exceptions (6.3), Bio-

APIException (see 10.1).

9 Framework level

91 1

9.1.1

Represepts the interface to the component registry. The installer adds, deletes, or modifies BSP an
rds in the component registry' managed by the framework.

BFP rec

The way
manage
registry
registryl

9.1.2

9.1.2.1

terface ComponentRegistry

escription

the component registry is implemented is dependent on the developer, as the components are
l from the provided methods. Further information about the information that the componer
shall contain internally (e.g. a framework, BSP, Units schemas) is available in the "Componer
interface" clause-iIn4SO/IEC 19784-1.

Method sumimnary

void installBFP (BFPSchema bfpSchema, boolean update)

[om

&+

IDescription:

Installs or updates the references to a BFP in the component registry. This

function is handled internally within the BioAPI Framework and is not passed
through to a BFP.

Parameters:

— bfpSchema: Specifies the information on the BFP to be installed or updated.

— update: If true, an update of an existing BFP is performed (i.e. if such BFP
is not yet installed, it will return an ERR_COMPONENT_NOT_REGISTERED
BioAPIException). If false, the installation refers to a new BFP. If the
BFP is already installed an ERR_COMPONENT_ALREADY_REGISTERED
BioAPIException is thrown.

Exception:

Thrown if any error during installation, BioAPIException (see 10.1).
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9.1.2.2 void installBSP (BSPSchema bspSchema, boolean update)

Description:

Installs or updates the references to a BSP in the component registry. This

tion is handled internally within the BioAPI Framwork and is not passed through

func-

to a BSP.
Parameters:|— bspSchema: Specifies the information on the BSP to be installed or updated.

— update: If true, an update of an existing BSP is performed (i.e. if such BSP
is not yet installed, it will return an ERR_COMPONENT_NOT_REGISTERED
BioAPIEXception)- If fatse, the Instattation refers to a new BSPrifthe
BSP is already installed an ERR_COMPONENT_ALREADY_REGISTERED
BioAPIException is thrown.

Exception: | Thrown if any error during installation, BioAPIException (see 10.1):

9.1.2.3 void uninstallBFP (UUID bfpUUID)

Description:

This function uninstalls a BFP by removing references.to that BFP in the compo-
nent registry. This function is handled internally within the BioAPI Framgwork

and is not passed through to a BFP.

Parameters:|— bfpUUID: Specifies BFP to be uninstalled.
Exception:| Thrown if any error, BiloAPIException (see 10.1).

9.1.2.4 void uninstallBSP (UUID bspUUID)

Description:

This function uninstalls a BSP by removing references to that BSP in the
component registry.

This function is handledinternally within the BioAPI Framework and is n¢t

passed through to a BSP:

Parameters:

— bspUUID: Specifies BSP to be uninstalled.

Exception:

Thrown if any.€rror, BioAPIException (see 10.1).

0

.2 Interface framework

9.2.1 Description

Hepresents the bjometric system. The biometric system is the hierarchical assembly whose r
i$ the Framewgrk-component. The Framework controls BSPs. To provide necessary service
Hramework, BSPS use BFP modules that are libraries implementing biometric algorithms and d
manages sensors hardware. Along with BSPs, another part of the Framework is component
that storesthe information about BSPs and BFPs.

9.2.2 ° Inherited interfaces

ot node
s to the
ode that
registry

The ComponentRegistry is inherited by IFramework so as to maintain a component registry and to be
able to install and uninstall components, as well as to access internal information to allow the execution
of methods, e.g. enumBFPs, queryUnits.
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