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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,
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cedures used to develop this document and those intended for its further maintenangé are
d in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fqr
rent types of document should be noted. This document was drafted in accordance with thie
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

t rights. ISO and IEC shall not be held responsible for identifying d@ny“or all such patent
Details of any patent rights identified during the development of the ‘decument will be in thie
tion and/or on the ISO list of patent declarations received (see wwwriso.org/patents).

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

pxplanation on the meaning of ISO specific terms and expressions related to conformit]
ent, as well as information about ISO’s adherence.t¢-'the WTO principles in the Technicg
to Trade (TBT) see the following URL: Foreword -Supplementary information.

—_—

mittee responsible for this document is ISO/IEC’]JTC 1, Information technology, Subcommittee
ometrics.

ond edition cancels and replaces the,first edition (ISO/IEC 29794-1:2009), which has been
lly revised to revise Clause 8 and Table 2, which describes the structure of quality record.

29794 consists of the following parts, under the general title Information technology -
c sample quality:

1: Framework

4: Finger image data

5: Facial image-data [ Technical Report]
6: Iris image’data

29794=series is prepared to accommodate new, additional parts that address other modalitig
[ by ISO/IEC 19794, with part numbers and titles aligning appropriately. However, as Part

|}

is intend

le€d-for use by all modalities, a modality does not necessarily need a modality-specific part i

-

order to

It is anti
ISO/IEC

This cor

make use oI quality scores.

cipated that a future version of each part of the ISO/IEC 19794 series will reference this part of
29794 normatively, and their respective data fields will be updated as required.

rected version of ISO/IEC 29794:2016 incorporates the following corrections.

1. “as given in Formula (C.1)” has been deleted from C.2 a).

2. Table 2, row: 5-byte Quality Block, column: Governing Section + Description + Notes:

QAID values of 0 to 32767

is chang

iv

ed to
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QAID values of 1 to 32767
3. A.2, table, row: 5, column: Block 1 Byte 4+5 (QAID)
0

is changed to

10
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Introduction

Quality
1 specif

metrics are useful for several applications in the field of biometrics. While ISO/IEC 19784-
ies a structure and gives guidelines for quality score categorization, ISO/IEC 29794 defines

and specifies methodologies for objective, quantitative quality score expression, interpretation, and
interchange. This International Standard is intended to add value to a broad spectrum of applications
in a manner that encourages competition, innovation, interoperability and performance improvements,
and avoids bias towards particular applications, modalities, or techniques.

This Int
is gener
implems

A numby¢
of real-t
a biome
of qualit
data int
used to

in order
other sy
improve

This edi

brnational Standard presents several biometric sample quality scoring tools, the use of whicr
hlly optional but can be determined as mandatory by particular Application Profiles or spécific
ntations.

r of applications can benefit from the use of biometric sample quality data; an examplé is the us
me quality feedback upon enrolment to improve the operational efficiency andperformance d
ric system. The association of quality data with biometric samples is an impdrtant componer
y metric standardization. Quality fields as specified in 7.1 and 7.2 will be incorporated int
brchange formats. If a CBEFF header is present, then CBEFF_BDB_quality-may additionally b
express quality data. Useful analyses can be performed using quality data’along with other dat
to improve the performance of a biometric system. For example; correlating quality data t
stem metrics can be used to diagnose problems and highlight potential areas of performanc
ment.

D O © 0 O + =

Lion introduces encoding of a vector of quality metrics.

Vi
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Information technology — Biometric sample quality —

Part 1:
Framework

1 Scope

|

his part of ISO/IEC 29794, for any or all biometric sample types as necessary, establishes’the fdllowing:
—+ terms and definitions that are useful in the specification and use of quality metrics;
-+ purpose and interpretation of biometric quality scores;

-1 encoding of quality data fields in biometric data interchange formats;

1 methods for developing biometric sample datasets for the purpose’of quality score normaljsation;
+ format for exchange of quality algorithm results;

-+ methods for aggregation of quality scores.

The following are outside the scope of this part of ISQ/IEC 29794:

-+ specification of minimum requirements for saniple, module, or system quality scores;
1+ performance assessment of quality algorithms;

-+ standardization of quality algorithms,

Conformance

[ NS

biometric sample quality record shall conform to this part of ISO/IEC 29794 if its structure and data
alues conform to the formatting requirements of Clause 7. Conformance to normative requirements
f 7.1 and 7.2 fulfils Level/l and Level 2 conformance as specified in ISO/IEC 19794-1:2011, Annex A.
onformance to normative requirements of 7.3 is Level 3 conformance as specified in ISO/IEC 19794-
:2011, Annex A.

=00 < N

3 Normative references

—]

he following documents, in whole or in part, are normatively referenced in this document|and are
hdiSpénsable for its application. For dated references, only the edition cited applies. For jundated
reférences, the latest edition of the referenced document (including any amendments) applies.

—

ISO/IEC 19794-1:2011, Information technology — Biometric data interchange formats — Part 1:
Framework

ISO/IEC 19785-1, Information technology — Common Biometric Exchange Formats Framework — Part 1:
Data element specification

ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

© ISO/IEC 2016 - All rights reserved 1
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4 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37, ISO/IEC 19794-1
and the following apply.

4.1

acquisition fidelity
fidelity (4.6) of a sample attributed to the acquisition process

4.2

charact
contriby

4.3
environ
physicall
such as

4.4
extract
compon

4.5

extrins
when ug
standar

4.6
fidelity
express

Note 1t
steps: ac

4.7

intrinsiic

when ug
the requ

4.8

interpr
process
relative

49

operatag
individu
and reca

er
tor to quality (4.11) of a sample attributable to inherent properties of the source (4.17)

ment
surroundings and conditions where biometric capture occurs, including openational factorfs
pperator (4.9) skill and enrolee cooperation level

on fidelity
ent of the fidelity (4.6) of a sample attributed to the biometric feature extraction process

c
ed to describe a quality score (4.12), requiring reference to an external source (4.17), such as
, register, or technical specifications for full interpretation (4.8) and normalisation

(Y]

on of how accurately a biometric sample represents its source (4.17) biometric characteristic

entry: The fidelity of a sample comprises components attributable to one or more of the processinlg
uisition, extraction, signal processing.

[

ed to describe a quality score (4.12), conveying fully interpreted (4.8), normalised data withou
irement for additional extrinsic (4.5)information for quality score normalisation (4.13)

ptation
of analysing a qudlity score (4.12) along with other data in order to give that score contextual,
meaning

r
al whoe-processes a capture subject in a biometric system, performing or supervising capturge
pture

4.10

performance
assessment of false match rate, false non-match rate, failure to enrol rate and failure to acquire rate of
a biometric system

411
quality
degree t

o which a biometric sample fulfils specified requirements for a targeted application

Note 1 to entry: Specified quality requirements may address aspects of quality such as focus, resolution, etc.
Implicit quality requirements address the likelihood of achieving a correct comparison result.

© ISO/IEC 2016 - All rights reserved
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412
quality score
quantitative expression of quality (4.11)

4.13
quality score normalisation
rescaling of quality scores (4.12) to improve consistency in scale and interpretation (4.8)

4.14
quality score normalisation dataset

SND
ataset of biometric samples annotated with quality scores (4.12) for use in gquali
ormalisation (4.13)

ote 1 to entry: Target quality scores may be assigned on the basis of performance (4.10),6utcomes
spmple in question, or may be based on quality factors recorded in acquisition of the dataset.

15

uality score percentile rank

SPR

ercentile rank of the quality score (4.12) of a biometric sample, derived from its own utility s
those of other samples in an identified control dataset

ote 1 to entry: See QSND (4.14).

16

w quality score
uality score (4.12) that has not been interpreted (4.8),'¢ither by the creator or recipient of the sd
lone may not intrinsically provide contextual infermation

A7
urce
hysical body part or function represented by a biometric sample

tility

B
4.18
U
dbserved performance (4.10) of a.biometric sample or set of samples in one or more biometric s

Note 1 to entry: The chargeter’(4.2) of the sample source (4.17) and the fidelity (4.6) of the processed
cpntribute to, or similarly detract from, the utility of the sample.

Note 2 to entry: Utility may combine performance measures such as false match rate, false non-m4
failure to enrol rate;and failure to acquire rate.

5 Abbreviated terms

BDB biometric data block

'y score

1sing the

tore and

ore, and

ystems

samples

tch rate,

DIR biometric data interchange record

BIR biometric information record

CBEFF common biometric exchange formats framework (ISO/IEC 19785)
FERET facial recognition technology database

FNMR false non-match rate

QAID quality algorithm identifier

QSND  quality score normalisation dataset

QSPR  quality score percentile rank

QVID quality algorithm vendor identifier

XML eXtensible Markup Language

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=7cbe3d8b5f8a42ddb877fa1c07ed1d1c

ISO/IEC 29794-1:2016(E)

6 Biometric sample quality criteria

6.1 Reference model

In biometrics, the term “quality” is used to describe several different aspects of a biometric sample
that contribute to the overall performance of a biometric system. For the purposes of standardization,
this part of ISO/IEC 29794 defines terms, definitions, and a reference model for distinguishing between
these different aspects of quality, illustrated in Figure 1. Figure 2 illustrates the relationship between
character, fidelity, quality, utility, and system performance.

Source Image-based . Processed f Feature-based
acquisition Sample rmage Sample eatur‘e Sample
fldellty processing extraction
fidelity fidelity A
- 'A A
resolutlon downsampling ‘ @/ feature quality
lighting cropping ‘ extraction algorithm AA AA
behavior rotation A
compression
character fidelity I

Quality = Function [character, fidelity components]
Utility reflects the impact of the quality of a single sample on system performance

Figure 1 — Quality reference model illustration

character, fidelity

| The correlation

[ quality scoring algorithm between predicted
utility and-observed The observed utility
! utility'of.each sample of a sample reflects
. issindicati th its i
quallty T (sample) isHin lzca ive of the its impact on the
effectiveness of the performance of the

. quality algorithm system
correlation

predicted utility (sa@e) /\/‘ observed utility (sample)

@) correlation I
A quality algorithm [
should convey'the
predicted utility of v
P kg comparison observed performance (system)

algorithm

The performance of a biometric
system is a function of the
comparison algorithm
performance and the utility of

allsamplesin the sustem
T

/

Figure 2 — Relationship between quality and system performance
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The term “quality” as it is currently used in the field of biometrics has several connotations, depending
on context. Three prevalent uses are to subjectively reflect the following.

a)

b)

Character of a sample. An expression of quality based on the inherent properties of the source

from which the biometric sample is derived. For example, a scarred fingerprint has poor character
and blepharoptosis (droopy eyelid) causes poor iris character.

- = 3

wn ot o+ —

Utility of a sample within a biometric system. An expression of quality based on utility ref
predicted positive or negative contribution of an individual sample to the overallperform
biometric system. Utility-based quality is dependent on both the character anid)fidelity of 3
Utility-based quality is intended to be more predictive of system performdiice, e.g. in term
match rate, false non-match rate, failure to enrol rate, and failure to acquire rate, than med
quality based on character or fidelity alone. See Table 1.

he term “quality” should not be solely attributable to the acquisitin) settings of the sample
mage resolution, dimensions in pixels, grey scale/colour bit depth;.6¥ number of features. Thotigh such
hctors can affect sample utility and could contribute to the overall quality score.

Table 1 — Illustration of relationship between fidelity, utility, and character

Fidelity of a sample to the source from which it is derived. An expression of quality based on fidelity
reflects the degree of its similarity to its source. Sample fidelity is comprised of fidelity comn]
contributed by different processes.

ponents

ects the
hince of a
sample.
5 of false
sures of

such as

ote that the character and utility of an acquired sample dépend on the features to be considlered by
he comparator. For instance, the same finger image may<be of low character and utility with
b minutiae recognition (because of too few minutiae), but of high character and utility with r¢
pectral pattern recognition.

respect
spect to

Character

Fidelity

Low

High

Low

Low fidelity:ahd low character re-
sults in low utility. Recapture might
improve utility. However, if possible,
uséof other biometric characteristics
isrecommended.

High fidelity and low character resul
in low utility. Recapture will not
improve utility. Use of other biometr
characteristics is recommended.

LS

High

Samples with high character and low
fidelity typically will not demon-
strate high utility. Utility can be
improved upon recapture or image
enhancement techniques.

Samples with high character and hig
fidelity indicate capture of useful say
ple. High utility is expected.

.3 Usefulness of quality data

.31 Real-time quality assessment

Real-time quality data can be used by an operator, automated system, or a user to help improve the
average quality of biometric samples submitted upon enrolment. This feedback might indicate the
character, fidelity, utility, and improvability of a sample. In this way, operational efficiency and overall
system performance can be improved by assisting an operator, or augmenting an automated quality
control system, in decisions to accept the sample, reject the sample, reattempt a capture, or declare
a failure to acquire or failure to enrol. Quality data can be retained for later use in, for example,
determining whether an enrolment sample should be replaced when the next sample is captured.

© ISO/IEC 2016 - All rights reserved
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6.3.2 Use in different applications

A particular biometric sample might be used for several different applications and therefore, its
associated quality data should be applicable to all of these. This would include both one-to-one and
one-to-many comparisons involving the use of comparison algorithms from different vendors that
would interpret sample features differently and yield different comparison scores. The challenge in
establishing a universal quality standard is in defining a metric that is sufficiently adaptable for use by
all applications for which a particular sample might be used given that metrics of utility vary greatly
between applications. Therefore, it should be recognized that it is a technical challenge to define a
Singu]ar metricthat ar‘mlrnfn]y conveys the nfi]ify of a biometric camplp for all app]irafinnc for which it
may be Qised, and this should be taken into consideration in defining quality standards. Thus, a qualitly
metric (]deally predicting performance for a comparator or class of comparators) will likely be designefd
to captyre only some of the failure modes and sensitivities of only a limited number of biometric
systems| It may be useful to apply more than one quality metric in order to improve predictability qf
various failure modes.

It is usdful for recipients of quality score data to be able to differentiate betweem)scores generate
by diffefent quality algorithms and capture equipment. This data may be used to enable recipier
softwarg to be configured so that different thresholds or quality classificatiens can be applied t
scores generated by different algorithms. In addition, by differentiating between scores from differer
algorithins, a recipient may isolate results from different algorithms and)tse the data to optimiz
thresholds accordingly.

D+ O ~+ =

6.3.3 Use as a survey statistic

Quality [scores may be used to monitor operational quality, ‘For example, aggregated quality scores
could bg compared with pre-set limits or monitored against an operational requirement. If, fdr
examplg, quality scores are generated from biometric samples collected at many sites, or over differerjt
time petfiods, then they may be used to identify anomalous operation. For example, if face image qualitly
is complited at the license issuance desks at a Department of Motor Vehicles, then a ranked list gf
aggregated quality scores could be used to identify-desks that exhibit a lower than average quality, or tp
monitor|trends over weeks or months.

6.3.4 Accumulation of relevant statistics

Reliable|quality scores may be used.to survey users and transactions to accumulate statistics giving
conditional probabilities of the kind “given a quality X sample on finger A, what is the likelihood of
quality Y sample from finger A (orfinger B)”. This will inform the system and/or operators over whethg
a higher|quality sample is likely if another capture is attempted.

—

6.3.5 Reference dataset improvement

The assq@ciation of\quality data with a sample that is to be entered into a reference dataset is importar
for the rpaintenance and improvement of the reference dataset quality. The tracking of sample qualit
can lead to«detection of potential deterioration of operator training or it may indicate deterioratio
in the pprfermance of the sample capture equipment. Tracking of the sample quality data should b,
an importamtpartof biometricsystems operating procedures— The quatity datamay atsobeuse
to improve the quality of the reference file, and hence the performance of the biometric system.
Improvement can be made by the replacement or possible augmentation of the stored information so
as to make use of the best available quality data. Typically, the replacement decisions are linked to the
comparator performance of the system processing the data.

LD P <

6.3.6 Quality-based conditional processing

Biometric samples can be processed differently based on quality metrics. In particular, poor quality
data can be processed using algorithms or thresholds different from those used for high-quality data.

6 © ISO/IEC 2016 - All rights reserved
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6.3.7 Interchange of quality data by disparate systems

016(E)

Standardized exchange of quality data between disparate systems is useful in retaining the modular
interchangeability of local or remote system hardware and software components, and the integrity of

quality data in the event of such an interchange.

For example, by using standardized exchange of quality data, consumers of quality data
component require minimal modification if that component is replaced.

{ Data intercnange rormat iield dernition

7.1 Binary encoding

A quality record shall consist of a length field followed by zero, one, or multiple 5-byte Qualit}
ds shown in Figure 3.
1 byte 5 bytes 5 bytes 5 bytes
#];](:)fc(]gszih]t]y Quality Block Quality Block Quality Block
1 2 N

Figure 3 — Location of number.of Quality Block fields

=

able 2 defines the structure of a quality record*Each quality score of the standard metrics (s
h modality specific parts of ISO/IEC 29794), ificomputed, shall be encoded in a 5-byte Quality
pecified in ISO/IEC 19794-1:2011.

v —-

—]

he first byte of a 5-byte Quality Block shall contain the quality score.

he second and third bytes shall-contain the CBEFF biometric organization identifier for orga
lhose algorithm was used to compute the quality score. CBEFF biometric organization iden
he ISO/IEC JTC 1 SC 37 Biometrics, as registered by IBIA, is 257 or 0101ygx and shall be used if
Fan SC 37 approved reference implementation is used to compute the quality scores of the {
uality metrics defined in-the modality specific parts of ISO/IEC 29794.

he fourth and fifth bytes shall contain the numeric identifier of the quality metric, which was c
br the representation image. If vendor ID is 257 (or 0101nex) which is the SC 37 IBIA register
he QAID identifiers for the standard quality metrics shall be defined in modality specific
50/1EC 29794

—_— et = O o=t <

from a

y Blocks,

pecified
Block as

nisation
fifier for
hnd only
tandard

mputed
2d QVID,
parts of

Quality score of 255 (FFyex) shall indicate that an attempt to calculate a quality score failed.
R

igure 4 shows the following various possible encoding of a quality block:

a) fully standard quality component, where the quality component computation is define
modality specific part of ISO/IEC 29794 and its implementation is provided by SC 37;

d in the

b) semi-standard, where quality component computation is defined in the modality specific part of

ISO/IEC 29794 but its implementation is provided by a vendor;

c) fully proprietary, where quality component definition, computation and implementation are

provided by a vendor.
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Table 2 — Quality data record structure

Byte #

Name

Length

Valid values

Governing section + Description + Notes

Record
Length

Number
of Quality
Blocks

1 byte

0 to 255

This field is followed by the number of
5-byte Quality Blocks reflected by its value.

A value of zero (0) means that no attempt
was made to assign a quality score. In this
case, no Quality Blocks are present.

Quality score of the metric identified by the

5-byte
Quality
(0 or mo

Block
re)

Quality score

1 byte

0to 100,
255

Quality Algorithm Identiiier (QAID] 1n bytes
4 and 5 of this Quality Block.

If quality score is equal to 255 (FFye£)) ah at
tempt to calculate a quality score Has-failed.

2to3

Quality
Algorithm
Vendor
Identifier

2 bytes

0to 65535

257 (0101yEgx)
for standard
quality.

This field shall contain the identifier of the
vendor whose algorithm was used to com-
pute quality. Quality algorithim vendor identi}
fier shall be registered-wijth IBIA or other
approved registratialrauthority as a CBEFF
biometric organizatien in accordance with
CBEFF vendor ID\égistry procedures in ISO
IEC 19785-1. Awalue of all zeros shall indicat¢
that the value for this field is unreported.

SC 37 vendor ID (257 or 0101ygx) shall be
usedjifand only if an SC 37 approved refer-
efice implementation is used to compute the
guality score.

4to5

Quality
Algorithm
Identifier

(QAID)

2 bytes

1to 65535

The quality algorithm identifier shall be
encoded in two bytes. A value of all zeros is
not permitted.

If encoding standard quality metrics using
the computation methods defined in the
modality specific parts, quality algorithm
identifiers defined in the modality specific
parts shall be used.

For encoding of quality components not
defined in the specific modality parts the
quality algorithm identifier shall be assigned
by the vendor or an approved registration
authority.

QAID values of 1 to 32767 are reserved for
quality components defined in the specific
modality parts.

If vendor ID is 257 (or 0101Hex) which is the
SC 37 IBIA registered QVID, the QAID iden-
tifiers for the standard quality metrics shall

be defined in modalitv specificparts of ISQ/
—r i 7

IEC 29794.

For QVID other than 257 (i.e., SC 37), QAIDs
equal or larger than 32768 specify the ven-

dor’s implementation of the quality metrics
defined in the modality specific part of ISO/
IEC 29794. QAIDs larger than 32768 can be

used to encode vendor specific proprietary

metrics.

Quality scores shall always be placed within the quality record of the biometric data interchange
record (BDIR) as defined in ISO/IEC 19794 associated with the sample. CBEFF quality fields should not
be used in place of ISO/IEC 19794 quality fields but rather as supplementary data. The prescribed use
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of CBEFF quality fields may be supplied by each CBEFF patron format standard and is beyond the scope
of this this part of ISO/IEC 29794. Note that multiple quality scores calculated by the same algorithm

(same quality algorithm vendor identifier and same quality algorithm identifier) shall not be present in
a single BDIR.

' ™

™ Quality compenent, and therefore Quality
Algorithm 1D [QAID], is one of the standard
quality components defined in the modality
QVID = 257 (0101, specific part of ISO/IEC 29794. Furthermore,
Quality Vendor 1D is 5C 37. 5C 37 approved implementation is used to
compute this quality component. Standard
[ a5 Sp N the
modality specific part of ISO/IEC 29794

—
L

.

Quality Vendor 1D (QVID) s - -
‘Quality component, and thereforeCuality
[1, 65535] Algorithm ID (QLAID), is one Bf the standard
guality components defined’in the modality
specific part of 150/IEG28784. Furthermore
vendor's implementation is used to computg
this gquality companeant, where the vendor i
specified by theyO¥ID. Standard QAID shall b
QVID =257 (0101yg) in [1,32767] asspecified in the modality

Quality Viendor |D is NOT 5C 37. \ specific part of ISO/IEC 25794

It encodes vendor's proprietary quality
component and shall be in [32768,65535]

NOTE The quality block, which consists of 2-bytes QVID, 2-bytés QAID and 1-byte Quality Score i encoded
n ISO/IEC 19794 data interchange record with the modality of therepresentation specified in the generpl header
of the record.

—-

Figure 4 — Diagram of all possible encodings of Quality Vendor ID (QVID) and Qualjty
Algorithm ID (QAID)

1.2 XML encoding

|

his subclause defines the syntax‘fer quality data elements in XML documents in terms of XML type
efinitions.

(oW

xs:complexType name="RegistryIDType">

<xs:sequence>

<xs:element name="Organization" type="xs:unsignedShort"/>
<xs:element name=Identifier" type="xs:unsignedShort"/>
</xs:sequence>

/xs:complexType>

xs:complexType name="QualityType">

<xs:sequence>

<xs:element name="Algorithm" type="RegistryIDType" />

<xs#CROice>

kstelement name="Score" type="QualityScoreType" />

<xS:element name="QualityCalculationFailed" type="NoDataFlagType"/>
</xs:sequence>

</xs:complexType>

<xs:simpleType name="QualityScoreType">
<xs:restriction base="xs:unsignedByte">
<xs:maxInclusive value="100"/>
</xs:restriction>

</xs:simpleType>

<xs:complexType name="QualityListType">
<xs:sequence>

<xs:element name="Quality" type="QualityType" minOccurs="1" maxOccurs="255" />
</xs:sequence>
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</xs:complexType>
7.3 Quality score

7.3.1 Purpose

Quality algorithms shall produce quality scores that predict performance metrics such as either false
match or false non-match. In cases where the system utilizes components from multiple vendors, the
quality scoring method should aim to reflect the aspects of performance important for each algorithm
used. A{Tioted i 6.3.Z, IT15 challenging to find a single quatity measure that 15 universal, not vendo
specific pnd yet adequately indicates performance, and it may be useful to apply more than one quality
algorithm.

7.3.2 Pata transformation considerations

or further compression). The impact of such transformations on the data quality”metrics may b
recompuited by the application system in accordance with guidance provided by 1SO/IEC 29794. Anl
time a Biometric sample undergoes a transformation, the quality of the transformed sample should
be reasgessed and associated with the transformed sample. For example, throughout an identity
management system, a biometric sample may be stored in multiple,formats (e.g. high resolutiop
fingerprint image stored centrally and a minutia-based representation Stored on a smart card).

Data transformation by an application system is likely to impact the data quality (ji.é- down—samplinE

7.3.3 Failure modes

[72)

To be predictive of performance, it may benefit a quality algerithm designer to produce quality scors
that are|intended to model known failure modes/sensitiyities of a biometric comparator and image d
signal pfocessing algorithms. Further, to achieve some measure of generality, the quality score should
be based on the set of sensitivities that are common toa class of system (e.g. minutia comparators).

—

7.3.4 Resolution

A quality apparatus shall provide for a nidpping to at least four discrete values, which, when utilized
towardq a variety of applications, still maintains the ability to discriminate between distinct levels

» o« » o«

performiance, such as “excellent”, “adéquate”, “marginal”, and “unacceptable”.

=)

7.3.5 BSummarisation

Annex B suggests procedurés for the appropriate aggregation of utility-based quality scores over
a collection of samples; elg. enterprise-wide summarisation. The result is a summary value which
supportp monitoring aef*quality. Quality summarisation should be performed across similar usage, e.g.
quality $ummarisation over all enrolment samples of an enterprise, or quality summarisation over a
verificaion samples of an enterprise. In operations where users frequently interact with a biometric
system (e.g. timle and attendance applications), quality scores may be aggregated on a per user basis.
This wilr réveal the existence of individuals that consistently yield low quality samples.

—_—

7.4 Quality algorithm identification

7.4.1 Overview

The Quality Algorithm Identifier (QAID) is an identifier of the quality algorithm used to calculate
the quality score of the sample. As long as there are no common criteria for quality assessment, it is
indispensable to enable the recipient of a BIR to differentiate between quality scores generated by
different quality algorithms and adjust for any differences in processing or analysis as necessary. The
quality algorithm vendor identifier (QVID) shall indicate the vendor of the identified quality algorithm.
Different versions of a quality algorithm that yield different results shall be assigned different quality
algorithm identifiers to allow unique identification. The combination of QVID and QAID is considered
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to be a solution that may be implemented quickly but only partially achieves the goals of quality score

standardization.

7.4.2 Methodology

This method requires as normative that if no quality scoring is attempted, then the value of the

Number

of Quality Blocks field is 0 and there are no Quality Blocks present. If Number of Quality Blocks is
between 1 and 255, to uniquely identify the algorithm used to generate the encoded quality score, each
of the quallty blocks shall contain a quallty algorlthm Vendor 1dent1f1er (QVID) and a quallty algorlthm

erther work to standardlze a umversal quallty scoring method (1 e. a score that 1ntr1n51cally
spme degree of normalisation) such as QSND. See Clause 8.

A feature of this “quality algorithm identification” method is that the recipient of the raw qual
data may need to do some local analysis and/or processing to fully interpret the medning of th
Ih other words, the sender of the score is not attempting to interpret the quality score for a po
u

the quality score is established from the quality algorithm vendor and(develop appropriat
t
i

interpret them appropriately.

ih that part of ISO/IEC 29794.

7.5 Standardized exchange of quality algorithm results

ecords are able to retrieve and process this information effectively in order to assess the val
utput of this quality algorithm to their impléimentation. This approach has the following bene

o= < 0O

- Both quality algorithm vendors, asswell as consumers have the ability to gain value from t

score use.

the quality algorithm vendors (which do the evaluation anyway).

—  Over time, standdrdized test sets will evolve,

— as it4s-n the interest of the quality algorithm vendor to use (a) reporting test set(s), {
use\for many costumers, and

—.need for new test sets will vanish over time and use of new test for non-obvious reason
critically reviewed by the community.

plements,
includes

ty score
P scores.
tentially

nknown application or destination. But importantly, the recipient can obtain the informatior] on how

E Imeans

b automatically distinguish between quality scores generated by différent quality algorithms and

Some parts of ISO/IEC 29794 specify standardized computation method for the quality metricq defined

uality algorithm vendors should be able to offer results of their quality algorithms in a standlardized
ay to the biometric community. On the other,Hand, consumers of ISO/IEC 19794 data intdrchange

e of the
Fits.

echnical

improvements, which is a necessary prerequisite in the starting phase of wide spread quality

— In some applications, updates may be retrieved automatically, if the necessary infrastructurgis there.

- It will re-shift the eyaluation effort related with QAID from the consumer and integratorg back to

hat is of

s will be

— Evolution of test sets will facilitate the development of QSND.
For the exchange, the following items shall be provided:

a) quality algorithm vendor ID;

b) quality algorithm ID;

¢) minimum and maximum theoretical output value of the algorithm;

d) wunique name of test set used (e.g. in form of “FERET-Greyscale” in the case of face recognition);

© ISO/IEC 2016 - All rights reserved

11


https://standardsiso.com/api/?name=7cbe3d8b5f8a42ddb877fa1c07ed1d1c

ISO/IEC 29794-1:2016(E)

e) list of samples (e.g. for FERET “Duplicate 1” in the case of face recognition), that have been
processed.

Everyone will be able to publish new test sets (biometric samples + a naming scheme).

A self-describing language like XML will be used for the description of the data sets, as well as for the
evaluation results. The evaluation results could be maintained in a central registry or on a vendor site
(via a link in the central registry).

An example implementation using XML can be found in Annex B.

8 Normalisation

Normalisation of quality score data is the process by which quality score data is processed by if
recipient in order to give the scores local context and meaning, such as to make quality\scores fror
different algorithms have similar meaning.

- n

A raw quality score is assigned to a biometric sample by a particular quality algerithm. In order t
interprdt the raw score, the recipient of a score shall have some contextual infgrination. The followinjg
informafion may be provided.

[=]

a) Extrinsically, in the form of metadata or off-line data (e.g. standard}):that instructs the recipient on
intefpretation of the score. For example, if a quality score is accompanied by identification of the
algdrithm used to generate the quality score of the associated,sample (i.e. QAID), then recipient
softfvare can be configured to use vendor-supplied data (e.g{suggested thresholds) to best procegs
the pample. The algorithm could alternatively be used to perform analysis in order to fully optimize
the [nterpretation of the scores given the local applicatien and data. By identifying the algorithmn,
scotles created by different algorithms could be différentiated so that, for example, differer
thrgsholds could be applied to the sample depending-on the source of the quality score.

=

b) Intrfinsically, in the form of a normalised quality~score. Normalisation of quality score data provide
contextual information about the score. Ancexample is a quality score representing the perceive
likelihood that a sample, when comparedy will result in a false non-match.

= wn

QAID enables vendor-specific scaling, §uch that the 0 to 100 scale correlates to some other sca
reflecting the above. For example, the recipient of a file would be encouraged to analyse the correlatio
of qualify scores to false match tate and false non-match rate of the samples processed by their
comparator. The results could be-uised to, for example, specify an acceptance operating threshold.
This method provides the reeipient the information necessary to interpret the scores in a way that is
relevantto their own envirgnment and application, and permits the use of many different algorithms dr
versiong of algorithms ina single system.

The purpose of quality score normalisation (QSN) corpus is to provide a consistent interpretatio
of quality scores-through normalizing quality scores or Quality Score Percentile Rank (QSPR). QSPR
enables [universal” expression and interpretation of a quantitative sample quality score, which is
that quglity, algorithm “X” considers biometric sample “Y” to have a quality percentile rank “Z”. The
translatjon-of raw quality scores to percentile rank scores is achieved by running a standardized corpuls
ofsamp‘ +aehaeiveraabtrateertthmandeairimeatsecsible+s cEate— cotreetoPereet
rank scores.

UU d V Uua d U d U PJd = LU 1T AvvVv Ul T UU U O1PeT
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Annex A
(informative)

Example of encoding a biometric quality record

A.1 XML example

QualityList>

<Quality>

<Algorithm>
<Organization>212</Organization>
<Identifier>10</Identifier>
</Algorithm>
<QualityCalculationFailed />

</Quality>

<Quality>

<Algorithm>
<Organization>300</Organization>
<Identifier>1</Identifier>

</Algorithm>

<Score>5</Score>

</Quality>

<Quality>

<Algorithm>
<Organization>257</Organization>
<Identifier>9</Identifier>

</Algorithm>

<Score>74</Score>

</Quality>

<Quality>

<Algorithm>
<Organization>257</Organization>
<Identifier>8</Identifier>

</Algorithm>

<Score>89</Score>

</Quality>

<Quality>

<Algorithm>
<Organization>21gAOrganization>
<Identifier>8</rdertifier>

</Algorithm>

<Score>48</Seore>

</Quality>

/QualityLisb>

A.2 Binary example

Block 1 Block 2 Block 3 Block 4 BlocK 5
Number |Quality computation Quality score is 5. Qual- | Quality score is 74. Quality score is 89. Quality score is 48.
of Q failed. Vendor proprie- |ity vendor ID is 300 and | Standard quality Standard quality Standard quality
blocks tary Quality Algorithm |QAID = 1. component 9 hasbeen |component 8 hasbeen |component8hasbeen
ID is 10 and Quality computed usingan SC |computed usingan SC | computed using quality
vendor ID is 212. 37 approved reference. |37 approved reference. |algorithm from vendor
Implementation. Implementation. with QVID = 21. Quality
Quality component 9 is |Quality component 8is |component 8 is defined
defined in the modality |defined in the modality |in the modality specific
specific part. specific part. part.
Bytel |Byte |Byte |Bytel |Byte |Byte |Bytel |Byte |[Byte |[Bytel |Byte |Byte |Bytel |Byte |Byte
(score) | 2+3 4+5 (score) | 2+3 445 (score) | 2+3 4+5 (score) | 2+3 4+5 (score) | 2+3 4+5
(QVID) | (QAID) (QVID) | (QAID) (QVID) | (QAID) (QVID) | (QAID) (QVID) | (QAID)
5 255 212 10 5 300 1 74 257 9 89 257 8 48 21 8
© ISO/IEC 2016 - All rights reserved 13
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Annex B
(informative)

Example of standardized exchange of quality algorithm results

B.1 G

As desct

in a stafpdardized way to the biometric community. Particularly, exchanging quality scores generated

from pu
quality {

of the injages.

This An

B.2 Ej

The follg
results @

<?xml v
<iso-ve
xml
xml
xsi

qua
qua
qua
qua
<is

</i
<is

</i

bneral

ibed in 7.5, Quality algorithm vendors should be able to offer results of their quality algorithm

[72)

blic datasets will be most useful in providing technical insight and allow the consumers of thie
cores to examine and understand how the quality scores relate to intrinsic infermation conterjt

ex provides an example of exchanging such information in XML formats
tample quality exchange document

wing shows an example of an XML coding for vendor “SampleVéndor” with id = 123 publishing th
falgorithm “SampleAlgo_v10” with id = 456 on test sets “FERET-grayscale” and “FERET-color”.

D

brsion="1.0" encoding="UTF-8"?>
hdor-quality-report
hs:iso="http://www.iso.org/29794-1"
hs:xsi="xmlns:xsi=http://www.w3.0rg/2001/XMESchema-instance"
: schemaLocation="http://www.iso.org/29794=1
http://www.iso.org/29394 -1 . xsd"
|l ity-vendor-id="123"
lity-algorithm-id="456"
lity-algorithm-min-value="0.0"
lity-algorithm-max-value="100 0>
b:testset
name="FERET-grayscale"
location="http://www.nisfisxgov/humanid/feret/feret master.html">
iso:sample

name="00001£a010 (930831" quality-value="73.64"/>
iso:sample

name="00002fa019” 930831" quality-value="48.91"/>
Fo:testset>
b:testset
name="FERET>aolor"
location=%http://www.nist.gov/humanid/colorferet/home.html">
iso:sample

name="00002 931230 fa" quality-value="51.26"/>
iso:\gample

name="00002_ 931230 fb" quality-value="82.17"/>
Fostestset>

</iso-vendor-quality-report>

B.3 Informative schema for sample XML quality exchange document

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://www.iso.org/29794-1"
elementFormDefault="qualified">
<xs:annotation>
<xs:documentation xml:lang="en">

<

ISO/IEC 29794-1 Vendor Quality Report
/xs:documentation>

</xs:annotation>

14
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