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Foreword

021(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work

The procedures used to develop this document and those intended for its further majdtenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria negded for
the different types of document should be noted. This document was drafted in acdordance with the
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or wwi.iec.ch/mhembers

pxperts/refdocs).

ttention is drawn to the possibility that some of the elements of this documient may be the

ights. Details of any patent rights identified during the development\0f'the document will &

=== o

st of patent declarations received (see patents.iec.ch).
onstitute an endorsement.

H
expressions related to conformity assessment, as well as information about ISO's adhereng
V
i

iso/foreword.html. In the IEC, see www.iec.ch /iinderstanding-standards.

This document was prepared by Joint Teehnical Committee ISO/IEC JTC 1, Information tec
Subcommittee SC 34, Document description and processing languages.

This fourth edition cancels and replaces the third edition (ISO/IEC 29500-2:2012), which h
technically revised.

The main changes comparedto the previous edition are as follows:

+ Where appropriate, normative references have been updated to use undated or more recent
of other standards-

-+ Clause 3 (Terms and definitions) has been revised by removing terms not used by any nd
clauses afid-then reorganizing terms into groups.

-+ Thesubclause for diagram notes (5.1 in the preceding editions) has been removed, si
preperties are now defined by prose and schemas rather than by diagrams.

—+*“_The clause for acronyms and abbreviations (Clause 6 in the preceding editions) has been 1
since it does not make sense for an ISO/IEC standard to define "ISO" and "IEC".

— Clause 6 (Abstract package model, Clause 8 in the previous edition) has been completely re

subject

f patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent

e in the

htroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents) of the IEC
Any trade name used in this document is information given for the convenience of users and floes not
g

or an explanation of the voluntary nature of standards, the meaning of ISO specific tefms and

e to the

Vorld Trade Organization (WTO) principles in th& Technical Barriers to Trade (TBT) see wwwiliso.org/

hnology,

as been

versions

rmative

lce core

emoved,

written.

In particular, (1) pack IRIs have been defined in this clause rather than in an annex, (2) a new
subclause, "Resolving relative references”, has been added; (3) part Relationships parts and
package Relationships parts have been distinguished; (4) base IRIs have been clearly defined; and

(5) handling of non-ASCII characters in part names has been clarified on the basis of RFC 3

987.

— The option for media type to be an empty string has been removed, as this conflicts with the

definition of media type in RFC 2046 and the existing regular expression defined in the
referenced by C.2.

© ISO/IEC 2021 - All rights reserved
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Alist of pll parts in the ISO/IEC 29500 series cambe found on the ISO and IEC websites.

Any feedback or questions on this documentshould be directed to the user’s national standards body.
completk listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/nationz
-commiftees.

Vi

Clause 7 (Physical package model, Clause 9 in the previous edition) has been slightly revised.
Interleaving has been introduced before logical item names. Percent-encoding and un-percent
encoding of non-ASCII characters have been explicitly introduced in 7.3.4 and 7.3.5.

Clause 8 (Core properties, Clause 10 in the previous edition) has been rewritten by using prose and
schemas rather than diagrams.

Clause 10 (Digital signatures, Clause 12 in the previous edition) has been thoroughly revised. In
particular, this clause now makes clear a convention for the choice of algorithms for signature and
digest methods, which reflects the ongoing development of algorithms since the first edition of this
dociment.

Annex A has been made informative.

Thelnormative annex that defined pack IRIs (Annex B in the preceding editions) has been'dropped.
Pack IRIs are now defined in Clause 6.

Annex C and Annex D (Annexes D and E in the preceding editions) no longer défine schemas byt
refejrence externally defined schemas.

Guidlelines for meeting conformance requirements (Annex H in the preceding editions) have bee
dropped.

-

Requirements around streaming consumption have been dropped.

Wherever possible, requirements on programs have been rewritten as those on data.
Annex H has been added to depict an example package.

The|Index (Annex ] in the preceding editions) has been‘deleted.

Bibliiography has been added.

— >
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Introduction

ISO/IEC 29500 (all Parts) specifies a family of XML schemas, collectively called Office Open XML, which
define the XML vocabularies for word-processing, spreadsheet, and presentation documents, as well as
the packaging of documents that conform to these schemas.

The goal is to enable the implementation of the Office Open XML formats by the widest set of tools
and platforms, fostering interoperability across office productivity applications and line-of-business
systems, as well as to support and strengthen document archival and preservation, all in a way that is
flilly compatible with the existing corpus of Microsoft® Officel) documents.

This document includes two annexes (Annex C and Annex D) that refer to data files_proyided in
¢lectronic form.

The document representation formats defined by this document are different fromthe formatg defined
h the corresponding Part of ECMA-376:2006. Some of the differences are reflected in schema thanges,
ds shown in Annex G.

—

This fourth edition preserves all previous functionality and adds no new functionality.

1) Thisinformation is given for the convenience of users of this document and does not constitute an endorsement
by ISO or IEC of the product named. Equivalent products may be used if they can be shown to lead to the same
results.

© ISO/IEC 2021 - All rights reserved vii
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Document description and processing languages — Office

Open XML file formats —

Part 2:

Open packaging conventions

1 Scope

his document defines a set of conventions for packaging one or more interfelated byte
parts) as a single resource (package). These conventions are applicable mot only to Offi
ML specifications as described in ISO/IEC 29500-1 and ISO/IEC 29500-4, ‘but also to other
pecifications.

<~ =

Normative references

[ NS]

o O

ndated references, the latest edition of the referenced décument (including any amendments)

NSI/INCITS 4-1986 [R2017] - Information Systems*Coded Character Sets - 7-Bit American

017

v w]

IPS 186-4, Digital Signature Standard (DSS), National Institute of Standards and Techno
epartment of Commerce, July 2013

—_—

50/1EC 29500-3, Information technology — Document description and processing languages
pen XML File Formats — Part 3: Markup Compatibility and Extensibility

o

b~

irectory: Public-key and attribute certificate frameworks

et

50 15836-1, Information and documentation — The Dublin Core metadata element set — Par
lements

Q

)

roperties and-classes

owl

FC 2046, "Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types, The Internet

=z

streams
ce Open
markup

he following documents are referred to in the text in such a~way that some or all of their| content
onstitutes requirements of this document. For dated references, only the edition cited applies. For

applies.

Wational

A
Standard Code For Information Interchange (7-Bit ASCII), American National Standards Institute (ANSI).
2

logy, US

— Office

50/1EC 9594-8/ITU-T Rec. X.509, Information technology — Open systems interconnection — Payt 8: The

t 1: Core

50 15836-2, hiformation and documentation — The Dublin Core metadata element set — Part|2: DCMI

Society,
D46

ovember 1996, N. Freed and N. Borenstein. Available at https://www.rfc-editor.org/info/rfc2

ol

|
Y B W)

Q
N

00F Jlnifomn Docogimag Jd ot i o (JTTIDT), (o axer o Coond oy Thaolao £ C Qi oy DNNL
OO, O orTit nesource 1ucuuj 1TCT (O} OCireric u)/lu,uz\, rHehternet .Juk.lct._y, Jauual Yy ZO0U0J3

Lee, T, R. F1e1d1ng, and L. Masinter. Available at https://www.rfc-editor.org/info/rfc3986

Il

berners-

RFC 3987, Internationalized Resource Identifiers (IRIs), The Internet Society, January 2005, Duerst, M.

and M. Suignard. Available at https://www.rfc-editor.org/info/rfc3987

RFC 5234, Augmented BNF for Syntax Specifications: ABNF, The Internet Society, January 2008, D.
and P.Overell, (editors). Available at https://www.rfc-editor.org/info/rfc5234

RFC 6931, Additional XML Security Uniform Resource Identifiers (URIs), The Internet Society, Ap
D. Eastlake 34, Available at https://www.rfc-editor.org/info/rfc6931
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RFC 7231, Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content, The Internet Society, June
2014, R. Fielding and ]. Reschke. Available at https://www.rfc-editor.org/info/rfc7231

Unicode, The Unicode Standard, The Unicode Consortium. Available at http://www.unicode.org/
standard/standard.html

The XML 1.0 specification, Extensible Markup Language (XML) 1.0, Fourth Edition. World Wide Web
Consortium, 2006, Tim Bray, Jean Paoli, Eve Maler, C. M. Sperberg-McQueen, and Francois Yergeau
(editors). Available at http://www.w3.org/TR/2006/REC-xml-20060816/%)

XML Nafnespaces, Namespaces in . 1T 1tion], 8 December . Wor 1de Web Consortiunp,
Tim Bray, Dave Hollander, Andrew Layman, and Richard Tobin (editors). Available at http://www.wB

.org/TRY2009/REC-xml-names-20091208/

XML Base, XML Base (Second Edition), World Wide Web Consortium, 28 January 2009. Jonathan Marsh
and Riclard Tobin (editors). Available at https://www.w3.org/TR/2009/REC-xmlbase-20090128/

lon

W3C XML Schema Structures, XML Schema Part 1: Structures (Second Edition),"World Wide We
Consortjum, 28 October 2004, Henry Thompson, David Beech, Murray Maloney,and Noah Mendelsoh
(editors). Available at https://www.w3.org/TR/xmlschema-1/

=}

lon

W3C XML Schema Datatypes, XML Schema Part 2: Datatypes (SecondCEdition), World Wide We
Consortjum, 28 October 2004, Paul Biron and Ashok Malhotra (editors) Available at https://www.wj|
.org/TR}xmlschema-2/

(o)

1

XML-Sighature Syntax and Processing, World Wide Web Consortiufm,12 February 2002, Donald Eastlake,
Joseph Reagle and David Solo (editors). Available at http://www.w3.org/TR/2002/REC-xmldsig-corie
-200202012/

ZIP Apphote, ZIP File Format Specification Version 6.2.0,PKWARE Inc., 2004. Available at http://wwH
.pkwarelcom/documents/APPNOTE/APPNOTE_6.2.0.£Xt

1<

3 Teyms and definitions
For the purposes of this document, the fgllowing terms and definitions apply.

[SO and [[EC maintain terminological databases for use in standardization at the following addresses:

— ISOPnline browsing platfoxm:available at https://www.iso.org/obp

— IECElectropedia: available at http://www.electropedia.org/

3.1 Basics

3.1.1
byte
sequenck of8 bits treated as a unit

3.1.2
stream
linearly ordered sequence of bytes (3.1.1)

2) A further correction of the normative reference to XML to refer to the 5th Edition will be necessary when the
related Reference Specifications to which this document also makes normative reference, and which also depend
upon XML, such as XML Namespaces and XML Base, are all aligned with the 5th Edition.

2 © ISO/IEC 2021 - All rights reserved
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3.2 Abstract package model

3.2.1
part
stream (3.1.2) with a name, a MIME media type and associated common properties

3.2.2
abstract package
logical entity that holds a collection of parts (3.2.1) and relationships (3.2.3)

ackage relationship (3.2.4) or part relationship (3.2.5)

2.4
ackage relationship
nnection from a package to a specific part (3.2.1) in the same package, or to.an external resofirce

2.5
art relationship
nnection from a part (3.2.1) in a package to another part in the(same package, or to an pxternal

solute IRI for specifying the role of\a.relationship (3.2.3)

.29
elationships part
art (3.2.1) containing an XMl representation of relationships (3.2.3)

.2.10
bstract package model
stract model that\défines abstract packages (3.2.2)

sjuggested\mumber of bytes (3.1.1) to reserve for a part (3.2.1) to grow in place

2,12

ack scheme
URI scheme that allows IRIs to be used as a uniform mechanism for addressing parts (3.2.1) within a
package

3.2.13
packIRI
IRI that conforms to the pack scheme (3.2.12)

3.2.14
part name
string that uniquely identifies a part (3.2.1) within a package

© ISO/IEC 2021 - All rights reserved 3
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3.2.15

relationship identifier

string that consists of XML name characters and uniquely identifies a relationship (3.2.3) among those
from the same source (3.2.6)

3.2.16
target mode
mode of resolution of relative references to targets (3.2.7)

3.2.17
I18N segment
Unicode|string in a part name (3.2.14)

Note 1 t¢ entry: The constraints on the value of the Unicode string shall be stated when the ternmjs.tsed in
6.2.2.2.,

3.3 Physical package model

3.3.1
physical format
specific ffile format, or other persistence or transport mechanism

3.3.2
physicall package
result of mapping an abstract package (3.2.2) to a physical format(3.3.1)

3.3.3
physical package model

pair of 4 physical format (3.3.1) and a mapping betweent‘the abstract package model (3.2.10) and thg
physical format

[

3.34
piece
portion pf a part (3.2.1)

3.3.5
logical jtem
non-intdrleaved part (3.2.1), non-interleaved Media Types stream (3.3.12), piece (3.3.4) of an interleavefd
part, or piece of an interleaved Media Types stream

3.3.6
physicall package item
atomic get of data in a,physical package (3.3.2)

3.3.7
ZIP ite
atomic'{et of datain a ZIP file (3.3.8) that becomes a file when the archive is uncompressed

3.3.8
ZIP file
file as defined in the ZIP Appnote

3.3.9

simple ordering

defined ordering for laying out the parts (3.2.1) in a package in which all the bits comprising each part
are stored contiguously

3.3.10

interleaved ordering

defined ordering for laying out the parts (3.2.1) in a package in which parts are broken into pieces
(3.3.4) and “mixed-in” with pieces from other parts

4 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=4a8f52f2954fbabb3c1736a5af361eb5

ISO/IEC 29500-2:2021(E)

3.3.11

ASCII case-insensitive matching

comparing a sequence of code points as if all ASCII code points in the range 0x41 to 0x5A (A to Z) were
mapped to the corresponding code points in the range 0x61 to 0x7A (a to z)

Note 1 to entry: The ASCII code points shall be as defined by ANSI/INCITS 4-1986.

3.3.12

Media Types stream
stream (3.1.2) in a physical package (3.3.2) representing an XML document that specifies the media type
f each part (3.2.1) in the package

.4 Digital signature and thumbnail

4.1

ignature policy
specification of what parts (3.2.1) and relationships (3.2.3) are included dn~a signature ahd what
dditional behaviors are required for generating and validating signatures

4.2
thumbnail
sjmall image that is a graphical representation of a part (3.2.1) orthe package as a whole

.5 Implementations

nd recommendations of this document

3.6 Core properties

j.6.1
ore property
roperty of a package

holll o]

4 Conformance

s

package is of confermance class OPC if it obeys all syntactic constraints specified in this docyment.

(QPC conformatice is purely syntactic.

5 Overview

This.document describes an abstract package model (Clause 6) and a physical package model ((lause 7)

f'\v Fho ticn AF VMI Tliondn ICA/IDC 1NCAE (cnn Dafaranon 71N 71D o d by wnlaryon £+ Lvlolo 1es
Ottt oSt OT 7 viS, ot Ot 100/ T G T O T O St CCr et e e 777411, anttoOtntr Aul\,vcuu, cCCrtl g

and specifications to organize the content and resources of a document within a package. The package
structure is intended to support the organization of constituent resources for various applications and
categories of content. An example package is shown in Annex H.

The abstract package model is a package abstraction that holds a collection of parts and relationships.
The parts are composed, processed, and persisted according to a set of rules. Parts can have
relationships to other parts or external resources, and the package as a whole can have relationships
to parts it contains or to external resources. Parts have MIME media types and are uniquely identified
using the well-defined naming rules provided in this document.

The physical package model defines the mapping of the components of the abstract package model to
the features of a specific physical format, namely a ZIP file.

© ISO/IEC 2021 - All rights reserved 5
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This document also describes other features, including core properties for package metadata, a
thumbnail for graphical representation of a package, and digital signatures of package contents.
This document relies on ISO/IEC 29500-3 to allow future extensions of OPC without introducing
compatibility problems.

This document specifies requirements for packages. Conformance requirements are identified
throughout this document. A formal conformance statement is given in Clause 4.

6 Abstract package model

6.1 General

[=]

This clquse introduces abstract packages in terms of parts (6.2) and relationships (6.5): It als
introduges the pack scheme (6.3.2).

The purpose of an abstract package is to aggregate constituent components of a dociiment (or othe
type of dontent) into a single object. For example, an abstract package holding a dogumeént with a pictur
can conffain an XML markup part representing the text of the document and anéther part representing
the pictire.

[T

An exanpple abstract package is shown in H.2.
6.2 Parts

6.2.1 [General

A partid analogous to a file in a file system or to a resour¢e on an HTTP server.
6.2.2 Partnames

6.2.2.1 | General

A part shall have a part name, which shall uniquely identify a part within an abstract package.

6.2.2.2 | Syntax

A part npme shall be a Unicode string that matches the following production rules in the ABNF synta|
defined jn RFC 5234:

<

part| name = 1*( Y/M~1isegment-nz )
isegpent-nz = <@dseQgment-nz, see RFC3987, Section 2.2>

—

and thaf further(satisfies the constraints listed below, where an 118N segment is a Unicode string thg
matcheq the non-terminal isegment-nz and percent-encoding represents a character by the percer
charactgr "% followed by two hexadecimal digits, as specified in RFC 3986:

[

— No I18N segments shall contain percent-encoded forward slash (“/”), or backward slash ("\")
characters.

— No I18N segments shall contain percent-encoded characters that match the non-terminal
iunreserved in RFC 3987.

«n

— No [18N segments shall end with a dot (“.”) character.
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The part name "/ rels/.rels" shall be reserved (6.5.2.2). Part names in which the second-to-last I18N
segment is equivalent to " re1s" and the final segment is equivalent to any string ending with ". re1s"
shall be reserved (6.5.2.3).

EXAMPLE1 The part name "/hello/world/doc.xml" contains three path segments, namely, "hello",
"world", and "doc.xml".

EXAMPLE 2 The part name "/&" contains a path segment "¢" where é is 'LATIN SMALL LETTER E WITH
ACUTE' (U+00E9).

directory of folde

a 3 ; and no
rs exists in the abstract package model.

A package implementer is not required to support non-ASCIl part names, although-doing so is
recommended.

4.2.2.3 Part name equivalence and integrity in an abstract package

Hquivalence of part names shall be determined by ASCII case-insensitive,matching. Such matching
dompares a sequence of code points as if all ASCII code points in the‘range 0x41-0x5A (AHZ) were
mapped to the corresponding code points in the range 0x61-0x7A (a+Z),'See Reference [1].

The names of two different parts within an abstract package shall not be equivalent.

XAMPLE 1  If an abstract package contains a part named "/&% the name of another part in that| abstract
ackage cannot be "/a" or "/a".

y N[S]. A part name N1 is said to be derivable from another part name N2 if, for some string S, N1 is

B

P

Hor each part name N and string S, let the result of concatenating N, the forward slash, and S be|denoted
s

gquivalent to N2[S].

HXAMPLE 2  "/a/b"is derivable from "/a", wheréN is "/a" and S is "b".

The name of a part shall not be derivableffrom the name of another part.

ey

XAMPLE 3 Suppose that an abstragt package contains a part named "/segment1/segment2/../sdgmentn".
or it not to be derivable, other parts'in that abstract package cannot have names such as "/segment1”, "/

EGMENT1","/segmentl/segment2","/segmentl/SEGMENT2", or "/segmentl/segment2/../segmentn-1If.

(PN

his subclause further intrfoduces recommendations, so that Unicode Normalization Form C (NFC) and
nicode Normalization Form D (NFD) of part names do not cause part-name collisions. Note that some
mplementations of directory structures always apply NFD normalization.

— —, 3

he application 6 NFC or NFD normalization to the names of two different parts within an pbstract
ackage should'not yield equivalent strings.

o

[ an abstfact package contains a part named "/¢", where é is 'LATIN SMALL LETTER E' (U+0065)
bllowed-by 'COMBINING ACUTE ACCENT' (U+0301), the name of another part in that abstract|package
hould(not be "/¢", where é is 'LATIN SMALL LETTER E WITH ACUTE' (U+00E9), or "/£", where E is
LATIN CAPITAL LETTER E WITH ACUTE '(U+00C9).

~ ()

If an abstract package contains a part named "/4", where 4 is 'ANGSTROM SIGN' (U+212B), the name of
another part in that abstract package should not be "/A" where A is 'LATIN CAPITAL LETTER A WITH
RING ABOVE' (U+00C5) because U+212B and U+00C5 are normalized to the same character sequence.

A part name N1 is said to be weakly derivable from another part name N2 if, for some string S, the
result of applying NFC or NFD to N1 is equivalent to the result of applying NFC or NFD to N2[S].

EXAMPLE 4  Consider a part name "/&", where é is 'LATIN SMALL LETTER E WITH ACUTE' (U+00E9). Another
part name "/é&/a", where é is 'LATIN SMALL LETTER E' (U+0065) followed by 'COMBINING ACUTE ACCENT!
(U+0301) is weakly derivable from "/¢". Another part name "/£/a", where E is 'LATIN CAPITAL LETTER E'
(U+0045) followed by 'COMBINING ACUTE ACCENT' (U+0301) is also weakly derivable.

© ISO/IEC 2021 - All rights reserved 7
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The name of a part should not be weakly derivable from the name of another part.

Suppose that an abstract package contains a part named "/&/4/foo", where é is 'LATIN SMALL LETTER E
WITH ACUTE' (U+00E9) and 4 is 'ANGSTROM SIGN' (U+212B). For it not to be weakly derivable, no other
parts in that abstract package should have names such as "/£" and "/£/4", where E is 'LATIN CAPITAL
LETTER E' (U+0045) followed by 'COMBINING ACUTE ACCENT' (U+0301) and A is 'LATIN CAPITAL
LETTER A WITH RING ABOVE' (U+00C5).

6.2.3 Media types

Each paft shall have a MIME media type, as defined in RFC 2046, to identify the type of content in_th4
part, consisting of a top-level media type and a subtype, optionally qualified by a set of parameters.
Media types of OPC-specific parts defined in this document shall not contain parameters.

(s

Media types for parts defined in this document are listed in Annex E.

6.2.4 [Growth hint

A part mjay have a growth hint.

—_—

Sometinpes a part in a physical package is modified and needs to beconie targer. For some physicg
formats| creating a new physical package that contains the larger part.is*an expensive operation. T|
allow the part to grow in place, moving as few bytes as possible, the growth hint may be used to resery
space in|Ja mapping to a particular physical format.

D O

6.2.5 XML usage

XML conptent in parts and streams defined in this document (specifically, the Media Types stream, thie
Core Prgperties part, Digital Signature XML Signature parts, and Relationships parts) shall conform tp
the following:

a) XMI. content shall be encoded using eitheryUTF-8 or UTF-16. If any part includes an encodi
declaration, as defined in 4.3.3 of the XML"1.0 specification, that declaration shall not name aIr:E
encpding other than UTF-8 or UTF-16:

b) The|XML 1.0 specification allows for the usage of Document Type Definitions (DTDs), which enable
Denjial of Service attacks, typically through the use of an internal entity expansion technique. Als
mitigation for this potentialthreat, DTD declarations shall not be used in the XML markup definefd
in this document.

c) XMl documents shall conform to XML Namespaces.

d) XMI content shall'be schema-valid, as defined by W3C XML Schema Structures and W3C XM
Sch¢ma Datatypes, with respect to the corresponding XSD schema defined in Annex C. In particula
the [XML content shall not contain elements or attributes drawn from namespaces that are nd
explicitlyidefined in the corresponding XSD schema unless the XSD schema allows elements d
attrjbutes drawn from any namespace to be present in particular locations in the XML markup.

=~ =+ <% [

e) XML content shall not contain elements or attributes drawn from “xml” or “xsi” namespaces unless
they are explicitly defined in the XSD schema or by other means described in this document.

6.3 Partaddressing

6.3.1 General

This document provides the pack scheme as a way to use IRIs (RFC 3987) to reference part resources
inside a package.

8 © ISO/IEC 2021 - All rights reserved
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Schemes are represented in an IRI by the prefix before the colon. A well-known example is "http".
EXAMPLE An example of an IRI in the pack scheme is:

"pack://http%3c, ,www.openxmlformats.org,my.container/a/b/foo.xml"

The substring between the double slash and the first single slash represents an IRI in the http scheme
for a package, transformed to allow embedding within an IRI in the pack scheme.

References from outside of a package are absolute IRIs of the pack scheme, while those from inside are
relative IRIs which are resolved to absolute IRIs of this scheme

4.3.2 Pack scheme

This document defines a specific scheme used to refer to parts in a package: the pack’schem¢. An IRI
hat uses the pack scheme is called a pack IRI.

—

The syntax of pack IRIs is defined in EBNF (see RFC 5234) as follows:

pack IRI = "pack://" iauthority [ "/" | ipath ]
iauthority = *( iunreserved | sub-delims | pct-encoded )
ipath = 1*( "/" isegment )

isegment = 1*( ipchar )

ipchar = <ipchar, see [RFC3987], Section 2.2>
iunreserved = <iunreserved, see [RFC3987], Section 2.2>
sub-delims = <sub-delims, see [RFC3986], Section 2.2>
pct-encoded = <pct-encoded, see [RFC3986], Sectien/2.1>

The authority component (iauthority) contains an embedded IRI that points to a package. (§ee 6.3.4
br the procedure for transforming the IRI for the package to permit embedding in the pack IRI as the
duthority component.) The authority component(shall not reference a package embedded in|another
ackage.

-

¢

NOTE The definition of the authority component requires that the colon character (:) be escaped as %3c.
However, in the proposed registration of the‘pack scheme, an unescaped colon (;) character was mistakegnly used.
Due to this mistake, the provisional pack'scheme was registered by IANA as a historical scheme. The pack scheme
cpn be inspected in the IANA-maintained’registry of schemes (see Reference [8]).

—

he optional path component (ipath) identifies a particular part within the package. When the path
omponent is missing, the resource identified by the pack IRI is the package as a whole.

Q

pack IRI can have a query component (as specified in RFC 3986). A query component in a pdck IRI is
ot used when resolving the IRI to a part.

=5 s

pack IRI can have a fragment component (as specified in RFC 3986). If present, this fragment applies
b whatever resolirce the pack IRI identifies.

sl

sl

XAMPLESL )" Using the pack IRI to identify a part

2 3

he following IRI identifies the "/a/b/foo.xml" part within the
htep://www.openxml formats.org/my.container" package resource:

"pack://http%3c, ,www.openxmlformats.org,my.container/a/b/foo.xml"
EXAMPLE 2  Equivalent pack IRIs
The following pack IRIs are equivalent:

"pack://http%3c, ,www.openxmlformats.org,my.container"
"pack://http%3c, ,www.openxmlformats.org,my.container/"
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EXAMPLE 3 A pack IRI with percent-encoded characters

The following IRI identifies the "/c/d/bar.xm1" part within the
"http://myalias:pswr@www.my.com/containers.aspx?my.container" package:

"pack://http%3c, ,myalias$3cpswr$40www.my.com,containers.aspx%$3fmy.container/c/d/bar.

xml"

6.3.3 Resolving a pack IRI to a resource

Th f 11 3 ] atlo Lalll 2 'S 1 - IR+ Lozl 1 £)
e 0 \A4 llls alsUl ILIIIIT O1IIdIT UUT UoTU tu 1CovIve d lJCl\—l\ TINTTU AI1TCOoUUICGC LClLllCl d PQLI\QSC vl d l.lal L}.

a)

b)

‘)
d)

e)

f)
g)

EXAMPLE Resolving a pack IRI to a resource

Given thg pack IRI:

The components:

are converted to the package IRI:

and the pgath:

Thereforg, thisIRIrefers to a part named "/a/b/foo.xml" in the package at the following IRI:
"http:/ www.my.com/packages.aspx?my.packagem

"pack://http%3c, ,www.my.com, packages.aspx%3fmy.package/a/b/foo.xml"

"<aufphority>= http%3c,,www.my.com,packages.aspx3%3fmy.package"
"<pakh>= /a/b/foo.xml"

"http://www.my.com/padckages.aspx?my.package"

"/a/b/foo.xml"

Parse the pack IRI into the potential three components: scheme, authority, path, as well aslanfy
fragment identifier.

In the authority component, replace all commas (“,”) with forward slashes (“/”).
Un-percent-encode ASCII characters in the resulting authority component.

The|resultant authority component shall be a valid IRI for the package as a, whole. If it is not, thie
pack IRI is invalid.

If the path component is empty, the pack IRI resolves to the package as’a whole and the resolutiop
progess is complete.

A nqn-empty path component shall be a valid part name. If it ishot, the pack IRI is invalid.

The| pack IRI resolves to the part with this part name inthe package identified by the authority
component.

6.3.4 Composing a packIRI

The following algorithm shall be used to compose a pack IRI from the absolute IRI of an entire package
and a part name:

a)
b)

<)
d)

10

Remove the fragment identifier from the absolute package IR, if present.

«n

Percent-encode all percent signs (“%”), question marks (“?”), at signs (“@”), colons (“:") and commas
() in the package IRI.

Replace all forward slashes (“/”) with commas (“,”) in the resulting string.

Append the resulting string to the string "pack://".
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e) Append a forward slash (“/”) to the resulting string. The constructed string represents a pack IRI
with a blank path component.

f) Using this constructed string as a base IRl and the part name as a relative reference, apply the rules
defined in RFC 3986 for resolving relative references against the base IRI.

EXAMPLE Composing a pack IRI

Given the package IRI:

"http://www.my.com/packages,.aspx?my.package"

d the part name:

"/a/foo.xml"

—

he pack IRI is:

"pack://http%3c, ,www.my.com, packages.aspx%3fmy.package/a/foo.xmlY

4.3.5 Equivalence

—

wo pack IRIs shall be treated as equivalent if:

d) the scheme components are octet-by-octet identical after they are both converted to loywercase;
and

h) the IRIs, decoded as described in 6.3.3 from the authority components, are equivalent (the
equivalency rules by scheme), as specified in RFG:3986; and

d the path components are equivalent part nanies, as specified in 6.2.2.

NOTE In some scenarios, such as caching erGyriting parts to a package, it is necessary to determine if two
pack IRIs are equivalent without resolving them.

6.4 Resolving relative references

4.4.1 General

owl

elative references in parts’shall be resolved as specified in RFC 3986 (5 Reference Resolution), as
gxtended in RFC 3987A6.5 Relative IRI References).

—]

his document intreduces no changes to the resolution procedure, but Annex A introduces a syggested
dreprocessing method for generating relative references.

4.4.2 BaselRIs

This¢subclause defines a procedure for determining base IRIs for resolving relative references within
fdatts in packages.

NOTE RFC 3986, 5.1 Establishing a Base URI, provides four general methods, in order of precedence, for
establishing base IRIs for resolving relative references. The procedure in this subclause provides an OPC-specific
method corresponding to the second general method (RFC 3986, 5.1.2 Base URI from the Encapsulating Entity).

The base IRI depends on where that reference occurs within the package. This subclause covers the
case where a relative reference occurs in a part that is not a Relationships part. 6.5.2 covers the case
where a relative reference occurs in a Relationships part.

The base IRI shall be the pack IRI created from the IRI of the package and the name of the part within
which the relative reference occurs.

EXAMPLE
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Consider a part /a/b/foo.xml in a package located at

"http://www.mysite.com/my.package"

The base IRI is

"pack://http%3c, ,www.mysite.com,my.package/a/b/foo.xml"

6.4.3 Examples

6.4.3.1 | General

This subclause shows examples of resolving relative references. For each example, this subclaus
consideys three cases.

[}

Case 1: the base IRl is a pack IR],
"pack:/Jhttp%3c, ,www.mysite.com, my.package/a/b/foo.xml", which is constructed from an absolute
IRI of the package and a part name.

Case 2: the base IRI is a pack IR], "pack://http%3c, , www.mysite.com, my.packdgé/", which is createfd
from anjabsolute IRI of the package.

Case 3: fhe base IRI is the absolute IRI of the package, "nttp://wuw.mysike Jcom/my.package".

6.4.3.2 | Leading slash: "/b/bar.xm1"

Case 1: The base IRl is "pack://http%3c, , www.mysite.com, my. package/a/b/foo.xml".

~

Since this relative reference begins with the slash charactef;/the path component of the base IRI ("/a/y
foo.xml[) is ignored by the algorithm in 5.2.2 of RFC 3986. The scheme and authority of the resultin|
IRI are the same as those of the base pack IRI. Thus, the resulting IR is:

{5

"pack://http%3c, ,www.mysite.com,my.package/b/bar.xml"
Case 2: The base IRl is "pack://http%3c, ,wiw:mysite.com, my.package/".
Likewiseg, the path component of the baseIRI (/") is ignored. The rest is the same.
Case 3: The base IRl is "http: //wwwynysite.com/my.package".

Likewisg, the path componentofthe base IRI ("/my.package") is ignored. Thus, the resulting IRI is:

"http://www.mysite scom/b/bar.xml"

6.4.3.3 | No leadingéslash: "bar.xm1"

Case 1: The baseRI is "pack://http%3c, ,www.mysite.com, my.package/a/b/foo.xml".

T

Since thisrelative reference does not begin with the slash character, the path component of the base IR
["/a/b/f "\ ’Jhl‘] f]‘\')f r\F flnn ro]afnro rnFnrnnr‘o (" "] are mnrn‘nr] The morgn rnuf!no ln 5.7.

A o T EEA N WS A EeaUE £ Jorr o A L T

of RFC 3986 f1rst removes "foo.xml" from the path component of the base IRI, and emits "/a/b/bar.
«m1". Thus, the resulting IRI is:

"pack://http%3c, ,www.mysite.com,my.package/a/b/bar.xml"
Case 2: The base IRI is "pack://http%3c, ,www.mysite.com, my.package/".

Likewise, the path component of the base IRI ("/") and that of the relative reference ("var.xm1") are
merged. The merge routine emits "/bar.xml". Thus, the resulting IRI is:

"pack://http%3c, ,www.mysite.com,my.package/bar.xml"

Case 3: The base IRl is "nttp://www.mysite.com/my.package".
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Likewise, the path component of the base IRI ("/my.package") and that of the relative referenc

021(E)

e ("bar.

xm1") are merged. The merge routine first removes "my.package" from the path component of the base

IR, and emits "/par.xm1". Thus, the resulting IRI is:

"http://www.mysite.com/bar.xml"

6.4.3.4 Dotsegment: "./bar.xml"

Case 1: The base IRI is "pack://http%3c, ,www.mysite.com, my.package/a/b/foo.xml".

Asin 6.4.3.3, the merge routine removes "foo.xm1" from the path component of the base IRI;a
"Ya/b/./bar.xm1". But the remove_dot_segments routine in 5.2.4 of RFC 3986 removes "./1 ai
a/b/bar.xml". Thus, the resulting IRl is:

"pack://http%3c, ,www.mysite.com,my.package/a/b/bar.xml"

(Jase 2: The base IRl is "pack://http%3c, ,www.mysite.com, my.package/".

—

he merge routine emits "/ . /bar.xm1" but the remove_dot_segments routifie removes ". /" and
ar.xml". Thus, the resulting IRI is:

lox

"pack://http%3c, ,www.mysite.com,my.package/bar.xml"

(an)

ase 3: The base IRl is "http://www.mysite.com/my.package".

ikewise, the path component of the base IRI ("/my.package! ))and that of the relative reference
m1") are merged. The merge routine first removes "my.p&ckage" from the path component of
RI, and emits "/. /bar.xm1". But the remove_dot_segments routine removes ". /" and emits "/y
hus, the resulting IRI is:

_ — X =

"http://www.mysite.com/bar.xml"

§.4.3.5 Dotsegment: "../bar.xml"
(Jase 1: The base IRI is "pack: //http%3e, , www.mysite.com, my.package/a/b/foo.xml".

The merge routine emits "/a/b/AJd/bar.xml" but the remove_dot_segments routine remove
hus, the resulting IRI is:

—

"pack://http%3c, ,wywimysite.com,my.package/a/bar.xml"
(Jase 2: The base IRLis"pack://http%3c, ,www.mysite.com, my.package/".

The merge routit®’emits "/. . /bar.xm1", but the remove_dot_segments routine replaces "/ ..
hus, the resulting IRI is:

—

"packd/Yhttp%3c,,www.mysite.com,my.package/bar.xml"

(Jase3¥The base IRl is "http://www.mysite.com/my.package".

hd emits
nd emits

emits "/

(". /par.
the base

n
ar.xml .

5 b/.. .

" by "/".

]_ilzounico the nath camnonent of the haco IRT (" i) " and that af the relative roforaed
THEW TSGR epat— ot PR O EPASEI T | GRAEIaEmaca—ziaas) ettt Ot e etV e e e et

ce ("../

bar.xml") are merged. The merge routine first removes "my.package" from the path component of the

base IR], and emits "/ . . /bar.xml1". The remove_dot_segments routine replaces "/../" by "/" and
bar.xml". The resulting IRI is:

"http://www.mysite.com/bar.xml"
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6.5 Relationships

6.5.1 General

Parts may contain references to other parts in the package and to resources outside of the package.
These references are represented inside the referring part in ways that are specific to the media type of
the part, that is, in arbitrary markup or an application-defined encoding. This effectively hides the links
between parts from applications that do not understand the media types of the parts containing such
references.

This dogument introduces an indirect mechanism to describe references from parts to other parts\g
external resources, namely, relationships. Relationships represent connections from a source part g
source package to a target part or target resource. Relationships from parts are called part relationships,
while thpse from packages are called package relationships. Relationships make the connection’directly
discovetfable without looking at the part contents, so they are independent of content-sp€cific schema
and are guick to resolve.

- =

[72)

(s

There are two target modes to resolve relative references to targets. Resolution inythe internal targg
mode prjovides parts and that in the external target mode provides external resources.

=

Relationjships have relationship identifiers. These identifiers allow relationships to be distinguishe
from ong another. An identifier can also be used to associate the target ef a relationship with a specific
point inja source part (for example, to represent a hyperlink), by embedding the relationship identifig
at that pint.

—

A relatignship has a relationship type.

Relationjships are represented in XML in Relationships parts. If the package itself or any part in the
package|is the source of one or more relationships, therelis an associated Relationships part. This part
holds thle list of relationships for the source. The Relationships namespace and relationship types fa
parts defined in this document are listed in Annex E;

—

Relationships have a second important functioh:providing additional information about parts withoyt
modifying their content. Note that some seenarios require information to be attached to an existi
part without modifying that part, for example, because the part is encrypted and cannot be decrypterf
or becayse it is digitally signed and changing it would invalidate the signature.

6.5.2 Relationships part

6.5.2.1 | Relationships part

Media ']ype; "appditation/vnd.openxmlformats-package.relationships+xml"

Root Name-|"http://schemas.openxmlformats.org/package/2006/relationships”
space:

Each sef of relationships sharing a common source is represented by a Relationships part. There sha|l
be nore 3finhc]ﬁinc fram ortan Do]f)finnc]«ins nart

IO PO T O Ot oo It oo popot o

A Relationships part shall be either a package Relationships part (6.5.2.2) or a part Relationships part
(6.5.2.3).

6.5.2.2 Package Relationships part

A package Relationships part shall be a Relationships part containing package relationships and no
other relationships.

The name of a package Relationships part shallbe "/ re1ls/.re1s".
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When a relative reference occurs in a package Relationships part, the base IRI depends on the target
mode of the relationship. If the target mode is external, the base IRI shall be the absolute IRI of the
package. If the target mode is internal, the base IRI shall be the pack IRI created from the absolute IRI
of the package.

EXAMPLE Consider the package Relationships part for a package located at
"http://www.mysite.com/my.package".

If the target mode is external, the base IRI is

"http://www.mysite.com/my.package"

[—

the target mode is internal, the base IRI is

"pack://http%3c, ,www.mysite.com,my.package/"

4.5.2.3 Part Relationships part

oy

part Relationships part shall be a Relationships part containing pary relationships from the same
purce part and no other relationships.

(%)

=

he name of a part Relationships part shall be constructed from thesname of the source part by adding
rels" to the end of the last [18N segment and inserting an [18N segment “_rels” immediately before
he last [18N segment.

—

XAMPLE 1  If the source part name is "/foo", the part Relationships part name is "/ rels/fdo.rels".
onversely, if the name of a partis "/ rels/foo.rels", it isapart Relationships part for the source paft"/foo".
the source part name is "/foo/bar.xml", the part Relatienships part name is "/foo/ rels/bar.xnl.rels".
onversely, if the name of a partis "/foo/ rels/bar.kuil.rels", it is a part Relationships part for the source
art"/foo/bar.xml".

Vhen a relative reference occurs in a part Relationships part, the base IRI depends on the target mode
f the relationship. If the target mode is external, the base IRI shall be the absolute IRI of the package.
F the target mode is internal, the baseIRI shall be the pack IRI created from the absolute IRI of the
ackage and the source part name,

sl = =0 < kol NenliaNes|

XAMPLE 2 Consider a part Relationships part "/a/b/ rels/foo.xml.rels"in a package located af

"http://www.mysite.cemfny.package"

[—

the target mode is external, the base IRI is

"http://www.nysd#te.com/my.package"

f—

the target mgdes internal, the base IRI is

"packd/Yhttp%3c,,www.mysite.com,my.package/a/b/foo.xml"

€4.5.3\ ' Relationship markup

6.5.3.1 General

The content of a Relationships part shall be an XML document. After the removal of any extensions by
an MCE processor as specified in ISO/IEC 29500-3, a Relationships part shall be a schema-valid XML
document against opc-relationships.xsd (C.5). For this MCE processing, the markup configuration shall
be empty and the application configuration shall contain the Relationships namespace only.

The output document resulting from any MCE processing of the Relationships part shall not contain an
xml :base attribute, as specified by XML Base.

© ISO/IEC 2021 - All rights reserved 15
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6.5.3.2 Support for versioning and extensibility

Relationships parts may use the versioning and extensibility mechanisms defined in ISO/IEC 29500-3
to incorporate elements and attributes drawn from other XML namespaces.

6.5.3.3

Relationships element

A Rrelationships element is the root element of a Relationships part. It is the container for zero or more
Relationship elements. It has no attributes. The W3C XML Schema definition of this element’s content

model i

the comnlex tune o1 pa1 oo which is defined in the schema onc-relationshins xs
T — Sy g i

(C.5).

6.5.3.4

A Relat
package]

Relationship element

i onship element shall represent a relationship. The source of a relationship shall-be either
or part with which the Relationships part containing this relationship elementis associated

&)

Attfributes

Description Vs ()

2

Targetl

ode

This attribute specifies the target mode of a relationship.
This attribute is optional, and the default value is Interndi~

The possible values for this attribute are Internal and gxternal, as defined by the simpl¢
type ST TargetMode, which is defined in the schemia opc-relationships.xsd (C.5).

Target

This attribute specifies the target of a relationship.
This attribute is required.

If the value of the TargetMode attribute is>Internal, the Target attribute shall be a relaf
tive reference to a part. If the value ofithe TargetMode attribute is External, the Targef
attribute shall be a relative referenge or an absolute IRI. Base IRIs for resolving relative
references are defined in 6.4.

The range of values for this attribute shall be as defined by the xsd:anyURT simple typ¢
of W3C XML Schema Datatypes.

Type

This attribute specifies.the relationship type of a relationship.
This attribute is required.

Relationship types can be compared to determine whether two Relationship element$
are of the same-type. This comparison is conducted in the same way as when comparing
URIs thatidentify XML namespaces: the two URIs are treated as strings and considere:ﬁ
identicalif’and only if the strings have the same sequence of characters. The compariso

is case-sensitive, and no escaping is done or undone.

EXAMPLE 1

Type="http://schemas.openxmlformats.org/package/2006/relationships
digital-signature/signature"

The range of values for this attribute shall be as defined by the xsd:anyURT simple typ¢
of W3C XML Schema Datatypes.

Id

Tl dedoasl 4 ¥ 41 HoA | PRy £ ) los Tl 1 £l 2 dedoasl 4 1 Pl
T'IITS Al TUULT DPCLlllCD LIIT TUCTIILITITI Ul d 1 CldLlUllDlll}J. I'TIT vdiutT UT UIIT 1U dlll'TUULT Slid

be unique within the Relationships part.
This attribute is required.
EXAMPLE 2

Id="A5FFC797514BC"

The range of values for this attribute shall be as defined by the xsd: 1D simple type of W3C
XML Schema Datatypes.

The W3C XML Schema definition of this element’s content model is the complex type cT Relationship,
which is defined in the schema opc-relationships.xsd (C.5).

16
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6.5.4 Examples

6.5.4.1 Relationships part associated with the entire package

Consider a package located at "http://www.example.com/ex.opc". Suppose that the package contains
a Relationships part "/ rels/.re1s". This Relationships part is a package Relationships part, which is
associated with the entire package.

Also, suppose that the content of this package Relationships part is the XML document shown below:

<Relationships
xmlns="http://schemas.openxmlformats.org/package/2006/relationships">
<Relationship
Target="a.xml"
Id="IDI1"
Type="http://example.com/relTypeIntl"/>
<Relationship
Target="a.xml"
TargetMode="External"
Id="IDE1"
Type="http://example.com/relTypeExt1l"/>
</Relationships>

The two rRelationship elements in this package Relationships, part specify two relationshiips. The
spurce of each relationship is the package.

The first relationship:

1 ThetargetmodeisInternal (default). Thus, the baseIR]Iforresolving "a.xm1" is the pack IRI (|pack: //
http%3c, ,www.example.com,ex.opc") created from the IRI of the package ("http://www.qxample.
com/ex.opc").

+ Theresult of resolving "a.xm1" is "pack:/Znttps3c, , www.example.com, ex.opc/a.xml". The farget of
this relationship is thus the part "/a.xm1" in this package.

-+ The relationship type of this relationship is "http: //example.com/relTypeInt1".
—+ The identifier of this relationship is "IDI1".
The second relationship:

—+ The target mode is‘External. Thus, the base IRI for resolving "a.xm1" is the IRI ("nttg://www.
example.com/ex~opt") of the package.

-+ The target of this relationship is thus the resource at "http://www.example.com/a.xml".
-+ The relationship type of this relationship is "http://example.com/relTypeExt1".

—+ Thesidentifier of this relationship is "IDE1".

4.54.2 Relationships part associated with a part

Consider a package located at "http://www.example.com/ex.opc". Suppose that the package contains
a Relationships part "/foo/ rels/test.xml.rels". This Relationships partis a part Relationships part,
the source of which is a part "/foo/test.xml".

Also, suppose that the content of this part Relationships part is the XML document shown below:

<Relationships
xmlns="http://schemas.openxmlformats.org/package/2006/relationships">
<Relationship
Target="b.xml"
Id="1IDI2"
Type="http://example.com/relTypeInt2"/>
<Relationship
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Target="b.xml"

TargetMode="External"

Id="IDE2"
Type="http://example.com/relTypeExt2" />

</Relationships>

The two Relationship elements in this part Relationships part specify two relationships. The source of
each relationship is the part "/ foo/test.xm1".

The first relationship:

The sec

6.5.4.3

The Dig
package

EXAMPL

ARelati

The conn
partrela

EXAMPL

The

exar
com

The
targ

The
The

The

com

The
The
The

<Rel
Ty
di
Ta

mode of the first relationship 1s Internal (default). Thus, the base IRI ("pack://http%3c, , wwwl.
ple.com, ex.opc/foo/test.xml") is the pack IRI created from the IRI ("http://www.examplel.
ex.opc") of the package and the part name "/ foo/test.xml1".

result ofresohﬂng "b.xml" iS "pack://http$3c,,www.example.com, ex.opc/foorksx¥ml”. Thie
et of this relationship is thus the part "/foo/b.xm1" in this package.

relationship type of this relationship is "nttp: //example.com/relTypeInt2"
identifier of this relationship is "IDI2".
nd relationship:

mode of the second relationship is External. Thus, the base IRl iSthe IRI ("http://www.example|.
ex.opc") of the package.

target of this relationship is thus the resource at "nttps /%www.example.com/b.xm1".
relationship type of this relationship is "http://examnple.com/relTypeExt2".

identifier of this relationship is "IDE2".

Relationships parts related to digital signature markup

tal Signature Origin part (10.4.2) is*targeted by a package relationship, which is stored in thie
Relationships part, "/ rels/.rexs%

F 1

onship element representing’the package relationship to the Digital Signature Origin part:
btionship Id="rId4"
pe="http://schemag)openxmlformats.org/package/2006/relationships/

jital-signaturé&/erigin”
Fget="_xmlsigndtures/origin.sigs"/>

<)

ection from the Digital Signature Origin to the Digital Signature XML Signature part is represented by
Fionship,.which is stored in a part Relationships part,"/ xmlsignatures/ rels/origin.sigs.rels"

F 2

An XML document representing the content of "/ _xmlsignatures/ rels/origin.sigs.rels™

18

<Relationships
xmlns="http://schemas.openxmlformats.org/package/2006/relationships">
<Relationship

Target="sigl.xml"

Id="rIdl"

Type="http://schemas.openxmlformats.org/package/2006/relationships/
digital-signature/signature"/>

</Relationships>
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6.5.4.4 Relationships targeting external resources

Relationships can target resources outside the package at an absolute location and resources located
relative to the current location of the package. The following Relationships part specifies relationships
that connect a package or part to picl.jpg at an external absolute location, and to my_house.jpg at an
external location relative to the location of the package:

<Relationships
xmlns="http://schemas.openxmlformats.org/package/2006/relationships"
<Relationship
'T'::'v‘/j tModa—"Totr o1 N

Id="A9EFC627517BC"

Target="http://www.example.com/images/picl.jpg"

Type="http://www.example.com/external-resource"/>

<Relationship

TargetMode="External"

Id="A5EFC797514BC"

Target="images/my house.jpg"

Type="http://www.example.com/external-resource"/>
</Relationships>

4.5.4.5 Multiple relationships that have the same target

The following Relationships part contains two relationships,ceach using a unique 14 value. The
elationships share the same target, but have different relationship types.

—

<Relationships
xmlns="http://schemas.openxmlformats.org/package/2006/relationships">
<Relationship
Target="Signature.xml"
Id="A5FFC797514BC"
Type="http://schemas.openxmlformatiss org/package/2006/
relationships/digital-signature/signature" />
<Relationship
Target="Signature.xml"
Id="B5F32797CC4B7"
Type="http://www.examplecom/internal-resource"/>
</Relationships>

~y

1 Physical package meodel

7.1 General

This clause introduces a physical package model in terms of a physical format (such as the ZIP format)
and a mapping{fvom the abstract package model to this physical format. See Annex F for additional
discussion of physical package model design considerations.

This clause’further specifies general guidelines and common mechanisms for physical package models
nd defines a ZIP-based physical package model. The interleaving mechanism (see 7.2.4) i§ such a
mion mechanism.

An example physical package is described in H.3.
7.2 Physical mapping guidelines

7.2.1 Using features of physical formats

Many physical formats have features that partially match components in the abstract package model. A
mapping from the abstract package model to a physical format should take advantage of any similarities
in capabilities between the abstract package model and the physical format while using layers of
mapping to provide additional capabilities not inherently present in the physical format. For example,

© ISO/IEC 2021 - All rights reserved 19


https://standardsiso.com/api/?name=4a8f52f2954fbabb3c1736a5af361eb5

ISO/IEC 29500-2:2021(E)

some physical formats store parts as individual files in a file system, in which case, it is advantageous to
map many part names directly to corresponding physical file names.

7.2.2 Mapped components

A physical package model is required to represent packages, parts (including Relationships parts), part
names, and part media types, but is not required to represent a growth hint.

7.2.3 Mapping media types to parts

7.2.3.1 | General

A physidal format can have a native mechanism for associating media types with parts. Fofjexampl¢
the Contlent-Type field in the header of a MIME entity associates a media type with that MIMEentity. Fo
such a physical format, mappings from the abstract package model should use the native-mechanism.

-

—

For all ¢ther physical formats, the package shall include an XML stream that is referred to in this
documept as the Media Types stream. The Media Types stream shall not representa part. This stream
shall nof be URI-addressable. However, it may be interleaved in the physical‘\package using the same
mechan]sms used for interleaving parts.

7.2.3.2 | Media Types stream markup

7.2.3.2.1 General

The content of the Media Types stream shall be a schema-validXML document against opc-contentTypes.
xsd (C.Z). This XML document shall have a top-level Tyges element, and one or more pefault anfd
overridf child elements. pefault elements shall define default mappings from the extensions of part
names tp media types. override elements shall specify media types on parts that are not covered by,
or are npt consistent with, the default mappings. Note that pefault elements can be used to reduce thie
number|of override elements on a part.

<<

For all pprts of the package other than Relationships parts (6.5.2), the Media Types stream shall specif
either:

— onefmatching pefault element,or

— onefmatching override element, or

— botlh a matching pefault element and a matching override element, in which case, the override
element takes preeedence.

There shall not be nore than one pefault element for any given extension, and there shall not be morje
than ong overrideelement for any given part name.

The ordér of pefault and override elements in the Media Types stream shall not be significant.

7.2.3.2.2 Support for versioning and extensibility

The Media Types stream shall not use the versioning and extensibility mechanisms defined in
ISO/IEC 29500-3.

7.2.3.2.3 Types element
A Types element shall be the root element of the XML document contained in the Media Types stream.

This element shall have no attributes.
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The W3C XML Schema definition of this element’s content model is the complex type cT_Types, which is
defined in the schema opc-contentTypes.xsd (C.2).

7.2.3.2.4

Default element

A pefault element shall specify the default mappings from the extensions of part names to media types.

Attributes Description
Extension This attribute specifies a string as a file extension.
This attribute is required.
A Default element shall match any part whose name ends with a period (") followed by
the value of this attribute.
The possible values for this attribute are defined by the simple type ST\ Extensidn, which
is defined in the schema opc-contentTypes.xsd (C.2).
ontentType This attribute specifies a media type using the syntax definedyin/RFC 7231, 3.1.1{1.
This attribute is required.
The specified media type shall apply to any matching parts (unless overridden by verride
elements).
The possible values for this attribute are defined by the simple type ST ContgntType,
which is defined in the schema opc-contentTPypes.xsd (C.2).
The W3C XML Schema definition of this element’s contentinedel is the complex type cT pefaullt, which
i$ defined in the schema opc-contentTypes.xsd (C.2).
71.2.3.2.5 override element
An override element shall specify a media type for a part that is not covered by, or is not cdnsistent
with, the default mappings.
Attributes ,.\bv Description
ontentType This attribute specifies a media type using the syntax defined in RFC 7231, 3.1.1|1.
This attribute is required.
The specified media type shall apply to the part named in the attribute partNamp.
The possible values for this attribute are defined by the simple type ST ContgntType,
which is defined in the schema opc-contentTypes.xsd (C.2).
PartName This attribute specifies a part name.

This attribute is required.

An override element shall match a part whose name is equal to the value of this attribute.

The range of values for this attribute shall be as defined by the xsd:anyURT sim
of W3C XML Schema Datatypes.

ple type

which is defined in the schema opc-contentTypes.xsd (C.2).

7.2.3.3 Media Types stream markup example

EXAMPLE

<Types

Media Types stream markup

xmlns="http://schemas.openxmlformats.org/package/2006/content-types">
<Default Extension="txt" ContentType="text/plain" />

<Default Extension="jpeg" ContentType="image/jpeg" />

<Default Extension="picture" ContentType="image/gif" />

<Override PartName="/a/b/sampled.picture" ContentType="image/jpeg" />

© ISO/IEC 2021 - All rights reserved
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</Types>

The Types element is a container for media types used within the package.

The following is a sample list of parts and their corresponding media types as defined by the Media Types stream
markup above.

Part name Media type

/a/b/samplel.txt text/plain

/fa/h/sample? jng image/ipeg

/a/b/sample3.picture image/gif

/a/b/sample4.picture image/jpeg
7.2.3.4 | Setting a part media type in the Media Types stream
When adlding a new part to a package, the package implementer shall ensure that a media type for thdt
partis specified in the Media Types stream. The package implementer shall perform the following steps
to do so
a) Get|the extension from the part name by taking the substring to the right of the rightmogt

occyirrence of the dot character (“.

b) Ifa
Typ

c) Con
Def
matj

d) Ifth
parf
inse
of R
1)

2)

e) If th

Ovel

7.2.3.5
To get tH

a) Con

“«n

) from the rightmost segment.

part name has no extension, a corresponding override elément shall be added to the Media
Ps stream.

pare the resulting extension with the values specified for the Extension attributes of the
ult elements in the Media Types stream. The comparison shall be ASCII case-insensitive
ching.

<

ere is a befault element with a matching Extgnsion attribute, then the media type of the ney
shall be compared with the value of the eantentType attribute. The comparison shall be casd
nsitive and include every character regardless of the role it plays in the content-type grammar
FC 7231.

If the media types match, no further action is required.

If the media types do not-thatch, a new override element shall be added to the Media Type
stream.

[72)

lere is no pefaultelement with a matching extension attribute, a new pefault element dr
ride element shallkbe added to the Media Types stream.

Determining a part media type from the Media Types stream
e media'type of a part, the package implementer shall perform the following steps:

pare the part name with the values specified for the partnName attribute of the override

ele

honte Tho comnaricanchall ha ASCII cacadincancitiva m’)ft‘]ﬁlng

Tt I S o pPa T o O oo D e o ot o E o SOty S e e eI

b) If there is an override element with a matching partname attribute, return the value of its
ContentType attribute. No further action is required.

c) Ifthereis no override element with a matching partName attribute, then

1y

22

get the extension from the part name by taking the substring to the right of the rightmost
occurrence of the dot character (“.”) from the rightmost segment;
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2) checkthe pefault elements of the Media Types stream, comparing the extension with t
of the Extension attribute. The comparison shall be ASCII case-insensitive matching.

he value

d) IfthereisapefaultelementwithamatchingExtension attribute, returnthe value ofits contentType

attribute. No further action is required.

NOTE Given a conformant package, either an Override element is found by step b) or a befault e
found by step c).

7.2.4 Interleaving

lement is

hen mapping an abstract package to a physical package, the data stream of a part or the Medlia Types

sfream may be broken into pieces. Each piece shall represent a data stream, which may be empt|
n later be joined together, forming the original stream, based on piece names, as spétified in

physical package may contain both interleaved parts and non-interleaved parts. Interleav
shall be parts broken into pieces. Non-interleaved parts shall be parts not broKen-into pieces.

ieces shall exist only in the physical package and shall not be addressable in the abstract
odel. Pieces shall occur in their natural piece-number order and may be interleaved with |
ther parts or with non-interleaved parts.

ecause of the performance benefits it provides, package impleménters should support interlea
re not required to do so.

Hor further discussion of performance benefits of interleaving see E.3.
71.2.5 Mapping part names to physical package item names

7.2.5.1 General

mapping from an abstract package to.a physical package shall use logical items as inteq
bjects in order to permit interleaving (7:2.4). If a part or the Media Types stream is interleav
iece constructed from it shall be a logical item; otherwise, the part or Media Types stream s
pgical item. See Figure 1.

=0 0O o

y. Pieces
7.2.5.2.

bd parts

package
bieces of

ving but

mediate
ed, each
hall be a
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Part names Logical item
(Public, case-insensitive) names
/foo.xaml lfoo.xaml

/bar.xaml /bar.xaml/[0].piece

\ /bar.xaml/[1].piece

/bar.xaml/[2].piece

/bar.xaml/[3].piece

Ibar.XAML/[4].last.piece

/[[ContentTypes].xml

Figure 1 — Mapping part names to logical item names

7.2.5.2 | Logical item names
Names df logical items shall be Unicode strings. The support of non-ASCII characters is not required.

If alogidal item is a piece, its name shall havessuffixes of the following syntax:

SuffikName = "/" "[" PieceNumber "]" [".last"] ".piece"
PieceNumber = "0" | NonZeroDigit [1*Digit]

Digit = "0" | NonZergDigit

NOHZefODigit = "1" | "2" | "3" | "4" | "5" | "6" | "7" | "8" | "9"

The prefix of a logical item mamie is the result of removing a suffix, if any, from the logical item name.

—_—

Equivalgnce of prefixes;and of suffixes shall be determined by ASCII case-insensitive matching. Logicg
names ghall be equivalént if their prefixes and suffixes are equivalent. A physical package shall ng
contain pquivalent logical item names.

(i

Logical ftem names that use suffix names shall form a complete sequence if and only if:

a) the prefix names of all logical item names in the sequence are equivalent; and

b) the suffix names of the sequence start with "/[0].piece" and end with "/[n].last.piece” and
include a piece for every piece number between 0 and n, without gaps, when the piece numbers are
interpreted as decimal integer values.

7.2.5.3 Mapping part names to logical item names

Names of non-interleaved parts shall be mapped to logical item names that have an equivalent prefix
and no suffix.

Names of interleaved parts shall be mapped to the complete sequence of logical item names with an
equivalent prefix.
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7.2.5.4 Mapping logical item names and physical package item names

The mapping of logical item names and physical package item names shall be specific to the particular

physical package.

7.2.5.5 Mapping logical item names to part names

Alogical item name without a suffix shall be mapped to a part name with an equivalent prefix, provided

that the prefix name conforms to the part name syntax.

f the logical item name having the suffix "/ [0] .piece", provided that the prefix name conforn
art name syntax.

hat cannot be mapped to a part name because the logical item name does not folow the part

A
(o
B
A physical package may contain logical item names and complete sequences of(lggical iten
t
grammar. Such logical items or complete sequences of logical items shall not be-mapped to part
H

item does not represent a part.

~1

.3 Mapping to a ZIP file

71.3.1 General

This document defines a mapping for the ZIP file format.

ary

ZIP file representing a physical package shall satisfy the requirements of Annex B and shou
he recommendations of Annex B.

Tt

hysical package items of ZIP files shall be ZIP items. Note that when users unzip a ZIP-based
hey see a set of files and folders that reflects the parts in the package and their hierarchical
tructure.

wn

Tlable 1 shows the various components of the abstract package model and their corresponding
representation in a ZIP file.

Table 1 — Abstractpackage model components and their physical representationis

complete sequence of logical item names shall be mapped to the part name that is equal to the prefix

s to the

l names
naming
S.

XAMPLE A logical item name "/ [trash]/0000.dat" cannot be mapped to-a part item. Thus, thiis logical

d follow

backage,
naming

physical

Abstract packag O Physical representation
model componen
Package ZIP file
Part ZIP item
Part name Stored in item header (and ZIP central directory as appropriate). See 7.3.4 foy conver-
sion rules.
Part media type Stored in the ZIP item containing the Media Types stream described in 7.2.3.2.See 7.3.7
for details about the ZIP item name
Growth hint Padding reserved in the ZIP Extra field in the local header that precedes the item. See
7.3.8 for a detailed description of the data structure.

7.3.2 Mapping part data

Each non-interleaved part shall be represented as a single ZIP item. Each piece of an interleaved part, as

described in 7.2.4, shall be represented as a single ZIP item.
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7.3.3 ZIP item names

ZIP item names shall conform to the ZIP Appnote. A mapping from an abstract package to a ZIP file shall
only use ASCII ZIP item names. ZIP item names shall be unique within a given ZIP file.

EXAMPLE The following ZIP item names in a ZIP file are mapped to part pieces and whole parts:

"spine.xml/[0] .piece"
"pages/pagel.xml"
"spine.xml/[1].piece"
"pages/pagel.xml"
"spihe.xml/[2].last.piece"
"paggs/page2.xml"

7.3.4 Mapping logical item names to ZIP item names

For eacH logical item, the process of mapping of logical item names to ZIP item names shall involve thie
followinfg steps, in order:

a) Renjove the leading forward slash (“/”) from the logical item name or, in thecase of interleavefd
parts, from each of the logical item names within the complete sequence.

b) Per¢ent-encode every non-ASCII character.

7.3.5 Mapping ZIP item names to logical item names

[

The nanjes of all ZIP items shall be mapped to logical item names,%except for items that do not represer
files.

NOTE For some file systems, the ZIP Appnote provides further information on ZIP items that are recognized
as files.

For eaclj ZIP item, the process of mapping of ZIP.itém names to logical item names shall involve thee
followinlg steps, in order:

a) Un-percent-encode every non-ASCII character.

b) Add)a forward slash (“/").

7.3.6 [IP package limitations

This dogument requires that'a’file header in the central directory structure within a ZIP file shall nqt
exceed 65 535 bytes (see’"FCentral directory structure" in the ZIP Appnote). Each file header containls
a zip it¢m name, Extfa)field (including bytes representing growth hint as specified in 6.2.4), File
Comment, and 42 more bytes representing miscellaneous fields.

Package| implementers should restrict part naming to accommodate file system limitations whe
naming partsite'be stored as ZIP items.

—

EXAMPL Examples of these limitations are:

— On MS Windows® file systems, the asterisk (“*”) is not supported, so parts named with this character do not
unzip successfully.

— On MS Windows® file systems, many programs can handle only file names that are less than 256 characters
including the full path; they cannot handle parts with longer names once the parts are unzipped.

ZIP-based packages shall not include encryption as described in the ZIP Appnote.

ZIP-based packages shall not use compression algorithms except DEFLATE, as described in the ZIP
Appnote.
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7.3.7 Mapping the Media Types stream

In ZIP files, the Media Types stream shall be stored in an item with the name "[Content Types].xm1"
or, in the interleaved case, in the complete sequence of ZIP items

n

"[Content_Types} .xml/[0] .piece", [Content Types] .xml/[1] .piece", very and

"[ContentiTypesJ .xml/ [n] .last.piece".

NOTE Bracket characters "[" and "]" were chosen for the Media Types stream name specifically because
these characters violate the part naming grammar, thus reinforcing the requirement that the ZIP item names
constructed from the Media Types stream are always distinguishable from those constructed from part names.

—

1.3.8 Mapping the growth hint

The additional space suggested by growth hintis stored in the Extra field, as defined inthe ZIP 4
Fthe growth hint is used for an interleaved part, the padding is stored in the Extra(field of the
epresenting the first piece of the part.

The format of the ZIP item's Extra field, when used for growth hints, is shown in Table 2.

Table 2 — Structure of the Extra field for grewth hints

\ppnote.
/1P item

—

hat describe them.are shown in Table 3:

Table 3 — Core properties

Field component Size &\VJ Value
{eader ID 2 bytes 0xA220
Length of Extra field 2 bytes The length ifi bytes of the remaining components of the
Extra field«Signature component length + Padding [nitial
Length component length + Padding component lerjgth
bignature (for verification) 2 bytes 0xA028
Padding Initial Length 2 bytes The'length in bytes of the Padding component set by a
package implementer when the item is created
Padding variable Filled with 0x00 bytes
8 Core properties
8.1 General
Users can associate core properties with packages. Such core properties enable users to get and [set well-
Known and common séts of property metadata to packages. The core properties and the specifications

Pro;\@§' Specification Description
ategony Open Packaging Conven- | A categorization of the content of this package.
tions
oBvfantCratic Opnan Paclaging Convny Thactatyc ofiha contant
efftentStatus OpenPackagingConven—Thestatusefthecontent:
tions
created DCMI Metadata Terms |Date of creation of the resource.
creator Dublin Core Metadata |An entity primarily responsible for making the content of the
Element Set resource.
description Dublin Core Metadata |An explanation of the content of the resource.
Element Set
identifier Dublin Core Metadata |An unambiguous reference to the resource within a given context.
Element Set
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Table 3 (continued)

Property Specification Description
keywords Open Packaging Conven- | A delimited set of keywords to support searching and indexing.
tions This is typically a list of terms that are not available elsewhere in
the properties.
language Dublin Core Metadata |The language of the intellectual content of the resource. Note

Element Set

that IETF RFC 3066 provides guidance on encoding to represent
languages.

lastModfredBy

ray D 1 . Yal
UlJCll rau\asuxg CUIIVCIT=
tions

Tl 1 o el 1 . o o Lanh} . | P o do
TITC USTT WITO PCTTOTIITCT CIIC 1aS T MMTOUTUITICA CIOIT: T 11T TUCITCITICAatToTT
1S env1r0nment—spec1f1c.

lastPrinted

Open Packaging Conven-
tions

The date and time of the last printing.

modified DCMI Metadata Terms |Date on which the resource was changed.
revision| Open Packaging Conven-|The revision number.
tions
subject Dublin Core Metadata |The topic of the content of the resource.
Element Set
title Dublin Core Metadata |The name given to the resource.
Element Set
version Open Packaging Conven- | The version number.

tions

8.2 Core Properties part

A package shall contain at most one Core Properties part,

A Core Froperties part within the package shall be réferenced by a core properties relationship froy
the paclage, as listed in Annex E. A package shall contain at most one core properties relationship.

The medlia type of a Core Properties part shallibe the Core Properties part media type, as defined iph

Annex E|

8.3 Core properties markup

8.3.1

The coptent of the Core) Properties part shall be a schema-valid XML document agains

General

opc-corgProperties.xsd.(€:3).

Unless specified otherwise, elements representing a Core Properties part shall be of the namespace als
n AnnexE\

defined

EXAMPLE

An example-of a Core Properties part is shown below.

-

(i

<coreProperties
xmlns="http://schemas.openxmlformats.org/package/2006/metadata/
core-properties"
xmlns:dcterms="http://purl.org/dc/terms/"
xmlns:dc="http://purl.org/dc/elements/1.1/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<dc:creator>Alan Shen</dc:creator>
<dcterms:created xsi:type="dcterms:W3CDTE">
2005-06-12
</dcterms:created>

<dc:title>OPC Core Properties</dc:title>
<dc:description>Spec defines the schema for OPC Core Properties and their location
within the package</dc:description>

28

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=4a8f52f2954fbabb3c1736a5af361eb5

ISO/IEC 29500-2:2021(E)

<dc:language>eng</dc:language>
<version>1.0</version>
<lastModifiedBy>Alan Shen</lastModifiedBy>
<dcterms:modified xsi:type="dcterms:W3CDTF">2005-11-23</dcterms:modified>
<contentStatus>Reviewed</contentStatus>
<category>Specification</category>

</coreProperties>

In this example dc:creator, dcterms:created, dc:title, dc:description, dc:language, version, lastModifiedBy,
dcterms:modified, contentStatus, and category are core property elements.

o0

D o

=]

=

Q=

T

.3.2 Support for versioning and extensibility

Core Properties part shall not contain elements or attributes of the Markup Compatibility na
s defined in ISO/IEC 29500-3.

mnespace

OTE Versioning and extensibility functionality is accomplished by creating & new part and using a
elationship with a new type to point from the Core Properties part to the new _part. This docunjent does
ot provide any requirements or guidelines for new parts or relationship types_that are used to exflend core

roperties. ISO/IEC TR 30114-1 (see Reference [4]) provides such a guideline.

3.3 coreProperties element
coreProperties element is the root element of a Core Properties-part.
his element shall have no attributes.

hildren of this element shall be core property elements,as defined in 8.3.4.

he content of this element is defined by the complex type cT _coreproperties, which is defingd in the

chema opc-coreProperties.xsd (C.3).
.3.4 Core property elements

.3.4.1 General

ore property elements shall be ‘elements representing core properties. Core property elements are

on-repeatable. They can beempty or omitted.

.3.4.2 Core property elements as defined by ISO 15836-1

his document allows creator, description, identifier, language, subject, and title elements as

ore property elements. If any of these elements are included, they shall be as specified by ISO

OTE These elements belong to the namespace "http://purl.org/dc/elements/1.1/"

[5836-1.

hese.eléements shall not have child elements and shall not have the xsi:type attribute or the jm1:1ang

jttribute.
AAMFPLE

The example in 8.3.1 contains four elements from ISO 15836-1.

<dc:creator>Alan Shen</dc:creator>
<dc:title>OPC Core Properties</dc:title>
<dc:description>Spec defines the schema for OPC Core Properties and their locati

within the package</dc:description>

<dc:language>eng</dc:language>
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8.3.4.3 Core property elements as defined by ISO 15836-2

This document allows created and modified elements as core property elements. If either or both of
these elements are included, they shall be as specified by ISO 15836-2.

NOTE These elements belong to the namespace "http://purl.org/dc/terms/".

This document introduces further requirements. These elements shall not have child elements and
shall not have the =xm1:1ang attribute. These elements shall have the xsi:type attribute whose value
is "dcterms:w3cDTE" (see Reference [2]) and dcterms shall be declared as the prefix of the Dublin Core
namespfice "http://purl.org/dc/terms/".

EXAMPL
The example in 8.3.1 contains two elements from DCMI Metadata Terms.

<dctprms:created xsi:type="dcterms:W3CDTF">2005-06-12</dcterms:created>
<dctprms:modified xsi:type="dcterms:W3CDTF">2005-11-23</dcterms:modified&

8.3.4.4 | Core property elements defined in this document

8.3.4.4.1 categoryelement
A categ¢ry element specifies the category of the content of the package:

» o« » o«

This element can have values such as “Resume”, “Letter”, “Financia) Forecast”, “Proposal”, and “Technic4l
Presentation”. This element shall have no attributes.

The content of this element is defined by the xsd:string simple type.
The W3({ XML Schema definition of this element is in tlie schema opc-coreProperties.xsd (C.3).
EXAMPLE

A categofy element is in the example in 8.3.1.

<catpgory>Specification</categoryg>

8.3.4.4.2 contentStatus element
A conteftstatus element specifies the status of the content of the package.

» o«

This elegment can have yalues such as “Draft”, “Reviewed”, and “Final”. This element shall have np
attributes.

The confent of this‘element is defined by the xsd:string simple type.
The W3({ XML Schema definition of this element is in the schema opc-coreProperties.xsd (C.3).

EXAMPLE

The example in 8.3.1 contains

<contentStatus>Reviewed</contentStatus>

8.3.4.4.3 keywords element

A xeywords element specifies the keywords for the content of the package.
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A kxeywords element shall have an optional attribute xml:1ang, as defined by XML 1.0. A keywords
element has a mixed content model such that each keyword can be wrapped by a value element having

an xml : lang attribute individually.

EXAMPLE The following instance of the keywords element has keywords in English (Canada), English (U.S.),

and French (France):

<keywords xml:lang="en-Us">
color
<value xml:lang="en-CA">colour</value>
<value xml:lang="fr-FR">couleur</value>

</keywords>

—

he W3C XML Schema definition of this element's content model in the complex type\CT x
Uhich is defined in the schema opc-coreProperties.xsd (C.3).

<

8.3.4.4.4 value element

value element specifies a keyword for the content of the package.

o .

value element shall have an optional attribute xm1: 1ang, as defined by the XML 1.0 specificat

— 3

5 defined in the schema opc-coreProperties.xsd (C.3).

8.3.4.4.5 1lastModifiedBy element

A 1astModifiedBy element specifies who modified the.content of the package.

HXAMPLE1 A name, email address, or employee ID.

This element shall have no attributes.

The content of this element is defined bythe xsd:string simple type.

The W3C XML Schema definition of this element is the schema opc-coreProperties.xsd (C.3).

HXAMPLE 2  The example in 8.3.1 contains

<lastModifiedBy>AlangShén</lastModifiedBy>

8.3.4.4.6 1astpPrinted'element

A 1astPrinted element specifies when the content of the package was printed last time.
This element stiall have no attributes.

The contefit of this element is defined by the xsd:dateTime simple type.

The W3€ XML Schema definition of this element is the schema opc-coreProperties.xsd (C.3).

Eywords,

on.

he W3C XML Schema definition of this element's content model is\the complex type cT keyworld, which

XAMPLE1 The examplein 8.3.1 contains

<lastPrinted>2017-01-01</lastPrinted>

EXAMPLE 2

<lastPrinted>2017-04-17T14:20:104+409:00</lastPrinted>

8.3.4.4.7 revisionelement
A revision element specifies the revision number of the content of the package.

This element shall have no attributes.
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The content of this element is defined by the xsd:string simple type.

The W3C XML Schema definition of this element is the schema opc-coreProperties.xsd (C.3).
EXAMPLE

<revision>4</revision>

8.3.4.4.8 versionelement

A versi¢mn ElUlllUllL DPELifiUb LhU 454 biUll Uf LhE CUOIILCIIU Uf L}IU de}\dgE.
This element shall have no attributes.
The content of this element is defined by the xsd:string simple type.

The W3¢ XML Schema definition of this element is the schema opc-coreProperties.xsd (G:3).
EXAMPLE

<vgrsion>1.0</version>

9 Thumbnails

Thumbnail parts shall be image parts identified by either a part relationship or a package relationship.
This relationship shall have a relationship type for Thumbnail patts; as defined in Annex E.

NOTE Thumbnail parts can be used to help end-users identifyparts of a package or a package as a whole.

10 Digital signatures

10.1 Ge¢neral

A package may include markup specifyingsthat parts of a package have been signed. This clause
describgs how OPC applies the W3C Recommendation “XML-Signature Syntax and Processing” in thie
construgtion of this markup.

10.2 Oyerview of OPC-specific restrictions and extensions to “XML-Signature Syntax and
Proces$ing”

Digital gignatures are. represented as separate OPC parts. In other words, digital signatures are
detachedl from the content to be signed.

This doqument intyoduces markup for specifying when a signature is created. This markup appears ip
an objegt elentent.

This doquinent introduces markup (10.5.8.2) and a transform algorithm (10.6) for flexibly defining thle
relationShipstobesigmed:

This document mandates the use of the Manifest elementas a child of an object element for enumerating
parts to be signed.

10.3 Choosing content to sign
It is assumed that there is a signature policy to determine which parts and relationships to sign.

This clause provides flexibility in defining the content to be signed, thus allowing other content to be
mutable. For further information on how to define which content is to be signed, see 10.5.6 and 10.5.8.2.
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10.4 Digital signature parts

10.4.1 General

Digital signatures in packages use the Digital Signature Origin part, Digital Signature XML Signature
parts, and Digital Signature Certificate parts. Relationship types and media types relating to the use
of digital signatures in packages are specified in Annex E. Note that an example relationship from the
Digital Signature Origin part to a Digital Signature XML Signature part is provided in 6.5.4.3.

Ligure2-showsa-signed-package-with-sighatureparts-signed-partsand-an%-509-ce atepart. The
gxample Digital Signature Origin part has relationships to two Digital Signature XML Signature parts,
gach containing a signature. The signatures relate to the signed parts.
4 ™
Digital Signature Digital Signature
XL Signature XL Signature |
Part Part J\um Syosc ian
Upl - [ Q\‘/ \ \\‘
Signed Part o
Pebm P A \ \ Signed Pan
Signed Part
. S

Figure 2 — A signed package

(o=

0.4.2 Digital Signature Origin part

he Digital Signature Origin part is the starting point for navigating through the signatures in a
ackage. No=zmore than one Digital Signature Origin part shall exist in a package and that part shall
e the target of a Digital Signature Origin relationship, as specified in Annex E, from the package. This
art shall'exist if the package contains any Digital Signature XML Signature parts, and shall be joptional
therwise. The content of the Digital Signature Origin part shall be empty.

olsoliioniolili—|

10.4.3 Digital Signature XML Signature part

A Digital Signature XML Signature part shall contain a signature, represented by digital signature
markup (see 10.5). Each Digital Signature XML Signature part shall be the target of a Digital Signature
relationship, as specified in Annex E, from the Digital Signature Origin part. A package may contain
more than one Digital Signature XML Signature part.

NOTE If future versions of this document specify distinct relationship types for revised signature parts,

packages would be able to contain different signature information for different versions. For reference validation
and signature validation it would be possible to choose the appropriate XML digital signatures.
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10.4.4 Digital Signature Certificate part

The content of a Digital Signature Certificate part shall be a digital certificate as defined in X.509.
The X.509 certificate used for signature validation can:

— be contained within a Digital Signature XML Signature part;

— form a separate Digital Signature Certificate part; or

—  be storedoutside the par‘]zagn

If the ceftificate is represented as a separate part within the package, that certificate shall be thetargg
of a Digifal Signature Certificate part relationship, as specified in Annex E, from the appropriate|Digitd
Signatuge XML Signature part. The part containing the certificate may be signed. The media‘type ¢
the Digifal Signature Certificate part and the relationship targeting it from the Digital Signature XM
Signature part are defined in Annex E. A Digital Signature Certificate part may be used-to’create mor
than onp signature. A Digital Signature Certificate part should be the target of atjleast one Digitz
Signatufe Certificate relationship from a Digital Signature XML Signature part.

— @O T = —

10.5 Digital signature markup

10.5.1 [General

[72)

The confent of a Digital Signature XML Signature part shall be,an. XML document. The requirement
specifiedl in 6.2.5 apply.

[

The content of each Digital Signature XML Signature part'shall be a schema-valid XML documer
against xmldsig-core-schema.xsd, as specified in the W3C Recommendation “XML-Signature Synta
and Professing”, and opc-digSig.xsd (see C.4). Algorithms shall be identified by URIs as shown in thi
W3C redommendation or RFC 6931.

[ZI

10.5.2 to 10.5.18 cover OPC-specific restrictions and extensions to “XML-Signature Syntax and
Processing”. Subclauses are provided for elements defined for OPC-specific use or for which OP[C
S
t

introduges restrictions. Elements defined in “XML-Signature Syntax and Processing” (such 4
x509Cerfificate) for which no subclause is provided below are allowed in OPC packages withoy
restriction.

OPC-spdcific elements belong to the namespace for Digital Signatures (see Table E.1). Their schemp
definitigns are reached via C&.

o

NOTE For a general exaniple of XML digital signature markup, see Section 2 of “XML-Signature Syntax an
Processing”. For a complete example of an OPC-specific digital signature, see 10.7.

10.5.2 Bupportfor versioning and extensibility

A Digitgl Sighature XML Signature part shall not contain elements or attributes of the Markup
Compatjbiity namespace as defined in ISO/IEC 29500-3.

10.5.3 signature element

This document introduces further requirements to those defined in 4.1 of “XML-Signature Syntax and
Processing”.

A signature element shall contain exactly one OPC-specific object element and zero or more
application-defined object elements.
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10.5.4 signedInfo element

This document introduces further requirements to those defined in 4.3 of “XML-Signature Syntax and

Processing”.

A signedinfo element shall contain exactly one reference element referencing an OPC-specific object
element. The signedinfo element may also contain one or more rReference elements referencing other

data objects.

08585 cCaoncnicalizationMethodelement

—

his document introduces further requirements to those defined in 4.3.1 of “XML-Signature Sy
rocessing”.

—

Hackages shall use only the following canonicalization methods:

- XML Canonicalization (c14n)

— XML Canonicalization with Comments (c14n with comments)

10.5.6 signatureMethod element

—

his document introduces further requirements to those defined:in 4.3.2 of “XML-Signature Sy
rocessing”.

—

A signatureMethod element should specify one of the following algorithms:

+ http://wwww3.org/2001/04/xmldsig-more#rsa*sha256

+ http:// www.w3.org/2001/04/xmldsig-more#rsa-sha384

—+ http://www.w3.org/2001/04/xmldsig-mere#rsa-sha512

+ http://www.w3.0rg/2001/04/xmldsig-more#ecdsa-sha256

+ http://www.w3.org/2001/04/xnildsig-more#ecdsa-sha384

1+ http://wwww3.0rg/2001/04/xmldsig-more#ecdsa-sha512

he key length of RSA SHAalgorithms shall be equal to or longer than 1 024 bits, and should b
han or equal to 2 048, bits. ECDSA algorithms shown in NIST SP 800-56A Rev. 3, Appendi
eference [6]), should,be used. The maximum target security strength should be greater than
b 128.

& 1t

—

his element‘should not specify

- httpwww.w3.org/2000/09/xmldsig#dsa-shal

- _‘http://www.w3.0rg/2000/09/xmldsig#rsa-shal

htax and

htax and

e longer
X D (see
or equal

— http://www.w3.0rg/2001/04/xmldsig-more#ecdsa-shal

This element may specify other algorithms.
10.5.7 Reference element

10.5.7.1 General

This document introduces further requirements to those defined in 4.3.3 of “XML-Signature Syntax and

Processing”.
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10.5.7.2 Reference element as a child of a signedinfo element

Reference elements within a signedinfo element shall reference elements only within the same
Signature element, and should reference an object element.

10.5.7.3 Reference element as a child of a Manifest element

Each reference element that is a child of a Manifest element shall only reference parts in the package.
The value of the ur1 attribute shall be a part name without a fragment identifier.

Referenges to package parts shall include the part media type as a query component. The syntax of thle
relative [reference is as follows:

/paggl.xml?ContentType=value
where vfilue is the (case-insensitive) media type of the targeted part.
EXAMPLE Part reference with query component

In the| following example, the media type 1is "application/vnd.op€mxiilformats-package|.
relatiohships+xml":

URI=|'"/ rels/document.xml.rels?ContentType=application/vnd.openxmlformats-package.
relatiopships+xml"

10.5.8 |Transform element

10.5.8.1 General

This dogument introduces further requirements to those defined in 4.3.3.4 of “XML-Signature Synta
and Progessing”.

<

One of the following transform algorithms shall be specified:
— XML Canonicalization (c14n)
— XMI Canonicalization with Comments' (c14n with comments)

— Reldtionships transform (OPC-specific)

10.5.8.4 Transform element representing a Relationships transform

A Transform element represents a Relationships transform if the value of its attribute A1gorithmis:

"http://schemas¥Openxmlformats.org/package/2006/RelationshipTransform"
Such a Tfansformelement shall:

— confajin‘ene or more RelationshipReference Or RelationshipsGroupReference elements;

— be a descendant element of a Manifest element;

— be followed by a Transform element specifying either XML Canonicalization (c14n) or XML
Canonicalization with Comments (c14n with comments).

A Relationships transform describes how the relationship elements from the Relationships part are
selected for signing. Only one Relationships transform shall be specified for a particular Relationships
part. For algorithm details, see 10.6.
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10.5.9 RelationshipReference element

021(E)

The rRelationshipReference element specifies which relationship element is signed, and shall only

occur as a child element of a Transform element representing a Relationships transform (10.5.8

element is OPC-specific.

.2). This

Attributes Description

SourceId (Reference to Relationship) |[The value of the 1d attribute of the referenced Relationship
within the given Relationships part.

element

This attribute is required.

(%)

The range of values for this attribute shall be as defined by theixsq: string
simple type of W3C XML Schema Datatypes.
The W3C XML Schema definition of this element’s content model is the.complex type cT_
RelationshipReference, Which is defined in the schema opc-digSig.xsd (C.2).
10.5.10 RelationshipsGroupReference element
The rRelationshipsGroupReference element specifies that the group ofRelationship elements with the

pecified value for the Type attribute is signed. This element shall-only occur as a child elenjent of a

given Relationships part.
This attribute is ¥équired.

The range of values for this attribute shall be as defined by the xsd|
simple type,of W3C XML Schema Datatypes.

Transform element representing a Relationships transform (10.5¢8.2). This element is OPC-speg¢ific.
Attributes ,.d Description
ourceType (Relationship Type) The value of the Type attribute of the Relationship elements wjthin the

:string

|

he W3C XML Schema definition ofCthis element’s content model is the complex t
RHelationshipsGroupReference, Whichfis defined in the schema opc-digSig.xsd (C.2).

10.5.11 pigestMethod element

This document introduces/further requirements to those defined in 4.3.3.5 of “XML-Signatur
and Processing”.

A pigestMethod elerent should specify one of the following algorithms:

—  http://ww@w.w3.0rg/2001/04/xmlenc#sha256

- http:/AvWww.w3.org/2001/04/xmldsig-more#sha384

- https//www.w3.org/2001/04/xmlenc#sha512

ype CT

e Syntax

ThiSelement should not specify:

— http:// www.w3.0rg/2000/09/xmldsig#shal

This element shall not specify:

— http://www.w3.0rg/2001/04/xmldsig-more#md5

This element may specify other algorithms.
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10.5.12 object element

10.5.12.1 General

This document introduces further requirements to those defined in 4.5 of “XML-Signature Syntax and
Processing”. An object element shall be either OPC-specific or application-defined.

10.5.12.2 OPC-specific object element

An OPCqspetific ob7ect elenent stratt TomtaiT a ManT Test elenernt f0Howed by @ STgnature Properticl
element| and no other elements. The 14 attribute of the OPC-specific object element shall be specified
and its alue shall be "idpackageobiject™.

10.5.12{3 Application-defined object element

An appljcation-defined object element specifies application-defined information. TheyTd attribute aof
the appljcation-defined object element shall be absent or have a value other than i dp4ckageobiect”.

Implem¢ntations should avoid values (such as "idofficeobject") that are in widespread use.

10.5.13Manifest element

This dofument introduces further requirements to those definediin 4.4 of “XML-Signature Synta
and Professing” only when a Manifest element occurs as a childwof an OPC-specific object element.
Referenfe elements in such a Manifest element shall satisfy requirements defined in 10.5.7.3.

>

10.5.14|signatureProperty element

This doqument introduces further requirements to those defined in 5.2 of “XML-Signature Syntax and
Processing” only when a signatureProperty elementis a child of a child signatureProperties elemerjt
of an OHC-specific Object element. Such a signatureProperty element shall specify the 14 attribute tp
have th¢ value "idsignatureTime", and shall contain a signatureTime element and no other elements.
The Tarpet attribute value of such a sighdtureProperty element shall be either empty or contain
fragment reference to the value of the 1d.attribute of the root signature element.

[s5)

10.5.15|signatureTime element

The sighatureTime element contains a claimed date/time stamp for the signature. This element is OP(
specific.

This element has no attributes.

The W3¢ XML Schema definition of this element’s content model is the complex type cT signatureTim¢,
which id defined\in the schema opc-digSig.xsd (C.2).

10.5.16|rormat element

The rFormat element specifies the format of the date/time stamp. This element is OPC-specific. The
date/time format shall conform to the syntax described in the W3C Note "Date and Time Formats" (see
Reference [2]).

This element has no attributes.

The W3C XML Schema definition of this element’s content model is sT Format, which is defined in the
schema opc-digSig.xsd (C.2).
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10.5.17 value element

The value element shall contain the value of the date/time stamp. This element is OPC-specific. The
value shall conform to the format specified in the Format element.

This element has no attributes.

The W3C XML Schema definition of this element’s content model is sT_value, which is defined in the
schema opc-digSig.xsd (C.2).

0.5.18 xprath element

he xpath element shall not be present. Note that the xpath element is only for XPath filtering, which is
isallowed in OPC.

0.6 Relationships transform algorithm

he Relationships transform takes the XML document from the specified”Relationships part and
transforms it to another XML document. This transform shall be supportéd.in generating and vglidating
signatures. Note that the output XML document is subsequently—canonicalized by the gpecified
nonicalization algorithm.

he Relationships transform shall have the following steps:

tep 1: Process versioning instructions

—_—

rocess the Relationships part as specified in ISO/IEE~29500-3, where the markup configuration is
mpty, and the application configuration contains the Relationships namespace only.

(o)

Step 2: Sort and select signed relationships

d) Remove all namespace declarations except the Relationships namespace declaration.
H) Remove the Relationships namespace prefix, if it is present.

d Sortrelationship elements byjid value in case-sensitive lexicographical order.

Keep only those rRelatienship elements which either have an 14 value that matches a qource1d
value of a RelationshilpReference element or have a Type value that matches a sourceType |value of
aRelationshipGroupReference element specified in the Relationships transform. Matching is ASCII
case-insensitive:

HXAMPLE Cousider a Relationships part

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<rlspgmReélationships xmlns:rlsps="http://schemas.openxmlformats.org/package/2006)/
rlelatiqonships" xmlns:foo="http://example.com/foo">
Srlsps:Relationship Id="rIde" Type="http://../relationships/footnotes"
Tlardet="footnotes.xml"/>
<rlsps:Relationship Id="rId8" Type="http://../relationships/header"
Target="headerl.xml™

<rlsps:Relationship Id="rId32" Type="http://../relationships/image" Target="media/
imagel.png"/>

<rlsps:Relationship Id="rId3" Type="http://../relationships/styles" Target="styles.
xml" />

<rlsps:Relationship Id="rId21" Type="http://../relationships/image" Target="media/
image2.jpeg"/>

<rlsps:Relationship Id="rId1l2" Type="http://../relationships/header"
Target="headerl.xml"/>
</rlsps:Relationships>

Given 1d="rIdé6" and Type="http://../relationships/image", Step 2 constructs

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Relationships xmlns="http://schemas.openxmlformats.org/package/2006/relationships">
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<Relationship Id="rId21" Type="http://../relationships/image" Target="media/image2.

jpeg"/>
<Relationship Id="rId32" Type="http://../relationships/image" Target="media/imagel.
pngn/>
<Relationship Id="rId6" Type="http://../relationships/footnotes" Target="footnotes.
xml" />
</Relationships>

Step 3: Prepare for canonicalization

a) Remove all text nodes and comments within the XML document.

b) If th
"Int

10.7 D

Digital §
used in
OPC-spe

There at
of its 1d
applicat

The OP
element
Referen
Referen
which i

Childrer

specify ¢btained digest values. Note that the first transform for the Relationships part is a Relationship

transfon

The sig
OPC-spe
canonic

The sig

certificate.

<Sig
<

e TargetMode attribute is missing from a Relationship element, add it with the default Valule
ernal”.

gital signature example

ignature markup for packages is illustrated in this example. For information about namespace
this example, see Annex E. Note that the namespace prefix “pds” refers to the namespace fq
cific elements in digital signatures.

=N Wn

e two object elements in this example. The first object element is OPC-specific since the value
attribute is "idrackageobject". The second object element (at the very end of this example) is
on-dependent since the value of its 14 attribute is not "idrPackageobject".

[-specific object element contains a Manifest element followed by a signaturePropertie
The mManifest element specifies a list of parts by itS{reference child elements. The firs
e element references a part "/document.xm1" via the)value of the urt attribute. The secon
e element references a Relationships part "/ rels¥document.xml.rels", the source part g
"/document . xml1".

—_ =t D

=}

of these rReference elements specify whieli*transform and digest method is used and als

v

m.

hedInfo element (at the beginning.ef this example) references the two object elements. Thie
cific object element including\its Manifest and signatureProperties child elements are
hlized and then signed. The application-defined object element is also signed.

naturevalue element gontains a signature, while the keyinfo element contains an X50P

hature Id="SignatwreId" xmlns="http://www.w3.0rg/2000/09/xmldsig#">
EignedInfo>
<CanonicakizationMethod Algorithm="http://www.w3.0rg/TR/2001/
REC-x%ml%-c14n-20010315"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal"/>
<Refiehefice
URI="#idPackageObject"
Type="http://www.w3.0rg/2000/09/xmldsig#Object">
<Transforms>

40

<Transform Algorithm="http://www.w3.0rg/TR/2001
REC-xml-c14n-20010315"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"”/>
<DigestValue>..</DigestValue>
</Reference>
<Reference
URI="#Application"
Type="http://www.w3.0rg/2000/09/xmldsig#0Object">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/
REC-xml-c14n-20010315"/>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
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<DigestValue>..</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>..</SignatureValue>

<KeyInfo>
<X509Data>
<X509Certificate>..</X509Certificate>
</X509Data>
</KeyInfo>

Obidect Td="idPackageObiject" xmlns-pds="http: schemas openxml formats org
dackage/2006/digital-signature
<Manifest>
<Reference URI="/document.xml?ContentType=application/
vnd.ms—-document+xml">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/
REC-xml-c14n-20010315"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>..</DigestValue>
</Reference>
<Reference
URI="/ rels/document.xml.rels?ContentType=appiication/
vnd.openxmlformats-package.relationships+xml">
<Transforms>
<Transform Algorithm="http://schemagopenxmlformats.org/
package/2006/RelationshipTransfonm">
<pds:RelationshipReference SowrceId="B1"/>
<pds:RelationshipReference SpourceId="Al"/>
<pds:RelationshipReferenc& \SourceId="A11"/>
<pds:RelationshipsGroupReference SourceType=
"http://schemas.example.com/required-resource" />
</Transform>
<Transform Algorithm={http://www.w3.0rg/TR/2001/
REC-xml-c14n-2001Q0815"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsigi#shal"/>
<DigestValue>..</DigestValue>
</Reference>
</Manifest>
<SignatureProperties>
<SignaturePreperty Id="idSignatureTime" Target="#SignatureId">
<pds:SighatureTime>
<pdswFormat>YYYY-MM-DDThh:mmTZD</pds:Format>
<pds:Value>2003-07-16T19:20+01:00</pds:Value>
</pds:SignatureTime>
</SlgratureProperty>
</SignatureProperties>
</0bjéet>
<Object Id="Application">.</Object>
</Signature>

10:8 ‘Generating signatures

Generation of digitally signed packages shall use reference generation and signature generation as
described in 3.1 of “XML-Signature Syntax and Processing”, with some modification for OPC-specific
constructs as specified in this subclause.

NOTE The steps below do not apply to the generation of signatures that contain application-defined object
elements.

The signature policy determines which parts and relationships to sign and the transforms and digest
methods that are applicable in each case.
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Reference generation:

a) For each part being signed, create a reference element following the steps in 3.1.1 of “XML-
Signature Syntax and Processing”.

b) Construct the OPC-specific object element containing a Manifest element with both the child
Reference elements obtained from the preceding step and a child signatureProperties element,
which, in turn, contains a child signatureTime element.

c) Create areference to the resulting OPC-specific object element following the steps in 3.1.1 of “XML-
Sigrfature Syntax and Processing .

Refereng¢e generation shall support the following digest algorithms:

— httg://www.w3.org/2001/04/xmlenc#sha256

— http://www.w3.0rg/2001/04/xmldsig-more#sha384
— httyg://www.w3.org/2001/04/xmlenc#sha512

Referen¢e generation should not support

—  httg://www.w3.0rg/2000/09/xmldsig#shal

Refereng¢e generation shall not support

— httg://www.w3.org/2001/04/xmldsig-more#md5

Referen¢e generation may support other algorithms.

Signature generation:

Follow the steps in 3.1.2 of “XML-Signature Syntax-aiid Processing”.
Signatufe generation shall support the following algorithms:

— httg://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256

— http:// www.w3.0rg/2001/04/xmldsig-more#rsa-sha384

—  htty://www.w3.org/2001/04/xmldsig-more#rsa-sha512
—  httyg://www.w3.org/2001 /04 /xmldsig-more#ecdsa-sha256

— httg://www.w3.orgf2001/04/xmldsig-more#ecdsa-sha384

— httg://wwww3d.6rg/2001/04/xmldsig-more#ecdsa-sha512

In the cdse of RSA'SHA algorithms, signature generation shall support key lengths greater than or equ4l
to 2 044. Itshould not support key lengths less than 2 048 bits and shall not support key lengths leg
than 1 OR4bits. In the case of ECDSA algorithms, signature generation should support the elliptic curve
defined mrFiPS186=4=asP-256,P-384;andP-521; butshould motsupport P-224-

wn wn

Signature generation should not support:
— http://www.w3.0rg/2000/09/xmldsig#dsa-shal
—  http://wwww3.0rg/2000/09/xmldsig#rsa-shal

— http://wwww3.0rg/2001/04/xmldsig-more#ecdsa-shal

Signature generation may support other algorithms.
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10.9 Validating signatures

Validation of digitally signed packages shall use reference validation and signature validation as
described in 3.2 of “XML-Signature Syntax and Processing”, with some modification for OPC-specific
constructs as specified in this subclause.

NOTE The steps below do not apply to the validation of signatures that contain application-defined 0bject
elements.

The certificate embedded in the xey1nfo element in the Digital Signature XML Signature part shall be
sedwhen 1t 1s specified.

HReference validation:

Hirst, validate the reference to the OPC-specific object element following the steps it 3.2.2 ¢f “XML-
jignature Syntax and Processing”.

econd, for each reference in the Manifest element:
d) validate the reference following the steps in 3.2.2 of “XML-Signature{Syritax and Processing”;

H) validate the media type of the referenced part against the media’'type specified in the reference
query component. References are invalid if these two values are different. The string comparison
shall be case-insensitive.

Heference validation shall support the following digest algdrithms:

- http://www.w3.0rg/2001/04/xmlenc#sha256

— http://www.w3.0rg/2001/04/xmldsig-more#skia384

- http://www.w3.0rg/2001/04/xmlenc#sha512

Heference validation shall not support

-~ http://www.w3.0rg/2001/04/xmldsig-more#md5

Reference validation may supportether algorithms including

- http://www.w3.org/2000/09/xmldsig#shal

Signature validation:
Hollow the steps in3:2.2 of “XML-Signature Syntax and Processing”.
Signature validation shall support the following algorithms specified by signatureMethod elements:

+ https/www.w3.org/2001/04/xmldsig-more#rsa-sha256

+ At¥p://www.w3.org/2001/04/xmldsig-more#rsa-sha384

Lo

al L L [a I laVaWa¥l 4L 1.1 - L 1 =40
— oty wwwiw s org/ 2001704/ XmMIuSTg-MoTeA# TSa=S a0 12

— http://wwww3.org/2001/04/xmldsig-more#ecdsa-sha256

— http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384

— http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha512

In the case of RSA SHA algorithms, signature validation shall support key lengths greater than or equal
to 2 048 bits. They shall not support key lengths less than 1 024 bits. They may support key lengths
greater than or equal to 1 024 bits and less than 2 048 bits. In the case of ECDSA algorithms, signature
validation shall support the elliptic curves defined in FIPS 186-4 as P-256, P-384, and P-521, but should
not support P-224.
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Signature validation may support other algorithms including:

— http://www.w3.0rg/2000/09/xmldsig#dsa-shal

— http://www.w3.0rg/2000/09/xmldsig#rsa-shal

— http://www.w3.0rg/2001/04/xmldsig-more#ecdsa-shal
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Annex A
(informative)

Preprocessing for generating relative references

r o b

narte Jlnicadn ctinge +hot S

{ are not

%)

= 0

wul

a ancac noelno n cltrinagc a qixaila 11
elativereferences-are-avalableforreferencingparts—Hnicodestringsthat-are-simiar-te-bu
trictly relative references are also used to reference parts. For example, "\a.xm1" is npt'a
eference since the backslash character is disallowed in RFC 3986 or RFC 3987.

ome implementations provide preprocessing of such Unicode strings to replace them with
eferences. This preprocessing can involve some of (but is not limited to) the following actions:

Percent-encode each open bracket (“[”) and close bracket (“]”).

Percent-encode each space character (U+0020).

relative

relative

Percent-encode each percent (“%”) character that is not followed by a hexadecimal notation of an

octet value.

Un-percent-encode each percent-encoded unreserved chavacter.
Un-percent-encode each forward slash (“/”) and backslash (“\").
Convert all back slashes to forward slashes.

0 «n

If present in a segment containing non-dot (“*} characters, remove trailing dot (“.”) charact
each segment.

ers from

- Replace each occurrence of multiple contsecutive forward slashes (“/”) with a single forwaid slash.
- Ifasingle trailing forward slash (/') is present, remove that trailing forward slash.
- Remove complete segments that consist of three or more dots.
xamples of Unicode strings,converted to relative references are shown below:
Unicode string Relative reference
/A B.xml /A%20B.xml
/%41/%61.xml /A/a.xml
/%25XY . xml /%25XY . xml
/%$XY . xml /%25XY . xml
/%2541 .xml /%2541 .xml
/%2e/%2e/a.xml /a.xml
\a.xml /a.xml
\%41.xml /A.xml
/%$D1%86.xml /%$D1%86.xml
\%2e/a.xml /a.xml
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Annex B
(normative)

Constraints and clarifications on the use of ZIP features

B1 G
This an
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This an
implems
B2 A

Data deg
Descripf
layer fo

appropr]
Header
bit 3 of g

B3 D
Package|
immedi{
not a sig
B.4 R
The field

“Yes

a package implementer shall not fail to read the ZIP file containing this record or field; however, thie

field
indi

_ “NO
use

bneral

| recommendations.

hex is of particular relevance to (consuming, producing, or pass-through)yphysical packag
nters that choose to use ZIP to represent physical packages.

rchive file header consistency

cribing files stored in the archive is substantially duplicated incthe Local File Headers and Dat
ors, and in the File headers within the Central Directory Reéeord. For a ZIP file to be a physic:

a package, the package implementer shall ensure that/the ZIP file holds equal values in t
jate fields of every File Header within the Central Diréctory and the corresponding Local Fi
ind Data Descriptor pair, when the Data Descriptor ‘€xists, except as described in Table B.5 fqg
eneral-purpose bit flags.

ata descriptor signature

itely before the crc-32 field. Package implementers should be able to read packages, whether g
nature exists.

pquirements on package implementers
[s in the tables in this subclause contain the following values:

” — During consuinption of a package, a “Yes” value for a field in a table in this annex indicate

may be ignored. During production of a package, a “Yes” value for a field in a table in this anne
cates that the package implementer shall write out this record or field.

—A\'No” value for a field in a table in this annex indicates the package implementer should na
this record or field.

hex specifies requirements and recommendations on features of the ZIP format. A'ZIP fﬂE
represenmting a physical package shall satisfy the specified requirements and should also follow t

S may contain a 4-byte signature value 0x08074b50 at the beginning of Data Descriptors

D

Py

[

S

X

—

— “Optional” — An “Optional” value for a record in a table in this annex indicates that package
implementers may write this record during production.

— “Partially, details below” — A “Partially, details below” value for a record in a table in this annex
indicates that the record contains fields for which support is not required by package implementers
during production or consumption. See the details in the corresponding table to determine
requirements.

— “Only used when needed” — The value “Only used when needed” associated with a record in a table
in this annex indicates that the package implementer shall use the record only when needed to store
data in the ZIP file.
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Table B.1 specifies the requirements for package production, consumption, and editing in regard
to particular top-level records or fields described in the ZIP Appnote. Note that in this context,
editing means in-place modification of individual records. A format specification can require editing
applications to instead modify content in-memory and re-write all parts and relationships on each save
in order to maintain more rigorous control of ZIP record usage.

Table B.1 — Support for records

Record name

Supported on consump-

Supported on production

Pass through on ed-

ecord

below)

used only when needed)

tion iting
1=]
Local File Header Yes (partially, details Yes (partially, details below) | Yes
below)
File data Yes Yes Yes
Data descriptor Yes Optional Optional
fprchive decryption header |No No No
fprchive extra datarecord |No No No
Central directory struc- Yes (partially, details Yes (partially, detailsdbelow) | Yes
fure: below)
File header
Central directory struc- Yes (ignore the signature |Optional Optional
fure: data)
Digital signature
ip64 end of central direc- |Yes (partially, details Yes (partially, details below, | Optional
fory record V1 (from spec |below) used only when needed)
yersion 4.5)
ip64 end of central direc- [No No No
fory record V2 (from spec
yersion 6.2)
ip64 end of central direc- |Yes (partially, details Yes (partially, details below, | Optional
fory locator below) used only when needed)
End of central directory Yes (partiatly, details Yes (partially, details below, | Yes

=

able B.2 specifies the requirements for package production, consumption, and editing in r
individual record componénts described in the ZIP Appnote.

board to
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Table B.2 — Support for record components

Record Field Supported on con- | Supported on | Pass through on
sumption production editing
Local File Header Local file header signature |Yes Yes Yes
Version needed to extract |Yes (partially, see |Yes (partially, see |Yes (partially,
Table B.3) Table B.3) see Table B.3)
General purpose bit flag Yes (partially, see |Yes (partially, see |Yes (partially,
Table B.5) Table B.5) see Table B.5)
Compression method Yes (partially, see |Yes (partially, see |Yes (partially;
Table B.4) Table B.4) see Table B4)
Last mod file time Yes Yes Yes
Last mod file date Yes Yes Yes
Crc-32 Yes Yes Yes
Compressed size Yes Yes Yes
Uncompressed size Yes Yes Yes
File name length Yes Yes Yes
Extra field length Yes Yes Yes
File name (variable size) Yes Yes Yes
Extra field (variable size) |Yes (partially, see {Yes'(partially, see |Yes (partially,
Table B.6) Table B.6) see Table B.6)
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Table B.2 (continued)
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Record Field Supported on con-| Supported on | Pass through on
sumption production editing
Central directory struc- |Central file header signa- |Yes Yes Yes
ture: File header ture
version made by: high byte |Yes Yes (0 = MS-DOS is | Yes
default publishing
value)
‘V’Cl biUll lllddC ‘U_y. 1UVV IU_y tC ‘l’Cb ‘l’CD ‘I,CD
Version needed to extract |Yes (partially, see |Yes(1.0,1.1,2.0, |Yes
(see Table B.3 for details) |Table B.3) 4.5)
General purpose bit flag Yes (partially, see |Yes (partially, seef | Yes (parttially,
Table B.5) Table B.5) see Tablg B.5)
Compression method Yes (partially, see |Yes (partially,see |Yes (parttially,
Table B.4) Table B.4) see Tablk B.4)
Last mod file time (Pass Yes Yes Yes
through, no interpretation)
Last mod file date (Pass Yes Yes Yes
through, no interpretation)
Crc-32 Yes Yes Yes
Compressed size Yes Yes Yes
Uncompressed size Yes Yes Yes
File name length Yes Yes Yes
Extra field length Yés Yes Yes
File comment length Yes Yes Yes

(always set to 0)

Disk number start

Yes (partial — no

Yes (always 1

Yes (parftial —

multi disk ar- disk) no multi disk
chives) archivey)
Internal file attributes Yes Yes Yes
Exterhal file attributes Yes Yes Yes
(Pa_ss through, no interpre- (MS DOS default
tation)
value)
Relative offset of local Yes Yes Yes
header
File name (variable size) Yes Yes Yes
Extra field (variable size) |Yes (partially, see |Yes (partially, see |Yes (parttially,
Table B.6) Table B.6) see Table B.6)
File comment (variable Yes Yes (always setto |Yes

size)

empty)
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Table B.2 (continued)

(see Table B.3 for details)

Record Field Supported on con- | Supported on | Pass through on
sumption production editing
Zip64 end of central Zip64 end of central direc- |Yes Yes Yes
directory V1 (from spec |tory signature
Ve}1;510n 4'3' gnly used Size of zip64 end of central |Yes Yes Yes
when needed) directory
Version made by: high byte |Yes Yes (0 = MS-DOS is | Yes
tPassthrough,moimterpre- defauttpubtishing
tation) value)
Version made by: low byte |Yes Yes (always 4.5 or |Yes
above)
Version needed to extract |Yes (4.5) Yes (4.5) Yes(4°5)

Number of this disk

Yes (partial — no
multi disk ar-
chives)

Yes (always 1
disk)

Yes (partial —
no multi disk
archives)

Number of the disk with

Yes (partial — no

Yes (always 1

Yes (partial —

used whien needed)

directorjy locator (only

locator signature

the start of the central multi disk ar- disk) no multi disk
directory chives) archives)
Total number of entries in |Yes Yes Yes
the central directory on
this disk
Total number of entries in |Yes Yes Yes
the central directory
Size of the central direc- Yes Yes Yes
tory
Offset of start of central Yes Yes Yes
directory with respect to
the starting disk number
Zip64 extensible data Yes No Yes
sector
Zip64 erd of central Zip64 end of éentral dir Yes Yes Yes

Number.of the disk with

Yes (partial — no

Yes (always 1

Yes (partial —

the start of the zip64 end |multi disk ar- disk) no multi disk
of.céntral directory chives) archives)
Relative offset of the zip64 |Yes Yes Yes

end of central directory
record

Total number of disks

Yes (partial — no
multi disk ar-
chives)

Yes (always 1
disk)

Yes (partial —
no multi disk
archives)
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Record Field Supported on con-| Supported on | Pass through on
sumption production editing
End of central directory |End of central dir signature|Yes Yes Yes
record Number of this disk Yes (partial —no |Yes (always 1 Yes (partial —
multi disk ar- disk) no multi disk
chives) archives)
Number of the disk with Yes (partial —no |Yes (always 1 Yes (partial —
thestartofthecentrat mutttdiskarchive)rdisk) momutty disk
directory archive)
Total number of entries in |Yes Yes Yes
the central directory on
this disk
Total number of entries in |Yes Yes Yes
the central directory
Size of the central direc- Yes Yes Yes
tory
Offset of start of central Yes Yes Yes
directory with respect to
the starting disk number
ZIP file comment length Yes Yes Yes
ZIP file comment Yes No Yes
Tlable B.3 specifies the detailed production, consumption, and editing requirements for the| Version
Needed to Extract field, which is fully described in the*ZIP Appnote.
Table B.3 — Support for:Version Needed to Extract field
Version Feature N Supported on | Supported on pro- Pass throxgh on
» \O consumption duction editing
.0 Default value Yes Yes Yes
.1 File is a volume label Yes (do not No (rewrite/renove)
interpretasa
part)
.0 File is a folder (directory) Yes (do not No (rewrite/reinove)
interpretasa
part)
.0 File is compressed using De- |Yes Yes Yes
flate compression
.0 File is encrypted using tradi- |No No No
tional PKWARE encryption
.1 File is compressed using De- |No No No
flate64™
235 Fifetscompressed using PR No No No
WARE DCL Implode
2.7 File is a patch data set No No No
4.5 File uses ZIP64 format exten- |Yes Yes Yes
sions
4.6 File is compressed using No No No
BZIP2 compression
5.0 File is encrypted using DES No No No
5.0 File is encrypted using 3DES |No No No
5.0 File is encrypted using origi- |No No No
nal RC2 encryption
© ISO/IEC 2021 - All rights reserved 51


https://standardsiso.com/api/?name=4a8f52f2954fbabb3c1736a5af361eb5

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms and definitions
	3.1 Basics
	3.2 Abstract package model
	3.3 Physical package model
	3.4 Digital signature and thumbnail
	3.5 Implementations
	3.6 Core properties
	4 Conformance
	5 Overview
	6 Abstract package model
	6.1 General
	6.2 Parts
	6.2.1 General
	6.2.2 Part names
	6.2.3 Media types
	6.2.4 Growth hint
	6.2.5 XML usage
	6.3 Part addressing
	6.3.1 General
	6.3.2 Pack scheme
	6.3.3 Resolving a pack IRI to a resource
	6.3.4 Composing a pack IRI
	6.3.5 Equivalence
	6.4 Resolving relative references
	6.4.1 General
	6.4.2 Base IRIs
	6.4.3 Examples
	6.5 Relationships
	6.5.1 General
	6.5.2 Relationships part
	6.5.3 Relationship markup
	6.5.4 Examples
	7 Physical package model
	7.1 General
	7.2 Physical mapping guidelines
	7.2.1 Using features of physical formats
	7.2.2 Mapped components
	7.2.3 Mapping media types to parts
	7.2.4 Interleaving
	7.2.5 Mapping part names to physical package item names
	7.3 Mapping to a ZIP file
	7.3.1 General
	7.3.2 Mapping part data
	7.3.3 ZIP item names
	7.3.4 Mapping logical item names to ZIP item names
	7.3.5 Mapping ZIP item names to logical item names
	7.3.6 ZIP package limitations
	7.3.7 Mapping the Media Types stream
	7.3.8 Mapping the growth hint
	8 Core properties
	8.1 General
	8.2 Core Properties part
	8.3 Core properties markup
	8.3.1 General
	8.3.2 Support for versioning and extensibility
	8.3.3 coreProperties element
	8.3.4 Core property elements
	9 Thumbnails
	10 Digital signatures
	10.1 General
	10.2 Overview of OPC-specific restrictions and extensions to “XML-Signature Syntax and Processing”
	10.3 Choosing content to sign
	10.4 Digital signature parts
	10.4.1 General
	10.4.2 Digital Signature Origin part
	10.4.3 Digital Signature XML Signature part
	10.4.4 Digital Signature Certificate part
	10.5 Digital signature markup
	10.5.1 General
	10.5.2 Support for versioning and extensibility
	10.5.3  Signature element
	10.5.4  SignedInfo element
	10.5.5  CanonicalizationMethod element
	10.5.6  SignatureMethod element
	10.5.7  Reference element
	10.5.8  Transform element
	10.5.9  RelationshipReference element
	10.5.10  RelationshipsGroupReference element
	10.5.11  DigestMethod element
	10.5.12  Object element
	10.5.13 Manifest element
	10.5.14  SignatureProperty element
	10.5.15  SignatureTime element
	10.5.16  Format element
	10.5.17  Value element
	10.5.18  XPath element
	10.6 Relationships transform algorithm
	10.7 Digital signature example
	10.8 Generating signatures
	10.9 Validating signatures
	Annex A (informative)  Preprocessing for generating relative references
	Annex B (normative)  Constraints and clarifications on the use of ZIP features
	Annex C (normative)  Schemas - W3C XML
	Annex D (informative)  Schemas - RELAX NG
	Annex E (normative)  Standard namespaces and media types
	Annex F (informative)  Physical package model design considerations
	Annex G (informative)  Differences between ISO/IEC 29500-2 and ECMA​​-376:​2006
	Annex H (informative)  Package example
	Bibliography

