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Foreword

ISO (the International Organization for Standardization) and [EC (the International
Electrotechnical Commission) form the specialized system for worldwide standardization.
National bodies that are members of ISO or IEC participate in the development of

International Standards through technical committees established by the respective
organization to deal with particular fields of technical activity. ISO and IEC techhical
committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a jeint technical
committee, ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further
maintenance are described in the ISO/IEC Directives, Part 1. In\particular the different
approval criteria needed for the different types of documeént should be noted. This
document was drafted in accordance with the editorial rules”of the ISO/IEC Directives,
Part 2 (see http://www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be
the subject of patent rights. ISO and IEC shall not\be held responsible for identifying any
or all such patent rights. Details of any patent pights identified during the development of
the document will be in the Introduction and/or on the ISO list of patent declarations
received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users
and does not constitute an endorsement.

For an explanation on the voluntary nature of Standard, the meaning of the ISO specific
terms and expressions-telated to conformity assessment, as well as information about
[SO’s adherence to the,;WTO principles in the Technical Barriers to Trade (TBT) see the
following URL: Forfeword - Supplementary information

ISO/IEC 29341-24-1 was prepared by UPnP Forum and adopted, under the PAS
procedures/by joint technical committee ISO/IEC]JTC 1, Information technology, in
parallel'with its approval by national bodies of ISO and IEC.

The Vist of all currently available parts of ISO/IEC 29341 series, under the general title
Information technology — UPnP Device Architecture, can be found on the ISO web site.
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Introduction

ISO and IEC draw attention to the fact that it is claimed that compliance with this document may
involve the use of patents as indicated below.

ISO and IEC take no posmon concernlng the evidence, vaI|d|ty and scope of these patent rlghts The

IIUIUEID UI LI ICTSC pdlUlll Ilglllb IIdVE abbmcu IOU dIIU II:U llIdL llIUy dlic VVIIIIlIg lU lIbgUllalU IILrUI [IS]525)
under reasonable and non-discriminatory terms and conditions with applicants throughout the world; In
this respect, the statements of the holders of these patent rights are registered with ISO and IEC.

Intel Corporation has informed IEC and ISO that it has patent applications or granted patents.
Information may be obtained from:

Intel Corporation

Standards Licensing Department
5200 NE Elam Young Parkway
MS: JFS-98

USA — Hillsboro, Oregon 97124

Microsoft Corporation has informed IEC and ISO that it has patent applications or granted
patents as listed below:

6101499 / US; 6687755 / US; 6910068 / US; 7130895 /' US; 6725281 / US; 7089307 / US;
7069312 / US; 10/783 524 /US

Information may be obtained from:

Microsoft Corporation
One Microsoft Way
USA — Redmond WA 98052

Philips International B.V. has informed IEC and ISO that it has patent applications or granted
patents.

Information may be obtained from:

Philips International B/ = IP&S
High Tech campus, building 44 3A21
NL — 5656 Eindhoven

NXP B.V. (Nk)has informed IEC and ISO that it has patent applications or granted patents.
Informatiop~may be obtained from:
NXP-B.V. (NL)

High*Tech campus 60
ND — 5656 AG Eindhoven

Matsushita Electric Industrial Co. Ltd. has informed IEC and ISO that it has patent
applications or granted patents.

Information may be obtained from:
Matsushita Electric Industrial Co. Ltd.

1-3-7 Shiromi, Chuoh-ku
JP — Osaka 540-6139
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Hewlett Packard Company has informed IEC and ISO that it has patent applications or
granted patents as listed below:

5956 487 / US; 6 170 007 / US; 6 139 177 / US; 6 529 936 / US; 6 470 339 / US; 6 571 388 /
US; 6 205 466 / US

Information may be obtained from:

Hewlett Packard Company

16504 Doo Mil Raoaod

rToUT T agoTivitT ryoad

USA - Palo Alto, CA 94304

Samsung Electronics Co. Ltd. has informed IEC and ISO that it has patent applications or
granted patents.

Information may be obtained from:

Digital Media Business, Samsung Electronics Co. Ltd.
416 Maetan-3 Dong, Yeongtang-Gu,
KR — Suwon City 443-742

Huawei Technologies Co., Ltd. has informed IEC and ISO that it-has patent applications or
granted patents.

Information may be obtained from:

Huawei Technologies Co., Ltd.
Administration Building, Bantian Longgang District
Shenzhen — China 518129

Qualcomm Incorporated has informed IEC and1SO that it has patent applications or granted
patents.

Information may be obtained from:

Qualcomm Incorporated
5775 Morehouse Drive
San Diego, CA — USA 92121

Telecom ltalia S.p.A.has informed IEC and ISO that it has patent applications or granted
patents.

Information may belobtained from:
Telecom ltalia-S’p.A.

Via Reiss Romoli, 274

Turin - Itaty10148

CiscosSystems informed IEC and ISO that it has patent applications or granted patents.

Information may be obtained from:

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA — USA 95134

Attention is drawn to the possibility that some of the elements of this document may be the subject of

patent rights other than those identified above. ISO and IEC shall not be held responsible for
identifying any or all such patent rights.
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Original UPnP Document

Reference may be made in this document to original UPnP documents. These references are
retained in order to maintain consistency between the specifications as published by ISO/IEC
and by UPnP Implementers Corporation and later by UPnP Forum. The following table
indicates the original UPnP document titles and the corresponding part of ISO/IEC 29341:

UPNP Document Title
UPNnP Device Architecture 1.0

ISO/IEC 29341 Part
ISO/IEC 29341-1:2008

UPNP Device Architecture Version 1.0
UPNP Device Architecture 1.1

UPNP Device Architecture 2.0

UPNP Basic:1 Device

UPNP AV Architecture:1

UPNP AV Architecture:1

UPnP AVTransport:1 Service

UPnP ConnectionManager:1 Service
UPNP ContentDirectory:1 Service
UPNnP RenderingControl:1 Service
UPnP MediaRenderer:1 Device

UPnP MediaRenderer:2 Device

UPNnP MediaServer:1 Device

UPnP AVTransport:2 Service

UPnP AVTransport:2 Service

UPNnP ConnectionManager:2 Service
UPnP ConnectionManager:2 Service
UPNP ContentDirectory:2 Service
UPNnP RenderingControl:2 Service
UPnP RenderingControl:2 Service
UPnP ScheduledRecording:1

UPnP ScheduledRecording:2

UPnP MediaRenderer:2 Deyice

UPnP MediaServer:2 Device

UPnP AV Datastructure Template:1
UPNP AV Datastructure Template:1
UPnNP DigitalSecurityCamera:1 Device
UPnP DigitalSecurityCameraMotionlmage:1 Service
UPnR-DigitalSecurityCameraSettings:1 Service
UPnP DigitalSecurityCameraStilllmage:1 Service
UPnP HVAC_System:1 Device

ISO/IEC 29341-1:2011
ISO/IEC 29341-1-1:2011
ISO/IEC 29341-1-2
ISO/IEC 29341-2
ISO/IEC 29341-3-1:2008
ISO/IEC 29341-3-1:2011
ISO/IEC 29341-3-10
ISO/IEC 29341-3-11
ISO/IEC 29341-3-12
ISOMEC 29341-3-13
ISO/IEC 29341-3-2
ISO/IEC 29341-3-2:2011
ISO/IEC 29341-3-3
ISO/IEC 29341-4-10:2008
ISO/IEC 29341-4-10:2011
ISO/IEC 29341-4-11:2008
ISO/IEC 29341-4-11:2011
ISO/IEC 29341-4-12
ISO/IEC 29341-4-13:2008
ISO/IEC 29341-4-13:2011
ISO/IEC 29341-4-14
ISO/IEC 29341-4-14:2011
ISO/IEC 29341-4-2
ISO/IEC 29341-4-3
ISO/IEC 29341-4-4:2008
ISO/IEC 29341-4-4:2011
ISO/IEC 29341-5-1
ISO/IEC 29341-5-10
ISO/IEC 29341-5-11
ISO/IEC 29341-5-12
ISO/IEC 29341-6-1

UPnP ControlValve:1 Service

UPnP HVAC_FanOperatingMode:1 Service
UPnP FanSpeed:1 Service

UPnP HouseStatus:1 Service

UPnP HVAC_SetpointSchedule:1 Service
UPnP TemperatureSensor:1 Service

UPnP TemperatureSetpoint:1 Service

UPnP HVAC_UserOperatingMode:1 Service
UPnP HVAC_ZoneThermostat:1 Device

viii

ISO/IEC 29341-6-10
ISO/IEC 29341-6-11
ISO/IEC 29341-6-12
ISO/IEC 29341-6-13
ISO/IEC 29341-6-14
ISO/IEC 29341-6-15
ISO/IEC 29341-6-16
ISO/IEC 29341-6-17
ISO/IEC 29341-6-2
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UPnP BinaryLight:1 Device

UPNnP Dimming:1 Service

UPnP SwitchPower:1 Service

UPnP DimmableLight:1 Device

UPnNP InternetGatewayDevice:1 Device

UPnP LANHostConfigManagement:1 Service

UPnP Layer3Forwarding:1 Service
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ISO/IEC 29341-7-1
ISO/IEC 29341-7-10
ISO/IEC 29341-7-11
ISO/IEC 29341-7-2
ISO/IEC 29341-8-1
ISO/IEC 29341-8-10
ISO/IEC 29341-8-11

UPNP LinkAuthentication:1 Service
UPnP RadiusClient:1 Service
UPnP WANCableLinkConfig:1 Service

UPnP WANCommonlInterfaceConfig:1 Service
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UPnP ExternalActivity:1 Service
UPNP Feeder:1.0 Service

UPNP PrintBasic:1 Service

UPNP Scan:1 Service

UPnP Scanner:1.0 Device

UPNnP QoS Architecture:1.0
UPnP QosDevice:1 Service
UPnP QosManager:1 Sepvice
UPNP QosPolicyHoldef:1yService
UPNP QoS Architecture:2

UPnNP QosDevice:2“Service
UPnP QosManager:2 Service
UPNnP QosPolicyHolder:2 Service
UPNnP-QOS v2 Schema Files
UPRP-RemoteUlClientDevice:1 Device
UPnhP RemoteUIClient:1 Service

ISO/IEC 29341-8-12
ISO/IEC 29341-8-13
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Introduction

Version 2 of the Internet Gateway Device Device Control Protocol (IGD DCP:2) was created to
address limitations in version 1, with the following specific enhancements:

e Update WANIPConnection service based on developer feedback and maintenance need

e NAT terminology update

e New actions better suited for application development
e Limited port mapping lease time
e Enhanced security for the actions and parameters

e Security and access control support

e Allow basic IGD:1 compliant functionality without requiring new protocols to be
supported

e Protect and require authentication on functionality potentially creating security threats.
These features will not be available for legacy contrelpoints and backward
compatibility is limited in these cases where other role than"Rublic is recommended.

e Add support for IPv6 Firewall control (WANIPv6FirewallCentrol). This service allows
creating and maintaining pinholes for inbound traffic fromthe Internet

Due to lack of developer interest, WANPPPConnection-service was NOT updated to reflect
the changes made to WANIPConnection.

1 Scope

This document specifies the characteristics «0f*a device that manages connectivity to the
Internet as an “edge” device between a residential Local Area Network and a Wide Area
Network. The gateway can be physically.implemented as a standalone device, or logically as
a set of UPnP devices and services. on a PC. This specified device is intended to be
controlled from inside the home network. Control from outside the home network typically
requires access control mechanjsms that are outside the scope of this document. This
specified device is also not intended for use with small business networks.

This document defines version 2 of the device named InternetGatewayDevice. It is a UPnP
root device, and is identified by the UPnP device type InternetGatewayDevice:2. It is
compliant with the UPRnP Device Architecture, Versions 1.0 and 1.1 ([15] and [16],
respectively). InternetGatewayDevice:2 encapsulates several sub-devices and services that
collectively comprise the Internet Gateway Device Control Protocol (DCP).

Figure 1 is a‘conceptual illustration of a generic Internet Gateway device consisting of one or
more physical WAN and LAN interfaces.

© ISO/IEC 2017 — All rights reserved 1



https://standardsiso.com/api/?name=f3ece625277288fbf98e83fe1033d08f

ISO/IEC 29341-24-1:2017(E)

Internet Gateway
Device

WANConnection O
Service Instance 1
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DeviceProtection E E N
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Figure 1 — InternetGatewayDevice with KAN and WAN Interfaces

2 Normative references

The following documents, in whole or in part, arecnormatively referenced in this document and
are indispensable for its application. For dated-references, only the edition cited applies. For
undated references, the latest edition;~of the referenced document (including any
amendments) applies.

[1] DeviceProtection:1, version 1.0, UPnP Forum, February 24, 2011.
Available at: http://upnp.org/spegsigw/UPnP-gw-DeviceProtection-v1-Service.pdf.

[2] WANDevice:2, version 1.0, UPnP Forum, September 10, 2010.
Available at: http://upnp.org/specs/gw/UPnP-gw-WANDevice-v2-Device.pdf.

[3] WANConnectionDevite:2, version 1.00, UPnP Forum September 10, 2010.
Available at: http://dphp.org/specs/gw/UPnP-gw-WANConnectionDevice-v2-Device.pdf.

[4] WANIPConnection:2, version 1.00, UPnP Forum, September 10, 2010.
Available atihitp://upnp.org/specs/gw/UPnP-gw-WANIPConnection-v2-Service.pdf.

[5] WANIRV6FirewallControl:1, version 1.0, UPnP Forum, December 10, 2010, Available
at: https//upnp.org/specs/gw/UPnP-gw-WANIPv6FirewallControl-v1-Service.pdf.

[6].LANDevice:1, version 1.0, UPnP Forum, November 19, 2001.

Availahlg at- hitn-//lunnn aralsnacs/aw/lIPnbP_aw.] ANDgvicav1.-Daovica ndf
FoveaHe—at—RHp-HphRP-oFg-SP PN o= GW==AP 0 =18 g acan

[7] LANHostConfigManagement:1, version 1.0, UPnP Forum, November 19, 2001.
Available at: http://upnp.org/specs/gw/UPnP-gw-LANHostConfigManagement-v1-Service.pdf.

[8] Layer3Forwarding:1, version 1.0, UPnP Forum, November 19, 2001.
Available at: http://upnp.org/specs/gw/UPnP-gw-Layer3Forwarding-v1-Service.pdf.

[9] WANCableLinkConfig:1, version 1.0, UPnP Forum, November 19, 2001.
Available at: http://upnp.org/specs/gw/UPnP-gw-WANCableLinkConfig-v1-Service.pdf.
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3 Terms, definitions, symbols and abbreviated terms

For the purpgses of this document, the terms and definitions given in [15], [16], [1] and the
following appty.
3.1 Security terms

3.1.1
access level
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interchangeably in this document with the term role, as defined in [1]

3.2 Abbreviated terms

3.21
DCP
Device Control Protocol

3.2.2
IGD
Internet Gateway Device
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3.2.3

WAN*LinkConfig

any or all of WANPOTSLinkConfig, WANDSLLinkConfig, @ WANCableLinkConfig,
WANEthernetLinkConfig

3.24
WAN**Connection
any or both of WANPPPConnection, WANIPConnection

4 Device Model

4.1 Device Type
The following URN identifies a device that is compliant with this specification:

urn:schemas-upnp-org:device:/nternetGatewayDevice:2

4.2 Requirements for an Internet Gateway Device
The following list of requirements has been identified on the capabilities of an Internet
Gateway in coming up with the devices and services hierarchy for the.gateway DCP.

o The InternetGatewayDevice shall support 1 WAN interface,_but may support more than
one physical WAN interface to connect to the Internet.

e The InternetGatewayDevice shall support 1 LAN interface, but may support more than one
physical LAN interface to connect to the residentiallnetwork.

e The InternetGatewayDevice should support DevieceProtection defined in [1].

e The InternetGatewayDevice shall support IGD;Specific security as defined in 4.4, but may
implement stricter security policy.

An implementation may host the WAN interface and LAN interface (mentioned above) on the
same physical network interface card (NIC).

e Each WAN interface shall support one Internet connection, but may simultaneously
support more than one Internet’connection. Each of these connections will be modeled as
instances of a service in the DCP.

e The InternetGatewayDeVice shall be IP addressable from the residential LAN at all times
to be UPnP compliant.)More specifically, in the case of gateways with broadband modems
on the WAN side, the InternetGatewayDevice shall be addressable.

e When the device is not configured for WAN access or does not have any WAN
connectjvity:

e Beforeyduring and after modem and link configuration with a head-end device in the
Interhet service provider’s central office.

e Connectivity on the WAN side shall enable nodes on the residential LAN to access
resources on the Internet. A gateway may support modems and/or connections on a
modem to a service provider, not resulting in Internet connectivity — for example, POTS
dial-up access to a modem bank of a home security monitoring service provider Such

connections are outside the scope and requirements of the gateway DCP.

In this document, an Internet connection implies IP connectivity to an Internet Service
Provider. Figure 2 illustrates the hierarchy of devices and services in an
InternetGatewayDevice. A physical modem on the WAN side and a connection interface/port
on the LAN side of the InternetGatewayDevice are modeled by a WANDevice and a
LANDevice instance respectively. Depending on the hardware capabilities of an Internet
Gateway, more than 1 instance of WANDevice and/or LANDevice are possible in an actual
implementation of the gateway DCP description document. Virtual connection interfaces —
such as Virtual Circuits (VC) on a DSL modem, are modeled by one or more instances of
WANConnectionDevice. Sub-devices and services mentioned in this document are defined in
companion documents that together specify the DCP for an Internet Gateway. It is
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recommended that DeviceProtection service will be connected to InternetGatewayDevice in
the device and service hierarchy.

WANConnectionDevice |
WAN*LinkConfig WAN**Connection
Service Seryice
WANCommon _ .
InterfaceConfig WANIPv6Firewal o
Service LEOLILO" WAN**Connection
Service
Layer 3 * POTS,DSL,Cable,Ethernet :
. kK
Forwarding LIE, [E81 WANConnectionDevice
Service
\
DeviceProtect
ion
LANDevice
V! LANHostConfigManage
ment

Figure 2 — InternetGatewayDevice Devices and Services Hierarchy

4.3 Device Architecture

Products that expose devices of the type urn:schemas-upnp-
org:device:/nternetGatewayDevice:2 shall» implement minimum version numbers of all
required embedded devices and services\specified in Table 1.

Table 1"— Device Requirements

DeviceType Root | R/A@ ServiceType R/A @ Service ID b
Layer3Forwarding:1 A L3Forwarding1
DeviceProtection:1 A DeviceProtection1
Other standard UPnP devices X BD
and Services go here
%\ Non-standard services X TBD
Q embedded by an UPnP vendor
‘\9‘ go here.
WANDeviée:2 R WANCommoninterfaceConfig:1 | R WANCommonlFC1
?S Non-standard services X TBD
& embedded by an UPnP vendor
% go here.
WANConnectionDevice:2 R WANPQOTSLinkConfig:1 A for POTS | WANPOTSLinkC1
(an instance of modems
WANDevice may include
one or more
WANConnectionDevice
instances)
WANDSLLinkConfig:1 A for DSL WANDSLLinkC1
modems
WANCableLinkConfig:1 A for Cable WANCableLinkC1
modems
WANEthernetLinkConfig:1 A for WANEthLinkC1
Ethernet
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DeviceType Root | R/A @ ServiceType R/A @ Service ID b
attached
modems
WANPPPConnection:1 R for Multiple instances
modems possible within a

that support | WANConnectionDevice.
PPP based ServicelDs for multiple
connections | instances will be
WANPPPConn1

WANFFFECUOINZ
WANPPPConn3 and\.so

on.
WANIPConnection:2 R for Only 1 instanee pér
modems WANConnectionDevice

that support | is envisigned at this
IPv4 based time, althotigh the
connections | design tould support
maltiple instances in
future. ServicelDs for
multiple instances will
be WANIPConn1

WANIPConn2
WANIPConn3 and so
on.
WANIPv6FirewallControl: 1 ANor IPv6 Only 1 instance per
énabled WANIPv6FirewallContro
IGDs is envisioned at this

time, although the
design could support
multiple instances in
future. ServicelDs for
multiple instances will
be WANIPv6Firewalll,

WANIPv6Firewall2,
WANIPv6Firewall3 and
So on.

Non=standard services X TBD

embédded by an UPnP vendor

go here.

I ANDevice:1

>

LANHostConfigManagement:1

1>

LANHostCfg1

INon-standard devices TBD [X TBD TBD TBD
lembedded by an UPnP
vendor go here.

2 R = Required, A = Allowed , X = Non-standard

P Prefixed by urn:upfipforqg:serviceld:

4.31 Deyvice Requirements

As showhp~in Table 1, the DCP defines 3 Connection services (WANIPConnection,
WANPEPConnection and WANIPv6FirewallControl) and 4 LinkConfig services to
accammodate various types of WAN interfaces and connection types. In addition, it includes
DéviceProtection service for managing access control. Table 2 briefly describes the purpose
of Jeach of the services. An actual implementation of the DCP will instance only those

Connection and LinkConfig services that are appropriate for the gateway device being
modeled.

Table 2 — Service Descriptions

Service Name Service Description
WANPPPConnection PPP connections originating at the gateway or relayed or bridged through the
gateway [14]
WANIPConnection IPv4 connections originating or relayed or bridged through the gateway [4]
WANPOTSLinkConfig Configuration parameters associated with a WAN link on a Plain Old Telephone Service

(POTS) modem [13]
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Service Name Service Description
WANDSLLinkConfig Configuration parameters associated with a WAN link on a Digital Subscriber Link (DSL)
modem [11]
WANCableLinkConfig Configuration parameters associated with a WAN link on a cable modem [9]

WANEthernetLinkConfig | Configuration parameters associated with an Ethernet- attached external modem (cable
or DSL). If proprietary mechanisms are available to discover and configure an external
modem, it is recommended that modem-specific LinkConfig services be modeled
instead of this service. [12]

WANIPv6FirewallControl | Allows controlling IPv6 firewall to open Pinholes [5]

DeviceProtection This service facilitates authentication and access control in the gateway device [1]

4.3.2 Relationships between Services

Layer3Forwarding identifies a default service, which is a specific instance of
WAN**Connection for IPv4 connections (or WANIPv6FirewallControl for IPv6 connéctions) in
a WANConnectionDevice. WANCommonlinterfaceConfig defines variablesy and actions
common across all instances of WAN**Connections and WANIPv6FirewallControls in a
WANDevice. There may also be dependencies between a spegific instance of
WAN*LinkConfig and WAN**Connection or WANIPv6FirewallControl service in a
WANConnectionDevice.

DeviceProtection is used to create trusted relationship betweenUniérnetGatewayDevice and a
control point. If an action requires authentication and authorization, then this service is used
to create the relationship and to verify that the relationship exists. Subclause 4.4 defines what
actions can be used without authentication, and aftse what level of authorization is
recommended for the rest of the actions that require higher level of security.
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4.4 Security policies

Subclause 4.4 describes the recommended set of default security policies for roles and for
assigning roles to services and actions.

4.41 Access control and user roles

InternetGatewayDevice:2 that implements the DeviceProtection service implements following
user roles as defined in [1]:

Dokl + H 4+l ' FH +lo H FH Tl l + H Y <l £
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applications making e.g. port mappings for themselves and do not require any other sort of
configuration.

e Basic level requires authentication and authorization as specified in this document.
Authentication is based on [1]. Basic role is intended for standard operation like’creating
port mappings for other devices or controlling on-demand connectivity. Usually,/Basic role
is assigned to actions making impact on single device’s service. It is expected that when a
new device is introduced, it is in IGD case automatically granted Basic access level.

e Admin access is intended for management of settings and risky. actions that are not
required in normal usage. It is recommended that administration’ interface SHOULD
REQUIRE additional security measures. This access level is recommended, if the changes
made impact to whole network’s service or has impact to_the several services. For
instance, configuring DNS or DHCP settings would be a goodZexample.

e Vendor-defined roles can be created, but it is required thab all other roles are implemented
and supported. It is also required that control points supporting three predefined roles are
able to operate with the gateway. Role names shall*be maximum 64 characters long and
shall not contain spaces. Role names not defined by the Forum shall be prefixed with a
Vendor Domain Name followed by a colon (suchras “example.com:”). Forum-defined Role
names shall be defined in service specifications and/or DCP-specific security
considerations documents published by Werking Committees.

This document recommends the default access level to be applied for each action of the
legacy services (version 1 and version 2),*n other words, this document does not require that
a vendor shall implement the access(level defined in this document for each action of his
InternetGatewayDevice:2 implementation. As a result, vendors are allowed to implement
different access control policies::than defined in this document. For example, a vendor can
decide to set a Public access level for opening port mappings with ports lower than or equal to
1023 instead of a Basic access level.

When new users/control/points are introduced and authorized with 1GD, they should be
automatically granted Basic access role. Admin level should be granted as defined in [1].
4.4.2 Generalpolicies

It is required that InternetGatewayDevice:2 contains the newest version of each service.
Therefore, earlier versions must not be used if newer version exists.

It is<recommended that DeviceProtection service is implemented and applied. |If
DeviceProtection service is not implemented and applied it is recommended that control
paints only be allowed to access actions and parameters defined as Public role in this

document Refer to access levels in the Actions table for each service in the remaining
)

subclauses of 4.4.

UPnP IGD shall expose UPnP services only over the LAN interface. IGD shall reject UPnP
requests from the WAN interfaces.

4.4.3 WANIPConnection:2
Table 3 — Recommended access levels for WANIPConnection:2 actions

Name Access level Description

SetConnectionType() Admin Impacts connectivity for all applications
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Name Access level Description
GetConnectionTypelnfo() Public Allows retrieving information
RequestConnection() Basic Starting a connection is normal operation and
should not require strict security, but Basic
authentication is recommended

RequestTermination() Admin Ending connection impacts connectivity for all
applications

ForceTermination() Admin See previous

SetAutoDisconnectTime() Admin IGD configuration — not part of normal usage

SetldleDisconnectTime() Admin IGD configuration — not part of normal usage

SetWarnDisconnectDelay() Admin IGD configuration — not part of normal usage

GetStatusinfo() Public Allows retrieving information — does,n6t change
operation

GetAutoDisconnectTime() Public Allows retrieving information-—\does not change
operation

GetWarnDisconnectDelay() Public Allows retrieving information — does not change
operation

GetNATRSIPStatus() Public Allows retrieving.information — does not change

operation

GetGenericPortMappingEntry()

Public for CP's IP address

and ports greater than or
equal to 1024

Basic for CP’s |IP address
and ports lower than or equal
to 1023

Basic for other |IP addresses
and ports greater than,or
equal to 1024

Admin for other IP<addresses
and ports lowerthan or equal
to 1023

Allows retriewing information on device’s own
port mappings when ports are not well-known
ports

Allows retrieving information on device’s own
port mappings when ports are well-known ports

Basic level access is recommended for 3-box
scenario without well-known ports

Admin level access is recommended for 3-box
scenario with well-known ports

GetSpecificPortMappingEntry()

Public for'CP's IP address

and poris’greater than or
equal_to 1024

Basic for CP’s |IP address
and ports lower than or equal
to 1023

Basic for other IP addresses
and ports greater than or
equal to 1024

Admin for other IP addresses
and ports lower than or equal
to 1023

Allows retrieving information on device’s own
port mappings when ports are not well-known
ports

Allows retrieving information on device’s own
port mappings when ports are well-known ports

Basic level access is recommended for 3-box
scenario without well-known ports

Admin level access is recommended for 3-box
scenario with well-known ports

AddPortMapping()

Public for CP’s IP address
and ports greater than or
equal to 1024

Allows setting port mappings for device itself
when ports are not well-known ports

Basic for CPstPaddress
and ports lower than or equal
to 1023

Basic for other |IP addresses
and ports greater than or
equal to 1024

Admin for other IP addresses
and ports lower than or equal
to 1023

Attows settimgportmmappimgs fordeviceitsetf———

when ports are well-known ports

Basic level access is recommended for 3-box
case without well-known ports

Admin level access is recommended for 3-box
case with well-known ports

DeletePortMapping()

Public for CP’s IP address
and ports greater than or
equal to 1024
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Name

Access level

Description

Basic for CP’s |IP address
and ports lower than or equal
to 1023

Basic for other |IP addresses
and ports greater than or
equal to 1024

Admin for other IP addresses
and ports lower than or equal

Allows removing port mappings for device itself
when ports are well-known ports

Basic level access is recommended for 3-box
case without well-known ports

Admin level access is recommended for 3-box
case with well-known ports

to 1023

DeletePortMappingRange()

Public for CP’s IP address

and ports greater than or
equal to 1024

Basic for CP’s IP address
and ports lower than or equal
to 1023

Basic for other IP addresses
and ports greater than or
equal to 1024

Admin for other IP addresses
and ports lower than or equal
to 1023

Allows removing device’s port mappings for
device itself when ports are not well-known)ports

Allows removing device’s port mappings for
device itself when ports are well-knawn ports

Basic level access is recommended for 3-box
case without well-known(ports

Admin level access\issrecommended for 3-box
case with well-known ports

GetExternallPAddress()

Public

Allows retrieving WAN interface’s IP address

GetListOfPortMappings()

Public for CP’s IP address
and ports greater than or
equal to 1024

Basic for CP’s |IP address
and ports lower than or equal
to 1023

Basic for other |IP addresses
and ports greater than or
equal to 1024

Admin for other IP addresses
and ports Jower than or equal
to 1023

Allows,retrieving information on device’s own
port mappings when ports are not well-known
ports

Allows retrieving information on device’s own
port mappings when ports are well-known ports

Basic level access is recommended for 3-box
scenario without well-known ports

Admin level access is recommended for 3-box
case with well-known ports

AddAnyPortmapping()

Publjc)for CP’s IP address
and ports greater than or
equal to 1024

Basic for CP’s IP address
and ports lower than or equal
to 1023

Basic for other IP addresses
and ports greater than or
equal to 1024

Admin for other IP addresses
and ports lower than or equal
to 1023

Allows setting port mappings for device itself
when ports are not well-known ports

Allows setting port mappings for device itself
when ports are well-known ports

Basic level access is recommended for 3-box
case without well-known ports

Admin level access is recommended for 3-box
case with well-known ports

4:4.4

WANPPPConnection:1

Table 4 — Recommended access levels tfor WANPPPConnection:1 actions

Name

Access level

Description

GetConnectionTypelnfo() Public Allows retrieving information
SetConnectionType() Admin Impacts connectivity for all applications
GetConnectionTypelnfo() Public Allows retrieving information
RequestConnection() Basic Starting a connection is normal operation and
should not require strict security, but Basic
authentication is recommended
RequestTermination() Admin Ending connection impacts connectivity for all

applications

10
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Name Access level Description

ForceTermination() Admin Ending connection impacts connectivity for all
applications

SetAutoDisconnectTime() Admin IGD configuration — not part of normal usage

SetldleDisconnectTime() Admin IGD configuration — not part of normal usage

SetWarnDisconnectDelay() Admin IGD configuration — not part of normal usage

GetStatusinfo() Public Allows retrieving information — does not change
eperation

GetAutoDisconnectTime() Public Allows retrieving information — does not change
operation

GetWarnDisconnectDelay() Public Allows retrieving information — does not.change
operation

GetNATRSIPStatus() Public Allows retrieving information — does/hot change

operation

GetGenericPortMappingEntry()

Public for CP's IP address

and ports greater than or
equal to 1024

Basic for CP’s IP address
and ports lower than or
equal to 1023

Basic for other IP addresses
and ports greater than or
equal to 1024

Admin for other IP
addresses and ports lower
than or equal to 1023

Allows retrieving information.on device’s own
port mappings when poft$ are not well-known
ports

Allows retrieving,information on device’s own
port mappings/wheh ports are well-known ports

Basic leve|] access is recommended for 3-box
scenario_without well-known ports

Admin level access is recommended for 3-box
scenario with well-known ports

GetSpecificPortMappingEntry()

Public for CP's IP address

and ports greater thah, or
equal to 1024

Basic for CP’s |Rjaddress
and ports lower‘than or
equal to 1023

Basic for,other IP addresses
and-perts greater than or
equal to 1024

Admin for other IP
addresses and ports lower
than or equal to 1023

Allows retrieving information on device’s own
port mappings when ports are not well-known
ports

Allows retrieving information on device’s own
port mappings when ports are well-known ports

Basic level access is recommended for 3-box
scenario without well-known ports

Admin level access is recommended for 3-box
scenario with well-known ports

AddPortMapping()

Public for CP’s IP address
and ports greater than or
equal to 1024

Basic for CP’s IP address
and ports lower than or
equal to 1023

Basic for other IP addresses
and ports greater than or
equal to 1024

Allows setting port mappings for device itself
when ports are not well-known ports

Allows setting port mappings for device itself
when ports are well-known ports

Basic level access is recommended for 3-box
case without well-known ports

Admin for other IP
addresses and ports lower
than or equal to 1023

Admin level access is recommended for 3-box
case with well-known ports

DeletePortMapping()

Public for CP’s IP address
and ports greater than or
equal to 1024

Basic for CP’s IP address
and ports lower than or
equal to 1023

Basic for other IP addresses
and ports greater than or
equal to 1024
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Name Access level Description
Admin for other IP Admin level access is recommended for 3-box
addresses and ports lower case with well-known ports
than or equal to 1023
GetExternallPAddress() Public Allows retrieving WAN interface’s IP address
RequestConnection() Basic Starting a connection is normal operation and
should not require strict security, but Basic
authentication is recommended
ConiigureConnection(] Admin ATIOWS conflguring password and user name 10T,
PPP — hence Admin level access is
recommended
GetLinkLayerMaxBitRates() Public Informational action, no security threat
GetPPPEncryptionProtocol() Public Informational action, limited security'threat
GetPPPCompressionProtocol() Public Informational action
GetPPPAuthenticationProtocol() | Public Informational action, limited security threat
GetUserName() Admin User names should notbe accessed via UPnP,
serious security threat
GetPassword() Admin User names should{not be accessed via UPnP,
serious security“threat

Vendors, ISP, or users may disable GetPassword() and GetUsérrname() actions, if so desired.

This would be recommendable for added security.

4.4.5 WANIPv6FirewallControl:1

Table 5 — Recommended access levels for WANIPv6FirewallControl:1 actions

Name Access level Description
GetFirewallStatus() Public This allows knowing if the firewall is active and if pinholes
can be made through UPnP

AddPinhole Basic for a non- Basic level access is recommended to create any firewall
wildcarded pinholes as firewall control impacts the security of the local
InternalPort network
Admin\fer‘a Admin level access is recommended to open a firewall
wildearded pinhole with a wildcarded InternalPort as the pinhole created
InternalPort by this action could enable port scans for the specified

destination address

UpdatePinhole()

Basic for a non-
wildcarded
InternalPort

Admin for a
wildcarded
InternalPort

Basic level access is recommended to update any firewall
pinholes as firewall control impacts the security of the local
network

Admin level access is recommended to update a firewall
pinhole with a wildcarded [nternalPort as the pinhole
updated by this action could enable port scans for the
specified destination address

Basic for a non-

DeletePighole()

Basic level access is recommended to delete any firewall

wildcarded pinholes as firewall control impacts the security of the local
InternalPort network

Admin for a Admin level access is recommended to delete a firewall
wildcarded pinhole with a wildcarded [nternalPort as this level access Is
InternalPort recommended to create this type of pinhole

CheckPinholeWorking() Basic for a non-

Basic level access is recommended to check that a firewall

wildcarded pinhole is working as firewall control impacts the security of

InternalPort the local network

Admin for a Admin level access is recommended to check that a firewall

wildcarded pinhole with a wildcarded InternalPort is working as this

InternalPort level access is recommended to create this type of pinhole
GetOutboundPinholeTimeout() | Public Information retrieval to allow CP’s to know automatic pinhole

expiration time
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4.4.6 LANHostConfigManagement:1

LANHostConfigManagement:1 is risky service that should be implemented with minimal
features and potentially also be disabled in normal operation, as it is not needed for typical IP
configuration. Also it is recommended that maximum level of security would be applied.

Table 6 — Recommended access levels for LANHostConfigManagement:1 actions

Name Access Description
level

SetDHCPServerConfigurable() | Admin Allows enabling, disabling DHCP configuration — impacts to basic
settings of the network -> Admin

GetDHCPServerConfigurable() | Public Allows knowing if DHCP server can be configured over UPnP.->
Public

SetDHCPRelay() Admin Allows enabling DHCP relay service, Impacts basic settings of the
network-> Admin

GetDHCPRelay() Public Allows knowing if DHCP relay service is active 6r-fiot. Informational
action -> Public

SetSubnetMask() Admin Sets used subnet mask - > impacts basic’setting of a network ->
Admin

GetSubnetMask() Public Informational action -> Public

SetIPRouter() Admin Allows setting routers informatien.in DHCP — impacts the network ->
Admin

DeletelPRouter() Admin Allows deleting a router’s information in DHCP — impacts the
network -> Admin

GetlPRoutersList() Public Allows getting information of current routers. Informational action, no
serious threatsc.as\the information is provided by DHCP -> Public

SetDomainName() Admin Impacts basi¢/network settings -> Admin

GetDomainName() Public Informationvprovided also by DHCP and this is informational action -
> Publie

SetAddressRange() Admin This,does impact basic settings of the network -> Admin

GetAddressRange() Public [nformational action->Public

SetReservedAddress() Admin Allows setting addresses that are not distributed by DHCP. Impacts
basic network settings -> Admin

DeleteReservedAddress() Admin Allows removing addresses the list of reserved addresses that are
not distributed by DHCP. Impacts basic network settings -> Admin

GetReservedAddresses() Admin DHCP specific configuration -> Admin

SetDNSServer() Admin Impacts basic settings of the network->Admin

DeleteDNSServer() Admin Impacts basic settings of the network->Admin

GetDNSServerst) Public Information distributed by DHCP -> Public

4.4.7 Layer3Forwarding:1

Table 7 — Recommended access levels for Layer3Forwarding:1 actions

Name Access level Description
SetDefaultConnectionService() | Admin Impacts basic settings of the network->Admin
GetDefaultConnectionService() | Public Informational action ->Public

4.4.8 WANEthernetLinkConfig:1

Table 8 — Recommended access levels for WANEthernetLinkConfig:1 actions

Name Access level Description

GetEthernetLinkStatus() | Public Informational action ->Public

© ISO/IEC 2017 — All rights reserved 13



https://standardsiso.com/api/?name=f3ece625277288fbf98e83fe1033d08f

	Foreword
	1 Scope
	2 Normative references
	3 Terms, definitions, symbols and abbreviated terms
	4 Device Model
	4.1 Device Type
	4.2 Requirements for an Internet Gateway Device
	4.3 Device Architecture
	4.3.1 Device Requirements
	4.3.2 Relationships between Services

	4.4 Security policies
	4.4.1 Access control and user roles
	4.4.2 General policies


	5 XML Device Description
	6 Test



