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International Organization for Standardization) and IEC (the International Electrotechnical
sion) form the specialized system for worldwide standardization. National bodies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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rade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.isp
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fument was prepared by Joint Technical.@ommittee ISO/IEC JTC 1, Information technology,
mittee SC 27, Information security, cybersecurity and privacy protection.

b1l parts in the ISO/IEC 29192 seriesd¢an be found on the ISO website.
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|lback or questions on this document should be directed to the user’s national standards body.
e listing of these bodies can be found at www.iso.org/members.html.
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Introduction

In an IT environment, it is often required that one can verify that electronic data has not been altered in
an unauthorized manner and that one can provide assurance that a message has been originated by an
entity in possession of the secret key. A MAC (Message Authentication Code) algorithm is a commonly
used data integrity mechanism that can satisfy these requirements.

Itis possible to take the first approach to realize a lightweight MAC by using the specified MAC algorithm
in conjunction with a block cipher that can be chosen from ISO/IEC 29192-2 or ISO/IEC 18033-3, and in
Jﬁ;njunction with a hash-function that can be chosen from ISO/IEC 29192-5. It is also possibleto|take the
S

cond approach to realize a lightweight MAC using a dedicated function. Examples of both"approaches
re specified in this document.

© ISO/IEC 2019 - All rights reserved v
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Information technology — Lightweight cryptography —

Part 6:
Message authentication codes (MACs)

1 Scope

his document specifies MAC algorithms suitable for applications requiring lightweight-crypt
hechanisms. These mechanisms can be used as data integrity mechanisms to verify/that datd
een altered in an unauthorized manner. They can also be used as message authenitication mec
D provide assurance that a message has been originated by an entity in possession of the secreg

(il o uilles |

The following MAC algorithms are specified in this document:
d) LightMACG;

h) Tsudik's keymode;

d Chaskey-12.

Normative references

[ NS]

—

he following documents are referred to in thétext in such a way that some or all of thein
onstitutes requirements of this document. For dated references, only the edition cited app
ndated references, the latest edition of the.referenced document (including any amendments)

(el @)

IBO/IEC 18033-3, Information technology — Security techniques — Encryption algorithms —
Block ciphers

]

5O/IEC 29192-2, Information technology — Security techniques — Lightweight cryptography —
lock ciphers

— 3

50/1EC 29192-5, Information technology — Security techniques — Lightweight cryptography -
fash-functions

~~

Terms and definitions

(&%)

v wl

or the purposes of this document, the terms and definitions given in ISO/IEC 18033-3
bllowing-apply.

-

[F@and [EC maintain terminological databases for use in standardization at the following addr

pbgraphic
has not
hanisms
t key.

content
lies. For
applies.

Part 3:
- Part 2:

- Part 5:

and the

esses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1
block cipher key
key that controls the operation of a block cipher

[SOURCE: ISO/IEC 9797-1:2011, 3.2]
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3.2

encryption
reversible operation by a cryptographic algorithm converting data into ciphertext so as to hide the
information content of the data

[SOURCE: ISO/IEC 9797-1:2011, 3.6]

3.3

hash-function
function which maps strings of bits of variable (but usually upper bounded) length to fixed-length

strings ¢f bits, satisfying the following two properties:

— for 4
— forg
Note 1 to
[SOURCI

3.4
key
sequenc

Note 1 t
generati

[SOURCH

3.5
Messag
MAC
string o

[SOURCH

3.6

MAC alg
algorith
of bits, §

— for 4

— for
com
and
afte)

[SOURC

| given output, it is computationally infeasible to find an input which maps to this output;
given input, itis computationally infeasible to find a second input which maps to the-same outpu

entry: Computational feasibility depends on the specific security requirements and environment.

: ISO/IEC 10118-1:2016, 3.4]

e of symbols that controls the operation of a cryptographic transformation

n, or signature verification.

: ISO/IEC 9797-1:2011, 3.7]

b Authentication Code

bits which is the output of a MAC algorithim
£: ISO/IEC 9797-1:2011, 3.9]

orithm
m for computing a functioniwhich maps strings of bits and a secret key to fixed-length string
atisfying the following two‘properties:

iny key and any input-string, the function can be computed efficiently;

hny fixed key,and given no prior knowledge of the key, it is computationally infeasible t
pute the funCtion value on any new input string, even given knowledge of a set of input string

corresponding function values, where the value of the ith input string might have been chose
r observing the value of the firsti - 1 function values (for integersi > 1)

: 1ISQ/1EC 9797-1:2011, 3.10]

entry: Examples are encryption, decryption, cryptographic clieck function computation, signaturg

[72)

> »n O

3.7
word

string of 32 bits used in Chaskey-12 MAC algorithm

4 Symbols and abbreviated terms

a<b
E(K, P)
h

set variable a to the value of b
encryption of the plaintext P with the block cipher E using the key K

hash-function
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past

tained

negative
y n

dB
ry

v t-bit initializing value

12BS(x, g) function that takes as input a non-negative integer x and outputs a bit string of length g
corresponding to its binary representation

K; block cipher key taken by the underlying block cipher used in LightMAC (i = 1, 2)

m message string to be input to the MAC algorithm

! message string after the padding has been applied

m;' i th n-bit block of the padded-message string m’

m'; (=s) i th (n-s)-bit block of the padded-message string m’ for i < | where
m’ (=9 |m’,(=3)||...||m’p = m’

N counter size

t length of the MAC in bits

Vi 32-bit words used to store the results of intermediate domputations

Al J-bit unsigned integer obtained from the u-bit unsigned integer X by taking the j 1
significant bits of X (1 <j < u)

A<<1 operation of left shift by one bit, i.e. if X is aword then X << 1 denotes the word ok
by left-shifting the contents of X by one, pasition

N<<<n operation of ‘circular left shift’ by n.bit’positions, i.e. if X is a word and n is a non-
integer then X<<<n denotes the word obtained by left-shifting the contents of X b
positions in a cyclic fashion

gs string consisting of s zero:bits

©® bitwise exclusive-OR:gperation

BH addition modulg 232

K| the length efbit string X in bits

| concatenation of bit strings

H, addition modulo 2% operation, where w is the number of bits in a word; i.e. if A an
are w-bit words, then A +, B is the word obtained by treating A and B as the bina
representations of integers and computing their sum modulo 2%, where the result is con-
strained to lie between 0 and 2% - 1 inclusive

5 “Lightweight MACs based on block ciphers

5.1 General

This clause specifies a lightweight MAC algorithm that uses a secret key and an n-bit block cipher to
calculate a t-bit MAC.

Annex A defines the object identifier which shall be used to identify the algorithm specified in Clause 5.
Annex B provides numerical examples for the MAC algorithms in hexadecimal notation. Annex C gives
the lightweight properties of the MAC algorithms described in this document.

© ISO/IEC 2019 - All rights reserved
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5.2 Li

ghtMAC

5.2.1 General

LightMAC is a MAC algorithm that shall be used with any block cipher from ISO/IEC 29192-2 or

ISO/IEC

18033-3. Users who wish to employ LightMAC[€] shall select:

— an n-bit block cipher E from ISO/IEC 29192-2 or ISO/IEC 18033-3;

— ale

oth tin bits of the MAC;

— aco

The abg
paramet

NOTE 1
NOTE 2

LightMA
of lengt

followinlg steps: padding, application of the block cipher, and truncation.

5.2.2

Let m b
by n-d-1

5.2.3

m’ shall
an n bit

Ve0n
Fori=1
V<1

Ve«

S <1

Refer to

unter size s, i.e. the number of bits allocated to represent the counter value, where 0 < s <.\

[

ve parameters shall remain constant while using LightMAC under a given keyg.Differer
er sets should not be used under the same key.

If any of the parameters above are modified while using a key, then no security can'be'guaranteed.
Numerical examples, including for the cases s =8 or 32 and t = 64, are listed in(B.2.

C takes as input two independently generated block cipher keys Kyand K,, and a message Y
h at most 25(n-s) bits. LightMAC produces an output of length ¢ ®its. LightMAC requires thie

Step 1 (padding)

the message input to LightMAC, and d = |m| mod (n-5s)-Right-pad m with a single ‘1’ bit, followed
‘0’ bits. The resultis denoted by m’.

Step 2 (application of the block cipher)

be Split into strings m'l, m’z, ey m'f, where m'l("‘s), m’z(n—s)’ . m‘f—l(n_s) are n-s bit strings, m'gl
string, and m’, ("-9)||m’,("=9)||...||m’, = m"<EFhe string S is computed using the following procedurg.

[72)

to £-1:
(K, 12BS(i, s)||m') @ V

m, @V
(K2 V)

AnnexD for the specification of I2BS.

5.2.4

ES3s D (o no ks oaa)
JTCPotrurniCatiuirj

The MAC of t bits is derived by taking the least significant ¢ bits of the string S, i.e.:

MAC S|,

6 Lightweight MACs based on hash-functions

6.1 General

This clause specifies a lightweight MAC algorithm that uses a lightweight hash-function to compute a MAC.

© ISO/IEC 2019 - All rights reserved
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Annex A defines the object identifier which shall be used to identify the algorithm specified in Clause 6.
Annex B provides numerical examples for the MAC algorithms in hexadecimal notation. Annex C gives
the lightweight properties of the MAC algorithms described in this document.

6.2 Tsudik's keymode

6.2.1 Requirements

Tsudik's keymode is a MAC algorithm that uses a hash-function. In order to use Tsudik's keymodell],

lightweight hash-function h shall be selected and agreed. The hash-function shall be chogen from
mongst the lightweight hash-functions specified in ISO/IEC 29192-5:2016. An entity generatitjg a MAC
hall be equipped with a secret key K, which shall also be made available to all parties needing to verify
the MAC.

wn

=z

OTE1 Tsudik's keymode is classified as lightweight because the number of calls,tethe underlyjng hash-
fhinction is typically smaller than generic-purpose hash-function-based MACs suchCas 'HMAC, as sp¢cified in
50/1EC 9797-2.

[—

NOTE 2 The reason why the underlying hash-function must be chosen frdm amongst those spgcified in
50/1EC 29192-5 is described in Annex C.

[—

NOTE 3  In the selection of the underlying hash-function used in Tsudik’s keymode, it is up to the user to check
its security against length extension attacks.

4.2.2 MAC calculation

To compute a MAC over the message m using the sudik's keymode, the following operation is
fderformed:

S<h (K||m).
The MAC of ¢ bits is derived by taking theleast significant ¢ bits of the string S, i.e.:

MAC < S|,

| Lightweight dedicated MACs

L |

7.1 General

—

his clause spegifies a lightweight dedicated MAC algorithm.

nnex A defines the object identifier which shall be used to identify the algorithm specified in Llause 7.
nnex B-provides numerical examples for the MAC algorithms in hexadecimal notation. Annex C gives
he lightweight properties of the MAC algorithms described in this document.

o o e

7.2 Chaskey-12

7.2.1 General

Chaskey-12[8 is a lightweight MAC algorithm that processes an arbitrary-length message m using a key
K of length 128 bits. It outputs a MAC of 128 bits or less.

NOTE1 In the original proposal for the Chaskey algorithmlZ], the number of rounds was set to 8, and the

algorithm is referred to as Chaskey-8. Because of concerns that 8 rounds are insufficient to guarantee the
required level of security, the scheme specified here has 12 rounds, and is thus referred to as Chaskey-12[8l,

© ISO/IEC 2019 - All rights reserved 5
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Chaskey-12 interchangeably considers an element a of GF (2128) as a 128-bit string a[127]a[126]...a[0]
and as the polynomial a(x) = a[127]x127 + a[126]x126 + ... + a[0] with binary coefficients.

Let f(x) be the irreducible polynomial x128+x7+x2+x+1. To multiply two elements a and b, they are
represented as two polynomials a(x) and b(x), and a(x)b(x) mod f (x) is calculated. For example, how
to multiply an element by x is shown in Function 1. Note that a monomial x corresponds to bitstring
0126]|10. Note that bit string 0126||11 can be regarded as the decimal number 3.

Function 1: TimesTwo

functioff TimesTwo[a)
ifa[12y]=0
returh (a << 1) @ 0128
else

returh (a << 1) @ 012010000111

=

When cpnverting between 128-bit strings, 128-bit unsigned integers, and arrays of 32-bit unsigne
integers, Chaskey-12 always uses little endian byte ordering. Inside every- byte, bit numbering start
with thg least significant bit.

[72)

Chaskey}-12 requires the following steps: subkey derivation, padding, application of the permutation,
and truncation.

7.2.2 Btep 1 (subkey derivation)

Chaskeyt12 takes a 128-bit key K, which should be chosentindependently and uniformly at random from
the entire key space. From K, two 128-bit subkeys K; and K, are derived, each by means of a 128-bit shi
and a 1728-bit bitwise exclusive-OR operation. The gefieration of the subkeys is defined in Function 2.

(s

Functiopn 2: Subkey derivation
functior] SubKeys(K)

K, < TithesTwo(K)

K, < TimpesTwo(K;)

return (K3, K;)

7.2.3 Btep 2 (padding)

Let m b¢ the message input to Chaskey-12, and let d be the remainder when dividing the length of m b
128. In ¢ase d #-0*0r |m| = 0, then m shall be padded by concatenating it with a single '1' bit, and the
by 128-¢-1 :0'’bits. The padded version of the message m is denoted by m’, and the Boolean variab
padded is’set to true. In case d = 0 and |m| # 0, the message is not padded, so that m’ < m, and padde
is set to false:

7.2.4 Step 3 (application of the permutation)

The padded message m’ shall be split into strings my’, m,’, ..., m," of 128 bits each, so that m;’||m,’||...
[lm,” = m’. To generate a MAC of at most 128 bits, Chaskey-12 iterates a 128-bit permutation m, as
specified in Function 3 (See also Figure 1). In Figure 1, the application of the permutation (Step 2) when
padded is false (top), and when padded is true. The round function of permutation m is specified in
Function 4, the subkeys K; and K, are generated according to Step 1, and the message m is padded to m'
according to Step 2. Optionally, the output S is truncated to t bits in Step 4.

6 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=c3a455d8921ee7824c7ac8ba48478553

ISO/IEC 29192-6:2019(E)

ml mz me Kl K1
K T 1 - — 1 —>0—d ’77:‘)$—>S
_/ —/ —/ —/
m'1 m'z m;; K, K,
r\ M (\ M
K >S— T —>PD— T - —] T>H—B— | T—B— S
_/ _/ _/ -/

Figure 1 — Application of the permutation

Ih Chaskey-12, the permutation T consists of 12 applications of a round function, as desdribed in
Hunction 4. It operates on a 128-bit string, seen as an array of four 32-bit’unsigned integers. The round
flinction is also illustrated in Figure 2. Figure 2 shows a round of the-Chdskey permutation ) defined
3s: Vol[vyl[vallvs < m(vollv4llval[vs)-
141 Vo 1% V3
0 A
L K-
Y Y
Y Y
Me S
% VV
A 4
K 16
Y Y
NEN| e
L L
Y Y
(7] <03
Y Y
(M S
% V
Y
&K 16
v v v v
21 vy (2 U3

Figure 2 — Round of the Chaskey permutation nt

Function 3: Application of the permutation
function Chaskey(K, K;, K,, m’)

V<K

For j=1 to #-1

© ISO/IEC 2019 - All rights reserved 7
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VeV m)')
If padded = false
L< K
Else
L<K,
EndIf
Sen(ViPm, ®L)DL

return 9

Function 4: Permutation
function m(v)
Vo, V1, P2, v3) < v
Fori=|tor
Vo < Vp *+32 vy
vy & V| <<< 5
vy <V D v
Vg« Vp<<< 16
V2 < Ve *32V3
V3 € Vp <<< 8
vz Vg D v,
Vo < Vp +32 V3
V3« Vg <<< 13
vz < D v
V2 < Vet Vp
ViV <<< 7
vie v Dv,

v, <V <<&< 16

return V[T vl v2(Iv3

7.2.5 Step 4 (truncation)
The MAC of t bits is derived by taking the least significant ¢ bits of the string S, i.e.:

MAC < S|..

8 © ISO/IEC 2019 - All rights reserved
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Annex A
(normative)

Object identifiers

Th

cracifiad 1

Lctce tha olhinct tdandifia0 Pyt dta tha Lohturaight MAC Slgaxitlh
\Sasjaa e €181t 227 S

I _anaas, thao 1fiaxrc o ilgna 1 nma
Imrs—o X Trsto—orc j) eI e oS ST TIiC O to—trC—TIg e vy TV YG OTTCITTS

document.

-~ Draft object identifiers of ISO/IEC 29192-6

[

ightweightMessageAuthenticationCodes {

iso(l) standard(0) lightweight-cryptography(29192) part6 (6)

asnl-module (0) algorithm-object-identifiers (0) }

[EFINITIONS EXPLICIT TAGS ::= BEGIN

[XPORTS ALL;

[MPORTS

LightweightCryptographyIdentifier

FROM LightweightCryptography-2 {iso(l) standard(0)
lightweight-cryptography (29192) part2(2)
asnl-module (0) algorithm-object-identifiers (0) }

LightweightCryptographyIdentifier

FROM LightweightCryptography-5 {iso(l) standard(0)
lightweight-cryptography (29192) part5(5)
asnl-module (0) algorithm-object-identifiers (0) }+

=)

JID ::= OBJECT IDENTIFIER -- Alias
-|- Synonyms --
iJs29192-6 OID ::= {iso standard lightweight\eryptography(29192) part6 (6)}
-- OID assignments --
Jight-bc-based-macs OID ::= {is29192-6'J%C-based-macs (1) }
JJightMAC OID ::= {light-bc-based-macs™d}
lJight-hf-based-macs OID ::= {is29192-6 hf-based-macs(2) }
fsudik OID ::= {light-hf-basedsmacs 1}
llight-dedicated-macs OID ::= {1s29192-6 dedicated-macs(3)}
dhaskey-12 OID ::= {light=@edicated-macs 1}
-~ note: assign any new(OIDs above 3
HYightweightMacAlgorithm ::= SEQUENCE ({
algorithm ALGORITHM. &id ({LightweightMac}),
parameters ALGORITHM. &Type ({LightweightMac}{@algorithm}) OPTIONAL
}
IightweightMAC ALGORITHM ::= {

{ OID 1#ghtMAC PARMS MacParameters-1 } |
{ OID«tsWdik PARMS MacParameters-2 } |

{ OID»chaskey-12 PARMS NullParms } ,

-~ expect additional algorithms --

}

SpTTTTIeyl

-- MAC parameter types definitions
MacParameters-1 ::= SEQUENCE {
bcAlgo BlockCipher OPTIONAL,

t INTEGER (1..MAX)

}

MacParameters—-2 ::= SEQUENCE {

hfAlgo HashFunction OPTIONAL,

t INTEGER (1..MAX)

}

BlockCipher ::=
LightweightCryptography-2.LightweightCryptographyIdentifier

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=c3a455d8921ee7824c7ac8ba48478553

ISO/IEC 29192-6:2019(E)

HashFunction ::=

LightweightCryptography-5.LightweightCryptographyIdentifier

NullParms ::= NULL

-- Cryptographic algorithm identification --
ALGORITHM ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL
}
WITH SYNTAX { OID &id [PARMS &Type] }
END -- LightweightMessagelAnthenticationCode ——

10
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Numerical examples

B.1 General

B.2 Numerical examples of LightMAC

o/ m = (0 octets)

ol m =00 (1octet)

ol m=10001 (2 octets)

el m=000102 (3 octets)

el m=00010203 (4 octets)
o] m=000102..04 (5 octets)
ol m=000102..05 (6 octets)
ol m=1000102..06 (7 octets)
o] m=000102..07/(80Ctets)
o] m=000102.48(9 octets)
o] m=000102..09 (10 octets)

o] M'=000102..0a (11 octets)

(Jases=8
H1= 00112233 44556677 8899%aabb ccddeeff
H2 = 833d3433 009£389f 2398e64f 417acf39

This annex provides numerical examples for each mechanism in hexadecimal notation.

The underlying block cipher: PRESENT-128 as specified in ISO/IEC 29192-2;2012

MAC = ¢3c¢863d3
MAEC =021dff18
MAC = 3f89441a
MAC = 858fffa6
MAC = 72a56£92
MAC = cead42es
MAC = 939bdb08
MAC = 0870a1d9
MAC = c£7£df18
MAC = 957872f¢
MAC = ef35a618

MAC = ea690ele

e954788b

0cad82f9

a4492cb9

dld238cc

0da21d54

£4022b71

9£993715

8336d9fe

0e2494a2

dg8474fcc

df40a363

cl15c8817

e Mm=000102..0b (12 octets)
e m=000102..0c (13 octets)
e m=000102..0d (14 octets)
e m=000102..0e (15 octets)
e m=000102..0f (16 octets)

e m=000102..10 (17 octets)

© ISO/IEC 2019 - All rights reserved

MAC = £d0bc212
MAC = 09bb6867
MAC = 28eb9983
MAC = 44cef839
MAC = 7£30f1£8

MAC = 6af5747¢

ale867a4
7241b04d
1d08b850
dcd7clcb
8d151ff5

edl40aa8
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m=000102..11 (18 octets)

m=000102.

m=000102.

m=000102.

m=000102.

12 (19 octets)
13 (20 octets)
14 (21 octets)

15 (22 octets)

MAC = 11274bd5
MAC = 99c3a296
MAC = dc05c29e
MAC = 95e0f4fa

MAC = 102ab033

394d388d

a8c8eb548

e8b9%abide

3774a8cf

7011a2f£3

m=0po102.

m=0p0o0102.

m=0p0o102.

m=0p0o102.

m=0p0o0102.

m=0p0o102.

m=0po0102.

m=0po102..

m=0po102.

m=0po102.

m=0po0102.

m=0p0102...

m=0p0o0102.

m=0p0102.

m=0p0102..

m=0p0102..

m=0p0102..

m=0p0102..

m=0p0o0102.

m=0poero2.

16 (23 octets)
17 (24 octets)
18 (25 octets)
19 (26 octets)
1a (27 octets)
1b (28 octets)
1c (29 octets)
1d (30 octets)
le (31 octets)
1f (32 octets)
20 (33 octets)
21 (34 octets)
22 (35 octets)
23 (36 octets)
24 (37 octets)
25 (38 octets)
26 (39 octets)
27 (40octets)
28.'(41 octets)

29 (42 octets)

MAC = 88d68alc
MAC = 5£028d39
MAC = 6£30b07a
MAC = e5ecbaba
MAC = 409b49af
MAC = dc88786e
MAC = 76e6526a
MAC = 942cfeal
MAC = 6£570344
MAC = 473@b059
MAC 2%£8£3297
MAC = 12d537fe
MAC = cdo0fa52
MAC = 520cdf1f
MAC = 36c79cbe
MAC = 9c854532
MAC = a9a2eeed
MAC =b3343218
MAC = 4£34e65d

MAC = eebe3228

48bbc0b7

6326567a

025fa7ef

994a36bc

04£3cl84

74c298ad

f8cl25¢e

6891 0b4dc

048145cbh

b872d41f

4cb44284

00bb6046

a649e50a

6ellf546

956ed91a

7p31c585

33cee786

dabaab66

ba08b06a

f7f21ed4

m=000102.

m=000102.

m=000102.

m=000102.

m=000102.

m=000102..

2a (43 octets)
2b (44 octets)
2c (45 octets)
2d (46 octets)
2e (47 octets)

2

Hh

(48 octets)

MAC = 326d89ce
MAC = ££99dbfc
MAC = 0b7224ab
MAC = 97928b8d
MAC = 9e6e039a

MAC = a10deb90

bad3£f651

72b919d4

cl48deé6c

£5c5£048

a6209£07

41205b21
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e Mm=000102..30 (49 octets)
e m=000102..31 (50 octets)
e m=000102..32 (51 octets)
e m=000102..33 (52 octets)

e m=000102..34 (53 octets)

MAC = 0e8208be
MAC = de0e2416
MAC =1761603e
MAC = eda5d05f

MAC = 48f4d47e

ISO/IEC 29192-6:2019(E)

90elel0b
4f616£79

a4fbbd80

b67b528d

485b47d2

ol m=1000102..35 (54 octets)
ol m=1000102..36 (55 octets)
ol m=000102..37 (56 octets)
el m=000102..38 (57 octets)
ol m=1000102..39 (58 octets)
el m=000102..3a (59 octets)
ol m=000102..3b (60 octets)
ol m=000102..3c (61 octets)
ol m=000102..3d (62 octets)
ol m=000102..3e (63 octets)

(Jases =32

o m = (0 octets)

MAC = 8634d35b bcdbbek?
of m=00000001 00020009 ..
MAC = d6029a88.80c26393
of M=0000006N\00020003 ...

MAC =<£98128da b7lecfb5c

H1= 01234567 89abcdef fedcba98 76543210

K2 = 9cf35e82 £26719c4 £91cf900 ee2chbecl

007e007£

00fe00ff

MAC = df07346b
MAC = 52d6b140
MAC = cc680cb4
MAC = 100160dc
MAC = d2ee268e
MAC = dcdcba02
MAC = 100elae6
MAC = d394F£09
MAC = g=24blfa6

MAG)= 431£7d96

00 (257 octets)

0100 (514 octets)

bcffbeac

b8b8a9%b0

588dd5ff

fb743c20

c27309d6

ebb8aib3

ced7fede

dea2010c

30d3accH

7c0bc59%e

o] m=\00000001 00020003 .. 017e017f 018001 (771 octets)
MAC = c0067cce 77440500
e M =100000001 00020003 .. 01fe01ff 02000201 (1 028 octets)

MAC = 774d44bb 7ce920a4
e m=00000001 00020003 ..
MAC = 38a9c371 00b90SEf
e m=00000001 00020003 ..

MAC = ¢88d0fb7 32647299

© ISO/IEC 2019 - All rights reserved

02800281

03000301

02 (1 285 octets)

0302 (1 542 octets)
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e M =00000001 00020003 .. 03800381 038203 (1 799 octets)
MAC = d2a12618 3daacd78
e M =100000001 00020003 .. 04000401 04020403 (2 056 octets)

MAC = 481dd001 e71a3585

B.3 Numerical example of Tsudik's keymode

The undlerlying hash-function: Lesamnta-LW as specified in ISO/IEC 29192-5:
Caset=[128

K 4c4cpcdc 4cdclcdc 4cdclcic 4c4dcéc4c
Message| =4c4cdcdc 4cdclcdc 4c4dcélcic 4c4dcécéc

MAC = |e01f6580 Oeeal65f 8c85b688 c36afcal

B.4 Npmerical examples of Chaskey-12
Caset=|(64
K 0011p233 44556677 889%aabb ccddeeff

K1 8722h466 88aaccee 10335577 99bbddff

K2 8945B8cc 105599dd 2166aaee 3277bbff

m = (0 pctets) MAC = dd3el849 d6824555
m = 00 |(1 octet) MAC = edlda89e c93179ca
m = 000l (2 octets) MAC = 98fe20a3 43cdoe6o6f
m = 00002 (3 octets) MAC = f6f418ac dd7d9%fal
m = 0000203 (4 octets) MAC = 4cf04960 099949f3
m = 000JL02..04 (5 octets) MAC = 75c¢c83252 653d3b57
m = 000JL02..05 (6 octets) MAC = 964b0461 fbe92273
m = 000JL02..06 (7 oCtets) MAC = 141fa08b bf399636
m = 000JL02..07 (8 /octets) MAC = 412d98ed 936d4ab2
m = 00002308 (9 octets) MAC = fb0d98bc 70e305f9
m = 000102..09 (10 octets) MAC = 36f88elf da86c8ab
m = 000102..0a (11 octets) MAC = 4dlal815 868a5aa8
m = 000102..0b (12 octets) MAC = 7a7912cl 999%eaes8l
m = 000102..0c (13 octets) MAC = 9calll37 bd4a34601
m = 000102..0d (14 octets) MAC = 7905142f 3be77e67
m = 000102..0e (15 octets) MAC = 6a3ee3d3 5c043397
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m = 000102.0f (16 octets) MAC d13970d7 be%b2350
m = 000102..10 (17 octets) MAC 32acd914 bfda3bc8
m = 000102..11 (18 octets) MAC 8a58d816 cb7a1483
m = 000102..12 (19 octets) MAC 03f4do66 38efad8d
m = 000102..13 (20 octets) MAC £9932237 f£05e831
nf = 000102..14 (21 octets) MAC f5fedbl3 4862b471
n = 000102..15 (22 octets) MAC 8bb55486 f£38d57ea
n = 000102..16 (23 octets) MAC 8a3acb94 b5ad59lc
n = 000102..17 (24 octets) MAC 7ce37087 23f7495f
m = 000102..18 (25 octets) MAC f42f3d2f 405710c2
m = 000102..19 (26 octets) MAC b3933al6 7e5636as
m = 000102..1a (27 octets) MAC 899a7945 423abelb
n = 000102..1b (28 octets) MAC 65el12d£S, a695fac8
m = 000102..1c (29 octets) MAC b82449d8 c8albae9
nf = 000102..1d (30 octets) MAC a850dfba defa4229
nf = 000102..1e (31 octets) MAC £fd42c39d 08ab71a0
nf = 000102..1f (32 octets) MAC b465c241 2610bf84
nf = 000102..20 (33 octets) MAC 89c4a9dd b53e6991
nf = 000102..21 (34 octets) MAC 5a9af9le b095d331
nf = 000102..22 (35 octetg) MAC 8e54914c 151e46b0
n = 000102.23 (36 ogtets) MAC fab8ab0b 5beaaec6
nf = 000102..24 (8ZNoctets) MAC 60ad906a cd06c823
nf = 000102..25=(38 octets) MAC 6blebbc2 426dadl?
nf = 00QI0%24.26 (39 octets) MAC 90328fd2 59889a8f
n = 000102..27 (40 octets) MAC f0£7815e e6£3d516
m = 000102..28 (41 octets) MAC 97e7e2ce bea826b8
m = 000102..29 (42 octets) MAC b0fal845 f£72a76d6
m = 000102..2a (43 octets) MAC a468bdfc dflOaa9c?
m = 000102..2b (44 octets) MAC daB84ell3 38387da7
m = 000102..2c (45 octets) MAC b30d5ead 8e39f2bc
m = 000102..2d (46 octets) MAC 178a43d2 a008503e
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15


https://standardsiso.com/api/?name=c3a455d8921ee7824c7ac8ba48478553

ISO/IEC 29192-6:2019(E)

16

000102..2e (47 octets) MAC 6dfaa705 aB8al06c70
000102..2f (48 octets) MAC aa047£f07 c5ae8db4
000102..30 (49 octets) MAC 305bbb42 0Ocbdbecc
000102..31 (50 octets) MAC 08328031 59750£f49
000102..32 (51 octets) MAC 9080254f b79%abla
000[L02..33 (52 octets) MAC 61c285ca 245774a4
000JL02..34 (53 octets) MAC 2aae035c fbe6lf97a
000JL02..35 (54 octets) MAC £5289075 c9ab39e5
000[L02..36 (55 octets) MAC e65c4237 32dae795
000JL02..37 (56 octets) MAC 4b22cf0d 9da8de3d
000JL02..38 (57 octets) MAC 2626ea2f alf9abcef
000JL02..39 (58 octets) MAC dlel7eo6e c4a88daé
000[L02..3a (59 octets) MAC 16574428 27££640a
001p2..3b (60 octets) MAC £d155a40df15£630
000[L02..3c (61 octets) MAC ffeb596f 299£58b2
000[L02..3d (62 octets) MAC bedeeded 3975d£87
000[L02..3e (63 octets) MAC fc7£9df7 991b87bc
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