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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and [EC have established a joint technical committe
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Attention is drawn to the possibility that some of the elements of this documentmay be the subject ¢
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ISO/IEC

ISO/IEC
network
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— Part

JTC 1.

h task of the joint technical committee is to prepare International Standards. Draft Internationd

ion as an International Standard requires approval by at least 75 % of thé&national bodig
 vote.

ghts. ISO and IEC shall not be held responsible for identifying any orall such patent rights.
29182-1 was prepared by Joint Technical Committee ISO/IEC JTG.1, Information technology.

29182 consists of the following parts, under the general title Information technology — Sensd
5: Sensor Network Reference Architecture (SNRA):

1: General overview and requirements
2: Vocabulary and terminology

3: Reference architecture views

4: Entity models

5: Interface definitions

7: Interoperability guidelines

wing part is under preparation:

6: Applications

ional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,Part 2.

1s adopted by the joint technical committee are circulated to national bodies for voting.

)
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Introduction

013(E)

A wide range of applications has been proposed for sensor networks. In practice, however, sensor
networks have been built and deployed for a relatively small number of applications. This is partly due

to the lack of a business case for certain applications and partly due to technical challenges in

building

a non-trivial sensor network of reasonable complexity. The main reason for this impediment is multi-
disciplinary expertise - such as sensors, communications and networking, signal processing, electronics,

computing, and cyber security -is required to design a sensor network. Presently, the design
is so complex that one can leverage little from one sensor network design to another, It appe

process
ars as if

ne has to start from almost scratch every time one wishes to design and deploy a sensor netw

g
U
viarious applications. These commonalities include similarities in the choice of network architec
the entities/functional blocks that are used in the architecture.

The purpose of the ISO/IEC 29182 series is to
—+ provide guidance to facilitate the design and development of sensor networks,
-+ improve interoperability of sensor networks, and

1+ make sensor networks plug-and-play, so that it becomes fairlyZeasy to add/remove sens
to/from an existing sensor network.

—

he ISO/IEC 29182 series can be used by sensor network designers, software developers, ang
fdroviders to meet customer requirements, including any applicable interoperability requireme

—

he ISO/IEC 29182 series are comprised of seven parts-Brief descriptions of these parts are giv

—_—

art 1 provides a general overview and the requirements for the sensor network reference arch

law]

Hart 3 presents the reference archite¢tutre from various viewpoints, such as business, ope
ystem, technical, functional, and logical views.

w

—_—

art 4 categorizes the entities comprising the reference architecture into two classes of phys
flinctional entities and presents models for the entities.

Hart 5 provides detailed,information on the interfaces among various entities in the r
architecture.

Hart 6 provides detailed information on the development of International Standardized Profile

Hart 7 provides design principles for the reference architecture that take the interop
requirementsinto account.

Theretate no requirements for compliance in ISO/IEC 29182-1 to ISO/IEC 29182-7. Users shoul
thatthe sensor nodes, and the related sensor network, are compliant with the application or dep

ork. Yet,

pon closer inspection, there are many commonalities in instantiations of sensor networks that realize

ture and

r nodes

service
nts.

ren next.

tecture.

art 2 provides definitions for the terminology and vocabulary used in the reference architectire.

rational,

ical and

cference

5.

brability

] ensure
loyment

gaverning hody
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INTERNATIONAL STANDARD ISO/IEC 29182-1:2013(E)

Information technology — Sensor networks: Sensor
Network Reference Architecture (SNRA) —

Part 1:

General overview and requirements

1 Scope

—

his part of ISO/IEC 29182 provides a general overview of the characteristics of @sensor nety

—

hat are identified for sensor networks.

—

2 Normative references

o |

he following referenced documents are indispensable for the application of this document. F
eferences, only the edition cited applies. For undated references, the latest edition of the re
ocument (including any amendments) applies.

Q.=

p—

50/1EC 29182-2, Information technology — Sensor networks: Sensor Network Reference Arc
SNRA) — Part 2: Vocabulary and terminology

Jo

Terms and definitions

(%)

vl

or the purposes of this document, the terms and definitions given in ISO/IEC 29182-2 apply.

4 Conventions

]

h this part of ISO/IEC 29182:

o |

he keywords “is required to” indicate a requirement which must be strictly followed and fro
o deviation is permitted if conformance to this document is to be claimed.

=

The keywords “iS-recommended” indicate a requirement which is recommended but whig
bsolutely reguired. Thus this requirement need not be present to claim conformance.

he keywords “can optionally” and “may” indicate an optional requirement which is peri
ithoutdmplying any sense of being recommended. These terms are not intended to imply
endor’s implementation must provide the option and the feature can be optionally enable

rork and

he organization of the entities that comprise such a network. It also describes the general requirements

br dated
ferenced

hitecture

m which

h is not

missible,
that the
1 by the
ture and

etwork operator/service provider. Rather, it means the vendor may optionally provide the fea

stittclaimrconformmance with thespecification:

5 Overview of sensor networks

Asensornetworkisasystem of spatially distributed sensornodesinteracting with each otherand, depending
on application, with ICT (Information and Communication Technology) infrastructures, in order to acquire,
process, and provide information about the physical world and optionally react to such information.

This clause describes sensor networks from a communication perspective and a service provisioning
perspective. Figures 1, 2 and 3 illustrate from a communication perspective the overall architecture and
logical arrangements of components in three classes of sensor networks. The sensor networks shown in
Figures 1, 2 and 3 gather information about their physical surroundings and deliver this information to the

© ISO/IEC 2013 - All rights reserved
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sensor network user(s), and any of the communications links may be implemented using wired or wireless
technologies: there is no constraint in principle on mixing communications technologies within a network.

Figure 1 depicts a standalone sensor network that operates on its own and is isolated from other
networks. This type of sensor network may be regarded as an ad hoc sensor network.

gfser
User @ __________________ @ ______
Service  Gateway
provider

O Sensor node
------- Communication path

® User

Figure 1 — Standalone sensor network

Figure 2[depicts the case where multiple sensor networks, twointhe case of thisfigure,areinterconnecte
via a gafeway. Gateways can play various roles in a sensor network; as’shown in Figures 1 and 2 an

shortly in Figure 3.

[evpen

® Servic;e ®

O Sensor node provider  User ®
User

....... Communication path

% User

Eigure 2 — Interconnected sensor networks

D

Figure 3 depicts senSor’networks, two in the case of this figure, which are connected to a backbon|
networl or other entities. In this case, gateways provide sensor networks with connectivity to othg
networHls possiblythrough access networks.

—

2 © ISO/IEC 2013 - All rights reserved
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ﬂ """"""" @ Other networks
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dutomation (sensing and actuation), and other functions and services.

Access Backbone network Service User
Gateway ) provider
e
QX S A e A~
i B—o
ateway ;
Ser\{lce User
provider
o

O Sensor node
....... Communication path

® User

Figure 3 — Sensor networks connected to other'nietworks

ensor network applications may require application-layer technologies such as data processi
htegration, data filtering), sensor information description and presentation. Data are acq
ensor nodes and either processed within the sensor netwark'(e.g. sensor nodes in the sensor 1
r by service providers connected to the sensor networks, as in Figure 1 and Figure 2. Alter

can be transferred, through a backbone network, toiapplications and other entities such as
roviders, as in Figure 3.

s for service provisioning, sensor network seryvices may be provided either by a sensor node
r by a service provider. Users may request services, without an intermediary, from an arbitr
esignated sensor node, as in the case of the“users on the right side of Figure 1 and 2 or from 4
rovider, as in the case of the users on the)left side of Figure 1, the middle part of Figure 2 and
ide of Figure 3. A service provider gathers sensor data either from sensor networks directly or
backbone network and facilitates:the negotiation of the service to be provided. In some case
hat requests services from a sensor node may be integrated with that sensor node.

) Characteristics of sensor networks

.1 General

Vired or wireless'sensor networks have unique characteristics which differentiate them from trg
ata networks: Sensor networks not only perform data transmission but also perform data acq
ata processing, data aggregation, data management, network management, resource mang

013(E)

g (data
ired by
etwork)
natively
service

directly
ary or a
| service
the right
through
s, a user

\ditional
uisition,
gement,

\ditional

q

lause 6 identifies the unique characteristics of sensor networks which differentiate from trg

networks.

6.2 Service provisioning for individual requirements

Sensor network applications and services allow arbitrary and evolving types and grouping of users. For
example, weather information may be provided to consumers such as tourists and fishermen as well
as business partners such as airlines, shipping companies and travel agencies. Functions and services
provided by sensor networks may be quite diverse supporting many applications, market segments and
types of users.

© ISO/IEC 2013 - All rights reserved
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Users’ service requirements and expectations may be diverse and change depending on circumstances.
Users may ask for weather information from a service providing such information, however they may
have different requirements depending on their circumstances and applications.

A tourist is content with getting summary weather information once or twice a day for the short period
of his/her vacation.

A fisherman, on the other hand, may need periodic weather updates throughout the day as well as
warnings for inclement weather conditions as soon as they become available. He would need such
weather information for the duration of the fishing season.

The crewvmen of a ship travelling on high seas may request extended weather forecasts for the duratien
of their tfrip.

A national centre for the study of the climate and weather patterns would need very detailed weather
related iEformation from a wide array of sensors at high sampling rates. Such informationfs)particularly
importajnt for prediction of emerging dangerous weather conditions and natural disasters.

6.3 Data gathering and pre-processing

[*Y)

Sensor jodes gather data from the physical world and pre-process the sensed data (e.g. through dat]
integratjon or filtering) and then supply sensor network services to the useér, either directly from th|
sensor node or via a service provider.

D

6.4 Cgllaborative information processing

[72)

Insome $ensornetworkapplications, the sensor nodes may collaborate to solve complex sensing problem
such as the detection, classification and tracking of objectsin the physical world. The data from a sensdr
may be pre-processed and refined at the sensor node,acquiring the sensed data or at another sensqr
node. D¢pending on the application, intermediate data, such as features or estimated parameters, m
be extracted from the sensed data during the pre-processing. The results from this pre-processing m:l;
be shar¢d among the sensor nodes in the sensor network. Once shared, the intermediate data fromn
multiplg sensor nodes can be transformed inte.context data and situation information by data fusion.

6.5 Mpintenance-free operation

(i

Sensor rletworks may have to opeifate for along period of time without maintenance or technical suppof
to resolye problems. Provision of femote diagnostics and resolution may be required.

6.6 Dynamic networktopology

The topgplogy of a wireléss sensor network is rarely fixed. A sensor network may have to adapt to th|
availability of communication links between sensor nodes, to the changing positions of sensor nodes dul
to mobility, to energy levels (e.g. a node may drop out as its battery runs out) and to the changing of th
roles of fensorriodes (e.g. when a sensor node becomes to take the roles of a sensor network gateway).
Implem¢ntations where sensor nodes move within the network require routing and communicatiop

rot e ¥hat o Flagihln o d Aol 0 oo o chonagne Corcns bl v logine havn +o
p 0 OCO O LIIAdU dI'CU 1TIUCATUIC dITu \.1“1\,1\ U lbol.l\}llo\.z A} \.,Alaus\,o. JUITTOUL TICUVVUILIN LUPUIUBI\.»O ITave U

capable of handling sensor nodes leaving or joining the network without unmanaged degradation of
sensor network performance. Some sensor network topologies are self-healing and self-organizing.

D D

6.7 Energy efficiency and operating lifetime

Energy management is important in many sensor networks where the sensor nodes are battery-
operated and it is desirable for the network to be operational for as long as possible. Energy harvesting
technologies may help with energy management and extending network lifetime.

4 © ISO/IEC 2013 - All rights reserved
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6.8 Self-adaptation

Sensor networks may self-adapt to accommodate changing conditions, to support robustness and
reliability and to optimize resource management and sensor node functionality.

7 General requirements for sensor networks

7.1 Connectivity to other networks

Ih some sensor networks, it is required to connect sensor networks to other networks, as*shown in
igure 3. This is achieved through use of gateway (s).

ol

1.2 Deployment and coverage

A sensor network is typically required to observe and acquire information aboutithe physical world over
spme pre-determined area in the 3D space called the coverage area of the sensor network.

Sensor networks may be deployed upon the requirements of sensor network applications..

7.3 Support of heterogeneous sensor networks

A sensor network may be heterogeneous in the sense that it may be comprised of several different, inter-
donnected, interoperable networks.

Therefore, it may support interoperability among heterogeneous sensor networks.

NOTE A sensor network application may rely on different sub-networks of a heterogeneous sensor network.

7.4 Sensor node mobility support

A sensor network with mobile sensor nodes can optionally support node mobility within the petwork
nd from one network to another.

OTE Although not all applications have mobile sensor nodes, supporting mobility is very impdrtant for
spme applications such as applications in Intelligent Transportation System (ITS).

.5 Power and energy management

ensor networks with battery powered devices (e.g. sensor nodes or gateways) may require pdwer and
ergy management schemes.

here are mdany ways to reduce energy consumption in sensor nodes including using low-power
(potentially) lower speed) processors, limiting the communication range and bandwidth of radio links,
limiting-the local storage capacity, using efficient data processing algorithms, and having sensors go
ihtosléep mode according to a schedule. It may also be possible to increase the battery life available to a
sensSor node through some means of energy harvesting. The operational lifetime may be maxirpized by
distributing the processing tasks among the nodes to balance energy usage and energy availability in
such a way that no node dies significantly earlier than the others, even if such redistribution results in
an increase in the overall power consumed by the entire network.

NOTE Sensor network applications mainly powered by batteries need power/energy management to
maximize the sensor network’s operating lifetime.

7.6 QoS support

Mission-critical applications and services should be carefully managed. QoS (Quality of Service) may be a
key technical issue in some scenarios. For example, detection and notification of fire in certain locations

© ISO/IEC 2013 - All rights reserved 5
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(e.g. a hospital nursery) is time-critical and needs to be done reliably and with low latency. Sensor
network applications have different QoS requirements, such as data accuracy, reliability and latency.

A sensor network may support QoS upon the requirements of sensor network applications.
7.7 Dynamic adaptation

7.7.1 Dynamic topology

Sensor JETWOTKS TITay Tave a Static topotogy Or May adapt dymamicatly to the addition or departure gf
sensor rfodes and reconfigure as needed.

Therefore dynamic topology of a sensor network may be supported.

7.7.2 $elf-organization and self-healing
A sensor network can optionally support self-organization and self-healing.

Self-organization and self-healing are attributes of wireless sensor networks and they are closely relate
to dynamic network topology. Self-organization is the capability of the sensormetwork to form a networ
graph wjithout the need for any human intervention. The network graph-specifies which sensor node
any given sensor node communicates with. Self-healing, on the other hand, is the network capability t
recuperpte from failures of sensor nodes or communication links. Sensor nodes may fail due to thej
batteriep running out, hardware failures, or a node simply leaving the network. A communication lin
can bregk due to worsening channel propagation conditions due'to the two nodes communicating over
the link|getting far away from each other, shadowing, multipath fading, or RF interference. Once thie
networld self-organizes or heals, then the necessary communications can take place and the sensqr
networl can do its job at an acceptable level of performance.

A = O wn A

7.8 Context-awareness

A sensor network may provide context-awareness. Context-awareness is the capability that allows
sensor nfetwork to paint a coherent pictureof parts of the physical world the sensor network is observin|
and megsuring. For example, there may beja number of sensors attached to the body of a firefighter thg
enters afpurning building. The sensors measure physiological health signs of the firefighter, such as heaf
rate, br¢athing rate and body temperature. Other sensors on the firefighter - possibly in conjunctio
with other sensors in the building’- determine firefighter’s location and his gait and whether he i
walking| crawling, or motionless” These sensor measurements together provide the necessary contex
and paint a good picture ofthe firefighter’s status and whether he is in need of help. Typically, contex
information is used as the-basis for taking actions in response to the situation at hand, possibly throug
the use ¢f actuators.

0o o

-+ =+ N =P +

7.9 Sqalability

A sensol nétwork may support scalability. There are many ways in which a sensor network can be
scalable| inoluding but not limited to the following: number of nodes, per area density of nodes, volumle
of data traffic that needs to be communicated, mobility, and multiplicity/frequency of events under
surveillance.

7.10 Privacy

Asensornetworkisrecommended to ensure user privacy. In general, sensor network applications require
privacy protection, as the sensed data may be sensitive and may be or contain personal information.
User information should be protected, and the users should be notified of any occurrence of violation
of privacy policies in the network that are set by the users. A privacy risk/impact assessment shall be
conducted in order to identify privacy risks related to the proposed sensor network initiative and to
identify appropriate privacy safeguards.

6 © ISO/IEC 2013 - All rights reserved


https://standardsiso.com/api/?name=8a50a70df3235e4167ce637118b6381b

	Section sec_1
	Section sec_2
	Section sec_3
	Section sec_4
	Section sec_5
	Figure fig_1
	Figure fig_2
	Figure fig_3
	Section sec_6
	Section sec_6.1
	Section sec_6.2
	Section sec_6.3
	Section sec_6.4
	Section sec_6.5
	Section sec_6.6
	Section sec_6.7
	Section sec_6.8
	Section sec_7
	Section sec_7.1
	Section sec_7.2
	Section sec_7.3
	Section sec_7.4
	Section sec_7.5
	Section sec_7.6
	Section sec_7.7
	Section sec_7.7.1
	Section sec_7.7.2
	Section sec_7.8
	Section sec_7.9
	Section sec_7.10
	Section sec_7.11
	Section sec_7.12
	Section sec_7.13
	Section sec_7.13.1
	Section sec_7.13.2
	Section sec_7.13.3
	Section sec_7.14
	Reference ref_1
	Reference ref_2
	Reference ref_3
	Foreword
	Introduction
	1	Scope
	2	Normative references
	3	Terms and definitions
	4	Conventions
	5	Overview of sensor networks
	6	Characteristics of sensor networks
	6.1	General
	6.2	Service provisioning for individual requirements
	6.3	Data gathering and pre-processing
	6.4	Collaborative information processing
	6.5	Maintenance-free operation
	6.6	Dynamic network topology
	6.7	Energy efficiency and operating lifetime
	6.8	Self-adaptation
	7	General requirements for sensor networks
	7.1	Connectivity to other networks
	7.2	Deployment and coverage
	7.3	Support of heterogeneous sensor networks
	7.4	Sensor node mobility support
	7.5	Power and energy management
	7.6	QoS support
	7.7	Dynamic adaptation
	7.8	Context-awareness
	7.9	Scalability
	7.10	Privacy
	7.11	Security
	7.12	Sensor network management
	7.13	Discovery capabilities
	7.14	Routing in sensor networks
	Bibliography

