INTERNATIONAL ISO/IEC
STANDARD 29182-5

First edition
2013-08-01

Information technology —~Sensor
networks: Sensor Network Reference
Architecture (SNRA) =<

Part 5:
Interface definitions

Technologies de l'information — Réseaux de capteurs: Architecture de
référence pour résequx de capteurs —

Partie 5: Définitions des interfaces

Reference number

@ m ISO/IEC 29182-5:2013(E)
Y=
©ISO/IEC 2013



https://standardsiso.com/api/?name=59143745f545d570afc9a539c3ce3af4

ISO/IEC 29182-5:2013(E)

O DAL LL

pal DICLIT - BBO
CUININGUIII r'RN\JU

© ISO/IEC 2013
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. + 41 22 749 01 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO/IEC 2013 - All rights reserved


https://standardsiso.com/api/?name=59143745f545d570afc9a539c3ce3af4

Contents

ISO/IEC 29182-5:2013(E)

FOT@WOTM ... oottt iv

|00 0 Yo L) ot 5 () ¢ OSSOSO \'4

A U1 S W N =

6.1
6.2
6.3
6.4
6.5

7.1
7.2
7.3
7.4
7.5
7.6

ibliography

lweol

Abbreviated terms

SN INTEITACES OVEIVICW ... LS

Interfaces between different functional 1ayers ... @y

GBIIETAL ..oy R i
Interface - SNHL / BFL...
Interface - BFL /SL............
Interface - SL / AL
Interface - CLM / (AL-SL-BFL)

7 Interfaces between entities enabling SN services and applications.............ce.

General
Interface 1
Interface 2
Interface 3
Interface 4
Interface 5

© ISO/IEC 2013 - All rights reserved

iii


https://standardsiso.com/api/?name=59143745f545d570afc9a539c3ce3af4

ISO/IEC 29182-5:2013(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
orgamzatlons governmental and non-governmental, in liaison with ISO and IEC also take part 1n the

ISO/IEC TC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives)Part 2.

—

The maih task of the joint technical committee is to prepare International Standards. Draft Intetnationg
Standargls adopted by the joint technical committee are circulated to national bodies for votin
Publicatjon as an International Standard requires approval by at least 75 % of thé/national bodig
casting 4 vote.

[Z0A

Attentiopn is drawn to the possibility that some of the elements of this documeht‘may be the subject gf
patent r{ghts. ISO shall not be held responsible for identifying any or all such\patent rights.
ISO/IEC|29182 consists of the following parts, under the general title Information technology — Sensdr

networkk: Sensor Network Reference Architecture (SNRA):
— Part 1: General overview and requirements

— Part 2: Vocabulary and terminology

— Parg 3: Reference architecture views

— Part 4: Entity models

— Part 5: Interface definitions

— Part 7: Interoperability guidelines

The follgwing part is under preparation:

— Part 6: Applications

iv © ISO/IEC 2013 - All rights reserved
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Introduction

A wide range of applications has been proposed for sensor networks. In practice, however, sensor
networks have been built and deployed for a relatively small number of applications. This is partly due

to the lack of a business case for certain applications and partly due to technical challenges in

building

a non-trivial sensor network of reasonable complexity. The main reason for this impediment is multi-
disciplinary expertise - such as sensors, communications and networking, signal processing, electronics,

computlng, and cyber securlty is requlred to de51gn a sensor network Presently, the design

one has to start from almost scratch every time one wishes to design and deploy a sensor netw
pon closer inspection, there are many commonalities in instantiations of sensor networks tha
arious applications. These commonalities include similarities in the choice of network architec
he entities/functional blocks that are used in the architecture.

o <

—3

he purpose of the ISO/IEC 29182 series is to
—+ provide guidance to facilitate the design and development of sensor networks,
-+ improve interoperability of sensor networks, and

—+ make sensor networks plug-and-play, so that it becomes fairlyZeasy to add/remove sens
to/from an existing sensor network.

The ISO/IEC 29182 series can be used by sensor network designers, software developers, ang
providers to meet customer requirements, including any applicable interoperability requireme

Tihe ISO/IEC 29182 series comprises seven parts. Briefidescriptions of these parts are given ne

Y

5O/1EC 29182-1 provides a general overview and-the requirements for the sensor network r
architecture.

o

5O/IEC 29182-2 provides definitions for the terminology and vocabulary used in the r
chitecture.

IFO/IEC 29182-3 presents the reference architecture from various viewpoints, such as I
erational, system, technical, furictional, and logical views.

IFO/IEC 29182-4 categorizes'the entities comprising the reference architecture into two c}
hysical and functional éntities and presents models for the entities.

—3

his part of ISO/IEC29182 provides detailed information on the interfaces among various entiti
pference architecture.

—

T

50/1EC 2918246 provides detailed information on the development of International Standardized

[

50/1EG.29182-7 provides design principles for the reference architecture that take the interop
requirements into account.

process
ars as if
ork. Yet,
t realize
ture and

br nodes
service

nts.
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eference
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es in the

Profiles.

erability

Tthere are no requirements for (‘nmp]inn{‘p in the IQOI/IF‘F 29182 series. lIsers should ens

ire that

the sensor nodes, and the related sensor network, are compliant with the application or deployment

governing body.
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Information technology — Sensor networks: Sensor
Network Reference Architecture (SNRA) —

Part 5:

Scope

his part of ISO/IEC 29182 provides the definitions and requirements of sensor network (SN) in
the entities in the Sensor Network Reference Architecture and covers the following aspects:

—+ interfaces between functional layers to provide service access for the modules in the uppe
exchange messages with modules in the lower layer;

—+ interfaces between entities introduced in the Sensor Netwaork+Reference Architecture
sensor network services and applications.

2 Normative references

—]

he following documents, in whole or in part, are normatively referenced in this document
indispensable for its application. For dated referénces, only the edition cited applies. For
references, the latest edition of the referenced document (including any amendments) applies.

p—

50/1EC 29182-2, Information technology -<‘Sensor networks: Sensor Network Reference Arc
SNRA) — Part 2: Vocabulary and terminology

=

3 Terms and definitions

s

or the purposes of this document, the terms and definitions given in ISO/IEC 29182-2 apply.

4 Abbreviated terms

terfaces

layer to

bnabling

and are
undated

hitecture

SIN Sensor Network

SNRA Sensor Network Reference Architecture

API Application Programming Interface

[JF-SNHL/BFL Interface between Sensor Node Hardware Layer and Basic Functions Layer

I/F BFL/SL Interface between Basic Functions Layer and Service Layer

I/F SL/AL Interface between Service Layer and Application Layer

I/F CLM/AL-SL-BFL Interface between Cross-Layer Management and Application Layer, Service
Layer, and Basic Functions Layer

I/F CLM/AL Interface between Cross-Layer Management and Application Layer

I/F CLM/SL Interface between Cross-Layer Management and Service Layer

I/F CLM/BFL Interface between Cross-Layer Management and Basic Functions Layer

© ISO/IEC 2013 - All rights reserved 1
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QoS Quality of Service

HLME-SAP Hardware Layer Management Entity-Service Access Point
HLDE-SAP Hardware Layer Data Entity-Service Access Point
BFME-SAP Basic Functions Layer Management Entity-Service Access Point
BFDE-SAP Basic Functions Layer Data Entity-Service Access Point
SLME-SAP Service Layer Management Entity-Service Access Point
SLDE-SAP Service Layer Data Entity-Service Access Point

ALME-SAP Application Layer Management Entity-Service Access Point
PCI Peripheral Component Interconnect

USB Universal Serial Bus

TCP/IP Transmission Control Protocol/Internet Protocol

GPRS General Packet Radio Service

CDMA Code Division Multiple Access

GSM Global System for Mobile communications

TD-LTE Time Division-Long Term Evolabion

UWB Ultra Wide Band

5 SN interfaces overview

A sensor network (SN) is a system consisting of interconnected (via wireless or wired) and spatiall
distribufed sensor nodes to acquire, process, transfer, and provide information from the physical worl
and optipnally react to the physicalworld by using an actuator or actuators.

(e

Sensor petworks have many different applications in a variety of domains such as environmey
monitorfng, logistics managément, industrial automation, intelligent highway system, and perimetg
protectipn. From one SN.-application domain to another, significant differences exist in servig
requirerpents, service types, processing functions, interfaces, operational attributes and so on. Theg
significgnt differences.influence the structure, construction and performance of a SN.

@ DO = e+

An interfface is the)shared border between two interactive entities or modules, so interface definitio
depends|on the'entities or modules on both sides. An interface can be described in physical or logical for

The purpose of developing generic and generalized definitions for SN interfaces is to promote the

g
a set of standard interfaces for SN is one of the most efficient approaches to bring the 1nteroperab111ty
to sensor networks.

To provide service and implement application in sensor network, sensor nodes and other entities
have to exchange messages containing sensor data or command. The messages pass through different
functional layers in each entity, and pass from one entity to another. Interfaces between different layers
and interfaces between peer modules in functional layers of different entities (e.g. sensor node or senor
network gateway) are used to enable sensor network applications and services. Figure 1 illustrates
three classes of sensor networks architectures defined in ISO/IEC 29182-1 and gives an overview of
interfaces enabling sensor network services and applications. Interfaces between functional layers in a
sensor node or gateway, and interfaces between physical entities are shown in the Figure 1.

2 © ISO/IEC 2013 - All rights reserved
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This standard describes common interfaces which need to be c
infrastructure of SN. Specific interface standards and detailed in
message format and exchanging mechanism are out of the scope of th

ISO/IEC 29182-5:2013(E)

onsidered when building an SN
terface implementations such as
is standard.

Application tayer
Interface - SL/AL*

Interface

. Interface 3
Cross- | - CLM/AL- Service Layer
Laver QLR Interface - BFL/SL*
Manag
ement Basic Functions Layer

Interface - HL/BFL*
Sensor Node Hardware Layer

o

Sensor node

Interfaces between different functional layers

.1 General

s

rom the node’s architectural point of view, there are five kind
igure 1. They are:

s

Sensor Node Hardware Layer (SNHL);

Basic Funetions Layer (BFL);

ServicejLayer (SL);

- Application Layer (AL);

Cross-Laver Manacgement(CLM)
J o \N J

Figure 1 — Overview of interfaces enabling sensor network services and applicatig

Backbone
Network

——
-
—_——

ns

s of functional layers shown in

Sensor nodes and gateways are likely to have similar layers, but modules in each layer may be largely

different. For example, sensor node may integrate different sensor
hardware layer will not contain any sensors.

Communication between functional modules in layer is implemente
layers, which provides data and management service points. A data e
SAP are defined in each of interface between layers.
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Hardwfre Layer ‘ Unit ‘ ‘
Figure 2 — Interfaces definition between functional layers enabling sensor network services
and applications
Figure 2 shows the four primary interfaces between the functional layers, and the abbreviation of eac
interfacg¢ is included separately. They are:
— Intefrface between sensor node hardware layer and basic functions layer (I/F SNHL / BFL);
— Intefrface between basic functions layer and service layer (I/F BFL / SL);
— Intefface between service layer'and application layer (I/F SL / AL);
— A sdt of interfaces between cross-layer management and application layer, service layer, and basi
fungtion layer (I/F CkM+/ AL-SL-BFL), namely CLM/AL, CLM/SL and CLM/BFL.
Cross-lalyer management can manage hardware in sensor node hardware layerthrough CLM/BF
and SNHL/BFL.
Figure 7 illustrates some function modules in each layer. It is not possible to list all of the functio

modulegd

in‘this figure. The modules shown in Figure 2 are common and are defined in ISO/IEC 29182-1

@)

T

n
3
S

Logicall]

I 'sensor node design should follow this structure, but due to detailed application requirement

differences exist. The designer can choose some of the layers and relative interfaces to build sensor
network according to their application scenarios.

6.2 In

terface - SNHL / BFL

I/F SNHL/BFL is an interface between the sensor node hardware layer and the basic functions layer
which contains the physical (hardware) and logical (software) component in a node. Through this
interface, functional models in the basic functions layer interact with the sensor node hardware layer.

© ISO/IEC 2013 - All rights reserved
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Basic Functions Layer

HLDE-SAP HLME-SAP

Sensor Node Hardware Layer

Figure 3 — Service access point provided by I/F HL/BFL

—~

he sensor node hardware layers supplies the infrastructure including a processor;
pmmunication device, power supply and other additional hardware. The interface SNHL //BFL
iterconnecting service for the basic functions layer to access and utilize sensor node hardwar

—

Tlhe sensor node hardware layer provides two kinds of services to basic function'layer. One is h
layer data service through the hardware layer data entity SAP (HLDE-SAP). The ether is hardw
ianagement service through the hardware layer management entity SAR (HLME-SAP).The t

e shown in Figure 3. The functional modules in the basic functionslayer can use these ty
b support the transport of data unit in the basic functions layer between peer functional md
ayers. Modules in the basic functions layer access the data in hardware layer (such as sensor
LDE-SAP, and modules in the basic functions layer manage the*hardware modules in hardwj
buch as actuator) by HLME-SAP.

—

e B~ Sia

ue to diversity of sensors and their applications, sensor mantfacturers define and implement t
Hilysical sensor interfaces. These manufacturer-definedinterfaces are rarely compatible with eg

indering interconnectivity and interoperability. Data'types and data formats must also be d¢
der to achieve interconnectivity and interoperability of data/information from dissimilar ser

and the protocol for sequencing them (sometimes called signalling). The requirements to dg
interface SNHL/BFL are described below

- Information exchange mechanisims, primitives and message formats in HLDE-SAP and HI
between the sensor node hatdware layer and different functional modules in the basic f
layer should be defined and developed according to the requirement of the basic functions

—+ Characteristics of node_hardware that are used for upper applications need to be describg
hardware’s metadata-

-+ Interface standard should be developed and consolidated for the basic functions layer to ad
sensor node-hardware layer based on the node metadata (such as sensor type, measuren|
type), andphysical hardware connection types(such as PCI, USB).

4.3 Interface - BFL /SL

[JF-BFL/SL is a logical interface between the basic the functions layer and the service layer. T|

memory,
brovides
e.

hrdware
hre layer
wo SAPs
o SAPs
dules of
data) by
ire layer

heir own
ch other
bfined in
sors.

This interface is described in terms of the mechanical, electrical and logical signals at the interface

fine the

ME-SAP
inctions
layer.

bd in the

cess the
ent unit

he basic

LRI /CT  C oz
DT 1o

services

adtionc 1ot o ooz d L HP STEINY S-DGT rxricalaszax czio 1/ losrar ooz d
f.lu\.t.luu.) TayCT PTrOvVIOCS UaSTC TUTIC IO S tO SCT vICCTay CTvIa 1) & ] oo OCTVICTTAay T PTUVTIOCTS

such as communication support, group management, data management, security management, self-

localization, etc.

Interface BFL/SL describes data type and format which is related to modules in the basic functions layer,
like type of basic function performed, type of information generated, and structure of transmitted data.

© ISO/IEC 2013 - All rights reserved
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Service Layer

j BFDE-SAP BEFME-SAP |

Basic Functions Layer

Figure 4 — Service access point provided by I/F SL/BFL

The bas
data ser

management service through basic functions layer management entity SAP (BFME-SAP). The two SAH

are sho
transpol
layer acg
in servid

¢ functions layer provides two kinds of services to service layer. One is basic functionS\ays
ice through basic functions layer data entity SAP (BFDE-SAP). The other is basic functions laye

n in Figure 4. The functional modules in the service layer can use these two SAPs®e support th|
t of data unit in the service layer between peer functional modules of layers. Modules in servig
ess the data in the basic functions layer (such as communication data) by BEDE{SAP, and modulg
e layer manage the modules in basic functions layer (such as management 'data) by BFME-SAP.

»w @@ © v = =

The requiirements of defining interface BFL / SL are described below:

— Information exchange mechanisms, primitives and message formdt in BFDE-SAP and BFME-SAP

sho

— Fun
calld

6.4 Interface - SL / AL

I/F SL/A
provides
applicat
The app

This intg
such as

informa
topology
service |

ld be defined and developed according to the requirement of service layer.

Ctions in basic functions layer need to be defined in standard API so that these functions can bje
ed by functions in service layer.

LL is a logical interface between the serviceslayer and the application layer. The service laydr

services to functional modules in the application layer and cross-layer management. Thie
on layer contains the target applicatiefivmodule for the node such as sensor data processing.
ication layer can be complex depending on the complexity of SN applications.

erface SL/AL describes data type.dand format which is related to modules in the services laye
service metadata, including service type, service state information and service managemer
fion. The modules in theapplication layer access the data in service layer (such as networ
r data) through SLDE-SAP,"and modules in the application layer manage the modules in th
ayer (such as netwonk'management data) through SLME-SAP.

D N e+ <3

Application Layer

SLDE-SAP SLME-SAP

Service Layer

Figure 5 — Service access point provided by I/F AP/SL

The service layer provides two kinds of services to application layer. One is service layer data service

through

service layer data entity SAP (SLDE-SAP). The otheris service layer management service through

service layer management entity SAP (SLME-SAP). The two SAPs are shown in Figure 5. Functional
modules in the application layer can use these two SAPs to support the transport of data units in the
application layer between peer functional modules of layers. Primitives of the interface, which depends
on the implementation of modules, are out of the scope of this standard.

© ISO/IEC 2013 - All rights reserved


https://standardsiso.com/api/?name=59143745f545d570afc9a539c3ce3af4

ISO/IEC 29182-5:2013(E)

Requirements of defining interface SL / AL are described below:

— Information exchange mechanisms, primitives and message format in SLDE-SAP and SLME-SAP
between modules in the service layer and modules in the application layer should be defined and

developed depending on the requirement of the application layer.

— Functions in the service layer need to be defined in a standard API so that these function

s can be

called by functions in the application layer. Application programmers will be able to deliver solutions

according to users’ needs by using these APIs which are considered as “construction mod
these APIs in the service layer can be called by the application layer.

ules”. So

4.5 Interface - CLM / (AL-SL-BFL)

p—

FCLM/AL-SL-BFL is a set of logical interfaces between cross-layer management and the ap
layer, the service layer, and the basic functions layer. These interfaces cross differentlayers in
architecture, but have similar characteristics.

(ross-layer management provides common information and establishes “common funct
he application layer, the service layer and the basic function layer in< sensor node such a
management, network management and QoS management. For example, modules in the ap
layer, the service layer and the basic functions layer have to obey theinterface definition of eg
when they access the modules in CLM.

—

[
ALME-SAP Appfication Layer
|
Cross-layer y .
y Service Layer
Management - ‘
BFME-SAP . .
K Basic Functions Layer

Figure 6 — Service access point provided by I/F CLM / (AL-SL-BFL)

The application layer, servicewlayer and basic functions layer provide management services f{
layer management. These~services are application layer management service through ap
layer management entit§y SAP (ALME-SAP), service layer management service through serv
management entity SAP- (SLME-SAP) and basic functions layer management service throu
flinctions layer manfagement entity SAP (BFME-SAP). The three SAPs are shown in Figure 6. Fu
modules in crosstlayer management can use these three SAPs to support the transport of dat
different layers between peer functional modules.

Requiremeénts of defining interface CLM / (AL-SL-BFL) are described below:

—+ Information exchange mechanisms, primitives and message format in ALME-SAP, SLME-
BFME-SAP between modules in different layers (such as the application layer, the service 1

blication
the node

ons for
s device
blication
ch layer

0 Cross-
blication
ce layer
bh basic
nctional
A unit in

SAP and
hyer, the

1 . £ dn 1 | 1 ) 1 111 I | I | 1 1
UdSIU TUIICTIUILIS 1dy T d1IU LT USSTIdYyTL HHIdIIdgTIITIIL) SITOUIU DT UCTTITIICTU d1IIU UTVCIUPTU dLLU
the requirement of cross-layer management.

rding to

— Astandard API can be developed for cross-layer management and the APIs can be called by modules

in other layers.

7 Interfaces between entities enabling SN services and applications

7.1 General

Entities in SNRA use interfaces between layers for exchanging message and use modules

in peer

functional modules to resolve the message to accomplish the process of communication. Besides the

© ISO/IEC 2013 - All rights reserved
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interfaces between functional layers, interfaces between entities in SNAR are also needed to enable
sensor network services and applications.

Peer functional layers in which Information exchange between entities are based on sensor network
applications requirement. Interface between entities is a set of protocols of peer functional modules
in the same layers. Figure 7 illustrates an instantiated SN architecture which consists of the following
entities, and these components are expanded with Figure 2 in Part 3:

User: An entity that use sensor network applications to meet its requirements. A sensor network
application is a use case of sensor networks, such as temperature monitoring, home automation or
health monitoring. A user can interact with the service provider via standard interface (Interfage

=)

Seryice provider: A service provider offers services to users, such as a set of generic seryvicés, and
supports generic data processing, management functions and other common servicés, including
datq fusion for data from different gateways, security management, access management, etc. Usually
thede services can be shared by different applications. A service provider provides'these functions
to user by a normalized interface (Interface 1 in Figure 7) which can shield the heterogeneous
infofmation collected from backbone networks.

Backbone network: A backbone network connects with gateways\through different acces
networks, for example, Ethernet, GPRS, CDMA, GSM, or TD-LTE. Backbone network and acceg
netyorks work as transport networks which transmit data from the,sensor network to the Servig
Proyider.The definition of Interfaces for Backbone networks is gut of the scope of this standard.

© v v

Gateway: A gateway is a bridge between a sensor network.aiid other networks. The functionalitie
of the gateway may include protocol translation, local area‘data gathering or aggregation functions,
datq processing, etc.

[72)

Senpor node: Sensor node is a device that measurés and collects data from the physical world.
It cdn also process and transfer the data to another sensor node or to the gateway. Sensor nodle
congists of sensor(s), actuator(s), communicatién unit, processor, and power source.

© ISO/IEC 2013 - All rights reserved
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Interface 1

Interface 2 7\03
Backbone network ‘]9

Interface 3 <O ’

Gateway Gateway é

Interface 4

‘(\

Figure 7 — Interfaces between entitie

R

n a sensor network, components can be @ﬁced by other components with same interface and glifferent
flinction realization. Standard interfacéswill shield from underlying technologies and ensurg service

ifteroperability. \\C)

igure 7 illustrates five 1nterfaeeg‘f)etween entities enabling sensor network services and applications
in the scope of ISO/IEC ]TC16QXG7 and they include:

s enabling SN services and applications

[e—

"‘I"n

a) Interface 1: the inteI@te between user and service provider.

-

b) Interface 2: thp\@erface between sensor node and user.
c) Interface @e interface between gateway and service provider.

d) Inter@?’k the interface between sensor node and gateway.

< @Ce 5: the interface between sensor nodes.

Iaﬁl 1 summarizes the interfaces necessary between the functional layers resident in different entities
(e,g, user, service provider, gateway, sensor node). Although the functional layers may not exactly reside
on gateway, service provider or user, corresponding functional entities should exist in these entities if
some functions need be achieved. For simplicity, since the architecture of functional layers of all entities
is out of the scope of this standard, the same name is used for each functional layer as in architecture of
sensor nodes in Table 1. This table can be read as, for example, for interface 1, the information exchange
mechanism between the application layer of service provider and the application layer of the user need
to be developed, and the Information exchange mechanism between the basic functions layer of the
service provider and the basic functions layer of user is defined by other standards such as TCP/IP.

© ISO/IEC 2013 - All rights reserved 9
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Table 1 — Summary of required interfaces and functional layers

Interface 1 Interface 3 Interface 4 Interface 5
Interface 2

(Gateway to/ | (Sensor Node | (Sensor Node
from Service | to/from Gate- |to/from Sensor
Provider) way) Node)

(Service Pro-
vider to/from
User)

(Sensor Node
to/from User)

Application Layer to/
from Application Layer

Service Layer to/from

Se

rvice Layer

Basic §
to/from

unctions Layer
Basic Functions o . o . A
Layer

Sensor
Layer
Node K

Node Hardware
Lo/from Sensor N/A o o o o
[ardware Layer

° mear

O meat|

s protocols of corresponding layer should be developed or integrated for interface,

s protocols of corresponding layer may have been defined and existing standards aré available.

7.2 Intterface 1

Interfac
provider
identifid
for devi
requestg
service
commui
the user
When th

user senids a request to get the real time temperature, and the service provider acquires the sensor dat]

from the
applicat
function

Messagd
and the

Require

— Inte
fron

— Sen
such

e 1 is a interface between the user and service provider. The user sends request to the servide
through this interface in order to obtain the required information, such as sensor node$’
ation and location information, monitoring or observation plan, or controlling protocols
ces or actuators attached to the sensor nodes. The service provider sends processed data qr
d information to the application through this interface. Different user can interact with
provider via this common interface. The interface defines functions, such as authentication,
ication, and management. For example, when a user wants to acquire temperature of a roorﬂi,
sends a service discovery request of the service layer to service layer of the service provider.
e user gets the response from the service provider which is able to provide this service, then the

a
sensor nodes and gateway. Finally the service provider sends the temperature data from thle
on layer to application layer of the user. Message exchange mechanism are different in various
al modules of layers.

exchange mechanism in-the applications layer and service layer between the service provide
iser are defined by protocol A and protocol B shown in Figure 8.

—

ments of defininginterface 1 are described below:

rface 1 is baSic and mandatory in SN according to the overall architecture of sensor network
1 the communication perspective.

ornetwork applications can be categorized into many classes according to data deliver mode]
| as-periodic data report, event-driven application and query-driven application. Sensor networ

~

=

app

ICation mode, data excnange protocol, data markKlanguage, irame rormadtin the application layer

(Protocol A) and service layer (Protocol B) should be defined in interface 1.

— Amessage in the application layer and other layers below the service layer is exchanged between the
user and the service provider. The message exchange mechanism in the layers below the application

laye

— The
and

10

r can use standard communication protocol, such as TCP/IP.

message exchange mechanism and application data formats in the application layer between user
service provider needed to be developed for sensor network applications as shown in Figure 8.
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Interface 1
Service Provider User
— — Protocol A

Application Layer Application Layer

_ * - *

Interface - SL/AL Protocol B Interface - SL/AL

Service Layer > Service Layer

Interface - BFL/SL* Interface - BFL/SL*

Figure 8 — Information exchange via interface 1

.3 Interface 2

~1

et

ihformation and access the service of sensor node directly through interface 2ywithout the gatg

—

pquirement. Message exchange mechanism in the applications layer and the service layer, and

shown in Figure 9.

—~ O =h = g

he requirements of defining interface 2 are described below:

—+ Interface 2 is not mandatory in sensor networks according to the overall architecture d

sensor node or control a sensor node directly, this'interface should be defined.

layer (Protocol B) between the sensor node and the user needs to be developed for inter
provide services and applications in sensor network.

—+ The message exchange mechanisni-in the layer (Protocol C) below the service layer can use

in the basic functions layers canbe the same as in interface 4 or 5, such as IEEE 802.15.4, UWB
Interface 2
Sensor Node User
) Protocol A
Application Layer Application Layer
<\'J Interface - SL/AL* Protocol B Interface - SL/AL*
Service Layer Service Layer
‘ - * - *
) Interface - BFL/SL Protocol C Interface - BFL/SL
Basic Functions Layer Basic Functions Layer
Interface - HL/BFL* Interface - HL/BFL*
Sancar Nada Hardwiara | yer Sancar Nada Lli~araia~ra | ayer

Figure 9 — Information exchange via interface 2

7.4 Interface 3

hterface 2 is a interface between the sensor node and the user. A user can exthange the application

way.

he layer in which a message is exchanged between a sensor node and a uSer-depends on the application

he basic

inctions layer between sensor node and user which are defined by pretocol A, protocol B and protocol

f sensor

network from the communication perspective. If a*user needs to read some information from a

—+ Message exchange mechanism and data format in the application layer (Protocol A) or the service

ace 2 to

existing

standard or be defined accordingto application requirements. Communication protocols of inferface 2

and PCI.

Interface 3 is ainterface between the gateway and the service provider. The gathered data from the local
sensor networks and management command message will be exchanged via this interface such as the
local sensor network registration and deregistration, data acquirement, device management, etc.
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