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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establisHed by the respeciive organization 1o deal with pariicular fields of technical activity. ISO and JELC

technica
and non

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Internatipnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives,\Part 2.

The maip task of the joint technical committee is to prepare International Standards. |Praft International

Standardg

an International Standard requires approval by at least 75 % of the national bodies castihg a vote.

Attention
rights. IS

ISO/IEC

Subcommittee SC 31, Automatic identification and data capture techniques.

ISO/IEC
identifica

—  Part

committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation

s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as

is drawn to the possibility that some of the elements of this documentimay be the subject of patent
O and IEC shall not be held responsible for identifying any or all such-patent rights.

29173-1 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information technology,

S

29173 consists of the following parts under the general title Information technology — Mobile iter
tion and management:

1: Mobile RFID interrogator device protocol fordSO/IEC 18000-63 Type C

© ISO/IEC 2012 — All rights reserved
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Introduction

This International Standard provides a mobile RFID interrogator device protocol defining the interface
a mobile AIDC application platform and a mobile RFID interrogator.

between

obile RFID interrogator device drivers for different mobile AIDC application platforms. Moreover,

FID interrogator developers follow this standardized mobile RFID interrogator device protocol
dependent products will be mutually interoperable without extra costs.

reviously, the ISO and EPC standards defined an interrogator protocol that supparts connection of
terrogator to a host through a network. Those standards are applied mainh in cases in which
terrogator is connected through a network.

mobile RFID systems, an RFID interrogator is mounted inside a mobile phone or attached to
obile phone to control the RFID interrogator. Therefore, the Mobile RFID system requires a new

rotocol between the mobile AIDC application platform and_the mobile RFID interrogator to meet
requirements.

the use of EPC and ONS. Those interested in this"technique are encouraged to contact GS1 fq
imformation.

ithout this standard protocol, manufacturers of mobile RFID interrogators would Tikely develop| multiple

hey also

ould likely develop a proprietary interface protocol between the mobile AIDC application platform and the
obile RFID interrogator. On the other hand, if both the mobile AIDC application platform .and thie Mobile

various

an RFID
an RFID

A mobile

hone in a dongle configuration. Such RFID systems require a protocol that enables a main control unit of the

interface
the new

here are alternative techniques to meet the use case addressed by this International Standard, and one is

r further

© ISO/IEC 2012 — All rights reserved
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INTERNATIONAL STANDARD ISO/IEC 29173-1:2012(E)

Information technology — Mobile item identification and
management —

Part 1:
obile RFID interrogator device protocol for ISO/IEC 1800063

ype C

Scope

his part of ISO/IEC 29173 defines an interface protocol between a devicg driver of a mobile AIDC application
latform and a mobile RFID interrogator within a mobile AIDC terminal. It is intended that thi$ part of
BO/IEC 29173 be implemented in both the device driver of a mobile AIDC application platform and the mobile
FID interrogator.

T 0

In accordance with the ISO/IEC 18000-63 type C RFID air interface, this part of ISO/IEC 29173 includes:

- types of command/response/natification protocol messages and their usages,

—+ protocol message format, and

— protocol message exchange procedures.

Normative references

| )

The following referenced documents are indispensable for the application of this document. Fpr dated
references, only the edition «cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

5O/IEC 18000-63, Information technology — Radio frequency identification for item management: — Part 63:
Rarameters for air interface communications at 860 MHz to 960 MHz Type C

BO/IEC 19762) (all parts), Information technology — Automatic identification and data capture (AIDC)
bchniques “>Harmonized vocabulary

~

BO/IEC 29143, Information technology — Mobile item identification and management — Air |interface
Specification for Mobile RFID interrogators

ISO/IEC TR 29172, Information technology — Mobile item identification and management — Reference
architecture for Mobile AIDC services

3 Terms, definitions, symbols and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762, ISO/IEC 18000-63,
ISO/IEC TR 29172 and the following apply.

© ISO/IEC 2012 — All rights reserved 1
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3.141

mobile AIDC application platform
set of computer instructions as the place to launch a mobile AIDC application in a mobile AIDC terminal

[ISO/IEC TR 29172]

3.1.2

mobile AIDC terminal
electronic device equipped with one or more mobile AIDC device(s) to support the functions of Mobile Item
Identification and Management (MIIM) technologies

[ISO/IEC

313
mobile K
AIDC te
frequend

[ISO/IEG

3.1.4
mobile H
electroni
frequend

3.1.5
mobile H
descripti
movie tit

3.2 AL

AFID
Al
AM
AP
Arg
BM
CRC
DR
EAC

TR 29172]

RFID
chnique supporting the Mobile Item Identification and Management (MIIM) technologies of radi
y identification (RFID)

O

TR 29172]

RFID interrogator
C equipment that retrieves information from radio frequency tags byytransmitting and receiving radip
y signals to and from the tags

RFID MIIM content name
pn of the object associated with MIIM services, such>as brand name, company name, food namg,
e, building name, etc.

)breviated terms

Application Family ID

Air Interface

tag memory Access Mode
Access Password

Argument

Byte Mask

Cyclic Redundancy Check
TReal Divide Ratio
Embedded Application Code

EnMAC
H/W

KP

LD

MB

Enable MAC
Hardware
Kill Password
Lock Data

Tag Memory Bank

MBO1EC  Ull Memory Bank (01) data except the CRC

© ISO/IEC 2012 — All rights reserved
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MD Memory Data of TID or content name
MDL Memory Data Lengh
Mi Modulation Index
Ml Mobile Item Identifier
MSA Memory Start Address
::tT Message Type
TIME Maximum elapsed Time to tagging
NUMT Number of Maximum Tag to read
AL Payload Length
ANTR Pointer
RC Repeat Cycle for inventory
RFU Reserved for Future Use
RSV Reserved
SDF Storage Data Format
SeKey Security Key
SelFM Select Frequency Mode
SelSeM Select Security Mode
/N Serial Number
TID Tag Identifier
TN Tag Number
TR TRcal (Tag-to-interrogator Calibration symbol)
yiD Unique ldentifier
yii Unique-ltem Identifier
URrl Uniform Resource Identifier
WD Write Data
WD Write Data Length
3.3 Notation

This document uses the following notational conventions:
ObNNNN

OxNNNN

binary notation

hexadecimal notation

© ISO/IEC 2012 — All rights reserved
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4 Overview

This part of ISO/IEC 29173 is organized as follows: Clause 5 describes the message format of a mobile RFID
interrogator device protocol. Clause 6 summarizes and lists all commands, responses and notifications
defined in this part of ISO/IEC 29173. Clause 7 describes the details of each command, response, and
notification. Clause 8 describes the test mode protocol used for testing a mobile RFID interrogator. The role of
this part of ISO/IEC 29173 in mobile RFID is described in ISO/IEC TR 29172.

5 Mes

5.1 Overview

—

A mobile] RFID interrogator device protocol includes a preamble, a header, a payload, and an end-rark. Fig.
illustrate$ a message format of a mobile RFID interrogator device protocol.

0 71 8 15 | 16 31
Payload Length
Message Type Code Ginit of byte)
Preamble End Mark CRC-16
(OxBIb) Header Paylbad (OX7TE) (0XNNNN)
8 bit 32 bits N*8 bits 8 bits 16 bits

Figure't-—— Message format

5.2 Preamble field and end mark field

A preanible includes information\for indicating the start of a protocol message, which is used to discem
protocol messages. For example) the preamble may be configured in 8 bits and may have a value of 0xBB. A
header ipcludes information. for indicating the message type, a corresponding code, and a payload length.
That is, the payload lengthiiinformation is stored in the header and the information received from the RFID ta
is stored|in the payload../An end mark includes information for indicating the end of a protocol message, whi

is used fo discern_the-'protocol messages together with the preamble. For example, the end mark may b
configurgd in 8 bifs,.and may have a value of Ox7E.

5.3 Header field

5.3.1 General

The header includes three fields describing: 1) an RFID tag type, 2) command/response/natification type and
code, and 3) the payload length. The message type field is used to discern a command that is transmitted
from the processor to the interrogator and a response and notification transmitted from the interrogator to the
processor. The code field is used to discern a variety of types of commands, responses or notifications. The
code field includes information about the success or failure of commands in response and notification. The
payload length field includes information indicating the length, in bytes, of the payload.

4 © ISO/IEC 2012 — All rights reserved
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The message type field associates commands, responses and notifications with the corresponding code value
represented in 8 bits. The message type (e.g., command, response and notification) can be discerned using

the values shown in Table 1 below.

Table 1 — Command/Response/Notification type and corresponding code value

Command/Response/Notification type Corresponding code value
{Hexadecimatl)
Command 0x00
Response 0x01
Notification 0x02
Test mode 0x03
Reserved 0x04-0xFF

As shown in Table 1, a code value indicating a command is 0x00, a code-wvalue indicating a response
g code value indicating a notification is 0x02, a code value indicating a test mode is 0x03, and cod
imdicating "Reserved" are 0x04 ~ OxFF. The command, the response, the notification, and the te
shown in Table 1 will be described later in detail.

4.3.3 Code field

is 0x01,
e values
st mode

A code field is used to discern the types of command, response, and notification. There may be various
commands to be processed by a mobile RFID interrogator, various responses to the commands an
otifications to be sent by the interrogator. Therefore, when a code is assigned to a command, res|
otification, the interrogator can accurately distinguish them by referring to the message type field
gode field. For example, when a value 0x00)and a value 0x01 are respectively assigned to a mess|

J various
ponse or
and the
age type
mand as

der field.
When a
becomes

ommand
esponse

itable for

respective commands and responses, such as the payloads illustrated in Figs. 2 and 3 that illustrate payload

type A through payload type Q.

Each of the payloads illustrated in Figs. 2 and 3 includes a specific field. The use of the specific field and the

method thereof will be described later in detail. The generation and configuration of each payload
now be described in detail. The number of bits and the order mentioned in the following
configurations are presented as examples and do not limit this part of ISO/IEC 29173.

© ISO/IEC 2012 — All rights reserved
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Type A
‘ Argument (8 bits)

Type B Argument (variable)

Target Action MB
Type C Pointer (32 Bits)

(3 bits) (3 bits) (2 bits)

Mask Length (8 bits) ‘ T(1b) ‘ RUF (7 bits) Mask (~256 bits)

DR M TR Sel S T Q UpDn
Type D

(1b) | (2b) | (1b) (2b) (2b) | (1b) (4 bits) (3 bits)
Type E ‘ Arg 1 (16 bits) Arg 2 (8 bits)
Type F ‘ Arg 1 (8 bits) ‘ Arg 2 (32 bits)
Type G | Arg 1 (8 bits) ‘ Arg 2 (24 bits)
Type H ‘ Arg 1 (8 bits) ‘ Arg 2 (8 bits)
Type | Arg 1 (8 bits) ‘ Arg 2 (8 bits) Arg 3 (variable, defined by Arg 2)

Arg 4 (16 bits) Arg 5 (8 bits) Argb (8 bits)
Arg 1 (8 bits) Arg-2.(8 bits) Arg 3 (8 bits) Arg 4 (Variable, defined
Type J
By Arg 3)
Arg N-1 (8 bits) Arg N (Variable, defined
Repeat Arg 3 and Arg4as‘the number of Arg 2
By Arg 3)
Figure 2 — Payload type A to payload type J

6 © ISO/IEC 2012 — All rights reserved
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Type K Arg 1 (8 bits) Arg 2 (8 bits) Arg 3 (8 bits) RSV DT AM
(5 bits) (2 (1 bit)
bits)
Arg 7 (32 bits)
Arg 8 (16 bits) Arg 9 (8 bits)
Arg 1 (8 bits) Arg 2 (8 bits) | Arg 3 (8 bits) | Arg 4 (Variable, defined Arg 5 (8 bits) Arg 6 (Variable,
defined
Type L By Arg N-3)
By Arg 5)
Repeat from Arg 4 to Arg 6 as the number of Arg 2
Arg N-3 Arg N-2 (Variable, defined Arg N-1 ArgN (Variable, defined
(8 bits) By Arg N-3) (8 bits) By Arg N-1)
1 Arg 1 (32 bits)
ype M
Arg 2 (8 bits) Arg 3 (8 bits) Arg 4 (Variable, defined by Arg 3)
Arg 5 (16 bits) Arg 6 (8 bits) Arg 7 (Variable, flefined
By Arg 6)
Type P Arg 1 (32 bits)
Arg 2 (32 bits)
Arg 3 (8 bits) Arg 4 (Variable, defined by Arg 3) Arg 5 (8 bits)
i Arg 4, (32 bit
[ype N 19, \(32 bits)
Arg 2 (8 bits) Arg 3 (Variable, defined by Arg 2)
Arg 4 (8 bits) Arg 5 (20 bits)
Type Q Arg 1 (32 bits)
Arg 2 (8 bits) Arg 3 (Variable, defined by Arg 2)
Arg 4 (8 bits) Arg 5 (16 bits) Arg 6 (8 bits)
Type O Arg 1 (32 bits)

Figure 3 — Payload type K to payload type Q

© ISO/IEC 2012 — All rights reserved
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The description of the preceding payload types, the use of each field, and the use method thereof will be
described later in detail.

5.5 Endian format and transmission order format

All of the fields used in constructing the mobile RFID interrogator device protocol format follow the big-Endian
format. According to the big-Endian format, the most significant byte value is written first followed by the least
significant byte value. A preamble field, a header field, a payload field, and an end mark field are transmitted
in the order named. In the header field, a message type fleld a code fleId and a paonad Iength field are
transmittpd—i med- as S a—payload-da a
length figld, and a payload data and pendlng fleld are transmltted |n the order named In each fleld the mogt
significant byte is transmitted first.

5.6 Method of describing small-size data in fixed-size field

When a [small-size data needs to be inserted into a protocol field larger than the small-sized data, the less
significamt bytes are filled first, then the remaining more significant bytes are filled with 0x00. In this case, the
big-Endian format is also applied. For example, when a value of 12 needs to be inserted into a 16-bit length
field, the|less significant bytes are filed with 0xOC and the more significant bytes are filled with 0x00.

5.7 Cyclic Redundancy Check (CRC) field

5.7.1 QJRC general
The commands and responses use the same CRC-16 to verify the:accuracy of the message bits.

On receiving a command from a mobile AIDC application platform, the RFID interrogator shall verify that th
checksun or CRC value is valid. If it is invalid, it shall discard the message and shall not respond and sha
not take [any other action. Otherwise it shall request theséommand again by sending the response with cod
field and result code of OxFF. And on receiving a response from the RFID interrogator, the mobile AID
applicatipn platform shall verify that the checksum~or CRC value is valid. If it is invalid, response shall b
discardefl and the command shall be sent again within a limited retransmit count.

=

o () D

The 16-4it CRC shall be calculated on all the message bits from the message type field to the end mark field.

The polynomial used to calculate the €RC is X'+ X%+ X°+1. The 16-bit register for the CRC calculation in
mobile AIDC application platform er\an RFID interrogator shall be preloaded with OxFFFF. The resulting CRC
value shall be inverted, attached.to-the end of the packet (after End Mark field) and transmitted.

o)

The modt significant byte shall' be transmitted first. The most significant bit of each byte shall be transmitted
first.

NOTE A schematicof a possible implementation is provided in Annex A.

The CR(Q in receiving part shall be implemented in one of two ways:

5.7.2 Inversion-ofincoming-CRCbits-by-thereeeivingpart

At the receiving part, the incoming CRC bits are inverted and then clocked into the register. After the LSB
CRC bit is clocked into the register, the 16-bit CRC register should contain all zero’s.

5.7.3 Non-inversion of incoming CRC bits by the receiving part

If the received CRC bits are not inverted before clocking, after the LSB CRC bit is clocked into the register, the
CRC register will have the value 0x1DOF.

8 © ISO/IEC 2012 — All rights reserved
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6 Summary and list of command, response, and notification

6.1 Overview

The protocol between the processor of a mobile terminal and an RFID interrogator can be classified into a
command, a response, and a notification according to ISO/IEC 18000-63.

In this part of ISO/IEC 29173, the command and the response always exist and operate in pairs. Only after a
response to a command has been recelved is the next command executed. Each command has a specific
gsponse is
e-related
value of
hd varies

errogator
ghows an

ample of a command list according to this part of ISO/IEC 29173. In Table 2, the commands are ¢lassified
imto mandatory and optional. All of the commands have corresponding respenses. Commands corresponding
b a tag write category and a tag kill/lock/erase category shall be implemented carefully becauge these
ommands may change the contents of a tag. When these commands.are used incorrectly, security problems
hay occur.

0.0 =

Table 2 — Overview of mandatory and optional commands

Type Mandatory command Optional command
Interrogator control / management | Get type C A/l seleet-parameters Get region
category Set type C A/l select parameters Set region
Get type C A/l query-related | Interrogator power control
parameters Interrogator connection contrgl
Set *type C A/l query-related | Get interrogator information
parameters

Get signal strength
Set signal strength
Reset interrogator
Get automatic read parameters
Set automatic read parametefs

Set security key
Set frequency mode
Set MAC control

Tag read category Read tag once
Read multiple tags
Stop multiple tags

Tag-write category Write tag
Tag-kill/lock/erase category Kill tag Erase tag
Lock tag
Additional function category Get last result

Starttest-mode

Stop test mode
Star receive test
Stop receive test

6.2 Interrogator control/management category
The RFID interrogator control/management command category includes the commands shown in Table 3

below. The main commands relate to interrogator power control, interrogator connection control, get
interrogator information, interrogator RF signal strength control, and interrogator filter function control. The

© ISO/IEC 2012 — All rights reserved 9
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interrogator power control command and the reset interrogator command, which are the most basic
interrogator control commands, may be directly controlled by a hardware interface. In this case, the previous
two commands may not be implemented separately.

Table 3 — Commands in interrogator control/management category

Command name Code value Description of command
(Hexadecimal)

Interrogator-power-control Ox04 Power aonloff interroaator (Active/Slean.)
~ =) \ =7
Interfogator connection control 0x02 Initialize or end communication with interrogator
Gel interrogator information 0x03 Get interrogator-related information (Interrogator at least

have information about model, manufacturer, S/N,
usable frequency, and supportable tag type)

Get signal strength 0x04 Get RF signal strength of interrogator
Set signal strength 0x05 Set RF signal strength of interrogator
Get region 0x06 Get nation/region informationof.ihterrogator
Set region 0x07 Set nation/region information of interrogator
Reset interrogator 0x08 Immediately end alk operations of interrogator and

initialize interrogator. Thereafter, interrogator control
requires usingsinterrogator connection control command

Get typpe C A/l select parameters 0x09 Get select “parameters of air interface related to
ISO/IEC, 18000-63
Set type C A/l select parameters 0x0A Set_(select parameters of air interface related to
ISO/IEC 18000-63
Gef type C A/l query related 0x0B Get query-related parameters of air interface related to
parameters ISO/IEC 18000-63
Sef{type C A/l query related 0x0C Set query-related parameters of air interface related to)
parameters ISO/IEC 18000-63
Get qutomatic read parameters 0x0D Get parameters related to automatic mode read
Set qutomatic read parameters O0xO0E Set parameters related to automatic mode read
Set security key OxOF Set the security key for data protection or access|
password
Set frequency mode 0x10 Set the frequency mode of interrogator
Set MAC control 0x11 Set the MAC parameter for ISO/IEC 29143
Vendor specific 0x12-0x1B Vendor specific commands
Reserved 0x1C-0x1F Reserved
Referring

command and a set automatic read parameters command for getting and settlng commands related to an
automatic read command. These commands operate according to preset parameters. These preset
parameters include a read cycle indicating the number of times of performance of a read operation, and also
include a read delay time indicating a delay time between read operations when the interrogator performs a
read operation more than two times.

6.3 Tag read category

A tag read category includes the commands shown in Table 4 below. These commands are mainly used to
read the specific ID and the user data of tag.

10 © ISO/IEC 2012 — All rights reserved
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Table 4 — Commands in tag read category

Command name Code value Description of command
(Hexadecimal)

Read tag once 0x21 Read Ull bank or/and TID bank or/and user memory bank of
ISO/IEC 18000-63 tag once

Read multiple tags 0x22 Read Ull bank or/and TID bank or/and user memory bank of
ISO/IEC 18000-63 tag multiple times

Stop read multiple tags 0x23 Stop to read multiple tags operation
Vendor specific 0x24-0x29 Vendor specific commands
Reserved 0x2A-0x2F Reserved

Table 4 above, the tag read category further includes commands for autematically reading a pl
ccessive tags. The commands related to the read multiple tags operation”include a read mulf
mmand and a stop read multiple tags command.

he read multiple tags command is configured to be repeated and a.repeat cycle, which indicates thg
times a read operation of a read cycle, designated in the set automatic read parameters comman
tp be repeated. That is, the total number of times for a read operation of the RFID interrogator equ
cle x Repeat cycle. When a repeat cycle is an invalid "value, a response indicating a wrong
enerated in a result code. When a read operation has been performed by the repeat cycle or there
tp be read, the RFID interrogator automatically stops the read operation.

he stop read multiple tags command is used to stop the read operation that is being performed by,
utomatic read command.

ost commands cannot be executed during the read multiple tags operation. If such a command
ecuted, the command is regarded as-failed and the result code receives 0x23 of Read in O
xamples of commands executable. during the read multiple tags operation are reset interrogator, g
rength, set signal strength, and step’'read multiple tags.

ata obtained from an RFIP~tag by a tag read command are transmitted to the processor of the

through a notification or aresponse to a command. In this part of ISO/IEC 29173, a buffer function f
ata obtained from a tag-by a interrogator chip is set to be optional.

.4 Tag write-category

he tag writ§>eategory includes the commands shown in Table 5 below. These commands are use(
n ID codé, a user memory bank area, and additional information in the tag.

urality of
iple tags

b number
d, needs
als Read
value is
is no tag

the start

is to be
peration.
et signal

terminal
br storing

| to write

Table 5 — Commands in tag write category

Command name Code value (Hexadecimal) Description of command

bank of ISO/IEC 18000-63

Write tag 0x31 Write Ull bank and/or user memory

Vendor specific 0x32-0x39 Vendor specific commands

Reserved 0x3A-0x3F Reserved

© ISO/IEC 2012 — All rights reserved
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6.5 Tag killllock/erase category
This category includes the commands shown in Table 6 below. The kill tag command is used to kill (erase) the

contents of a tag. The lock tag command is used to lock the contents of a tag and the erase tag command is
used to erase the contents of a tag.

Table 6 — Commands in tag kill/lock/erase category

Command name Code value (Hexadecimal) Description of command
Kill tag 0x41 Kill tag
Lock tag 0x42 Control lock of ISO/IEC 18000-63
Erase tag 0x43 Erase tag
Vendor specific 0x44-0x49 Vendor specific commands
Reserved 0x4A-0x4F Reserved

6.6 Additional function category

An additional function category includes commands for additional functions, as:shown in Table 7 below.

Table 7 — Commands in additional function category

Command name Code value (Hexadecimal) Description of command

Get last result 0x51 Interrogator gets the last event

Stat test mode 0x52 Convert mode of interrogator into test mode

Stop test mode 0x53 Stop test mode of interrogator

Stat receive test 0x54 Start count of successfully-received air interfacel
packet to measure receive sensitivity

BStop receive test 0x55 Stop count of successfully-received air interfacel
packet for measurement of receive sensitivity

VVendor specific 0x56-0x59 Vendor specific commands

Reserved 0x5A-0x5F Reserved

The addjtional function.category includes convenience-providing functions other than the basic contents for
processing a tag byuthe interrogator. These include a filter function of the interrogator and commands fgr
getting and setting.the tag access status of the interrogator. The additional function category further includgs
commanfs for:starting or ending a test mode. A start receive test command and a stop receive test commangd
for meadqurement of receive sensitivity can be used only in the test mode. The test mode will be described
later in detail.

6.7 Result code

A result code is used for the response to a command. The result code indicates the results of commands in
the RFID interrogator. If the command is successful, the code value of the corresponding command is inserted
into the code field of the header of the response message. If the command failed, a value of OxFF is inserted
into the code field of the header of the response message. An 8-bit result code is also inserted into the
payload data section to provide an indicator for commands that are incorrectly executed. A result code of 0x00
indicates success and no separate result value exists. Table 8 below illustrates the types of results and the
corresponding codes. If the CRC error occurs on a command received at the interrogator, the interrogator
could send a response by the OxFF of code field and OxFF of payload field.
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Table 8 — Result codes

Result type Result code Description
Success 0x00 Indicates success of command
Power control failure 0x01 Power control on/off operation is failed
Connection control failure 0x02 Connection control operation is failed
Cannot get interrogator info 0x03 Interrogator ID cannot be set or got
Cannot get signal strength 0x04 Signal strength cannot be got
Setsigratstrength-fatlure 0xB5 Sighal-strength-cannot-be-set
Cannot get region 0x06 Region information of interrogator cannot be got
Region control failure 0x07 Region of interrogator cannot be set
Reset interrogator failure 0x08 Interrogator cannot be reset
Cannot control type C A/l parameters 0x09 é;;r:g:ebrgagzt graé?)?eters related\ to' ISO/IEC 18000-63
Cannot get automatic read parameters 0x0D Read multiple tags command parameters cannot pe got
Set automatic read parameters failure Ox0E Read multiple tags command parameters cannot pe set
Security key setting failure OxOF Protection mode setting'is failed
Frequency mode setting failure 0x10 Frequency mode-setting is failed
MAC control setting failure 0x11 MAC control setting is failed
Reserved 0x12~0x1F
Read failure 0x21 Read.gpération is failed
Read multiple tags failure 0x22 Read multiple tags operation is failed
Read in operation 0x23 Automatic read is already in operation
Read complete 0x24 Read multiple tags operation is completed
Cannot stop read multiple tags 0x25 Read operation cannot be stopped
Not in read operation 0x26 Read is not in operation
Reserved 0x27~0x2F
\Write tag failure 0x31 Write operation is failed
Reserved 0x32~0x3F
Kill tag failure 0x41 Kill operation is failed
Lock control failure 0x42 Lock operation is failed
Erase tag failure 0x43 Erase operation is failed
Reserved 0x44~0x4F
Cannot get last result 0x51 Last event cannot be got
[Test mode contfol failure 0x52 Test mode control is failed
Interrogater is not in test mode 0x53 Test mode control is failed
Reseryed 0x54~0x5F
Invalid parameter 0x61 Parameter is invalid
Notsupportedcommand 0x62 command s ot supported
Undefined command 0x63 Command is not defined
Password not match 0x64 Password does not match
No tag detected 0x65 No tag is detected
No user memory bank 0x66 User memory bank does not exist
No more tags to read 0x67 No more tags remain to be read
Reserved 0x68~0x6F
Vendor specific 0x71~0xFE Vendor specific result codes
CRC error OxFF CRC error of command message

© ISO/IEC 2012 — All rights reserved
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6.8 Vendor-specific command and response

In addition to the commands identified in this part of ISO/IEC 29173, vendor-specific commands of an RFID
interrogator manufacturer may be included in all the categories described above. Preferably, these vendor-
specific commands will use the code values in accordance with the categories proposed in this part of
ISO/IEC 29173. For example, when a specific command corresponding to a tag read function needs to be
added, it will preferably use the code value of 0x71~0xFE that is the vendor-specific area of the tag read
category.

6.9 Notification

A notification is a protocol message that is transmitted from the RFID interrogator to the processor ef'th
terminal.{Unlike a response message, the notification protocol message is independent of a command. Th
notificatipn is mainly used as a response for indicating the result of an operation repeated in an automat
mode, and is used for critical errors generated in the RFID interrogator.

O O @

In this part of ISO/IEC 29173, the notification protocol message may have the same format-as the respons

[0

protocol
notificati

In addition, when a critical error is generated in the interrogator, the notificationymay be used to inform th

processd
is identig
this part
notificati

7 Defails of command, response, and notification

71 Inf

7.1.1 Interrogator power control

An interr
RFID int

interroggtor in the off state.

The inteqfrogator power control command is constructed to include a message type, a code, a payload length,

and an g
by 0x01
argumen
state.

message. For example, a value of 0x02 may be used in a message type field to distinguish th
bn protocol message from the response protocol message.

r of the error. In this case, a format may be identical to that of a command containing the error, whig
al to what is designated as a notification in a message type field, The critical errors are not defined i
of ISO/IEC 29173, but may be defined by the vendor. An error that needs to be transmitted by
bn may be defined using a vendor-specific area of a result cade:

errogator control/management category.

bgator power control command is Used to control turning on/off power supplied to the hardware of th
errogator. Power is supplied to the interrogator in the on state, while no power is supplied to th

rgument. The messagetype is represented by 0x00 indicating a command. The code is represente
indicating interrogator power control. The payload type is represented by payload type A. Th
t is 8-bit powerstate information, which is represented by OxFF in an on state and by 0x00 in an o

Preamble

Msg Type

Code

PL (MSB)

PL (LSB)

Arg

End Mark

CRC-16

OxBB

0x00

0x01

0x00

0x01

OxFF

Ox7E

OxNNNN

[¢]

N 5 I D

[OR)

d
e
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Figure 4 — Interrogator power control command

Fig. 4 illustrates the structure of a protocol message in a power on state. Specifically, Fig. 4 illustrates values
of a preamble field, a message type field, a code field, a payload length field MSB, a payload length field LSB,
an argument field, an end mark field, and a CRC field.

A response to the interrogator power control command is constructed to include a message type, a code, a
payload length, and an argument. The message type is represented by 0x01 indicating a response. The code
is represented by 0x01 for the case of success, and by OxFF for the case of failure. The payload type is
represented by payload type A. The argument is represented by a result code 0x00 indicating success and by
a result code 0x01 indicating power control failure.
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Code
0x01

End Mark
Ox7E

CRC-16
OxNNNN

Preamble
0xBB

Msg Type
0x01

PL (MSB)
0x00

PL (LSB)
0x01

Arg
0x00

Figure 5 — Interrogator power control response

Fig. 5 illustrates the structure of a protocol message for an interrogator power control response for the case of
success. Specifically, Fig. 5 illustrates values of a preamble field, a message type field, a code field, a payload

length field MSB, a payload length field LSB, an argument field, an end mark field, and a CRC field.

tor connection control

n interrogator connection control command is used to connect/disconnect the processer ‘to/

mmands. On the other hand, when the processor is disconnected from the interrogator, the interro
rocess only power/connection control commands. When the interrogator was suppliedwith power b
e connected, the minimum power is supplied.

he interrogator connection control command is constructed to include a message type, a code, a
l¢ngth, and an argument. The message type is represented by 0x00 indieating a command. The
represented by 0x02 indicating interrogator connection control. The payload-type is represented by
type A. The argument is 8-bit interrogator connection state information, which is represented by OxF
gf connection and by 0x00 in case of disconnection.

from the

imterrogator. When the processor is connected to the interrogator, the interrogator can receiveé and process all

jator can
it cannot

payload
code is
payload
- in case

Preamble
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Code

PL (MSB)

PL (LSBY

Arg

End Mark

CRC-14

0xBB

0x00

0x02

0x00

0xQ1

OxFF

0x7E

OxNNNN

Figure 6 — Interrogator connegction control command

O T

f a preamble field, a message type field, a code field, a payload length field MSB, a payload length f]
n argument field, an end mark field, and a CRCdfield.

Q

response to the interrogator connection ‘€ontrol command is constructed to include a message type
payload length, and an argument. The-message type is represented by 0x01 indicating a respo
ode is represented by 0x02 in case of success, and by OxFF in case of failure. The payloag
bpresented by payload type A. The-argument is represented by a result code 0x00 indicating succes
result code 0x02 indicating connection control failure.

Q= O Q T

ig. 6 illustrates the structure of a protocol message.ifn'a connection state. Specifically, Fig. 6 illustrat¢s values

eld LSB,

, a code,
nse. The
| type is
s and by

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-14

0xBB 0x01 0x02 0x00 0x01 0x00 Ox7E OxNNNN

!

Figure 7 — Interrogator connection control response

- ul

ig. 7 illustrates the structure of a protocol message for an interrogator connection control respong
ase of success. Specifically, Fig. 7 illustrates values of a preamble field, a message type field, a coq
payloadtength field MSB, a payload length field LSB, an argument field, an end mark field, and a CR(

Q

e for the
e field, a
D field.

71.13__Get interrogator information

A get interrogator Information command is used to get information from the interrogator. The information
includes a model name, an S/N, a manufacturer, a use frequency, and the type of tag supported.

The get interrogator information control command is constructed to include a message type, a code, a payload
length, and an argument. The message type is represented by 0x00 indicating a command. The code is
represented by 0x03 indicating the get interrogator information command. The payload type is represented by
payload type A. The argument is an 8-bit information type data indicating the type of information to be
requested from the interrogator, which may include an interrogator model name (0x00), an interrogator S/N
(0x01), an interrogator manufacturer (0x02), an interrogator use frequency (0x03).
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Preamble
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End Mark

CRC-16
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0x00
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0x00

0x01
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Figure 8 — Get interrogator information command

Fig. 8 illustrates the structure of a protocol message when the interrogator manufacturer is requested.
Specifically, Fig. 8 illustrates values of a preamble field, a message type field, a code field, a payload length
field MSB, a payload length field LSB, an argument field, an end mark field, and a CRC field.

A response to the get interrogator information command is constructed to include a message type, a code, a

payload
is repres|
payload
case of

model name, S/N, manufacturer and frequency, by 'Bit OR' in case of supporting plurality, and. by a result

ength, and an argument. The message type is represented by 0x01 indicating a response. The code
ented by 0x03 in case of success, and by OxFF in case of failure. The payload type is represented by
ype B in case of model name, S/N, manufacturer and frequency (MHz unit), and by payload type A in
command failure. The argument is represented by a variable-length corresponding stringnin.case ¢f

code 0x(3 indicating cannot get interrogator info in case of command failure.
Preamble | Msg Type Code PL (MSB) PL (LSB)
0xBB 0x01 0x03 0x00 OxOE 0x4C(L) | ox47(G) | 0x20()
Argument
0x45(E) | Ox4C(L) | Ox45(E) 0x43(C) 0x54(T) 0x52(R) | COX4F(O) | Ox4E(N)
End Mark CRC-16
0x49(1) | 0x43(C) | 0x53(S) 0x7E OXNNNN

Fig. 9 illyistrates the structure of a protocol message for a get interrogator information response when th

Figure 9 — Get interrogator information responsé¢ = String argument

[©]

manufacfure is 'LG ELECTRONICS'. Specifically, Fig. 9 illustrates values of a preamble field, a message typge
field, a cpde field, a payload length field MSB, a payload lengthfield LSB, an argument field, an end mark field
and a CRC field.
Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x03 0x00 0x01 0x03 0x7E OXNNNN

Figure 10 — Get interrogator information response — Type argument

Fig. 10 iljustrates a structure of response when the response is “Cannot get interrogator info”.
7.1.4 Qet signal strength
A get signal strength command’is used to get a currently-set RF signal strength of an RFID interrogator. The
signal strength can be represented in percentage, and the maximum signal strength the interrogator can
provide ¢an be regardedias 100%.
The get gignal strength command includes a message type, a code and a payload length, but does not include
an argument. The*message type is represented by 0x00 indicating a command. The code is represented by
0x04 ind|catihg(get signal strength.

Preamble | Msg Type Code PL (MSB) PL (LSB) End Mark CRC-16

0xBB 0x00 0x04 0x00 0x00 0x7E OxNNNN

Figure 11 — Get signal strength command

Fig. 11 illustrates the structure of a protocol message for a get signal strength command. Specifically, Fig. 11
illustrates values of a preamble field, a message type field, a code field, a payload length field MSB, a payload
length field LSB, an end mark field, and a CRC field.

A response to the get signal strength command is constructed to include a message type, a code, a payload
length, and an argument. The message type is represented by 0x01 indicating a response. The code is
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represented by 0x04 in case of success, and by OxFF in case of failure. The payload type is represented by
payload type A. The argument is represented by 0 ~ 100 (0x00 ~ 0x64) indicating the signal strength in
percentage, and by a result code 0x04 indicating cannot get signal strength.
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Figure 12 — Get signal strength response

Fig. 12 illustrates the structure of a protocol message for a get signal strength response for the

case of

ccess when the signal strength is 75%. Specifically, Fig. 12 illustrates values of a preamble
essage type field, a code field, a payload length field MSB, a payload length field LSB, an argumen
nd mark field, and a CRC field.

.1.5 Set signal strength

set signal strength command is used to set RF signal strength of the interrogaterJThe signal stre
e represented in percentage, and the maximum signal strength the interrogator-can provide can be
s 100%.

he set signal strength command includes a message type, a code, a payload length, and an argun
nessage type is represented by 0x00 indicating a command. The code.is represented by 0x05 indid
gnal strength. The payload type is represented by payload type' A. The argument is repres
x00 ~ 0x64 (0 ~ 100) indicating an 8-bit signal strength value.

=

o v

field, a
field, an

ngth can
regarded

ent. The
ating set
ented by
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Figure 13 — Set signal strength command

I

ig. 13 illustrates the structure of a protocol message for a set signal strength command when t
trength is 50%. Specifically, Fig. 13 illustrates-values of a preamble field, a message type field, a cod
payload length field MSB, a payload length\field LSB, an argument field, an end mark field, and a CR(

(7]

A response to the set signal strength)¢command is constructed to include a message type, a code, 4
lgngth, and an argument. The message type is represented by 0x01 indicating a response. The
represented by 0x05 in case ef'success, and by OxFF in case of failure. The payload type is repres
payload type A. The argumeéntis represented by a result code 0x00 indicating success, and by a re
0x05 indicating signal strength control failure.

ne signal
e field, a
C field.

payload
code is
ented by
sult code
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Figure 14 — Set signal strength response

Hig. 14 illustrates the structure of a protocol message for a get signal strength response for the

case of

success. Specifically, Fig. 14 illustrates values of a preamble field, a message type field, a cod

field, a

payload length field MSB, a payload length field LSB, an argument field, an end mark field, and a CR( field.

7.1.6 Getregion

A get region command is used to get region/nation information set in the interrogator. That is, since the radio
wave standard for the RFID interrogator can be different depending on the nations and regions, the get region
command is used to get such region/nation information.

The get region command includes a message type, a code and a payload length, but does not include an
argument. The message type is represented by 0x00 indicating a command. The code is represented by 0x06
indicating get region.
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End Mark
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Figure 15 — Get region command

Fig. 15 illustrates the structure of a protocol message for the get region command. Specifically, Fig. 15
illustrates values of a preamble field, a message type field, a code field, a payload length field MSB, a payload
length field LSB, an end mark field, and a CRC field.

A response to the get region command is constructed to include a message type, a code, a payload length,

and an 3
by 0x06
The argy
result co
represen

rgument. The message type is represented by 0x01 indicating a response. The code is represente
n case of success, and by OxFF in case of failure. The payload type is represented by payload type
ment is represented by an 8-bit value indicating a region or a nation set in the interrogator, and by

de 0x06 indicating cannot get region. For example, Korea, America, Europe, Japan, and\China ar
ted by 0x01, 0x02, 0x04, 0x08, and 0x10, respectively.
Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x06 0x00 0x01 0x01 0x7E OXNNNN
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Figure 16 — Get region response

lustrates the structure of a protocol message for a get region resporise when a region set in th
tor is Korea. Specifically, Fig. 16 illustrates values of a preamble field, a message type field, a cod
byload length field MSB, a payload length field LSB, an argument.field, an end mark field, and a CR

gion command is used to set region/nation information in the interrogator. That is, since the radi
ndard the RFID interrogator can use can be different according to nations and regions, the set regio
i is used to set such region/nation information.

The set fegion command includes a message typé,.a code, a payload length, and an argument. The messag
type is represented by 0x00 indicating a command. The code is represented by 0x07 indicating Set Regiol.
The paylpad type is represented by an 8-bjt-value indicating a region set in the interrogator, which is identical
to that of| get region.

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16

0xBB 0x00 0x07 0x00 0x01 0x01 0x7E OXNNNN
Figure 17 — Set region command

Fig. 17 iljustrates the structure of a protocol message for the set region command when a nation set in th

interroga
payload

A respor
and an 3

tor is Korea;.which may include values of a preamble field, a message type field, a code field,
ength field MSB, a payload length field LSB, an argument field, an end mark field, and a CRC field.

seAo 'the set region command is constructed to include a message type, a code, a payload lengtt

d

A.
A
e
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:

rgument. The message type is represented by 0x01 indicating a response. The code is represente

by 0x07

N case of success, and by UXFF in case of failure. The payload type is represented by payload type

The argument is represented by a result code 0x00 indicating success and by a result code 0x07 indicating
region control failure.

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16

0xBB 0x01 0x07 0x00 0x01 0x00 0x7E OXNNNN

Figure 18 — Set region response

Fig. 18 illustrates the structure of a protocol message for a set region response when a region set in the
interrogator is Korea. Specifically, Fig. 18 illustrates values of a preamble field, a message type field, a code

18
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field, a payload length field MSB, a payload length field LSB, an argument field, an end mark field, and a CRC
field.

7.1.8 Reset interrogator

A reset interrogator command is used to promptly stop all operations of the interrogator and initialize the
interrogator. Upon completion of the initialization, a response to the reset interrogator command is transmitted
to the interrogator. Right after execution of the reset interrogator command, the aforementioned interrogator
connection control command shall be used to connect the interrogator since the interrogator is initialized to a

state where nnly power is sl |pp|ind

he reset interrogator command includes a message type, a code and a payload length, but dees ng
an argument. The message type is represented by 0x00 indicating a command. The code is repres
0x08, indicating reset interrogator.
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Figure 19 — Reset interrogator command

Hig. 19 illustrates the structure of a protocol message for the reset interrogator command, which ma
alues of a preamble field, a message type field, a code field, a payload length field MSB, a paylo
field LSB, an end mark field, and a CRC field.

<

A response to the reset interrogator command is constructedyte/include a message type, a code, a
lgngth, and an argument. The message type is represented by 0x01 indicating a response. The
represented by 0x08 in case of success, and by OxFF in:case of failure. The payload type is repres
payload type A. The argument is represented by a result code 0x00 indicating success and by a re
(Ox08 indicating cannot reset interrogator.
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Figure 20 — Reset interrogator response

O T

ase of success. Specifically, Eig. 20 illustrates values of a preamble field, a message type field, a c
payload length field MSB, & payload length field LSB, an argument field, an end mark field, and a C

Q

71.9 Get type C A/l select parameters

A get type C All.select parameters command is used to get A/l select parameters related to ISO/IEC
Tihe get type C/A/l select parameters command includes a message type, a code and a payload le
does not include an argument. The message type is represented by 0x00 indicating a command. Th
represented/by 0x09 indicating get type C A/l select parameters.

Preamble

Msg Type

Code

PL (MSB)

PL (LSB)

End Mark

CRC-16

0xBB

0x00

0x09

0x00

0x01

Ox7E

ig. 20 illustrates the structure of a-protocol message for a response to the reset interrogator compmand in

bde field,
RC field.

8000-63.
hgth, but
e code is

OXNNNN

Figure 21 — Get type C A/l select parameters command
Fig. 21 illustrates the structure of a protocol message for the get type C A/l select parameters command.

A response to the get type C A/l select parameters command includes a message type, a code, a payload
length, and an argument. The message type is represented by 0x01 indicating a response. The code is
represented by 0x09 in case of success, and by OxFF in case of failure. The payload type is represented by
payload type C, and by payload type A in case of failure.
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In case of failure, the argument is represented by a result code 0x09. In case of success, the argument is
represented by a 3-bit target value to which a parameter is applied [Inventoried SO (0b000), Inventoried S1
(0b001), Inventoried S2 (0b010), Inventoried S3 (0b011), SL (Ob100)], a 3-bit action value defined in type C, a
binary value indicating a memory bank of a tag [RFU (0b00), Ull (0b01), TID (0b10), User (Ob11)], a 32-bit
start address pointer of a tag memory to be compared, an 8-bit length value of the tag memory to be
compared, a 1-bit truncated flag representing Enable (Ob1) and Disable (0b0), a 7-bit RFU (use a reserved
value of 0b0000000), and a bit mask (0~255 bits) defined in type C.

Preamble

Msg Type

Code

PL (MSB)

PL (LSB)

T

PNTR(MSB)

0xBB

0x01

0x09

0x00

0x0B

000

000

0x00

0x00

PNTR
(LSB)

Length

T

RFU

Mask(MSB)

Mask(LSB)

0xpo

OxFF

0x20

0

0000000

OxFF

0xFF

0x00

0x00

End Mark
OxVE

CRC-16
OxNNNN

Figure 22 — Get type C A/l select parameters response

Fig. 22 i|lustrates the structure of a response protocol message to the get type C'AJI select parameters
command in case that Target=S0, Action=assert SL or inventoried -> A, MB=User memory bank,
Pointer=Px000000FF, Length=0x20, T=0, and Mask=0b11111111111111110000000000000000.

7.1.10 Set type C A/l select parameters

w

A setty
The set
argume

C A/l select parameters command is used to set A/l select parameters related to ISO/IEC 18000-6
ype C A/l select parameters command includes a message‘type, a code, a payload length, and a

>

The me
set type

age type is represented by 0x00 indicating a comimand. The code is represented by 0x0A indicating
A/l select parameters. The payload type is represented by payload type C.

The argyment is represented by a 3-bit target value to which a parameter is applied [Inventoried SO (0b000
Inventoried S1 (0b001), Inventoried S2 (0b010),<Inventoried S3 (0b011), SL (0b100)], a 3-bit action valu
defined ih Type C, a 2-bit value indicating a memory bank of a tag [RFU (0b00), Ull (0b01), TID (0b10), Ussg
(Ob11)], |a 32-bit start address pointer of a‘tag memory to be compared, an 8-bit length value of the ta
memory [fo be compared, a 1-bit truncated flag representing Enable (0Ob1) and Disable (0b0), a 7-bit RFU (us|

O Q =< <

a reserved value of 0b0000000), and a_bit mask (0~255 bit) defined in type C.
Preamble | Msg Type Code PL (MSB) PL (LSB) T A | M PNTR
(MSB)
xBB 0x00 0x0A 0x00 0x0B 000 | 000 | 11 0x00 0x00
PNTR Length T RFU Mask(MSB) Mask(LSB)
(LSB)
(0x00 OXFF 0x20 0 | 0000000 OxFF OxFF 0x00 0x00
End Mark CRC-16
Ox7E OXNNNN
Figure 23 — Set type C A/l select parameters command

Fig. 23 illustrates the structure of a protocol message for the set type C A/l select parameters command in
case that Target=S0, Action=assert SL or inventoried -> A, MB=User, Pointer=0x000000FF, Length=0x20,
T=0, and Mask=0b11111111111111110000000000000000.

A response to the set type C A/l select parameters command includes a message type, a code, a payload
length, and an argument. The message type is represented by 0x01 indicating a response. The code is
represented by Ox0A in case of Success, and by OxFF in case of failure. The payload type is represented by
payload type A.
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The argument is represented by a result code 0x00 in case of success, and by a result code 0x09 in case of
cannot control type C A/l parameters.

Code
0x0A

End Mark
0x7E

CRC-16
OxNNNN

Preamble
0xBB

Msg Type
0x01

PL (MSB)
0x00

PL (LSB) Arg
0x01 0x00

Figure 24 — Set type C A/l select parameters response

Fig. 24 illustrates the structure of a response protocol message to the set type C A/l select parameters
command.

7.1.11 Get type C A/l query-related parameters

get type C A/l query-related parameters command is used to get A/l query-related parameters related to
5O/IEC 18000-63.

=i >~

Tlhe get type C A/l query-related parameters command includes a message type, a-code and a payload length,
but does not include an argument. The message type is represented by 0x00 indicating a command. The code
$ represented by 0xOB indicating get type C A/l query-related parameters.

Code
0x0B

End Mark
0x7E

CRC-16
OxNNNN

Preamble
0xBB

Msg Type
0x00

PL (MSB)
0x00

PL (LSB)
0x00

Figure 25 — Get type C A/l query-related parameters command

|

ig. 25 illustrates the structure of a protocol message for“the get type C A/l query-related parameters
command.

A response to the get type C A/l query-related parameters command includes a message type, 4 code, a
ayload length, and an argument. The message type is represented by 0x01 indicating a response. The code
$ represented by 0x0B in case of success, and.by OxFF in case of failure. The payload type is repregented by
ayload type D in case of success, and by payload type A in case of failure. In case of cannot contrpl type C
/| parameters, the argument is representéd-by a result code 0x09.

—

h o]

n case of success, the argument istepresented by a 1-bit value indicating DR (TRcal divide ratio) (if DR is “8”

I
gr “64/3", the 1-bit value is set to.'0b0' or 'Ob1', respectively), a 2-bit value M indicating the number pf cycles
per symbol (if the number of cycles is 1, 2, 4, or 8, M is set to '0b00’, '0b01', '0b10', or '0b11', respegtively), a
1-bit Trex value (if Pilot Toné éxists, the value is set to 'Ob1’; if not, the value is set to '0b0'), a 2-bit el value
(A11:'0b00" or '0b01'"; ~SL&:'0b10"; and SL:'0b11'), a 2-bit session value (S0:'0b00'; S1:'0b01'; S2:'0p10"; and
93:'0b11"), a 1-bit target value (A:'0b0'; and B: '0b1'"), a 4-bit value Q indicating the number of slots pgr round,
gnd a 3-bit UpDn valug)(if Q is unchanged, it is set to '0b000'; if Q=Q+1, Q is set to '0b110"; and if Q=R-1, Q is
set to '0b011").
Preamble | Msg Type Code PL (MSB) PL (LSB) g M ; Sel | S |T| Q | UpDn
0xBB 0x01 0x0B 0x00 0x00 0/00[0| 00 |00|0O]|000] | poo
End mark CRC-16
0x7E OXNNNN

Figure 26 — Get type C A/l query-related parameters response
Fig. 26 illustrates the structure of a response protocol message to the get type C A/l query-related parameters

command for the case where DR=8, M=1, Trex=no pilot tone, Sel=A11, Session=S0, Target=A, Q=8, and
UpDn=not changed.

7.1.12 Set type C A/l query-related parameters

A set type C A/l query-related parameters command is used to set A/l query-related parameters related to
ISO/IEC 18000-63.
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The set type C A/l query-related parameters command includes a message type, a code, a payload length,
and an argument. The message type is represented by 0x00 indicating a command. The code is represented
by 0xOC indicating set type C A/l query-related parameters. The payload type is represented by payload
type D. The argument is represented by a 1-bit value indicating DR (TRcal divide ratio) (if DR is 8 or 64/3, the
1-bit value is set to '0b0Q’ or '0b1', respectively), a 2-bit value M indicating the number of cycles per symbol (if
the number of cycles is 1, 2, 4, or 8, M is set to '0b00’, '0b01', '0b10’, or 'Ob11', respectively), a 1-bit Trex value
(if Pilot Tone exists, the value is set to '0b1"; if not, the value is set to '0b0'), a 2-bit Sel value (A11:'0b00' or
'0b01"; ~SL:'0b10"; and SL:'0b11"), a 2-bit session value (S0:'0b00"; S1:'0b01"; S2:'0b10"; and S3:'0b11"), a
1-bit target value (A:'0b0'"; and B: 'Ob1'), a 4-bit value Q indicating the number of slots per round, and a 3-bit
UpDn value (if Q is unchanged, it is set to '0b000’; if Q=Q+1, Q is set to '0b110'; and if Q=Q-1, Q is set to
'0b011").

Preamble | Msg Type Code PL (MSB) PL (LSB) g M ; Sel | S |T| Q | Upbn
0xBB 0x00 0x0C 0x00 0x02 0[00[0] 00|00 O] 000 [~000
End mark CRC-16
0x7E OXNNNN

Figure 27 — Set type C A/l query-related parameters command

Fig. 27 illustrates the structure of a protocol message for the set type C A/l query-related parameters
commanf for the case where DR=8, M=1, Trex=no pilot tone, Sel=A11, Session=S0, Target=A, Q=8, an
UpDn=n¢t changed.

[oN

A response to the set type C A/l query-related parameters command.includes a message type, a code,

payload
is repres
payload
0x09 in ¢

2]
ength, and an argument. The message type is represented by.0x01 indicating a response. The code
ented by 0xOC in case of success, and by OxFF in case of failure. The payload type is represented by
ype A. The argument is represented by a result code 0x00 in case of success, and by a result code
ase of cannot control type C A/l parameters.

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16

0xBB 0x01 0x0C 0x00 0x01 0x00 0x7E OXNNNN

Fig. 28 il
comman

7113 G
A getau

The get
does not

Figure 28 — Set type C A/lquery-related parameters response

ustrates the structure of a response protocol message to the set type C A/l query-related parameters
of

et automatic read parameters
omatic read parameters/command is used to get automatic tag read parameters.

automatic read-parameters command includes a message type, a code and a payload length, byt
include an argument. The message type is represented by 0x00 indicating a command. The code is

represented by 0x0D/indicating get automatic read parameters.
Preamble | Msg Type Code PL (MSB) PL (LSB) End Mark CRC-16
0xBB 0x00 0x0D 0x00 0x00 0x7E OXNNNN

Figure 29 — Get automatic read parameters command
Fig. 29 illustrates the structure of a protocol message for the get automatic read parameters command.

A response to the get automatic read parameters command includes a message type, a code, a payload
length, and an argument. The message type is represented by 0x01 indicating a response. The code is
represented by 0x0D in case of success, and by OxFF in case of failure. The payload type is represented by
payload type E in case of success, and by payload type A in case of failure. In case of success, the argument
may include a 16-bit read cycle value indicating the number of times of read operation performed by the
interrogator, and an 8-bit read delay time value representing a delay (expressed in msec) between read
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operations performed by the interrogator. In case of cannot get automatic parameters, the argument may
include a result code 0x0D. In case of not supported command, the payload may include a result code 0x62.

Preamble | Msg Type Code PL (MSB) PL (LSB) | Argl (MSB) | Argl (LSB) Arg2
0xBB 0x01 0x0D 0x00 0x03 0x00 0x32 0x32
End Mark CRC-16
0x7E OXNNNN

Figure 30 — Get automatic read parameters response
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.1.14 Set automatic read parameters

set automatic read parameters command is used to set automatic read parameters.

Ig. 30 Illustrates the structure of a response protocol message to the set automatic read parameters
command for the case where Read Cycle=50, and Read Delay Time=50msec.

The set automatic read parameters command includes a message type, a~code, a payload length, an

Figure 31 — Set automatic read parameters command

ig. 31 illustrates the structure of a protocol message for the set automatic read parameters commar
ase where Read Cycle=50, and Read Delay Time=50msec.

response to the set automatic read parameters command includes a message type, a code, a
ngth, and an argument. The message type is represented by 0x01 indicating a response. The

rgument, End Mark, and CRC. The message type is represented by 0x00 indicating a command. Thg code is
bpresented by OxOE indicating set automatic read parameters. The payload-type is represented byl payload
pe E. The argument may include a 16-bit read cycle value indicating the-number of times of read pperation
erformed by the interrogator, and an 8-bit read delay time value represénting a delay (msec) betwgen read
perations performed by the interrogator.
Preamble | Msg Type Code PL (MSB) PL (LSB) Argl (MSB) | Argl (LSB) Arg2
0xBB 0x00 0x0E 0x00 0x03 0x00 0x32 0x32
End Mark CRC-16
0x7E OXNNNN

d for the

payload
code is

bpresented by OxOE in case ofisuccess, and by OxFF in case of failure. The payload type is represented by
ayload type A. The argumeéntis represented by a result code 0x00 in case of success, and by a repult code
XOE in case of set automatic parameter failure. When Read Cycle and Read Delay Time have invalid
arameters, the argumient is represented by a result code 0x61. In case of not supported command, the
rgument is represented by 0x62.
Preamble~[\Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x0E 0x00 0x01 0x00 0x7E OXNNNN

Figure 32 — Set automatic read parameters response

ig~32 illustrates the structure of a response protocol message for the case of success.

7.1.15 Set security key

A set security key command is used to set security key or access password related to ISO/IEC 18000-63. The
set security key command includes a message type, a code, a payload length, and an argument.

The message type shall be represented by 0x00 indicating a command. The code shall be represented by
0xOF indicating set security key. The payload type shall be represented by payload type F.

The arguments are consistent with an 8-bit select security mode (SelSeM) and a 32-bit security key value
(SeKey) or access password which is sent to an interrogator. The value of select security mode field could be

© ISO/IEC 2012 — All rights reserved
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selected by 0x00 in case of data security mode disable (default), 0x01 in case of data security mode enable,
0x10 in case of access password for reserved memory bank of tag under security mode disable, 0x11 in case
of access password of tag under security mode enable. The security key value (SeKey) could be ESN, Phone
number, and user defined key.

Preamble | Msg Type Code PL (MSB) PL (LSB) SelSeM SeKey
0xBB 0x00 0xOF 0x00 0x05 0x01 0x80 | 0x20
End Mark CRC-16
0x21 |  0x80 0x7E OXNNNN

Figure 33 — Set security key command — ESN for security key

Fig. 33 illustrates the structure of a protocol message for the set security key command in case that-SelSell
(Select Jecurity Mode)=0x01, SeKey (Security Key)=0x80202180.
Preamble | Msg Type Code PL (MSB) PL (LSB) SelSeM SeKey
0xBB 0x00 O0xOF 0x00 0x05 0x10 0x12 _ (] "0x34
End Mark CRC-16
0x56 | 0x78 0x7E OXNNNN

Fig. 34 il
(Select S

A response to the set security key command includes a message“type, a code, a payload length, and a

argumen
represen
represen

The argy
case of s
by 0x62.

Figure 34 — Set security key command — Access password

ustrates the structure of a protocol message for the set security key. command in case that SelSel
ecurity Mode)=0x10, Access Password=0x12345678

t. The message type shall be represented by 0x01, indicating a response. The code shall b
ted by OxOF in case of success, and by OxFF in_case of failure. The payload type shall b
ted by payload type A.

ment shall be represented by a result code 0x00 in case of success, and by a result code 0xOF i
et security key command fail. In case of not-supported command, the argument shall be represente

Preamble | Msg Type Code PL'(MSB) PL (LSB) Arg End Mark CRC-16

OxNNNN

0xBB 0x01 0xOF 0x00 0x01 0x00 Ox7E

Fig. 35 il

7.1.16 Set frequency mode

This con
to set a
length, a

The mes

Figure 35~Set type C A/l select parameters response

ustrates the structure of.afesponse protocol message to the set security key command.

mand is for{€sting purposes. A set frequency mode command is used to set the frequency mode ¢
special frequency. The set frequency mode command includes a message type, a code, a payloa
hd an_argument.

=

O D =

>

QS

sage type shall be represented by 0x00 indicating a command. The code shall be represented b

0x10 ind

cating set frequency mode. The payload type shall be represented by payload type G.

The arguments are consisted of an 8-bit Arg1 and a 24-bit Arg2. Arg1 is used for the select frequency mode
(SelFM), which shall be represented by a 0x00 in case of using a frequency-hopping mode (default), by a
0x01 in case of using a LbT mode, and by 0x02 in case of using a special one frequency. And Arg2 is used by
a LbT threshold (dBm unit) if an Arg1 was the 0x01, or by a frequency (kHz unit) if an Arg1 was the 0x02.
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Preamble | Msg Type Code PL (MSB) PL (LSB) SelFM Arg2
0xBB 0x00 0x10 0x00 0x04 0x02 OXOE | Ox0A
End Mark CRC-16
0x3D 0x7E OxNNNN

Figure 36 — Set frequency mode command

Fig. 36 illustrates the structure of a protocol message for the set frequency mode command in case that
SelFM (Select Frequency Mode)=0x02 for a special frequency, Arg2 (frequency)=0x0EQA3D (920.125 MHz).

response to the set frequency mode command includes a message type, a code, a payload length, and an
rgument. The message type shall be represented by 0x01 indicating a response. The code’|shall be
represented by 0x10 in case of success, and by OxFF in case of failure. The payload, \type [shall be
represented by payload type A.

he argument shall be represented by a result code 0x00 in case of success, and by‘a result codg 0x10 in
ase of set frequency mode command fail. In case of not supported command),the argument|shall be
bpresented by 0x62.

i e)

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-14
0xBB 0x01 0x10 0x00 0x01 0x00 0x7E OXNNNN

Figure 37 — Set frequency mode response

Hig. 37 illustrates the structure of a response protocol message<to) the set frequency mode command.
71.1.17 Set MAC control
A set MAC control command is used to set ‘MAC (Medium Access Control), especially reglated to

SO/IEC 29143. The set MAC control command includes a message type, a code, a payload length, and an
rgument.

a —

The message type shall be represented by-0x00 indicating a command. The code shall be represented by
0x11 indicating set MAC control. The payload type shall be represented by payload type H.

he arguments are consisted of .an“8-bit Arg1 and an 8-bit Arg2. Arg1 is used for enable/disablel of MAC
finction (EnMAC), which shallbe.represented by a 0x00 in case of enable a MAC function (default), By a 0x01
im case of disable a MAC function. The MSB 4 bits of Arg2 are used for an amplitude threshold of interference
imterrogator, which range‘from 0x0 (0%) to OxA (100%, default). The LSB 4 bits of Arg2 are usg¢d for an
gverage threshold on( the collision count by interference interrogator, which range from 0x{( to OxF
(flefault 0x7).

Preamble | Msg Type Code PL (MSB) PL (LSB) EnMAC Arg2
0xBB 0x00 0x11 0x00 0x02 0x00 0xA7
End Mark CRC-16
Ox7E OxNNNN

Figure 38 — Set MAC control command

Fig. 38 illustrates the structure of a protocol message for the set MAC control command in case that
EnMAC=0x00 (Enable MAC), amplitude threshold of interference interrogator=0xA, average threshold of
collision count=0x7.

A response to the set MAC control command includes a message type, a code, a payload length, and an
argument. The message type shall be represented by 0x01 indicating a response. The code shall be
represented by 0x11 in case of success, and by OxFF in case of failure. The payload type shall be
represented by payload type A.
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The argument shall be represented by a result code 0x00 in case of success, and by a result code 0x11 in
case of set MAC control command fail. In case of Not Supported command, the argument shall be
represented by 0x62.

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16

0xBB 0x01 0x11 0x00 0x01 0x00 Ox7E OxNNNN

Fig. 39iill

Figure 39 — Set MAC control response

ustrates the structure of a response protocol message to the Set MAC control command.

7.2 Tag read category

721 R

A read fag once command is used to read the memory of an ISO/IEC 18000-63, Fype C tag. Th

ISO/IEC

The reag
and CR(
represen
a 8-bits |

ead tag once

18000-63, Type C tag has four memory banks for the Reserved, Ull, TID and User]

tag once command includes a message type, a code, a payload length, @{payload, the end mar}
-16. The message type should be represented by 0x00 indicating a command. The code should b
ted by 0x21. The payload type should be represented by payload type-t) The payload should includ
VB (Memory Bank to read. 0x00=reserved bank, 0x01=UIl bank, 0x02=TID bank, 0x03=user memor

bank), 81bits MBO1ECL (MBO1EC Length, word unit), MBO1EC, 16-bits MSA (Memory Start Address), 8-bi
MDL (Dgta Length to read, word unit) and 32-bits AP (Access Password):
Preamble Msg Type Code PL (MSB) PL(LSB) MB MBO1ECL
0xBB 0x00 0x21 0x00 0x16 0x03 0x06
MBO1EC(MSB) MBO1EC(LSB) | MSA(MSB)-|[<MSA(LSB) MDL AP(MSB)
0x96 0x01 0x03 0x00 0x16 0x12
AP(LSB) End, Mark CRC-16
0x34 0x56 0x78 Ox7E OxNNNN

Figure 40 — Read tag once command for user memory bank

Fig. 40 illustrates the structure example of a’protocol message for the read tag once command for reading
data in yser memory bank. (MB: 0x03_=.user memory bank, MBO1ECL: 0x06 = 6 words = 96 bits, MBO1E(C:
96 bits, MSA: 0x0300 = start address,MDL: 0x16 = 22 words, AP : 0x12345678).
Preamble | Msg Type Code PL (MSB) PL (LSB) MB MBO1ECL
0xBB 0x00Q 0x21 0x00 0x0C 0x01 0x00
MSA(MSB) | MSA(ESB) MDL AP(MSB) AP(LSB)
0x00 0x00 0x00 0x00 0x00 0x00 0x00
End Mark CRC-16
0x7E OXNNNN

Figure 41 — Read tag once command for Ull memory bank

n< O b

j V)

Fig. 41 illustrates the structure example of a protocol message for the read tag once command for reading a
Ull memory bank. (MB: 0x01 = Ull memory bank, MBO1ECL : 0x00, no MBO1EC, MSA : 0x0000, MDL : 0x00,
AP : 0x00000000). In case of reading Ull memory bank, In this case, the values from the MBO1ECL field to AP
field mean nothing to interrogator.

The response message for the read tag once command includes a message type, a code, a payload length, a

payload, the end mark, and CRC-16. The message type should be represented by 0x01 indicating a response.
The code should be represented by 0x21 in case of success, and by OxFF in case of failure. The payload type

should be represented by payload type J in case of success, and by payload type A in case of failure or no tag

detected
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In case of success, the payload consists of the MB (Memory Bank), TN (the number of Tag), MDL (Data
Length, word unit), MD (Tag memory bank data). The MDL and MD shall be repeated as the number of TN.

Preamble Msg Type Code PL (MSB) PL (LSB) MB N
0xBB 0x01 0x21 0x00 0x27 0x01 0x02
MDL#1 | MD#1(MSB) MD#1(LSB) | MDL#2 | MD#2(MSB)
0x08 0x28 0x01 0x08 0x28
MD#2(LSB) End Mark CRC-16
0x02 0x7E OXNNNN
Figure 42 — Read tag once response for Ull memory bank
Hig. 42 illustrates the structure example for a response protocol message in case of the command| was the
read tag once for reading the Ull memory bank, The meaning of the arguments in the payload’is thdt the MB
(Memory bank) is 0x01 (Ull memory bank), TN (Tag number) is 0x02 (two tags), MDL## . (Data Length of tag
1) is 0x08 (8 words), MD#1 (Ull memory bank data of tag1) is 0x28...01, MDL#2 (Data Length of tag?2) is
0x08 (8 words), MD#2 (Ull memory bank data of tag2) is 0x28...02.
Preamble Msg Type Code PL (MSB) PL (LSB) MB TN
0xBB 0x01 0x21 0x00 0x32 0x03 0x01
MDL#1 | MD#1(MSB) MD#1(LSB) | End Mark | _GRC-16
0x16 0x22 0x01 0x7E OXNNNN
Figure 43 — Read tag once response for,user memory bank
Hig. 43 illustrates the structure example of a response protocol message in case of the command| was the
read tag once for reading the user memory bank, The meaning of the arguments in the payload is that the MB
(Memory bank) is 0x03 (user memory bank), TN (Tag number) is 0x01 (one tag), MDL#1 (Data Length of tag
1)) is 0x16 (22 words), MD#1 (user memory bank data-oftag1) is 0x22...01.
Tihe Fig. 44 illustrates the structure of a responsg protocol message for the case of failure.
Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 OxFF 0x00 0x01 0x21 0x7E OXNNNN
Figure/44 — Read tag once response - Failure
7.2.2 Read multiple tags
A read multiple tags command is used to read {Ull}s or {Ull and other data}s in TID or user memory bank. The
response for this comimand can send the data repeatedly by units of 10 tags.
A protocol message constituting this command shall include a message type, a code, a payload |ength, a
payload, an<end mark, and a CRC-16. The message type should be represented by 0x00 indjcating a
command{ The code shall be represented by 0x22 indicating read multiple tags. The payload typel| shall be
represented by payload type K.
The payload consists of an 8 blts RC (Repeat Cycle for mventory) 8-bits NUMT (Number of Maximym tag to

(Data type), 1 bit AM (tag memory Access Mode) 32- blts AP (Access Password) 16-bits MSA (Memory Start
Address of TID or Content name), 8-bits MDL (Memory data Length to read, word unit). The RC field indicates
the number of times for repetition of the read cycle defined in the set automatic read parameters command.
(i.e., the number of inventory rounds for the interrogator = ReadCycle x RepeateCycle). The NUMT and
MTIME could be represented by 0x00 for tagging regardless of the number of tags or elapsed time. But if the
MTIME field is OxFF, the tagging shall be stopped only by the stop read multiple tags command. The priority
between RC, NUMT and MTIME is NUMT > MTIME > RC. MTIME has the highest priority. The DT field
indicates that binary “0b01” is Ull bank data only (default) and “Ob10” is Ull bank data and TID data defined by
MSA and MDL, and “Ob11” is Ull bank data and content name in user memory bank, and “0b00” is not used. If
the DT field is “Ob01”, the other fields from the next DT are not valid to the interrogator and the response
includes only a set of Ull memory bank data. If the DT field is “Ob10”, then the response includes the set of Ull
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memory bank data and the data in TID memory bank. If the DT field is “Ob11”, then the response includes the
set of Ull memory bank data and the content name data in the user memory bank as described in
ISO/IEC 29143. The AM field indicates that binary ‘0b0’ is for indirect mode (default) and ‘Ob1’ is for direct
access mode of tag’s user memory as described in ISO/IEC 29143.

Preamble Msg Type Code PL (MSB) PL (LSB) RC NUMT
0xBB 0x00 0x22 0x00 0x0D 0x05 0x07
MTIME RSV | DT | AM | AP(MSB) AP(LSB) MSA(MSB)
0x05 01| 0 0x12 0x34 0x56 0x78 0x03
MSA(LSB) MDL End Mark | CRC-16
0x00 0x02 0x7E OXNNNN

Fig. 45 i
case wh
MTIME 4
= indireg
Length t
nothing {

A responfse protocol message for the read multiple tags command includes”a message type, a code,

payload

Figure 45 — Read multiple tags command

ustrates the structure example of a protocol message for the read multiple tags command for th
bre RC (Repeat Cycle) = 5 times, NUMT (Number of Maximum tag to read) = 0x07\(Seven tags
0x05 (5 seconds), DT (Data type of response) = “Ob01” (only Ull memory bank), AM (Access Modsd
t mode, AP (Access Password) = 0x12345678, MSA (Start Address) = 0x0300, MDL (Memory dat
b read) = 0x02 (2 word). In this case, because the DT is “0b01”, the fields froln AM to MDL mea
b the interrogator.

[©]

-5 0O O T

indicatin
failure.

Type), 84bits TN (the number of tag), 8-bit MBO1ECL (Ull memory bank Data Length, word unit), MBO1EC (U

2]

length, a payload, an end mark, and CRC-16. The message typé. shall be represented by 0x0[1
a response. The code shall be represented by 0x22 in casef success, and by OxFF in case of
he payload type can be represented by payload type L. The payload consists of 8-bits DT (Datla

memory |bank Data, PC+MIl + XPC_W1 + XPC_W2), 8-bits MBL (Memory Data Length, word unit), MD
(Memory| data of TID memory bank or content name of user memory bank). The MBO1ECL, MBO1EC, MDL
MD field$ shall be repeated by the number of TN (Tag number)-field. The usage of DT field is the same as th
read multiple tags command. If the value of DT field is 0x01,-the MBO1ECL and MBO1EC fields are related {

the UlI
related t

user memory according to ISO/IEC 29143. The maximum number of TN (Tag Number) field shall be less tha

decimal
interrog3
field incl
XPC bits

When th
that the

(only UlII
MBO1EQ
MBO1EQ

e
o)
emory bank data, and MDL is zero and MD .does not exist. If the DT is 0x02, the MDL and MD are
b TID memory bank data. And if the DT is 0xQ3, the MDL and MD are related to the content name in
n
n
f

11. The interrogator should send thelresponse with TN less than 11 tags. For example, if a
tor reads 35 tags, then the interrogator should repeat the response message 4 times. The MBO1E
Ides the Ull memory bank that is\consisting of PC + MIl + XPC_W1 + XPC_W2. The existence ¢
complies with ISO/IEC 18000-63.

b interrogator tagging is suceessful, Fig. 46 shows an example of the response message in the cas
DT field is 0x01. In the~payload, the first argument, the DT field indicates that the data type is 0x0
memory bank data)-according to command. The TN (Tag number) is three. Therefore the thre
L, MBO1EC andZMDL fields are followed after the TN field. The fields related to the first tag
L#01 (Ull memory bank Data Length) is 6 words, and MBO1EC#01 (Ull memory bank data)

O =00

[Z

0x96...0f, and MDL#04"is 0x00.
Preanpble Msg Type Code PL (MSB) PL (LSB) DT TN
0xBB 0x01 0x22 0x00 0x2F 0x01 0x03
MBO1ECKO1 | MBO1EC01(MSB) MBO1EC01(LSB) MDLO1 MBO1ECL02 | MBO1EC02(MSB)
0x 0x96 Bx61 6x69 6x66 8x96
MBO01EC02(LSB) MDL02 MBO1ECLO3 MB01EC03(MSB) MB01ECO03(LSB)
0x02 0x00 0x06 0x96 0x03
MDL03 End Mark CRC-16
0x00 0x7E OxNNNN

Figure 46 — Read multiple tags response example 1 — Success

The Fig. 47 illustrates the response message example in case of that DT field of the read multiple tags
command was “0b11”.
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Preamble Msg Type Code PL (MSB) PL (LSB) DT TN
0xBB 0x01 0x22 0x00 0x2D 0x03 0x02
MBO1ECLO1 | MBO1EC01(MSB) MBO1EC01(LSB) MDLO1 MD01(MSB)
0x06 0x96 0x01 0x02 0x32
MDO01(LSB) MBO1ECL02 MB01EC02(MSB) MB01EC02(LSB) MDL02 MD02(MSB)
0x01 0x06 0x96 0x02 0x02 0x02
MB01EC02(LSB) End Mark CRC-16
0x01 Ox7E O0xNNNN

Figure 47 — Read multiple tags response example 2 — Success

=S5 =

=

1T T I

he DT is 0x03 and TN is 0x02. Therefore the Ull memory bank and content name in the user memory bank

re followed after the TN field. The Ull memory bank data of the first tag is 0x96...01, and the conten

name is

32...01. The Ull memory bank data of the second tag is 0x96...02, and the content name,is 0x02.. {01.

case that read multiple tags command is a failure, the code shall be OxFF, the argument shall

nclude a

bsult code 0x61 for the case of invalid parameter, 0x65 for the case of no tag detected, 0x62 for th¢ case of
ot support command, 0x22 for the case of command failure

Preamble

Msg Type

Code

PL (MSB)

PL (LSB)

Arg

End Mark

CRC-14

0xBB

0x01

OxFF

0x00

0x01

0x22

Ox7E

OxNNNN

Figure 48 — Read multiple tags response — Failure

ig. 48 illustrates the structure of a response protocol messagedfor'the case of failure.

notification message is shown in Fig. 49, can be used.for read multiple tags response. This ngtification
nessage shall include a message type, a code, a payload length, and an argument. The message type shall
e represented by 0x02 indicating notification. In the~Case where the read multiple tags is performad as the
redetermined condition (command completed), interrogator could send notification message to AID{ terminal
ith an argument field included result code 0x24* When there are no more tags to read (No morg Tags to
fead), the argument could include a result code 0x67.
Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-14
0xBB 0x02 0x22 0x00 0x01 0x24 0x7E OXNNNN
Figure 49.—Read multiple tags notification — Read completed
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Fig. 50 is shown to the flow scheme of read multiple tags command and response between the AIDC terminal
and the interrogator in case of command success.

©
I

4}’

Mobile AIDC Interrogator Tags

AW

A
A 4

terminal

«W

Key
@® Reafd multiple tags command

@ Inventory round or access and read as condition of command

® Response up to 10 tag information at a time

@ If th¢re is a need to send the tag information will repeat to fesponse
®

Notification with read complete

Figure 50 — The flow scheme ofread multiple tags operation — Success

Fig.51 is|shown to the flow scheme of read multiple tags in case of command failure

Meobile AIDC  > Interrogator

terminal /
@

Key

@® Read multiple tags command

@ Response with result code “Fail”

Figure 51 — The flow scheme of read multiple tags operation — Failure
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7.2.3 Stop read multiple tags

A stop read multiple tags command is used to stop a read multiple tags operation. The stop read multiple tags
command includes a message type, a code and payload length, but does not include a payload. The message
type shall be represented by 0x00 indicating a command. The code shall be represented by 0x23 indicating
stop read multiple tags.

Preamble | Msg Type Code PL (MSB) PL (LSB) End Mark CRC-16
0xBB 0x00 0x23 0x00 0x00 0x7E OXNNNN

Figure 52 — Stop read multiple tags command
ig. 52 illustrates the structure of a protocol message for the stop read multiple tags command:

response protocol message for the stop read multiple tags command includes a message type, 3 code, a
ayload length, and an argument. The message type shall be represented by 0x01 indicating a response. The
de shall be represented by 0x23 in case of success, and by OxFF in case of failare. The payload [type can

e represented by payload type A. In case of success, the argument shall include aresult code 0x0(. In case
cannot stop read multiple tags, the argument shall include a result code 0x25n case where a read multiple
tags operation is not being performed, the argument shall include a result code0x26.

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-14
0xBB 0x01 0x23 0x00 0x01 0x00 0x7E OXNNNNI

Figure 53 — Stop read multiplé. tags response

-l

ig. 53 illustrates the structure of a protocol message for the'stop read multiple tags response for th¢ case of
success

=~

.3 Tag write category

A write tag command is used to write the data'in a tag. The write tag command includes a message type, a
gode, a payload length, a payload, an endvmark, and CRC-16. The message type should be represented by
0x00 indicating a command. The code shall be represented by 0x31 indicating write tag. The payload type
shall be represented by payload type M. The payload shall include a 32-bits AP (Access Password), 8-bits MB
(Memory Bank), 8-bits MBO1ECL ({MBO1EC Length, word unit), MBO1EC, 16-bit MSA (Memory Start Address),
8-bits WDL (Write Data Lengthyword unit), WD (Write Data). The MB field indicates that 0x00 is [reserved
memory bank, 0x01 is Ull memory bank, 0x03 is user memory bank. The MSA field indicates a star{ address
df the memory bank defined’by MB field. And the WDL indicates the size of data to be written, and WD field is
g data written correspohding to a length designated by the WDL field.
Preamble "} Msg Type Code PL (MSB) PL (LSB) AP(MSB)
0xBB 0x00 0x31 0x00 0x24 0x12 0x34
AP(LSB) MB MBO1ECL | MBO1EC(MSB) MB01EC(LSB)
0x56 0x78 0x01 0x06 0x96 0x01
MSA(MSB) | MSA(LSB) WDL WD(MSB) WD(LSB) End Mark
0x00 0x00 0x06 0x96 " 0x01 0x7E
CRC-16
OXNNNN

Figure 54 — Write tag command

Fig. 54 illustrates the structure example of a protocol message for the write tag command for the case where
Access Password=0x12345678, Memory Bank=0x01 (Ull memory bank), MBO1EC=00x96...01 (6 words),
Memory Start Address=0x00, and Data to be written=0x96...01 (6 words).

A response message for the write tag command includes a message type, a code, a payload length, a
payload (one argument), an end mark, and CRC-16. The message type should be represented by 0x01
indicating a response. The code should be represented by 0x31 in case of success, and by OxFF in case of
failure. The payload type is represented by payload type A. The argument shall include a result code 0x00 for
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the case of success, a result code 0x65 for the case of no tag detected, a result code 0x31 for the case of
write failure, and a result code 0x62 for the case of not supported command.

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
0xBB 0x01 0x31 0x00 0x01 0x00 Ox7E OxNNNN

Figure 55 — Write tag response

Fig. 55 illustrates the structure of a response protocol message for the write tag command.

7.4 ng killllock/erase category

7.41 HKill tag

A kill tag|command is used to kill an ISO/IEC 18000-63 tag. An access password and a kill password are both
required [for the killing operation, which aims at security.

The kill fag command includes a message type, a code, a payload length, a payload, an end mark, and p
CRC-16] The message type is represented by 0x00 indicating a command. The codelis represented by 0x4[1
indicating kill tag. The payload type is represented by payload type N.
The payload may include a 32-bit access password required for accessing a tag, a 32-bit kill password
required|for killing a tag, a 8-bit MBO1EC length indicating the length of ‘WIBO1EC, an MBO1EC (variable)
indicating an ISO/IEC 18000-63 tag to be killed, and 8-bit RFU/REC far re-commissioning that just LSB 3 bifs
is valid.
Pr¢amble Msg Type Code PL (MSB) PL (LSB) AP(MSB)
(xBB 0x00 0x41 0x00 0x13 0x12 0x34 0x56
AR(LSB) KP(MSB) KP.(LSB) | MBO1ECL | MBO1EC(MSB)
DX78 0x87 0x65 0x43 0x21 0x06 0x96
MBOJEC(LSB) | RFU/REC End Mark CRC-16
Dx01 0x03 0x7E OXNNNN
Figure 56 — Kill tag command
Fig. 56 iJlustrates the structure of a protocol message for the kill tag command for the case where Access
Password=0x12345678, Kill Password=0x87654321, and MII=0x96...01 (6 words).
A respofpse message for the killtag command includes a message type, a code, a payload length, an

argument, end mark, and CRE*16. The message type is represented by 0x01 indicating a response. The code
is represented by 0x41 in ease’of success, and by OxFF in case of failure. The payload type is represented by
payload type A.

The argdment protogtl may include a result code 0x00 for the case of success, a result code 0x65 for the
case where there\is/no tag to be killed (No tag detected), and a result code 0x41 for the case of kill failure.

Preamble | Msg Type Code PL (MSB) PL (LSB) Arg End Mark CRC-16
OxBB Qx01 0x41 0x00 Qx01 0x00 Qx7E OxNNNN

Figure 57 — Kill tag response

Fig. 57 illustrates the structure of a response protocol message for the kill tag command for the case of
success.

7.4.2 Locktag

A lock tag command is used to control lock of a type C tag. The lock tag command includes a message type,
a code, a payload length, a payload, an end mark, and a CRC-16. The message type is represented by 0x00
indicating a command. The code is represented by 0x42 indicating lock tag. The payload type is represented
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by payload type O. The payload may include a 32-bit Access Password (AP) required for a locking operation,
an 8-bit MBO1ECL (MBO1EC Length, word unit) indicating the length of MBO1EC, an MBO1EC (variable)
indicating a type C tag to be locked, a 4-bit reserved field (RSV) for future, and a 24-bit Lock Data (LD) for
controlling a locking operation (use a 20-bit flag for controlling a locking operation).

Figure 58 — Lock tag command

Hig. 58 illustrates the structure of a protocol message for the lock tag command (for the cas
MIBO1EC=0x96...01 (6 words), Access Password=0x87654321, and a MBO1EC code is permanently

response protocol message for the lock tag command includes a message type,.a code, a paylog

bpresented by payload type A.

—

he argument may include a result code 0x00 for the case of success, a result code 0x65 for the ca
nere is no tag to be locked (No tag detected), a result code 0x42 for the case of lock control failu
bsult code 0x62 for the case of not supported command.

- —+

Preamble | Msg Type Code PL (MSB) PL (LSB) AP(MSB)

0xBB 0x00 0x42 0x00 Ox11 0x87 0x65 0x43
AP(LSB) MBO1ECL | MBO1EC(MSB) MBO1EC(LSB) | RSV | LD LD(LSB)

0x21 0x06 0x96 0x01 0000 | 0000 0xC0 0x30
End Mark CRC-16

Ox7E OxNNNN

A
gn argument, an end mark, and a CRC-16. The message type is represented by/0x01 indicating a response.
1
r

e where
ocked.

d length,

he code is represented by 0x42 in case of success, and by OxFF in case'of failure. The payload type is

5e where
e, and a

Preamble | Msg Type Code PL (MSB) PL(LSB) Arg End Mark CRC-16

0xBB 0x01 0x42 0x00 0x01 0x00 0x7E OXNNNN

{

Figure 59 — Lock tag response

Hig. 59 illustrates the structure of a response\protocol message for the lock tag command for the
success.

7.4.3 Erase tag

pe, a code, a payload length, a payload, an end mark, and a CRC-16. The message type s
bpresented by 0x00 indicating a command. The code should be represented by 0x43 indicating e
he payload type shall be represented by payload type P. The payload should include a 32-bi
assword (AP) required for an erase operation, a 8-bit MBO1ECL (MBO1EC Length, word unit) indio
ength of MBO1EC;an MBO1EC (variable size) indicating a type C tag to be erased, a 6-bit reser
RSV) for future, a’2-bit MB (Memory Bank), a 16-bit MSA (Memory Start Address for erase), and a §
Memory data,Length to erase) for controlling a erase operation.

An erase tag command is used to erase a data of a type C tag. The erase tag command includes a
t
"

S o 1 -

case of

message
hould be
rase tag.
I Access
ating the
ved field
-bit MDL

Figure 60 — Erase tag command

Preamble | Msg Type Code PL (MSB) PL (LSB) AP(MSB)
0xBB 0x00 0x43 0x00 0x12 0x87 0x65 0x41
AP(LSB) MBO1ECL MBO1EC MBO1EC RSV MB MSA(MSB) MSA(LEB)
(MSB]) (CSB)
0x21 0x06 0x96 0x01 000000 | 11 0x00 0x10
MDL End Mark CRC-16
0x03 0x7E OXNNNN

Fig. 60 illustrates the structure of a protocol message for the erase tag command for the case where Access
Password=0x87654321, MBO1EC=0x96...01 (6 words), MB=0b11 (user memory bank), MSA=0x0010, and

MDL=4 word.
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A response protocol message for the erase tag command includes a message type, a code, a payload length,
an argument, an end mark, and a CRC-16. The message type should be represented by 0x01 indicating a
response. The code should be represented by 0x43 in case of success, and by OxFF in case of failure. The
payload type shall be represented by payload type A.

The argument shall include a result code 0x00 for the case of success, a result code 0x65 for the case where
there is no tag to be locked (No tag detected), a result code 0x43 for the case of erase failure, and a result
code 0x62 for the case of not supported command.

Preamble

Msg Type

Code

PL (MSB)

PL (LSB)

Arg

End Mark

CRC-16

0xBB

0x01

0x43

0x00

0x01

0x00

0x7E

OxNNNN

Fig. 61 |
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Figure 61 — Erase tag response

ditional function category

ustrates the structure of a response protocol message for the erase tag command for-the case ¢

t result command is used to get the last result code. The get last result command includes a messag
ode and a payload length, but does not include an argument. Fhe-message type is represented b

cating a command. The code is represented by 0x51 indicating-get last result.
Preamble | Msg Type Code PL (MSB) Pl (LSB) End Mark CRC-16
0xBB 0x00 0x51 0x00 0x00 Ox7E OxNNNN

Figure 62 — Get last result command

ustrates the structure of a protocol message_forthe get last result command.

se protocol message for the get last result command includes a message type, a code, a payloa
nd an argument. The message type.is represented by 0x01 indicating a response. The code
ted by 0x51 in case of success, and by OxFF in case of failure. The payload type is represented b
ype A. The argument may include the last result code for the case of success, a result code 0x51 fq
of cannot get last result, andia-result code 0x62 for the case of not supported command.

Preamble

Msg Type

Code

PL (MSB)

PL (LSB)

Arg

End Mark

CRC-16

0xBB

0x01

0x51

0x00

0x01

0x09

Ox7E

OxNNNN

Fig. 63 i
failure.

Figure 63 — Get last result response

lustrates the™structure of a response protocol message for the case where the last result is rea

7.5.2 ﬂtart test mode

< O

A start test mode command is used to change the RFID interrogator into a test mode. The start test mode
command includes a message type, a code and a payload length, but does not include an argument. The
message type is represented by 0x00 indicating a command. The code is represented by 0x52 indicating start

test mode.

Preamble

Msg Type

Code

PL (MSB)

PL (LSB)

End Mark

CRC-16

0xBB

0x00

0x52

0x00

0x00

0x7E

OxNNNN

Figure 64 — Smart test mode command

Fig. 64 illustrates the structure of a protocol message for the start test mode command.
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