INTERNATIONAL

STANDARD

ISO/IEC
29168-1

Information technology — ©pen systems

interconnection —
Part 1:

Object identifier resolution system

Technologies de l'information — Interconnexion de systémes opverts

(OSI) —

Partie 1: Systeme de\résolution d'identificateur d'objet

Reference number
ISO/IEC 29168-1:2011(E)

© [SO/IEC 2011


https://standardsiso.com/api/?name=228e7d77b661943ea0101f375ebff37a

ISO/IEC 29168-1:2011(E)

© |ISO/IEC 2011

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either 1SO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢« CH-1211 Geneva 20
Tel. +41227490111

Fax +4122 74909 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

COPYRIGHT PROTECTED DOCUMENT

ii © ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=228e7d77b661943ea0101f375ebff37a

ISO/IEC 29168-1:2011(E)

CONTENTS

Page

1 S 0T0 oS PTSETTSRR PP 1
N0tz TRV = 1 L= 000 S 1

2.1  Identical Recommendations | International StaNdards ............cccoerriienirieneneieseees e 1

A 2 X [0 ] (1o g € = = 10RO 1

3 D= T Tl (o] TSP 2
31 IMPOrted AEfiNITIONS......c.eieeeiitere ettt st b et e e et seesbesaesbesne e e eneeshns . 2

3.2 Additional defiNitiONS.........cceoiiirieiiiereiee e e e vt B . 2

4 ADDreviations and @CIONYIMS ..........coeiiieinerreeee et e e e e sresresesneseenesne s bes bifennenens . 3
5 OID resolution SyStem arChitECIUIE.........ccvceieceeeeese st sre e eeesae e sre e Godadhenre e e eneeneens . 4
5.1 OID reSOlULiON PrOCESS.......ccovereeierersierteereeeeseeseeseessessessesseessessessessessessessesssessessesss faetadeesseesesseeneeneens . 4

5.2  Interactions between componentsin the general OID resolution ProCESS....... ke eerereerereereenens . 4

( DNS zonefilesfor the .0id-res.org domain...........cccceveerenieeeneneienienieseneesesse e . 5
B.1  OVEIVIBW .ttt sttt st st ne e ne et sre s e he S ase e eeseenbeseesbesbesseenee e eneenes . 5

6.2  Requirements and restrictions on DNS zonefilesin the .oid-res.org domain...........cccceeeeeeereernenenn . 6

6.3  Use of DNSresource records for ORS SEIVICES.........coiirieiressSiraadhenesesseessessesesse s e ssessesesseseeneens . 6

6.4 SECUNtY CONSIAEIBIIONS .....eeuevieeiertireeieeiestee sttt Ty ettt b ettt st n s . 7

1 Operation Of @ ORS ClIENT ......o.ciiiieiieeee e ettt sttt sb e r et b e e . 7
7.1 Functional iNterfaces.........ccovvreerineinineeneeene e N e . 7

7.2 PrOCESSING A QUENY....eueruerueeieiereeniesteeuesseeeeeessesse b sesaeessessesseseessesaeasesseensensessessessessessessesnssnsensenes . 7

7.3 Converting an OID-IRI valueto an FQDN ........ 000 e . 7

7.4 ProceSSING DINS FESUILS......cueieiece e e ettt e e sttt a e e s e e e e e sresreeneene e e eneenes . 8

FASTIS = o U ) YA e 0 i o == (0] S S . 8

§ Requirements on ORS SerVice SPECIfICaliONS. K. viriiiiiceeieere st e e e e e e eneas . 8
8.1  Specification of NAPTR INfOrMELON.........cccoriiiiriineet e . 8

8.2  Recommendations for ORS appli€ation PrOCESSING ........coourveirerririereee et . 8
ANNEX A — ASSIONED ORS GBIV 1Y DS IT v trerterterertestees ettt be sttt sttt b e bt b e b et sb et s b et st st ees . 9
Annex B — Specification of the OID canonicalization (COID) ORS SEIVICE ......ccccoeriririeririerieise e . 10
Annex C — Specification of the chifd information (CINF) ORS SEIVICE .....c.cccoveiiiirieienereeee e . 11
O R T 01 o o OSSPSR PSR PTSR . 11

C.2  CUINF XML ettt bbbttt b e bbb et nn e . 11
Annex D — Specificationof the registration information (RINF) ORS SEIVICe........cccccviereineresisesese e . 13
D R T s = -SSP ST TP STTST . 13

D.2  RINF XML Il et . 13
Annex E —Specification of the module information (MINF) ORS SENVICE.......cccvveieeeeieeieeresese e seesesreeeenes . 15
ANNEX E=DESCIIPLION O USE CBSES........cvviiiiiiiiii bbb . 16
F.1  OID canonicalization (COID) ORS SEIVICE........cccuririeuirieieierieeetesteesie st ss s . 16

F.2  Childinformation (CINF) ORS SEIVICe .....ciiiiiiieiieieseese s . 16

F.3  Registration information (RINF) ORS SEIVICE.......cccoiririeiririeisie sttt be e ene e 16

F.4  Moduleinformation (MINF) ORS SEIVICE........ccciiiirerieiete ettt sre e 16
ANNeX G — EXamples Of ORS OPEIELHON.........coeieriiieieie sttt sttt et b e s be b e e e bt sbe e e e neeseesbesre e 17
G.1 Example of DNS zone fileSfor the ORS.........coo i e 17

G.2  Examples of NAPTR rES0UICE FECOITS ........ecueruerueruereeieseestestesteesesieeseseessesaeseesbesaesaesseeeenseseesseseesaens 17

Annex H — History of object identifierS (OIDS) ......cccceieieieiicereceeieesees ettt se e e e sre st sseesa e e e eesresrenns 18
F N a1 IR 2 11 o) Lo ir="o] P 19

© ISO/IEC 2011 — All rights reserved iii


https://standardsiso.com/api/?name=228e7d77b661943ea0101f375ebff37a

ISO/IEC 29168-1:2011(E)

Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical Commission) form

the specialized system for worldwide standardization. National bodies that are members of 1ISO or IEC participate in the

developm
with part
Other int
work. In

Internatio
The mairn
adopted |
Standard

Attention
and IEC s

ISO/IEC
SC 6, Tel
published

ISO/IEC
interconn

— Part

— Part

ent of International Standards through technical committees established by the respective organization to deal
cular Tields of technical activily.
rnational organizations, governmental and non-governmental, in liaison with 1SO and IEC, also take partin th
e field of information technology, 1SO and IEC have established a joint technical committee, ISO/IEC,JTC 1,

@D

hal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

w

task of the joint technical committee is to prepare International Standards. Draft Intefnational Standarg
y the joint technical committee are circulated to national bodies for voting. Publication-as an Internationg
Fequires approval by at least 75 % of the national bodies casting a vote.

|

is drawn to the possibility that some of the elements of this document may be.the)subject of patent rights. IS
hall not be held responsible for identifying any or all such patent rights.

@D

P9168-1 was prepared by Joint Technical Committee ISO/IEC JTC 1{ Information technology, Subcommitte
bcommunications and information exchange between systems in collaboration with ITU-T. The identical text
as Rec. ITU-T X.672 (08/2010).

[%2]

P9168 consists of the following parts, under the general“itle Information technology — Open systen
bction:

w

1: Object identifier resolution system

2: Procedures for the object identifier resolution system operational agency
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Introduction

This Recommendation | International Standard specifies the object identifier resolution system. This provides the return
(using an ORS client) of information associated with an OID node.

It uses a mapping of the International Object Identifier tree naming scheme (using OID-IRI values) onto the DNS
naming scheme (see 7.3).

This Recommendation | International Standard specifies requirements on the management of DNS zone files that are
mapped from ORS-supported OID nodes to provide (standardized) information related to an International Object
Identifier tree node for a variety of applications, and on the behaviour of an ORS client that interacts with the DNS
yStem 1o obtain thal information and provide 1T to an application.

Six requirements emerged in the mid/late-2000s:

— an application to be able to translate any OID-IRI value into a canonical OID-IRI (a unique ftring of
numeric Unicode labels that would identify a node): the COID ORS service, supperting IRI cornparison
of namesin the IETF "oid" IRI scheme (see Annex B);

— an application to determine child information from an OID node: the CINF sexvice (see Annex Q);

— an application to obtain registration information (such as contact informatign about the owner of|the OID
node, and how to request a child node, etc.): the RINF service (see Anfex D);

— an application to obtain a reference to the ASN.1 module (if any))associated with a node: the MINF
service (see Annex E);

—  support for access to multimedia information (triggered by tag-based identification) using the ORS;
—  support for access to information contained in an OID pode that relates to cybersecurity features.

=l

here are probably other applications that will require further_information (specified by an application gtandard)
ontained in an ORS-supported OID node and accessible by the ORS.

0 meet these needs, it was decided to map the OID tree into‘a part of the DNS tree (see IETF RFC 1035), with the root
f the OID tree mapped into .oid-res.org (see 7.3).

Q

he mapping is from any OID-IRI value that identifies an International OID node into a DNS name (in the .oig-res.org
omain). The information about an ORS-supported'OID node is inserted into DNS zone files and can then be fetrieved
y any ORS client (running on any computer‘system with DNS access), using any of the OID-IRI identificgions for
hat | nternational Object Identifier tree node:

[miledleoNr| o =

he associated information is specified_by those applications that choose to use the ORS. The requirements|{on such
pplications are included in this Recommendation | International Standard. Some application specifications are jncluded
S hormative annexes to this Reeommendation | International Standard. Others are specified externaly.

Q Q)

Il DNS zone files for the\.aid-res.org domain correspond to ORS-supported OID nodes, but not all DNE names
gorithmically mapped-from an OID-IRI will be present in the DNS. All DNS zone files in the .oid-res.org doain are
bquired to confirm to'this Recommendation | International Standard.

= Q) I

hformation for.-an International OID tree node (for each application) is specified by the owner of that npde, and
etermines the appropriate configuration of DNS zone files, in accordance with the specification for each OR$ service
see Annex’A), and would be retrieved by an application using a local ORS client implementation interacting with a
bcal DNS-elient (see clause 7). The information would be included in NAPTR resource records, qualified by the ORS
ervicetype.

N =0 —

An ORS client takes as input any OID-IRI value, together with an ORS service type, 1t will return node informetion for
that OID-IRI value and ORS service type (based on the configuration of the DNS zone files, and particularly of NAPTR
resource records). Each resource record will consist of one or more pieces of information together with the requested
ORS sarvice type.

The procedures for the appointment of the ORS operational agency are contained in ISO/IEC 29168-2. These
procedures involve only | SO/IEC for appointment and contractual purposes. They do not have any ITU-T involvement.

Clause 5 provides an overview of the OID resolution system architecture and itsinteraction with the DNS.

Clause 6 specifies the requirements and restrictions on DNS zone files in the .oid-res.org domain in order to support
navigation to DNS names mapped from the International OID tree (including the use of long arcs) and the provision of
information needed for the ORS resolution process using any specified ORS service type.

© ISO/IEC 2011 — All rights reserved \Y
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NOTE — This Specification relates only to the use of DNAME DNS resource records and NAPTR resource records using a
service field commencing "ORS+". Use of other DNS resource records are not in the scope of this Recommendation |
International Standard, and are neither forbidden (except when they would conflict with the use for the ORS) nor are they
required.

Clause 7 specifies the operation of an ORS client, including the mapping of an OID-IRI value into a DNS name.

Clause 8 specifies the requirements on an ORS application specification, including specification of NAPTR information
and recommendations on ORS application processing.

Security considerations are discussed and specifiedin 5.2.3t05.2.6, 6.4, 7.5 and 8.2.2.

Annex A

Internatid

Annex B
Annex C
Annex D
Annex E
Annex F
specified

Annex G

NAPTR resource records.

Annex H

Annex |

vi

(normative) specifies the assigned ORS service types at the time of publication of this Recommendation
nal Standard.

normative) specifiesthe COID service.

normative) specifies the requirements for the CINF service.
(normative) specifies the requirements for the RINF service.
normative) specifies the requirements for the MINF service.

(informative) provides a description of the use cases for the ORS, referencing ‘€ach application that has 3
(ORS service type (see Annex A).

(informative) provides examples of possible DNS zone files to support the ORS and additional examples of|

(informative) provides a short history of the development of the International OID tree.

nformative) provides bibliographic references.
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INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

1
This

I nfor mation technology — Open systems inter connection —
Object identifier resolution system

Scope

Recommendation | International Standard specifies the OID resolution system, including the overall architecture

and a DNS-based resol ution mechanism.

The
cons
Werg
Recq
editi
valid
valid

21

NS (see

ifies the required operation of an ORS client (see clause 7), including the mapping of an OID-LRI' value by the
client into a DNS name to produce a DNS query for the specified application information afd the processing of

equired behaviour of an ORS client is specified, but the interfaces to it are specified onty in terms of the semantics
e interaction. A bit-level application program interface is platform and software dependent, and is not in the gcope

RFC 1035 and IETF RFC 3403); it specifies (only) the DNS resource records (see 6.3) that need to be inserted in

isjRecommendation | International Standard specifies required DNSzone file resource records, and prohibits the use

er resource records of asimilar form but with different semantics (in DNS zone files in the .oid-res.org domain) —
.2. It does not otherwise restrict the general use of DNS zoneffiles.

Normative refer ences

following Recommendations and International .Standards contain provisions which, through reference in thisjtext,
itute provisions of this Recommendation | International Standard. At the time of publication, the editions indiated
valid. All Recommendations and Standards are subject to revision, and parties to agreements based or] this
mmendation | International Standard-aré encouraged to investigate the possibility of applying the most recent
pbn of the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
ITU-T Recommendations.

Identical Recommendations| International Standards

— Recommendation ITU-T X.509 (2005) | | SO/IEC 9594-8:2005, |nformation technology — Open Systems
Interconnection — The Directory: Public-key and attribute certificate frameworks.

— Recommendations ITU-T X.660 series | ISO/IEC 9834 multi-part standard, Information technolqgy —
Open Systems Interconnection — Procedures for the operation of OS Registration Authorities.

<" Recommendations ITU-T X.680 (2008) series | ISO/IEC 8824:2008 multi-part standard, Information

technology — Abstract Syntax Notation One (ASN.1).

2.2

—  Recommendation ITU-T X.693 (2008) | ISO/IEC 8825-4:2008, Information technology — ASN.1
encoding rules; XML Encoding Rules (XER).

Additional references
— |ETFRFC 1034 (1987), Domain names — Concepts and facilities.
— |ETF RFC 1035 (1987), Domain names — Implementation and specification.

— |ETF RFC 3403 (2002), Dynamic Delegation Discovery System (DDDS) Part Three: The Domain Name
System (DNS) Database.

Rec. ITU-T X.672 (08/2010) 1
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— |ETF RFC 3454 (2002), Preparation of Internationalized Srings ("stringprep™).
— |ETF RFC 3490 (2003), Internationalizing Domain Names in Applications (IDNA).

— |ETF RFC 3492 (2003), Punycode: A Bootstring encoding of Unicode for Internationalized Domain
Names in Applications (IDNA).

— |ETF RFC 4033 (2005), DNS Security Introduction and Requirements.

— |ETF RFC 5155 (2008), DNS Security (DNSSEC) Hashed Authenticated Denial of Existence.
NOTE - It isrecommended that the IETF RFC index be consulted for updates to the RFCs listed above.

— Unicode 5.2 (2002), The Unicode Sandard, Version 3.2.0, The Unicode Consortium (Reading, MA,
Addison-Wesley).

- W3C, HTML 401  Specification, W3C Recommendation 24  December N 1999,
http://www.w3.0rg/ TR/1999/REC-html401-19991224.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Imported definitions

This| Recommendation | International Standard uses the following terms defined in Rec. ITU-T X.660 |
ISOJEC 9834-1:

a) object identifier;

b) integer-valued Unicode label;

c) International Object Identifier tree;

d) longarc;

e) OID internationalized resource identifier;
f)  Registration Authority;

g) Unicode label.

3.2 Additional definitions

3.2.1 application-specific OID resolution process. Actions by an application to retrieve application-spgcific
infofmation from the information returned by the general OID resolution process.

3.2.2 canonical form (of an Ol D-IRI): A form which uses only integer-valued Unicode labels.
NOTE — OID-IRI isan ASN,1 type defined in Rec. ITU-T X.680 | ISO/IEC 8824-1. The term OID-IRI value refersto the ASN.1
VRlue notation that is the same asthe IANA "oid:" IRI/URI scheme, with the omission of theinitial "oid:".

3.2.3 DNS delegation, name (DNAME): A DNS resource record used to create an alias for a domain name and all
of it$ sub-domains.
3.24 DNS-mapped name: The result of transforming an OID-IRI value to an FQDN (see 7.3).

NOTE — The\DNS-mapped name may or may not exist in the DNS. If it does not, then an ORS query will result in an|error
njessage(see 7.4), and the node identified by the OID-IRI is not ORS-supported.

3.2.5 DNS name server (NS): A DNS resource record providing the authoritative name server for a domain.

326 DNS resourcerecord: A component of a DNS zonefile.

327 DNS zonefile: A text file that describes a portion of the DNS.
NOTE — The format of aDNS zonefileis defined in IETF RFC 1035, section 5 and IETF RFC 1034, section 3.6.1.

328 fully qualified domain name: The name used in a DNS look-up operation (see IETF RFC 1594).

3.29 general OID resolution process. That part of the ORS where an ORS client obtains information from the
DNS (recorded in a zone file) about any specified OID and returnsit to an application.

3.210 operational agency procedures. The specification of the actions required by the .oid-res.org operational
agency.

2 Rec. | TU-T X.672 (08/2010)
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3211 NAPTR resourcerecord: A DNS resource record used to store rules which can be retrieved by a DNS look-
up for use by an application.

3.212 OID resolution process. Process which provides information associated with an OID.
NOTE — Thisinformation can be application-specific (see Figure 1 and the annexes).

3213 OID resolution system: Implementation of the OID resolution process in accordance with this
Recommendation | International Standard.

3.214 .oid-res.org operational agency: Organization that manages the DNS server for .oid-res.org and some
subordinate nodes.

3.215 ORSclient: Entity that interfaces between an application and a DNS client.

(see
3217 ORS-supported OID node: An OID node for which the DNS-mapped names for all of the OID-IRI values
that jdentify the OID node exist in the DNS, and have al necessary DNS zone files configured as specified i this
Recgmmendation | International Standard, including mandatory requirements for all ORS services (see Annex A).
][\|2_TE 1 - The canonical OID service specified in Annex B requires the presence of a NAPTR record in the associated DNS zone
NOTE 2 —The .oid-res.org operational agency is required by the operational procedures to provide ORS-support for &l thg OID
gg;j:qsi .Iisted in those procedures. ORS support for nodes beneath these depends on agreements between that OID node ahd its
4 Abbreviations and acronyms
This|Recommendation uses the following abbreviations and acronyms:
AD Authenticated Data
CD Checking Disabled
CINF Child Information
COID Canonica OID
CYBEX Cybersecurity Exchange Information
DNAME (DNS) Delegation Name
DNS Domain Name System
DO DNS Security-OK
FQDN Fully Qualified Domain Name
MINF Maodute Information
NAPTR (DNS) Naming Authority Pointer
NS (DNS) Name Server
oID Object Identifier
OID-IRI OID Internationalized Resource Identifier (see Notein 3.2.2)
QRS QID Resolution System

RCODE (DNS) Return Code

RINF Registration Information
TINF Tag-based multimedia access Information
URL Uniform Resource Locator

Rec. ITU-T X.672 (08/2010) 3
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5

51
511

OID resolution process

OID resolution system architecture

process and an application-specific OID resolution process.

512

resoltie

The OID resolution process is illustrated in Figure 1. It consists of two processes. a general OID resolution

The general OID resolution process uses the DNS (see IETF RFC 1035) and DNS resource records (see
IETF RFC 3403). It involves an interaction between the application and an ORS client to retrieve information (specified
by that application) from the DNS system. The general OID resolution process normally returns a URL for a document,
a canonical OID-IRI or a DNS name, but there is no restriction on what could be returned. Thisis usually followed by
an application-specific OID resolution process, where the application uses the information obtained from the genera

0
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Generd OID resolution
process

Dy tricapprreatt

OID-IRI + ORS service type
+ security flag

A

v

DNS NAPTR resource records

@)
/

Application

o=

Application-specific OID
resolution process

Application-specific request

A

Application-specific information

Figure I'= OID resolution process

1
1
1
\
\

NOTE — For some services, for example the COID service (see Annex B), the information returned from the ORS client'w
fficient, and there will be no application-specific OID resolution process.

DNSwith zonefiles /

/

% for ORS support ./

Application-specific ‘:

Servers g
A 7
M o (] /
\\ //

~ -
~ -
~ -7

X.672(10)_FO1

I nteractions between componentsin the general OID resolution process

Figure 2 shows the functional*interfaces between the components of the general OID resolution proces;
the $emantics of the interactions\Bit-level encoding of these interfaces and interactions is platform and soff
depgndent, and is not in the scope’of this Recommendation | Internationa Standard. The realization of this archite

International Standard.

ORS client interface

DNSclient interface

ill be

5 and
ware
cture

brdware or software and-its partitioning into separate modules is not constrained by this Recommendatyon |

522

(2) OID-IRI + QRS service type (2) OID-IRI 'as an FQDN // %
+ security flag + security parameters N
Application ORSclient DNSclient | DNS |
(4) 0 or more of (ORS (3) 0 or more NAPTR R\ /
information of the specified resource records or error AN A
service type + preference S
vélues) or error T xe72010) Fo2

Figure 2 — Components of the general OID resolution system

There are three main actors: the application, an ORS client, and the DNS system.

Rec. | TU-T X.672 (08/2010)
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523 (Step 1) The application makes a request to the ORS client for information about an OID, giving one of the
OID-IRI values that identifies that OID node and the ORS service type that it isinterested in (see Annex A). It also sets
the "security flag". This determines whether DNSSEC — if available —isto be used (see 5.2.4).

NOTE 1 — The application has to trust the ORS client and the DNS client to pass on the security flag setting, and for the DNS

servers to correctly implement IETF RFC 4033 and IETF RFC 5155 (NSEC3). If the application does not trust the ORS client or
the DNS client that it isusing, it should not set the security flag, asit will not provide any security benefit.

NOTE 2 — It is arequirement of the operational agency procedures that the .0id-res.org operational agency provides full support
for security asrequired by IETF RFC 4033 and |IETF RFC 5155.

524 (Step 2) The ORS client transforms the OID-IRI value into an FQDN as specified in 7.3 and sends a query
request to a DNS client for NAPTR resource records containing the requested ORS information type, as specified in
7.2. If the security flag is 1, then the DO parameter of the DNS query request shall be 1 and the CD parameter shall be 0
(specified in IETF RFC 4033); otherwise, the DO and CD parameters are not passed.

5.2.5 (Step 3) The DNS client returns either zero or more NAPTR resource records, or an error (specified,as'ajnon-
zero[DNS RCODE — see |[ETF RFC 1035).

5.2.6 (Step 4) The ORS client processes the NAPTR resource records as specified in 7.4 and“eturns t¢ the
application zero or more information fields with preference values, and the DNS RCODE (the appropriate interpretgtion
of the RCODE is given in Table 1). If the security flag was 1 (see 5.2.4), then only NAPTR resouree records with AD
flag [specified in IETF RFC 4033) set to 1 are returned; otherwise, all NAPTR resource records,are returned.

Table1—Interpretation of DNSRCODE values

RCODE value I nter pretation by the application
0 OK
1 ORS system failure
2 DNS system failure
3 No such domain name
4 Retrieval of NAPTR resource records not supported for this domain name (the DNS
is not correctly configured for ORS-support of this OID-IRI value)
5 Security policy restriction
6 upwards No interpretation available
6 DNS zonefilesfor the .oid-res,org domain
6.1 Overview

NOTE — This Recommendation | International Standard does not provide a tutorial or complete specification on the use of[ DNS
zpnefiles. Thisisnot inits scope. ltis assumed that zone file managers supporting the ORS will understand such issues.

6.1.1 An OID node may ermay not be ORS-supported.

6.1.2 For an OID_hode to be ORS-supported, al its DNS-mapped names have to be available for retrievigl of
infofmation from DNS zonefiles.

6.1.3 If an @D node is not ORS-supported, any ORS query using some of the OID-IRI values that identify that
OID|node shauld return a DNS RCODE value of 3 (no such domain name), and information associated with that|OID
nodg cannaibe obtained by an ORS query to an ORS client. Its parent OID node may or may not be ORS-supported. Its
child @IDnodes can never be ORS-supported.

6.1.4 If the OID node is ORS-supported, any of its DNS-mapped names can be used to obtain NAPTR resource
records. Its parent OID node is required to be ORS-supported. Each of its child OID nodes may or may not be
ORS-supported.

6.1.5 The .oid-res.org operational agency manages and maintains the DNS zone files corresponding to the OID
nodes of the OID tree specified in the operational agency procedures in accordance with 6.2.

NOTE — This meansthat all those OID nodes are ORS-supported.

6.1.6 The .oid-res.org operational agency is required (by the operational agency procedures) to add an NS resource
record for any child OID node (of any OID node that it supports) if that child OID node wishes to become ORS-
supported. Any child OID node that wishes to become ORS-supported shall arrange for the management of the
corresponding DNS zone files in accordance with 6.2.

Rec. ITU-T X.672 (08/2010) 5
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6.1.7 Any OID node that is not one of those supported by the .oid-res.org operational agency, but which is itself
ORS-supported, shall determine by mutual agreement between that OID node and each of its child OID nodes whether
the child becomes ORS-supported. The requirements of 6.2 shall then be recursively applied.

6.1.8 The requirements to use DNAME resource records (as specified in 6.2) ensure that thereis only asingle DNS
zone file accessed for the return of NAPTR resource records for al the ORS queries that use any of the OID-IRI values
that identify an ORS-supported OID node.

6.2 Requirements and restrictions on DNS zone filesin the .oid-res.org domain

6.2.1 These requirements are placed on the .oid-res.org operational agency (and recursively on all DNS zonefilesin
the .oid-res.org domain).

6.2.2 Names in the .oid-res.org domain shall not be allocated unless they are DNS-mapped names.

6.2.3 All DNS zone files in the .oid-res.org domain shall (with appropriate use of DNAME resourge recorfls as
specffied in 6.3) support DNS queries using any of the Unicode labels on the arcs leading to an ORS:supported|(OID
node.

6.2.4 A DNS zone file in the .oid-res.org domain shall not contain NAPTR resource recaords.\with a servicelfield
whigh starts with "ORS+" except as specified in this Recommendation | International Standard, and with the semantics
spec|fied here.

NOTE — This Recommendation | International Standard does not restrict the use of NAPTR t&Source records with other sgrvice
fleld values.

6.3 Use of DNSresourcerecordsfor ORS services

6.3.1 Use of DNAME resourcerecords

6.3.1.1 If an OID node is ORS-supported, then the zone file supperting the parent of that child OID node shal|, for
every non-integer-valued Unicode label identifying that child «@ID node, provide a DNAME resource recold as
specffied in 6.3.1.3 and 6.3.1.4. For the purposes of this clause;the nodes that are linked by a long arc form a parent-
child pair.

6.3.1.2 In addition, the zone file for any ORS-supparted node shall contain a NAPTR record (see 6.3.2) for|each
suppprted ORS service type.

6.3.1.3 The DNAME resource record shall be preceded by:

a) the Unicode label on the ar¢:to’ that child transformed as specified in IETF RFC 3490, sectior] 4.1,
including case folding (see lETF RFC 3454) and punycode encoding (see IETF RFC 3492) using the
Compatibility Decompesition followed by Canonical Composition (NFKC) specified by Unicodg 5.2,
Annex 15; then

b) the FQDN for the parent, derived from the canonical form of the OID-IRI for the parent.

6.3.14 The DNAME resource record shall contain the FQDN for the child mapped from the canonical OID-IRI for
that ¢hild.

BXAMPLE — See Figure G.1 for several examples.

6.3.4 Use of NAPTR resourcerecords

6.3.4.1 Each'NAPTR resource record supporting the ORS shall be placed in the DNS zone file accessed by the yse of
the DN S‘mapped name from the canonical OID-IRI for the OID node that it is supporting, preceded by the FQDN fform
(of the-canonical form) preceded by "or s- dummy. " (see the examplesin G.1). It can also be accessed by other names
derived from Unicode Tabels Teading to that node, subject to the correct use of the DNAME resource record.

6.3.2.2 The contents of aNAPTR resource record shall be asfollows:
a) theorder field shall be zero;
b) the preferencefield shall be a non-negative integer;
c) theflagsfield shall besetto"u”;
d) theservicefield shall be set to " ORS+xxxx" , where xxxx is an ORS service type specified in Annex A;

e) the regular expression field shall be the string "!~. *$!information!", where i nfornation is
specified in the reference given in Annex A for the corresponding ORS service type.
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EXAMPLE - The following is an example of a NAPTR resource record supporting return of the canonical form of an OID-IRI.

6.4

6.4.1

Order Preference Flags Service Regular expression Replacement
0 100 "u" "ORS+CA D' IACxgL 2/ 271"

Other examples of the use of NAPTR resource records are givenin G.1.

Security considerations

A DNS zone file manager is strongly recommended to sign NAPTR resource records, but is not required to do

so. The .oid-res.org operational agency is required to provide support for security as specified by IETF RFC 4033 and
IETF RFC 5155.

6.4.2
recol

In the case of queries with the security flag set to 1 by the application (see 5.2), then if any NAPTR resrLurce
d is not signed (or the certificate chain is not accepted), the DNS client will return an error code (and nQ NA
resoyirce records will be returned to the ORS client) and no information will be returned to the application.

PTR

4 of

ry as

rn of

SO-

7 Operation of an ORSclient
7.1 Functional interfaces
An ORS client shall support functional interfaces to an application and to a DNS client as specified in steps 1 tg
5.2.
7.2 Processing a query
7.2.1 The ORS client shall convert the OID-IRI value into an FQDN as specified in 7.3, for use in the que
spec|fied below.
7.2.2 The ORS client shall then send a query to the DNSclient containing the FQDN, requesting the retu
NAHRTR resource records for that FQDN.
7.3 Converting an OID-IRI valueto an FQBDN
7.3.1 The canonical form of an OID-IRI shall beconverted to an FQDN using the following procedure:
a) writethe canonical form of the OID-IRI as a sequence of numbers, each preceded by a"/ " (for exaple,
121 27);
b) removethefirst"/" (praducing for example, 2/ 27);
c) putdots(".") instead.of "/ " (producing for example, 2. 27);
d) reversethe orden(producing for example, 27. 2);
€) add"orssdumny." infront (producing for example, or s- dummy. 27. 2);
f) appendthestring". oi d-res. org. " (producing, for example, or s- dummy. 27. 2. oi d-res. org.).
7.3.2 A genera~OID-IRI shall be converted to an FQDN using the following procedure:
a) —Wwfite the OID-IRI as a sequence of Unicode labels, each preceded by a"/ " (for example, / j oi nt -
i tu-t/tag-based);
b) removethefirst"/" (producing for example, j oi nt-i so-itu-t/tag-based);
c) putdots(".")instead of "/ " (producing for example, j oi nt-i so-itu-t.tag-based);
d) reversethe order (producing for example, t ag- based. j oi nt-i so-itu-t);
€) add"ors-dumy. " infront (producing for example, or s- dunmy. t ag- based. j oi nt-i so-itu-t);
f) appendthestring"”. oi d-res. org. " (producing, for example,
ors-dummy. t ag- based. joint-iso-itu-t.oid-res.org.);
g) transformthe FQDN as specified in IETF RFC 3490, section 4.1.

NOTE — This includes case folding and Unicode NFKC normalization (see |IETF RFC 3454), followed by

punycode encoding (see IETF RFC 3492).

Rec. ITU-T X.672 (08/2010)
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74 Processing DNSresults

74.1 If aDNS RCODE which is non-zero is returned, then an error return will be passed to the application with the
RCODE value.

NOTE — Guidance to the application on handling thisis provided in Table 1.
74.2 If an RCODE of zero isreturned, then the following steps shall be performed.
74.3 (Step 1) Select only those NAPTR resource records which have flag field value " u” .

7.4.4 (Step 2) If there are any results from step 1, select only NAPTR resource records with service field value
"ORS+xxxx" where xxxx isthe ORS service type which was requested by the application.

745 (Step 3) If there are any results from step 2, for all NAPTR resource records, extract the substring between the
"I~ g " and the "™ In the regular expression (the information part of the NAPTR resource record), and the prefefence
fieldlvalue.

7.4.6 (Step 4) Return all results (if any) from step 3 to the application with the RCODE value of zero.

75 Security considerations

The PRS client has no security responsibilities, other than to copy the security flag from an ORS,query to aDNS qlery.

8 Requirements on ORS service specifications

8.1 Specification of NAPTR information

8.1.1 An ORS service shall specify the values to be provided in thé regular expression field of NAPTR respurce
recoyds for this application.
NOTE — Examples are available in the annexes to this Recommendation thternational Standard.

8.1.2 The ORS service shall specify the application-specifi¢resolution (if any) that is to occur when the resul{ of a
DN§ query is returned to an application implementing that ORS service, or to the use the application will make af the
resullts of the DNS query.

8.2 Recommendationsfor ORS application processing

8.2.1 General

It is Fecommended that an application processes the returned information for an RCODE of zero (if any) by attempting
application-specific processing of the\information with the highest preference value, and (if that fails) to usg the
infomation (if any) with the next_highest preference value.

8.2.3 Processing security data

The ppplication is not provided with any security data (for example, a signature and a certificate chain). It can only set
the security flag on aquery and then trust the ORS client and the DNS to have returned only valid data.

8 Rec. I TU-T X.672 (08/2010)
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Annex A

ORS servicetypes

(Thisannex forms an integral part of this Recommendation | International Standard.)

ORS service types are assigned in Table A.1.

Table A.1 - Assigned ORS servicetypes

Name of QRS service

Servicetvyne value
ea)

thnr*ifirnfinn of the service

Ol

D canonicalization

COID

Annex B

Ch(ld information

CINF

Annex C

Regjistration information

RINF

Annex D

Mqdule information

MINF

Annex E

Taf-based multimedia access

TINF

Reserved for usein the ID resolution pretocol specified by
ITU-T and ISO/IEC JTC 1/SC 31.

Cypersecurity information

CYBEX

Reserved for use in discovery mechanisms in the exchange
cybersecurity information specified by ITU-T.

A2

the (
inclu

requ

Jic
use-

Proposals for support of new ORS services shall be submitted to the Rapporteur of the ITU-T Question and
fonvenor of the ISO/IEC Working Group responsible for this Recommendation-| International Standard. They [shall
de a proposed name for the ORS service, a proposed service type valugyand a description of the use case| The
bst is accepted (or perhaps modified or rejected) by joint approval of the relevant ITU-T study group and ISQ/IEC
1 Sub-Committee. An accepted proposal for a new ORS service, ifs.service type value, and the description
ase will be published on the relevant ITU-T study group website.

Df its
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Annex B

Specification of the OID canonicalization (COID) ORS service

(Thisannex forms an integral part of this Recommendation | International Standard.)

B.1 All DNS zone files for an ORS-supported OID node shall contain a NAPTR resource record (see 6.3.2)
ORS service type CO D and with the regular expression i nf or mat i on containing the DNS-mapped name (see 7.
the canonica form of the OID-IRI for that node.

with
3) of

B.2 If an application supporting this ORS service receives (from a query to an ORS client) an RCODE vaue
whigh—tsret—zero—t—shodteattempt—to—repe 2 attre-of—the-ORS-system—btt—the-means ofdotrethts—s
standlardized

OTE — Failure can result from incorrect configuration of DNS zone files, temporary or permanent failure of the. DNS s
imcorrect ORS client implementation, incorrect mapping of an OID-IRI by the application or other reasons (see aso 5:2.6).

B.3 There is no application-specific ORS resolution process needed or specified for this ORS service, a
canonical form of the OID-IRI is returned from the general ORS resolution process.

B4 Examples of NAPTR resource records containing the canonical form of an OID-IRI @aregivenin G.2.

10 Rec. | TU-T X.672 (08/2010)
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Annex C

Specification of the child information (CINF) ORS service

(Thisannex forms an integral part of this Recommendation | International Standard.)

General

C.1.1  All DNS zone files for an ORS-supported OID node shall contain a NAPTR resource record (see 6.3.2) with
ORS service type Cl NF and with the regular expression i nf or mat i on containing a URL for a child information file
(with a".xml" extension) that provides child information for the OID node in accordance with C.2.

Cl
i
C.1.
thel
by th

N
b

C.2
C.2.
ISO.
spec

ORS
Ins of

OTE — Failure will always result (RCODE value 3) if that OID node is not ORS-supported. It can also result frem incprrect
pnfiguration of DNS zone files, temporary or permanent failure of the DNS system, incorrect ORS client implementgtion,
correct mapping of an OID-IRI by the application or other reasons (see also 5.2.6).

B If the RCODE returned is zero, the application-specific ORS resolution process shallCaccess the XML f|le at
pcation returned by the general ORS resolution process in order to obtain child informationrfor the node identified
e OID-IRI submitted to the ORS client.

OTE —If thefile at that location is not an XML file conforming to C.2, then the application'should attempt to report that failure,
Uit the means of doing this are not standardized.

CINF XML file

|l  The CINF XML file shall conform to the EXTENDED-XER encoding (specified in Rec. ITU-T X.693 |
EC 8825-4) of the ASN.1 module specified in C.2.3. The semantics of the fields are included in this module
fication as comment, and are normative.
OTE — In order to enable both ASN.1 and XML toolsto be used in,ORS applications, an (informative) XSD specification (XSD

fructures, XSD  Datatypes) for an identica XML\~ encoding is available at  http://www.itu.intfI TU-
recommendations/fl.aspx?ang=4 (followed by a search for, the Recommendation). If discrepancies are detected betwegn the

N
S
.
t

c.2
that

QD =

—

o specifications of allowed XML, there should be a Defect-Report on this Recommendation | International Standard.
P A parent OID node shall not provide a <ChildDetails> element for a child OID node without the agreemant of
Child.
OTE — There are several privacy options available in the specification of the child information XML file. A parent nod¢ may
ways choose to use <Childinformation><noDisclosure/></Childinformation>, revealing no child information. The parent may al$o list

e number of undisclosed children (at its discretion) if it has agreement to disclose child information for at least one chi|d (or

npay choose not to disclose the numbertof undisclosed children).
C.28  The ASN.1 module (wjith.semantics of the fields as ASN.1 commentsis):
Cl Ni- nodul e
{joint<¥So0-itu-t ors(50) nodul es(0) cinf(0) versionl(1l)}
"/ ORS[A\bdul es/ Cl NF/ Ver si onl"
DEFI|NI TI ONS AUTONVATI C TAGS :: =
BEGQ|N
Chi l|dl nf or mat.ion :: = CHO CE {
noDi scl osure NULL /* No information is provided */,
di scl osure I nformation }
I nf gr mati'on :: = SEQUENCE ({
di scl osedChi |l dren SEQUENCE OF
dfscrosedehitd—Cnrrdberar 15,
ot her Chi | dren I NTEGER (-1..MAX)
/* The nunber of additional non-disclosed children (-1 indicates that the
node is not prepared to disclose the nunber of other children) */ }
Chil dDetail s ::= SEQUENCE {
or sSupported BOOLEAN
/* Set to TRUE if the child OD node is ORS-supported */,
uni codelLabel s Uni codelLabel s }
Uni codelLabel s :: = SEQUENCE {
nurrer i cLabel | NTEGER,
non- nuneri c SEQUENCE OF
| abel s Non- numeri cUni codeLabel }
Non- nuneri cUni codelLabel ::= UTF8String

/* Restricted according to Rec. ITUT X 660 | |1SOIEC 9834-1,clause 7.2.5 */
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ENCODI NG- CONTROL  XER
GLOBAL- DEFAULTS MODI FI ED- ENCODI NGS
END
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https://standardsiso.com/api/?name=228e7d77b661943ea0101f375ebff37a

D.1

| SO/IEC 29168-1:2011 (E)

Annex D

Specification of theregistration information (RINF) ORS service

(Thisannex forms an integral part of this Recommendation | International Standard.)

General

D.1.1  All DNS zone files for an ORS-supported OID node shall contain a NAPTR resource record (see 6.3.2)
ORS service type Rl NF and with the regular expression i nf or mat i on containing a URL for a registration information
file (with a".xml" extension) that provides registration information in accordance with D.2.

Cl
|
D.1.
the |
iden
N

OTE — Failure will always result (RCODE value 3) if that OID node is not ORS-supported. It can also result frem inci
pnfiguration of DNS zone files, temporary or permanent failure of the DNS system, incorrect ORS client implement
correct mapping of an OID-IRI by the application or other reasons (see also 5.2.6).

B If the RCODE returned is zero, the application-specific ORS resolution process shallCaccess the XML f
cation returned by the general ORS resolution process in order to obtain registration information for the
ified by the OID-IRI submitted to the ORS client.

with

ORS

Ins of

brrect
ation,

le at
node

OTE - If the file at that location is not an XML file conforming to D.2, then the application should attempt to report that
failure, but the means of doing this are not standardized.

D.2 RINF XML file
D.21  The RINF XML file shall conform to the EXTENDED-XER encoding (specified in Rec. ITU-T X.693 |
ISONEC 8825-4) of the ASN.1 module specified in D.2.5. The semantics of the fields are included in this module
specffication as comment or by use of appropriate ASN.1 names, andare normative.
NOTE — In order to enable both ASN.1 and XML toolsto be used in,ORS applications, an (informative) XSD specification {XSD
Sructures, XSD Datatypes) for an identica XML\ encoding is available at  http://www.itu.int/ITU-
TYrecommendations/fl.aspx?ang=4 (followed by a search for, the Recommendation). If discrepancies are detected betwegn the
tyvo specifications of allowed XML, there should be a Defect-Report on this Recommendation | International Standard.
D.22  There are severa privacy options availablein the specification of the registration information XML fil¢. An
OID|node may always choose to use <Registrationinformation><noDisclosure/></Registrationinformation>, revealing no registrgtion
information.
D.28 It shal not provide any of the.optional fields of the first registrant or the current registrant withoyt the
permission of the current registrant.
NOTE — Contact information can be'particularly sensitive.
D.24  The <RegistrantContactbetails> (if present) shall be enciphered in accordance with the security pplicy
deteimined by the OID node! The means of distributing encipherment parameters are not standardized in this
Recgmmendation | Internatienal Standard.
D.25  The ASNd\module (aligned with the requirements of Rec. ITU-T X.660 | ISO/IEC 9834-1), with gdded
semantics of the fields as ASN.1 comments where necessary, is:
Rl Nf- nodule
{joint-iso-itu-t ors(50) nodul es(0) rinf(1l) versionl(1)}
"/ ORS/ Mbdul es/ RI NF/ Ver si on1"
DEFI NI TI ONS AUTOVATI C TAGS :: =
BEG N
| MPORTS ALGORI THM Al gorithm dentifier{}, SupportedAl gorithns
FROM Aut henti cati onFramework {joint-iso-itu-t ds(5) nodul e(1)
aut henti cati onFramewor k(7) 6};
/* This is an inportation of security types fromRec. ITUT X 509 | |SQIEC 9594-8
to provide the semantics and types used for enci phernment */
Regi strationl nformation ::= CHO CE {
noDi scl osure NULL /* No information is provided */,
di scl osure Information }
Information ::= SEQUENCE {
description HTM_St ri ng,
addi tional Information HTM.String OPTI ONAL,
firstRegistration Regi strationDetails OPTI ONAL,

Rec. ITU-T X.672 (08/2010)
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current Regi stration Regi strati onDetail s OPTI ONAL
/* It is reconmended that this information be provided if available. */}
Regi strationDetails ::= SEQUENCE {

regi strati onDate TI ME( SETTI NGS " Basi c=Dat e
Dat e=YMD') ,
regi strant CHO CE {
non- enci phered Regi strant Cont act Detai | s,
enci pher ed-regi strant SEQUENCE {
al gorithm dentifier Al gorithm dentifier{{SupportedAl gorithns}},
enci pher ed OCTET STRI NG ( CONSTRAI NED BY {

/* Shall contain the result of applying the enci phernment procedure
to the EXTENDED- XER encodi ng */ Regi strant ContactDetails})}
/* See Rec. ITU-T X. 509 | ISOIEC 9594-8, clause 6.1,"Digital signatures”,
for how to enci pher data. To obtain encryption keys, consult the parent

node. */}}
Regilstrant Contact Detail s ::= SEQUENCE {
fam | yNameOr Or gani zat i on UTF8Stri ng OPTI ONAL,
gi venNane UTF8Stri ng OPTI ONAL,
e- nmai | Addr ess UTF8Stri ng OPTI ONAL,
phone | A5String OPTI ONAL
/* Starting with "+" */,
f ax | A5String COPTI ONAL
/* Starting with "+" *[,
post al Addr ess SEQUENCE OF UTF8Stri ng. OPTI ONAL}
HTM{String ::= UTF8Stri ng( CONSTRAI NED BY {

/* Shall be a valid HTM. document (see WBC HTM.) using only ‘t\he mar kups
<p>, <b> </b> <i> </i> <br/> <a href> and </a> */})
ENCPDI NG- CONTROL XER
GLOBAL- DEFAULTS MODI FI ED- ENCODI NGS
BASE64 Regi strationDetails.registrant.enciphiered-registrant.enci phered
END
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