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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

o] Dot 3o 1 3]
dRCparc T CIrC vwWOTRKS

[he procedures used to develop this document and those intended for its further maintenajnce are
escribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria nedded for
the different types of document should be noted. This document was drafted in aceordance With the
bditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the|subject
pf patent rights. ISO and IEC shall not be held responsible for identifyingany or all such patent
rights. Details of any patent rights identified during the development pfithe document will bg in the
ntroduction and/or on the ISO list of patent declarations received (seewww.iso.org/patents) or|the IEC
ist of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for:the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standdrds, the meaning of ISO specific terms and
expressions related to conformity assessment, as wellas information about ISO's adherencg to the
World Trade Organization (WTO) principles in the“Technical Barriers to Trade (TBT) see www.iso
org/iso/foreword.html.

[his document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
bubcommittee SC 31, Automatic identification and data capture.

[his second edition cancels and replaces the first edition (ISO/IEC 29167-19:2016), which has been
fechnically revised.

[he main changes compared to the previous edition are as follows:

— It was thought that the)fixed RAMON key length (KE) of 1 024 bits for tag authentication, defined
in the first edition of this document, would maybe not be sufficient for all future uses. The method
proposed in thjs'edition allows extending the length of the cryptographic RAMON key by discrete
steps of 128 bits/Beyond the previously defined key length of 1 024 bits, key lengths of 1 152, 1 280,
1408, 1536,1664 bits and beyond become feasible. The current method does not limit the possible
key length-in any way. The key length only is limited by the ability to send the cryptojgraphic
authentication response, which is of equal length to the cryptographic key, back to the interfogator.
Allowing extended key length makes sure that the RAMON encryption is future-proofed and
seeurity can be improved as needed.

—'To support different key lengths in a generic approach, the mix function has been revised.

— To improve the readability and consistency of this document, the specification of the cipher and the
description of the TLV record have been separated into independent subclauses.

— A new TLV-Structure, supporting data identifiers according to ASC MH 10, was added.
Alist of all parts in the ISO 29167 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

© ISO/IEC 2019 - All rights reserved v


https://www.iso.org/directives-and-policies.html
https://www.iso.org/iso-standards-and-patents.html
http://patents.iec.ch/
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/members.html
https://standardsiso.com/api/?name=efdf974da9106f8f74e73be691f99691

ISO/IE

C29167-19:2019(E)

Introduction

This document specifies the security services of a Rabin-Montgomery (RAMON) crypto suite. It is
important to know that all security services are optional. The crypto suite provides Tag authentication
security service.

The International Organization for Standardization (ISO) and International Electrotechnical
Commission (IEC) draw attention to the fact that it is claimed that compliance with this International
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of these patent rights have ensured the ISO and IEC that they are willing to negotiate’]icences
easonable and non-discriminatory terms and conditions with applicants throughout the world
espect, the statements of the holders of these patent rights are registered with 1§Q‘and IEC.

ition on the declared patents may be obtained from:

.

411 Ea
San jJo

CA-95

USA

Impinj

400 Fa
Seattle]
USA

Giesecke & Devrient GmbH

Prinzrq
D-816(
Germa

Attenti
patent1
any or g

5t Plumeria
e
34 1924

Inc.

rview Ave N, # 1200
WA 98109

poentenstrasse 159
7 Munich

ny

bn is drawn to the possibilitythat some of the elements of this document may be the subject of
ights other than those idéntified above. ISO and IEC shall not be held responsible for identifying
1l such patent rights.

Vi

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=efdf974da9106f8f74e73be691f99691

INTERNATIONAL STANDARD ISO/IEC 29167-19:2019(E)

Information technology — Automatic identification and

data capture techniques —

ommunications

Scope

[his document defines the Rabin-Montgomery (RAMON) crypto suite for thé3SO/IEC 18000 §
hir interfaces standards for radio frequency identification (RFID) devices. Its purpose is to pr

standards and application standards.

systems. The crypto suite is defined in alignment with existingajr interfaces.

['his document defines various authentication methods and methods of use for the cipher. A Tag
nterrogator can support one, a subset, or all of the specified options, clearly stating what is sup
2 Normative references

Constitutes requirements of this documerit: For dated references, only the edition cited appl|

SO/IEC 8825-1, Information techndlogy — ASN.1 encoding rules: Specification of Basic Encodin
[BER), Canonical Encoding Rules [CER) and Distinguished Encoding Rules (DER) — Part 1

management — Data pretocol: data encoding rules and logical memory functions
Part 3: Parameters\for air interface communications at 13,56 MHz
Part 4: Parameters for air interface communications at 2,45 GHz

Part.63: Parameters for air interface communications at 860 MHz to 960 MHz Type C

eries of
ovide a

common crypto suite for security for RFID devices that can be referred’to-by ISO/IEC for air interface

[his document specifies a crypto suite for Rabin-Montgomery (RAMON) for air interface for RFID

and an
ported.

[he following documents are referred to insthe text in such a way that some or all of their |content

ies. For

indated references, the latest edition ofithe referenced document (including any amendments) applies.

g Rules

SO/IEC 15962:2013, Information technology — Radio frequency identification (RFID) for item

SO/IEC 18000-3, Information technology — Radio frequency identification for item management —

SO/IEC 18000+4, Information technology — Radio frequency identification for item manageient —

SO/IEC18000-63:2015, Information technology — Radio frequency identification for item managefnent —

SO/IEC 19762, Tnformation technology — Automatic ldentification and data capture [AIDC] techn
Harmonized vocabulary

3 Terms and definitions

ques —

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 and the

following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

© ISO/IEC 2019 - All rights reserved
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— IEC Electropedia: available at http://www.electropedia.org/

31
authentication
service that is used to establish the origin of information

3.2
confidentiality
property whereby information is not disclosed to unauthorized parties

properfy whereby data have not been altered in an unauthorized manner since they were ¢nedted
transmjtted or stored

34
non-traceability
protectjon ensuring that an unauthorized interrogator is not able to track the tag lé¢ation by using the
information sent in the tag response

3.5
securejcommunication
commupication between the tag and the interrogator by use of the Authenticate command, assuring
authenticity, integrity (3.3) and confidentiality (3.2) of exchanged messages

4 Copnformance

4.1 (Jaiming conformance

An Intefrogator or Tag shall comply with all relevagtclauses of this document, except those marked as

4.2 Ipterrogator conformance and.obligations

An Interrogator shall implement the mandatory commands defined in this document and conform ta
ISO/IE( 18000-3, ISO/IEC 18000-4<0r~ISO/IEC 18000-63, as relevant.

An Intefrogator may implement any subset of the optional commands defined in this document.

The Interrogator shall not

— implement any command that conflicts with this document, or

— require theuse of an optional, proprietary or custom command to meet the requirements of this
doqument.

4.3 gconformance and obligations

A Tag shall implement the mandatory commands defined in this document for the supported types and
conform to ISO/IEC 18000-3, ISO/IEC 18000-4 or ISO/IEC 18000-63, as relevant

A Tag may implement any subset of the optional commands defined in this document.
A Tag shall not
— implement any command that conflicts with this document, or

— require the use of an optional, proprietary or custom command to meet the requirements of this
document.

2 © ISO/IEC 2019 - All rights reserved
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5 Symbols and abbreviated terms

5.1 Symbols

XX,  binary notation

xxh hexadecimal notation

| concatenation of syntax elements in the order written

ISO/IEC 29167-19:2019(E)

CSI
DEC(key, data)
ENC(key, data)

5.2 Abbreviated terms

Advanced encryption standard

Cipher block chaining

Challenge

Interrogator random challenge, 16 bytes
Tag random challenge, 16 bytes
Cryptogram

Ciphered message authentication cede
Cyclic redundancy check

16-bit CRC

Crypto suite

Crypto suite identifier

AES decryption of enciphered “data” with secret “key’

AES encryption of plain “data” with secret “key”

)

EPC™ Electronic product code

ID Interrogator identifier, 8 bytes

\Y Initialization vector for CBC-encryption, 16 bytes

KDF Key derivation function

< Bit length of public RAMON key K and private key K,

k shall be divisible by 128 and =1 024.

Kg Public key for encryption stored on Tag
Ky Private decryption key stored on Interrogator
Ky Public signature verification key stored on Interrogator
K Private signature generation key stored in the tag issuer facility
Kene Shared secret message encryption key
Kyac Shared secret message authentication key

© ISO/IEC 2019 - All rights reserved
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KESel
KSel
MAC(key, data)

Key select (determines which K will be used)
Key select (determines which pair of Kgy¢, Kyac Will be used)

Calculation of a MAC of (enciphered) “data” with secret “key”; internal state of
the tag's state machine

MAMx,y Mutual authentication method x.y
MCV MAC-ehatring-ralue
MIX(CH, RN, SID) RAMON mix function

PRF

R
RAMON
RFU
RM_EN[(key, data)
RM_DE[(key, data)
RN

RNT

SENC

Smac
SID

SSC
TAMx,y]
TLV
UHF
UII
WORM

5.3 Notation

Pseudorandom function

Tag response

Rabin-Montgomery

Reserved for future use

RAMON encryption of plain “data” with public “key?
RAMON decryption of enciphered “data” with private “key”
Random number

Random number generated by the tag,~16 bytes

Message encryption session key

Message authentication session key

Secret IDentifier, 8 bytes,\identifying the tag

Send sequence counter for replay protection, 16 bytes

Tag authentication method x.y; internal state of the tag's state machine
Tag length yalue

Ultrathigh frequency

Unique item identifier

Write once, read many

: b ym | PR
This docunrentusestheotationmo

£ICANITL~ 1aQnnn 2
I'TOU/TEU 1TOUUU=0O.

The following notation for key derivation corresponds to Reference [7].

PRF(s,x) A pseudo-random function with seed s and input data x.

K, Key derivation key used as input to the KDF to derive keying material. Kj is used as the
block cipher key, and the other input data are used as the message defined in
Reference [9].

K, Keying material output from a key derivation function, a binary string of the required
length, which is derived using a key derivation key.

© ISO/IEC 2019 - All rights reserved
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Label

Context

ISO/IEC 29167-19:2019(E)

A string that identifies the purpose for the derived keying material, which is encoded as a

binary string.

A binary string containing the information related to the derived keying material.

[t may

include identities of parties who are deriving and/or using the derived keying material

and, optionally, a nonce known by the parties who derive the keys.

An integer specifying the length (in bits) of the derived keying material K,,. L is repre-
sented as a binary string when it is an input to a key derivation function. The length of

)0h

X}

T,

b Crypto suite introduction

b.1 Overview

he RAMON crypto suite permits two levels of implementation. The first level provides
dentification and tag authentication, while the second level extends the functionality by
huthentication to secur€ly’communicate between Interrogator and Tag, e.g. for secure read
writing non-volatile memory.

Basic RAMON Tags can provide only the first level of implementation, while more sophisticat
hlso provide the second level. See Figure 1 for the different implementation levels for the
Crypto suite,

the binary string is specified by the encoding method for the input data.
An integer that indicates the length (in bits) of the output of the PRF.

A counter that is input to each iteration of the PRF.

An integer, smaller or equal to 32, that indicates the length of the binary represenfation

of the counter i. in bits.

An all zero byte. An optional data field used to indicate a sgparation of different vdriable

length data fields.

The smallest integer that is larger than or equal to Xs\The ceiling of X.

Indicates that data X is an optional input to the\key derivation function.

An integer T represented as a binary string (denoted by “2”) with a length specifigd by

the function, an algorithm, or a protocol'which uses T as an input.

The empty binary string.

secure
mutual
ng and

ed Tags
RAMON
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Interrogator Tag Algorithm Phase
Calengecr IR R . §
¥ * Rabin Montgomery (RAMON) > 8
‘ Decrypt |<I—R—-< Generate Response R & =
¥ G
‘ Validate Signature of SID* | °
Tag identified or even Stop here, if only tag identification is required
authenticated
v N
Rl | o GO el o AES (FIPS197) 5
cryptogram CG, I =
If ful: . - ¥ < 8
Verify tag cryptogram |<|—|_- Generatzug;ezfy:togram AES CBC MOde (SPSOO 38A) = %
' cor v - CMAC (SP800-38B) 2
Generate Sessin Generate Session eys, ||+ KDF (SP800-108) 2
Keys, Initialise SSC
- AES (FIPS197) o g
Sepure Channel established H Secure Channel established ‘ . AES CBC'MOde (SP800_38A) 3 E
Secure Channel SC (% 8
« CMAC/(SP800-38B)
*: gignature validation is an optional step

Figure 1 — Overview of the different implementation levels for the RAMON crypto suite

6.2 Authentication protocols

6.2.1 |Tag identification

The Rgbin-Montgomery crypto( suite provides non-traceable and confidential Tag identification
Confidgntiality and privacy for.the Tag’s identifier are provided without requiring the Tag to store &
private(key.

The crypto suite is baséd on the asymmetric cryptosystem developed by Michael O. Rabinl14l. Thgq
origina| algorithm is atigmented by a method detected by Peter Montgomery!11l, which avoids thg
division of long nuimbers in modular arithmetic. The advantage of combining Rabin encryption with the
concepf of Montgomery multiplication is related to the fact that no “costly” division is required.

The Tap performs only public key operations. The Interrogator performs the “expensive” privatg
key opgration. The steps necessary to carry out RAMON are outlined in Table 1. RAMON encryptioy
performed by the Tag and decryption shall be performed by the Interrogator as specified in C.3 and C.4.
The cryptographic keys are specified in 6.6. A test example for the RAMON encryption with a 1 024-bit
public encryption-key K is defined in Annex D.

Annex G details the structure of the clear text record, the TLV record, used for authentication of the
Tag, comprising the Tag identity record and random data originating in part from the Tag and from the
Interrogator for the other part. The TLV record shall be structured in accordance with Annex G.

6 © ISO/IEC 2019 - All rights reserved
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Table 1 — Protocol steps for Tag identification

Interrogator Tag
(Kp Ky) (SID, Ky)
Generate random challenge CH;; and send it to (CH;p)
the Tag. - Generate random number RN .
Generate response cryptogram:
(R) R =RM_ENC(Kg, MIX(CH;;, RNy, TLV record)).
Decrypt Tag response and apply the inverse of —

the MIX function to get the plaintext P:
P = MIX"1(RM_DEC (Kp, R)).

Obtain CH};, RNy and SID from plaintext P.
Compare previously generated Interrogator

challenge with the value received from Tag. If
successful, Tag is identified.

If a signature is provided along with the SID,
use K, to validate the signature. If successful,
Tag is authenticated.

b.2.2 Symmetric mutual authentication

[his crypto suite allows combining the Rabin-Montgomery’ scheme for Tag identificatiqn with
symmetric mutual authentication. The mutual authentication*specified by this crypto suite is bpsed on
AES, according to Reference [12]. The CBC mode for encryption is specified in Reference [8]. For MAC
beneration, CMAC according to Reference [9] is used. For derivation of secure messaging keys, the KDF
n counter mode specified in 5.1 of Reference [7] is,used.

[he protocol steps for mutual authentication are*outlined in Table 2.

Table 2 — Protocol steps for mutual authentication

Phase Interrbgator Tag
(IID, Datablase, K, K) (SID, Kp, Kene Kuac)
(1) Tag Generate randomhallenge CH;; and send it (CH;;)  |Generate random number RN
Identification to the Tag. - Generate response:
(R) R =RM_ENC(Ky, MIX(CH;;, RNy,
Decrypt-Tag response and apply the « TLV record, '00' byte)).

inverse of the MIX function to get the plain-
text P
P’= MIX"1[RM_DEC (K, R)].

Obtain CHy;, RN and SID from plaintext P.

Compare previously generated Interrogator
challenge with the value received from Tag.
If successful, Tag is identified.

1£ H 4+ H idad ol iela 4 CID
T a STEITatUT T TS pTrUvVIOCTU dTUTTg v TUT UITC 0T,

use Ky, to validate the signature. If success-
ful, Tag is authenticated.

SetCHy=RNp
The Interrogator has successfully identified (and authenticated) the Tag.

In the following phase, CHrand SID are used in the mutual authentication.

© ISO/IEC 2019 - All rights reserved 7
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Table 2 (continued)

Phase Interrogator Tag
(/ID, Database, K, K}/ (SID, K, Kene Kyac)
(2) Mutual Generate CHj,.
Authentication

Generate CI‘yptOgram:
S=CHp, || IID || CHy || SID;

Ce=C1r t€a) Detryptamd verify thecryptogranm
- MAC (Ky4¢, C);
Verify CHand SID. If equal) gener-
ate Session Keys SgyenSizac-
Initialize SSC.
Generate Tag ¢riyptogram:
C=ENC (KENC’ S),
M = MACG\(Kj14c, C);
CG =1 M
Verify the cryptogram: (cGy)

DEC (Kpgyg, C).
Verify CH,,, CH, SID and IID.

If equal, generate session keys: Sgye Syac:

Initialize SSC.
Mutuallauthentication is now complete and a secure channel is established.

The Intprrogator has access to a list of SIDs (Secret identifiers) with the associated Kgy, and K, foy
each Tafg. This is represented by the “Databasé en Interrogator's site.

After having successfully identified the Tagin Phase 1, the Interrogator is able to find secret keys Kgy¢
and K} that it shares with the Tag. Kgyzis used in CBC mode. The IV for encryption is set to all zeroes
00h...0Qh. As the size of S is on both Sides a multiple of the AES block size, no padding is applied. Ky i
used to|calculate a 16-byte MAC.

CHrandl CH,, are used as challenges in the challenge-response protocol for mutual authentication and
for gengration of the starting value of the SSC. See 6.3 for details.

The sesfsion encryption Key, Sgy, is used for confidentiality of data in transit. AES encryption, including
an SSC,[is illustratediin Figure 18; decryption is illustrated in Figure 19. The session MAC key, Sy;4, 19
used for data and'protocol integrity. This crypto suite derives session keys as specified in 6.4.

If the Tag cannot verify the interrogator's MAC, it reports a crypto suite error (see Annex B for furthet
information) and assumes state Init. If the interrogator cannot verify the tag's MAC, the tag is nof
authenticated:

6.3 Send sequence counter

The send sequence counter (SSC) ensures that the initial values (IVs) are different for every encryption
and the MAC chaining values (MCVs) are different for every MAC generation. To this end, the SSC is
incremented (+1) each time before a Secure Communication command or response is processed.

After mutual authentication, the initial value of the send sequence counter SSC is generated as follows:

8 © ISO/IEC 2019 - All rights reserved
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SSC = CHy (<algorithm block size/2> least significant bytes) ||

CH;, (<algorithm block size/2> least significant bytes)

After receiving a secure command, the Tag increments SSC, then checks the MAC and then decrypts the
command. In turn, before sending a secure response, the Tag increments SSC, encrypts the response

and generates the MAC. Each particular step is under control of the security flags. Thus, if SSC

has the

value x at idle time, x+1 is used for processing the next secure command, and x+2 is used for processing

the response. SSC may overflow to Oh during the increment without particular action.

6.4 Session key derivation

b.4.1 General

[he derivation of the session keys, Sgyc and Sy, is based on the KDF in couriter mode speq
b.1 of Reference [7]. This method uses CMAC as the PRF with AES as underlying'block cipher W
16 bytes output length. The input to the PRF for this cipher suite is as specified in 6.4.3.

b.4.2 KDF in counter mode

[he key derivation function iterates a pseudorandom function htimes and concatenates the

intil L bits of keying material are generated, where n: = .[L / h} .~In each iteration, the fixed inpu

the string Label || 00h || Context || [L],. The counter [i], i$th€ iteration variable and is represen
binary string of r bits.

Figure 2 illustrates the process.
['he input to the PRF [see step d) of Process] is\explained in 6.4.2.

For the derivation of session encryption key Spy, K; is set to K. For the derivation of session N
brac Kpis setto Kypuc.

Fixed values

— h - The length of the output-of the PRF in bits;

— r - The length of the-binary representation of the counter i. in bits.
nput: K, Label, Context, and L.

Process

h) n:= [L X h}.
b) Ifn> 2'-1, then indicate a crypto suite error and stop.

C)Dresult(0) := Q.

ified in
yith full

output

F data is

ted as a

1AC key

d) Fori=1ton,do
— K(i) := PRF (K}, [i], || Label || 00h || Context || [L],);
— result(i) := result(i-1) || K({).

e) Return: K, := the leftmost L bits of result (n).

Output: K),.
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Fixed Input Data

Ki

—
—®

SOURCE

6.4.3

The foll
as spec

The ong¢ byte counter, i, may take the values 01h or 02h. The value 01h is used when L takes the valug
0080h for derivation of AES-128-keys, which is currently the only case relevant for this documenf

(see NO

The iteq
of a Lab

— Lak
Tal

— On

— Con

I } I

K(1) K1) | e K(1)

Ko, L-bits

Reference [7].

Figure 2 — KDF in counter mode

Key derivation scheme

owing derivation data are used to geherate session keys according to the KDF in counter modg
fied in Reference [7].

TE below).

ation variable, i, is cohcatenated with the fixed input data. The fixed input data is a concatenatior
el, a separation indicator 00h, the Context, and [L], as follows:

el: consistsof~11 zeroes (00h) bytes followed by a one byte derivation constant as defined ir
le 3;

e byteseparation indicator 00h;

text: CH,, || CH;

— [L],

: the length in bits of the derived data. For derivation of AES-128 keys, which is currently the

only case relevant for this document, L takes the value 0080h (see NOTE below).

In each

NOTE

10

iteration, the fixed input data is the string Label || 0x00 || Context || [L],.

Currently, this document only supports AES-128 keys.
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Table 3 — Encoding of the one byte derivation constant

b8 |b7 |b6 |b5 (b4 (b3 |b2 |bl |Description
0 0 0 0 0 0 1 X Key derivation
0 0 0 0 0 0 X 0 Derivation of session encryption key Sgy- with K| set to Kgy,

0 0 0 0 0 0 X 1 Derivation of session MAC key S, with K set to Ky 4
NOTE Any other value is RFU.

A Tng Qran Infprrng:n'nr shall notuse a derivation constant marked as REU

6.5 IID, SID, used keys and their personalization

['his crypto suite assumes the following keys and information to be available on the Tag:
— the SID, optionally signed with the signature key K¢ before it is stored on the'Tag;
— the RAMON encryption key Kp;

hnd, if mutual authentication is provided:

— the shared secret keys Kgycand Ky 4

Dn the Interrogator:

— the RAMON decryption key K);

— optionally, the signature verification key Ky;

— alist of valid SIDs; each SID can have a signatufé attached to it;

hnd, if mutual authentication is provided:

— the shared secret keys Ky and Ky 4

[he IID is an 8-byte value which identifies the interrogator to the Tag. The IID can be chosen freely, but
bhall remain constant during a s€ssion.

[he SID is a unique 8-bytenvalue which identifies the Tag to the interrogator. It is set|during
personalization and remains constant throughout the lifetime of the Tag.

['he SID used by this ¢rypto suite is used by the application to securely identify the tag and therefore has
nothing in common-with any unique identifier defined by an air interface standard. The SID used by this
Crypto suite shallmever be sent in plaintext. The SID can be signed to preserve integrity and to provide
huthenticity,/The SID and the optional signature should never be readable for an unauthorized|reader.
[he party that generates the signature possesses the key pair consisting of the private and the public
ey (K, Ky) for signature generation and verification. It may forward the public key K, to anoth¢r party
[0 enable it to verify the signature. F.3 contains the specification of the signature over the SID. Annex F
bhows'the usage of the SID in combination with the non-traceability feature of this crypto suite.

he Tag does not perform signature generation or verification, nor does it store the corresponding
keys. It only stores the SID along with its signature (which is optional) and the public key K for Tag
authentication. If mutual authentication is supported, the Tag also stores the shared secret keys Kgy,
and K¢

The memory locations storing the SID and the secret keys K, Kgy. and K4, shall not be readable for
any Interrogator after having written these values once during production of the Tag. For that purpose,
a Tag may have a memory area used for storing the SID and the key K. configured as WORM or as a fuse.
However, production is out of scope of this document; this functionality has to be implemented in a
proprietary way.
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The Interrogator application performing RAMON shall have access to the private decryption key K, in
order to be able to decrypt the authentication message sent by the Tag. In order to be able to perform
mutual authentication, the Interrogator shall have access to the keys Ky, and Kj;,. associated with a
specific SID.

EXAMPLE Figure 3 shows an example system flow with the involved components and keys. System Integrator
and Tag Issuer can work in parallel. The steps performed by these parties can be executed independently of the
other party. Generation of the signature key pair and signing of SIDs is an optional security function provided by
the operational environment.

@ @erate (Ko, Kg)
) *

_———--..Generate (Ks,Ry),
Generate (Kenc,Kuac) for each SID

Sign SIDs with key Kg
System e
1 y Ke—— Tag Issuer store——
Integrator @ @
®) ,
(Signed) SIDs,
(Kv, Kene, Kwac) \ 4
store @ Secure Storage
Listof (signed) | ST
Secure Storage 3IDs Signature

e @ {and assigned Verification key

List of (signed) ) Kenc, Kuac) public key Ky

SIDs RAMON (Signed) SID, K, J
(arjd assigned | | Decryption key (Kenc, Kuac) RAMON Signature
Kine, Kuac) private key Kp Encryption key Generation key
o— TN public key Kg private key Ks
Bignature
Verffication key Encryption key
public key Ky public key Kg
User Memory

(Signed) SID

Shared secret
keys Kenc, Kmac

® ®®

retrieve stct)r.e /
retrieve
Interrogator <¢—RAMON—p» Tag - > RAMON
Encryption key
public key Ke

() |Optional components are written in parantheses.

Optional steps.and components are indicated with a dashed line.

Step n of\the system flow

Figure 3 — System flow of an RFID System using the RAMON crypto suite
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6.6 Key table

The keys used by this crypto suite are listed in Table 4 and Table 5.

Table 4 — Keys of this cipher suite used for Tag identification

Key Usage Length in bits
Ky Public key for encryption stored on Tag k
Ky Private decryption key stored on Interrogator k
K Publi-c signature verification key stored on Interrogator. 160
4 This is an ECDSA key (see FE.3).
Table 5 — Keys of this cipher suite used for mutual authentication and secure ‘communi
Key Usage Lel}th\ln bits
Kene Shared secret encryption key 128
Kyac Shared secret message authentication key 128
Senc Session encryption key 128
Suac Session message authentication key 128

Kene and Ky 40 shall be different and shall be available to both the Interrogator and the T
bstablishment/derivation of these keys is beyond the scope 6f this document.

bession keys shall be destroyed immediately when they ate no longer used.

For the Rabin-Montgomery scheme, the public key, K7; s an integer which indicates the modulus
ong number arithmetic used for the encryption:(Fhe private key, K}, comprises two prime nun
hnd g, with p = g = 3 (mod 4), where the following relation holds:

Ke=pxq
[he security of the Rabin-Montgomery scheme is given by the fact that a factorization ¢
computationally hard.
All keys shall be stored by the Tag and the Interrogator, such that unauthorized access and modi

hre prohibited.

h and q are chosen.that satisfy the following (optional) additional condition:

Kg=p x g=¥ (mod2k/2)

where&isthe bit length of K. k shall be divisible by 128 and 21 024.

[he “security of the Rabin-Montgomery scheme is given by the fact that a factorization ¢

tomputationallvy hard
T Y

ration

ag. The

for the
hbers, p

f Kg is

fication

[he performance of the RAMON encryption can be improved by a factor of about 3/2, if prime numbers

f Kg is

All keys shall be stored by the Tag and the Interrogator, such that unauthorized access and modification

are prohibited.

© ISO/IEC 2019 - All rights reserved
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7 Parameter definitions

The parameter definitions of the crypto suite are specified in Table 6.

Table 6 — Definition of parameters

Parameter Description
command code This is a protocol-specific code which indicates that this command belongs to a cipher suite.
KESel [Z:0] Key select, determines which key will be used for RAMON encryption
KSel [7{0] Key select, determines which pair of Kgy, Ky 4o Will be used for mutual authentication
CHy; [137:0] Interrogator random challenge, 16 bytes.
CH;, [137:0]
CHy [127:0] Tag random challenge, 16 bytes.
RN [127:0] Tag random number, 16 bytes
SID Unique identifier of the Tag, 8 bytes. See Table G.3 for additional information.
11D [63:0] Interrogator identifier, 8 bytes.
IV [12710] Initialization vector for CBC-encryption, 16 bytes.
SSC [12):0] Sequence counter for replay protection, 16 bytes.

8 State diagrams

8.1 General

This crlypto suite allows carrying out Tag identificationzwithout mutual authentication and secursg
commupication. Mutual authentication may be performed after successful Tag identification and securs
commuhication may be used after successful mutual atithentication. Mutual authentication corresponds
to AuthMethod 1 and Tag authentication with challenge response corresponds to AuthMethod 3, both
definedin 10.3.

A Tag may use one of two authentication protocol modes, the partial result mode or the complete resulg
mode. Hoth Tag Identification and MutualyAuthentication generate partial results while calculating the
cryptogram. A Tag may provide these partial results to the interrogator to allow starting decryptior
while cplculation of the cryptograiis still going on at the Tag. The reader shall support both modes
The Tag shall support at least prie‘mode for each authentication type, depending on its resources ang
capabilfties as well as the features of the selected interface standard (e.g. partial result mode with
Tag Ideptification and complete result mode with Mutual Authentication). Complete result mode car
require| the capability of the interface standard to handle long time outs or to signal the interrogatot
that a thg is still procéssing a command, depending on the Tag's performance See Annex E for detailed
information.

In partfal result'mode, a sequence of Authenticate commands needs to be sent to the Tag in order td
complete the\full authentication protocol. In order for the authentication to succeed, the entire sequence
shall b¢ cexecuted successfully. The crypto suite state transitions triggered by the authenticatior

1 e ¥ra cracnifind 10 Clos o A0 o d s thhn oot b ot ol lac 10 Ay
pay Oac o dI'C s)lJ\—\.llA\,\.l I GIAdUOL 1TV dITU IIT LIITU SUALU U AdITOIVIVIT LAUICO TIT ITAITIICA TX.

The crypto suite state transitions and the Tag responses are according to the payloads of the
Authenticate command sent by the Interrogator and the result mode (partial/complete) embedded
in the Tag. The processing of the Authenticate command includes the generation of an authentication
cryptogram that may be returned in the Tag response.

During authentication, both RAMON encryption and AES encryption produce the result in byte order.
Partial result mode in a Tag can take advantage of this fact. Completed portions of the result can be
fetched by the Interrogator while portions that have not yet been produced can be fetched successively.
In every Tag response that carries a portion of the result, the length of the remaining result bytes to be
fetched is indicated. The final packet indicates a remaining length of zero bytes in its payload. In case of
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any error, an Error Code is transmitted back using the Tag error-reply format defined in the related air
interface standard. The error table is given in Annex B.

A Tagreceiving a command with incorrect AuthMethod or Step fields shall respond with an “insufficient
privileges” or an “other error” error code. The crypto suite shall transit to the Init state.

An interrogator receiving a Tag's response with incorrect AuthMethod or Step fields shall reset the Tag
and try to restart the communication.

aMa Cimder—rls Y g £, m = Py P
il JUdC UldgldiIl dIIU LI dIISIUIUILS 10T Idg IUcIultduun

B.2.1 General

All Authenticate commands for Tag identification have the AuthMethod field set to 115 (AuthMdthod 3)
hs specified in 10.3.

B.2.2 Partial result mode

Figure 4 illustrates the state transitions that apply to this crypto suitefor Tag identification in| partial
result mode.

Power-up
and not killed

| Authenticate
| (AuthMethod 3, Step-~1¢
| Tag state transitions MRead = 00005
| according to air interface or MRead > 0000;)
: standard
Authenti¢cate
Authenticate ' (AuthMethod 3} Step 2)
(AuthMethod 3, Step 1, Authenticate
MRead = 0000, (AuthMethod 3, Step 2)

or MRead > 00005)

Finished
and
MRead = 0000,

Finished
and
MRead > 0000,

Error:

» Command is not Authenticate

e Command not allowed in this state
e Incorrect AuthMethod or Step

Any
State

Figure 4 — Crypto suite state transitions for Tag identification in partial result mode

After power up, the crypto suite is in the Init state. Once the Tag receives an Authenticate command
with AuthMethod 3 and payload for Step 1, it processes the command, sends a response confirming the
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reception of the command and transits to TAM1.1 expecting an Authenticate command with payload
for Step 2. When the Tag receives the first Authenticate command with AuthMethod 3 and payload for
Step 2, it processes the command, sends a response containing a partial result, transits to TAM1.2 and
remains in this state as long as there are authentication data bytes remaining to be sent. In TAM1.2 the
Interrogator sends as many Authenticate commands as required to fetch the entire authentication data
produced by the Tag. The Tag indicates in the payload of the response message the number of bytes still
available to fetch.

Whenever the Tag recelves an Authentlcate command w1th AuthMethod 3 and payload for Step 1 it

state TAM1.3 once 1t has sent out the last fragment of authentlcatlon cryptogram and Tag Identlflcatlor
was nof used to read a part of the Tags memory.

In case pof failure during one of the steps of the protocol, the crypto suite transits to the Init state.

8.2.3 |Complete result mode

Figure b illustrates the state transitions that apply to this crypto suite for Tag identification in complets
result mode.

Power-up
and not killed

| . .

| Tag state transitions according
I to air interface standard
|

Adthenticate
(AuthMethod 3, Step 1,
MREad > 0000,)

Authenticate
(AuthMethod 3, Step 1,
MRead = 0000,)

Error;
e Command is not Authenticate

e Comrhand not allowed in this state Authenticate
e Incorfect AuthMethod or Step (AuthMethod 3, Step 1,
. MRead > 0000,)

Authenticate
(AuthMethod 3, Step 1,
MRead = 0000,)

Figure 5 — Crypto suite state transitions for Tag identification in complete result mode

After power up, the crypto suite is in the Init state. Once the Tag receives an Authenticate command with
AuthMethod 3, payload for Step 1 and MRead = 0000,, it processes the command, sends the complete
response and transits to TAM1.3.

In case of failure during one of the steps of the protocol, the crypto suite transits to the Init state.
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8.3 State diagram and transitions for mutual authentication

8.3.1 General

Mutual authentication can be performed only after the Tag has been successfully identified and therefore
is in state TAM1.3. Secure communication is possible only after successful mutual authentication that

involves generation of the required session keys.

After successful Tag identification, the crypto suite transits to state TAM1.3. The Tag is ready to

receive

Tid process the Authenticate commands for mutuat authnentication now. Att AUTenticate COmma
mutual authentication shall have the AuthMethod field set to 01, as specified in 10.3.

3.3.2 Partial result mode

Figure 6 illustrates the state transitions that apply to this crypto suite for Tag identification f
by mutual authentication, both in partial result mode, and secure communication Once i
TAM1.3 the Tag receives an Authenticate command with AuthMethod 1 @and payload for St
brocesses the command, sends a response confirming the reception of the command and

o MAM1.1 expecting an Authenticate command with payload for Step{2. When the Tag rece

bends a response containing a partial result, transits to MAM1.2‘%nd remains in this state as
'here are authentication data bytes remaining to be sent. In MAM1.2 the Interrogator sends 4
HAuthenticate commands as required to fetch the entire authentication data produced by the T
[ag indicates in the payload of the response message the fiumber of bytes still available to fetc
naving transmitted the last partial response, indicated by setting the remaining number of |
vero, the Tag transits into state SC, expecting an Authenticate command with AuthMethod 1 S|
becure Communication). The Tag is ready for secure.communication.

n case of failure during one of the steps of the mutual authentication, the crypto suite tra
state Init. If the command sequence for mutual authentication is interrupted by any other non
huthentication command sent to the Tag, the crypto suite transits to state Init.

f in state SC the Tag receives any command other than Authenticate (AuthMethod 1, Step3),
‘ransits to Init state. The secure chaninel is closed.

nds for

bllowed
n state
ep 1, it
[ransits
ves the

first Authenticate command with AuthMethod 1 and payload for Step 2, it processes the comnmand,

long as
S many
ag. The
h. After
ytes to
tep 3 (=

nsits to
mutual

the Tag
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Power-up
and not killed

Tag state transitions

according to air interface
standard

Authenticate

MRead = 0000,

(AuthMethod 3, Step 1,

or MRead > 0000,)

— W

- ———

Authenticate
(AuthMethod 3, Step 1,
MRead = 0000,
or MRead > 00005)

Init

Error:

o Command is not Authenticate

o Command not allowed in this state
e Incorrect AuthMethod or Step

e Incorrect MAC or Cryptogram

ny
State

Authenticate
(AuthMethod 1, Step 3)
,Secure Communication*

v

Finished
and
MRead > 0000,

SC

Authenticate
(AuthMethod 3,,Step 2)

Authenticate
(AuthMethod 3, Step 2)

Finished
and
MRead 0000,

=

Authenticate
AuthMethod 1, Step 1)

-

Authenticate

(AuthMethod 1, Step 2)

Authenticate
(AuthMethod 1, Step 2)

a

Figure 6 — Crypto suite state transitions for mutual authentication in partial result mode

8.3.3 Complete result mode

Figure 7 illustrates the state transitions that apply to this crypto suite for Tag identification followed by
mutual authentication, both in complete result mode, and secure communication. Once in state TAM1.3
the Tag receives an Authenticate command with AuthMethod 1 and payload for Step 1, it processes the

18
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command, sends the complete response and transits to SC expecting an Authenticate command with
AuthMethod 1 Step 3 (= Secure Communication). The Tag is ready for secure communication.

In case of failure during the mutual authentication, the crypto suite transits to state Init.

If in state SC the Tag receives any command other than Authenticate (AuthMethod 1, Step3), the Tag
transits to Init state. The secure channel is closed.

Power-up
and not killed
I

O

| Tag state transitions according
: to air interface standard
|

Authenticate
(AuthMethod 3, Step 1,
MRead > 0000,)

Authenticate
AuthMethod 3, Step 1,
MRead = 0000,)

—

Authenticate
(AuthMethod 3, Step(1,

Error:
° MRead > 00003)

e Command is not Authenticate
e Command not allowed in this state
o Incorrect AuthMethod or Step
o Incorrect MAC or Cryptogram

Authentigate
(AuthMethod 3| Step 1,
MRead = 0000,)

Authenticate
(AuthMethod 3,,Step 1,
MRead > 0000,)

Authenticate
(AuthMethod 3, Step 1,
MRead = 0000,) Authenticate

(AuthMethod 1, Step 1)

Authenticate
(AuthMethod 1, Step 3) SC
.Seeure Communication”

Figure 7 — Crypto suite state transitions for mutual authentication in complete result mode

8.3.4 Combination of complete and partial result mode

Complete result mode and partial result mode may be combined on a tag for the different authentication
types, e.g. a tag may perform Tag identification in partial result mode and mutual authentication in
complete result mode as a reasonable combination.
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9 Initialization and resetting

In order to achieve non-traceability, a Tag’s unique identifier (e.g. UlI, UID) shall be randomized at power
on. For a possible implementation, see Annex F.

10 Identification and authentication

10.1 Tag identification

10.1.1 |General

The sequence of messages exchanged for Tag identification is depicted in Figure 8 for partial resulf
mode. The sequence of messages exchanged for Tag identification is depicted in Figure 9 for‘complets
result mode.

10.1.2 |Partial result mode

The fir$t message includes a random challenge generated by the Interrogatorahd sent to the Tag. Iy
Step 1, the Tag responds with the total length of response that will be sent in. The Tag's response i
Step 2 i an encrypted message that only the legitimate Interrogator can'decrypt, since it possesses the
necessdry private key.

Step 1: Authenticate(interrogator challenge) -
§ < Step 1: Response(total length of response)
> o
o A
E Step 2: Authenticate()* -
c
< Step 2: Response(fragment ofiidentification data, no. of bytes remaining)*

* The jmessage is sent multiple times to retrieve all the remaining bytes.

Figure 8 — Message exchange for Tag identification in partial result mode

In Step |1, the Interrogator challenge is delivered to the Tag. This message is used to request the Tag ta
send itd identification data. Upon reception of this message, the Tag starts calculating the response. The
Tag's fifst respense is the total length of the identification cryptogram.

In Step|2, the Interrogator retrieves the fragments of the Tag's identification cryptogram by chaining
further| Authenticate commands and responses. Once the Interrogator has fetched the entire
identification data, it is able to identify the Tag.

10.1.3 Complete result mode

The first and only message includes a random challenge generated by the Interrogator and sent to the
Tag. The Tag's response is an encrypted message that only the legitimate Interrogator can decrypt,
since it possesses the necessary private key.

In Step 1, the Interrogator challenge is delivered to the Tag. The Tag starts calculating the response.
If the Tag has finished the calculation completely, it transmits the identification data to the reader,
marking this as Step 2 and setting the remaining bytes to zero. Once the Interrogator has fetched the
identification data, it is able to identify the Tag.
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Step 1: Authenticate(interrogator challenge)

Step 2: Response(identification data, 0 bytes remaining)

Tag

Interrogator

kFigure Y — Message exchange ior I'ag identirication in complete result mode

10.2 Mutual authentication

10.2.1 General

Before mutual authentication can be performed, the Tag has to be identifiéd by the Interroga
bame messages as specified in 10.1 need to be exchanged for this purposé. These steps are repd
Figures 10 and 11 for completeness.

10.2.2 Partial result mode

[he sequence of messages exchanged for mutual authentication is depicted in Figure 10 for thé
result mode. The first message to the Tag after successful\Tag identification includes the Inter
Cryptogram. The Tag is in state TAM1.3. The Tag verifies the Interrogator cryptogram; if
buccessful, it returns the total length of the authentication cryptogram, transits to MAM1.1 an
benerating its own cryptogram. If the verificationof the Interrogator cryptogram has failed,
returns a Crypto Suite error code and transits te Init state.

n Step 2, the Interrogator retrieves theZfragments of the Tag's authentication cryptog
chaining further Authenticate commands and responses. Once the Interrogator has fetched th
huthentication data, it is able to authenticate the Tag. After the Tag has sent out the first frag
huthentication data, it transits to MAM1.2. After the Tag has sent out the last fragment of authen
Hata, it transits to SC.

f the Tag receives a messagethat is not formatted as specified in 10.3, it shall respond with a
buite error code and transit)to Init state.

tor. The
bated in

partial
rogator
this is
l starts
the Tag

ram by
b entire
ment of
tication

Crypto
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Tag Identification (AuthMethod 3)
Step 1: Authenticate(interrogator challenge) -
< Step 1: Response(total length of response)
Step 2: Authenticate()* -
§ < Step 2: Response(fragment of identification data, no. of bytes remaining)* '\Oj
% v o
<) ©
= -
-2 Mutual Authentication (AuthMethod 1)
Step 1: Authenticate(interrogator cryptogram) -
< Step 1: Response(total length of response)
Step 2: Authenticate()* >
< Step 2: Response(fragment of authentication data,no. of bytes remaining)*
* The message is sent multiple times to retrieve all thelfemaining bytes.
Figure 10 — Message exchange for mutual authentication in partial result mode
10.2.3 |Complete result mode

The sequence of messages exchanged formutual authentication is depicted in Figure 11 for the completg
result ode. The next message to the Tag after successful Tag identification includes the Interrogatoj
cryptogram. The Tag is in state TAM1.3. The Tag verifies the Interrogator cryptogram; if this is
successfful, it starts generating\its own cryptogram. If the verification of the Interrogator cryptogran
has failgd, the Tag returns,a'Crypto Suite error code and transits to Init State.

If the Tpg has finished.the calculation completely, it transmits the authentication data to the reader
marking this as Stepy2vand setting the remaining bytes to zero. Once the Interrogator has fetched thg
authentication datait is able to authenticate the Tag. After successfully transmitting the authentication
data to [the interrogator, the Tag transits to state SC.

If the Thg receives a message that is not formatted as specified in 10.3, it shall respond with a Cryptd
Suite erffrofcode and transit to Init state.
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Tag Identification (AuthMethod 3)

Step 1: Authenticate(interrogator challenge)

019(E)

>
. Step 2: Response(complete identification data, 0 bytes remaining)*
% -
o) )
<) ©
= (o
Q Mutual Authentication (AuthMethod 1)
[
Step 1: Authenticate(interrogator cryptogram) b
- Step 2: Response(complete authentication data, 0 bytes remaining)

10.3 The Authenticate command

10.3.1 General

HAuthenticate command.
10.3.2 Message formats for Tag identification

10.3.2.1 General

message transmits the Interrogator Challenge to the Tag. KeySelect allows selecting one Kj
humber of keys. If only onetkey is supported, KESel shall be 00h by default. If the interrogator

Table 7 — Message format for Tag Identification, AuthMethod 3 Step 1

Figure 11 — Message exchange for mutual authentication in complete result mode

Vlessage and Response are part of the security commfahds that are described in the air ifgterface
specification. The following subclauses are based on“the Authenticate command described in the
related air interface specification. They describe thesformatting and coding of the Message field of an

[he coding of the Message field(for Tag Identification, AuthMethod 3 Step 1, is shown in Tablg 7. This

but of a
rhooses

h value for KESel which-peints to a key K not available in the Tag, the Tag shall respond with a “Not
supported” error code-ahd transit to Init state. MRead shall be set to 0000, for Tag identification.

AuthMethod Step MRead RFU KeySelect Interrogator
Challepge
DeSeription 11, 01, 0000, 00000000, KESel[7:0] CHy; [147:0]

An Interrogator shall set all RFU bits of the Message field to “0”. A tag receiving a Message field with
RFU bits set other than “0” shall respond with a “Not supported” error code and return to Init state.

A Tag using partial result mode requires additional commands to transmit the partial result

s to the

Interrogator while in the state TAM1.1 or TAM1.2. The coding of the Message field in state TAM1.1
and TAM1.2 for AuthMethod 3 Step 2 is shown in Table 8. This coding is used to retrieve the partial

response bytes calculated by the Tag.

© ISO/IEC 2019 - All rights reserved
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Table 8 — Message format for Tag Identification, AuthMethod 3 Step 2

AuthMethod Step RFU
# of bits 2 2 4
Description 11, 10, 0000,

An Interrogator shall set all RFU bits of the Message field to “0”. A tag receiving a Message field with
RFU bits set other than “0” shall respond with a “Not supported” error code and return to Init state.

10.3.2.2 Message format for RAMON memory read (optional)

The Tag identification mechanism additionally can be used to read out the Tag's memory instead) of thq
SID. To fead from the Tag's memory, the MRead field shall be set to a value other than 0000,,

MRead ndicates the memory address to read from and shall be in the range 0001, .. 1111, \The amoun{
of mempry bytes transmitted back to the Interrogator is defined by Tag manufacturer.and cannot be
controlled by this message.

10.3.3 [Message formats for Mutual Authentication

The coding of the Message field of the Authenticate command for Mutual Authentication (AuthMethod 1
Step 1) s shown in Table 9. This message transmits the Interrogator Criptogram to the Tag.

KeySelgct allows to select one keyset (key pair Kgy, + Kyac) out-0f a number of keysets. If only ong
keyset |s supported, KSel shall be 00h by default. If the interrogator chooses a value for KSel which
points to a keyset not available in the Tag, the Tag shall respond with a “Not supported” error code and
stay in fhe current state.

Table 9 — Message format for Mutual Authentication (AuthMethod 1, Step 1)

AuthMethod | Step REU KeySelect | Interrogator Cryptogram
#) of bits 2 2 4 8 512
Dlescription 01, 01, 0000, KSel[7:0] CG, [511:0]

An Interrogator shall set all RFU bits-of the Message field to “0”. A tag receiving a Message field with
RFU bitfs set other than “0” shall respond with a “Not supported” error code and return to Init state.

The Intprrogator Cryptogram is_dalculated as follows:

a) Selgct an authenticatiomkey pair: Ky (KSel), K4 (KSel).

b) Generate randoni‘challenge (16 bytes): CH,.
c) Copstruct theplaintext message (48 bytes): S=CH,, || IID || CH || SID.
d) Engrypt'the plaintext (48 bytes, without padding): C = ENC (Kgy., S).

e) Cormpute the MAC (16 bytes): M = MAC (K40, C).

f) The interrogator cryptogram is the concatenation C || M (64 bytes).
NOTE1 The Interrogator has obtained the SID and CH; from the previous identification response that was
sent by the Tag. In the calculation of the Interrogator Cryptogram, the SID is used without any signature, even
though a signature can have been included in the Tag authentication response.

NOTE 2  Since the input data to AES encryption is already a multiple of block size, no padding needs to be
applied in step d).

A Tag using partial result mode requires additional commands to transmit the partial results to the
Interrogator while in the state MAM1.2. The coding of the Message field for Mutual Authentication,
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AuthMethod 1 Step 2, is shown in Table 10. This coding is used to retrieve the response bytes of a partial
result calculated by the Tag.

Table 10 — Message format Mutual Authentication, AuthMethod 1 Step 2

AuthMethod Step RFU
# of bits 2 2 4
Description 01, 10, 0000,

An Interrogator shall set all RFU bits of the Message field to “0”. A tag receiving a Messagefigld with
RFU bits set other than “0” shall respond with a “Not supported” error code and return to Init'sgate.

[10.4 Authentication response

10.4.1 General

['he Tag sends a response message to each Authenticate command. Message-and Response are part of the
becurity commands that are described in the air interface specification/The following subclayses are
pbased on the response described in the related air interface specification. They describe the forpnatting
hind coding of the Response field of a response related to an Authenti¢ate command.

10.4.2 Response formats for Tag identification

10.4.2.1 Partial result mode

['he first response shall indicate the overall length ef response data and does not carry any bytgs of the
Fesponse data itself. The subsequent response.messages transmit fragments of the response|data in
consecutive order. Each response message indicates the remaining number of bytes to be trangmitted.
[he coding of the Tag Response field for Tag/ldentification, AuthMethod 3 Step 1, is shown in Thble 11.
n this state, the Tag shall only transmit the total length of response. After having transmitted the
response frame for AuthMethod 3, Step:1; the Tag shall transit to state TAM1.1.

Table 11 — TAM Format of the ;Tag Response field for Tag Identification, AuthMethod 3 $tep 1

AuthMethod | Step RFU Remaining Length
# of bits 2 2 8 12
xxxh, “xxx” indicates the
Description 11, 01, 00h total length of response
data

A Tag shall.sét all RFU bits of the Tag Response field in step a) to “0”. An Interrogator receiying an
Authenticate Response field with RFU bits set other than “0” shall ignore the RFU bits and try to
Continwe*communication with the Tag.

Ar-interrogator receiving a response frame formatted as shown in Table 11 shall continfle with

....... =

The coding of the Tag Response field for Tag Identification, AuthMethod 3 Step 2, is shown in Table 12.
When the Tag receives the first Authenticate command for AuthMethod 3, Step 2, it processes the
command, sends the response, transits from state TAM1.1 into state TAM1.2 and remains in TAM1.2
as long as there are identification data bytes remaining to be sent and no error occurred. The response
data is calculated by the Tag in consecutive order. See Annex G for a detailed description of the clear
text input (TLV record) to the authentication cryptogram, transmitted in the response data field. While
the calculation on the Tag is ongoing, the Tag can transmit already available fragments of the response
data. The Tag shall indicate the remaining number of bytes to be fetched in the Remaining Length field.
The Remaining Length encoded to 000h indicates that this is the last fragment.
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Table 12 — TAM Format of the Tag Response field for Tag Identification, AuthMethod 3 Step 2

Response Data

AuthMethod Step RFU RFU Remaining Length

Fragment
# of bits 2 2 4 Variable (n times 8) 4 12
Fragment from the result
of: xxxh, “xxx” indicates
Description 11, 10, | 0000, |[{RM_ENC (K, MIX(CH;, 0000, | theremaininglength
RN, TLV record, '00' of response data

PWavatal

A Tag shall set all RFU bits of the Tag Response field in step b) to “0”. An Interrogator receiving ‘ar
Authenticate Response field with RFU bits set other than “0” shall ignore the RFU bits and itry td
continue communication with the Tag.

10.4.2.2 Complete result mode

If the cplculation of the response data from the Tag has been finished, the Tag-transmits the wholg
responge data in a single response. The coding of the Tag Response field is sHiewn in Table 12. A Tag
using cpmplete result mode shall set the Remaining Length field to 000hto\indicate that this is the
only anfd complete response. The Response Data Fragment contains the complete RAMON cryptogram
consisting of 128 bytes (1 024 bits). The RAMON cryptogram shall be prepared as defined in C.1.

10.4.3 |Response formats for mutual authentication

10.4.3.1 General

After hiaving received the Authenticate command forAuthMethod 1 with payload for step a) and
having successfully verified the Interrogator cryptogram, the Tag may start its calculation of the Tag
cryptogram. The Tag cryptogram is calculated as follows.

a)

g)

Verlify and decrypt the Interrogator cryptegram:

1) | Recompute the message authentication code: MAC(Kj 4., C).

2) | Compare the MAC(Ky 4., C) with received MAC.

3) | If not equal, transmit a-crypto suite error code. If equal, continue to 4).
4) | Decrypt the cipheréd.message: DEC(Kyy, C).

Compare received-Cffr and SID with stored values. If not equal, transmit a crypto suite error code
If egual, continue with step c).

Interrogatof authenticated successfully. Tag is ready for Secure Communication.

Generatecthe Tag cryptogram (48 bytes): S= CHy || SID || CH,, || 1ID.

En rubttha Taag cruntagranm (49 hutac withant naddinag). ¢ — ENC(E (G A VAN A
CFyptte—ag ey ptto gt o By teS5witnodtrpaaatigS =t ENG ISy o Y o

Compute the MAC (16 bytes): M = MAC(Kj 4, C).

Transmit response containing the cryptogram (64 bytes): CG;= C || M.

NOTE1 Inthe calculation of the Tag cryptogram, the SID is included without the signature.

NOTE 2  Since the input data to AES encryption is already a multiple of block size, no padding needs to be
applied in step d).
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When the interrogator has received the response message, it proceeds similarly.
a) Verify and decrypt the Tag cryptogram:

1) Recompute the message authentication code: MAC(K 4., €).

2) Compare the MAC(K};4., C) with received MAC.

3) Ifnot equal, authentication failed. If equal, continue to step 4).

4 n PR | 1 1 hnS nlald 9 Vah
T) DUCLIYypPULIT CIPIITTCU ITIICSSd 5. UDL.L[\ENc, CJ.

p) Compare received CHy, SID, CH;, and IID with stored values. If not equal, authentication fpiled. If
equal, continue with step c).

") Tag authenticated successfully. The Interrogator may proceed with Secure Communication

10.4.3.2 Partial result mode

After having received the Authenticate command for AuthMethod 1 with-payload for step a), the Tag
Verifies the Interrogator cryptogram. Upon successful verification of the“Interrogator cryptogram, the
[ag transits from TAM1.3 to MAM1.1 and sends the response franie formatted as shown in Thble 13.
[his first response shall indicate the overall length of response data and does not carry any bytes of
'he response data itself. In state MAM1.1 the Tag shall only transmit a Remaining Length inforjmation,
ndicating the total length of response. The subsequent response messages transmit fragmentfs of the
Fesponse data in consecutive order. Each response message.indicates the remaining number of bytes to
be transmitted.

Table 13 — MAM Format of the Tag Responsefield for Mutual Authentication, AuthMethod 1

Step 1
AuthMethod |_Step RFU Remaining Length
# of bits 2 2 8 12
. xxxh, “xxx” indicates the total
DESERINE T 01 01, 00h length of response data

A Tag shall set all RFU bits of the Tag Response field in step a) to “0”. An Interrogator receiying an
Authenticate Response field with RFU bits set other than “0” shall ignore the RFU bits and try to
Continue communicatiof with the Tag.

An interrogator réeeiving a response frame formatted as shown in Table 13 shall continjie with
HAuthenticate commands for AuthMethod 1 with payload for step b).

n state MAM1.1 the Tag accepts Authenticate commands for AuthMethod 1 with payload for step
h). Whentlie Tag receives the first Authenticate command for AuthMethod 1, Step 2, it procegses the
rommand, sends the first fragment of the authentication data in response, transits from state MAM1.1
ntocstate MAM1.2 and remains in MAM1.2 as long as there are authentication data bytes remajning to
bésent and no error occurred. The response frame in state MAM1.2 is shown in Table 14.

The processing order in calculating the Tag cryptogram can be arranged in a way that allows partial
results to be ready before the cryptogram is complete. After encryption of a data block, this part may
be transmitted to the interrogator, provided it has been included in the CMAC calculation, and the
buffer space can be recovered. While the calculation on the Tag is ongoing, the Tag can transmit already
available fragments of the response data. The Tag shall indicate the remaining number of bytes to be
fetched in the Remaining Length field.

The last fragment shall be indicated by setting the Remaining Length field to 000h.
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Table 14 — MAM - Format of the Tag Response field for Mutual Authentication, AuthMethod

1 Step 2
AuthMethod | Step RFU Re;ponse pata RFU Remaining Length
ragment

# of bits 2 2 4 Variable 4 12
Fraoment of the Ta xxxh, “xxx” indicates
Description 01, 10, 0000, 5 & | 0000, |theremaininglength

cryptogram.
of response data

A Tag shall set all RFU bits of the Tag Response field in step b) to “0”. An Interrogator receiving‘ax
Authenticate Response field with RFU bits set other than “0” shall ignore the RFU bits and-try td
continue communication with the Tag.

10.4.3.3 Complete result mode

If the cplculation of the response data from the Tag has been finished, the Tag transmits the whole
responge data in a single response. The coding of the Tag Response field is shown ‘in Table 14. A Tag
using complete result mode shall set the Remaining Length field to 000h to indieate that this is the only

and complete response.

10.4.4 | Authentication error response

A Tag that encounters an error during the execution of a cryptographic suite operation shall send
an errofr reply to the Interrogator. The details of these error replies are defined in the respective aij

interfade standards.

Annex |B contains a listing of the Error Conditions.tghdt may result from the operation of this

cryptographic suite.
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Transmit Authenticate Command
Payload for step 1

v

Receive Authenticate Response

Step = 01,

Response

Remaining Length field = x xxh

Step = 10,

Step=7?

Tag error response
OR
(Step # 01, AND Step # 10;)

Remaining Length field = x xxh

xxx > 000h? xxx = 000h?
No, xxx = 000h No, xxx > 000h
Yes Yes
Tag uses Partial Result Mode: e Tag uses Complete Result Mode:
Length of response := xxxh Feor Response date complete
Transmit Authenticate Command
Payload for step 2
Receive Authenticate-Response
xxx > 000h

Y

No. of bytes remaining := xxxh
Fragment of authentication data

XXX =Uuun7

Yes

Response data complete

Figure 12 — Determination of result modes from Interrogators point of view
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The determination of the result modes used from the Tag is shown in Figure 12. An Interrogator shall
check the Step and the Remaining Length field in the Tags response to determine between complete-
and partial response mode.

11 Secure communication

11.1 General

While i
of MAC
comma

11.2 S

The following subclauses are based on the Authenticate command described in the related air interfacg

specifid
comma

The coq
of the 4
encrypf
or “MA
encrypf
ciphere
shall bd

1 State SC, the Tag 1S able to process Secure communication, Which SUppOTTS the transmission
tsecured and optionally encrypted data fields. Message and Response are part of the security
hds that are described in the air interface specification.

pcure communication command

ation. They describe the formatting and coding of the Message field 6f, the Authenticaté
hd, which is used to perform Secure Communication.

ling of the Message field of the Authenticate command is shown in Table 15. The Message field
uthenticate command contains application data, secured with a MAC. The data can be either
ed or unencrypted. The value of the SCFlags field indicates whether “encryption and MAC’
[ only” is applied. The MAC is generated by the Interrogater using the session key, Sy Fol
ion, the session key, Sgy, is used. The Tag uses the same keéys-to verify the MAC and decrypt thg
d data. For secure communication, the use of a MAC is miahdated. If encryption is used, the dat4
encrypted first and then the MAC applied to the encrypted data. See 11.5.2 for more details.

Table 15 — Message format for secure comifitunication (AuthMethod 1 Step 3)

“‘
AuthMethod | Step | RFU sc@@é Dflags C°‘]‘)’;‘::“d MAC
# of bit 2 2 4 4 4 Variable, n 128
times 8
Plain or message
Description 01, 11, %0000, Security C1a551f1C§t10n of Clphereq data authentication
Level data field (depending on code
SCFlags)
The SCFlags field contains information about the security level of communication for this messagg

exchan

ve. The possible values are listed in Table 16.

Table 16 — SCFlags for secure communication

‘;@X Description

0101, Command and response with MAC, no encryption

0111, Command and response with MAC, command encrypted

1101, Command and response with MAC, response encrypted

1111, Command and response with MAC, command and response encrypted

all other values |RFU

The Dflags field contains information about the data encapsulated in this message. The possible values
are listed in Table 17.

30

Table 17 — Dflags for secure communication

Value Description

0000, Proprietary command or data
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Table 17 (continued)
Value Description
0001, Commands defined in this crypto suite (see 11.4)
0010, ISO/IEC 18000-63 commands
0011, ISO/IEC 7816-4 APDUs
0101, ..1111, |RFU

A Tag authentication or mntual authentication shall not be included as p;\y]nnd in the Secure

Communication commands described in this clause. For a Tag or mutual authentication, the ptafedures
hnd commands described in 10.3 and 10.4 shall be used.

[11.3 Secure Communication response

11.3.1 General

Vlessage and Response are part of the security commands that are déseribed in the air inpterface
specification. The following subclauses are based on the response described in the related air ifterface
specification. They describe the formatting and coding of the Response\field of a response relat¢d to an
HAuthenticate command.

[he Tag Response Field of the Authenticate response contains.application data, secured with a M|AC. The
lata can be either encrypted or unencrypted. The value of-the SCFlags field of the previous command
ndicates whether encryption and MAC or MAC only is applied. The MAC is generated by the T4g using
the session key S,,.. For encryption, the session keySgy is used. The Interrogator uses the same
keys to verify the MAC and decrypt the ciphered data. For secure communication, the use of a MAC
s mandated. If encryption is used, the data shallbe encrypted first and then the MAC applied to the
encrypted data. See 11.5.2 for more details.

[he coding of the Tag Response Field is shhiown in Table 18. The Response Information Field jmay be
empty if the Tag has no data to return bagk to the Interrogator.

Table 18 — Format of the Tag Response field in the Secure Communication response frame

Autkfethod | Step | RFy | Response Information MAC
Field
# of bits 2 2 4 Variable, n times 8 128
Plain or ciphered data Message
Description 01, 11, 0000 |(depending on SCFlagsin| authentication
previous command) code

11.3.2 Secure communication error response

A Tag-that encounters an error during the execution of a cryptographic suite operation shall send
hn-error reply to the Interrogator. The details of these error replies are defined in the respedtive air

nterface standards

Annex B contains a listing of the Error Conditions that can result from the operation of this
cryptographic suite.

11.4 Encoding of Read and Write commands for secure communication

This crypto suite supports two commands for record handling: ReadRecord and WriteRecord. Each
record is addressed by a record address and contains 16 bytes of data. Reference to a record which
is not contained in the Tag will cause a “Memory overrun” error. Each record number is unique and
sequential.
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The ReadRecord and WriteRecord commands shall be encapsulated in the Command Data field of the
Message field of an Authenticate command (see Table 15). The coding of the ReadRecord command is
shown in Table 19. The coding of a WriteRecord command is shown in Table 20.

The Dflag in the Message (see Table 15) field shall be set to 0001, to indicate this type of secure
command.

The Tag shall only accept read and write commands secured with a MAC. See Table 16 (SCFlags) for
more details.

Table 19 — Command Data of the ReadRecord command

Command Identifier RFU Record address Number of records
# of bit 4 4 8 8
Descripition 0001, 0.0, Record addr_ess to start Overall number.of records to
reading read
Table 20 — Command Data of the WriteRecord command
Command Identifier RFU Record address Data
# of bit 4 4 8 n-128
Description 0010, 0..0, Record add_rtless to sta@® Data for n complete records
writing

The RepdRecord and WriteRecord response from the tag shall be encapsulated in the Responsg
Information Field of the Tag Response Field of a Secure Comuhnication response. The format of the Tag's
responge field is shown in Table 18. The Response Data field may be empty if the Tag has no data tq

return pack to the Interrogator. The response to the ReadRecord command gives the contents of thg
addresged record or records.

ry structure using KSel to select a sector-and supporting an 8 bit record address is specified in

Command identifiers other than 0001, ahd0010, are RFU. A Tag receiving an RFU command identifiey
shall rgspond with a “Not supported” ‘error code. The Interrogator shall not use an RFU commangd
identifipr.

An Intefrogator shall set all RFU bits of the Command Data Field to “0”. A tag receiving a Command Datz

Field wjth RFU bits set otherthan “0” shall respond with a “Not supported” error code and transit intg
Init stafe.

11.5 Application©fsecure messaging primitives

11.5.1 |General

The follpwing figures demonstrate the application of secure messaging functions to the various messags

t es thatean-eeceur Thao caormumaande v Slvgauc goanaratnd by b o Tt gt vshila +hn Ao one o
yp IAU CAIT ULLUUL,., T1ICU LUIITIIIdITUOS d1rIrv dIvy (AJJ 6\411\/1 altcu U] CIIC IIICC T T UE“LUA vVviIITIC LIIC T L/JPULLJ\,J arvc

generated by the Tag.

Different session keys are used for encryption and CMAC calculation: encryption requires session key,
Sene and CMAC calculation requires Sy 4.

In all following cases, the calculation of CMAC, a MAC chaining value (MCV), is required, which is
derived from the send sequence counter by the equation MCV = SSC.
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11.5.2 Secure Communication command messages

For secure commands, the CMAC calculation always includes the SCFlags and the Dflags, in addition to

the data or encapsulated command field; see Figure 13. The MAC is appended to the command which is
thereby extended by 16 bytes.

Command Data
MCV | SCFlags | DFlags (plaintext)

S CMAC
MAC calculation
v v
AuthMethod || Step | SCFlags | DFlags Command Data MAC
(plaintéxt)

.

Message Field

Figure 13 — SecureCommunication Command MAC

[he formation of an encrypted secure command is a bit more complex, as the SCFlags and Dflags have
[0 be interpreted by the Tag and therefore have to remain in the clear. Only the data or encap
fommand part is, after paddingjencrypted with AES in CBC mode and replaces the previous p
field. Then, in a second step,sthe flags and the encrypted data or encapsulated command are t

entered into the CMAC caleulation, and the MAC is appended. The formation of an encrypted
rommand is shown in Figure 14.

sulated
aintext
pgether
secure
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padding
Command Data (plaintext) 80h 00h..00h
IV —» AES-CBC < Senc
MCV SCFlags | DFlags Command Data (ciphertext)
CMAC
Swiac calculation
v v
Command Data
AuthMethod || Step || SCFlags || DFlags (ciphertext) MAC

.

Message Field

Figure 14 — Secure Communication Command ENC (with padding) and MAC

11.5.3 |Secure Cominunication response messages

In the cpse of response messages without encryption, there are two cases to distinguish, depending or]
the prefence\pr absence of response data. In both cases, the result of the CMAC calculation is appended
nsecure) message, and the size of the response message field is increased by the size of thg

hxitac

O

to the
MAC, 1iu
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MCV

.

CMAC
calculation

AuthMethod

Step MAC

.

Tag Response Field

Figure 15 — Response MAC (no data)

Figure 15 demonstrates the case where a response message comprises no response data. Th
function is calculated over the MCV.

r CMAC

MCV Response Information Field
CMAC
calculation Swac
AuthMethod || Step Response Information Field MAC

;

Tag Response Field

Figure 16 — Response MAC (with data)

In the case with response data (see Figure 16), the CMAC calculation includes the response data. Again,
the MAC is appended to the (unsecure) message.
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The final description of a secure response message (see Figure 17) covers the case where the response
field is required to be encrypted and MACed. The encryption encompassed the response information field.
Then padding has to be applied in order to match the input length required by the block cipher and to be
able to unambiguously recover the original plaintext after decryption. To this end, a byte with content 80h
is appended followed by enough zero byte 00h to achieve a total length which is a multiple of 16.

The padded input string is encrypted with AES in CBC mode, and the result is fed into the CMAC
calculation. The final response which is sent to the interrogator is the concatenation of the AES-CBC

output and the MAC.
Response Information Field (plaintext) 80h | 00h..00h
vV —>» AES-CBC < Sene
MCV Response Information Field (ciphertext)
CMAC
calculation Swac
AuthMethod || Step Response Information Field (ciphertext) MAC
Tag Response field
Figure’17 — SecureComm Response ENC (with padding) and MAC (with data)
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11.5.4 Explanation of cipher block chaining mode
SSC X; X2 Xn

v v . :

[SSC). In the first step, SSC is encrypted to the chaining block, Y, (or initial chaining vector, I{
¥, is XORed with X;, the firsg plaintext block. The result is encrypted to Y;, which is the first
plock, and at the same time,the next chaining vector. In the following round, Y, = ENC(K,Y XO
ralculated, and so forthntil the final block, Y, = ENC(K)Y,,.; XOR X,)). The key being used for enc
s always the currentsession key, K = Sgy.. X, includes the padding bytes.

For message decryption, the described process has to be reversed and the ENC function in the cHj
o be replacedith DEC. In particular, Y, = ENC(K,SSC), X; = Y, XOR DEC(K)Y), ...,

X, = ¥y XOR DEC(K,Y,))

16 bytes 16 bytes 16 bytes 16 bytes
—— —
y
AES ENC AES ENC AES ENC AES ENC
CIPHk CIPHk CIPHk CIPH,
Yo (V) Y4 Y> Y
Key
K, input plain text block
Vi output cipher text block
CIPH, output of the encryption function of the AES tinder key K applied to input block
Figure 18 — Blockwise encryption using AES in CBC-mode with SSC
Figure 18 explains the message eneryption with AES in CBC mode using the send sequence founter

). Then
output
R X,) is
ryption

ain has
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ssc Y, Y : Yot Yn
AES ENC AES DEC AES DEC % AES DEC AES DEC
¥ ¥ ¥ ¥
= D D g
Yo (IV)
\J \J \/ \J
X1 X2 Xn—‘l Xn

11.6 P

The Co
comma
Informa
respons
comma
method

After applying this padding method, the input to the encryption is a single or are multiple complete datz

blocks.
the blo

Paddin
— Apj

— Ift
fur

— Ap]
alg

Figure 19 — Blockwise decryption using AES in CBC-mode with SSC

adding for Symmetric Encryption

mmand Data of an Authentication command with AuthMethod 1 Step 3 (Secure Communication
hd) are transmitted encrypted if indicated in the SCFlags field of this command. The Responsg
ition Field of an Authentication response with AuthMethod 1 Step 3 (Secure Communicatior
e) is transmitted encrypted if indicated in the SCFlags field of the related Authenticatior
hd. In these cases, the plaintext to be encrypted‘shall be padded prior to encryption, using thg
specified in this subclause.

Padding shall be applied, even if the total number of bits in the plaintext is already a multiple of
k size of the symmetric cryptographie-algorithm (e.g. 128 bits for AES).

by is applied as follows:
bend 80h to the plaintext data block.

he resulting block lengthis a multiple of the algorithm block size (or equals the block size), nd
ther padding is required. If not:

pend as many zero bytes as necessary to complete the final block (to a length multiple of thg
brithm block(size).

38
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Annex A

(informative)

State transition tables

Ftate transition tables for lag identitication in partial or complete result mode are shown in Laples A.1
and A.2.
Table A.1 — Crypto suite state transition table for Tag identification in partialxesult mode
# | StartState | Command? | Next State Action/ Resulb’\\'
1 Init Authenticate| TAM1.1 Successful processing of the Authenticate command; l¢ngth of
Step 1 identification data is sent to Intefrjogator in response.
2 Init Authenticate|lnit An error occurred during the‘processing of the Authenticate
Step 1 command or generating thé\response: Error code is returned.
3 Init Authenticate|lnit Command not allowed in-this state. Error code is retufned.
Step 2
4 TAM1.1 Authenticate|lnit An error occurred.during the processing of the Authenticate
Step 1 command or gelferating response. Error code is returned.
5 TAM1.1 Authenticate|lnit An error oteurred during the processing of the Authenticate
Step 2 command-or generating response. Error code is returned.
6 TAM1.1 Authenticate|TAM1.2 Successful processing of the Authenticate command. Totdl length
Step 2 of identification data sent to Interrogator in response,
7 TAM1.2 Authenticate|TAM1.2 Successful processing of the Authenticate command. Fifagment
Step 2 of identification data is sent to Interrogator in responge. This
is not the last fragment, otherwise #11 is valid.
8 TAM1.2 Authenticate|lnit Anerror occurred while processing the Authenticate command.
Step 2 CS transits to Init state; an error code is returned.
9 TAM1.1 Authenticate|TAM1.1 Resetall variables and start processing Authenticate command.
$QM}§’ Step 1 Upon successful processing of the Authenticate command: transit
' to TAM1.1 and send the total length of identification|data to
Interrogator in response.
10 |TAM1.2 Authenticate|Init In case of an error during command processing, the CS fransits
Step 1 to Init state; an error code is returned.
11 |TAM1.2 Authenticate|TAM1.3 In case of success: Final fragment is returned. CS transits to
Step 2 TAM1.3 once the final fragment has been returned.
12 |TAMNL2 Authenticate|lnit An error occurred while processing the Authenticate command.
Step 2 CS transits to Init state; an error code is returned.
134 TAM1.3 Authenticate|lnit Command not allowed in this state. Error code is returged. The
Step 2 CS transits to the Init state
14 |Init, TAM1.1, [Non-CS com-|Init In case any other non-crypto suite command is received by
TAM1.2, mand the Tag after successful Tag identification, the CS remains in
TAM1.3 or transits to state Init.
3 With AuthMethod field set to 11, and MRead = 0000,,.

Table A.2 — Crypto suite state transition table for Tag identification in complete result mode

# | StartState | Command? | Next State Action/Result
1 Init Authenticate| TAM1.3 Successful processing of the Authenticate command; final result
Step 1 data are sent to Interrogator in response.

a

With AuthMethod field set to 11, and MRead = 0000,.
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Table A.2 (continued)

# | StartState | Command? | Next State Action/Result
2 Init Authenticate|lnit An error occurred during the processing of the Authenticate
Step 1 command or generating the response. Error code is returned.
3 Init Authenticate|lnit Command not allowed in this state and result mode. Error
Step 2 code is returned.
4 TAM1.3 Authenticate| TAM1.3 Resetall variables and start processing Authenticate command.
Step 1
5 Intt, TAM1.3 |Non-CS com-|Init In case any other non-crypto suite command is received by
mand the Tag after successful Tag identification, the CS transits\to
or remains in state Init.
a  With AuthMethod field set to 11, and MRead = 0000,.
State tfansition tables for Mutual authentication in partial or complete result modeare shown i
Tables A.3 and A.4.
Table A.3 — Crypto suite state transition table for mutual authenticationin'partial result mode
# | S§tartState Command? Next State Actig.r@ésult
1 TAM1.3 Authenticate MAM1.1 Successful processing of theAuthenticate command; length
Step 1 of authentication datas sent to Interrogator in response.
2 TAM1.3 Authenticate Init An error occurred-diiring the processing of the Authenticate
Step 1 command or generating the response: Error code is returned.
3 TAM1.3 Authenticate Init Command notallowed in this state. Error code is returned.
Step 2
4 MAM1.1 Authenticate Init Command notallowed in this state. Error code is returned.
Step 1
5 MAM1.1 Authenticate Init Alterror occurred during the processing of the Authenticate
Step 2 command or generating response. Error code is returned.
6 MAM1.1 Authenticate MAM1.2 Successful processing of the Authenticate command. First
Step 2 fragment of authentication data sent to Interrogator in
response.
7 MAM1.2 Authenticate MAM1.2 Successful processing of the Authenticate command. Next
Step 2 fragment of authentication data is sent to Interrogator
in response. CS remains in MAM1.2 as long as it has not
returned the final fragment.
8 MAM1.2 Authentiegte Init In case of an error: the CS transits to state Init; an error
Step@2 code is returned.
9 MAM1.2 Authenticate Init Command not allowed in this state. Error code is returned.
Step 1
10 |MAM1.2 Authenticate SC Successful processing of the Authenticate command: Final
Step 2 fragment and Remaining Length of zero is returned. CS
transits to SC once the final fragment has been returned.
11 |TAMZ 3, Non-CScommand!Init Incaseany other non-crypto suite commandisreceived hy
MAM1.1, the Tag after successful Tagidentification and before mutual
MAM1.2 authentication is completed, the CS transits to state Init.
12 |SC Non SecureComm |Init In case any non-SecureComm command is received by the
command Tag after successful mutual authentication, the CS transits
to state Init.
3 With AuthMethod field set to 01,.
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Table A.4 — Crypto suite state transition table for mutual authentication in complete result mode

# | Start State Command? Next State Action/Result

1 TAM1.3 Authenticate SC Successful processing of the Authenticate command;
Step 1 Final result data are sent to Interrogator in response.
2 TAM1.3 Authenticate Init An error occurred during the processing of the
Step 1 Authenticate command or generating the response:

Error code is returned.
3 TAM1.3 Authenticate Init Command not allowed in this state and result mode.

Step 2 Error code is returned.
4 TAML1.3, Non-CS command Init In case any other non-crypto suite comrmand is re-

ceived by the Tag after successful Tdg identification
and before mutual authenticationis complefted, the
CS transits to state Init.

5 SC Non-SecureComm com-|Init In case any non-SecureComht command is rieceived
mand by the Tag after successful mutual authentfication,
the CS transits to state'Ipit.

2 With AuthMethod field set to 01,.
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Annex B
(informative)

Error codes and error handling

A Tag that encounters an error during the execution of a cryptographnic suite operation shall Send
an errofr reply to the Interrogator. The details of these error replies are defined in the respective. aij
interfage standards.

Table B.1 contains a listing of the Error Conditions that can result from the operatien’ of this
cryptographic suite. Annex E defines how to translate this error condition into an error code for the aif

interfade.

Table B.1 — Crypto suite error codes

Crypto Suite Error Condition Description
Other efror Miscellaneous error
Not supjported The requested functionality is not supported by this Tag or by this CS.
Insuffidient privileges The interrogator did not authenticatelitself with sufficient privileges for the
Tag to perform the operation.
Memory overrun The command attempted to access a non-existent memory location.
Memory locked The Tag memory location islocked and not writable.
Crypto Suite error Cryptographic error detetted. This triggers a reset.
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Annex C
(normative)

Cipher description

.1 Preparation of the RAMON cryptogram

Depending on the command received by the interrogator, the tag prepares a byte block ca
RAMON cryptogram. The bit length k of the RAMON cryptogram is equal to the bit length k of thd
Montgomery key. Here k shall be 21 024 and divisible by 128. To simplify the following descrip

vith the RAMON algorithm by the tag.

bf the TLV record is specified in Annex G.

pf m bytes length. The first 16 bytes of PCH; are copiedyfrom the interrogator challenge CHy;
has been obtained from the interrogator. In case m > 16.the tag appends 16 - m random bytes td
prder to obtain the padded interrogator challenge PE€Hj};.

he RAMON cryptogram also contains an m-byt&tag random number RN generated by the tag.

Cryptogram is given in Table C.1.

Table C.1 — Components of the RAMON cryptogram

led the
Rabin-
ion, we

lefine m = k/64. Then the RAMON cryptogram has a length of 8:m bytes (= 8-8 ni\bits), corresponding to
h bit length of k. Since k = 1 024, we always have m = 16. The Ramon cryptograin.is eventually en¢rypted

[he actual payload of the RAMON cryptogram is a sequence of TLV structures. That sequence is called
the TLV-record. The total length of the TLV record is always exactly 6m-1 bytes. The internal stfucture

Apart from the TLV record, the RAMON cryptogram contaifis the padded interrogator challenge PCH;

, which
CHy in

Finally,

h zero padding byte is appended to the RAMONcryptogram. The order of the components of the RAMON

Fadded ntoiaior [ Tag Kandom
CH; RN, “oon”
# of bytes 16+ (m-16) m 6m-1 1
Total # of bytes 8'm

.2 The MIX/function

[he MIX<{unction computes an input block for the Rabin-Montgomery encryption function spe(

nput block is computed from the following input data specified in C.3:

PCH_I[0..m-1] 16-byte padded random challenge PCH;;, m bytes, with PCH_I[0..15]
received from the interrogator

RN_T[0..m-1] random number RN generated by the tag, m bytes

TLV[0..6:'m-2] TLV record, 6m - 1 bytes; this is the actual payload to be encrypted

ified in

C.3. [tiSdefined for any Rabin-Montgomery key size k with k = 64 m, for m = 16. The Rabin-Montgomery

Because the MIX function interleaves static and dynamic components of the Tag ID, its introduction
reduces the risk of leaking information. The resulting 8 m bytes are input into the Rabin-Montgomery

encryption function that is specified in C.3. The following C program specifies the MIX function:

void MIX(
int m, // bit length k of RAMON key divided by 64
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uint8 t PCH[m], // input: padded random challenge
uint8 t RN T[m], // input: random number generated by the tag
uint8 t TLV[6*m-1], // input: TLV record, the payload to be encrypted
uint8 t PERM[8*m], // temporary buffer for the permuted RAMON cryptogram
uint8 t OUT[8*m] // output: the block to be Rabin-Montgomery encrypted
)
{
int i, 1 ; // i is the main round counter
for (1 = 0; 1 < m; ++1i) { // loop for m permutation rounds
for (1=0; 1<5; ++1) { // five bytes from TLV
PERM[i*7+1] = TLV[i*5+1] ;
BERM[1*7+5] = PCH[i] ; // one byte from PCH
PERM[i*7+6] = RN _T[i] ; // one byte from RN T
}
for|(i = m*7; i<m*8-1; ++i) { // append final TLV bytes
FERM[i] = TLV[i-m*2] ;
}
int|jl1 = 0, 32 = 1, mask ; // 31, 32 are counters for masking
for|(i = 0; i < 8*m-1; ++i) { // loop for masking
1f (1 % 7 == 6 && 1 < 7*m) { // for i < 7*m with i mod 7 = 6:
OUT[i] = PERMI[i] ; // byte PERM[i] is part of RN&T,
// take it without masking,
// do not increment counteks jl, j2,
else { // otherwise:
mask = RN _T[jl] ~ RN _T[j2] ; // generate mask byte fxom RN T,
// bytes j1 and j2,
OUT[1i] = PERM[i] ” mask ; // mask byte for oulput.
j2 +=1 ; // increment coufiter j2, inner loop
if (42 == m) {
Il +=1 ; // increment¢counter jl, outer loop
j2 = 91 + 1 ; // avoid eqgual combinations
}
}
OUT|8*m-1] = 0 ; // set’high output byte to zero
} j2 += 1 ; // incCrement counter j2, inner loop
if (42 == m) {
Il +=1 ; A/~ increment counter jl, outer loop
j2 = 91 + 1 ; #/ avoid equal combinations
}
}
OUT|8*m-1] = 0 ; // set high output byte to zero
}
Data itgms PCH_I, RN_T anéyTLV are input to the MIX function, where they are permuted and masked
(i.e. XORed) with specifiebytes from RN_T. RN_T itself is not masked. The permutation interleaves statig
and dypamic data items such as to avoid long runs of possibly known data during the multiplicatio]
which dan encourageé some attacks. XOR-ing input data with random data unknown to an attacker is ¢
countelmeasurg€ against SPA/DPA attacks.
The permutation is defined by the following sequential procedure: take 5 bytes from the TLV record
then 1 byte from PCH_I and then 1 byte from RN_T. This has to be done m times. Store these 7-m bytes

them into the output message buffer

Next, a mask operation is done with the resulting permutation. The mask is derived from the RN_T by
XORing two different bytes. Any possible combination of two RN_T bytes shall be used at most once.
Therefore an indexing scheme is used as laid out in the program code and shown in Figure C.1.

Figure C.2 shows a sample application of the mask function for m = 16.

There are m(m-1)/2 combinations of different pairs of random bytes from RN_T, which is quite sufficient
for masking 7-m-1 bytes in case m = 16. The possible combinations of pairs of bytes are illustrated in
Table C.2 for m = 16.
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Generate Generate
RND RND16
CHi1| Pn TLV record
RN 00h
PCHi, ' (6:m — 1 Byte)
keyLen: 1024 bit| 16 0 16 128 — 32 = 96 Byte m=16
5216 2 18 H44—36-=408Byte m=18
1280 bit| 16 4 20 160 — 40 = 120 Byte m=20
64-m bit 16 |m—16[ m 6-m Byte m
2048 bit| 16 | 16 | 32 256 — 64 = 192 Byte m=32
Permutation
PERM
No of Bytes | 5 |11 5 |1[ 1| eee | 5 |1]1 m —J 00h
keyLen: 1024 bit 16 x 7 Bytes 16 Bytes m=16
1152 bit 18 x 7 Bytes 18 Bytes m=18
1280 bit 20 x 7 Bytes 20 Bytes m=20
64-m bit m x 7 Bytes m Bytes m
20438 bit 32 x 7 Bytes 32 Bytes m=32
Noof Bytes |51 ] 5 [1L eee | 5 |1 m—1
1 EI 1 00h
MASK]i] = RNt [j=0..m-1] @ RN [k=j+1..m-1]
Outli] = MASK][i] @ PERM([i]
Out[i] = PERM[i] for (imod 7 =6 AND i < 7-M)
OUT #
No of Bytes 6 [1| 6 |1eee| 6 |1 m—1 00h
keyken: 1024 bit 16 x 7 Bytes 16 Bytes | |m=16
1152 bit 18 x 7 Bytes 18 Bytes I |m=18
1280 bit 20 x 7 Bytes 20 Bytes ;. |m=20
64-m bit m x 7 Bytes m Bytes | m
20438 bit 32 x 7 Bytes 32 Bytes y |m=32

Input for RAMON encryption

Figure C.1 — Illustration of the mix function
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RNy
0 — RN<(j=0)
) 4
() A A A A A A A A A :(): PERMI[0]
A
] _— 5 OUTI[0]
) 4
() A A A A A A A A ;()4 PERM[1]
, sy A L OUT[1]
) 4
() A A A A A A A ;()4 PERM[2]
A )
3 |} RN(k=3) ——8 — v o7
() A A A A A A ;()4 PERM[3]
A )
4 | — RNp(k=4) ouTH
) 4
() A A A A A ;(); PERM[4]
A )
() A ) N | + ;(): PERM[5]
A )
6 | —® RNp(k=6) ouTel
PERMI[6]
7 | ¥ RN(k=7) Tl
) 4
P +—>D<«—PERM[7]
A )
8 | RN(k=8) o
) 4
— +—>D<«—PERM[8]
A )
9 | —» RN(k=9) Tl
) 4
D +—>D<+—PERM[9]
0 4 L OUT[9]
Y o
11 ° °
° o
12
PERM[13]
OUT[13]
13 | —» RN3(k=13) b 4
() ;(): PERM[14]
4+ L —3poumy
14
° o
15 o .
° o

Figure C.2 — Illustration of the application of the mask function for m = 16

The possible combinations of the counter values j1 and j2 are shown in Table C.2 for m = 16.
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Table C.2 — Possible combination of j1 and j2, applying the mask of the MIX function for m = 16

j1 j2

0 1, 2, 3, 4 5 6, 7 8 9 10, 11, 12, 13, 14, 15
1 , 3, 4 5 6, 7 8 9 10, 11, 12, 13, 14, 15
2 , 4 5 6, 7 8 9 10, 11, 12, 13, 14, 15
3 4, 5 6, 7 8 9 10, 11, 12, 13, 14, 15
4 5 6, 78 9 10, 11, 12, 13, 14, 15
5 6, 7, 8 9 10, 11, 12, 13, 14, 15
6 7, 8 9 10, 11, 12, 13, 14, 15
7 8, 9, 10, 11, 12, 13, 14,15
8 9 10, 11, 12, 13,, 14, 15
13 14, 15
14 15

(.3 Rabin-Montgomery encryption

[he output of the MIX function is a byte string b = (b, ..., bg,,.{) of length 8m .For Rabin-Montgomery
encryption, the string b is converted to an integer M as follows:

8m-1

M= 256'-b,
i=0

For the following specification of the Rabin-Mentgomery encryption, the public key, K, of bitlenjgth kis
replaced in the formulae by the shorthand notation n.

As described in Reference [14], the encryption of a clear text message M is calculated as

C=M2modn

Where C is the cipher text. Remember that

n=pxq

where p and q are-primes which satisfy the congruency condition p = g = 3 (mod 4).

n order to 6ptimize security, p and g should be of the same order of magnitude, log p = log g. The
message M, should be smaller than the modulus n. Then, the decryption as the calculation of theg square
root of.Cy(mod n) is unfeasible without knowing p and q.

[aking the remalnder of a long number is a computatlonally expensive operatlon therefgre, the
C method of size
reduction Wthh requires only multlpllcatlon ThlS method is known as Montgomery multiplication[11],
To this end, a Montgomery base R, is defined, where R is a power of 2, such that R > 2k, Base R, or rather
the exponent, is public information and thus a component of the public key. With these definitions, it is
possible to calculate the cipher text as follows:

C*=M?R1'modn

The encrypted message C* is the value sent from the Tag to the Interrogator. The clue with Montgomery
multiplication is that the division by R can be implemented as a simple right shift of the result and thus
can be done at almost no computational cost. C* # C, which means that the Interrogator has to undo
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the effect of the base R division and has to do a proper mod n reduction. However, the Interrogator is
assumed to have enough computational power to do that without noticeable delay.

As indicated above, the minimum usable value for the particular choice of n is R = 2k, However, it is
advantageous to choose a larger value, because that reduces the probability for C* to exceed the
modulus n. With a proper choice of R, it is not necessary at all to care for the mod-Operation. The proper
value of R for this cipher suite is defined in C.5.

The pri
2k

and

| log, p - log, q|<0,1

and

p:

where

last corldition simplifies the decryption as described in C.4.

For addjitional information, refer to Reference [13], 6.4.1.2.1 and Clause 5.

C.4 Rabin-Montgomery decryption

For the
step, th
residue

C=

Then tHe clear text message is one of the four roots

M::\/Emodn

Assumi

computed as follows

Wp

N

mes p and q used in the Rabin-Montgomery algorithm shall satisfy

/2 <p,q<2k/2)

7 =3 (mod 4)

 is the bit length of the public key. The first two conditions are given for security reasons. Thd

decryption of the cipher text message C*, a madular square root has to be calculated. As a firs{
e effect of the Montgomery multiplication has;to be unrolled by modular multiplication with thg
R:

C*R mod n = (M2R"1)R mod n

ng p = q = 3 (mod.4) and p, q prime, the four possible square roots of C modulo p-q can bg
2 (qZC)[P'3)/4 mod p

3 (pZC)(Q'3)/4 mod q,

=(2pqiq((C wp) modp) ip((C Wq) modq) ) mod (P'CI)

The four possible combinations of the signs in the last formula yield the four square roots of
C modulo p-q, provided that such a square root exists.
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This formula is correct, since

x(P-3)/4 = + x~1/2 (mod p)
holds for any quadratic residue x modulo p, with p prime and p = 3 (mod 4), so that we have

~1/2
JC=tqC (q2C) = £qCw,(modp)

bimilarly, we have
JC=+pcC w, (modq),

50 the formula follows from Chinese remaindering.

n order to determine which one of the four roots is the correct one, the Ifiterrogator shall check all
pf the four roots for correct presence of the previously sent challenge CH,;; To be able to do this, it is
hecessary to apply the inverse of the MIX function to each of the four roets to get the original plajntext P.

n order to guarantee the security of the Rabin-Montgomery algetithm, the decryption procegdure in

the Interrogator is not allowed to output any plaintext data cortesponding to a root M = \/Err odn in

Wwhich the previously sent challenge CH_I is not present. It-shall delete any such erroneous rogts (and
hlso the corresponding plaintexts) as well as all other infermediate results, from its internal nemory
pefore returning to the calling program. If the challenge.CH_I is not present in any of the four rqots, the
ecryption procedure shall not output any plaintext'data at all.

C.5 Definition of the Montgomery residue

[he residue R used in Montgomery multiplication shall be 2k+64 for a key length of k bits.

.6 The inverse MIX Funetion MIX-1

o get back the original plaintext P finally, the Interrogator has to apply an inverse MIX functiop MIX-1
hfter encryption of the re€eived message:

yoid Inverse MIX(

int m, // bit length k of RAMON key divided by 64
uint8 t RMD[8Xf], // input: the Rabin-Montgomery decrypted block
uint8 t PCH{w], // output: padded random challenge

uint8 t LW 6*m-1] // output: plain TLV record

intgasy // 1 is the main round counter
ing~jl = 0, j2 = 1, mask ; // 31, j2 are counters for masking
int i pch = 0, i tlv = 0; // counter for outputs PCH and TLV
for (i = 0; 1 < 8*m-1; ++i) { // loop for masking
if (1 7 !'= 6 || 1 >= 7*m) { // for all i >= 7*m or 1 mod 7 != 6:
mask = RMD[7*j1+6] ~ RMD[7*j2+6]; // mask byte computed from RMD
if (1 % 7 ==5 && 1 < 7*m) {
PCH[i pch] = RMD[i] * mask; // store plain challenge byte
i pch += 1;
} else {
TLV[i tlv] = RMD[i] * mask; // store plain TLV record byte
i tlv += 1;
}
32 4= 1 ; // increment counter j2, inner loop
if (32 == m) {
Jjl1 +=1 ; // increment counter jl, outer loop
j2 = 31 + 1 ; // avoid equal combinations
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}

The output OUT[] of the inverse MIX function consists of the following two components:

PCHJ[0..m-1] Padded random challenge PCH/; received from the interrogator, m bytes
TLV[0..6-m-2] TLV record, 6:m-1 bytes
C.7 (Coding examples
C.7.1 |RAMON encryption
The following C code is an example of a RAMON encryption. Here the input array PLAIN'is an array of
8m bytes. The output of the C function MIX() in C.2 may be passed directly to the RAMON encryptior
functioh as input array PLAIN.
void RAMON Encrypt (
int |m, // bit length k of RAMON key divided by 64
uing8 t PLAIN([8*m], // input: plain text to be encrypted
uing8 t N[8*m], // input: public RAMON KEY
uing8 t TMP[16*m+8], // temporary buffer for square of input
uing8 t OUT[8*m] // output: Rabin-Montgomery encrypted (PLAIN
)
{
int|i, 37 // Loop couunters
uinglé t Inv; // Montgomery inverse
int|r = 8*m + 8; // Montgomery residue: 8 * r’“sk + 64
// qompute TMP = PLAIN * PLAIN
for|(i = 0; i < 8*m + r; ++i) TMP[i] = 0; AA zero TMP
for|(i = 0; 1 < 8*m; ++i) { // TMP = PLAIN * PLAIN
intl6é t acc = 0;
for (j = 0; j < 8*m; ++3j) {
acc = acc + PLAIN[i]*PLAIN[]J]«t TMP[i+]];
TMP[i+j] = acc & Oxff;
acc = acc >> 8;
TMP[i4+8*m] = TMP[i+8*m] + ‘acc;
}
// Gompute Montgomery 4anvérse Inv with Inv * N = -1 (mod 256)
Inv]|= 1; // Now Inv = -1/N (mod 2). Use Hensel’s
for|(i = 0; 1 < 3;. %K) { // lemma to compute Inv = -1/N (mod 256)
Inv = (Inv * (2°74F N[O0] * Inv)) & Oxff;
}
// NontgomerwSreduction of TMP:
// Add multdyle of N to TMP such that TMP = 0 (mod 1 << (k+64))
for|(i =0y 1 < r; ++i) {
infl6 t £ = (Inv * TMP[i]) & Oxff; // multiplier for round i
/Now compute TMP = TMP + £ * (1 << (8%*i)) * N
uintle Tt acc = 0;

50

for (j = 1i; 7 < 8*m + 1i; ++73) |

acc = acc + £ * N[j-1i] + TMP[]];
TMP[j] = acc & Oxff;

I

acc acc >> 8;

}

for (j = 8*m + i; j < 8*m + r; ++73) {
acc = acc + TMP[]J];

}

TMP[J] = acc & Oxff;
acc = acc >> 8;

// Output TMP >> (k+64)
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for (i = 0; 1 < 8*m; ++1) {
OUT[i] = TMP[i+r];

C.7.2 RAMON decryption

The following Java- code demonstrates the Rabin-Montgomery decryption.

/ Sample code for Rabin-Montgomery decryption

/

/ The sample program requires library java.math.BigInteger
i mport java.math.*;

// Given a Rabin-encrypted ciphertext c and a Rabin key (p,q),
// where p and g are secret primes with p = g = 3 (mod 4),
// function RootTerm() returns t p = g * (c * w p mod p) with
// wp = (q* g*c)*((p-3)/4) mod p as in annex C.2.
// The corresponding term t g = p * (c * w_g mod 2)
// will later be calculated by exchanging p with g.
// Then the four roots of ¢ are +- t p +- t g (modulo p*d).
static BigInteger RootTerm (BigInteger c, BiglInteger pp~BigInteger q) {
BigInteger exp = p.subtract(new BigInteger ("3")) ;
exp = exp.divide (new BigInteger ("4")) ;
BigInteger basis = g.multiply(q) ;
basis = basis.multiply(c) ;
BigInteger result = basis.modPow (exp,p) i

result = result.multiply(c) ;
result = result.mod(p) -
return ( result.multiply(q))

// Given a Rabin-Montgomery encryptéd ciphertext ¢ and a

// Rabin key (p,q), where p and g “are secret primes with

// p =g =3 (mod 4), function RamonDecrypt ()returns an array
// of BigInteger containing thle four possible plaintext

// candidates. Here all inputJand output data are given as

// big integers. See annek ¢.3 for the conversion between

// a big integer and a byte string.

static BigInteger [] RamonDecrypt (
BigInteger c, // €iphertext to be decrypted
BigInteger p, 77 private key: prime Factor p of n
BigInteger g, // private key: prime Factor g of n
int keysize // RAMON key size in bits ) {
// Unroll.the effect of the Montgomery multiplication
// c ->~.t * 2 ~ (keysize + 64) ) mod n, where n = p*q

BigInteger n = p.multiply(q) ;
c =¢.shiftleft (keysize + 64) ;
c &ENe.mod (n) ;

4/ Calculate the 4 square roots of the modified ciphertext c
BigInteger terml = RootTerm (c,p,q)
BigInteger term2 = RootTerm (c,q,p) ;

BigInteger roots[] = new BigInteger([4] ; // buffer for result
// first root = (terml + term2) mod n
BigInteger root = terml.add (term2) ;
roots[0] = root.mod (n) ;

// second root = n - first root
roots[1l] = n.subtract (roots[0]) ;

// third root = (terml - term2) mod n
root = terml.subtract (term2) ;

root = root.add (n) ;

roots[2] = root.mod (n) ;

// fourth root = n - third root
roots[3] = n.subtract (roots[2]) ;
return roots;
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}

The inverse MIX function (see C.6) should be applied to each of the four plaintext candidates computed
by function RamonDecrypt(). In order to determine which one of the four candidates is the correct one,
the Interrogator shall check all candidates for correct presence of the previously sent challenge CH;;. as
described in C.4.

WARNING — The code in this subclause is for demonstration only. C.4 requires that a life system
do not output any root that does not contain the previously sent challenge CHI1 after running

the inverse Mix-function. Also, a life system shall clean up all internal buffers containing an
data rélated to any of the roots.
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Annex D
(informative)

Test vectors

D.1 Notation
[his annex contains a test example for the RAMON encryption with a 1024-bit public key K.

n most cases, the messages exchanged, as well as individual message components,’are considered as
h string of bytes which are presented here in hexadecimal notation. Each byte.comprises exadtly two
hexadecimal digits 0,...,a,...,f. Theses bytes are written from left to right, beginhing with the first byte of
h message on the left and proceeding with the remaining bytes to the right: This is the default nptation.

As the RAMON cryptosystem operates on long integer numbers, it is'seimetimes more convefient to
nterpret the messages as unsigned hexadecimal numbers. These.long integers are always preceded
ith the prefix 0x. With this notation, endianness is important: messages are interpreted ds being
stored big endian, i.e. the first byte of a message is the most significant byte of the equivalent integer.
['his has the effect that a message in numeric notation seems byte reversed as compared t¢ string
hotation. This difference has to be remembered when following the test example.

D.2 RAMON Kkeys

Although the secret keys are not needed for the ' RAMON encryption, the prime factors p and ¢ which
batisfy the congruency condition p = q = 3-(mod 4). for the modulus (in numeric notation) are gjven:

P = 0xc868f88a83d8e9689a44ad154b204¢80b6048e5f55cdd9fe5287899ff174168a32
4e682c127e35118736af6898e3062a8a58ed623e409991fb4925056c6a401e57
g = 0xef0d08c4c672f46edc80908d3el5¢ceal089d46£90a36a333d22ea59038dcb7c

c3c9fadl8228da3710bb633ed5a076224a1l7e64104631b2aceba2bdacc05ade’

Now, the modulus n or theppiblic key is given as the product K;=n=p x g

KE = n = 0xbb24343b439e006celfa33383e2304081£5c62a367466e3a9387e3717£f6
26b5p40£09d910a82£595be%4c28lacalbf80449fc4d3e7a5e35£566565
46c9d470000000000000000000000000000000000000000000000000000
0600060000000000000000000000000000000000000000000000000000000
00000000000000001

D.3 Authentication message

['his stibclause specifies the components from which the authentication message is formed. Here the
tems are given mostly in message format. The numeric format is shown in D.4. The components|are the
reader random challenge CH,;, the tag random number RNy, and the tag TLV record. The content of the
sample tag TLV record has no significance; it is merely considered as a test string.

CHI1 = c24c6f86f4ad4clle0022bde0b9f22£d7

RNT = a770a37ab8afd42alad4alelf8d2clacl

TLV record = c108878424da7e3b9%044c2502£720d9421e7933702a184c4c8d2d83d9
S5bb6a76b34ebelfal80a8az224a8726e264ee23bc0996c%9ac9a30£48a00c

261256ele43a4e80ffbal7bac4008e9db5d0fde9669c181963d04549e
ba2d7e7acd7c7¢801lab

The next step is concatenating these three values and adding the zero padding to generate the complete
authentication message:
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Authentication Message = c24c6f86f4ad4cl1e0022bde0b9f22fd7 // CHI
a770a37ab8afd42al0ad4alelf8d2clacl // RNT
cl08878424da7e3b9%044c2502£720d94 // TLV: STID, Sign.
21e7933702a184c4c8d2d83d95b6a76b
34ebelfaB80a8az224a8726e264ee23bcO
996c9ac9%9a30f48a00c261256eled3ade
80ffbal7bac4008e9db5d0fde9669c18
1963d04549eba2d7e7acd7c7¢801ab00 // TLV: Random fill, 00

The Authentication Message is entered next into the MIX function yielding the message M.

M =[To0coav9bZcbhbla’o/7d3do3ZiCcbo/049ed49all0/a’al3dbd8obdedldrg /abdocdBae
792db8c9d44alclfddaf0ad71a6458a3d4385506£2542e2adcl1799702ebb0afh
57522b9%e944a3dfc37ad31c60e25a9c3b3e6c21£625154b05e278d25714e420a
e72c20eeb98077291acd0226980d50c13£731b011c2cc4876cbd54e5decce3900

This mé¢ssage block has the required size of 128 bytes for the RAMON encryption with a modulus of
1 024 bjts.

D.4 RAMON encryption

The pldintext authentication message shown above is now re-written in integer numeric notation as
follows

M = (x0039cedce554bd6c87¢c42c1c011b733£fc1500d982602cd1a297780@b%ee202ce’
ad24e71258d275eb05451621fc2e6b3c3a9250ec631ad37£c3d4a949e2b5257
$50abb2e709917dc2a2e54£2065538d4a358641ad70aafddlfl€d4addc9p82d79
ded85c6d7af80de%9bd854ba3a707a149ed497066£c32d6d357&7612c9b5a0cl6

In this fepresentation, a leading zero byte occurs which canbe’suppressed by some software. According
to the RAMON specification, the expression C* = M2R1 modn is calculated, with R = 21088 yielding

C* = (x550dd862e4bf04b82bbd929938c7a0a255a59849©4036bc677£70a903d34d1637

q

ffafdl3ed7e45£fd726792ee057349d5fa3722fe3dB8ae8235243dab5d05d451c4l
4274af84964d197054chbd3e9c1015ae867ee0b8Efa09826f4e50d228587e77f6
0a8dblb7a561f1£f58ac0d4dc3cf252cd2a9df39a90d0c7fflae44ee9b9eac93

The endrypted message C* is then sent to.thé interrogator, LSB first, as the following byte stream:

TX (C*)| = 93ac9e9beeddaefl7£f0c0da939dfa9d22c25cfc34d0dach81flf567albdba
8d0£f6777e5828d2504e6£8209fa3f0bee67e85a01cle9d3cb5470194d9684a
£74e2411c455dd0b5da435223e88a3afe2237fad5497305ee926772fd457ee
dd3afff37164dd303a9/07f67bc36404698a555a2a0c7389992bd2bb804bfe
462d80d55

D.5 Montgomery reduction and decryption

The firqt step in decrypting the received RAMON message is the Montgomery reduction, i.e. the modulaf
multipljcation with the residue R = 21088 = 16272, As a consequence of the specific choice of R, this if
simply the addition of 272 hexadecimal zeroes to the least significant end of the numeric representation
Then it follow:Sa modular reduction mod n which results in the “true” ciphertext C = M2 mod n according
to the Rabin cryptosystem:

C = 0xac4a30613blec7e6d578f960ed8dfe20ddbd3392ecd93c007bd27176434142cb
435bcc2a82721e0a3654dc6bdf20e62097d56317£4c07a82520e00da6b818a05
7d64cfb43dabeb37aa62623b68b253cd39c2ba7f8lefbeadb6cc944577779da’
ec3ad3731aa73992c940bcb7e23b846850052eaef2da6b83c40£f0624a96278f1

Calculation of the roots involves the Chinese Remainder Theorem and the extended Euclidian algorithm,
which are well known in Number Theory. Resulting are four roots as follows:

+r = 0x14b9d27f4571fe5fdb982ea2770%aab7d7¢cfa378c296b3£f9f08a7¢c904b2bbf92
e0a3189628ff6d13ce7ce588415f2e9%9ac625dd2a81db2d64231145d3c66a%aeb
c594cc8b92b649p31253abe2942472caddlec627d5f3f2bbd55¢c7ccbf184808b
c4df9732cc0ad4815d03ac9af47bdf39e95¢c66d3614574f058732ae4844567a46
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-r = 0xa66a6lbbfe2c020d06620495¢c7195950478cbf2aadafbadl0a2fdooell3436abc8
605884fae1838881f01e669fd96add5d3e241f22bc9£30d1d2551080a632acf4
3a6b33746d49b64cedac541d6bdb8d3522£139d82a0c0d442aa383340e7b7£74
3b2068cd33f5b7ea2fc5365008420c616a3992c9eba8b0fa78cd51b7bba985bb

+s = 0x0039cedceb554bd6c87¢c42c1c011b733fc1500d982602¢cd1a297780b9%ee202ce’
0a424e71258d275eb05451621fc2e6b3c3a9250ec631ad37£c3d4a949e2b5257
£f50abb2e709917dc2a2e54f2065538d4a358641ad70aafddlflcd4ad4c9082d79
aed85c6d7af80de%bd854ba3a707a149ed497066£c32d6d357a7b12c9b5a0cl6

-s = 0xbaea655e5e4943005a36071c3d0790c85e0c55004143a1206a1062b791423e74

oS T e ST 0e 46 a0 725444 0a0d 7 37848 b0 ta 9290 bbfTe 7588
0af544d18£f66e823d5dlab0df9aac72b5ca79be528£550b2e0e3b52b3647d286
5127a3928507£216427ab45c58£85eb612b68£9903cd292ca8584ed364a5£f3eb

[hese roots have to be demixed using the inverse MIX Function MIX1:

MIX" -1 (+r) = 56fbaeddel351labdad77db952e28f5dad326dafcc84f2cal294452a41ffl
££9d719e7a8£288a7a3384f674b5e7b311c569dafec601e050d5031dage
19elee763b77d6583a1a923¢cf355¢c485elbeb3a50c7a07d4585£50888d4
371429dc5ee59164dc81d2dd6d3adlca82f67585313¢c6769cc74al8a694
6267cd95a4d0ac2£0714

MIX" -1 (-r) = a98751451c04358f47d984ed4adbaed64cd9250337b0d35ed6101022d983
ab4047e418570d77585c6d47ff5fe7ebcee3a962501335867919e9a1256
9e6lell7eal30bc2elc5e56dc30c5d5¢cf9f5074cbal3al22¢df72a010ba3ff
42237209392b5428dff61632c61500c92e52931705a@£630d907235£55¢9
7d9565a£98d77d90430a6

CH I1 = c24c6f86f4ad4clle0022bde0b9f22fd7 //+£/)i¥ the correct root

MIX" -1 (+s) = c24c6£86f4a4clle0022bde0b9f22£fd7aA/0a37ab8afd42a0adalel£8d2
claclecl08878424da7e3b9%44¢c2502£720d9421e7933702a184c4c8d2d8
3d95bba76b34ebelfa80a8az224a8726e264ee23bc0996c9%9ac9a30£48a00
c261256eled43a4e80ffbal7bacd008e9db5d0fde9669¢c181963d04549eb
az2d7e7acd7c7¢c801ab00

MIX" =1 (-s) = 3d3490b60be55e5f9fc603a2ee01810c588f5c8547502bd5f50b3efbf53
e205e3cf7787bdb25817aaba0d06ab08df26bdel86c76e6d996fe572d27
c26a49978f4cf9db05/4E575ddb98961634741ded67¢3829540b84d751520
51b2a8eab8ad8f0edfctcf91ac3d624f5c4c3054c8bfc05b0345ac08ect9
03715586825e4005e4ba

Extraction of the CH;; byteSifrom the demixed roots reveals that root +s is the correct one, w|
pthers have to be discanded.

hile the
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Annex E
(informative)

Protocol specifics

E.1 Supported security services

The RAMON crypto suite provides security services for ISO/IEC 18000-3 mode 1, ISO/IEC~18000-3
mode 3f ISO/IEC 18000-4 mode 4 and ISO/IEC 18000-63 air interface protocols. Details for the'specifiq

implemfentation of these air interface protocols are given in the following subclauses.
For thefimplementation of the RAMON crypto suite, an air interface protocol shall support the required
security commands that this crypto suite has implemented. Security commands centain a message field
with parameters for the crypto suite. A reply of a Tag contains a response field’'with the data returned
by the drypto suite.
The crypto suites that are defined by ISO/IEC 29167 can be defined by their Crypto Suite Identifie]
(CSI). According to ISO/IEC 29167-1, the CSI for this crypto suite shallbe defined as the 6-bit valug
001001}, and it is expanded to the 8-bite value 09,, for use by all air futerface protocols in this annex.
Table E|1 shows the security services that are supported by this'¢rypto suite.
Table E.1 — Securityservices
N . g
Security service Meth Mandatory, optional, Prohibited,
R or not supported

Authentication
Tag authentication (TA) RAMON Mandatory
Interrogator authentication (I1A) —
Mutual fputhentication (MA) AES, after successful RAMON TA Optional
Communication
Authenticated Tag from TA Authenticated communication —

(Tag => Interrogator)

Secure authenticated communication —

(Tag => Interrogator)
Authenticateddnterrogator Authenticated communication —
from IA (Interrogator => Tag)

Secure authenticated communication —

(Interrogator => Tag)
Authenticated Interrogator and | Authenticated communication Optional
Tag from MA (Interrogator <=> Tag)

Secure authenticated communication Optional

(Interrogator <=> Tag)
56 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=efdf974da9106f8f74e73be691f99691

ISO/IEC 29167-19:2019(E)

E.2 Security services for ISO/IEC 18000-3 mode 1

A crypto suite supporting ISO/IEC 18000-3 Mode-1 shall fulfil the protocol security command
requirements as defined in this annex. The crypto suite shall implement the following statements or
equivalents with only allowing the provided choices. If no choice fits to the crypto suite, the crypto
suite shall not be used for ISO/IEC 18000-3 mode 1.

Optional choices shall be accepted for 1-to-1 communication.

a) _For Tag authentication, the Authenticate command shall he supported and the Challenge command
may be supported. For Mutual authentication, the Authenticate command shall be supportefl, while
the Challenge command shall not be supported.

) The execution time for a Tag authentication shall be below 0,1 s. The execution time for a|Mutual
authentication shall be below 1 s.

) The tagshall ignore commands from an interrogator during execution of a cryptographic oppration.

1) The tag may support a security timeout following a crypto error. The length of the security fimeout
shall be defined by the tag manufacturer, depending on the applicatien profile.

e) A Tag in any cryptographic state other than initial (i.e. state/after power up) shall reset its
cryptographic engine and transition to the ready state upon receiving an invalid command

NOTE Invalid commands are crypto commands with incérrect UID or CRC error.
) For each Error Condition defined in the crypto suite,the Tag shall remain in its current state.

) The Tag shall remain in its current state after a Tag Authentication. The Tag shall transitiop to the
selected secure state after a successful Mutual‘Authentication.

) The KeyUpdate command may be supposted.
) The KeyUpdate command, if supported, shall be encapsulated.

n ISO/IEC 18000-3 mode 1, the Authenticate command can be initiated from the Selected state of the
protocol state machine and leaves the Tag in the state it was before.

E.3 Security services for ISO/IEC 18000-63

A crypto suite supporting ISO/IEC 18000-63 shall fulfil the protocol security command requifements
hs defined in this anbex. The crypto suite shall implement the following statements or equivalents with
bnly allowing the“provided choices. If no choice fits to the crypto suite, the crypto suite shal] not be
ised for ISOAEE 18000-63.

Dptional{choices shall be accepted for 1-to-1 communication. Since the tag is singulated and the TID is
known,supported options can be derived from it.

h)_~For Tag authentication, the Authenticate command shall be supported and the Challenge command
ﬁﬁWWﬁ‘Fﬂ*o—rlmay € Supported. For Mutuat authentication, the Authenticate command shall be supported, while

the Challenge command shall not be supported.

b) The execution time for a Tag authentication shall be below 0,1 s. The execution time for a Mutual
authentication shall be below 1 s.

c) Thetagshallignore commands from an interrogator during execution of a cryptographic operation.
d) The tag shall support sending the contents of the response buffer in the reply to an ACK command.

e) The tag shall support sending the contents of the read buffer in the reply to a READ_BUFFER
command.
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f)

g)

h)

j)

58

The tag may support a security timeout following a crypto error. The length of the security timeout
shall be defined by the tag manufacturer, depending on the application profile.

A Tag in any cryptographic state other than initial (i.e. state after power up) shall reset its
cryptographic engine and transition to the open state upon receiving an invalid command.

NOTE Invalid commands are crypto commands with incorrect handle or CRC error.

For each Error Condition defined in the crypto suite, the Tag shall remain in its current state.

Thé¢ Tag shall remain in its current state after a Tag Authentication. The Tag shall transition to the
seclured state after a successful Mutual Authentication.

The¢ KeyUpdate command may be supported.

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=efdf974da9106f8f74e73be691f99691

E.4 Communication example

E.4.1 Tag identification sequence in partial result mode

Authenticate Command

Defined in the air-interface standard

Interrogator

Message

Payload for s

tep 1

Checksum

ISO/IEC 29167-19:2019(E)

Defined in the air-interface standard

Response Step 2

I

Authenticate Response

|— xxx = Total # of bytes

AuthMethod | Step | MRead RFU KeySelect Interrogator Challenge
11, 01, 0000, | 0000 0000, | KESel[7:0] CH[127:0]
A Respo Response
Defined dard Payload De
Response Step 1
AuthMethod | Step RFU Remaining Length
11, 01, 00h X xxh \)
Authenticate Command Message
Defined in the air-interface standard Payload for step 2 Defined

AuthMethod | Step RFU

11, 10, 0000,

“\@‘ Response

Defined in the air-interface standard N

Payload

Command Step 2

Checksum

Defined in the air-interface standard

Authenticate Command

Defined in the air-interface standard

| Command Step 1)

AuthMethod Steq~CJRFU Response data RFU Remaining Length
11, ﬁz)\ i 0000, Fragment from result 0000, X xxh
xxx = Remaining # of bytes ——I
Message
Payload for step 2 Defined andard
2
AuthMethod | Step | RFU Command Step
11, 10, 0000,
Authenticate Response Response Checksum
Defined in the air-interface standard Payload Defined in the air-interface standard

(Response Step 2 |

AuthMethod

Step

RFU

Response data

RFU

Remaining Length

11,

10

0000,

Last fragment

0000,

0 00h

Tag
Start
C4lculation
x
[0
(2}
el
o
>
(723
@
@]
o
Q
T
Q
=18
Y'\/
o C4culation
o finished
el
<]
=)
17
@
o]
(o8
Q
=
o
b= §
N

Figure E.1 — Example of a tag identification sequence in partial result mode

An example of a Tag Identification performed is given in Figure E.1. The Tag is using partial result mode
to communicate with the Interrogator. The first Tag response data bytes are transmitted while the
cryptographic calculation is still going on, followed by the second and final Tag response data bytes
when the cryptographic calculation has been finished.
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E.4.2 Tag identification sequence in complete result mode

Interrogator Tag
Authenticate Command Message
Defined in the air-interface standard Payload for step 1 De andard
Command Step 1
AuthMethod | Step | MRead RFU KeySelect Interrogator Challenge
Start
112 01, 0000 0000 0000, | KESel[7:0] CH[127:0] Cal ? tn
O
'\ “
Barker ]/
Tag Working
Defined in the air-interface standard
Barker
Tag Working _
Defined in the air-interface siandard
Barker
Defined in the air-interface standard
N Calculation
R PO R h k:
esponse Q‘ Checksum finished
De Payload\\g\ Defined in the air-interface standard
< Response Step 2 I
AuthMethod | Step | RFU Response data RFU | Remaining Length
11, 10, 0000, s((§omplete result 0000, 0 00h

An example of a Tag Identification,performed is given in Figure E.2. The Tag is using complete resulf
mode o communicate with the Interrogator. The example shows an In-Process Tag reply, using
Barkerg as defined in ISO/IEG 18000-63. For other air interfaces, different methods than illustrated
in this pxample may apply~to indicate that a Tag is still working or to extend the waiting time of the

Interrogator.

Figure E.2 — Example of a tag identification sequence in complete result mode
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E.4.3 Mutual authentication sequence

Interrogator Tag
: ommand Message
DXL i (D TR i e SR Payload for step 1 Defined in the air-interface standard
AuthMethod | Step | RFU | KeySelect | Interrogator Cryptogram Command Step 1
012 01, 0000, Ksel[7:0] CG[511:0]
% culation
of

; Response Response relsponse

Defined e a erface standard Pay]oad Defined e a erface standard data
Response Step 1

AuthMethod | Step RFU Remaining Length
01, 01, 00h x xxh

I— xxX = Total # of bytes

Authenticate Command Message
Defined in the air-interface standard Payload for step 2 Defined e air-interiace standard
AuthMethod | Step | RFU Command Step 2
01, 10, 0000,

Authenticate Response Q@{gﬁonse : P

Defined in the air-interface standard & \'Payload Defined e a erface standard §

Response Step 2 %
<: | @]
AuthMethod | Step RFp\~A Response data RFU Remaining Length %

01, 10, \@’be‘;’ Fragment from result 0000, x xxh ;?

=L

xx = Remaining # of bytes -

Authenticate Command Message Checksum
Defined in the air-interface standard Payload for step 2 Defined in the air-interface standard
AuthMethod | Step | RFU Command Step 2

01 2 1 02 00002 (‘JDJ

3

<]

>

w

(0]

— O

Authenticate Response Response %

Defined in the air-interface standard Payload Defined dard )

=18

é&ponse Step 2 | N

AuthMethod | Step RFU Response data RFU Remaining Length
01, 10, 0000, Last fragment 0000, x xxh
|

Figure E.3 — Example of a mutual authentication sequence

An example of a mutual authentication sequence performed is given in Figure E.3. The first Tag response
data bytes are transmitted while the cryptographic calculation is still going on, followed by the second
and final Tag response data bytes when the cryptographic calculation has been finished.
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