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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

Bnd IR C

SO/IECJTC 1.

pditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

bf patent rights. ISO and IEC shall not be held responsible for identifying any or all such

ntroduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

constitute an endorsement.

hssessment, as well as information about ISO’s adhérence to the WTO principles in the T
Barriers to Trade (TBT), see the following URL: Foreword — Supplementary information.

5C 31, Automatic identification and data capture.

Automatic identification and data capture techniques:

— Part 1: Security services for RFID air interfaces

— Part 10: Crypto suite AES-128 security services for air interface communications

— Part 11: Crypto suité PRESENT-80 security services for air interface communications
— Part 12: Crypto(syite ECC-DH security services for air interface communications

— Part 13: Crypto suite Grain-128A security services for air interface communications
—  Part 14:Crypto suite AES OFB security services for air interface communications

— Part 16: Crypto suite ECDSA-ECDH security services for air interface communications

—~"Part 17: Crypto suite cryptoGPS security services for air interface communications

— Part 19: Crypto suite RAMON security services for air interface communications
— Part 20: Crypto suite Algebraic Eraser security services for air interface communications
The following part is under preparation:

— Part 15: Crypto suite XOR security services for air interface communications
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[he procedures used to develop this document and those intended for its further maintenajnce are
lescribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria negded for
the different types of document should be noted. This document was drafted in.accordance with the

Attention is drawn to the possibility that some of the elements of this document may be the|subject

patent

rights. Details of any patent rights identified during the development\0f'the document will b¢ in the
Any trade name used in this document is information given for:the convenience of users and does not

For an explanation on the meaning of ISO specific térnmis and expressions related to conformity

chnical

[he committee responsible for this document is\ISO/IEC JTC 1, Information technology, Subcommmittee

SO/IEC 29167 consists of the following parts, under the general title Information technology —
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Intro

This pa

duction

rt of ISO/IEC 29167 specifies the security services of a Rabin-Montgomery (RAMON) crypto

suite. It is important to know that all security services are optional. The crypto suite provides Tag
authentication security service.

The In

ternational Organization for Standardization (ISO) and International Electrotechnical

Commission (IEC) draw attention to the fact that it is claimed that compliance with this International

Standard mav involve the use of patents cancerning mdin-frpqnpnry identification fprhnn]ngv given in

the clay
ISO and

The ho
licenced
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and IE(.

Inform

NXP B.]

411 Ea
CA 951

The latd

1S0.0rg

ses identified below.
IEC take no position concerning the evidence, validity and scope of these patent rights.

ders of these patent rights have ensured the ISO and IEC that they are willing, to“negotiatg
under reasonable and non-discriminatory terms and conditions with applicants. throughouf
1d. In this respect, the statements of the holders of these patent rights are registered with 1SQ

ition on the declared patents may be obtained from:

.
5t Plumeria, San Jose,
34-1924 USA

st information on IP that may be applicable to this part.of ISO/IEC 29167 can be found at www}
patents.
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Information technology — Automatic identification and

data capture techniques —

ommunications

Scope

h common crypto suite for security for RFID devices that may be referved by ISO committee;
nterface standards and application standards.

for RFID systems. The crypto suite is defined in alignment with-existing air interfaces.

['his part of ISO/IEC 29167 defines various authenticatiogmethods and methods of use for the

s supported.

P2 Conformance

2.1 Claiming conformance

relevant clauses of this part of ISO/IEC 29167, except those marked as “optional”.

.2 Interrogator confermance and obligations

lefined in this partof¥SO/IEC 29167, and conform to the relevant part of ISO/IEC 18000.

[0 conform to¢this part of ISO/IEC 29167, an Interrogator may implement any subset of the d
fommands defified in this part of ISO/IEC 29167.

[0 conform to this part of ISO/IEC 29167, the Interrogator shall not

— Aimplement any command that conflicts with this part of ISO/IEC 29167, or

part of ISO/IEC 29167.

2.3 Tag conformance and obligations

['his part of [SO/IEC 29167 defines the Rabin-Montgomery (RAMON) crypto suite for the ISO/IEC 18000
hir interfaces standards for radio frequency identification (RFID) devices. its purpose is to provide

for air

[his part of ISO/IEC 29167 specifies a crypto suite for Rabin-Montgomery (RAMON) for air ifgterface

cipher.

A Tag and an Interrogator may support one, a subset, or. all of the specified options, clearly statihg what

[0 claim conformance with this partof ISO/IEC 29167, an Interrogator or Tag shall comply with all

[0 conform to this part.of ISO/IEC 29167, an Interrogator shall implement the mandatory comhmands

ptional

— require the use of an optional, proprietary, or custom command to meet the requirements of this

To conform to this part of ISO/IEC 29167, a Tag shall implement the mandatory commands defined in

this part of ISO/IEC 29167 for the supported types, and conform to the relevant part of ISO/IEC

18000.

To conform to this part of ISO/IEC 29167, a Tag may implement any subset of the optional commands

defined in this part of ISO/IEC 29167.

© ISO/IEC 2016 - All rights reserved
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To conform to this part of ISO/IEC 29167, a Tag shall not
— implement any command that conflicts with this part of ISO/IEC 29167, or
— require the use of an optional, proprietary, or custom command to meet the requirements of this

part of ISO/IEC 29167.

3 Normative references

The folJowing documents, in whole or in part, are normatively referenced in this document and aré€
indispepsable for its application. For dated references, only the edition cited applies. For undated
referenges, the latest edition of the referenced document (including any amendments) applies.

ISO/IE(G 18000-3, Information technology — Radio frequency identification for item mandgement —
Part 3: Parameters for air interface communications at 13,56 MHz

ISO/IE({ 18000-4, Information technology — Radio frequency identification for item management — Part
4: Paraineters for air interface communications at 2,45 GHz

ISO/IE( 18000-63, Information technology — Radio frequency identification\for’ item management —
Part 63] Parameters for air interface communications at 860 MHz to 960 MHz Type C

ISO/IE(q 19762 (all parts), Information technology — Automatic identification and data capture (AIDC]
techniqyies — Harmonized vocabulary

ISO/IE( 29167-1, Information technology — Automatic identifieation and data capture techniques —
Part 1: $ecurity services for RFID air interfaces

4 Terms and definitions

For the[purposes of this document, the terms and definitions given in ISO/IEC 19762 (all parts) and the
following apply.

4.1
authenttication
servicefthat is used to establish the grigin of information

4.2
confid¢ntiality
properfy whereby informatien is not disclosed to unauthorized parties

4.3
integrity

properfy whereby’data has not been altered in an unauthorized manner since it was created
transmjtted or'stered

4.4
non-traceability
protection ensuring that an unauthorized interrogator is not able to track the Tag location by using the
information sent in the Tag response

4.5

secure communication

communication between the tag and the interrogator by use of the Authenticate command, assuring
authenticity, integrity and confidentiality of exchanged messages

2 © ISO/IEC 2016 - All rights reserved
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5 Symbols and abbreviated terms

5.1 Symbols

XX7 binary notation

xxh hexadecimal notation

| concatenation of syntax elements in the order written

ISO/IEC 29167-19:2016(E)

CSI
DEC(key, data)
ENC(key, data)

6.2 Abbreviated terms

Advanced Encryption Standard

Cipher Block Chaining

Challenge

Interrogator random challenge, 16 bytes
Tag random challenge, 16 bytes
Cryptogram

Ciphered Message Authentication Gode
Cyclic Redundancy Check

16-bit CRC

Crypto Suite

Crypto Suite Identifier

AES decryption of enciphered “data” with secret “key’

AES encryption of plain “data” with secret “key”

)

EPC™ Electronic Product Code
ID Interrogator Identifier, 8 bytes
\Y Initialization Vector for CBC-encryption, 16 bytes
KDF Key Derivation Function
KE Public key for encryption stored on Tag
D Privatedecryptiom key stored o fterrogator
Ky Public signature verification key stored on Interrogator
Ks Private signature generation key stored in the tag issuer facility
KEnc Shared secret message encryption key
Kmac Shared secret message authentication key
KESel Key select (determines which KE will be used)

© ISO/IEC 2016 - All rights reserved
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KSel Key select (determines which pair of KENC, KMAC will be used)
MAC(key, data) Calculation of a MAC of (enciphered) “data” with secret “key”; internal state of
the tag’s state machine

MAMx,y Mutual Authentication Method x.y

MCV MAC Chaining Value

MIX(CHRN-SH RAMON-mixfanetion

PRF Pseudorandom Function

R Tag response

RAMON Rabin-Montgomery

RFU Reserved for Future Use

RM_EN[L(key, data) RAMON encryption of plain “data” with public “key”

RM_DE[L(key, data) RAMON decryption of enciphered “data” with privateykey”

RN Random Number

RNT Tag Random Number, 16 bytes

SENC Message encryption session key

Smac Message authentication session key

SID Secret IDentifier, 8 bytes, identifying the tag

SSC Send Sequence Counter for'replay protection, 16 bytes

TAMxy] Tag Authentication‘Method x.y; internal state of the tag’s state machine

TLV Tag Length Value

UHF Ultra High Frequency

UII Unique-tem Identifier

WORM Wirite once, read many

5.3 Notation

This crypte suite uses the notation of ISO/IEC 18000-63.

The fOH VVills uutatiuu fUl }\C_y dCl ivatiuu CUI'l CD}JUIIdO tU RCfCl CIILT [7] aud C}CIUDC 5-

PRF(s,x) A pseudo-random function with seed s and input data x.

K Key derivation key used as input to the KDF to derive keying material. K; is used as the block
cipher key, and the other input data are used as the message defined in
Reference [5].

Ko Keying material output from a key derivation function, a binary string of the required length,
which is derived using a key derivation key.

Label A string that identifies the purpose for the derived keying material, which is encoded as a bina-
ry string.

4 © ISO/IEC 2016 - All rights reserved
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Context A binary string containing the information related to the derived keying material. It may

include

identities of parties who are deriving and/or using the derived keying material and, optionally, a

nonce known by the parties who derive the keys.

L An integer specifying the length (in bits) of the derived keying material Ko. L is represented as a
binary string when it is an input to a key derivation function. The length of the binary string is

specified by the encoding method for the input data.

h An integer that indicates the length (in bits) of the output of the PRF.

i A counter that is input to each iteration of the PRF.

T ATTITItegeT, SMatter or equal to-3Z; thatindicates the tengthrof the bimary tepresemntatiom gf the
counter i. in bits.

00h An all zero octet. An optional data field used to indicate a separation of different yariable{length
data fields.

{X} The smallest integer that is larger than or equal to X. The ceiling of X.

{X} Indicates that data X is an optional input to the key derivation functioh.

[T]2 An integer T represented as a binary string (denoted by the “2”) with a length specified by the
function, an algorithm, or a protocol which uses T as an input.

(0] The empty binary string.

b Crypto suite introduction

b.1 Overview

he RAMON Crypto Suite permits two levels of implementation. The first level provides
dentification and tag authentication, while the-second level extends the functionality by
huthentication to securely communicate betweén Interrogator and Tag, e.g. for secure read
vriting non-volatile memory.

Basic RAMON Tags may provide only the first level of implementation, while more sophisticat|
hlso provide the second level. See Eigure 1 for the different implementation levels for the
Crypto suite.

secure
mutual
ng and

ed Tags
RAMON

© ISO/IEC 2016 - All rights reserved
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Interrogator Tag Algorithm Phase
Coperde mdom Loy 4y Ocner o 5
¥ * Rabin Montgomery (RAMON) > 8
‘ Decrypt |<I—R—-< Generate Response R l‘_U =
¥ ©
‘ Validate Signature of SID* | o©
ag identified or even Stop here, if only tag identification is required
authenticated
v
G te chall CH,, "
q Zzgiggiiggftor C|GI—|>{ Decrypt and Ve'rlfy cryptogram . AES (FI PS 1 97) §
« AES CBC-Mode (SP800-38A) | S 8
erify tag cryptogram |‘._| Generate tag cryptogram ..5 -E
v oor v - CMAC (SP800-38B) 26
=
N Garatosarsn .||+ KDF (SP800-108) E
Keys, Initialise SSC
- AES (FIPS197) o ¢
Secpire Channel established |<—>| Secure Channel established ‘ . AES CBC'MOde SP800_38A 8 E
Secure Channel SC ( ) $ 8
+ CMAC (SP800-38B)

2]

gnature validation is an optional step

Figure 1 — Overview of the different implementation levels for the RAMON crypto suite

6.2 Authentication protocols

6.2.1 |[Tag Identification

The Rgbin-Montgomery crypto,suite provides non-traceable and confidential Tag identification
Confidgntiality and privacyfor.the Tag’s identifier are provided without requiring the Tag to store 3
private(key.

The crypto suite is_based on the asymmetric cryptosystem developed by Michael 0. Rabinl3]l. Thg
original algorithm §$-augmented by a method detected by Peter Montgomeryl2]l, which avoids the
division of longmumbers in modular arithmetic. Combining Rabin encryption with the concept of
Montgomery multiplication advantage is taken of the fact that no “costly” division is required.

The Tapgperforms only public key operations. The Interrogator performs the “expensive” privatg
key Opbv‘f\far\n Thao ctanc nacaccaryg 0 ooy Atk DAMON avrn Andlinnd 10 Tohla 1 D AMAON apnervzntiod

TO IO T OC—OotCpPo e Ctooary toO—Tary DUt I iroiy ol C- oot C O T oo I oty oy poroT

performed by the Tag and decryption performed by the Interrogator are specified in C.3 and C.4. The
cryptographic keys are specified in 6.6.

This specification also includes in C.1 the structure of the clear text record used for authentication of
the Tag, comprising the Tag identity record and random data originating in part from the Tag and from
the Interrogator for the other part.

6 © ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=db7b1d87546707a2f0fd0a9a004bf541

ISO/IEC 29167-19:2016(E)

Table 1 — Protocol steps for Tag identification

Tag
(SID, Kg)

Interrogator
(Kb, Kv)
Generate random challenge CHyj and send it to (CHpp)
the Tag. -
(R)
Decrypt Tag response and apply the inverse of —

Generate random number RNT.

Generate response cryptogram:
R = RM_ENC(Kg, MIX(CHj1, RN7, TLV record)).

the MIX function to get the plaintext P:
P = MIX-1(RM_DEC (Kp, R)).

Obtain CHj7, RNt and SID from plaintext P.

Compare previously generated Interrogator
challenge with the value received from Tag. If
successful, Tag is identified.

If a signature is provided along with the SID,
use Ky to validate the signature. If successful,

Tag is authenticated.

b.2.2

Symmetric mutual authentication

Table 2 — Protocol steps for mutual authentication

[his crypto suite allows combining the Rabin-Montgomery”’ scheme for Tag identificatid
fymmetric mutual authentication. The mutual authentication specified by this crypto suite i
bn AES, according to Reference [8]. The CBC mode for eneryption is specified in Reference [4]. R
beneration CMAC according to Reference [5] is used, For derivation of secure messaging keys, 4
n counter mode specified in 5.1 of Reference [7] is,used.

['he protocol steps for mutual authentication are*outlined in Table 2.

n with
5 based
or MAC
he KDF

Phase Intgr ator Tag
(1ID, se, Kp, Ky) (SID, Kg, Kenc, Kmac)
(1) Tag Generate randomchallenge CHj; and send it (CHpp) Generate random number ANT.
Identification to the Tag. - Generate response:
(R) R = RM_ENC(KEg, MIX(CHjz, RNT,
Decrypt-Tag response and apply the — TLV record, ‘00’ byte)).

inverse of the MIX function to get the plain-
text P
P’= MIX-1[RM_DEC (Kp, R)].

Obtain CH;7, RNT and SID from plaintext P.

Compare previously generated Interrogator
challenge with the value received from Tag.
If successful, Tag is identified.

CIN

Ifa Disllatul A>3 ;D }Jl UVidCd ﬂlUlls \A ith tllC JIL,
use Ky to validate the signature. If success-
ful, Tag is authenticated.

Set CHT = RNT.

In the following phase, CH7 and SID are used in the mutual authentication.

The Interrogator has successfully identified (and authenticated) the Tag.

© ISO/IEC 2016 - All rights reserved
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Table 2 (continued)

Phase Interrogator Tag
(IID, Database, Kp, Ky) (SID, Kg, KEnc, Kmac)
(2) Mutual Generate CHpp.
Authentication

Generate cryptogram:
S=CHp || 1ID || CHT || SID;
C=ENC (Kenc, S);

M =MAC (Kmac, C);

Car=—C11 €6 Detryptamd verify thecryptogranm
- MAC (Kmac, C);
DEC (Kgnc, ).
Verify CHr and SID. If equal) gener-
ate Session Keys Seng SmAc-
Initialize SSC.
Generate Tag ¢riyptogram:
S=CHr || SID || CHy2 || 1ID;
C=ENC (Kgnc, S);
M = MAC\(Kmac, C);
CGr=E| M
Verify the cryptogram: (car)
MAC (Kpmac, C); «

DEC (Kgnc, C).

Verify CHy, CHT, SID and IID.

If equal, generate session keys: Sgnc, Smac.
Initialize SSC.

Mutuallauthentication is now complete and a secure channel is established.

The Intprrogator has access to a list of SIDs (Secret identifiers) with the associated Kgnc and Kpy4c foy
each Tafg. This is represented by the “Databasé®on Interrogator’s site.

After having successfully identified the Tagin Phase 1, the Interrogator is able to find secret keys Kgng
and Kpghic that it shares with the Tag. Kgpyc'is used in CBC mode. The IV for encryption is set to all zeroeg
00h...0Qh. As the size of S is on both Sides a multiple of the AES block size, no padding is applied. Ky 4c is
used to|calculate a 16-byte MAC.

CHT andl CHj are used as challenges in the challenge-response protocol for mutual authentication and
for gengration of the starting value of the SSC. See 6.3 for details.

The sesfsion encryption kKey, Sgnc, is used for confidentiality of data in transit. AES encryption, including
an SSC,|is illustratediin Figure 18; decryption is illustrated in Figure 19. The session MAC key, Syac, i
used for data and'protocol integrity. This crypto suite derives session keys as specified in 6.4.

If the Tag.cammot verify the interrogator’s MAC, it reports a Crypto Suite error (see Annex B fof
inform3tion) and assumes state Init. If the interrogator cannot verify the tag’s MAC, the tag is nof
authenticated:

6.3 Send Sequence Counter

The send sequence counter (SSC) ensures that the Initial Values (IVs) are different for every encryption
and the MAC chaining values (MCVs) are different for every MAC generation. To this end, the SSC is
incremented (+1) each time before a Secure Communication command or response is processed.

After mutual authentication, the initial value of the send sequence counter SSC is generated as follows:

SSC = CHT (<algorithm block size/2> least significant bytes) ||

8 © ISO/IEC 2016 - All rights reserved
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CHj (<algorithm block size/2> least significant bytes)

After receiving a secure command, the Tag increments SSC, then checks the MAC and then decrypts the
command. In turn, before sending a secure response the Tag increments SSC, encrypts the response

and generates the MAC. Each particular step is under control of the security flags. Thus, if SSC

has the

value x at idle time, x+1 is used for processing the next secure command, and x+2 is used for processing

the response. SSC may overflow to Oh during the increment without particular action.

A Pal : h | 3 = P
[ 3 JCSSIUIT RTY UTivaliull

['he derivation of the session keys, Sgyc and Sy4c, is based on the KDF in counter mode spécifig
bf Reference [7]. This method uses CMAC as the PRF with AES as underlying block cipher with
bytes output length. The input to the PRF for this cipher suite is as specified in 6.4.2.

6.4.1 KDF in counter mode

[he key derivation function iterates a pseudorandom function n times and”concatenates the
intil L bits of keying material are generated, where n: = [L / h} . In each.iteration, the fixed inpuf

the string Label || 00h || Context || [L]2- The counter [i]; is the iteratien’variable and is represen
binary string of r bits.

Figure 2 illustrates the process.
[he input to the PRF [see step d) of Process] is explaineddn 6.4.2.

For the derivation of session encryption key Sgyc, Knis set to Kgnc. For the derivation of sessi
key Smac, K1 is set to Kyac.

Fixed values

— h - The length of the output of the PRF in bits;

— r - The length of the binary representation of the counter i. in bits.
nput: K, Label, Context, and L.

Process

h) n:= {L / h].

b) Ifn>2r-1, thenrindicate a crypto suite error and stop.

[)  result(0)e=0.

1) Fori=/1ton,do

" K(i) := PRF (K, [i]2 || Label || 00h || Context || [L]2);

din 5.1
full 16

output
data is

ted as a

bn MAC

— result(1) := result(i-1) || K(1).
e) Return: Kp:=the leftmost L bits of result (n).

Output: Kp.
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Fixed Input Data _4 .
Ki

} I I

K(1) K(1) K(1)

Ko, L-bits

NOTE SOURCE: Reference [7].

Figure 2 — KDF in Counter Mode

6.4.2 [Key Derivation Scheme

The following derivation data are used to generate session keys according to the KDF in counter mods
as speclfied in Reference [7].

The ong byte counter, i, may take.the values 01h or 02h. The value 01h is used when L takes thg
value 0P80h for derivation of AES7128 keys, which is currently the only case relevant for this part of
ISO/IE({ 29167 (see NOTE below.

The iterlation variable, i, is.cohcatenated with the fixed input data. The fixed input data is a concatenatior
of a Lalel, a separatiop-indicator 00h, the Context, and [L]; as follows:

— LaBel: consists;of 11 zeroes (00h) bytes followed by a one byte derivation constant as defined iy
Taljle 3;

— Ong¢ bytedseparation indicator 00h;

C £ o T 11 L
— ontext—Ciz7 [ C11T,

— [L]2: the length in bits of the derived data. For derivation of AES-128 keys which is currently the only
case relevant for this part of ISO/IEC 29167, L takes the value 0080h (see NOTE below).

In each iteration, the fixed input data is the string Label || 0x00 || Context || [L]>.

NOTE Currently, this part of ISO/IEC 29167 only supports AES-128 keys. In the future, this part of
ISO/IEC 29167 may be changed to additional key length.
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Table 3 — Encoding of the one byte derivation constant

b8 |b7 |b6 |b5 (b4 (b3 |b2 |bl |Description
0 0 0 0 0 0 1 X Key derivation
0 0 0 0 0 0 X 0 Derivation of session encryption key Sgnc with K set to Kgne

0 0 0 0 0 0 X 1 Derivation of session MAC key Syac with K; set to Kyac
NOTE Any other value is RFU.

A 'T‘ng Qor-an lnfnrrngnfnr using a derivation constant marked as RFU is not r‘nmp]innf to this part of

SO/IEC 29167.

6.5 1ID, SID, Used Keys and Their Personalisation

['his crypto suite assumes the following keys and information to be available on the Tag:
— the SID, optionally signed with the signature key K before it was stored gnithe Tag;
— the RAMON encryption key Kg;

hind, if mutual authentication is provided:

— the shared secret keys Kgnc and Kyac.

Dn the Interrogator:

— the RAMON decryption key Kp;

— optionally, the signature verification key Ky;

— alist of valid SIDs; each SID might have a sigiature attached to it;

hind, if mutual authentication is provided:

— the shared secret keys Kgnc and Kpac.

['he [ID is an 8-byte value, which'identifies the interrogator to the Tag. The IID can be chosen freely, but
must remain constant during a'session.

[he SID is a unique 8-bByte value, which identifies the Tag to the interrogator. It is set|during
personalization and remains constant throughout the lifetime of the Tag.

[he SID used by thiS)crypto suite is used by the application to securely identify the tag and tHerefore
nas nothing in common with any unique identifier defined by an air interface standard. The SID jand the
bptional signature are secret information and should never be readable for an unauthorized reagler. The
51D used byithis crypto suite shall never be sent in plaintext. The SID can be signed to preserve integrity
hind to provide authenticity. The party that generates the signature, possesses the key pair copsisting
pf the-private and the public key (Ks, Ky) for signature generation and verification. It may forwjard the
public'key Ky to another party to enable it to verify the signature. F.3 contains the specification of the
pignature over the SID. Annex F shows the usage of the SID in combination with the non-tradtability
feature of this crypto suite.

The Tag does not perform signature generation or verification, nor does it store the corresponding
keys. It only stores the SID along with its signature (which is optional) and the public key Kg for Tag
authentication. If mutual authentication is supported, the Tag also stores the shared secret keys Kenc
and Kyac.

The memory locations storing the SID and the secret keys Kg, Kgnc and Kpy4c¢ shall not be readable for
any Interrogator after having written these values once during production of the Tag. For that purpose
a Tag may have a memory area used for storing the SID and the key K configured as WORM or as a
fuse. However, production is out of scope of this part of ISO/IEC 29167; this functionality has to be
implemented in a proprietary way.
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https://standardsiso.com/api/?name=db7b1d87546707a2f0fd0a9a004bf541

ISO/IEC 29167-19:2016(E)

The Interrogator application performing RAMON, shall have access to the private decryption key Kp in
order to be able to decrypt the authentication message sent by the Tag. In order to be able to perform
mutual authentication, the Interrogator shall have access to the keys Kgyc and Kpy4c associated with a
specific SID.

EXAMPLE Figure 3 shows an example system flow with the involved components and keys. System Integrator
and Tag Issuer can work in parallel. The steps performed by these parties can be executed independently of the
other party. Generation of the signature key pair and signing of SIDs is an optional security function provided by
the operational environment.

————_Generate (Ks,Kv),
@@erate (Kb, Kg) @ Generate (Kenc,Kuac) for each SID

4 Sign SIDs with key Ks
System
. y Ke—» Tag Issuer ~———store——
@ Integrator @
A
(Signed) SIDs,
(Kv, Kene, Kwac) Y
store @ Seclre Storage
N\
A List-of (signed) | —— A—
Secure Storage SIDs Signature

= 1 N\ @ {and assigned | | Verification key

List jof (signed) ) Kenc, Kuac) public key Ky

SIDs RAMON (Signed) SID, Kg; ’
(andl assigned | | Decryption key (Kenc, Kuag) RAMON Signature
Kene, Kuac) private key Kp Encryption key | | Generation key
- " AT public key Kg private key Ks
gnature
Verification key Encryption key
public key Ky public key Kg
User Memory

(Signed) SID

@ @ Shared secret

keys KENC; KMAC
/
retrieve @ store /

o
Interrogatof <@ RAMON— B  Tag < —o© » - xp’)\t/:c?nNkey

public key Kg

A
A

() Pptional compgnents are written in parantheses.
————————— Dptional steps and components are indicated with a dashed line.
@ Step n.of the system flow

ure 3 S‘I’rstem f!ct'n'r ef anREID Svstem usinga "!’Iﬂ R A‘I\/!OI\ cry

D
T T Oy O teI T OISt eI ™ YP Aoz 32—

12 © ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=db7b1d87546707a2f0fd0a9a004bf541

ISO/IEC 29167-19:2016(E)

6.6 Key table
The keys used by this crypto suite are listed in Table 4 and Table 5.

Table 4 — Keys of this cipher suite used for Tag identification

Key Usage Length in bits
KEg Public key for encryption stored on Tag 1024
Kp Private decryption key stored on Interrogator 1024
Ky Publi-c signature verification key stored on Interrogator. 160
This is an ECDSA key (see E.3).

Key Usage Lel}th\ln bits
KEenc Shared secret encryption key 128
Kmac Shared secret message authentication key 128
SENC Session encryption key 128
SMmAc Session message authentication key 128

bstablishment/derivation of these keys is not in the scope ofthis specification.
bession keys shall be destroyed immediately when they ate no longer used.

For the Rabin-Montgomery scheme, the public key, K;is an integer which indicates the modulug
hnd g, with p = g = 3(mod 4), where the following relation holds:
Kgp=p-q

[he security of the Rabin-Montgdmery scheme is given by the fact that a factorization d
computationally hard.

All keys must be stored by the Tag and the Interrogator, such that unauthorized access and modi
s prohibited.

b and q are chosenthat satisfy the following (optional) additional condition:

K, :p-qzl(modzk/z)

where ks the bit length of Kp.

Table 5 — Keys of this cipher suite used for mutual authentication and secure communig¢ation

KEne and Kpyac shall be different and shall be available to both the Interrogator and the Tag. The

for the

ong number arithmetic used for the encryption:xThe private key, Kp, comprises two prime numbers, p

f Kg is

fication

[he performance of-the RAMON encryption can be improved by a factor of about 3/2, if prime numbers

[he) security of the Rabin-Montgomery scheme is given by the fact that a factorization (¢

f K is

computationally hard.

All keys must be stored by the Tag and the Interrogator, such that unauthorized access and modi
is prohibited.

© ISO/IEC 2016 - All rights reserved
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7 Parameter definitions

The parameter definitions of the crypto suite are specified in Table 6.

Table 6 — Definition of Parameters

Parameter Description

command code This is a protocol-specific code which indicates that this command belongs to a cipher suite.
KESel [Z:0] Key select, determines which key will be used for RAMON encryption

KSel [710] Key select, determines which pair of Kgye, Kmac will be used for mutual authenticatiofis
CHjp [137:0] Interrogator random challenge, 16 bytes.

CHi2 [127:0]

CHT [12f7:0] Tag random challenge, 16 bytes.

RNT[127:0] Tag random number, 16 bytes

SID Unique identifier of the Tag, 8 bytes. See Table C.2, for additionalipformation.

11D [63:0] Interrogator identifier, 8 bytes.

IV [12710] Initialization vector for CBC-encryption, 16 bytes.

SSC [12):0] Sequence counter for replay protection, 16 bytes.

8 State diagrams

8.1 General

This crlypto suite allows carrying out Tag identificationzwithout mutual authentication and secursg
commupication. Mutual authentication may be performed after successful Tag identification and securs
commuhication may be used after successful mutual atithentication. Mutual authentication corresponds
to AuthMethod 1 and Tag authentication with challenge response corresponds to AuthMethod 3, both
defined|in 10.3.

A Tag may use one of two authentication protocol modes, the partial result mode or the complete resulg
mode. Hoth Tag Identification and MutualyAuthentication generate partial results while calculating the
cryptogram. A Tag may provide these partial results to the interrogator to allow starting decryptior
while dalculation of the cryptogram'is still going on at the Tag. A reader compliant to this part of
ISO/IE( 29167 shall support both-modes. A Tag shall support at least one mode for each authenticatior
type, depending on its resources and capabilities as well as the features of the selected interface
standaifd (e.g. partial result-mode with Tag Identification and complete result mode with Mutua
Authentication). Completeresult mode may require the capability of the interface standard to handle
long time outs or to sighal the interrogator that a tag is still processing a command, depending on the
Tag’s pgrformance.S€eAnnex E for detailed information.

In partfal result'hode a sequence of Authenticate commands needs to be sent to the Tag in order td
complete thefull authentication protocol. In order for the authentication to succeed the entire sequence
must becexecuted successfully. The crypto suite state transitions triggered by the authenticatior

1 e Xra cunneifind 10 Clos o A0 o d s b n oot b ot ol lag 10 Ay
pay Oac O dI'C DIJ\'\'llALu I UGIAdUOL 1TV dITU IIT LIITU SUALU T AdITOoIVIVIT LAUICO TIT IAITIICA T,

The crypto suite state transitions and the Tag responses are according to the payloads of the Authenticate
command sent by the Interrogator and the result mode (partial/complete) embedded in the Tag. The
processing of the Authenticate command includes generation of an authentication cryptogram that may
be returned in the Tag response.

During authentication, both RAMON encryption and AES encryption produce the result in byte order.
Partial result mode in a Tag can take advantage of this fact. Completed portions of the result can be
fetched by the Interrogator while portions that have not yet been produced can be fetched successively.
In every Tag response that carries a portion of the result, the length of the remaining result bytes to be
fetched is indicated. The final packet indicates a remaining length of zero bytes in its payload. In case of
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any error, an Error Code is transmitted back using the Tag error-reply format defined in the related air
interface standard. The error table is given in Annex B.

A Tag receiving a command with incorrect AuthMethod or Step fields, shall respond with a “insufficient
privileges” or an “other error” error code. The crypto suite shall transit to the Init state.

An interrogator receiving a Tag’s response with incorrect AuthMethod or Step fields shall reset the Tag
and try to restart the communication.

aMa Cimder—rls Y g £, m = Py P
il JUdC UldgldiIl dIIU LI dIISIUIUILS 10T Idg IUcIultduun

All Authenticate commands for Tag identification have the AuthMethod field set to 11, (AuthMgthod 3)
hs specified in 10.3.

B.2.1 Partial Result Mode

Figure 4 illustrates the state transitions that apply to this crypto suite for Taglidentification in| partial
result mode.

Power-up
and not killed
I
|
|
| Authenticate
| (AuthMethod 3, Step 1,
| Tagstate transitions MRead = 0000,
I according to air interface or MRead > 0000,)
: standard
&) Authentfcate
Authenticate ' (AuthMethod B, Step 2)
(AuthMethod 3, Step 1, Authenticate
MRead = 0000, (AuthMethod 3, Step 2)

or MRead > 0000,)

Finished
and
MRead = 0000,

Finished
and
MRead > 0000,

Error

e Command is not Authenticate

e Command not allowed in this state
o/Incorrect AuthMethod or Step

Any
State

Figure 4 — Crypto suite state transitions for Tag identification in partial result mode

After power up, the crypto suite is in the Init state. Once the Tag receives an Authenticate command
with AuthMethod 3 and payload for Step 1, it processes the command, sends a response confirming the
reception of the command and transits to TAM1.1 expecting an Authenticate command with payload
for Step 2. When the Tag receives the first Authenticate command with AuthMethod 3 and payload for

© ISO/IEC 2016 - All rights reserved 15


https://standardsiso.com/api/?name=db7b1d87546707a2f0fd0a9a004bf541

ISO/IE

C29167-19:2016(E)

Step 2, it processes the command, sends a response containing a partial result, transits to TAM1.2 and
remains in this state as long as there are authentication data bytes remaining to be sent. In TAM1.2 the
Interrogator sends as many Authenticate commands as required to fetch the entire authentication data
produced by the Tag. The Tag indicates in the payload of the response message the number of bytes still
available to fetch.

Whenever the Tag receives an Authenticate command with AuthMethod 3 and payload for Step 1, it
resets all variables, transits to TAM1.1 and starts processing the command. The crypto suite transits to
state TAM1.3 once it has sent out the last fragment of authentication cryptogram and Tag Identification

was nofusedtoread=a pat +of-the Tasb TeioTy:
In case pf failure during one of the steps of the protocol, the crypto suite transits to the Init state:
8.2.2 |Complete Result Mode
Figure § illustrates the state transitions that apply to this crypto suite for Tag identification in complete
result mhode.
Power-up
and not killed
|
[ - .
| Tag state transitions according
I to air interface standard
|
Authenticate .
(AuthMgthod 3, Step 1, Authenticate
MRdad > 00002) (AUthMethOd 3, Step 1,
MRead = 0000;)
Error:
e Command is not Authenticate .
e Commiand not allowed in this state Authenticate
e Incorrgct AuthMethod or Step (AuthMethod 3, Step 1,
. MRead > 00005)
Authenticate
(AuthMethod 3, Step 1,
MRead = 0000;)
Figure 5 — Crypto suite state transitions for Tag identification in complete result mode

After power up, the crypto suite is in the Init state. Once the Tag receives an Authenticate command with
AuthMethod 3, payload for Step 1 and MRead = 00003, it processes the command, sends the complete
response and transits to TAM1.3.

In case

16

of failure during one of the steps of the protocol, the crypto suite transits to the Init state.
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8.3 State diagram and transitions for mutual authentication

016(E)

Mutual authentication can be performed only after the Tag has been successfully identified and therefore
is in state TAM1.3. Secure communication is possible only after successful mutual authentication that

involves generation of the required session keys.

After successful Tag identification, the crypto suite transits to state TAM1.3. The Tag is ready to receive
and process the Authenticate commands for mutual authentication now. All Authenticate commands for

mutual authentication shall have the AuthMethod field set to 017 as specified in 10.3.

B.3.1 Partial Result Mode

brocesses the command, sends a response confirming the reception of the eommand and
0 MAM1.1 expecting an Authenticate command with payload for Step 2. When the Tag rece

bends a response containing a partial result, transits to MAM1.2 and. remains in this state as

becure Communication). The Tag is ready for secure commurnication.

n case of failure during one of the steps of the nfutual authentication, the crypto suite tra
state Init. If the command sequence for mutual authentication is interrupted by any other non
huthentication command sent to the Tag, the crypto suite transits to state Init.

f in state SC the Tag receives any command other than Authenticate (AuthMethod 1, Step3),
'ransits to Init state. The secure channekis closed.

Figure 6 illustrates the state transitions that apply to this crypto suite for Tag identification fpllowed
by mutual authentication, both in partial result mode, and secure communicatien’ Once in state
TAM1.3 the Tag receives an Authenticate command with AuthMethod 1 and payload for Step 1, it

[ransits
ves the

first Authenticate command with AuthMethod 1 and payload for Step 2;-it ‘processes the cojnmand,

long as

'here are authentication data bytes remaining to be sent. In MAM1.2 the Interrogator sends 4s many
futhenticate commands as required to fetch the entire authentication data produced by the Tag. The
[ag indicates in the payload of the response message the number of bytes still available to fetch. After
having transmitted the last partial response, indicated by setting the remaining number of Bytes to
vero, the Tag transits into state SC, expecting an Authenticdte command with AuthMethod 1 Step 3 (=

nsits to
mutual

the Tag
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Power-up
and not killed
T
|
|
| Authenticate
| (AuthMethod 3, Step 1,
| Tag state transitions MRead = 0000,
I according to air interface or MRead > 00002)
: )tal Iddl d ‘
Authenticate
Authenticate (AuthMethod 37 Step 2)
Init (AuthMethod 3, Step 1, Authenticate
MRead = 0000, (AuthMethod 3, Step 2)

or MRead > 0000;)

Finished
Finished and
and MReéad = 0000,

MRead > 0000,

Error:

e Command is not Authenticate

e Command not allowed in this state
e Incorrect AuthMethod or Step

e Incorrect MAC or Cryptogram

R

Authenticate

Any
(AuthMethod 1, Step 1)

State

-

Authenticate
(AuthMethod 1, Step 2)

Authenticate
(AuthMethod 1, Step 3) sC MAM1.2 Authenticate

~Sectire Cullllllulliuu (AuthMethod 1, Step 2)

Figure 6 — Crypto suite state transitions for mutual authentication in partial result mode

I
=3
(2]
>
@
Qé'

8.3.2 Complete Result Mode

Figure 7 illustrates the state transitions that apply to this crypto suite for Tag identification followed by
mutual authentication, both in partial result mode, and secure communication. Once in state TAM1.3
the Tag receives an Authenticate command with AuthMethod 1 and payload for Step 1, it processes the
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command, sends the complete response and transits to SC expecting a Authenticate command with
AuthMethod 1 Step 3 (= Secure Communication). The Tag is ready for secure communication.

In case of failure during the mutual authentication, the crypto suite transits to state Init.

If in state SC the Tag receives any command other than Authenticate (AuthMethod 1, Step3), the Tag
transits to Init state. The secure channel is closed.

Power-up

and not killed
T

QO

Tag state transitions according
to air interface standard

:

Authenticate
(AuthMethod 3, Step 1,
MRead > 0000,)

Authenticate
(AuthMethod 3, Step 1,
MRead = 0000,)

Authenticate
(AuthMethod 3, Step*1,

Error:
0 MRead > 0Q005)

e Command is not Authenticate
e Command not allowed in this state
e Incorrect AuthMethod or Step
e Incorrect MAC or Cryptogram

Authenticate
(AuthMethod 3, Step 1,
MRead = (000,)

Authenticate
(AuthMethod 3, Step 1,
MRead >0000,)

Any
State
Authenticate
(AuthMethod 3, Step 1,
MRead = 0000,) Authenticate
(AuthMethod 1, Step 1)
Authenticate

(AutbMethod 1, Step 3)
~Secure Communication®

A

Figure 7 — Crypto suite state transitions for mutual authentication in complete result mode

8.3.3 Combination of complete and partial result mode

Complete result mode and partial result mode may be combined on a tag for the different authentication
types, e.g. a tag may perform Tag identification in partial result mode and mutual authentication in
complete result mode as a reasonable combination.
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9 Initialization and resetting

In order to achieve non traceability, a Tag’s unique identifier (e.g. UlI, UID) shall be randomized at power
on. For a possible implementation see Annex F.

10 Identification and authentication

10.1 Tag identification

The sequence of messages exchanged for Tag identification is depicted in Figure 8 for partial resGlf
mode. The sequence of messages exchanged for Tag identification is depicted in Figure 9 for complets
result mode.

10.1.1 |Partial Result Mode

The fir$t message includes a random challenge generated by the Interrogator and sent to the Tag. Iy
Step 1, the Tag responds with the total length of response that will be sent in, (The Tag’s response ir
Step 2 ip an encrypted message that only the legitimate Interrogator can decrypt,since it possesses the
necessqry private key.

Step 1: Authenticate(interrogator challenge) >
§ < Step 1: Response(total length of response)
> o
o ©
§ Step 2: Authenticate()* - '_
[=
< Step 2: Response(fragment of identification data, no. of bytes remaining)*

* The essage is sent multiple times'to retrieve all the remaining bytes.

Figure 8 — Message.exchange for Tag identification in partial result mode

In Step |1, the Interrogator-challenge is delivered to the Tag. This message is used to request the Tag td
send itdidentification data. Upon reception of this message, the Tag starts calculating the response. Theg
Tag’s fifst response s the total length of the identification cryptogram.

In Step|2, the Interrogator retrieves the fragments of the Tag’s identification cryptogram by chaining
further| Authénticate commands and responses. Once the Interrogator has fetched the entirg
identififation'data it is able to identify the Tag.

10.1.2 Complete Result Mode

The first and only message includes a random challenge generated by the Interrogator and sent to the
Tag. The Tag’s response is an encrypted message that only the legitimate Interrogator can decrypt,
since it possesses the necessary private key.

In Step 1, the Interrogator challenge is delivered to the Tag. The Tag starts calculating the response.
If the Tag has finished the calculation completely, it transmits the identification data to the reader,
marking this as Step 2 and setting the remaining bytes to zero. Once the Interrogator has fetched the
identification data it is able to identify the Tag.
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Step 1: Authenticate(interrogator challenge)

Step 2: Response(identification data, 0 bytes remaining)

Tag

Interrogator

Figure 9 — Message exchange for Tag identification in complete result mode

10.2 Mutual authentication

Before mutual authentication can be performed, the Tag has to be identified by the Interroga
bame messages, as specified in 10.1, need to be exchanged for this purpose. TheSe steps are rep{
Figures 10 and 11 for completeness.

10.2.1 Partial Result Mode

[he sequence of messages exchanged for mutual authentication is‘depicted in Figure 10 for the
result mode. The first message to the Tag after successful Tag identification includes the Inter
cryptogram. The Tag is in state TAM1.3. The Tag verifies the Interrogator cryptogram; if
successful, it returns the total length of the authentication.cryptogram, transits to MAM1.1 an
benerating its own cryptogram. If the verification of thelInterrogator cryptogram has failed,
returns a Crypto Suite error code and transits to Init.state.

n Step 2, the Interrogator retrieves the fragments of the Tag’s authentication cryptog
Chaining further Authenticate commands and xesponses. Once the Interrogator has fetched th
huthentication data it is able to authenticate,the Tag. After the Tag has sent out the first frag
huthentication data, it transits to MAM1.2+-After the Tag has sent out the last fragment of authen
Hata, it transits to SC.

f the Tag receives a message thatis-not formatted as specified in 10.3, it shall respond with a
buite error code and transit to Init state.

tor. The
pated in

partial
rogator
this is
1 starts
the Tag

ram by
b entire
ment of
tication

Crypto
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Tag Identification (AuthMethod 3)
Step 1: Authenticate(interrogator challenge) -
< Step 1: Response(total length of response)
Step 2: Authenticate()* .
5 < Step 2: Response(fragment of identification data, no. of bytes remaining)*
> >
o ©
= \ ~
"2 Mutual Authentication (AuthMethod 1)
Step 1: Authenticate(interrogator cryptogram) ~
- Step 1: Response(total length of response)
Step 2: Authenticate()* -
L Step 2: Response(fragment of authentication datayno. of bytes remaining)*
* The message is sent multiple times to retrieve all the'remaining bytes.
Figure 10 — Message exchange for mutual authentication in partial result mode
10.2.2 |Complete Result Mode

The sequence of messages exchanged for mutual authentication is depicted in Figure 11 for the completsg
result hode. The next message to-the Tag after successful Tag identification includes the Interrogatoj
cryptogram. The Tag is in state-“TAM1.3. The Tag verifies the Interrogator cryptogram; if this is
successfful, it starts generating its own cryptogram. If the verification of the Interrogator cryptogran
has failgd, the Tag returns@LCrypto Suite error code and transits to Init State.

If the Tpg has finished the calculation completely, it transmits the authentication data to the reader
marking this as Step 2 and setting the remaining bytes to zero. Once the Interrogator has fetched the
authentication datd it is able to authenticate the Tag. After successfully transmitting the authenticatior
data to [the interrogator, the Tag transits to state SC.

If the Thg-receives a message that is not formatted as specified in 10.3, it shall respond with a Cryptd

Su1te enrer codaand trancit +a Init ctqta
Fot—coaeahita St to1itSteates
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Tag Identification (AuthMethod 3)

Step 1: Authenticate(interrogator challenge)

>
- » Step 2: Response(complete identification data, 0 bytes remaining)*
|- o
<) @
= [
D Mutial Anithantication (AnthMaothod 1)
£ Mutual-Authentication{Authiethod-1)

Step 1: Authenticate(interrogator cryptogram) ~

Step 2: Response(complete authentication data, 0 bytes remaining)

Figure 11 — Message exchange for mutual authentication in complete result mode

[10.3 The Authenticate command

Vlessage and Response are part of the security commands that are described in the air interface
specification. The following subclauses are based on theyAuthenticate command described in the
related air interface specification. They describe the formatting and coding of the Message field of an
HAuthenticate command.

10.3.1 Message formats for Tag identification

['he coding of the Message field for Tag Identification, AuthMethod 3 Step 1 is shown in Tablg 7. This
message transmits the Interrogator Challenge to the Tag. KeySelect allows selecting one Kg put of a
humber of keys. If only one key is supported, KESel shall be 00h by default. If the interrogator ¢hooses
h value for KESel which points to akey Kr not available in the Tag, the Tag shall respond with a “Not
supported” error code and transit'to Init state. MRead shall be set to 0000 for Tag identification.

Table 7 — Message format for Tag Identification, AuthMethod 3 Step 1

AuthMéthod | Step | MRead RFU KeySelect Interrogator
Challepge
# of bits 2 2 4 8 3 124
Description 11 01, 0000, 0000 0000, KESel[7:0] CHy1 [147:0]

An Intervogator shall set all RFU bits of the Message field to “0”. An Interrogator not setting all RFU bits
[0 “0” is-hot compliant with this part of ISO/IEC 29167. A tag receiving a Message field with RFU|bits set
bther'\than “0” shall respond with a “Not supported” error code and return to Init state.

\ Fag using partial result mode; requires additional commands to transmit the partial results to the
Interrogator while in the state TAM1.1 or TAM1.2. The coding of the Message field in state TAM1.1
and TAM1.2 for AuthMethod 3 Step 2 is shown in Table 8. This coding is used to retrieve the partial

response bytes calculated by the Tag.

Table 8 — Message format for Tag Identification, AuthMethod 3 Step 2

AuthMethod | Step RFU
# of bits 2 2 4
Description 11, 102 0000
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An Interrogator shall set all RFU bits of the Message field to “0”. An Interrogator not setting all RFU bits
to “0” is not compliant with this part of ISO/IEC 29167. A tag receiving a Message field with RFU bits set
other than “0” shall respond with a “Not supported” error code and return to Init state.

10.3.1.1 Message format for RAMON memory read (optional)

The Tag identification mechanism additionally can be used to read out the Tag’s memory instead of the
SID. To read from the Tag’s memory, the MRead field shall be set to a value other then 00005.

MRead fprrdicatesthremmemnor Yy addresstoTreadfromrand strattbeirthreT ange V1VAVS s s s 9 FTheamoun
of memjory bytes transmitted back to the Interrogator is defined by Tag manufacturer and cannot‘bs
controlled by this message.

10.3.2 [Message formats for Mutual Authentication

The coding of the Message field of the Authenticate command for Mutual Authentication(AuthMethod 1
Step 1) s shown in Table 9. This message transmits the Interrogator Cryptogram torthe Tag.

KeySeldct allows to select one keyset (key pair Kenc + Kyac) out of a number,of ’keysets. If only ond
keyset |s supported, KSel shall be 00h by default. If the interrogator chooses*a value for KSel which
points fo a keyset not available in the Tag, the Tag shall respond with a “Not'supported” error code and
stay in the current state.

Table 9 — Message format for Mutual Authenticatiofy(AuthMethod 1, Step 1)

AuthMethod | Step RFU KeySelect | Interrogator Cryptogram
# of bits 2 2 4 8 512
Dlescription 01, 01, 0000, KSel[7:0] CG[511:0]

An Intefrogator shall set all RFU bits of the Messagefield to “0”. An Interrogator not setting all RFU bits
to “0” i not compliant with this part of ISO/IEC 29167. A tag receiving a Message field with RFU bits se
other than “0” shall respond with a “Not suppotted” error code and return to Init state.

The Interrogator Cryptogram is calculated-as follows:

a) Selgctan authentication key pair: Kgnc (KSel), Kyac (KSel).

b) Generate random challenge-(16 bytes): CHj;.

c) Co:[struct the plaintext message (48 bytes): S= CHjz || IID || CH || SID.

d) Engrypt the plainteXt’(48 bytes, without padding): C = ENC (Kgnc, S)-

e) Compute the MAC (16 bytes): M = MAC (Kyac, C)-

f) Th¢ interrogator cryptogram is the concatenation C || M (64 bytes).

NOTE 1| CThe Interrogator has obtained the SID and CHT from the previous identification response that was

t b AN Ln 1 ] 1ot £firlao Tt rs fal rS £l 1IN 3 4 AN rs H £
sen y T dg i coCcCarCUTatiUlT OT ot IcCT T O S atOT G y prtUgTatll, choc o1 1o aSCTU wiIthUa T aily STgiatul - CVvEeT

though a signature might have been included in the Tag authentication response.

NOTE 2  Since the input data to AES encryption is already a multiple of block size, no padding needs to be
applied in step d).

A Tag using partial result mode requires additional commands to transmit the partial results to the
Interrogator while in the state MAM1.2. The coding of the Message field for Mutual Authentication,
AuthMethod 1 Step 2, is shown in Table 10. This coding is used to retrieve the response bytes of a partial
result calculated by the Tag.
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Table 10 — Message format Mutual Authentication, AuthMethod 1 Step 2

AuthMethod Step RFU
# of bits 2 2 4
Description 01, 102 00002

An Interrogator shall set all RFU bits of the Message field to “0”. An Interrogator not setting all RFU bits
to “0” is not compliant with this part of ISO/IEC 29167. A tag receiving a Message field with RFU bits set
other than “0” shall respond with a “Not supported” error code and return to Init state.

|10.4 Authentication response

[he Tag sends a response message to each Authenticate command. Message and Response are|part of
'he security commands that are described in the air interface specification. The following subclauses of
this clause are based on the response described in the related air interface specifieation. They describe
the formatting and coding of the Response field of a response related to an Authenticate commahd.

10.4.1 Response formats for Tag identification

10.4.1.1 Partial Result Mode

['he first response shall indicate the overall length of response data and does not carry any bytgs of the
response data itself. The subsequent response messages transmit fragments of the response|data in
consecutive order. Each response message indicates thedemaining number of bytes to be trangmitted.
[he coding of the Tag Response field for Tag Identification, AuthMethod 3 Step 1, is shown in Thble 11.
n this state the Tag shall only transmit the total ferngth of response. After having transmitted the
response frame for AuthMethod 3, Step 1, the Tag.shall transit to state TAM1.1.

Table 11 — TAM Format of the Tag Response field for Tag Identification, AuthMethod 3 $tep 1

AuthMethod | Step RFU Remaining Length
# of bits 2 2 8 12
xxxh, “xxx” indicates the
Description 11, 01, 00h total length of response
data

A Tag shall set all RFU bits of the Tag Response field in step a) to “0”. A Tag not setting all RFU bifs to “0”
s not compliant with this part of ISO/IEC 29167. An Interrogator receiving an Authenticate R¢sponse
field with RFU bits set other than “0” shall ignore the RFU bits and try to continue communicatipn with
'he Tag.

An interrogator receiving a response frame formatted as shown in Table 11 shall continjie with
HAuthentiéate commands for AuthMethod 11, with payload for step b).

[he{cading of the Tag Response field for Tag Identification, AuthMethod 3 Step 2, is shown in Table 12.
When the Tag receives the first Authenticate command for AuthMethod 3, Step 2, it procegses the
command, sends the response, transits from state TAMT. T Into state TAMTI.Zand remains in TAM1.2
as long as there are identification data bytes remaining to be sent and no error occurred. The response
data is calculated by the Tag in consecutive order. See Annex C for a detailed description of the clear text
input to the authentication cryptogram, transmitted in the response data field. While the calculation on
the Tag is ongoing, the Tag can transmit already available fragments of the response data. The Tag shall
indicate the remaining number of bytes to be fetched in the Remaining Length field. The Remaining
Length encoded to 000h indicates that this is the last fragment.
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Table 12 — TAM Format of the Tag Response field for Tag Identification, AuthMethod 3 Step 2

Response Data Frag-

AuthMethod Step RFU RFU Remaining Length

ment
# of bits 2 2 4 Variable (n times 8) 4 12
Fragment from the result
of: xxxh, “xxx” indicates
Description 11, 10, 00002 |{RM_ENC (Kg, MIX(CHy3, 00002 | theremaininglength
RNT, TLV record, ‘00’ of response data

PWavatal

A Tag shall set all RFU bits of the Tag Response field in step b) to “0”. A Tag not setting all RFU bitscte “0’

is not c

field with RFU bits set other than “0” shall ignore the RFU bits and try to continue communie¢ation with

the Tag

10.4.1.
If the ¢

responge data in a single response. The coding of the Tag Response field is~shown in Table 12. A Tag
using Complete Result Mode shall set the Remaining Length field to 000h,t0 indicate that this is thg

only an|
consist

10.4.2

After hiaving received the Authenticate command for AuthMethod 1 with payload for step a) and

having

cryptogram. The Tag cryptogram is calculated as follows.

a) Veifify and decrypt the Interrogator cryptogrant:

1y
2)
3)
4)

b) Corhpare received CHf-and SID with stored values. If not equal, transmit a crypto suite error code

Ife

c) Int

d) Generate theTag cryptogram (48 bytes): S=CHr || SID || CH;z || IID.

e) Engd

pmpliant with this part of ISO/IEC 29167. An Interrogator receiving an Authenticate Responsg

P Complete Result Mode

hlculation of the response data from the Tag has been finished, the Fag transmits the wholg

d complete response. The Response Data Fragment contains the.complete RAMON cryptogram
ng of 128 bytes (1024 bits).

Response formats for mutual authentication

successfully verified the Interrogator cryptogrami-the Tag may start its calculation of the Tag

Recompute the message authentication code: MAC(Kmac, C).
Compare the MAC(Kpac, C) with received MAC.
If not equal, transmit a crypto suite error code. If equal, continue to 4).

Decrypt the ciphered message: DEC(Kgnc, €).

gual, continue with step c).

brrogator auttrenticated successfully. Tag is ready for Secure Communication.

rypt.the Tag cryptogram (48 bytes, without padding): C = ENC(Kgnc¢, S), IV = 0.

f) Compute the MAC (16 bytes): M = MAC(Kmac, C).

g) Transmit response containing the cryptogram (64 bytes): CGr=C || M.

NOTE1 Inthe calculation of the Tag cryptogram, the SID is included without the signature.

NOTE 2  Since the input data to AES encryption is already a multiple of block size, no padding needs to be
applied in step d).
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When the interrogator has received the response message it proceeds similarly.
a) Verify and decrypt the Tag cryptogram:

1) Recompute the message authentication code: MAC(Kpac, C).

2) Compare the MAC(Kyac, C) with received MAC.

3) Ifnot equal, authentication failed. If equal, continue to step 4).

4 n PR | 1 1 inS nlald 9 Vah
T) DUCLTIYypPULIT CIPIITT CU ITICSSd5C. ULUNENC, U ).

) Compare received CHr, SID, CHjz and IID with stored values. If not equal, authentication fpiled. If
equal, continue with step c).

") Tag authenticated successfully. The Interrogator may proceed with Secure Communication

10.4.2.1 Partial Result Mode

After having received the Authenticate command for AuthMethod 1 with-payload for step a), the Tag
Verifies the Interrogator cryptogram. Upon successful verification of theInterrogator cryptogram, the
[ag transits from TAM1.3 to MAM1.1 and sends the response franie formatted as shown in Thble 13.
[his first response shall indicate the overall length of response data and does not carry any bytes of
fhe response data itself. In state MAM1.1 the Tag shall only transmit a Remaining Length inforjmation,
ndicating the total length of response. The subsequent response messages transmit fragmentfs of the
response data in consecutive order. Each response message.indicates the remaining number of pytes to
be transmitted.

Table 13 — MAM Format of the Tag Responsefield for Mutual Authentication, AuthMethod 1

Step 1
AuthMethod |_Step RFU Remaining Length
# of bits 2 2 8 12
Description 01 01 00h xxxh, “xxx” indicates the total
p X 2 length of response data

A Tag shall set all RFU bits of'the Tag Response field in step a) to “0”. A Tag not setting all RFU bifs to “0”
s not compliant with thispart of ISO/IEC 29167. An Interrogator receiving an Authenticate R¢sponse
field with RFU bits set other than “0” shall ignore the RFU bits and try to continue communicatipn with
'he Tag.

An interrogatorCreceiving a response frame formatted as shown in Table 13 shall continjie with
fAuthenticate eommands for AuthMethod 1 with payload for step b).

n state MAM1.1 the Tag accepts Authenticate commands for AuthMethod 1 with payload for step
h). Whensthe Tag receives the first Authenticate command for AuthMethod 1, Step 2, it procegses the
command, sends the first fragment of the authentication data in response, transits from state MAM1.1
nte,state MAM1.2 and remains in MAM1.2 as long as there are authentication data bytes remajning to
besentand o error occurred. I e reSponse (rame i1 ate MAMT 2 isshowmnm i Labie 14~

The processing order in calculating the Tag cryptogram can be arranged in a way that allows partial
results to be ready before the cryptogram is complete: After encryption of a data block this part may
be transmitted to the interrogator, provided it has been included in the CMAC calculation, and the
buffer space can be recovered. While the calculation on the Tag is ongoing, the Tag can transmit already
available fragments of the response data. The Tag shall indicate the remaining number of bytes to be
fetched in the Remaining Length field.

The last fragment shall be indicated by setting the Remaining Length field to 000h.
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Table 14 — MAM - Format of the Tag Response field for Mutual Authentication, AuthMethod

1 Step 2
Response Data Frag- -

AuthMethod | Step RFU ment RFU Remaining Length

# of bits 2 2 4 Variable 4 12
Fraoment of the Ta xxxh, “xxx” indicates
Description 01, 10, 0000 & & | 0000, |theremaininglength

cryptogram.
of response data

A Tag shall set all RFU bits of the Tag Response field in step b) to “0”. A Tag not setting all RFU bits te “0/
is not cpmpliant with this part of ISO/IEC 29167. An Interrogator receiving an Authenticate Response
field with RFU bits set other than “0” shall ignore the RFU bits and try to continue communication with
the Tag

10.4.2.

If the cplculation of the response data from the Tag has been finished, the Tag transmits the wholg
$e data in a single response. The coding of the Tag Response field is shown in Table 14. A Tag
using Complete Result Mode shall set the Remaining Length field to 000h/te\indicate that this is the
only anf complete response.

respon

10.4.3

A Tag that encounters an error during the execution of a cryptographic suite operation shall send

an err

interfage standards.

Annex

cryptographic suite.

28

P Complete Result Mode

Authentication error response

reply to the Interrogator. The details of these errorxeplies are defined in the respective aif

B contains a listing of the Error Conditions“that may result from the operation of this
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Transmit Authenticate Command
Payload for step 1

v

Receive Authenticate Response

Step = 01, A&

Step = 10,

Tag error response
OR
(Step # 01, AND Step # 10,)

Step=?
Remaining Length field = x xxh Remaining Length(field = x xxh

Y

No. of bytes-remaining := xxxh
Fragmentof-authentication data

Yes

xxx > 000h? xxx = 000h?
No, xxx = 000h No, xxx > 000h
Yes Yes
Tag uses Partial Result Mode: E Tag uses Complete Result Mode:
Length of response := xxxh rror Response date complete
A 4
Transmit Authenticate Command
Payload for step 2
Receive Authenticate Response
xxx > 000h

Y

Response data complete

Figure 12 — Determination of result modes from Interrogators point of view.

The determination of the result modes, used from the Tag is shown in Figure 12. An Interrogator shall
check the Step and the Remaining Length field in the Tags response to determine between complete-

and partial response mode.

© ISO/IEC 2016 - All rights reserved

29


https://standardsiso.com/api/?name=db7b1d87546707a2f0fd0a9a004bf541

ISO/IEC 29167-19:2016(E)

11 Secure communication

While in state SC, the Tag is able to process Secure Communication, which supports the transmission

of MAC

-secured and optionally encrypted data fields. Message and Response are part of the security

commands that are described in the air interface specification.

11.1 Secure communication command

The following subclauses are based on the Authenticate command described in the related air interface

specifid
comma

The cod
of the /
encrypf
only’ is
the ses
data. F(
encrypf

ation. They describe the formatting and coding of the Message field of the Authenticaté
hd, which is used to perform Secure Communication.

ling of the Message field of the Authenticate command is shown in Table 15. The Message¢ field
uthenticate command contains application data, secured with a MAC. The data canbe either
ed or unencrypted. The value of the SCFlags field indicates whether ‘encryption and MAC’ or ‘MAQ
applied. The MAC is generated by the Interrogator using the session key, Sy4c/\For encryption
ion key, Sgnc, is used. The Tag uses the same keys to verify the MAC and decrypt the ciphered
r secure communication, the use of a MAC is mandated. If encryption is used, the data shall bg
ed first and then the MAC applied to the encrypted data. See 11.4.1 for.fmore details.

Table 15 — Message format for secure communication (AuthMethod 1 Step 3)

" Command
AuthMethod | Step | RFU | SCFlags Dflags(\{( . MAC
# of bit 2 2 4 4 4 Variable, n 128
times 8
Plain or message
Description 01, 11, 00002 Security Classmca.tlon of c1phereq data authentication
Level data field (depending on code
SCFlags)
The SCFlags field contains information about(the security level of communication for this messagg

exchan

be. The possible values are listed in Table 16.

Table 16 — SCFlags for secure communication

Value Descrm

0101, Command and response with MAC, no encryption

0111, €ommand and response with MAC, command encrypted

1101, Command and response with MAC, response encrypted.

1111, Command and response with MAC, command and response encrypted.

all othervalues |RFU

The Dfl
are list¢

ngs field contains information about the data encapsulated in this message. The possible valueg
bd-invTable 17.

30

Table 17 — Dflags for secure communication

Value Description
00002 Proprietary command or data
0001, Commands defined in this crypto suite (see 11.3)
00102 ISO/IEC 18000-63 commands
0011, ISO/IEC 7816-4 APDUs
0101 ...1111, |RFU
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A Tag authentication or mutual authentication shall not be included as payload in the Secure
communication commands, described in this clause. For a Tag or mutual authentication, the procedures
and commands described in 10.3 and 10.4 shall be used.

11.2 Secure Communication response

Message and Response are part of the security commands that are described in the air interface
specification. The following subclauses are based on the response described in the related air interface
specification. They describe the formatting and coding of the Response field of a response related to an
HAuthenticate command.

['he Tag Response Field of the Authenticate response contains application data, secured withya MIAC. The
lata can be either encrypted or unencrypted. The value of the SCFlags field of the preyious command
ndicates whether encryption and MAC or MAC only is applied. The MAC is generated\by the T4g using
fhe session key Syc. For encryption the session key Sgyc is used. The Interrggator uses tHe same
keys to verify the MAC and decrypt the ciphered data. For secure communication, the use of a MAC
s mandated. If encryption is used, the data shall be encrypted first and then-the MAC applied to the
encrypted data. See 11.4.2 for more details.

[he coding of the Tag Response Field is shown in Table 18. The Response Information Field may be
empty if the Tag has no data to return back to the Interrogator.

Table 18 — Format of the Tag Response field in the Secure Communication response frame

AuthMethod | Step | RFy | ResRoMse Information MAC
Field
# of bits 2 2 4 Variable, n times 8 128
Plain or ciphered data Message
Description 01, 11, Q000 |(depending on SCFlagsin| authentication
previous command) code

11.2.1 Secure communication error résponse

A Tag that encounters an erroy during the execution of a cryptographic suite operation shall send
hn error reply to the Interrogator. The details of these error replies are defined in the respedtive air
nterface standards.

Annex B contains a listing of the Error Conditions that may result from the operation |of this
Cryptographic suite.

11.3 Encoding of Read and Write commands for secure communication

[his Crypt@ Suite supports two commands for record handling: ReadRecord and WriteRecond. Each
record.ds.addressed by a record address and contains 16 bytes of data. Reference to a record which
s notieontained in the Tag will cause a “Memory overrun” error. Each record number is unique and
bequential.

The ReadRecord and WriteRecord commands shall be encapsulated in the Command Data field of the
Message field of an Authenticate command (see Table 15). The coding of the ReadRecord command is
shown in Table 19. The coding of a WriteRecord command is shown in Table 20.

The Dflag in the Message (see Table 15) field shall be set to 0001 to indicate this type of secure
command.

The Tag shall only accept read and write commands secured with a MAC. See Table 16 (SCFlags) for
more details.
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Table 19 — Command Data of the ReadRecord command

Command Identifier RFU Record address Number of records
# of bits 4 4 8 8
Description 0001, 0..02 Record addrt_ess tostart | Overall number of records to
reading read
Table 20 — Command Data of the WriteRecord command
Command Identifier RFU Record address Data
# of bit 4 4 8 n*128
Description 00102 0..02 Record add.rvless to start Data for n completérecords
writing
The RepdRecord and WriteRecord response from the tag shall be encapsulated in‘the Responseg

Inform
respons
return

address

Commalnd identifiers other than 00013 and 0010, are RFU. A Tag receiving-an RFU command identifie]

shall re
not cony

An Inte
bits to
RFU bit

11.4 Application of secure messaging primitives

The foll
types t

the responses are generated by the Tag.

Note th
session

In all f
derived

11.4.1

For sec
the dat
thereby

ition Field of the Tag Response Field of a Secure Comunication response. The format of the Tag'd
e field is shown in Table 18. The Response Data field may be empty if the Tag has no data td
back to the Interrogator. The response to the ReadRecord command gives’ the contents of thg
ed record or records.

spond with a “Not supported” error code. An Interrogator usingan RFU command identifier i{
pliant to this part of ISO/IEC 29167.

'rogator shall set all RFU bits of the Command Data Field to‘0”. An Interrogator not setting all RFU
0” is not compliant with this part of ISO/IEC 29167. Atag receiving a Command Data Field with
5 set other than “0” shall respond with a “Not supported” error code and transit into Init state.

pwing figures demonstrate the application of secure messaging functions to the various messagg
nat may occur. Please note that the commands are always generated by the Interrogator whilg

at different session keys are used for encryption and CMAC calculation: encryption requires
key, Senc, and CMAC calculation requires Syac.

llowing cases, the cal€ulation of CMAC, a MAC chaining value (MCV), is required; which is
from the send sequéenge counter by the equation MCV = SSC:

Secure Commupnication command messages

ire commadnds, the CMAC calculation always includes the SCFlags and the Dflags, in addition td
h or encapsulated command field; see Figure 13. The MAC is appended to the command which i
extended by 16 bytes.

32
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Command Data
MCV || SCFlags | DFlags (plaintext)

CMAC

caleulation
uuuuuuuuuuuu

SMAC >

v v

AuthMethod || Step || SCFlags | DFlags Command Data MAC
(plaintext)

Message Field

Figure 13 — Secure Communication Command MAC

['he formation of an encrypted secure command is’a bit more complex, as the SCFlags and Dflalgs have
o be interpreted by the Tag and therefore must remain in the clear. Only the data or encap
command part is, after padding, encrypted with AES in CBC mode and replaces the previous p
field. Then, in a second step, the flags andthe encrypted data or encapsulated command are t

entered into the CMAC calculation, and-the MAC is appended. The formation of an encrypted
fommand is shown in Figure 14.

sulated
aintext
pgether
secure
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padding

Command Data (plaintext)

8oh || 00h..00h

.

;

IV —» AES-CBC <« Sgn e

MCV SCFlags || DFlags Command Data (ciphertext)
CMAC
Swiac calculation
v v
Command Data
AuthMethod || Step || SCFlags || DFlags (ciphertext) MAC
Message Field
Figure 14 — Secture Communication Command ENC (with padding) and MAC
11.4.2 |Secure Comimunication response messages

In the cpse of response messages without encryption, there are two cases to distinguish, depending or
the prefente or absence of response data. In both cases the result of the CMAC calculation is appended
to the (unsecure) message, and the size of the response message field is increased by the size of thd

MAC, 16 bytes.

34
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MCV

.

CMAC
calculation

AuthMethod

Step MAC

.

Tag Response Field

Figure 15 — Response MAC (no data)

Figure 15 above demonstrates the case where a response message comprises no response dg
CMAC function is calculated over the MCV.

ta. The

MCV Response Information Field
CMAC
calculation Swac
AuthMethod || Step Response Information Field MAC

;

Tag Response Field

Figure 16 — Response MAC (with data)

In the case with response data (see Figure 16), the CMAC calculation includes the response data. Again,
the MAC is appended to the (unsecure) message.
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The final description of a secure response message (see the following Figure 17) covers the case where
the response field is required to be encrypted and MACed. The encryption encompassed the response
information field. Then padding has to be applied in order to match the input length required by the
block cipher and to be able to unambiguously recover the original plaintext after decryption. To this
end, a byte with content 80h is appended followed by enough zero byte 00h to achieve a total length
which is a multiple of 16.

The padded input string is encrypted with AES in CBC mode (to be explained later), and the result is fed
into the CMAC calculation. The final response which is sent to the interrogator is the concatenation of

th AEC ralnYal 'S 'y Jd 1. NAL
e JCDCTUUTpPUt dITU TITCT VT AU,

Response Information Field (plaintext) 80h || 00h..00h

— &

vV —» AES-CBC <~ Sgne

.

MCV Response Information Field (ciphertext)
CMAC
calculation Swac
AuthMethod || Step Response Information Field (ciphertext) MAC

:

Tag Response field

Figure 17 — SecureComm Response ENC (with padding) and MAC (with data)
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11.4.3 Explanation of cipher block chaining mode

SSC X1 Xz Xn
16 bytes 16 bytes 16 bytes 16 bytes

A
%
v

v \ v

AES ENC AES ENC AES ENC AES ENC
CIPH CIPHx CIPHx CIPH
| L 2SN ¢
Yo (IV) Y Y2 Yn

NOTE Xi: input plain text block, Yi: output cipher text block, CIPHk: output of the encryption functign of the
\ES under key K applied to input block.

Figure 18 — Blockwise encryption using AES in CBC-mode with SSC

Figure 18 explains the message encryption with AES in CBC mode using the send sequence founter
[SSC). In the first step, SSC is encryptedto the chaining block, Yg (or initial chaining vector, I{{). Then
o is XORed with X1, the first plaintext block. The result is encrypted to Y; which is the first output
block, and at the same time, theext chaining vector. In the following round, Y, = ENC(K,Y1 XOR X3) is
ralculated, and so forth until the final block, Y, = ENC(K,Yyn-1 XOR Xp). Note that the key being uised for
encryption is always the current session key, K = Sgnc. Xy includes the padding bytes.

For message decryption;.the described process has to be reversed and the ENC function in the chain has
fo be replaced with DEQ. In particular, Yo = ENC(K,SSC), X1 = Yo XOR DEC(K)Y1), ..., Xn = Yn-1 XOR DEC(K,Yp)
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ssc ¢ Y. o . Yo Y,
AES ENC AES DEC AES DEC % AES DEC AES DEC
Y Y \ Y
Yo (IV) 9 i% o i9 :9
\ \/ \ \
X1 X2 Xn-1 Xn

Figure 19 — Blockwise decryption using AES in CBC-mode with SSC
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Annex A

(normative)

State transition tables

Table A.1 — Crypto suite state transition table for Tag identification in partial result mode
# |StartState |Command2 |NextState |Action/Result qp
1 Init Authenticate|TAM1.1 Successful processing of the Authenticate command; l¢ngth of
Step 1 identification data is sent to Interrogator in response.
2 Init Authenticate|lnit An error occurred during the processing of the Authenticate
Step 1 command or generating the response: Error code is returned.
3 Init Authenticate|lnit Command not allowed in this state. Error code is retufned.
Step 2
4 TAM1.1 Authenticate|lnit An error occurred duringithe processing of the Authenticate
Step 1 command or generatiigyesponse. Error code is returped.
5 TAM1.1 Authenticate|lnit An error occurred-during the processing of the Authgnticate
Step 2 command or gererating response. Error code is returped.
6 TAM1.1 Authenticate|TAM1.2 Successful processing of the Authenticate command. Totdl length
Step 2 of identification data sent to Interrogator in response,
7 TAM1.2 Authenticate|TAM1.2 Successful processing of the Authenticate command. Fifagment
Step 2 of identification data is sent to Interrogator in responfse. This
is'net the last fragment, otherwise #11 is valid.
8 TAM1.2 Authenticate|lnit An error occurred while processing the Authenticate command.
Step 2 CS transits to Init state; an error code is returned.
9 TAM1.1 Authenticate| TAM1.1 Resetall variables and start processing Authenticate command.
$2$i§ Step 1 Upon successful processing of the Authenticate command: transit
' to TAM1.1 and send the total length of identification|data to
Interrogator in response.
10 |TAM1.2 Authentitate|Init In case ofan error during command processing, the CS fransits
Step 1 to Init state; an error code is returned.
11 |TAM1.2 Authenticate| TAM1.3 In case of success: Final fragment is returned. CS trajnsits to
Step2 TAM1.3 once the final fragment has been returned.
12 |TAM1.2 Authenticate|lnit An error occurred while processing the Authenticate command.
Step 2 CS transits to Init state; an error code is returned.
13 |TAM1'3 Authenticate|lnit Command not allowed in this state. Error code is returped. The
Step 2 CS transits to the Init state
14 |, |Init, TAM1.1, [Non-CS com-|Init In case any other non-crypto suite command is recdived by
TAM1.2, mand the Tag after successful Tag identification, the CS remains in
TAM1.3 or transits to state Init. f1
a  With AuthMethod field set to 112 and MRead = 00005.
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Table A.2 — Crypto suite state transition table for Tag identification in complete result mode

# |StartState |Commanda Next State |Action/Result
1 Init Authenticate|TAM1.3 Successful processing of the Authenticate command; final result
Step 1 data are sent to Interrogator in response.
2 Init Authenticate|lnit An error occurred during the processing of the Authenticate
Step 1 command or generating the response: Error code is returned.
3 Init Authenticate|lnit Command not allowed in this state and result mode. Error
Step 2 code is returned.
4 TAM1.3 Authenticate|TAM1.3 Reset all variables and start processing Authenticate command,
Step 1
5 Injt, TAM1.3 [Non-CS com-|Init In case any other non-crypto suite command is received by
mand the Tag after successful Tag identification, the CSitransits to
or remains in state Init.
a  With AuthMethod field set to 112 and MRead = 0000>.
State trpnsition tables for Tag identification in partial or complete result mode are shown in Tables A.1
and A.2,.
Table A.3 — Crypto suite state transition table for mutual authentication in partial result mode
# |StartState |Commanda Next State Action/Result P O\
1 TAM1.3 Authenticate MAM1.1 Successful processing of the Authenticate command; length
Step 1 of authenticatiofidata are sent to Interrogator in response.
2 TAM1.3 Authenticate Init An error occurred during the processing of the Authenticate
Step 1 command or'génerating the response: Error code is returned.
3 TAM1.3 Authenticate Init Commahd not allowed in this state. Error code is returned.
Step 2
4 MAM1.1 Authenticate Init Cefimand not allowed in this state. Error code is returned.
Step 1
5 MAM1.1 Authenticate Init An error occurred during the processing of the Authenticate
Step 2 command or generating response. Error code is returned.
6 MAM1.1 Authenticate MAM1.2 Successful processing of the Authenticate command. First
Step 2 fragment of authentication data sent to Interrogator in
response.
7 MAM1.2 Authenticate MAM1.2 Successful processing of the Authenticate command. Next
Step 2 fragment of authentication data is sent to Interrogator in
response. CS remains in MAM1.2 as long as it has not re-
turned the final fragment.
8 MAM1.2 Authenticate Init In case of an error: the CS transits to state Init; an error
Step 2 code is returned.
9 MAM1.2 Authenticate Init Command not allowed in this state. Error code is returned.
Step 1
10 |MAM1.2 Authenticate SC Successful processing of the Authenticate command: Final
Step2 fragment and Remaining Length of zero is returned CS
transits to SC once the final fragment has been returned.
11 |TAM1.3, Non-CS com-|Init In case any other non-crypto suite command is received by
MAM1.1, mand the Tag after successful Tag identification and before mutual
MAM1.2 authentication is completed, the CS transits to state Init.
12 |SC Non SecureComm | Init In case any non-SecureComm command is received by the
command Tag after successful mutual authentication, the CS transits
to state Init.
a  With AuthMethod field set to 015.
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Table A.4 — Crypto suite state transition table for mutual authentication in complete result mode

# |StartState |Commanda Next State |Action/Result
1 |TAM1.3 Authenticate SC Successful processing of the Authenticate command;
Step 1 Final result data are sent to Interrogator in response.
2 |TAM1.3 Authenticate Init An error occurred during the processing of the Au-
Step 1 thenticate command or generating the response: Error
code is returned.
3 |TAM1.3 Authenticate Init Command not allowed in this state and result mode.
Step 2 Error code is returned.

4 |TAML.3, Non-CS command Init In case any other non-crypto suite commard is re-
ceived by the Tag after successful Tag identification
and before mutual authentication(is complefed, the
CS transits to state Init.

5 |SC Non-SecureComm com- |Init In case any non-SecureComm'command is rec¢ived by

mand the Tag after successful mutual authentication, the CS
transits to state Init.

a  With AuthMethod field set to 015.

Table A.3 and A.4.

btate transition tables for Mutual authentication in partial or cofmplete result mode are sHown in
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Annex B
(normative)

Error codes and error handling

A Tag that encounters an error during the execution of a cryptographnic Suite operation shall Send
an errofr reply to the Interrogator. The details of these error replies are defined in the respective ai}
interfage standards.

This Apnex contains a listing of the Error Conditions that may result from the operation’ of this
cryptographic suite. Annex E defines how to translate this error condition into an error code for the aif

interfade.

Table B.1 — Crypto suite error codes

Crypto|Suite Error Condition Description

Other efror Miscellaneous error

Not supported The requested functionality is not supported by this Tag or by this CS

Insuffidient privileges The interrogator did not authenticatelitself with sufficient privileges for the
Tag to perform the operation

Memory overrun The command attempted to access a non-existent memory location.

Memory locked The Tag memory location is locked an not writeable

Crypto Suite error Cryptographic error detetcted. This triggers a reset
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Annex C
(normative)

Cipher description

.1 Tag Identification Cryptogram Preparation

[he preparation of the RAMON authentication cryptogram comprises several distinct’step
berformed consecutively as specified in the following subclauses. The first step is the‘compod
'he authentication record from the components as specified in Table C.1. In this composition the
bignature and the random filling bytes are encoded as TLV structures to facilitate the decompos|
'he interrogator. If the optional signature is not present, its TLV structure has to be omitted conj
As can be seen in the Table C.2 the length of the random filling field is chosen to bring the whold
[0 a size of exactly 128 bytes.

Table C.1 — Components of the authentication message

s to be
ition of
SID, the
ition by
pletely.
record

Interrogator | Tag Random | TLV-coded,| FLV-coded TLV-coded
Challenge Number SID signature | random filling | P4

CHp1 RNt “TLV record”

f.ero
dding
00h”

# of bytes 16 16 10 2+s 2+r =128-45-s

Total # of bytes 128

[LV encoding of the individual data fields shown in Table C.2 message:

Table C.2 — TLV fields in the authentication message

T L V

# of bytes 1 1 L

Description “C1” 8 SID, conditional. At least one of “C1” or “C4” shall be present.

“cz2” s-bytes |Signature over SID, length depends on selected signature scheme an
rameters, e.g. in case of using ECDSA with a 320-bit curve, s = 2*40 |
Optional field.

d pa-
ytes.

“c4" 8 SID “EPC-coded”, conditional. At least one of “C1” or “C4” shall be pre
See F.1.3 for more details.

sent.

“C8” rbytes |Random padding data

As thesaimber of bytes in the content field V is always less than 127 bytes, only a single byte L|
fo codéethe length.

is used

Dan{‘nm F]”lnn‘ anr‘] a Fina] ZergQ-= hwfn shall ]'\n appnnﬂnr‘ tothe anﬂ'\nnhr‘ﬂhnn mnccan’n to ‘nnl

a total

size of 128 bytes This length is determmed by the modulus n with 21024 - 1 > n > 21016 in the Rabin-

Montgomery scheme.

If only two bytes are left for the TLV-coded random filling, the coding shall be C8h 00h. If only o
is left for the TLV-coded random filling, the coding shall be 00h.

C.1.1 RAMON Memory Read — Cryptogram Preparation

The RAMON encryption may be used to read out dedicated memory areas of the Tag, when

ne byte

Mutual

Authentication and Secure Communication are not implemented on the Tag. To do so, instead of the SID,

content of the Tags memory shall be transmitted to the Interrogator.
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The preparation of the RAMON cryptogram comprises the same steps to be performed consecutively as

specifie

d for the Tag identification. The first step is the composition of the authentication record from

the components as specified in Table C.3. In this composition the Memory Content, an optional SHA-256
Hash and the random filling bytes are encoded as TLV structures to facilitate the decomposition by the
interrogator. The optional Hash value is calculated from the Memory Content. If the optional Hash is not
present, its TLV structure has to be omitted completely. As can be seen in the Table C.4 the length of the
random filling field is chosen to bring the whole record to a size of exactly 128 bytes.

Using the optional Hash, a maximum of 59-byte memory can be read by a single command. Not using

the Ha

H £0°2 laxxt 1o Jd 1o H 1 o
I, A TITdXATIITUTIT UT 757Uy TCTIIITIIUT y LA DT T TAU Uy d STTEgIC CUTITITATIU.

Table C.3 — Components of the authentication message

Interrogator | Tag Random | TLV-coded | TLV-coded TLV-coded Zero
Challenge Number Memory Hash random filling “| Padding
CHyq RNT Content “00h”
“TLV record”
# of bytles 16 16 2+m 2+C 2+r =(128-37-c-m 1
Total # jof bytes 128
TLV engoding of the individual data fields shown in Table C.4:

Table C.4 — TLYV fields in the memory read message

T L \'
# of bytes 1 1 L
Description “CA” |m bytes Memory

“CC” |cbytes SHA-256, optional field
“C8” |rbytes Random padding data

As the qumber of bytes in the content field, V, is:always less than 127 bytes, only a single byte, L, is used

to code

If only 4
is left fq

C.1.2

The RA
informd
messag
additio

the length.

wo bytes are left for the TLV-coded random filling, the coding shall be C8h 00h. If only one bytg
r the TLV-coded random fillihg, the coding shall be 00h.

Additional Data fields

MON encryptionsadditionally may be used to read out sensor data and/or other dynamig
ition. This can-b® done by optionally inserting additional TLV-fields into the authentication]
e of either the Tag authentication or the RAMON memory read function. The coding of thesd
nal TLV-fields'is shown in Table C.5.

44
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Table C.5 — Additional TLV fields for sensor data or other information

T L \'
# of bytes 1 1 L
Description “C5” p bytes |Session access password, optional field.

command.

This field allows providing a session access password (32 bits), to be used
to transit a tag into secure state, e.g. to perform a subsequent Untraceable

tthisfield s used; thesize of the Tandonr fitting shatt beTeduced b
bytes. See E.1 for additional information.

2+p

“CD” d bytes |[Sensor Data, optional field.

If this field is used, the size of the random filling shall be ¥eéduced b
bytes for each sensor data field used.

y 2+d

“CE” e bytes |General purpose, optional field.

If this field is used, the size of the random filling shall be reduced b
bytes for each field used.

y 2+e

“CF” fbytes |General purpose, optional field.

If this field is used, the size of the random filling shall be reduced b
bytes for each field used.

y 2+f

['he usage of these additional TLV fields enables a simple méchanism to transmit sensor data ¢
bossibly dynamic data to the Interrogator in an encrypted way. Table C.6 shows an exampld
huthentication message, where a single TLV-field to encode sensor data is used.

Table C.6 — Example for an authentjcation message with a sensor data field

r other
» for an

Interrogator Tag Ran- TL\iﬁd TLV-coded |TLV-coded| 1y oded 4

dom Signature Sensor random fillin
Challenge Sorbe g data g P"a

CH
1 RNT W\ “TLV record”

ero
ding
oh'l'

2+r =128-45-

# of bytes 16 16 10 2+s 2+d s2-d

Total # of

bytes 128

.2 The MIX function

Because it intetleaves static and dynamic components of the Tag ID the introduction of the MIX fi
Feduces the risk of leaking information. The resulting 128 bytes are input into the Rabin-Mont|
encryption function that is specified in C.3. The following C fragment specifies the MIX funct
hs wellkas padding with random data. If during the execution of MIX the SID data is exhausted, |
bytes'are taken from the random number generator:

unction
comery
jonality
padding

gantle + 1', 'I, RNSIZE — ‘Iﬂ,-

for (i=0; i<RNSIZE; ++i) RN T[i] = rnd08(); // generate tag random number
// (precondition for MIX
// function)
for (i=0; i<16; ++1i) { // loop for permutation
// rounds
for (1=0; 1<5; ++1) { // five bytes from TLV structure
PERM[i*7+1] = TLV[i*5+1];
}
PERM[1i*7+5]
PERM[i*7+6]

CH I[i]; // one byte reader challenge
RN_T[i]; // one byte tag random no.

}
for (i=16*7; i<127; ++i) { // add final ID bytes to PERM
PERM[i] = TLV[i-16%(7-5)];
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}

uintle t j =0, k =1 ;

for (i=0; i< 127; ++1i) { // loop for masking
if (1 mod 7 == 6 AND i < 112) {
OUT[i] = PERM[i] ; // this is a part of RN T:

// take it without masking
// do not increment counter j, k

} else {
mask = RN _T[j] ~ RN T[k] ; // generate mask byte from RN T
Dytes T armd—k
OUT[i] = PERM[i] ” mask ;
k += 1 ; // increment counter, inner loop
if (k == 16) {
Jo+=1; // increment counter, outer loop
k=73 +1; // avoid equal combinations
}
}
}
OuUT (1271 = 0 ; // zero padding

The output OUT[] of the MIX function is formed from a couple of components. These are:

CH]I[0..15]  random challenge CHj; received from the interrogator, 16 bytes
RN|T[0..15] random number RNT generated by the tag, 16 bytes

TLY[0..94] TLV structure containing SID, an optional digital signature and random padding,
(95 bytes). TLV(SID, Sign, RND)

All thege data items are input to the MIX(CH_I, RN_T, TI¥)) function block where they are permuted
and mdsked (XORed) with specific bytes from RN_T-RN_T itself is not masked. The permutation
interledves static and dynamic data items such as tg;avoid long runs of possibly known data during thg
multipljcation which could encourage some attacks: The XOR with random data is a countermeasurs
against|SPA/DPA attacks.

The permutation is defined by the followitig sequential procedure: take 5 bytes from TLV, then 1 bytg
from CH_I and then 1 byte from RN_T.(This has to be done 16 times. Store these 16 x 7 bytes = 117
bytes ifto the message buffer M. Finally, take the remaining 15 bytes from TLV and store them into thg
massagge buffer M.

Next, almask operation is done-with the resulting permutation. The mask is derived from the RN_T
by XOR|ng two different bytes. Every possible byte combination shall be used only once, therefore ar
indexinlg scheme is used-astaid out in the program code and shown in Figure C.1.

The sp4gcified indexinig'scheme allows 120 =i(i-1)/2 combinations, where j and k are different, which is
quite syfficient for'd11 = 95 + 16 items. The possible combinations of j and k are illustrated in Table C.7
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Generate
RND16

v

CH, | RNy | TLV[SID] | TLV[Sign.] | TLV[RND] |00h

Permutation
PERM Y
No of Bytes 5 (11 5 1|1 eee | 5 |1]1 15 1
16 x 7 Bytes 16 Bytes
No of Bytes |5 |1 5 [1L_ eee | 5 [1 15 A 4
1 EI 1 1
MASK(i] = RN+ [=0..15] @ RN [k=j+1..15]
Outli] = MASK[i P PERM][i]
Out[i] = PERM(]i] for (imod 7 = 6 AND i<112)
ouT Y
NO Of Bytes 6 1 6 1 [ X X} 6 1 15 1

16 x 7, Bytes 16 Bytes
Input for RAMON encryption

Figure.C.1 — Illustration of the mix function
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RNy
0 B RN¢(j=0)
) 4
<> A A A A A A A A A :(): PERM][0]
A
] RN (ko) | L 0UTI[0]
<> A A A A A A A A :(): PERM[1]
A
2 [ RNK=2) v O
() A A A A A A A :(); PERM[2]
A |
3 | RNg(k=3) ——— v ot
() A A A A A A :(): PERM[3]
A
4 | RN(k=4) L OUT[4]
) 4
<> A A A A A :(); PERM[4]
A |
5 | RNq(k=5) v v
() ) S S A ;(); PERM[5]
A
6 | RN(k=6) —— OUTI[5]
:PERM[(S]
7 | RN(k=7) ouTtel
) 4
() ) - A ;(): PERM[7]
A |
8 | RN(k=8) ouTtr)
) 4
P—r +—>D<«—PERM8]
A
9 [ RNi(Kk=9) Ly 0uUT[8]
) 4
() A ;(): PERMI[9]
0 4 L OUT[9]
°® o
11 e °
°® o
12
PERM[13]
I:oums]
13 |—> RNy(k=13) ) 4
P>P+—PERM[14]
4+ L outy
14
P o
15 o .
P o

Figure C.2 — Illustration of the application of the mask function

The possible combinations of the counter values j and k are shown in Table C.7.
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Table C.7 — Possible combination of j and k, applying the mask of the MIX function

j Kk
0 1, |2, 13, 14 |5 |6 |7 |8 |9, [10, |11, |12, [13, |14, |15
1 , 13, 14, |5, |6, |7, |8, |9, |10, [11, |12, |13, |14, |15
2 , |4, |5, |6, |7, |8, |9, |10, |11, |12, |13, |14, |15
3 4,15, |6, |7, 18, |9, [10, |11, |12, |13, [14, |15
4 5, |6, |7 18, |9, |10, [11, |12, |13, |14, |15
5 6, 17, 18, |9, [10, [11, [12, [13, [14, [15
6 7, 18, |9, [10, [11, |12, |13, |14, |15
7 8, 9, |10, |11, |12, |13, [14-|15
8 9, [10, [11, |12, |13, ,[18,7[15
13 14, |15
14 15

(.3 Rabin-Montgomery Encryption

For the following specification of the Rabin-Montgomery encryption, the public key, KE, is rep
'he formulae by the shorthand notation n.

\s described in Reference [3], the encryption of a cleartext message M is calculated as

C=M2modn

where C is the cipher text. Remember that
n=p-q

where p and q are primes which satisfy the congruency condition p = g = 3 (mod4).

n order to optimize security;p and g should be of the same order of magnitude, log p ~ logq,

message M should not be/smaller than the modulus n. Then, the decryption as the calculatio
bquare root of € (mod n).is unfeasible without knowing p and q.

[aking the remainder of a long number is a computationally expensive operation; theref
Conventional expression for calculating the modular square of M is replaced by a different metho
reduction which/requires only multiplication. This method is known as Montgomery multiplic
[o this end;;a-Montgomery base R, is defined, where R is a power of 2, such that R = 21024, B
rather thfe exponent, is public information and thus a component of the public key. With these def]
t is possible to calculate the cipher text as

aced in

and the
h of the

re, the
1 of size
htionl2].
se R, or
initions

C* = M2R-1 mod n

The encrypted message C* is the value sent from the Tag to the Interrogator. The clue with Mont

gomery

multiplication is that the division by R can be implemented as a simple right shift of the result and thus,

can be done at almost no computational cost. One should be aware that C* = C, which means that the
Interrogator has to undo the effect of the base R division and has to do a proper mod n reduction.
However, the Interrogator is assumed to have enough computational power to do that without

noticeable delay.

As indicated above, the minimum usable value for the particular choice of n is R = 21024, However, it
is advantageous to choose a larger value, because that reduces the probability for C* to exceed the
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modulus n. With a proper choice of R, it is not necessary at all to care for the mod-Operation. The proper
value of R for this cipher suite is defined in C.5.

The primes p and q used in the Rabin-Montgomery algorithm must satisfy

2(nBits-1)/2 < p,q< 2(nBits)/2

and

IIO’zp-lugzqi_G,l

where 1Bits is the bit length of the public key.

For addjitional information refer to Reference [9], 6.4.1.2.1 and Clause 5.

C.4 Rabin-Montgomery Decryption

For the[decryption of the cipher text message C* a modular square root has tolbecalculated. As a firs{
step th¢ effect of the Montgomery multiplication has to be unrolled by modwlarmultiplication with the
residuelR:

C=[L*Rmod n = (M2R1)R mod n

Then tHe clear text message is one of the four roots

M::\/Emodn

which dan be determined by means of the private exponents p and g and by application of the Chinesd
Remainfler Theorem.

In order to determine which one of the four roots is the correct one the Interrogator shall check all of the
four rogts for correct presence of the previéusly sent challenge CHj;. To be able to do this, it is necessary
to apply the inverse of the MIX functionto each of the four roots to get the original plaintext P.

In ordef to guarantee the securitysof the Rabin-Montgomery algorithm, the decryption procedure if

the Intgrrogator is not allowed to-output any plaintext data corresponding to a root M = \/Emod n in
which the previously sent challenge CH_I is not present. It shall delete any such erroneous roots (and
also thg corresponding plaintexts) from its internal memory before returning to the calling program. If
the challenge CH_I is notpresent in any of the four roots, the decryption procedure shall not output any
plaintext data at all,

C.5 Definitionh of the Montgomery Residue

The resjidite R used in Montgomery multiplication shall be 21088,

C.6 The inverse MIX Function MIX-1

To get back the original plaintext P finally, the Interrogator has to apply an inverse MIX function MIX-1
after encryption of the received message:

uintl6_t i, RNSIZE = 16;

for (i=0; i<RNSIZE; ++i) RN T[i] = OUT[7*i+6];// read tag random number from
// decrypted message (OUT[] from MIX function)
// (precondition for DEMIX function)

uintlé t i ch =0, i tlv=0, J =0, k=1 ;
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// loop for unmasking (= XOR, using the same mask as used for MIX)
for (i=0; i< 127; ++1i) {
// do not process the last byte (zero padding byte)
if (not (i mod 7 == 6 AND i < 112)) { // skip parts of RN T
// generate mask byte from RN T bytes j and k:
mask = RN _T[j] ~ RN T[k] ;

if (i mod 7 == 5 AND i < 112) {
// this is part of the challenge
CH I[i ch] = OUT[i] * mask ;
ich+=1;
Fe=tse—¢
// this is part of TLV
TLV[i tlv] = OUT[i] * mask ;
i tlv +=1 ;
}
k +=1 5 // increment k, j
if (k == 16) {
Jo+=1;
K =79 +1;

bADBYTE = OUT[127];

CH_I[0..15]  random challenge CHj; received from thelifiterrogator, 16 bytes

RN_T[0..15] random number RNT generated by the‘tag, 16 bytes
(95 bytes). TLV(SID, Sign, RND)

C.7 Padding for Symmetric Encryption

[he Command Data of an Authentication command with AuthMethod 1 Step 3 (Secure Commu

response) is transmitted encrypted if indicated in the SCFlags field of the related Authen
rommand. In these cases(the plaintext to be encrypted shall be padded prior to encryption, u
method specified in this.suibclause.

After applying this‘padding method, the input to the encryption is a single or are multiple compl
blocks. Padding.shall be applied, even if the total number of bits in the plaintext is already a mu
the block sizeofthe symmetric cryptographic algorithm (e.g. 128 bits for AES).

Padding 4s‘applied as follows:

— Append 80h to the plaintext data block.

Ifthe rocultinag hlack lonath ic 29 multinle aftho 11
e eSS uth oo e TeR g to—Hutt Ottt

['he output OUT[] of the inverse MIX function is formed from a cotiple of components. These are

TLV[0..94] TLV structure containing SID, anoptional digital signature and random padding,

hication

fommand) are transmitted encpyptéed if indicated in the SCFlags field of this command. The R¢sponse
nformation Field of an Authentication response with AuthMethod 1 Step 3 (Secure Communication

tication
bing the

bte data
[tiple of

qualsth = dize), no

iple
further padding is required. If not:

— Append as many zero bytes as necessary to complete the final block (to a length multipl
algorithm block size).

C.8 Coding Examples

C.8.1 RAMON Encryption

The following C- code is an example of a RAMON encryption./ /
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// Definitions:

//

// - the notation is similar to C / Java

// - Montgomery bit length r:

// a fixed system parameter (Residue), here: r = 1088
// - variable n:

// n is the public key, (known as Ke)

// - variable x:

// x 1is the plaintext to be encrypted

// (the result of the MIX function)

// - variable y:

// VTS the ciphertextfor the praimtext

// (where the least r bits have to be skipped since they are zero)
// - |Function is_odd(y) :

// returns 'True' for odd y && 'False' for even y
//

// Alg¢rithm description:

//

// S¢ope:

// Given a plaintext x && an odd public key n with
//

// 0 <= x < n << 2%*p

//

// find an integer y >= 0 which fulfils the equation
//

// X * x + z * n =y * 2%y

//

// (for some integer z), such that y < n holds with a
// very high probability. Here '**' means exponentiatjioun
//

// Then y is the cipher text for the plaintext x.
//

// Sfep I:

// "calculate the square y of the plaintext xVU

// y = x * x;

//

// Sfep II:

// "r-Bit Montgomery reduction of y modulo n"

// for (1 =0; 1 < r; 1 =1+ 1) {

// if (is_odd(y)) {

// y =y + n;

// }

// y=y /2

// }

// return y

//

// Samgle values:

//

// - r|= 1088

//

// - pyblic key n¢

// 034bb24343b482e006celfa33383e2304081£f5c62a3

// 67466e3@9387e3717£626b5b40fb9d910a82£595

// be9%bd4e28lacalbf80449fc4d3e7a5e35£5665654

// 6c9d¥%7e000000000000000000000000000000000

// 0600000000000000000000000000000000000000

// 0000000000000000000000000000000000000000

// 0000000000000001

//

// - plaintext x:
// 0x7411d164dbd5ab10302a6c8bb17£65280c3cc589

// £647d653326ca3cb440709884a0ed86d0c8f5309
// 8£f1£f0068683c3c3c3c3c76763c3c3c3c3ccbhbeb3c
// 3c3c3c3ccbeb2938342820939365727574617070
// 6e676973200a0a4343453e3e08083e3e3e3e3ele
// le3e3e3e3e3e66663e3e3e30538d8d3c38444967
// 414161743e0849

//

// - expected ciphertext y:
// 0x2203be703fe6f7f23acblcfaddl2b69719a5b02d
// de2d90blcab58adf294£93abd98963cl2b7e47279
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// aleldfafelcee6dlb6dc84248aa9f21ba%90a3296

// 78c8195cd5359757302e3e35637c684a3e15465b

// 70e3b3635a6cd9c52a48a206eef2471aal2lbasb0

// f2eb9d0a9%a6eb621163402dcbd0dbcb292d56736

// 3389caa28fcebdd2

//

// Sample in C

//

// Important remark:

// This code has been written for a better
UEr s tadIing of  the Rap I MoTtgomery EnC TPt IO

/ It is not optimized for run time || memory space.

/

/ - for each long integer x the equation x[i] defines bit number i

/

/

tinclude <stdio.h>
tinclude <stdint.h>
Finclude <stdlib.h>

intlé_t r = 1088 ;

intl6é_t n([1024] ;
hintl6 t x[1024] ;
intle t y[4096] ;

/
/ converts a hex character (0..9,'a'..'f') to a bisany value
intl6 t bin value(char ch) {
1if('0'<=ch && ch<='9")
{
return ch - '0"';
}
else 1if('a'<=ch && ch<="'z")
{
return ch - 'a' + 0x0A;
}

return 0 ;

/ set given binary stream tg gero

yoid setzero (uintl6 t * bih, uintlé t size) {
int i ;

for (i=0; 1 < size;(i++) { bin[i] = 0 ; }

converts a hexUstring into a string of bits (with LSB = bin[0])
returns the muaber of bits
after convéxting the function pads the bit stream with zero bits
until nwhhetr of bits == size
intl6 t Hex2bin (char * hex, uintl6 t * bin, uintlé t size) ({
uint¥e)t len = 0 ;
char=*" start = hex ;
whore (*hex != '\0') { hex++ ; } hex-- ;
while (hex >= start) {
uintle t i ;
uintl6 t nibble = bin value (*hex) ;
for (i=0; i<4;i++) {
uintl6é t bit = 0 ;
uintl6 t mask = 0x01 << i ;

NN N

if ((nibbleg&mask) !'= 0) { bit =1 ; }
*bint++ = bit ;
len+= 1 ;

}

hex -- ;

}

while(size > len) {
*bin++ = 0 ;
len += 1 ;
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return (len) ;

}

// prints the string of bits as hex
void printbinashex (uintl6 t len, uintl6 t * bin) {
while (len > 0) {
uintl6é t nibble = 0 ;
uintle t 1 = 0 ;
for (i=0; i<4;i++) {
uintl6 t bit = bin[len-4+i] ;
uintl6 t mask = 0x01 << i ;

TIbbTe — DIt Task

grintf ("$x",nibble);
len -= 4;
}
prigtf ("\n");
}

// add|given bit to binary stream bin

// stafting at given position pos

void addbit (uintlé t pos, uintlé6 t * bin, uintl6 t bit) {
while (bit != 0) {

intl6 t newbit = bit + bin[pos] ;

intlé t carry = 0 ;

1f (newbit > 1) {

newbit = 0 ;

carry = 1 ;
in[pos] = newbit ;
gos ++ ;
it = carry ;

}

// add|xl to x2 (starting with x2[pos])

// ( equivalent to x2 + x1 * (2 ** pos) )

void add (uintlé t pos, uintlé t * x2, uintI6 t * x1, uintl6 t size x1) {
int |1 ;
for|(i = i < size x1; 1i++) |

OI
dddbit (pos+i,x2,x1[i]);
}

// calgulates the square (xg (=)x1 * x1, where x1 is input && xg is output)
void square (uintlé t * xqg,(uintl6 t * x1, uintlé t size x1) {
uinlée t i,3 ;
for|(i=0 ; i < size &¥™7 i++) {
for (j=0 ; J <@mige x1 ; j++) {
uintlé_t igfN="1 + j ;
uintl6 tRi¥ = x1[1i] * x1[]]
addbit i3, xq, xij)

void run sample () {

// set public key n

hex2bin ("bb24343b439e006celfa33383e2304081f5c62a367466e3a9387e3717£f626b5b
40fb9d910a82f595be9%b4c28lacalbf80449fc4d3e7a5e35f56656546c9d47e0
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000001",
n,1024) ;

// set plain text x

hex2bin ("7411d164dbd5abl0302a6c8bbl17£65280c3cc589f647d653326cal3cb44070988
420ed86d0c8£53098£f1£f0068683c3c3c3c3c76763c3c3c3c3ccbeb3c3c3c3c3c
cbcb29383428209393657275746170706e676973200a0a4343453e3e08083e3e
3e3e3elele3e3e3e3e3e66663e3e3e30538d8d3¢c38444967414161743e0849",
x,1024) ;
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// calculate y = x * x:
setzero(y,4096) ;
square (y,x,1024) ;

// run Montgommery reduction
int i ;
for (i=0 ; 1 < r; i++) {
if (y[i] !'= 0) |
add (i,vy,n,1024) ;
}

Jj

// print encrypted message (trailing zeros not yet skipped)
printbinashex (4096,v) ;

roid main () {
run_sample () ;

C.8.2 RAMON Decryption

[he following Java- code is an example of a RAMON decryption.
/

/ sample for Rabin-Montgommery decryption

/

/ the sample program requires library Jjava.math.BagIhteger
i mport java.math.*;

Flass Ramondecrypt{

static int residue ; // montgommery‘Zesidue

static BigInteger n ; // the publi&>key (also known as Ke
static BigInteger p ; // pkime factor of key n
static BigInteger g ; /\Porime factor of key n

// p and g are the sédret keys
static BigInteger expplain ; J/ expected plain message
static BiglInteger crypt ; //Algiven encrypted message
static BigInteger euclid p\)// euclidian coeeficient
static BigInteger euclid § 5 // euclidian coeeficient

// euclid p* * p + euclid g * g == 1

// set sample valueg By using test vectors of ISO 29167-19

static void setsamplE iso ()

{

expplain = mew BigInteger

("7411d164dbd5ab10802a6c8bb17£65280c3cc589£647d653326ca3¢cb440709884a0ed86d0c8£530
8f1£f0068683c3C3¢3c3c76763c3c3c3c3ccbeb3c3c3c3c3ccbeb2938342820939365727574617070
be67697320020a4343453e3e08083e3e3e3e3elelel3e3e3e3e3e66663e3e3e30538d8d3¢c384449674
[4161743e0849",16) ;

P new BigInteger
("c868£88a83d8e9689a44ad154b29d8b6048e5£55cdd9fe5287899££174168a324e682c127e35118
/36a£6898e3b62a8a58ed623e409991£b4925056c6a401e57",16) ;

g = new BiglInteger
("ef0d08c4c672f46edc80b908d3el5ceal089d46f90a36a333d22ea59038dcb7cc3c9fadl8228da3
710bb633ed5a076224al7e64104631b2acebal2bdacc05ad6e77",16) ;

residue = 1088 ;

crypt = new BigInteger
("2203be703fe6f7f23ac51lcfaddl2b69719a5b02dde2d90blca58adf294£93abd98963cl2b7e4727
9aleldfafelcee6dlb6dc84248aa9£f21ba%0a329678c8195cd5359757302e3e35637c684a3e15465b
70e3b3635a6cd9c52a48a206eef2471aal2lbab0£2eb9d0a9abeb621163402dcbd0dbcb292d567363
389caa28fcebdd2",16) ;

}

// set simple sample values which allows checking via manual computation
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static void setsample simple ()

{
expplain = new BigInteger ("9",106) ;
p = new BigInteger ("13",16) ;
g = new BigInteger ("Ob",16) ;
residue = 9 ;
crypt = new BigInteger ("34",16) ;

}

// unroll the effect of the montgommery multiplication
// msg -> ( msg * 2 ”~ residue ) mod n
staffrcBIgimrteger reduceMortgommery (BTgITteger Isg)

{

BigInteger msg expand = msg.shiftlLeft (residue) ;
feturn (msg expand.mod (n)) ;

// ¢alculate euclid p and euclid g from p and g
// By using the extended euclidian algorithm
staffic void extendedEuclid ()

igInteger s = BiglInteger.ZERO ;

igInteger t = BigInteger.ONE ;

igInteger r = p ;

igInteger old s = BiglInteger.ONE ;

igInteger old t = BiglInteger.ZERO ;

igInteger old r = gq ;

hile (! r.equals (BigInteger.ZERO)) {
BigInteger quotient = old r.divide (r) ;
BigInteger x ;

// (old_r, r) := (r, old r - quotient *r)

X =7r ;
r = old r.subtract (quotient.multiply (r)) 4
old r = x ;

P === = ==

//(old_s, s) := (s, old s - quotientv*s)
X =35 ;
s = old s.subtract(quotient.multiply™(s))
old s = x ;

// (old_t, t) := (t, old t %’quotient *t)
X =t 3

t = old t.subtract (quotient\wmwltiply (t)) ;
old t = x ;

D

uclid p = old t ;
uclid g = old s ;

D

// ¢alculates the roQt mod n part (where n part is g or p)

// this works only~f9©t values of p and g which require the equations
// 1_part mod 4 ==

// g$ince this ¢as€ allows to compute square roots by

// foot = (msge?® ((n _part + 1) / 4)) mod n part

staic BigIfateger getRoot (BiglInteger msg, BigInteger n part)

Biglnt€ger exp = n_part ;

¢xp_ = exp.add (BigInteger.ONE) ;

igfnteger four = new BigInteger ("4") ;
exp = exp.divide (four) ;

BigInteger root = msg.modPow (exp,n part) ;
return (root) ;

[==]

}

// returns ypq * pq * mpq
static BigInteger makeCRTterm (BigInteger ypq, BigInteger pqg, BigInteger mpq)
{
BigInteger help = ypg.multiply (pq) -
return (help.multiply (mpq))
}

// decrypt by calculating the four roots as defined
// for Rabin cryptosystem
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// root[0] = ( euclid p * p * mq + euclid g * g * mp ) mod n
// root[l] = n - root[0]

// root[2] = ( euclid p * p * mg - euclid g * g * mp ) mod n
// root[3] = n - root[2]

// where

//  mp == (msg * ((p + 1) / 4)) mod p

// mg == (msg * ((qg+ 1) / 4)) mod g

static void calculateRoots (BigInteger msg)

{

BigInteger mp
BigInteger mg

getRoot (msg,p) ;
getRoot (msg,q)

BigInteger terml = makeCRTterm (euclid p,p,mq) ;
BigInteger term2 = makeCRTterm (euclid g,q,mp) ;

BigInteger roots[] = new BigInteger[4] ;
// first root = (terml + term2) mod n
BigInteger root = terml.add (term2) ;
roots[0] = root.mod (n) ;

// second root = n - first root
roots[1l] = n.subtract (roots[0]) ;

// third root = (terml - term2) mod n
root = terml.subtract (term2) ;
roots[2] = root.mod (n) ;

// fourth root = n - third root
roots[3] = n.subtract (roots[2]) ;

/ Warning!
// The code in the following section is for demomsbration only.
// Bnnex C.4 requires that a life system must @OtVoutput any root that
// does not contain the previously sent challenge CHI1 after running the
// De-Mix-function. Also, a life system musg ‘¢lean up all internal buffers
// containing any data related to a root.

// show all roots
System.out.println("One of the folldwing results is our plaintext. Run De-Mix-
Function and check for previously sent\€hallenge Chil to determine the correct one.'|);
for ( BigInteger actroot : roots' ) {

System.out.println( "root®='" + actroot.toString(l6));

}

// run the sample with, the given test vectors
static void runsample&()
{
// calculate nl=Jp * g
n = p.multipfy (q) ;
System.out println( "Key Ke = n = " + n.toString(l6) );

// applyn\ektended euclidian algorithm to find euclid p and euclid g
// suChMs euclid p * p + euclid g * g ==
exténdedEuclid () ;

7/>unroll the effect of the montgommery multiplication
BigInteger msg = reduceMontgommery (crypt) ;

decrvpt by calculating the four roots as defined
// for Rabin cryptosystem
calculateRoots (msq) ;

}

// set the test vectors and run the sample
static public void main( String[] args )
{

// setsample simple () ;

setsample iso () ;

runsample () ;
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Annex D
(informative)

Test Vectors

nex contains a test example 1or the KAMUN encryption.

otation

cases, the messages exchanges, as well as individual message components, are cohsidered as §
f octets or bytes which are presented here in hexadecimal notation. Each byte cemprises exactly
tadecimal digits 0,...,a,...,f. Theses bytes are written from left to right, beginning with the firs
A message on the left and proceeding with the remaining bytes to the right.'This is the defaull
.

RAMON cryptosystem operates on long integer numbers, it is sometimes more convenient td
et the messages as unsigned hexadecimal numbers. These long ‘integers are always preceded

ian, i.e. the first byte of a message is the most significant byte of the equivalent integer. This has
ct that a message in numeric notation seems byte reverse¢ha’s compared to string notation. Thig
ce has to be remembered when following the test example.

AMON Keys

h we do not need the secret keys for the R&AMON encryption we give here the prime factors g
hich satisfy the congruency condition p =4 = 3 (mod 4) for the modulus (in numeric notation)

xc868£88a83d8e9689%9a44ad154b29d8k6048e5£55cdd9fe5287899££174168a32
4e682c127e35118736af6898e3b6248a58ed623e409991fb4925056c6a401e57

xef0d08cd4c672f46edc80b908d3el5¢ceal089d46f90a36a333d22ea59038dcb7c
c3c9fadl8228da3710bb633edbal76224al7e64104631b2acebalbdacc05ade’

n = 0xbb24343b439€006celfa33383e2304081£5c62a367466e3a9387e3717£6
26b5b40£fb9dOH0a82£595be%b4c28lacalbf80449fc4d3e7a5e35£566565
46c9d47e0000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000
00000Q@Q000000001

he Authentication Message

huse, specifies the components from which the authentication message is formed. Here thg

items a

re-given mostly in message format. The numeric format will be shown in the next Clause. Th

components are the reader random challenge CHjj, the tag random number RNT, and the tag TLV record.
The content of the sample tag TLV record has no significance; it is merely considered as a test string.

CHI1

RNT

c24c6f86f4a4cl1e0022bde0b9f22£d7

a770a37ab8afd42al0adalelf8d2clacl

TLV record = c108878424da7e3b9%044c2502£720d9421e7933702a184c4c8d2d83d9
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The next step is concatenating these three values and adding the zero padding to generate the complete
authentication message:

Authentication Message = c24c6f86f4ad4cll1e0022bde0b9£f22fd7 // CHI
a770a37ab8afd42a0adalelf8d2clacl // RNT
cl08878424da7e3b9044c2502£720d94 // TLV: STID, Sign.
21e7933702a184c4c8d2d83d95b6ba76b
34ebelfaB80aB8a224a8726e264ee23bc0
996c9%9ac9a30f48a00c261256eled3ade
80ffbal7bac4008e9db5d0fde9669c18
1963d04549eba2d7e7acd7c7¢801ab00 // TLV: Random fill, 00

[he Authentication Message is entered next into the MIX function yielding the message M,

M = 160c5a9b2cbla757d3d632fc667049ed49a107a7a34b85bde90df87a6d5cd8ae
792db8c9d44alclfddaf0ad71a6458a3d4385506f2542e2adcl1799702ebbl0af5
57522b9%e9%44a3dfc37ad31c60e25a9c3b3e6c21£625154b05e278d25714e420a
e72c20eeb98077291acd0226980d50c13f731b011c2ccd4876cbd54e5dcce3900

[his message block has the required size of 128 bytes for the RAMON encfyption with a modulus of
1024 bits.

D.4 RAMON Encryption

['he plaintext authentication message shown above, is now re-wbpitten in integer numeric notatipn as

M = 0x0039cedce554bd6c87¢c42¢c1c011b733£fc1500d982602cd1a297780b9%ee202ce’
0ad424e71258d275eb05451621fc2e6b3c3a9250ec631éad37fc3d4a949e2b5257
£50abb2e709917dc2a2e54£2065538d4a358641ad70aafddlflcd4ad4c9082d79
aed85c6d7af80de%bd854ba3a707a149ed497066%fe32d6d357a7b12c95a0cl6

n this representation occurs a leading zero byte'which may be suppressed by some software. Acfording
fo the RAMON specification the expression X% M2R-1 mod n is calculated, with R = 21088, yielding

C* = 0x550dd862e4bf04b82bbd929938c7ala255a598464036bc677£70a903d34d1637
ffafd3ed7e45£fd726792ee057349¢5fa3722fe3a8ae8235243dab5d05d451c41l
e274af84964d197054cbd3e9c1045ae867ee0b3£ffa09826£4e50d228587e77f6
d0a8dblb7a561f1f58ac0d4de3ef252cd2a9df39a90d0c7fflaeddee9b9%ecac93

[he encrypted message C* isithen sent to the interrogator, LSB first, as the following byte stream

TX(C*) = 93ac9e9%beeddiefl7f0c0da939dfa9d22c25cfc34d0dac581fl1f567albdba
8d0f6777e5828d2504e6f8209fa3f0bee67e85a01c1e9d3cb5470194d9684a
£74e2411¢495dd0b5dad35223e88a3afe2237fad5497305ee926772fd457ee
dd3afffiz164dd303a9707f67bc36404698a555a2a0c7389992bd2bb804bfe
462d80d65

D.5 Montgomery Reduction and Decryption

[he first'step in decrypting the received RAMON message is the Montgomery Reduction, |i.e. the
modular multiplication with the residue R = 21088 = 16272, As a consequence of the specific chdice of R
his, is simply the addition of 272 hexadecimal zeroes to the least significant end of the pumeric

rtation—Then— F— tor—r +—whith—resutts—in—the— iphertext

D cl O OTTO VW cl Ootrara Cro O

€ = M?modn according to the Rabin cryptosystem:

C = 0xac4a30613blec7e6d578f960ed8dfe20ddbd3392ecd93c007bd27176434142cb
435bcc2a82721e0a3654dc6bdf20e62097d56317£4c07a82520e00da6b818a05
7d64cfbd43dabeb37aa62623b68b253cd39c2ba7f8lefbead9b6cc944577779dad
ec3ad3731aa73992c940bcb7e23b846850052eaef2da6b83c40f0624a96278f1

Calculation of the roots involves the Chinese Remainder Theorem and the extended Euclidian algorithm
which are well known in Number Theory. Resulting are four roots as follows:

+r = 0x14b9d27£4571fe5fdb982ea27709%9aab7d7cfa378c296b3£9£08a7c904b2bbf92

e0a3189628ffod13ce7ce588415f2e%9ac625dd2a81db2d64231145d3c66a%aeb
c594cc8b92b649p31253abe2942472caddlec627d5f3f2bbd55¢c7ccbf184808b

© ISO/IEC 2016 - All rights reserved 59


https://standardsiso.com/api/?name=db7b1d87546707a2f0fd0a9a004bf541

	Foreword
	Introduction
	1 Scope
	2 Conformance
	2.1 Claiming conformance
	2.2 Interrogator conformance and obligations
	2.3 Tag conformance and obligations
	3 Normative references
	4 Terms and definitions
	5 Symbols and abbreviated terms
	5.1 Symbols
	5.2 Abbreviated terms
	5.3 Notation
	6 Crypto suite introduction
	6.1 Overview
	6.2 Authentication protocols
	6.2.1 Tag Identification
	6.2.2 Symmetric mutual authentication
	6.3 Send Sequence Counter
	6.4 Session key derivation
	6.4.1 KDF in counter mode
	6.4.2 Key Derivation Scheme
	6.5 IID, SID, Used Keys and Their Personalisation
	6.6 Key table
	7 Parameter definitions
	8 State diagrams
	8.1 General
	8.2 State diagram and transitions for Tag identification
	8.2.1 Partial Result Mode
	8.2.2 Complete Result Mode
	8.3 State diagram and transitions for mutual authentication
	8.3.1 Partial Result Mode
	8.3.2 Complete Result Mode
	8.3.3 Combination of complete and partial result mode
	9 Initialization and resetting
	10 Identification and authentication
	10.1 Tag identification
	10.1.1 Partial Result Mode
	10.1.2 Complete Result Mode
	10.2 Mutual authentication
	10.2.1 Partial Result Mode
	10.2.2 Complete Result Mode
	10.3 The Authenticate command
	10.3.1 Message formats for Tag identification
	10.3.2 Message formats for Mutual Authentication
	10.4 Authentication response
	10.4.1 Response formats for Tag identification
	10.4.2 Response formats for mutual authentication
	10.4.3 Authentication error response
	10.5 Determination of Result Modes
	11 Secure communication
	11.1 Secure communication command
	11.2 Secure Communication response
	11.2.1 Secure communication error response
	11.3 Encoding of Read and Write commands for secure communication
	11.4 Application of secure messaging primitives
	11.4.1 Secure Communication command messages
	11.4.2 Secure Communication response messages
	11.4.3 Explanation of cipher block chaining mode
	Annex A (normative)  State transition tables
	Annex B (normative)  Error codes and error handling
	Annex C (normative)  Cipher description
	Annex D (informative)  Test Vectors
	Annex E (normative)  Protocol specific
	Annex F (informative)  Non-traceable and integrity-protected Tag identification
	Annex G (informative)  Memory Organization for Secure UHF Tags (Proposal)
	Bibliography

