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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
establl : o . . - . L and IEC
te¢hnical committees collaborate in fields of mutual interest. Other international organizations, geernmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\of ipformation
te¢hnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
THe main task of the joint technical committee is to prepare International Standards. Draft Infernational
Standards adopted by the joint technical committee are circulated to national bodies for voting. Pubfication as

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subjec} of patent
rights. ISO and IEC shall not be held responsible for identifying any,or.all such patent rights.

ISP/IEC 29150 was prepared by Joint Technical Committee’ ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.
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Introduction

When data is sent from one place to another, it is often necessary to protect it in some way whilst it is in transit,
e.g. against eavesdropping or unauthorized modification. Similarly, when data is stored in an environment to
which unauthorized parties can have access, it is important to protect it against unauthorized access.

If the confidentiality of the data needs to be protected, e.g. against eavesdropping, then one solution is to\Use
public keylencryption, as specified in ISO/IEC 18033. Alternatively, if it is necessary to protect the data-agaifpst
unauthorized modification or forgery, then digital signatures, as specified in ISO/IEC 9796 and ISO/IEC 14888,
can be used. If both confidentiality and unforgeability are required, then one possibility is to use.both puhlic
key encryption and digital signature. Whilst these operations can be combined in many\ways, not [all
combinatipns of such mechanisms provide the same security guarantees. As a result it isdesirable to define
in detail exactly how confidentiality and unforgeability mechanisms should be combined to provide the
optimum level of security. Moreover, in some cases significant efficiency gains can be obtained by defining a
single method of processing the data with the objective of providing both confidentiality*and unforgeability.

to provide both confidentiality and unforgeability. These data processing methods typically involve either the
use of anlasymmetric encryption scheme and a digital signature scheme<{ombined in a specific way or the
use of a specially developed algorithm which fulfils both functions simultaneously.

In this Int¢rnational Standard, signcryption mechanisms are defined. These are“methods for processing dita

provide efficient processing of data. All the mechanisms defined’here have mathematical “proofs of security”,

The methids specified in this International Standard have been désigned to maximise the level of security aphd
i.e. rigoroys arguments supporting their security claims.

vi © ISO/IEC 2011 — All rights reserved
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Information technology — Security techniques — Signcryption

THis International Standard specifies four mechanisms for signcryption that employ public key)cry
te

THis International Standard is not applicable to infrastructures for management of public keys
defined in ISO/IEC 11770-1 and ISO/IEC 9594.

NOTE 1 Signcryption mechanisms are defined ways of processing a data string With' the following security o

—Scope

— data confidentiality, i.e. protection against unauthorized disclosure @f data;
— data integrity, i.e. protection that enables the recipient of data te/verify that it has not been modified;

— data origin authentication, i.e. protection that enables_th€ recipient of data to verify the identity
originator;

— data unforgeability, i.e. protection against unauthorized modification of data, even by a recipient of {

btographic

hniques requiring both the originator and the recipient of protected data to have theijr.'0wn public and
private key pairs.

which are

bjectives:

of the data

he data.

THese four security objectives are not necessarily-mutually exclusive. The fourth objective, data unfgrgeability,

in

NQTE2  Two of the mechanisms specifiedin“this International Standard, namely mechanisms DLSC and

re

where a multiple number of pairs of senders and recipients exist, the same system wide parameters are req
us

particular is a stronger notion of security that implies both data integrity and data origin authentica

quire the employment of system wide public'key parameters for both the sender and the recipient of data.

ion.

ECDLSC,
n a system
uired to be

bd by all these users. The two remaining specified mechanisms, namely IFSC and EtS, do not require the @ise of such
system wide public key parameters.

NQTE 3 In selecting the folr signcryption mechanisms for inclusion in this International Standard from the Iarge variety

of

haye been followed. Thelexclusion of particular methods does not imply that those methods are insecure.

NQTE 4 This Infernational Standard bears a conceptual similarity to ISO/IEC 19772['4] which specifies a
mgchanisms for_authenticated encryption, that is, simultaneously achieving message integrity and confident
differences between ISO/IEC 19772 and this International Standard include (1) mechanisms specified in 1ISO
fall into the_eategory of symmetric cryptographic techniques, whereas those specified in this International Sf

re

International Standard offer the capability of data integrity and origin authentication, mechanisms speci
Interhational Standard further offer the capability of data unforgeability, even by a recipient of the data.

2

such techniques published and in use, the same seven criteria as those stated in ISO/IEC 18033-1:2004

, Annex A,

number of
ality. Major
IEC 19772
andard are
2 and this
ied in this

;Eesentatives of asymmetric cryptographic techniques; (2) while all mechanisms specified in ISO/IEC 197

Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 9796-2:2010, Information technology — Security techniques — Digital signature schemes giving

m

©

essage recovery — Part 2: Integer factorization based mechanisms
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ISO/IEC 9796-3:2006, Information technology — Security techniques — Digital signature schemes giving
message recovery — Part 3: Discrete logarithm based mechanisms

ISO/IEC 14888-1:2008, Information technology — Security techniques — Digital signatures with appendix —
Part 1: General

ISO/IEC 14888-2:2008, Information technology — Security techniques — Digital signatures with appendix —
Part 2: Integer factorization based mechanisms

ISO/IEC 14888-3:2006, Information technology — Security techniques — Digital signatures with appendix —

. H | ) Jo '] L H
Paf'f 3 DI‘. Cretc 1oydrnrinrmT vasTU ITicUriariisrrrs

ISO/IEC 18033-1:2005, Information technology — Security techniques — Encryption algorithms £ Parf 1:
General

ISO/IEC 18033-2:2006, Information technology — Security techniques — Encryption algorithms — Par{ 2:
Asymmetijic ciphers

3 Terms and definitions
For the pyrposes of this document, the following terms and definitions apply:

31
asymmetfic cipher
alternativg term for asymmetric encryption system

[ISO/IEC 18033-1:2005]

3.2
asymmetfic cryptographic technique
cryptographic technique that uses two related transformations, a public transformation (defined by the pulf
key) and g private transformation (defined by-the private key)

Cc

[ISO/IEC 11770-1:2010]

3.3
asymmetfic encryption system
system bgsed on asymmetric-Cryptographic techniques whose public transformation is used for encryption
and whosg private transformation is used for decryption

[ISO/IEC $798-1:2010]

3.4
asymmetric key pair
pair of relpted keys where the private key defines the private transformation and the public key defines the
public transformation

[ISO/IEC 9798-1:2010]
3.5

block
string of bits of a defined length

2 © ISO/IEC 2011 — All rights reserved
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3.6

block cipher

symmetric encryption system with the property that encryption operates on a block of plaintext, i.e. a string of
bits of a defined length, to yield a block of ciphertext, and decryption operates on the ciphertext to yield the
original plaintext

[ISO/IEC 18033-1:2005]

3.7
cipher

Ite ' 4 £ 'y +
a Matuvo T TUT TITUT yPUuUITm o y olTTTI

[IS0/IEC 18033-1:2005]

3.
ciphertext

a which has been transformed to hide its information content

[I§O/IEC 10116:2006]

3.
cleartext
alternative term for plaintext

3.10

cdllision-resistant hash-function
hash-function satisfying the following property: it is computationally infeasible to find any two dist|nct inputs
which map to the same output

[IS0/IEC 10118-1:2000]

3.1
dta element
integer or bit string or set of integers or.set of bit strings

3.12
decryption
reyersal of encryption by a eryptographic algorithm to produce a plaintext

3.13
decryption algorithm
process which trafnsforms a ciphertext into a plaintext

[I90/IEC 18033-1:2005]

3.14
damain

S afantitioc anaratina Ay o alnala can ey Al
CroTrCruC S OpCatmyg oG CT o Smgre—osCTurity poOnTy

[ISO/IEC 14888-1:2008]

3.15

domain parameter

data element which is common to and known by or accessible to all entities within the domain

[ISO/IEC 14888-1:2008]

© ISO/IEC 2011 — All rights reserved 3
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3.16

encryption
(reversible) transformation of data by a cryptographic algorithm to produce a ciphertext, i.e. to hide the

informatio

NOTE

3.17

n content of the data

Adapted from ISO/IEC 9797-1:2011.

encryption algorithm
process which transforms a plaintext into a ciphertext

[ISO/IEC

3.18

encryption system
cryptogray

3.19

full domajn cryptographic hash function
function that maps strings of bits to integers in a fixed range, satisfying the propgtties of (1) for a given outp
it is computationally infeasible to find an input which maps to this output, ‘and (2) for a given input, it

computati

NOTE
exception t

3.20

identifica
sequence
to identify

NOTE

identifier of the signature key, validity period of the sighature key, restrictions on key usage, associated security po
parameterq, key serial number, or domain parameters.

[ISO/IEC

3.21
key
sequence

decryptior)

[ISO/IEC

3.22

key pair

pair consi

3.23

8033-1:2005]

bnally infeasible to find a second input which maps to the same output

A full domain cryptographic hash function is similar to a standard cryptographic hash function with
hat the former outputs an integer rather than a bit string; see 7.2:2.

tion data
of data elements, including the distinguishing idéntifier for an entity, assigned to an entity and us|
it

The identification data can additionally contain data elements such as identifier of the signature proce

4888-1:2008]

of symbols that.controls the operation of a cryptographic transformation (e.g. encryptiq

1770-1:2016]

hic technique used to protect the confidentiality of data, and which consists of thfe€ component
processeq: a method for generating keys, an encryption algorithm and a decryption algorithm

5S,
cy

n,

5ting of a public key and a private key associated with an asymmetric cipher

keystream
pseudorandom sequence of symbols, intended to be secret, used by the encryption and decryption algorithms
of a stream cipher

NOTE

3.24
message
string of b

If a portion of the keystream is known by an attacker, then it is computationally infeasible for the attacker to
deduce any information about the remainder of the keystream.

its of any length

© ISO/IEC 2011 — All rights reserved
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3.25

n-bit block cipher

block cipher with the property that plaintext blocks and ciphertext blocks are n bits in length
[ISO/IEC 10116:2006]

3.26

one-way hash function
function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:

ne output

bd by that

d used by

signature
one_or more data elements resulting from the signature process

3.33
signature key
set of private data elements specific to an entity and usable only by this entity in the signature process

[ISO/IEC 14888-1:2008]
3.34
signature process

process which takes as inputs the message, the signature key and the domain parameters, and which gives
as output the signature

© ISO/IEC 2011 — All rights reserved 5
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3.35
signcrypt
to apply signcryption on a plaintext

3.36

signcryption

(reversible) transformation of data by a cryptographic algorithm to produce a ciphertext from which
information about the original data can be recovered (except possibly its length), nor can a new ciphertext

no
be

forged by an unauthorized entity without detection, that is, it provides data confidentiality, data integrity, data

origin authentication, and non-repudiation

NOTE Unforgeability implies data integrity, data origin authentication, and non-repudiation.

3.37
signcrypfion algorithm

one of the three component algorithms of a signcryption mechanism which takes as input\a plaintext
sender’s public and private key pair, a recipient’s public key and other data, outputsca-Ciphertext aff
performing a sequence of specified operations on the input

3.38
signcrypfion mechanism

fer

cryptographic technique used to protect the confidentiality and simultaneously guarantee the origin, integfity

and non-repudiation of data, and which consists of three component algorithms: a key generation algorithm
signcryptipn algorithm and a unsigncryption algorithm

3.39
signed mpssage

a

set of datg elements consisting of the signature, the part of the imessage which cannot be recovered from the

signature,[and an optional text field
[ISO/IEC 14888-1:2008]

3.40
symmetric cipher

cipher baged on symmetric cryptographic téchniques that uses the same secret key for both the encrypti
and decryption algorithms

[ISO/IEC 18033-1:2005]

3.41
symmetric cryptographic technique

cryptographic techniquecthat uses the same secret key for both the originator's and the recipier
transformation

NOTE 1 Without ‘khewledge of the secret key, it is computationally infeasible to compute either the originator’s or
recipient’s fransformation.

[

S

NOTE 2 Examples of symmetric cryptographic techniques include symmetric ciphers and Message Authenticat

on

Codes (MACs). In a symmetric cipher, the same secret key is used to encrypt and decrypt data. In a MAC, the same

secret key is used to generate and verify MACs.

3.42
unsigncrypt
to apply unsigncryption on a ciphertext

3.43
unsigncryption
verification and decryption of a ciphertext by a cryptographic algorithm

6 © ISO/IEC 2011 — All rights reserved
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3.44
unsigncryption algorithm
one of the three component algorithms of a signcryption mechanism which takes as input a ciphertext, a
recipient’s public and private key pair, a sender’s public key and other data, outputs a pair consisting of either
a symbolic value ACCEPT and a plaintext, or a symbolic value REJECT and the null string

3.45
verification key
set of public data elements which is mathematically related to an entity's signature key and which is used by
the verifier in the verification process

ISO/IEC 29150:2011(E)

[I90/IEC 14888-1:2008]

3.46
vefrification process

pr
gi

Fa

]

[dl,...

| A

(a,...

pcess which takes as input the signed message, the verification key and the domain, parameters,
es as output the result of the signature verification: valid or invalid

O/IEC 14888-1:2008]

Symbols and notations

r the purposes of this International Standard, the following symbols and notations apply:

the largest integer less than or equal to real'number x. For example, |_8J: g, |_8.
|-10.4|=-11.

the smallest integer greater than-or equal to real number x. For example, féﬂ: 8,
and |_— 9.5_|: -9.

the interval of integers from- a to b, including both @ and &.

the interval of integers/from a to b, but excluding both a and b.

if X is a finite-Set, then the cardinality of X, namely the number of elements in the
X is a finiteyabelian group or a finite field, then the cardinality of the underly
elementshif- X is a real number, then the absolute value of X; if X is a bit string
lengthtim bits of the string.

and which

7J: 8 and

[8.2]=09,

set X; if
ng set of
, then the

the)bit-wise exclusive-or (XOR) of two bit strings x and y, where x and y arg¢ of equal

length. (See also 6.1.)
the bit string of length / consisting of / bits x, ,..., x; in the given order. (See also §

The result of concatenating two data items x and y in the order specified. In ca

1.)

ses where

th racklt of o $ atina-hao-—or oaora data

ged(a,b)

al

b

0 o Hama o ot 0 o et e s s
CTCSUTT O oo atcmatT g owUOU— O THoTe—aata— itCTTiS— 1o ot (oo oryptograprintc—at

algorithm as

part of a signcryption mechanism, this result shall be composed so that it can be uniquely
resolved into its constituent data strings, i.e. so that there is no possibility of ambiguity in
interpretation. This latter property can be achieved in a variety of different ways, depending
on the application. For example, it can be guaranteed by (a) fixing the length of each of the
substrings throughout the domain of use of the mechanism, or (b) encoding the sequence of

concatenated strings using a method that guarantees unique decoding, e.g.
distinguished encoding rules defined in ISO/IEC 8825-1 [6].

the greatest common divisor of two integers a and b.

integer a divides integer b; that is, there exists an integer ¢ such that b=ca.

© ISO/IEC 2011 — All rights reserved
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a=b(modn) integera and integer b are congruent modulo non-zero integer n; thatis n|(a—b).

a modn the unique remainder in [0,...,n —1] when integer a is divided by positive integer 7.

a”' modn for integer ¢ and positive integer n such that gcd(a,n) =1, the unique integer b in
[1,...,n —1] such that ab =1(mod n).

L,(n) the length in bits of a non-negative integern, or the smallest integer / such that 12BSP (»,/)
does not fail; that is, L,(n)=[log,(n+1)], where I2BSP(n,!), defined in 6.2, converts

fMteger 7 to g bitstringof tength 7

AC.Decrjpt  decryption algorithm for an asymmetric cipher.
AC.Encrjpt  encryption algorithm for an asymmetric cipher.

AC.KeyGen  key generation algorithm for an asymmetric cipher.

ID, bit string which uniquely identifies entity X in some context.
pk, private decryption key.

Pk, private signature generation key.

pky private key belonging to the entity X.

ka,d private decryption key belonging to the entity X.

Pky private signature generation key belonging to.thé’entity X.
PK, public encryption key.

PK, public signature verification key.

PK, public key belonging to the entity X .

PKy, public encryption key belonging to the entity X.

PKy, public signature verification key belonging to the entity X.

SS.KeyGdn key generatiorralgorithm for a signature scheme.
SS.Sign signature generation algorithm for a signature scheme.

SS Verify signature verification algorithm for a signature scheme.

5 Finil|e fields and elliptic curves

5.1 Finite fields

This clause describes a very general framework for representing specific finite fields. A finite field specified in
this way is called an explicitly given finite field, and it is determined by explicit data.

For a finite field F of cardinality p°, where p is prime and e > 1, explicit data for F' consists of p and e,

along with a “multiplication table” which is a matrix T = (Tij)lq j<e? where each T; is an e -tuple, or an ordered

list of e elements, over [0,..., p —1].

8 © ISO/IEC 2011 — All rights reserved
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The set of elements of F'is the set of all e -tuples over [0,..., p —1]. The entries of T are themselves viewed
as elements of F.

Addition in Fis defined element-wise: if a = (a,,...,a,) € F and b=(b,,...,b,) € F', then a + b =c, where
c=(¢,...,c,) and ¢, =(a; +b,)modp (1<i<e).

A scalar multiplication operation for F is also defined element-wise: if a=(q,...,a,)eF and
d el0 p=—1] then d.-g=¢ where

c=(c...,c,) and ¢; =(d-a,)modp (1<i<e).

Mdltiplication in F is defined via the multiplication table 7', as follows: if a*{(q,...,a,)eF and
b¥(b,....b,)eF, then

e e

a-b=3[lap, mod p)T;]

i=l j=1

where the products (al.bj rnodp)Tl.j are defined using the above rule for'scalar multiplication, and where these

products are summed using the above rule for addition in F. It isTassumed that the multiplication taljle defines
an algebraic structure that satisfies the usual axioms of_acdfield; in particular, there exist adflitive and
multiplicative identities, every element has an additive inverse,and every element besides the additive identity
has a multiplicative inverse.

Observe that the additive identity of /', denoted 04, iS the all-zero e -tuple, and that the multiplicative identity
of(F, denoted 1, is a non-zero e -tuple whose précise format depends on 7.

NOTE 1 The field F' is a vector space-of dimension e over the prime field F"' of cardinality p, wiere scalar
myltiplication is defined as above. The prime p is called the characteristic of F. For 1 <i<e, let 91 derjote the e -
tugle over F' whose i -th component‘is 1, and all of whose other components are 0. The elements 6, ..., 9@ form an

ordered basis of F' as a vector space over F'. Note thatfor 1 <i, j <e,wehave 6,0, =T,.

NQTE2 For e > 1, two'types of standard bases are defined that are commonly used in implementations df finite field
arithmetic, namely polynomial basis and normal basis.

e Polynomiatbasis:  6,,..., 6, are called a polynomial basis for ' over F' if for some € F, 6] = 0" for
1 <G £'e . Note that in this case, 1, =0, .

i1
o\ Normal basis: 6, ,..., 6, are called a normal basis for ' over F"' if for some @€ F, 6, =6" fof 1<i<e.

i=1"1

moreover, one can always choose a normal basis for which ¢ =1.

NOTE 3  The definition given here of an explicitly given finite field comes from ISO/IEC 18033-2.

5.2 Elliptic curves

An elliptic curve V' over an explicitly given finite field ' is a set of points P =(x,y), where x and y are

elements of F that satisfy a certain equation, together with the “point at infinity” which is denoted by O. For
the purposes of this International Standard, the curve V' is specified by two field elements a,b € F', called the
coefficients of V.

© ISO/IEC 2011 — All rights reserved 9
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Let p be the characteristic of F. An elliptic curve V' over F falls into one of the following three categories,
which is determined by the value of p:

e p=2:b shall satisfy b#0,, and every point P =(x,y) on V' (other than the point at infinity O)

shall satisfy an equation of the form y2 +xy = X +ax® +b;

e p=3: a and b shall satisfy a#0, and b#0,, and every point P =(x,y) on V' (other than O)

shall satisfy an equation of the form y* =x* +ax* +b;

e P

sh

Elliptic cu
onV a th
P+0=(
P is give
k=0.Th

There exi
such algo

A point P
form.

If P=(x,]
where ¥ ¢
Given (x,
computing

NOTE

6 Con

6.1 Bits and strings

A bit is on

consisting

For a bit s

>3: a and b shall satisfy 4a’ +27b* #0., and every point P =(x,y) on V' (other than\(

all satisfy an equation of the form y* = x* + ax + b.

ird point P+ Q. With respect to this addition, V' is an abelian group with identity element O

n as kP, where kP=P+...+ P (k summands) if k>0, kP =(—k)(—P)fk <0, and kP =0
b smallest positive £ with kP = O is called the order of P.

5t efficient algorithms to perform the group operation of an elliptic eurve, but the implementation
ithms is out of the scope of this International Standard.

(other than O ) on an elliptic curve can be represented.in ‘compressed, uncompressed, or hyb

{0, 1}. The hybrid form of P = (x, y) is the triple(x, y, y), where y is as in the compressed for
V), the compressed form of P, there exist efficient procedures for point decompression, i.

y from (x,7).

Information on the implementation of the elliptic curve group operations can be found in ISO/IEC 15946-1.

version functions

e of the two symbols ‘0’ and ‘1’. A bit string is a sequence of bits. For / bits x,,..,x,, the bit stri
of the/ bitsyappearing in the given order, is denoted by <x1,...,x,>.

tring. X =(x,...,x,), the length / of the string is denoted by | x|. The left most bit x, is called

, then Q is called the additive inverse of P, which is denoted by — P. The k/th multiple of a pdi

), then (x, y) is the uncompressed form of P. The' compressed form of P is denoted by (x,}

)

ves are endowed with the addition operation +:V xV — V', defining for each pair (£;©) of points

d

=.

N

m.

©

he

west

first, highe

et ardar ormaoct cianificant hit of tha ctrina | ileavica tha riaht oot hit o 1o ~allad tha lact 1oy
SO O T O St oIgH T Cor O Ot e St g YIS St Tght O STt 1o Caea TS 610

order or least significant bit of the string.

Given two bit strings x=(x,...,x;) and y=(y,,...,»,), the concatenation of x and y is defined by

x|ly= <x1,...,x,,y1,...,ym>.

For two bit strings of equal length, x and y, their bit-wise exclusive-or (XOR) is denoted by x® y .

A null bit string, denoted by NULL, is a string of length 0.

10
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6.2 Conversion between bit strings and integers

BS2IP (x)

12BSP (n,1)

takes as input a bit string x :<xm_1,...,xo>, and outputs the unique integer value n
defi db mz_:l( 21) h O, lf Xi ='0'
efine n= v;2"), where v, = . .
Y pr i I, if x, ="'

takes as input two non-negative integers n and /, and outputs the unique bit string
x of length / such that n = BS2IP(x), if such an x exists. Otherwise the function

fails

6.3 Conversion between finite field elements and integers/bit strings

FE2IP, (a)

FE2BSP, ()

BR2FEP,. (x)

6.4 Conversion between points on ellipti¢’ curves and bit strings

EC2BSP, (P, fint)

takes as input an element a of a given finite field /, and outputs.an integ
as follows:

If the cardinality of F is ¢ = p", where p is primeand m>1, then a
a of Fis an m -tuple (a,...,a,), where a, €{0..,p) for 1<i<m

value n is definedas n=Y a,p'"".
i=1
takes as input an element a of a given<finite field F', and outputs the
12BSP (n,1), where n=FE2IP, (a) and /=[log,|F|].

takes as input a bit string x, and outputs the unique field element a of F
x =FE2BSP;. (a), if such an*@. ‘exists. Otherwise the function fails.

pr value n

n element
and the

bit string

such that

takes as input an elément P on a given elliptic curve V', over an explicitly given finite

field F, together with a format specifier fmt¢, which is one of the three

values compressed, uncompressed, or hybrid, and outputs a bit string EP
to rules.specified below.

1)y f P=0,then EP='0" (the '0' bit).
2) If P#0O,then computing EP is dictated by the value of fint . Spec

symbolic
according

fically,

2.1) when fint=hybrid, that is P=(x,y,y), EP is dg¢fined as

EP =12BSP(6+ 7, 3) || FE2BSP,(x) | FE2BSP, (1) ;

2.2) when fmt=uncompressed, that is P=(x,y), EP is d
EP =12BSP(4,3) || FE2BSP, (x) || FE2BSP. (»);

efined as

23) when fmt = f’nmanpccpr] that is P—(x7) EP is d

efined as

BS2ECP, (EP)

EP=12BSP(2+7,3) || FE2BSP, (x) .

takes as input a bit string EP, and outputs a point P, in uncompressed form, on a
given elliptic curve V' such that EP = EC2BSP, (P, fmt) for a format specifier fint, if

such a point P exists. Otherwise the function fails.

NOTE1 L, is defined in Clause 4.

NOTE 2 Other than FE2BSP, BS2FEP, EC2BSP and BS2ECP, the conversion functions are
ISO/IEC 15946-1:2008, Clause 6 (see [12]).

© ISO/IEC 2011 — All rights reserved
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7 Cryptographic transformations

7.1 Introduction

This clause describes several cryptographic transformations that will be referred to in subsequent clauses.
The types of transformations are cryptographic hash functions and key derivation functions. For each type of
transformation, the abstract input/output characteristics are given, and then specific implementations of these
transformations that are allowed for use in this International Standard are specified.

7.2 Cryrogzaph&e-basb—mﬁeoe
7.2.1 Standard cryptographic hash functions

A (standafd) cryptographic hash function is essentially a function that maps a bit string of variablelength t¢ a
bit string qf fixed length. More precisely, a cryptographic hash function Hash specifies

. positive integer Hash.Len that denotes the length of the hash function output,

a
e apositive integer Hash.MaxInputLen that denotes the maximum length of the hash function input, and

e affunction Hash.Eval that denotes the hash function itself, which maps_bit strings of length at mgst
Hash.MaxInputLen to bit strings of length Hash.Len.

The invocgtion of Hash.Eval fails if and only if the input length exceeds Hash.MaxInputLen.

When an input to a standard cryptographic hash function consists of\several bit strings, these bit strings will pe
concatendted first, in the order these bit strings are given, to form*a‘single bit string prior to the application of a
hash opergation.

For the purposes of this International Standard, the allowable standard cryptographic hash functions shall pe
those desgribed in ISO/IEC 10118-2 and ISO/IEC 10118-3'(see [10]) with the following proviso:

¢  Whereas the hash functions in ISO/IEC. 10118 are not defined for inputs exceeding a given length| a
Hash function in this International Standard is defined to fail for such inputs.

7.2.2 Fudll domain cryptographic hash functions

7.2.21 [General

A full domain cryptographic hash’function is a hash function that maps a bit string of arbitrary length to jan
integer in p fixed range. More.precisely, a full domain cryptographic hash function FDH specifies

e g positive integer FDH.Range that defines the allowable range of the hash function output, i.e. the
Hash functionfoutputs an integer in the range of [0,..., FDH .Range —1],

e g positive integer FDH.MaxInputlLen that denotes the maximum length of the hash function input, ahd

e { function FDH.Eval that denotes the hash function itself, which maps bit strings of length at m¢st
DH.MaxInputLen to non-negative integers smaller than FDH.Range.

Analogous to a standard cryptographic hash function, when an input to a full domain cryptographic hash
function consists of several bit strings, these bit strings will be concatenated first, in the order these bit strings
are given, to form a single bit string prior to the application of a hash operation.

The invocation of FDH.Eval fails if the length of the hash function input exceeds FDH.MaxInputLen. It may
also fail in other events that are dependent on specific implementations. An example of such a failure event is
when internal operations of FDH.Eval transcend a pre-determined maximum allowable number of iterations
without producing a valid output.

12 © ISO/IEC 2011 — All rights reserved
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7.2.2.2 Allowable full domain cryptographic hash function (FDH1)
FDH1 is a family of full domain cryptographic hash functions parameterised by a system parameter denoted

by Hash which is a (standard) cryptographic hash function, as is described in 7.2.1, with the property that its
output length in bits, Hash.Len, is at least [ log, FDH7.Range |.

FDH1 inherits Hash.MaxInputLen as its own FDH1.MaxInputLen for the maximum length of input bit strings.

Given an input bit string x, FDH7.Eval(x) shall work as follows to produce an integer in the range of
[0 DL .‘glag SHa -grr_f ' e \Anen - the lenatnh of e aYaYals DA \ViF= alall .64),0r|n

an extremely rare event when the “while” loop iterates 2* times without bringing forth a valid integalr output in
e range of [0,...,FDH7.Range—1].

1. If |x|+64>FDH1.MaxInputLen then FDH1 fails.
2. Counter =0.

3. While Counter < 2% do:
a. Compute y = Hash.Eval(x|| 12BSP(Counter, 64));

b. Set z tothe [log, FDH7.Range | left most / higher ofder bits of y;

o

If BS2IP(z)< FDH7.Range then output BS2IP(z) and quit the procedure;

d. Increase the value of Counter by 1.
4. FDH1 fails.

7.3 Key derivation functions

A key derivation function is a function KDF(x,/) that takes as input a seed x, which is a bit string, and a
pdsitive integer /, and outputs a bit\string of length /. The string x is of arbitrary length, alfhough an
implementation may define a (very large) maximum length for x and maximum size for /, and fail if these
baunds are exceeded.

THe key derivation functions/that are allowed in this International Standard shall be KDF1 and |KDF2, as
degscribed in ISO/IEC 18038-2, with the following proviso:

e The key~derivation functions described in ISO/IEC 18033-2 map octet strings to octet strings,
whereas-in this International Standard, they map bit strings to bit strings. (An octet is a bjt string of
length~8.) Mapping between octet strings and bit strings is affected by conversions OSPBSP and
BS20SP which are defined in ISO/IEC 18033-2.

NOTE KDF1 and KDF2 are the same except that the internal counter of KDF1 starts at 0 whereas the internal
copnter of KDF2 starts at 1.

8 General model for signcryption

A signcryption mechanism SC consists of three algorithms, namely, a key generation algorithm, a
signcryption algorithm and an unsigncryption algorithm.

e A key generation algorithm SC.KeyGen outputs a pair of matching public and private keys. The input

to the key generation algorithm and the structure of public and private keys are dependent on the
particular signcryption mechanism.

© ISO/IEC 2011 — All rights reserved 13
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e A signcryption algorithm SC.Signcrypt performs a sequence of operations on an input and outputs a
ciphertext. The input shall consist of

1) a plaintext,
2) asender’s public and private key pair,
3) arecipient’s public key,

4) alabel, and

o]y

e A
ol

A
Vg

Plaintexts

5) an option.

vate keys, as well as that of the option, are determined by the particular signcryption,mechanism.

h unsigncryption algorithm SC.Unsigncrypt performs a sequence of operations/6n an input a
tputs either (ACCEPT, a plaintext) or (REJECT, NULL). The input shall consist,of

1) a ciphertext,

2) arecipient’s public and private key pair,
3) a sender’s public key,

4) alabel, and

5) an option.

CCEPT and REJECT in the output are symboli¢-values that indicate the acceptance and rejection
lidity of the ciphertext in the input, respectively, and NULL is the null string.

may be of variable or fixed length,(depending on the particular signcryption mechanism. If {

imposed
mechanis
the plaintg

signcrypti{:l mechanism can handle plaintexts of variable length, a parameter called SC.MaxMsgLen may

Part of the
as follows

e A

in
uf

be protected for confidentiality. An example of a label is a string of public data that is either explicit|

y an implementation to an upper bound on the length of plaintexts. Otherwise if the signcrypti
can handle plaintexts of fixed length only, a parameter called SC.MsgLen is employed to defi

xt length.

input to a signcryption/unsigncryption algorithm is a label and an option. Their functions are defin

plicit from context and required to be bound to the ciphertext. The length of a label may be variab
perbounded only by an implementation dependant parameter SC.LabelLen .

The plaintext, label and ciphertext are all bit strings, whereas the types and structures af\public and

nd

label is a (possibly empty) bit string that participates in the signcryption of a plaintext, but need not

or
le,

The same label is required to be used by both the signcryption and unsigncryption algorithms in order

fo

r a recipient to correctly unsigncrypt a ciphertext.

Procedures for agreeing on a label for a specific signcryption mechanism or application are beyond
the scope of this International Standard.

e An option is a (possibly empty) input argument that passes application and mechanism specific
information to signcryption and unsigncryption algorithms. As an example, the elliptic curve based
signcryption mechanism defined in this International Standard may use an option to indicate the
desired format for encoding points on an elliptic curve. A second possible use of options is to pass
system wide parameters specific to a signcryption mechanism. And a third possible use of options is

14
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to pass application or mechanism specific information, such as private factors of composite
aid faster signcryption or unsigncryption.

moduli, to

An option used by an unsigncryption algorithm may be different from an option used by the
signcryption algorithm. While information transmitted by an option may be used in signcryption or
unsigncryption, the option itself is not directly involved in the signcryption or unsigncryption process.

Determination of these options for a specific signcryption mechanism or application is beyond the

scope of this International Standard.

In
DL

pPa

N(
prd
Dif
as

9.

De
pa
alg
re
kn
pa
en

Discrete logarithm based signcryption mechanism (DLSC)

. Introduction

this clause a discrete logarithm based signcryption mechanism is defined. This mechanism is cal
SC can handle plaintexts of variable length, upper bounded only by an~implementation
rameter DLSC.MaxMsgLen .

TE DLSC is due to Zheng [23], with small tweaks due to Baek, Steinfeld @nd Zheng [3]. DLSC possess
ofs for confidentiality and unforgeability. The security proof for confidentiality relies on the assumption f
fie-Hellman problem and the random oracle model, whereas the security proof for unforgeability rel
sumption for the Gap Discrete Logarithm problem and the random oracle.model.

P Specific requirements

note by (y,,x,) the public and private key pair of.the sender, and by (y;,x;) the public and g

ir of the recipient. Both key pairs shall be generated, independently of each other, using the key

orithm as is described in 9.4. Furthermore, afy entity that may have to send signcrypted mes
Ceive signcrypted messages shall have twoindependently generated key pairs. The first key pg
pown as the sender key pair that shall only.be used to signcrypt a message from that entity. The s
ir shall be known as the recipient key pair that shall only be used to unsigncrypt ciphertexts receiy
tity.

.B System wide parameters

a positive integer that specifies the length in bits of prime g.
acpositive integer that specifies the length in bits of prime p.

a random prime of /, bits in length, thatis L,(q) =1, .

p—1,thatis, g|(p-1).

ed DLSC.
lependant

es security
br the Gap
es on the

rivate key

jeneration
fages and
ir shall be
econd key
ed by that

a random prime of /, bits in length, that is L,(p)=1,, such that g is a prim¢ factor of

H

The same algorithms for generating DSA domain parameters, as are described

a random Integer from [2,..., p —1] with order g modulo p; that 1s g 1s the smallest

positive exponent for which g =1 mod p.

a key derivation function that takes as input a bit string and an integer, and outputs a bit

string of length specified by the integer. (See 7.3)

a full domain cryptographic hash function that maps an input bit string of arbitrary length to

an integer in [0,...,q —1]. (See 7.2.2.)

ISO/IEC 14888-3, shall be used to generate p, ¢ and g.

© ISO/IEC 2011 — All rights reserved
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9.4 Key generation algorithm

The key generation algorithm DLSC.KeyGen takes as input system wide parameters p, ¢ and g, and runs
as follows to output a pair of matching public and private keys.

1. Generate a random integer x from [L,...,q —1].

2. Compute y=g" modp, anintegerin [2,...,p—1].
3. Output (y,x) as a public and private key pair.

9.5 Signhcryption algorithm

The signcfyption algorithm DLSC.Signcrypt takes as input a plaintext M (a bit string), a sendef’s public anhd
private kel pair (v ,,x,), a recipient’s public key y,, a label (a bit string), and an option~The sender shall
perform tHe following steps to signcrypt the plaintext M. The resultant ciphertext is denofed by X.

1. If y, is not an integer in the range of [2,..., p —1], then fail.
2. Choose a random integer u from [1,...,q —1].
3. Compute K =y, modp .
4. Compute C =G(I12BSP(K,/,),|M [)® M.
5. Compute r = H(I2BSP(K, 1) || M |[12BSP(y ,, [,)§12BSP(yy, 1) || label).
6. If +x, =0 (mod g), then return to Step 2,
7. Compute s = mod ¢q .
r+x,
8. Compute r*=12BSP(r, /).
9. Compute s*=12BSP (s, )

10. Set X =(C || r*| s
11. Output X.
DLSC.Sigpcrypt is alsodllustrated in Figure 1.

NOTE It is assumeéd that system wide parameters defined in 9.3 are implicitly known to the signcryption algorithm/] or
otherwise gassed\to the algorithm by such a means as the option .

16 © ISO/IEC 2011 — All rights reserved
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M VB Pa label X Option

[0,..., ¢-1]

u
l A 4
ys mod p

s 2loey

Start over
again

Figure 1 — Signcrypting a plaintext with DLSC.Signcrypt

9.6 Unsigncryption algorithm

T aaioun o adl o laceitlhhonas NJ OM J looiomam ot ol PN H-W-CET TP ahart T S VA 4 it feio ) N t’
GO oSTyroryptiorTarguImimmT DEO U UTTOIgrTeT y OT TART S asS™ MTTPUT A CIPTTCTTCAT 7 (A DT oty ), o ECIpIeI’l S

public and private key pair (y,,x;), a sender’s public key y,, a label (a bit string), and an option . The
recipient shall perform the following steps to unsigncrypt the ciphertext X.

1. If y, is not an integer in the range of [2,..., p —1], then fail.

2. Parse X as (C|| r*| s*), where |r*|:|s*|:lq.
If the parsing is unsuccessful, then fail.
3. Compute r =BS2IP(r*).

4. Compute s =BS2IP(s*).

© ISO/IEC 2011 — All rights reserved 17
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5. If r isnotin [0,..g—1] or s isnotin [1,...g — 1], then fail.

6. Compute K =(g" -y )%™ mod p.

7. Compute M = G(I2BSP(K, 1,),|C)®C.

8. Compute v=H(I2BSP(K, 1) || M | 12BSP(y,,1,) | 12BSP(y,,1,)]| label) .

9. If v=r, then output (ACCEPT, M ); otherwise output (REJECT, NULL), where ACCEPT and
REJECT are symbolic values that indicate the acceptance and rejection of validity of the ciphertext,

fespectively, and NULL is the null string.

NOTE
or otherwis

10 Elliptic curve based signcryption mechanism (ECDLSC)

10.1 Intn

In this cla
is called
implemen

NOTE
possesses

assumptior

unforgeabil
model.

10.2 Specific requirements

Denote by
pair of the

algorithm
receive si
known as
pair shall
entity.

10.3 System wide parameters

m

)

p

18

It is assumed that system wide parameters defined in 9.3 are implicitly known to the unsigncryption-algorith
e passed to the algorithm by such a means as the option .

oduction

ise an elliptic curve discrete logarithm based signcryption mechanism is defined. This mechani
ECDLSC. ECDLSC can handle plaintexts of variable length, upper bounded only by
ation dependant parameter ECDLSC.MaxMsgLen .

ECDLSC is due to Zheng and Imai [23][24] with small tweaks due to Baek, Steinfeld and Zheng [3]. ECDL
security proofs for confidentiality and unforgeability. The, security proof for confidentiality relies on

for the Elliptic Curve Gap Diffie-Hellman problem and the\random oracle model, whereas the security proof
ty relies on the assumption for the Elliptic Curve Gap Discrete Logarithm problem and the random ora

m,

bM

5C
he
for
Cle

(Y,,x,) the public and private key;'pair of the sender, and by (¥,,x,) the public and private

as is described in 10.4. Furthermore, any entity that may have to send signcrypted messages
pncrypted messages shall- have two independently generated key pairs. The first key pair shall

a positive integer (required only if a binary field GF(2™) is employed).

ey

recipient. Both key pairs shallsbe-generated, independently of each other, using the key generation

d
e

the sender key pair that,shall only be used to signcrypt a message from that entity. The second Key
be known as the recipient key pair that shall only be used to unsigncrypt ciphertexts received by that

a positive integer that specifies the length in bits of prime p (required only if a prime fi

=
o

L

GF(p) is employed).

a prime of /, bits in length, that is L,(p) =1, (required only if a prime field GF(p)
employed).

a finite field in the form of either GF'(2™) with m >1 (a binary field) or GF(p) with p >
(a prime field).

an elliptic curve over GF(p").

a positive integer that specifies the length in bits of prime ¢ .

is

2
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q a prime of /, bits in length, thatis L,(q)=1,.

J a designated point on the elliptic curve V' with order g . J is also called a base point.

fmt a format specifier whose value is chosen from {uncompressed, compressed, hybrid}.

G a key derivation function that takes as input a bit string and an integer, and outputs a bit
string of length specified by the integer. (See 7.3)

H a full domain cryptographic hash function that maps an input bit string of arbitrary length to
an integer in [0,...,qg —1]. (See 7.2.2.)

NOQTE Algorithms for generating elliptic curves, finding a point of large prime order on an elliptic curve ‘and others are

spgcified in ISO/IEC 15946-5.

10

Th
.

c

.4 Key generation algorithm

e key generation algorithm ECDLSC.KeyGen takes as input system wide parameters V, g, a
ns as follows to output a pair of matching public and private keys.

1. Generate a random integer x from [1,...,qg —1].
2. Compute Y =x-J, a point on the elliptic curve V.

3. Output (Y, x) as a public and private key pair.

hd J, and

br's public
he sender
X.

~

).

10.5 Signcryption algorithm
THe signcryption algorithm ECDLSC.Signcrypt takes as input a plaintext M (a bit string), a send
and private key pair (Y,,x,), a recipient’s publickey Y,, a label (a bit string), and an option . T
shgll perform the following steps to signcryptthe plaintext M. The resultant ciphertext is denoted by

1. If Y; is not a point on the elliptic curve V', then fail.

2. Choose a random integer u from [L,...,q —1].

3. Compute K =y~

4. Compute C'=G(EC2BSP, (K, fmt),|M |)® M.

5. Compute)r = H(EC2BSP, (K, fmt) || M || EC2BSP, (Y ,, fint) || EC2BSP, (Y}, fint) || labs

6. Ifi+ x, =0 (mod g), then return to Step 2.

7. Compute s = mod ¢ .

r+x,
8. Compute r*=12BSP(r,/,).
9. Compute s*=12BSP(s,/,).

10. Set X =(C || r*|| s*).
11. Output X.

ECDLSC.Signcrypt is also illustrated in Figure 2.

©lI
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NOTE

It is assumed that system wide parameters defined in 10.3 are implicitly known to the signcryption algorithm,
or otherwise passed to the algorithm by such a means as the option . In addition, the format for encoding points on the

elliptic curve, fmt, can be passed to the algorithm by the option .

10.6 Unsigncryption algorithm

The unsigncryption algorithm ECDLSC.Unsigncrypt takes as input a ciphertext X (a bit string), a recipient’s
public and private key pair (Y,x;), a sender’s public key Y,, a label (a bit string), and an option . The
recipient shall perform the following steps to unsigncrypt the ciphertext X.

1. If
2.
If
3. C
4. C
5 If
6. C
7. C
8. C
9. If
R
re
NOTE
or otherwis
elliptic cury

20

Parse X as (C||r*||s*), where |r*|:|s*|:lq.

Y, is not a point on the elliptic curve ¥, then fail.

fhe parsing is unsuccessful, then fail.

bmpute r = BS2IP (r*).

bmpute s = BS2IP (s*).

r isnotin [0,...g—1] or s is notin [1,...g —1], then fail.

pmpute K =s-x,-(r-J+Y,).

pmpute M = G(EC2BSP, (X, fint),|C )@ C.

bmpute v = H(EC2BSP, (X, fint) || M || EC2BSP, (Y, find) || EC2BSP, (Y}, fint) || label).

EJECT are symbolic values that indicate the acceptance and rejection of validity of the ciphertg
spectively, and NULL is the null string.

It is assumed that system wide parameters_defined in 10.3 are implicitly known to the unsigncryption algoritH
e passed to the algorithm by such a meafs'as the option . In addition, the format for encoding points on

e, fimt , can be passed to the algorithm by the option .

v=r, then output (ACCEPT, M); otherwise output (REJECT, NULL), where ACCEPT and

© ISO/IEC 2011 — All rights reserved
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M Y Y, label X4 Option

/ G\ H

Start over
again

Figure 2 — Signcrypting a plaintext with ECDLSC.Signcrypt

11 Integer factorization based signcryption mechanism (IFSC)

11.1 Introduction

In this clause an integer factorization based signcryption mechanism is defined. This mechanism is called
IFSC. IFSC can handle plaintexts of fixed length determined by a parameter [F'SC.MsglLen =1,, .

NOTE IFSC is due primarily to Malone-Lee and Mao [17], with improvements in security by Dodis, Freedman, Jarecki
and Walfish [4]. IFSC possesses security proofs for confidentiality and unforgeability. The security proofs rely on the
random oracle model and on the assumption that inverting the RSA function is difficult.
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11.2 Specific requirements

Denote by [(N ,,e,), (N ,,d,)]the public and private key pair of the sender, and by [(N,e5),(N;,d;)] the

public and private key pair of the recipient. Both key pairs shall be generated, independently of each other,
using the key generation algorithm as is described in 11.4. This mechanism allows an entity to use a single
key pair for both signcryption and unsigncryption (i.e. an entity may use the same key pair as both its sender
key pair to signcrypt messages originating from that entity and as its recipient key pair to unsigncrypt
ciphertexts received by that entity).

11.3 System wide parameters

[ a positive integer that specifies the length of a random bit string » chosen in the first'step| of
the signcryption algorithm.

Iy a positive integer that specifies the output length in bits of a standard cryptographic hgsh
function H.

Ly a positive integer that specifies the length in bits of a plaintext, that is¢ZFSC.Msglen =1,,

[ a positive even integer that specifies the length in bits of an*RSA modulus. / satisfles

I=1,+1 +1,.

G a key derivation function that takes as input a bit string_and an integer, and outputs a |bit
string of length specified by the integer.

H ,H, two independent (standard) cryptographic hash.furnctions each of which maps an input |bit
string of arbitrary length to a bit string of lengtt’; H,.Len = H,.Len =1, .

11.4 Key generation algorithm

The key deneration algorithm IFSC.KeyGen takes ‘a:system wide parameter / as input, and outputs a pair| of
matching public and private keys denoted by [(#¥,e),(N,d)]. These three positive integers N ,e and d are
constraingd by conditions specified below.

°
=

is the product of two distinctprimes p and ¢ of //2 bits in length, that is L,(p)=L,(q)=1/2.
The length of N is [ bits.

satisfies ged(e, (p 71)¢ —1))=1.

°
Q

e (| satisfies e-d =1(mod A(N)), where A(N) is the least common multiple of (p—1) and (g—1).

The exponent e inthe public key is called a public exponent, and the exponent d in the private key a private
exponent.

NOTE 1 | Guidance for generating primes p and ¢ can be found in ISO/IEC 18032.

NOTE 2 A relatively small prime such as 5, 17 or 2'® 4 1=65537 can be selected as the public exponent e for
faster signcryption and unsigncryption.

11.5 Signcryption algorithm

The signcryption algorithm IFSC.Signcrypt takes as input a plaintext M of /,, bits in length, a sender’s private
key (N ,,d,), a recipient’s public key (Ny,ez), a label (a bit string), and an option . The sender shall

perform the following steps to signcrypt the plaintext M. The resultant ciphertext is denoted by X whose
lengthis /+1 in bits.
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1. Choose uniformly at random a bit string » of length /..
2. Compute ¢ =H,(M || r||label).

3. Compute w=G(c,l,, +1,)D (M || 7).

4. Compute s =H,(w)®c.

5. If BS2IP(w||s)= N ,, return to Step 1.

6 Computer+=BS2HP (i)t mod v

7. If = N,,thenset f=1;otherwiseset f=0.

8. Compute u=¢—f-2"".

9. Compute v =u% mod N, .

10. Compute C, =12BSP(f,1).
11. Compute C, =12BSP(v,/).
12. Set X =(C,||C,).

13. Output X.

IFSC.Signcrypt is also illustrated in Figure 3.
NQTE It is assumed that system wide parameters defined in 11.3 are implicitly known to the signcryption algorithm,
or fotherwise passed to the algorithm by such a means.as the opfion . The option can also be used to pasp the prime
fagtors of N, which are required to speed up the. exponentiation with the private exponent dA in Step §, using the
Chinese Remainder Theorem (see [15], 4.3.2 Medular Arithmetic, [19] and ISO/IEC 14888-2:2008, 5.3).
11.6 Unsigncryption algorithm
THe unsigncryption algorithm #£SC.Unsigncrypt takes as input a ciphertext X (a bit string), a Jrecipient’s
private key (Ng,d;), a sender’s public key (N ,,e,), a label (a bit string), and an option . Th¢ recipient
shill perform the following\stéps to unsigncrypt the ciphertext X.

1. Parse X7as (C, || C,), where |C||=1 and |C,| = 1.

If the-parsing is unsuccessful, then fail.
2. Compute f =BS2IP(C)).
3. Compute v=BS2IP(C),).
o

4. Compute u=v " mod N, .

5. Compute t=u+ f-2'7".

6. If £ > N, then fail.

7. Compute y =% mod N, .

8. Parse 12BSP(y,/) as (w||s), where |w|:lM +/ and |s|:lH.

9. Compute c=H,(w)®s.

© ISO/IEC 2011 — All rights reserved
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10. Compute z=G(c,l,, +1.)Dw.
11. Parse z as (M ||r), where |M|=ZM and |r|=l,.

12. If H,(M ||r||label)=c, then output (ACCEPT, M ); otherwise output (REJECT, NULL), where

ACCEPT and REJECT are symbolic values that indicate the acceptance and rejection of validity
of the ciphertext, respectively, and NULL is the null string.

NOTE It is assumed that system wide parameters defined in 11.3 are implicitly known to the unsigncryption algorithm,
or otherwise passed to the algorithm by such a means as the option . The option can also be used to pass the prime

factors of |V, which are required to speed up the exponentiation with the private exponent dj in Step 4, using, the
Chinese Rg¢mainder Theorem (see [15], 4.3.2 Modular Arithmetic, [19] and ISO/IEC 14888-2:2008, 5.3).
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(N4,d4) (INp,ep)  Option

Start over
again

A

Ift> Ngthen f=1else f=0
u=t—f2"

A

e
v=u 2 mod Np

f \4
@ 2BSP
e 1

Figure 3 — Signcrypting a plaintext with IFSC.Signcrypt
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12 Encrypt-then-sign-based mechanism (EtS)

12.1 Introduction

In this clause a signcryption mechanism based on the combination of an asymmetric encryption scheme and a
digital signature scheme is defined. This mechanism is called EtS.

NOTE EtS is analysed by An, Dodis and Rabin[1]. EtS possesses proofs for confidentiality and unforgeability. The
security proofs rely on the assumptions that the public-key encryption scheme is IND-CCA2 secure and that the digital
signature scheme is strongly unforgeable.

12.2 Specific requirements

The EtS requires an asymmetric encryption scheme which shall be from ISO/IEC 18033-2. This.asymmefric
cipher wil| consist of three algorithms: a key generation AC.KeyGen, an encryption algorithm, AC.Encrypt ,

and a decfyption algorithm AC.Decrypt :

. T:I:e key generation algorithm AC.KeyGen() outputs a public and private key\pair (PK, pk).
e The encryption algorithm AC.Encrypt(PK ,label ,M ,option) that takes_asinput a public key PK)] a
qbel, a plaintext M, and an encryption option, and outputs a ciphértext C. The encryption option

cgntrols part of the execution of the encryption algorithm and the form of the ciphertext.
e The decryption algorithm AC.Decrypt(pk,label,C) that take$ as input a private key pk, a labé¢l,

and a ciphertext C, and outputs a plaintext M. The decryption algorithm may fail under soine

=~

circumstances.

The EtS requires a digital signature scheme which shall bé:taken from ISO/IEC 9796 or ISO/IEC 14888. This
scheme Will consist of three algorithms: a key generation algorithm SS.KeyGen, a signature generation

algorithm [SS.Sign , and a signature verification algorithm SS.Verify :

W

o T:I:e key generation algorithm SS.KeyGen () outputs a public and private key pair (PK, pk).
The signature generation algorithm SS.Sign (pk,M') takes as input a private key pk and a messag

M , and outputs a signed message o.
e The signature verification algérithm SS.Verify (PK,o) takes as input a public key PK and a signed

message o, and outpuis-either a message M or will fail.

The signcryption mechanism will inherit all the specific requirements of the asymmetric encryption scheine
and digita| signature scheme used in the EtS mechanism.

We also require.fRat there exists a bit string /D, which uniquely identifies a user 4 within some context.

NOTE This may be their public key value as this can be thought of as uniguely identifying a user via their public key
certificate.

12.3 Key generation algorithm
Each user shall have a public and private key pair for signcryption consisting of an asymmetric encryption key

pair and a digital signature key pair. This signcryption key pair may be used for both signcryption and
unsigncryption. These keys are computed by the signcryption key generation algorithm as follows:

1. (PK,,pk,)=AC.KeyGen().
2. (PK,,pk,)=SS.KeyGen().
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3. PK=(PK,|PK,).

4.  pk=(pk,| pk,).
5. Output (PK,pk).

12.4 Signcryption algorithm

ISO/IEC 29150:2011(E)

The signcryption algorithm EzS.Signcrypt takes as input a plaintext M, a sender A’s public and private key
pair (PK ,,pk ), arecipient B’s public key PK, the sender’s identifier /D, the recipient’s identifier ID,, a

resultant ciphertext is denoted by X.

1. Parse PK, as (PK,,||PK,,) and pk, as (pk,,|lpk,,) -
Parse PK, as (PK;,|[PKy,).

Compute C=AC.Encrypt(PKy ,,M||ID ,label,option) .
Compute X =S8S.Sign(pk,,C||IDp).

Output X.

o &~ 0N

14.5 Unsigncryption algorithm

lapel, and an option . The sender shall perform the following steps to signcrypt the plaintext M. The

THe unsigncryption algorithm EtS .Unsigncrypt takes as input-a ciphertext X, a sender A4’s public key PK ,,
a fecipient B'’s public and private key pair (PK,pk,)the sender’s identifier /D, , the recipient's identifier

1. Parse PK, as (PK,,||PK,,).

Parse PK; as (PKy ||PKy,). and pk, as (pky |l pkg,).
Compute X'=SSVerify (PK ;,X) .

If SS.Verify fails then fail.

Parse X' as (C||ID'y).

If ID',#ID, thenAfail.

Compute Y'=AC.Decrypt(pky ,,label,C) .

If AC.Decrypt fails then fail.

9. Parse'Yas (M||ID')).

10. W~ID' ,# 1D, then fail.
1. Output M .

© N o g bk~ e DN

1), , a label , and an option . The recipient shall perform the following steps to unsigncrypt the ciphertext X.
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Annex A
(normative)

Object identifiers

Signcryption {iso (1) standard (0) signcryption (29150)

signcryption-mechanisms (0) version (1)}

DEFINITIONS EXPLICIT TAGS ::= BEGIN

IMPORTY id-shal, id-sha256, id-sha384, id-shab12,

asnl-modale (

HashFunetionAlgs FR

DedicafledHashFunctions {iso(l) standard(0) hash-functions(10118) part(

asnl-mddule (1) dedicated-hash-functions (0) };

OID 5 OBJECT IDENTIFIER
-- Syndgnyms --
id-kdf |OID ::= {iso(l) standard(0) encryptien-algorithms (18033) part/

key-deygivation-function (5) }

id-kdf-qkdfl OID
id-kdf-qkdf2 OID

{id-kdf kdfl (1)}
{id-kdf kdf2(2)}

1s2915( OID ::= {iso(l) standard«(0) signcryption(29150)}

mechanilsm OID {1is29150 mechanisms (1)}

signcryption-mechanism-dlsel\©ID ::= {mechanism
signcryption-mechanism-ecdlsc OID = {mechanism
signcryption-mechanism-1fsc OID = {mechanism
signcryption-mechanism=ets OID ::= {mechanism

SCHashHunction ALGORITHM ::= {

{OID id-shal PARMS NullParms} |

{OID id-sha256\PARMS NullParms } |

{OID id-sha384” PARMS NullParms } |

{OID id-skhadb12 PARMS NullParms },

>y expect more hash functions here

dlsc (1) }
ecdlsc (2)}
ifsc(3)}
ets(4) }

|y
~

13w
~

}

SCKDFfunction ALGORITHM ::= {
{OID id-kdf-kdfl PARMS SCHashFunction} |
{OID id-kdf-kdf2 PARMS SCHashFunction},
-- expect additional KDF functions here

}
SCparameters ::= SEQUENCE {

kdf SCKDFfunction,
hash SCHashFunction

28

© ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=5aedbbc1eaf965066e0b46a8345a989e

}

ISO/IEC 29150:2011(E)

SigncryptionMechanism ALGORITHM ::= {

{OID signcryption-mechanism-dlsc PARMS SCparameters} |
{OID signcryption-mechanism-ecdlsc PARMS SCparameters} |
{OID signcryption-mechanism-ifsc PARMS SCparameters} |

{OID signcryption-mechanism-ets PARMS SCparameters}
}
NyllParms =« := NUTT
-1 Cryptographic algorithm identification --
AILlGORITHM ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL
} | WITH SYNTAX {OID &id [PARMS &Typel}
END -- Signcryption --

A

Es
Th
d€

In

cny
pr
ob
pa

2 Use of subsequent object identifiers

ch of the signcryption mechanisms specified in this_laternational Standard uses a key derivatio
erefore, the signcryption mechanism object identifier may include the object identifier of one
rivation identifiers specified in ISO/IEC 18033-2 .and any associated parameters.

n function.
pf the key

addition, both mechanisms DLSC and ECBLSC employ a full domain cryptographic hash functior|, whereas
mechanism IFSC employs two independent standard cryptographic hash functions. Since a fyll domain
ptographic hash function can be obtained from a standard cryptographic hash function by applying the

bcedure FDH1 specified in 7.2.2.2,the signcryption mechanism object identifier may further i

ject identifier of one of the hash*algorithm identifiers specified in ISO/IEC 10118-3[10] and any
rameters.

©lI
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Annex B
(informative)

Security considerations

B.1 Intreduction

This Anngx first discusses generic weaknesses of the signcryption mechanisms defined in this Intefhatiopal
Standard [ (Clause B.2). These generic weaknesses exist due to number theoretic assumptions d
cryptographic hash functions on which the signcryption mechanisms depend for their security. It then
proceeds [to discuss security properties of cryptographic transformations which are used by-the signcryption
mechanisms (Clause B.3). This is followed by discussions on the random oracle model which is required for
proving the security properties of these mechanisms (Clause B.4). Finally security, properties of the
signcryption mechanisms are discussed (Clauses B.5-B.8).

Security pfoperties of a signcryption mechanism include those pertaining to confidentiality and unforgeability.

In this Anmex, a polynomial time algorithm/attacker means one whose running-time is bounded from above |pby
a polynontial in the size of its input or a security parameter.

B.2 Generic weaknesses

Like all cryptographic mechanisms that rely for their security 6n computational complexity assumptions, such
as the Discrete Logarithm assumption in Clause B.5,. the" Elliptic Curve Discrete Logarithm assumption]in
Clause B.p, and the Factorization assumption in Cladse B.7, the signcryption mechanisms defined in this
International Standard become insecure in anx'event when the underlying computational compleXity
assumptigns no longer hold, due to such advancements as an algorithmic breakthrough in integer
factorizatipn or solving discrete logarithms (see’ for examples [16][18]), or the development of a practi¢al

quantum ¢omputer (see [20]).

In addition, all the signcryption mechanisms are subject to attacks that run in sub-exponential time
(see [16][18]), although such attackS become impractical when public keys are sufficiently large.

Furthermqre, as all the . Signcryption mechanisms use cryptographic hash functions defined [in
ISO/IEC 10118-2 and ISOAEC 10118-3 (see [10]), a weakness in these allowable cryptographic hgsh
functions nay lead to thetinsecurity of the signcryption mechanisms.

B.3 Cr)lptographic transformations

This Interpational Standard uses the following cryptographic transformations that are described in other
standards:

e Standard cryptographic hash functions (ISO/IEC 10118-2 and ISO/IEC 10118-3, with a proviso that is
not related to security);

¢ Cryptographic key derivation functions (see ISO/IEC 18033-2:2006, 6.2).
Security properties of these cryptographic transformations are addressed in those respective standards.
In addition, this International Standard defines a cryptographic transformation called a full domain
cryptographic hash function in 7.2.2. The specific allowable full domain cryptographic hash function FDH1

described in 7.2.2.2 is obtained by chopping off lower order/right most bits of the output of a standard
cryptographic hash function, followed by testing whether the resultant output, when being regarded as an
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integer, is within a required range. The resultant output is valid only if it is within the required range. As FDH1
does not alter the original cryptographic hash function, nor does it expand the output length, FDH1 inherits all
the security properties of the original cryptographic hash function.

B.4 Random oracle model

Every signcryption mechanism described in this International Standard employs some or all of the following
three types of cryptographic transformations: key derivation functions, standard cryptographic hash functions
and full domain cryptographic hash functions. It is assumed that these cryptographic functions all behave like
a fandom oracle.

The above assumption on key derivation and cryptographic hash functions is an exampleyef thg so-called
random oracle methodology.

BJ|5 Provable security of DLSC
Confidentiality

THe Discrete Logarithm problem. Let g be an integer from [1,..., p —1] with order ¢ modulo p anf let a be

chpsen uniformly at random from [1,...,¢ —1]. On input g“ mod p< an adversary either outputs a dr declares
faijlure. The Discrete Logarithm assumption states that the probability for a polynomial time adyersary to

successfully output a is negligibly small.

THe Diffie-Hellman problem. Let g be an integer from [1,..., p —1] with order ¢ modulo p and lef ¢ and b

be integers chosen uniformly at random from [1,...,¢g—1]. On input g mod p and g” mod p, an [adversary

eiIer outputs the Diffie-Hellman key K = g“b mod'p or declares failure. The Diffie-Hellman assumplion states
t

that the probability for a polynomial time adversary to successfully output K = g”b mod p is negligibly small.

THe Gap Diffie-Hellman problem. Let;¢ be an integer from [1,..., p —1] with order ¢ modulo p fand let a
and b be integers chosen uniformly at random from [l,...,g—1]. An adversary takes g“mjodp and
gl mod p as input and is granted access to a Decisional Diffie-Hellman oracle O”"". The advergary either

outputs the Diffie-Hellman'key K = g”b mod p or declares failure.

THe Decisional Diffie=Hellman oracle O””" takes as input (4, h“ modp, h* mod p , z), and outputk either ‘1’

when z=h"modp, or ‘0’ otherwise, where 4 and z are from [l,...,p—1] and u and v|are from
[1)...,g =1}t is permissible for / to be the same as g.

ThesGap Diffie-Hellman assumption states that the probability for a polynomial time adversary to syccessfully

output the Diffie-Helman key K = g““mod p 15 negligibly Smatr.

The adaptive chosen ciphertext attacker. There are two aspects about an adaptive chosen ciphertext attacker,
namely (1) what the goal of the attacker is, and (2) what the attacker is allowed to do.

The goal of the attacker is to break the confidentiality of messages communicated between Alice the sender
and Bob the recipient. Specifically, the attacker wishes to find some (partial) information on a target ciphertext
between Alice and Bob.

The attacker can record ciphertexts communicated between Alice and Bob. The attacker has access to both

Alice’s public key and Bob’s public key. In addition the attacker is allowed to use Alice’s signcryption algorithm
DLSC.Signcrypt as a “flexible signcryption oracle” and Bob’s unsigncryption algorithm DLSC.Unsigncrypt as a
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“flexible unsigncryption oracle”. With the flexible signcryption oracle, the attacker is allowed to pick, as a query
to the oracle, any plaintext and any valid public key at will, including Bob the recipient’s public key. Upon
receiving the plaintext and the public key from the attacker, Alice dutifully performs signcryption on the
plaintext with her own private key and the public key from the attacker. She then returns the resultant
ciphertext to the attacker as an answer to the query.

With the flexible unsigncryption oracle, the attacker is allowed to pick, as a query to the oracle, any ciphertext
(other than the target ciphertext) and any valid public key at will, including Alice the sender’s public key. Upon
receiving the ciphertext and the public key from the attacker, Bob dutifully performs unsigncryption on the
ciphertext with his own private key and the public key from the attacker. He then returns the resultant plaintext

1 VAL + Y - L
to the attagkeras-an-anrswerto-the-guery:

It is assymed that when the public key in a query to the flexible signcryption oracle or the(flexible
unsigncryption oracle is not the fixed public key of Alice or that of Bob, the attacker has full access to the
matching private key.

Formal sgcurity proof for confidentiality. [3] provides a mathematical proof for the fact that with DLSC] a
polynomidl time adaptive chosen ciphertext attacker described above, whose running time is limited by a

polynomidl in L,(p), has only a negligibly small chance in successfully breaking.the confidentiality | of

messageq between a sender and a recipient, under the assumptions for the random oracle model and the
Gap DiffiefHellman problem.

Unforgeapility

The Gap Discrete Logarithm problem. Let g be an integer from [1,...{p —1] with order ¢ modulo p and [let

a be an ipteger chosen uniformly at random from [1,...,q —1]. Anjadversary takes g¢“ mod p as input and is

granted agcess to a restricted Decisional Diffie-Hellman oracle O™ The adversary either outputs the
exponent (¢ or declares failure.

The restri¢ted Decisional Diffie-Hellman oracle O"™"% takes as input (g, g“ mod p, 4" mod p, z ), and outhts

either “1’|when z=h""modp, or ‘0’ otherwisg;” where 4 and z are from [l,...,p—1] and v is fr¢m

[1,...,g—1]. It is permissible for 4 to be the(same as g . Note that the difference between a Decisional Diffie-

Hellman dracle O”?"" and a restricted Decisional Diffie-Hellman oracle O"?" is that the first two items in the

rDDH

input of O are fixed to g and g“mod p.

The Gap|Discrete Logarithm assumption states that the probability for a polynomial time adversary |to
successfully output the expenent a is negligibly small.

The adaptive chosen imessage attacker. There are two aspects about an adaptive chosen message attackgr:
(1) what the goal ofthe attacker is, and (2) what the attacker is allowed to do.

The goal pf thec/attacker is to forge a valid ciphertext from Alice the sender to a recipient of the attackgr's
choice.

The attacker has access to Alice’s public key and is allowed to use Alice’s signcryption algorithm
DLSC.Signcrypt as a “flexible signcryption oracle”. In addition, the attacker is allowed to pick, as a query to the
oracle, any plaintext and any valid public key at will (other than Alice’s public key). The attacker has access to
the private key that matches the public key. Upon receiving the plaintext and the public key from the attacker,
Alice dutifully performs signcryption on the plaintext with her own private key and the public key from the
attacker. She then returns the resultant ciphertext to the attacker as an answer to the query.

Formal security proof for unforgeability. [3] provides a mathematical proof for the fact that with DLSC, a

polynomial time adaptive chosen message attacker described above, whose running time is limited by a
polynomial in L,(p), has only a negligibly small chance in successfully forging a valid ciphertext from Alice to
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any recipient, for a new plaintext with which the attacker has not queried Alice’s signcryption algorithm, under
the assumptions for the random oracle model and the Gap Discrete Logarithm problem.

B.6 Provable security of ECDLSC

The Discrete Logarithm, the Diffie-Hellman, the Gap Diffie-Hellman and the Gap Discrete Logarithm problems
all have their equivalent on elliptic curves.

ECDLSC has the same provable security properties with confidentiality and unforgeability as those of DLSC,
er the same assumption for the random oracle model and the assumption on the elliptic curve pquivalent
of the Gap Diffie-Hellman and Gap Discrete Logarithm problems.

B|7 Provable security of IFSC

THe Factorization problem. Let N be a composite integer. On input N, an adversary either outputs prime
fagtors of N or declares failure. The Factorization assumption states that.for a sufficiently larde N , the
probability for a polynomial time adversary to successfully output factors of (Vy\is negligibly small.

THe RSA Inversion problem. Let N be an RSA modulus and e be a public exponent. Also let C = M ° mod N
the RSA ciphertext for a randomly chosen plaintext M . On_input C, an adversary either outputs M or
lares failure. The RSA (inversion) assumption states that the ‘probability for a polynomial time aqversary to
successfully output M is negligibly small.

Confidentiality

THe adaptive chosen ciphertext attacker. There aretwo aspects about an adaptive chosen ciphertext attacker,
ngmely (1) what the goal of the attacker is, and (2)/what the attacker is allowed to do.

THe goal of the attacker is to break the confidentiality of messages communicated between Alice the sender
Bob the recipient. Specifically, the.attacker wishes to find some (partial) information on a target|ciphertext
between Alice and Bob.

The attacker can record ciphertexts communicated between Alice and Bob. The attacker has access to both
Alice’s public key and Bob’s.public key. In addition the attacker is allowed to use Alice’s signcryptior] algorithm
IFSC.Signcrypt as a “flexible’ signcryption oracle” and Bob’s unsigncryption algorithm IFSC.Unsigricrypt as a
“flexible unsigncryption-oracle”. With the flexible signcryption oracle, the attacker is allowed to pick, s a query
to[the oracle, any plaintext and any valid public key at will, including Bob the recipient’s public key. Upon
regceiving the plaintext and the public key from the attacker, Alice dutifully performs signcryptipn on the
plaintext with hér>oéwn private key and the public key from the attacker. She then returns thg resultant
ciphertext to the-attacker as an answer to the query.

W|th the-flexible unsigncryption oracle, the attacker is allowed to pick, as a query to the oracle, any|ciphertext
(ofherthan the target ciphertext) and any valid public key at will, including Alice the sender’s public key. Upon
regeiving the ciphertext and the public key from the attacker, Bob dutifully performs unsigncryption on the
ciphertext with his own private key and the public key from the attacker. He then returns the resultant plaintext
to the attacker as an answer to the query.

It is assumed that when the public key in a query to the flexible signcryption oracle or the flexible
unsigncryption oracle is not the fixed public key of Alice or that of Bob, the attacker has full access to the
matching private key.

Formal security proof for confidentiality. [4] (see also [17]) provides a mathematical proof for the fact that with
IFSC, a polynomial time adaptive chosen ciphertext attacker described above, whose running time is limited
by a polynomial in /, has only a negligibly small chance in successfully breaking the confidentiality of
messages between a sender and a recipient. The proof relies on the random oracle model and on the
assumption that the RSA inversion problem is hard.
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Unforgeability

The adaptive chosen message attacker. There are two aspects about an adaptive chosen message attacker:
(1) what the goal of the attacker is, and (2) what the attacker is allowed to do.

The goal of the attacker is to forge a valid ciphertext from Alice the sender to a recipient of the attacker’s
choice.

The attacker has access to Alice’s public key and both private and public keys of any recipient. Furthermore
the attacker is allowed to use Alice’s signcryption algorithm IFSC.Signcrypt as a “flexible signcryption oracle”.
Specifically; ; Tk ; ; ; ; at
will. Upon|receiving the plaintext and the public key from the attacker, Alice dutifully performs signcryption.jon
the plaintgxt with her own private key and the public key from the attacker. She then returns the_fésultant
ciphertext|to the attacker as an answer to the query.

Formal security proof for unforgeability. [4] (see also [17]) provides a mathematical proof forthe fact that wfith
the IFSC,| a polynomial time adaptive chosen message attacker described above, whosg, tunning time|is
limited by[a polynomial in /, has only a negligibly small chance in successfully forging,a valid ciphertext from
Alice to anjy recipient for a new plaintext with which the attacker has not queried Alice’s<signcryption algorithm.
The proofjrelies on the random oracle model and on the assumption that the RSA inversion problem is hard

B.8 Provable security of EtS

The security of the EtS is based on the security of the underlying digital signature scheme and the underlying
public-key] encryption scheme. It does not require the use of the random oracle model, although the security| of
a specific| signcryption scheme constructed in this manner may still only be proven secure in the rand¢m
oracle mogel if either the underlying public-key encryption seheme or the underlying digital signature scheme
are proven secure in the random oracle model.

The mechianism gives a secure method for combining-a public-key encryption scheme and a digital signature
scheme ih a manner that preserves the security;-of both elements. More naive methods of combining
public-key] encryption and digital signature schemes may not give rise to a signcryption scheme with the same
strict secyrity guarantees. In certain casessthe combination of public-key encryption and digital signatyre
schemes [nay lead to a scheme which is inseeure even if the underlying schemes are secure.

=

Confidentiality

The adaplive chosen ciphertext attacker. There are two aspects about an adaptive chosen ciphertext attack
namely (1) what the goal of the“attacker is, and (2) what the attacker is allowed to do.

[
>

The goal of the attackeryisto break the confidentiality of messages communicated between Alice the sender
and Bob the recipientSpecifically, the attacker wishes to find some (partial) information on a target ciphert¢xt
between Alice and Bob.

The attacker-€ah record ciphertexts communicated between Alice and Bob. The attacker has access to bgth
Alice’s publickey and Bob’s public key. In addition the attacker is allowed to use Alice’s signcryption algorit*m
EtS.Signcrypt as a "flexible signcryption oracle” and Bob’s unsigncryption algorithm EzS.Unsigncrypt as a

“flexible unsigncryption oracle”. With the flexible signcryption oracle, the attacker is allowed to pick, as a query
to the oracle, any plaintext and any valid public key at will, including Bob the recipient’s public key. Upon
receiving the plaintext and the public key from the attacker, Alice dutifully performs signcryption on the
plaintext with her own private key and the public key from the attacker. She then returns the resultant
ciphertext to the attacker as an answer to the query.

With the flexible unsigncryption oracle, the attacker is allowed to pick, as a query to the oracle, any ciphertext
(other than the target ciphertext) and any valid public key at will, including Alice the sender’s public key. Upon
receiving the ciphertext and the public key from the attacker, Bob dutifully performs unsigncryption on the
ciphertext with his own private key and the public key from the attacker. He then returns the resultant plaintext
to the attacker as an answer to the query.
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Formal security proof for confidentiality. [1] provides a mathematical proof for the fact that with EtS, a
polynomial-time adaptive chosen ciphertext attacker described above, whose running time is limited by a

polynomial in L,(p), has only a negligible small chance in successfully breaking the confidentiality of

messages between a sender and a recipient, under the assumption that the underlying public-key encryption
scheme is secure against adaptive chosen ciphertext attacks.

Unforgeability

The adaptive chosen message aftacker. There are two aspects about an adaptive chosen message attacker:
(1) what the goal of the attacker is, and (2) what the attacker is allowed to do.

THe goal of the attacker is to forge a valid ciphertext from Alice the sender to a recipient of/the|attacker’s
chpice.

THe attacker has access to Alice’s public key and is allowed to use Alice’s sighcryption | algorithm
E1S.Signcerypt as a “flexible signcryption oracle”. In addition, the attacker is allowed.to)ypick, as a qiery to the
oracle, any plaintext and any valid public key at will. Upon receiving the plaintext-and the public key from the
attacker, Alice dutifully performs signcryption on the plaintext with her own privatekey and the publi¢ key from
the attacker. She then returns the resultant ciphertext to the attacker as an answer to the query.

Fdrmal security proof for unforgeability. [1] provides a mathematical“proof for the fact that wlth EtS, a
palynomial-time adaptive chosen message attacker described above, whose running time is limited by a

pdlynomial in L,(p), has only a negligible small chance in successfully forging a valid ciphertext frdm Alice to

any recipient, for a new plaintext with which the attacker has not queried Alice’s signcryption algorithm, under
the assumption that the underlying signature scheme is secure against adaptive chosen message attacks.
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Annex C
(informative)

Guidance on use of the mechanisms

The purpqse of this annex is to provide guidance on the use of the signcryption mechanisms definediin this
International Standard. To aid the selection of a specific signcryption mechanism, a comparison _table of the
first threq signcryption mechanisms is provided in Clause C.2. Common requirements of-all the fqur
signcryptipn mechanisms are discussed in Clause C.3. Use of each mechanism requires the choice of certain
parametefs, and recommendations regarding sizes/lengths of these parameters are provided-in Clauses C}4-
C.7.

Suggested sizes for parameters in Tables C.2-C.5 in Clauses C.4-C.7 shall be considered to be the minimyim
sizes that fare required to achieve corresponding security levels.

C.2 Selection of mechanism

All the four signcryption mechanisms specified in this International Standard, i.e. the discrete logarithm basged
signcryptipn mechanism (DLSC), the elliptic curve based signcryption mechanism (ECDLSC), the integer
factorizatipn based signcryption mechanism (IFSC), and .the”encrypt-then-sign based mechanism (E{S)
possess grovable security under appropriate assumptions (See Annex B). However, some mechanisms gre
more suitpble than others for particular applications. (When selecting a mechanism for use, facts and
observatigns given in [3], [17], [23] and [24], and those-listed below should be taken into consideration.

Table C.1 — Properties of signcryption mechanisms

ECDLSC IFSC

Mechahnism DLSC

2 exponentiations
(1 with a public exponent;
1 with a private exponent)

Domingant computation by

sender 1 scalar product

1\exponentiation

1 product of 2 1 summand of 2

2 exponentiations

Dominant computation. by exponentiations scalar products : . .
. (1 with a public exponent;
recipient (1.17 (1.17 scalar : .
" 1 with a private exponent)
exponentiations) products)
Speed of signcryption /
unsigngryptien 2 1 3
(1: fastpst; 3:'slowest)
Messagie’expansion, 21 21 L ] 1]
Length of ciphertext i ) T
(in bits) | M |+21, | M |+21, Ly+1 +1,+1=1+1
Applicable to both short and Yes Yes Short messages only

long messages

Non-repudiation

Interactive or
trusted 3" party

Interactive or
trusted 3" party

Non-interactive

System wide public keys
required

Yes

Yes

No

License possibly
required

Yes

Yes

Yes
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An algorithm attributed to E. G. Strauss that computes g”h”, the product of two exponentiations, faster
than the straightforward exponentiation-then-multiplication can be found in [15], Answer to Exercise 4.6.4-
36, Pages 696-697 (see also [2] for a comparison of related algorithms). The algorithm can be adapted to
compute aX +bY, the summand of two scalar products on an elliptic curve, faster than the

straightforward scalar multiplication-then-addition method [21] (see also [22] for techniques that require a
smaller number of registers.)

When the lengths of moduli are equal, computational time for exponentiation or scalar product is
determined mainly by the length of exponents. The exponents for DLSC and ECDLSC are of lq bits in

Cc

Al
kel

Al

the¢ integer factorization based signcryption, and indirectly in the other two signcryption mechanismg

length. For IFSC a small prime such as 5, 17, or 2'° +1= 65537 may be selected as a publid
e, although the corresponding private exponent d is necessarily large (/ bits in length)» W
small public exponents are chosen, comparison of computational time between IFSC, L[
ECDLSC can be carried out by focusing on the length of private exponents/keys.

who is not fully trusted by the sender or the recipient, without invoking either an intera

3 Common requirements

the mechanisms require the use of public key infrastructuresdormanagement of users’ public ke
y infrastructures are defined in ISO/IEC 11770-1 and ISO/IEG 9594.

the mechanisms require the selection of a standard cryptographic hash function, which is used

non-interactive but inefficient, zero-knowledge proof protocol between the judge and the recipient.

exponent
hen such
LSC and

Non-repudiation settlement is said to be interactive if a repudiation dispute cannot be settled by a judge

Ctive or a

ys. Public

directly in
to build a

full domain cryptographic hash function. It is recommended to use standard cryptographic hash functions
specified in ISO/IEC 10118-2 and ISO/IEC 10118-3:
In|addition, all the signcryption mechanisms_require the use of a key derivation function. KDF1 and KDF2
defined in ISO/IEC 18033-2 are recommended.
Cl4 Selecting sizes of parameters for DLSC
Sizes for the following parameters shall be considered:
l, thelength in bits of prime p; thatis 7, = L,(p) = |_1og2 (p+ 1)—|.
l, the length in bits of prime ¢ ; thatis /, = L,(q) = |_log2 (g+ 1)—|.
Table C.2 — Parameter sizes for DLSC
Security
level 80 112 128 192 256
(in bits)
[, 1024 2048 3072 7 680 15 360
l, 160 224 256 384 512
NOTE Table C.2 is based on ISO/IEC 14888-3:2006, 5.1.3.1.
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C.5 Selecting sizes of parameters for ECDLSC

It is recommended that either a prime field GF(p), where p is a prime, or a binary field GF(2™), where m
is a positive integer, be selected to serve as the underlying finite field for an elliptic curve.

When a prime field GF(p) is employed, sizes for the following parameters shall be considered:

lp the size in bits of prime p when the underlying finite field is a prime field GF(p); that is

I — I (o =Tlog (pna]
p b\ 7 I =AY i 70

[ the length in bits of prime ¢ ; thatis /, = L,(q) = |—10g2(q + 1)_|.

Table C.3 — Parameter sizes for ECDLSC over a prime field GF(p)

Security
level 80 112 128 192 256
(in bits)
[, 192 224 256 384 521
l, 160 224 256 384 512

When a binary field GF(2™) is employed, sizes for the following-parameters shall be considered:

m a positive integer indicating the size of the underlying binary field GF(2™).

[ the length in bits of prime ¢ ; thatis,/, = L,(q) = |_10g2(q + 1)—|.

Table C.4 — Parameter sizes for ECDLSC over a binary field GF(2")

Security
level 80 112 128 192 256
(in bits)
m 163 233 283 409 571
l, 160 224 256 384 512

NOTE Tahles C.3 and C.4 are based on FIPS 186-3, Appendix D (See [5]). Examples of elliptic curves in the safne
document arre recommended.

C.6 Selecting sizes of parameters for IFSC

Sizes for the following parameters shall be considered:

/ the length in bits of an RSA modulus.

[, the length in bits of a random number » generated in the first step of the signcryption
algorithm.

Iy the length in bits of the output of a standard cryptographic hash function H .
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Table C.5 — Parameter sizes for IFSC

ISO/IEC 29150:2011(E)

Security
level 80 112 128 192 256
(in bits)
/ 1024 2048 3072 7 680 15 360
[, 80 112 128 192 256
Iy 160 224 256 384 512

NOTE 1

NQTE 2

I=1,+1 +1,,where [, is the length in bits of plaintexts.

Parameter [ in Table C.5 is chosen to be identical to parameter lp in Table C.2, based on the

that factorization and discrete logarithm problems have a similar degree of hardness.

C|7 Selecting sizes of parameters for EtS

THe security of EtS is based on the security of the underlying publicskey encryption scheme and
scheme. The construction is secure if it is instantiated with a seeure public-key encryption sche

hssumption

signature
me and a

secure signature scheme. Parameter sizes should be selected for the encryption and signature key pairs in

such a way that security is guarantee for these schemes. The reader should refer to literature or
parameter sizes for the underlying schemes when selecting parameter sizes for this signcryption sch

selecting
eme.
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D.1 Intreduction

Annex D
(informative)

Examples

This Anngx contains worked examples of the operation of the four signcryption mechanisms specifigd\in this
International Standard, these being the discrete logarithm based signcryption mechanism (DLSC),-the elligtic
curve basgd signcryption mechanism (ECDLSC), and the integer factorization based signcryptienymechanigm
(IFSC) ard the encrypt-then-sign based mechanism (EtS). In the examples, integers and\bit strings|in
typewriter|font are expressed in hexadecimal notation, unless otherwise specified. Integers) are right-justified
in an apprppriate field, and bit strings are left-justified so that their lengths in bits are a mdltiple of four. Spades
and line bfeaks are inserted for better readability.
D.2 Exgmple for DLSC
System wide parameters
DLSC haq seven system wide parameters: /,,/,, g, p, g, G and. A This example assumes that /, =224
and /, =2048. In addition, G is instantiated by the key derivation function KDF2 (see 7.3) with a 324bit
counter starting at 1, and H by the full domain hash functionlfFDH1 (see 7.2.2.2). Furthermore, SHA-224 |as
specified [n Amendment 1 to ISO/IEC 10118-3:2004 assumes the role of the underlying cryptographic hash
function fgr both KDF2 and FDH1. The values of the remaining three system wide parameters ¢, p and|g
are repregented below in hexadecimal notation.
q = 4§01C0D34 C58D93FE 99717710 1EBO535A 4738CEBC BEF389A99

H36371EB
p = ADIO7EL1E 9123A9D0 D660FEAAT7 9559C51F A20D64E5 683BI9FD1

H54B1597 B61D0OA75 EGFATI41D FO95A56DB AF9A3C40 7BAL1DF1S

HB3D688A 309C180E_1DE6B85A 1274A0A6 6D3F8152 AD6AC212

9037C9ED EFDA4DES\D91ESFEF 55B7394B 7AD5B7D0 B6C12207

Joro8D11 ED34DBEE C6BA0OB2C 8BBC27BE 6A00EOAO0 B9C49708

H3BF8A31 709148836 81286130 BC8985DB 1602E714 415D9330

A78273C7 DE3IEFDC 7310F712 1FD5A074 15987DSA DCOA486D

JDF93ACC_ 44328387 315D75E1 98C641A4 80CD86A1 BOEL8TES

HE60E69C\C928B2BY C52172E4 13042E9B 23F10BOE 16E79763

d9B53BCEF 4BA80A29 E3FB73Cl 6B8E75BY9 TEF363E2 FFA31F71

dr9DES38 4E71B81C OACADFFE OClO0E64F
g = AC4032EF 4F2D9AE3 9DF30B5C 8FFDAC50 6CDEBE7B 89998CAF

74866A08 CFE4FFE3 A6824A4E 10B9A6F0 DDO921F01 A70C4AFA

AB739D77 00C29F52 C57DB17C 620A8652 BELSE9001 A8D66AD7

Cl1766910 1999024A F4D02727 5AC1348B B8AT762D0 521BCI98A

E2471504 22EA1ED4 09939D54 DA7460CD B5F6C6B2 50717CBE

F180EB34 118E98D1 19529A45 D6F83456 6E3025E3 16A330EF

BB77A86F OC1AB15B 051AE3D4 28C8F8AC B70A8137 150B8EEB

10E183ED D19963DD DO9E263E4 770589EF 6AA21ET7F S5F2FF381

B539CCE3 409D13CD 566AFBB4 8D6C0191 81E1BCFE 94B30269

EDFE72FE 9B6AA4BD 7B5A0F1C 71CFFF4C 19C418E1 F6EC0179

81BCO87F 2A7065B3 84B890D3 191F2BFA
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The sender’s public and private key pair (y,,x,) and the recipient’s public and private key pair (y;,x;) are
assigned the following values in hexadecimal notation.

Ya =

0C3618A2

91D798¢64
7854210C
03FCCFD1
93226456

2B37A58E

48E8CF56
2C88FB41
972ED722
EROFRB8DE

EC74D9B7

23B074CO0
6211D6ES
OAQOAA9FD
BBA46080

AAFA24E9

5ED99F85
0D37ECF1
AIAC3FCO
8806AAT0

E2A32415

AC75DODE
5F2A8536
85641081
E4543604

FD13BF19

TFF4131D
8F8953F7
DO7B2COC
8898CTED

OFCA25EF
CCC0690D
815FAT73C
DE4D800B
EBDO3FF2
BC19ABS95

51941AE6
OA53F4BB

1E94AEF7

19CCC3ED
B5450067
6DACO6GEB
ATFOE88B
2A25D2FE
4DE2CC2C
E319B0ODB
COBDF981
FB437158
3A406113

11FB849F
5B0458EA

Message and label

4D796D18
BD2E66AC
1D84459D
FF7C84FF
454851E1
E1FC2331

01418614

E5E5AACA

295EF62B
Cl6C6783
BF949CFE
3EO3F1BB
0C2E4B35
7614FC98
84763D06
93E3D8DE
BCF499B6
D071722D

5EF90A5A

D80OD97AA
FCC9C1D4
5380D508
2E7796BD
E4B0C2C3
B792C6DD

86A16DEE

E51E3C8B

230E26A3
20B5908D
1C1c2551
FODF8877
42188587
4A2EE754
4BOABD44
OES5DCAT
C624820B
AD469C26

DA6444DC

89C1DB49
DABF5CCC
02815E74
23B61DF9
D360D427
5A71B120

6B133EAT

BA22F33D

B21AA147
2B47A35C
BB4AEQO46
22300F75
DOAE4AQ0C
OA3FBEES
C4D84202
B6LODGOE
858006FB
¥B1C9599

AS522EDA2

371FF49C
C5795C23
29A411D3
FD4F1CCE
63C5B48A

2513AF12

27DA5939

1413B4DP8
TEACIDB6
EOFB4CAB
14¥6EOD1L
MA618760
CA794125
31DF3F96
9B5296C7
E32E7F8E

8C4D4ADA

2BB1FBA4
8160F903
5899B97D
A84CF110
E2132DFB

462D7A4)9

A6T6F7CO

4D46E779
CC550F5F
0B462COA
9868E55A
BA7D6DB1
578D4843
8686B702
AF84ED3F
EODDA1B7

81D378C7

TH
wi

M

e message M is {Phis is the message to be signcrypted and the encryption label
hout the quotation’marks. Their hexadecimal values are as follows.

= 54686973 20697320 74686520 6D657373 61676520 746F2062
65207369 676E6372 79707465 64

BTelz 30303031

Values in signcryption process

is ‘0001,

The following sequence of values in hexadecimal notation trace key intermediate variables leading to the
resultant ciphertext X when the signcryption algorithm DLSC.Signcrypt is applied to the message M .

= 595970EF CBAFB118 EBOE8171 816E8901 671E3E1l CF9BDI976
609FDDAS

= Al1EDC14 3F0C2E2F D0495BD2 BCEB6DF4 5655FB91 EAQOF06AZ2
6786B100 E1EDIA58 BD5BCCD2Z 60D34114 8701F21B 0373D302
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G(IZBSP K 1 N\ | AL

5T, 5T )

903E4193
2F93AF19
928911F6
17C88050
49226F08
6810EB83
D4B60EOS8
A1D565EE
B82B86AF

89ED4858
4D50AB37
7C1FD9E9
D5461F37
A5D98458
8871206E
C37098EA
F8BFF693
BACASBEFEC

[N

D38FDB93
59AATETD
1D79AFCO
AD43A9BB
E4538453
84166DCD
EA99D886
85E8C4BF
FOEDECIF

11607F8A
3204EBFE
772BFC82
8F012A21
DBE5CD63
880F3A45
A0698CDB
Al115ED9E
DFAOAD76

44CBA98B
BB61CFAD
481386BF
860B78CB
865543DA
3035D818
OE22B3A7
DATE69DC

32FDA4EC
21356C1F
DCD599D5
86ED0591
BFO9CAG70
02DF02AD
16E68FAD
BOAF35F1

(JD243616
120EB31C

q494C5F65
Y72ECO75

s

Inputto H =

42

11EDC14
786B100
03E4193
FO93AF19
28911F6
7C88050
9226F08
810EB83
4B60EOS
1D565EE
82B86AF
4686520
19707465
I5FD13BF
OJE7FF413
J68F8953
§1D07B2C
J48898C7
9C2BB1FB
438160F9
035899B9
JEA84CF1
§
H
H
d
H
§
H

10 o oon D B o N o o

AE2132D
TESES5AA
D295EF6
7CleCo7
BBF949C
B3EOSEL
EQCZE4B
4ACT614FC

72903B4E
DF534B7F

52F9486E
B83D280D

3F0C2E2F
E1ED1AS5S8
89ED4858
4D50AB37
7C1FDY9E9
D5461F37
A5D98458
8871206E
C37098EA
F8BFF693
BACASBEFC
6D657373
640C3618
1991D798
1D785421
F703FCCF
0C932264
EDOFCA25
A4CCC069
03815FA7
7DDE4D80
10EBDO3E
FBBCL9AB
CAES1ESZC
2B230E26
8320B590
FE1C1C25
BBFODF88
35421885
984A2EE7

2F6B9917
92616FE3

5BO3FC37
EB111B86

D0495BD2
BD5BCCD2
D38FDB93
59AATETD
1D79AFCO
AD43A9BB
E4538453
84166DCD
EA99D886
85E8C4BF
FOEDECLF
61676520
A22B37A5
6448E8CF
0C2CB88FB
D1972ED7
56EBIOFBS
EF4D796D
0DBDZEG 6
3¢1D8445
OBFF7C84
F2454851
95E1FC23
8BBA22F3
A3B21AA1
8D2B47A3
51BB4AEQ
7722300F
87D9AE4A
540A3FBE

ESDA0086
CA

84BF73F5
AE

BCEB6DF4
60D34114
11607F8A
3204EBFE
772BFC82
8F012A21
DBE5CD63
880F3A45
A0698CDB
A115ED9E
DFAOAD76
746F2062
8EEC74DY
5623B0Y 4
416211D6
220A0AA9
DEBBA460
18D80D97
ACFCCOC1
9D5380D5
FF2E7796
E1E4BOC2
31B792C6
3D27DA59
471413B4
5C7EAC9D
46E9FB4C
7514F6EQ
0C1lAa6187
F8CAT7941

D3BAF174

B2DD9454

5655FB91
8701F21B
44CBA98B
BB61CFAD
481386BF
860B78CB
865543DA
3035D818
OE22B3A7
DAEGIDC
54686973
65207369
B7AAFA24
CO5ED99F
E80D37EC
FDA1AC3F
808806AA
AA89C1DB
D4DASF5C
0802815E
BD23B61D
C3D360D4
DD5A71B1
39A616F7
D84D46E7
B6CC550F
ABOB462C
D19868E5
60BA7D6D
25578D48

00AEF710

74C1D772

EAQOFO06A2
0373D302
32FDA4EC
21356ChF
DCDSO9D5
86ED0591
BFOCAG70
02DFO02AD
16E68FAD
BOAF35F1
20697320
676E6372
ESE2A324
85AC75D0
F15F2A85
Cc0856410
70E45436
49371FF4
CCC5795C
74297411
FOFD4F1C
2763C5B4
201E94AE
colscce3
79B54500
5F6DACO6
9AATFOES
5A2A25D2
B14DE2CC
43E319B0

DB84763D
8193E3D8
58BCF499
13D07172

1C69A661
26E9BE9C

3D8F7289
BC2FAOQOEL

594C5F65

064BOABD
DEOE95DC
B6C62482
2DAD469C

68A5BD22

AT79357A2

52F9486E

44C4D842
ATB610D6
0B858006
267B1C95

52E74F28

30806908

5BO3FC37

0231DF3F
6E9B5296
FBE32E7F
99303030

2D9E3884

EAC4BCEB

84BF73F5

968686B7
CT7TAF84ED
S8EEODDA1
31

40324D71

8748889C

B2DD9454

02COBDF9
3FFB4371
B73A4061

558CE87E

B58CI3FC

74C1D772

© ISO/IEC 2011 — All rights reserved



https://standardsiso.com/api/?name=5aedbbc1eaf965066e0b46a8345a989e

	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Symbols and notations
	5 Finite fields and elliptic curves
	5.1 Finite fields
	5.2 Elliptic curves

	6 Conversion functions
	6.1 Bits and strings
	6.2 Conversion between bit strings and integers
	6.3 Conversion between finite field elements and integers/bit strings
	6.4 Conversion between points on elliptic curves and bit strings

	7 Cryptographic transformations
	7.1 Introduction
	7.2 Cryptographic hash functions
	7.2.1 Standard cryptographic hash functions
	7.2.2 Full domain cryptographic hash functions
	7.2.2.1 General
	7.2.2.2 Allowable full domain cryptographic hash function (FDH1)

	7.3 Key derivation functions

	8 General model for signcryption
	9 Discrete logarithm based signcryption mechanism (DLSC)
	9.1 Introduction
	9.2 Specific requirements
	9.3 System wide parameters
	9.4 Key generation algorithm
	9.5 Signcryption algorithm
	9.6 Unsigncryption algorithm

	10 Elliptic curve based signcryption mechanism (ECDLSC)
	10.1 Introduction
	10.2 Specific requirements
	10.3 System wide parameters
	10.4 Key generation algorithm
	10.5 Signcryption algorithm
	10.6 Unsigncryption algorithm

	11 Integer factorization based signcryption mechanism (IFSC)
	11.1 Introduction
	11.2 Specific requirements
	11.3 System wide parameters
	11.4 Key generation algorithm
	11.5 Signcryption algorithm
	11.6 Unsigncryption algorithm

	12 Encrypt-then-sign-based mechanism (EtS)
	12.1 Introduction
	12.2 Specific requirements
	12.3 Key generation algorithm
	12.4 Signcryption algorithm
	12.5 Unsigncryption algorithm


