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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

In the contexts of information technology and cybersecurity, a vulnerability is a behaviour or set of
conditions present in a system, product, component, or service that violates an implicit or explicit
security policy. A vulnerability can be thought of as a weakness or exposure that allows a security
impact or consequence. Attackers exploit vulnerabilities to compromise confidentiality, integrity,
availability, operation, or some other security property.

Vulnerabilities often result from failures of a program or system to securely handle untrusted or

rad o £ C that 1 Jd_+ 1 Ll i L. d i da £ t
unexpecea—mpae—catsSes—ar reaa—to—vumeranhites—erac—errors—ir—eotang—or—cotrjiguration,

ovlersights in design choices, and insecure protocol and format specifications.

Dgspite significant efforts to improve software security, modern software and systems|are s¢ complex
thpt it is impractical to produce them without vulnerabilities. Risk factors of vulnenabilities irjclude:

—|{ operating and relying on systems that have known vulnerabilities;
— not having sufficient information about vulnerabilities;
— not knowing that vulnerabilities exist.

This document describes vulnerability disclosure: techniques dnd policies for vendors tp receive
vylnerability reports and publish remediation information. Vlnerability disclosure enableq both the
remediation of vulnerabilities and better-informed risk decisions. Vulnerability disclosure iga critical
el¢ment of the support, maintenance, and operation of anyproduct or service that is exposed to active
theats. This includes practically any product or service\that uses open networks such as the Internet.
A yulnerability disclosure capability is an essential part of the development, acquisition, opergtion, and
support of all products and services. Operating without vulnerability disclosure capability guts users
atfincreased risk.

The term “vulnerability disclosure” is used to describe the overall activities associdqted with
regeiving vulnerability reports and providing remediation information. Additional activitigs such as
inyestigating and prioritizing reports,developing, testing, and deploying remediations, and improving
secure development are called “vulnerability handling” and are described in ISO/IEC 30111.[The term
“diisclosure” is also used more narrowly to mean the act of informing a party about a vulnerability for
the first time (see 3.2).

Major goals of vulnerabilitydisclosure include:
—|{ reducing risk by temmediating vulnerabilities and informing users;
— minimizing harm and cost associated with the disclosure;

— providingusers with sufficient information to evaluate risk due to vulnerabilities;

—| setting expectations to facilitate cooperative interaction and coordination among stakehTIders.

Theprocesses described in this document aim to minimize risk, cost, and harm to all stakeholders. Due
to the volume of reported vulnerabilities, lack of accurate and complete information, and other factors
involved, it is not possible to create a single, fixed process that applies to every disclosure event.

The normative elements in this document provide minimum requirements to create a functional
vulnerability disclosure capability. Vendors should adapt the additional informative guidance in this
document to fit their particular needs and those of users and other stakeholders.

© ISO/IEC 2018 - All rights reserved vii
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Information technology — Security techniques —
Vulnerability disclosure

1

Scope

Tt
vy
v
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of
vy

p1]

IS—doTUIEent provides TeqUITeIents and  TeCOIMIMENdations to Venqors oI te aisT
Inerabilities in products and services. Vulnerability disclosure enables users to perform
Inerability management as specified in ISO/IEC 27002:2013, 12.6.1[1]. Vulnerability disclos
ers protect their systems and data, prioritize defensive investments, and better assess risk
vulnerability disclosure is to reduce the risk associated with exploiting vulnerabilities. Co

ovides:

guidelines on receiving reports about potential vulnerabilities;
guidelines on disclosing vulnerability remediation information;
terms and definitions that are specific to vulnerability disclosure;
an overview of vulnerability disclosure concepts;

techniques and policy considerations for vulnerability disclosure;

examples of techniques, policies (Annex A), and communications (Annex B).

Otlher related activities that take place between receiving and disclosing vulnerability re

de

Th
to

2
T}

scribed in ISO/IEC 30111.

is document is applicable to vendors.who choose to practice vulnerability disclosure to r¢
users of vendors’ products and services.

Normative referencés

e following documents are referred to in the text in such a way that some or all of thej

osure of
technical
ure helps
The goal
prdinated

Inerability disclosure is especially important when multiple vendors are affected. This locument

ports are

duce risk

r content

constitutes requirements of this document. For dated references, only the edition cited applies. For

ur

IS
Sy

I

w

dated referenceg; the latest edition of the referenced document (including any amendments

D/IEC 27000/~Information technology — Security techniques — Information security ma
stems — Qverview and vocabulary

D/IEG30111, Information technology — Security techniques — Vulnerability handling process

) applies.

nagement

PS

3

Terms and detinitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.or

[EC Electropedia: available at http://www.electropedia.org/
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31
vulnerability
functional behaviour of a product or service that violates an implicit or explicit security policy

Note 1 to entry: ISO/IEC 27002:2013, 12.6.1[1] uses the term “technical vulnerability” to distinguish between the
more general risk-based concept of vulnerability and the term used in this document.

3.2

disclosure
act of initially providing vulnerability (3.1) information to a party that was not believed to be
previouskraware

3.3
coordindtion
set of act]vities including identifying and engaging stakeholders, mediating, communicating)and otHer
planning [in support of vulnerability (3.1) disclosure (3.2)

Note 1 tolentry: The term “coordinated vulnerability disclosure” is used to denote a disclosure process that
includes cpordination.

3.4
vendor
individuall or organization that is responsible for remediating vulnerabilities

Note 1 to gntry: A vendor can be the developer, maintainer, producer, manufacturer, supplier, installer, or provider
of a produft or service.

3.5
reporter
individuall or organization that notifies a vendor (3.4) or coordinator (3.6) of a potential vulnerability (3]1)

Note 1 to|entry: There are no special requirements foracting as a reporter. Reporters can be individudls,
organizations, amateurs or hobbyists, professionals, end-users, security research organizations, vendofs,
governmefts, or coordinators.

Note 2 to ¢ntry: The term “reporter” does notimply unique or original discovery or reporting.

Note 3 to ¢ntry: Reporters can be calledicesearchers, whether or not the reporter explicitly performs security|or
vulnerabiliity research. Historically, this'Yole is also referred to as “finder.”

3.6
coordindtor
individud|l or organizationthat performs coordination (3.3)

3.7
remediation
change mfade toa-product or service to remove or mitigate a vulnerability (3.1)

Note 1 to entry: A remediation typically takes the form of a binary file replacement, configuration change,|or

= Q. . nai DLEE, £ 4 2 A for o adiati ) 1010 natceh fFixz Ao P ST d
source code-patch-and-recompile—Differenttermsusedfor—remediation—includepatehfhetpdatehotfiea

upgrade. Mitigations are also called workarounds or countermeasures.

3.8
advisory
document or message that provides vulnerability (3.1) information intended to reduce risk

Note 1 to entry: An advisory is meant to inform users or other stakeholders about a vulnerability including, if
possible, how to identify and remediate vulnerable systems.

2 © ISO/IEC 2018 - All rights reserved
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COTS common off-the-shelf

CRM customer relationship management

CSIRT computer security incident response team
CVE common vulnerabilities and exposures[2]
CVRF COMITON VUINerabiity Teporting formattt21tst
CVSS common vulnerability scoring system[10]

CWE common weakness enumeration[11]

HTTP(S) hypertext transfer protocol (secure)

IC[T information and communication technology
OpenPGP open pretty good privacy

OWASP open web application security project

PdC proof of concept

PYIRT product security incident response team
S/MIME secure multipurpose internet mailéxtensions
SQL structured query language

TLS transport layer security

5| Concepts

5.1 General

The purpose of this_clause is to provide background information and context to help unjderstand
vylnerability disclosure.

Vylnerability disclosure involves different stakeholders with different perspectives, ihcentives,

Caj

abilities, and available information. Furthermore, communication and process synchronization

among multiple stakeholders can quickly become complicated. In practice, disclosure can deyiate from

the activities described in this document due to a variety of unforeseen circumstances.

5.1

Structure of this document

This document is meant to be read in its entirety as input to the development or improvement of
vulnerability disclosure policies and processes. The remaining clauses of this document are organized

as follows:

Clause 5: Concepts;

Clause 6: Receiving vulnerability reports;

Clause 7: Publishing vulnerability advisories;

Clause 8: Coordination;

© ISO/IEC 2018 - All rights reserved
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— Clause 9: Vulnerability disclosure policy.

The structure of this document is not meant to be followed in strict sequence as it appears above. For
example, a vendor should ideally develop policy (Clause 9) before starting to receive reports (Clause 6).

Annex D contains a summary of all of the normative elements in this document.
5.3 Relationships to other International Standards

5.3.1 ISO/IEC 30111

ISO/IEC 30111 shall be used in conjunction with this document. The relationship between the. tyvo

Internatipnal Standards is illustrated in Figure 1.

This docfiment provides guidelines for vendors to include in their normal business processes wh
receiving|reports about potential vulnerabilities from external individuals or organizations and wh|
distributing vulnerability remediation information to affected users.

ISO/IEC 30111 gives guidelines on how to investigate, process, and resolve \potential vulnerabil
reports.

While th{s document deals with the interface between vendors and reporters, ISO/IEC 30111 de
with intefnal vendor processes including the triage, investigation, and remediation of vulnerabiliti

s
S,

whether the source of the report is external to the vendor or frop Within the vendor’s own security,

developnlent, or testing teams.
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disclosure policy
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ISO/IEC 30111
Vulnerability handling processes

Develop vulnerability
handling policy and
organizational

framework
Develop capability to
receive and publish
vulnerability information
Receive Identify

vulnerability report
from external
source

:

vulnerability from
internal-source

:

Acknowledge receipt

b
)

Inform reporter

Publish advisory

- Verify report

:

Vulnerability
verified?

Develop and deploy
remediation

/ Engage in \
nact-ramadiation

5.3.2

Vulnerability disclosure enables the management of technical vulnerabilities (ISO/IEC 27002:2013,

12.6.1011).

activities

\ POSTTCTTTCUTatIoTT /

Figure 1 — Relationship between ISO/IEC 29147 and ISO/IEC 30111

ISO/IEC 27002
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5.3.3 ISO/IEC 27034 series

Application security seeks to reduce the creation of application vulnerabilities (see ISO/IEC 27034-
1:2011, 6.5.2[4]). Vulnerability disclosure can demonstrate the need for changes to application security
practices. Vulnerability disclosure cannot demonstrate that application security is completely effective.

Vulnerability disclosure occurs in the utilization and maintenance phases of the application security
lifecycle reference model described in ISO/IEC TS 27034-5-1:2018, 6.3.13 and 6.3.14[3].

5.3.4 ISO/IEC27036-3

Vulnerabllity disclosure supports multiple aspects of ICT supply chain security described in ISP/
IEC 2703¢-3:2013, 5.4 a), 5.81i), 6.1.1 a) 2) and 6.3.4 [Z].

5.3.5 I$0/IEC 27017

Vulnerablity disclosure is necessary to enable the management of technical vulnerabilities as specified
for cloud pervices in ISO/IEC 27017:2015, 12.6.1[3].

5.3.6 I$0/IEC 27035 series

Some indident management plans, particularly those of vendors, inc¢hide vulnerability disclosyre
(see ISOAIEC 27035-1:2016, Introductionlél). Such plans typically-tfeat vulnerability disclosure [as
a type of incident. Incident management can also include vulnepability management (see also ISP/
IEC 27002:2013, 12.6.1[1]), which is only possible when vulnerabilities are disclosed.

5.3.7 Spcurity evaluation, testing and specification

This dochment provides guidance for vulnerability;reports received externally, and not through
organized internal assurance and evaluation efforts. Thus, the more formal testing, assurance, ahd
evaluatiop standards ISO/IEC 15408[15] and ISO/IEC 18405[16] do not generally apply.

5.4 Sygtems, components, and services

5.4.1 Systems
A system|is a set of connected cemponents and services. In vulnerability disclosure, the causes of a

vulnerability can be unclear,or-due to interactions between the parts of a system, or between systems.
Thus, it i sometimes necessary to talk about systems being affected by vulnerabilities.

5.4.2 Components

as part of a Jarger system. A component can be an entire operating system, a chip, an application{ a

package, p library, or even a single file or segment of source code.

A compornt is<awunit of software or hardware that can be both an entire system unto itself and used

For the purposes of this document, the distinction between hardware and software components is
seldom relevant. There are very few cases of vulnerabilities in pure hardware components. In most
cases, so-called “hardware” vulnerabilities actually occur in low-level software or firmware.

5.4.3 Products

A product is usually one or more components or a system. Products are provided by vendors to users
either for sale or for free, usually under licensing terms. There are many different types of products
including but not limited to, custom software built under contract for a specific user’s licenced use,
libraries intended to be included in other products, commercial off-the-shelf (COTS) products for mass
markets, community-developed projects, and recreational or hobbyist offerings.

6 © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=197832ad6d90e3fe395c586ae41ee5e8

ISO/IEC 29147:2018(E)

5.4.4 Services

A service is a collection of features provided to users. Users can interact with services they do not own,
operate, or maintain.

For vulnerability disclosure, vulnerabilities in services maintained by the vendor can usually be
remediated by the vendor taking action. Users can have to take action as well in order to remediate the
vulnerability. For example, a vendor implements changes on their own infrastructure to remediate the
vulnerability, and users have to change their passwords after the vendor has implemented the changes.

545 Vulnerability

A pulnerability is generally a behaviour or set of conditions that allows the violation0f an gxplicit or
infplicit security policy. Typically, the violation of a user’s security policy results inna negatiye impact
orfloss to the user. One common way to categorize loss is to consider the impact tothe configlentiality,
infegrity, and availability of an asset. For example, a vulnerability that allowedran attacker|to install
malicious software on a user’s system impacts confidentiality and integrity_ sinece the attackdr can use
the malicious software to read or change sensitive information. A vulnepability in a network product
thpt caused the product to experience a system error would impact availability. The actual irhpact of a
vilnerability depends on how the vulnerable product is used and othek.contextual factors.

Vylnerabilities are often caused by implementation defects in software. A vulnerability can be gssociated
to|the security policy if one exists. One common type of vulaerability includes buffer overflows and
related low-level memory management errors that allow specially crafted input to control gxecution
of[the vulnerable software program. SQL injection and croSs-site scripting vulnerabilities ard common
types of vulnerabilities found in web applications. Many.other sets of conditions can cause or dontribute
to| vulnerabilities, including design decisions, default configuration settings, weak authent]cation or
acgess control, lack of awareness or education, or‘even unexpected interactions between systems or
chlanges in operating environments.

More information about types of vulnerabilities can be found in CWE and OWASP. Both of these
repources help developers and engineers<{e’recognize and avoid creating security vulnerabilifies.

Many stakeholders (predominantly~vendors and users) seek to identify and resolve vulnerabilities,
either removing them entirely (usually by patching or updating software to remove defe¢ts) or by
mitigating or working around ‘wulnerabilities to reduce the likelihood or impact of successfjul attack.
V{lnerability disclosure pfoyides vendors and users with information to resolve and| mitigate
vylnerabilities and to makebetter risk decisions.

Atttackers also seek o identify vulnerabilities, but typically do not attempt to disclose dr resolve
vylnerabilities. Attackers seek to exploit vulnerabilities for some gain, almost always causing losf to users.

5.4.6 Product interdependency

Many products are complex systems that include or are dependent upon other products or components
in[somme‘way. It is possible that a user or vendor is not initially be certain which products ar¢ affected
by| the vulnerability. These interdependencies are important since products that use or interact with a
vulnerable product can also be vulnerable.

product dependencies can include:

— source code re-use from other products, software libraries, or other types of interfaces;
— hardware or software supply chain;

— rebranding by different vendors of the same core technology;

— use of the same protocols or formats.

Depending on sales, distribution, and support models, vendors can have accurate lists of users or not.
This can be relevant when considering notifying affected users of a vulnerability.

© ISO/IEC 2018 - All rights reserved 7
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5.5 Stakeholder roles

5.5.1 General

This subclause describes significant stakeholder roles in vulnerability disclosure. Stakeholders are
individuals, groups, or organizations that act in one or more roles.

5.5.2 User

Users ca

directly operate software or hardware products or make use of a service llsers can

referred
products

Users ne
risk deci
informati

5.5.3 V

There ar
provide {
an indivi
supplier.
and orgal
open sou

Vendors 4
disclosur

There ar
distributi
act as cu
vendors fi

5.54 Reporter

The repo
discovers

0 as consumers, customers, or end-users. Due to the interdependencies of modern softw3g
users might not know precisely which products or services they are actually using.

bd information about vulnerabilities, particularly remediation, in order to make effecti
sions and to use software products and services more securely. Publishing\vulnerabil
on is discussed in Clause 7.

endor

e a number of different terms used to describe individuals or grganizations who create
oftware products, including manufacturer, developer, maintainer, or distributor. Similar
Hual or organization that delivers software products within a-supply chain can be called
For the purposes of this document, the term “vendor” is used to mean all of these individud
hizations. A vendor can be an individual, a small team,@’ldrge commercial enterprise, or
‘ce project.

re responsible for the security of their products.and services. Vendors carry out vulnerabil
e to receive reports about vulnerabilities, develop'remediations, and publish advisories.

e many types of vendors with various models for developing, selling, supporting, a
ng products. Some vendors integrate preducts into a system or service, and these vendors m|
stomers or users of the component products. Such vendors can be dependent on compong
br vulnerability remediation inforndation.

ter notifies a vendor of a,potential vulnerability. A reporter usually, but not always, finds
the vulnerability. The, discovery may not be the first or only discovery. For the purposes

this doc
vulnerab
attempt d

A report
organizat
organizat

ent, it is assumed-that a reporter will attempt to inform a vendor or coordinator abou
lity. In practice, @reporter can choose not to attempt to inform a vendor or coordinator, or t
an fail. Receiving vulnerability reports is discussed in Clause 6.

br is often,fa security researcher, but it is important to reinforce that any individual
ion can-act as a reporter. Professional researchers can operate independently or as part of
ion¢ Some researchers are associated with universities or other academic institutions. Oth

ve
y

—

or
of

The variety of reporters has implications for the quality of vulnerability reports and the familiarity of

the repor

ter with disclosure practices.

Reporters are sometimes concerned with legal or other pressure brought to bear on them. Such

pressure

can have a “chilling effect,” decreasing the likelihood of reporting.
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5.5.5 Coordinator

A coordinator generally acts as intermediaries between a reporter and vendor. Common services

provided by a coordinator include:
— identifying and contacting vendors;
— managing vulnerabilities that affect multiple vendors;

— performing technical analysis and validation;

— negotiating disclosure timelines;

— supporting reporters;

—|{ publishing advisories;

—|{ educating vendors and reporters about the disclosure process.

It [is not necessary for coordinators to be involved in every disclosure, &or’cases involving
snpall number of vulnerabilities affecting a single vendor, a reporter and vendor are often
Cdordinators can aid negotiations when multiple vendors are affected,reporters and vendors
orfother complexities arise.

Cdordinators may work with other coordinators to obtainilelp with domain expertise,
gelographic, and cultural barriers and to share resources and/effort. Some computer securit)
regponse teams (CSIRTs) provide broad vulnerability coordination services on an operatio
while other CSIRTs coordinate in more limited ways, farexample, covering specific regions, i
or|on an as-needed basis.

me vendors and governments provide free coordination services while some vend
commercial coordination services.

e organizations pay reporters. for-"vulnerability reports, use the vulnerability infory
ovide commercial protection totheir customers, and also act as coordinators, disclosing pr

one or a
ufficient.
disagree,

language,
 incident
al basis,
dustries,

ors offer

example,
nation to
ivately to
herability

d attempt

IEC 30111. Figure 2 outlines the vendor’s vulnerability handling process including a prelimina
develop a vulnerability disclosure policy and capabilities.
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5.6.2 P

Vendors §
disclosur
CSIRT), h

Vendors {
program.
reports b

Preparation
Receipt
[ Verification

v

Remediation development ]

:

Release

:

Post-release ]

)

Figure 2 — Summaty vulnerability handling process

reparation

hould develop policy (see Clause 9), processes, and capability before starting a vulnerabil
e program. Preparation can involve creating a response organization (often called a PSIRT
iring and assigning'staff, developing tools, and publishing information about the program.

hould considér performing vulnerability assessments of products and services in scope of |
Such assessments can identify easily discovered vulnerabilities and reduce the number
pfore thesprogram starts.

ty
or

he
of

5.6.3 Receipt

A reporter identifies potential vulnerabilities in products or services and notifies the vendor. The
vendor acknowledges receipt of the report.

If avendor is not able to receive a vulnerability report, the reporter or coordinator may decide to publish
an advisory without the vendor’s prior knowledge. A reporter, or anyone in possession of vulnerability
information can disclose or publish the information at any time.

Receiving vulnerability reports is described in Clause 6.

10
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The vendor investigates the report. Investigation often involves attempting to reproduce the
environment and behaviour reported by the reporter. This can be a preliminary investigation, focused
primarily on the need for further effort by the vendor. Investigation can also include correlating similar
or related reports, assessing severity, and determining other affected products. The investigation
determines whether the report constitutes a vulnerability or not. The vendor may communicate with
the reporter during the investigation, and the vendor notifies the reporter of the results at the end of
the investigation. This phase is often called “triage.”

5

Th
de
af
m

an
f

(=

TH
SO
of

TH
re
SO

.p.5 Remediation development

e vendor develops remediations for vulnerabilities. Remediation development can-invdlve more

tailed investigation of the root cause of the vulnerabilities and determination/of-other

products

fected by the same or similar vulnerabilities. The vendor typically develeps® remedigtion and

tigation techniques and performs positive tests to determine that the remediation works
d negative (regression) tests to provide assurance that the remediation-do€s not disrup
hctionality:.

e vendor should feed the information about the vulnerability and-raoot cause analysis bac

correctly,
L existing

k into the

ftware development lifecycle or deployment guidelines, in order ‘to-avoid introducing the game type

vulnerability in the future. See also ISO/IEC 27034-1[4].

.p.6 Release

e vendor develops and securely distributes the remiédiation. For a product, the vendor prqvides the
mediation and mitigation information to users, typically in the form of a vulnerability advjisory and

ftware patches or updates, and users deploy the‘temediation.

Fdr a service vulnerability, the vendor deploys¥emediation and optionally discloses the vulnerability.

A

ex|
in
pr

vendor may release an advisory before’a remediation is available, particularly in cases
ploitation or public discussion. Thetvendor should attempt to ensure the remediation

of active
does not

[roduce new vulnerabilities, overall'product quality issues, or have compatibility problems with other

oducts or services if possible.

An important reason for informing users about a vulnerability is that users often need to tdke action
remediate and re-assess their risk. When remediating a vulnerability in a service, it is pogsible that

to
th
in

ere is no need for usérs to take any action. There are, however, other reasons to publish vul
formation, including:

support foryincident or forensic investigations, knowing when a vulnerability existed (an
remediated);

improved secure design, engineering, and development practices;

herability

1 was not

transparency and accountability, informing users and other stakeholders that Vulnerabflities are

rdentifredandremediated;

assurance, informing users of non-vulnerability;

providing authoritative information, disambiguation, clarification;
informing public policy decisions;

documenting system changes for development and operational use;

providing acknowledgment and credit to reporters.

Considering reasons beyond the need for user action, a service can still choose to publish vulnerability
information.

© ISO/IEC 2018 - All rights reserved
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Publishing vulnerability advisories is described in Clause 7.

5.6.7 Post-release

A vendor collects feedback from users and updates remediation and mitigation information as
necessary. For example, a remediation can be found to be incomplete or to cause regression issues or

side effec

5.6.8 E

In order

vulnerab
remedati
developm
of a vuln
periods, ¥

5.7 Inf

Figure 3
exchange

users. A potential vulnerability report is sent from a reporter to a vefhdor either directly or throug
coordinator. A vendor may act as a reporter and report a vulnerability to another vendor. An advis
is releasdd by a vendor either privately to its users or, more comnonly, to the public. This documse

focuses o
publishin

A comple

reporting to a vendor, a vendor publishing an advisory;or a coordinator notifying other vendors.

12

ts.

mbargo period

o give vendors time to develop remediations without attackers also having access to publlic

ent phases are typically covered by the embargo period. Reporters and other with kriowle
erability have the ability to disclose publicly at any time. Reporters use difféxént embar
vhich are sometimes negotiable.

prmation exchange during vulnerability disclosure

5: Potential vulnerability reports from reporters to vendors, and advisories from vendors

h these two exchanges from the perspective of the vendor receiving vulnerability reports a
lo remediation information.

Le vulnerability disclosure process can include multiple disclosure events, such as a report

illustrates information exchange during vulnerability disclosute. There are two mdi

lity information, reporters often notify vendors privately and do not disclose publicly until
bns are ready or an embargo period has elapsed. The receipt, verification, and remediatipn

ge
00
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release-advisory-to

Coordinator

Reporter - {send-reportto | - - - >

send-report-to send-report-to

—|send-report-to |- === === - ;

Vendor

r
|
|
|
|

i
\4 l i
) send-report-to 1
Coordinator ] |
|
| '
| Il release-advisory-to !
: |
I |release-advisory-to *
|
|
!4 send-report-to f === - - - — Other Vendors

release-advisory-to

-1 +vulnerability reporting
——*advisory publication

B - +use/operation

Figure 3 — Vulnerability information exchange

5.8 Confidentiality of exchanged information

5.8.1 General

Since vulnerability information can be used to attack vulnerable systems, sensitive vul

herability

information should-be‘communicated confidentially, particularly when the information is ngt publicly

aviailable.

5.8.2 Secure communications

Vdndorssshould provide secure confidential methods for reporters to report vulnerability inf
Message integrity is also important, particularly in verifying that remediation information is

brmation.
huthentic.

TILC C/NMIME

C Ba + L + 1 a3 1 ot L 4.0 DCD d
TIIITOTT CT Yy prtOgT apTiC PT O TtUCOTS AU T PTCTHCTICATTOTT S SUCIT a5 1T 0, O] IVITIVI L, alra- O PCTIT Ot €an pI‘OVl e

confidentiality and integrity. If there are other security requirements, ISO/IEC 27010[2] can be relevant.

An example would be if a coordinator offers a reporter anonymity service.

5.9 Vulnerability advisories

Vulnerability information is generally published in an advisory. The advisory describes the vulnerability,
usually focusing on remediation and mitigation, but can also include information about affected
systems, threats, impact, and references. Users reading an advisory need sufficient information to

make informed risk decisions about how to remediate or mitigate the vulnerability.

Publishing vulnerability advisories is described in Clause 7.

© ISO/IEC 2018 - All rights reserved
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5.10 Vulnerability exploitation

In general, attackers seek to exploit vulnerabilities for some gain, almost always causing loss to users.
Various factors such as target population, exposure of targets, value of targets to the attacker, and cost
of exploit development, can influence whether or not a vulnerability will be exploited by attackers. Any
attempt, however, to predict whether or not a vulnerability will or has already been used in attacks can
be subject to considerable uncertainty. The most conservative assumption is that a vulnerability can
and will (and can have already been) used in attacks.

5.11 Vu

nerabilities and risk

Vulnerab
informs s

takeholders about vulnerabilities and ideally includes remediation information, l€ading

lities contribute to risk, particularly when exploited in attacks. Vulnerability disclosire

fixed vulferabilities and reduced risk. Vulnerability disclosure itself creates risk, since public\disclosure

provides
disclosur
benefits f

6 Rece

6.1 Gel

This clau
capability
and estah

6.2 Vul

6.21 G

Reporter

information for exploit developers and attackers. The theory supportinghvulnerabil

riving vulnerability reports

heral

e provides guidance for vendors on receiving informatign“about potential vulnerabilities

lish working relationships with reporters and other’stakeholders.
nerability reports

eneral

product ¢r service is affected, how the(potential vulnerability can be identified, demonstrated,

reproduc

bd, and what type of functional impact the vulnerability allows.

Reports may include proof-of-concept (PoC) code that demonstrates exploitation of the vulnerabili

Since a ¥

provide mechanisms to receive reports confidentially (see 5.8 and 6.7).

6.2.2 (C

Vendors §
potential

Typical rg

apability to réceive reports

hall provide one or more technically current and usable mechanisms to receive reports
vulnerabilities. This corresponds to the receipt phase described in 5.6.3.

perting mechanisms include:

ty

e holds that the short-term risk caused by public disclosure is outweighed by longer-tefm
rom fixed vulnerabilities, better informed defenders, and systemic defensive improvementg.

r to receive vulnerability reports helps vendors more quickly become aware of new reports

b notify vendors of potential vulnerabilities. Reports typically include a description of what

or

ty.

ulnerability report is likely to contain sensitive, non-public information, vendors shoyld

of

— web forms;

— bug or issue tracking systems;

— vulnerability reporting services;

— e-mail, possibly an alias, list, or role address that is independent of any one individual.

Vendors should prefer secure mechanisms to receive reports, but may accept reports through less
secure mechanisms such as plaintext e-mail or public bug tracking systems.

14
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To facilitate the verification step of the vulnerability handling process, vendors should design reporting
mechanisms to elicit information useful in assessing the validity, severity, scope, and impact of
vulnerabilities. Such information includes:

— product or service name and affected versions;
— class or type of vulnerability, optionally using a taxonomy like CWE;
— possible root cause;

— PoC code or other substantial evidence;

—|{ tools and steps to reproduce the vulnerable behaviour;
—{ impact and severity estimate;

—| scope assessment, other products, components, services, or vendors thoughtto be affected;
—|{ disclosure plans, specifically embargo and publication timelines.

Far further examples of information to request in a report, see Annex B-

6.2.3 Monitoring

Vendors shall monitor their reporting mechanisms for new~feports and communications felated to
exlisting reports. In addition, vendors should monitor publi¢ sources (including mailing lists and social
media used by the security research community) for reports of vulnerabilities. Vendors sHould also
monitor customer service and support and other organizational communications channel§ that are
likely to receive vulnerability reports.

6.2.4 Report tracking

Vdndors should use a mechanism to labéD(assign identifiers to) and track reports, for example, bug
tracking, CRM, or ticketing systems. Vendors should provide reporters and other stakeholflers with
vilnerability report identifiers. Vehdors may use more than one labelling and tracking mg¢chanism,
hdwever, multiple mechanisms can-cause confusion.

Other stakeholders can alsouse labelling and tracking mechanisms.

6.2.5 Report acknowledgement
Vdndors shall ackdewledge receipt of potential vulnerability reports within 7 calendar days.

The response.€an be automated, but should be meaningful. The response should include g tracking
nymber or{identifier, and preliminary status information. The response can indicate that the report
is under fnvestigation, or requires further information, or is considered to be incomplete, spfirious, or
othertise irrelevant.

In"thretaseof sigmificantty imaccurate; Tepeated; Or SpUTioUS TEPOTtS, TI0 TESPOUITSE 1S TIETESSAry, Oor an
automated response is acceptable.

The initial acknowledgement from vendor to reporter is important in establishing a working
relationship. Many reporters become frustrated by the inability to report to vendors or the lack
of response from vendors. Frustrated reporters are more likely to seek other means of disclosure,
including public disclosurel14].

Most of the remediation development process is not visible to the reporter. It is therefore important to
communicate realistic expectations and status updates to reporters.
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6.3 Initial assessment

Vendors shall perform initial assessment, or triage, of vulnerability reports. This corresponds to the
Verification phase described in 5.6.4. Reports can be prioritized and categorized based on severity,
impact, scope, ease of exploitation, likelihood of independent discovery, and other factors.

This initial assessment phase can be tedious and time consuming. New reports should be examined
carefully enough to minimize false negatives. That is, the initial assessment should be designed to have
high sensitivity, correctly identifying and rejecting reports that are not vulnerabilities at the cost of
accepting reports that later turn out not to be vulnerabilities. New reports should also be compared
with exisfimgTeportsto identify dupticates:

At this phase, vendors should take significant care to only reject reports that are strongly considered
not to be|[vulnerabilities and do not warrant further response. In such cases, the reporter should pe
informed|of the vendor’s assessment.

If a vendgr does not consider a report to be a vulnerability, the vendor shall informcthé reporter ahd
other stakeholders.

6.4 Further investigation

For repofts that require further investigation or are considered to be.-¥alid vulnerabilities, vendqrs
shall beg|n vulnerability handling processes. As noted in Figure 1, theSe processes are described|in
ISO/IEC 30111. Investigation and vulnerability handling correspofd)to the remediation developmgnt
phase degcribed in 5.6.5.

In order to perform further investigation, vendors may commuuiicate with reporters and other internal
and extefnal stakeholders to understand the vulnerability’ and its impact. Vendors should requgst
additiong|l information from reporters as needed to fully:assess or reproduce the reported vulnerability.

If other vendors are affected or likely to be affected, the initial vendor should notify the other vendqrs
or engage a coordinator. Vendors should be aware of supply chain relationships and common usage|of
shared o1f similar components, such as libraries, protocols, and formats.

6.5 Onfgoing communication

During viilnerability handling, vendor's shall communicate with reporters and other stakeholders. Suich
communikation should include information such as:

— statuls updates;
— significant new information;
— changes to existing plans;

— disclgsureitiming.

When thdréds a disagreement among stakeholders, particularly concerning public disclosure, vendars
should communicate their intentions so that stakeholders are not surprised.

Supply chain relationships, or the need to involve other stakeholders during the investigation, can
introduce additional delays in communications. When necessary, vendors should explain communication
and process delays to stakeholders.

6.6 Coordinator involvement

Coordinators can be involved in the receiving phase. Coordinators can act as reporters, or on behalf
of reporters, attempting to identify and report vulnerabilities to vendors. Coordinators can mediate
between reporters and vendors. Coordinators can also provide additional support in assessing the
validity, severity, impact, and scope of vulnerabilities.
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Coordination is described further in Clause 8.

6.7 Operational security

Vendors should consider operational security throughout the processes of receiving and communicating
about vulnerability reports.

Reporting mechanisms (see 6.2) and on-going communications (see 6.5) should provide confidentiality
to limit access to sensitive, non-public vulnerability information. Reporting and communication
mechanisms may also provide authentication. Reporting mechanisms should provide the ability for
reporters to verify the identity of the vendor.

Tylpical security mechanisms include:
—| web-based forms or applications using TLS (HTTPS);
—{ e-mail encryption and signing using S/MIME or OpenPGP.

Vdndors should also consider internal operational security and limit access to non-public vulherability
information to staff and organizational units that need to know.

7| Publishing vulnerability advisories

7.1 General

This clause provides guidance on disclosing vulnerability information to users, other stalfeholders,
arld the public. In most cases, at this phase, vendors have developed and tested a remedjation for
the vulnerability, having followed the processes described in ISO/IEC 30111. In most caseq, vendors
shipuld publish, or publicly disclose, information about identifying and remediating the vulgerability.
Publishing advisories generally corresponds'to the Release phase described in 5.6.6.

7.2 Advisory

The term advisory is used broadly to mean any document or message containing vulherability
information. Advisories should\be intended for widespread, usually public disclosure (pulication)
arld should enable users td_identify vulnerable products and services and take action to jlemediate
vylnerabilities. Advisory‘authors should consider the needs of the intended audience and produce
advisories that are éffective in terms of informational content, distribution mechanipms, and
priesentation format:

Example adviseries can be found in Annex C.

7.8 Advisory publication timing

Vdndors'should work to balance risk while choosing when to publish advisories. To reduce disruptions
tolusers vendors mav pnh]ich advisories in batches and schedule releases in advance Vendord may also

publish advisories as soon as corresponding remediations are available.

If a vulnerability is being actively exploited and remediation is not available, vendors should publish
advisories informing users of the current threat and what steps users can take to reduce risk until a
remediation is available.

Vendors should, when possible, attempt to coordinate advisory release in instances where their
products are affected by interrelated vulnerabilities. Releasing information about a vulnerability in one
product can expose other interdependent products to increased risk of attack. This situation typically
occurs when a software library, protocol, module or other component is used in multiple products or
services, often affecting multiple vendors. It is possible that a coordinator can facilitate disclosure and
advisory publication timing among multiple vendors.
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Other factors to consider include:

— anye

mbargo periods (see 5.6.8);

— expected time between publication and remediations being applied (see 5.6.6);

— reporter’s agenda for publication;

— advisory release schedule of other vendors;

— possible negative side-effects of a workaround or remediation;

— langyage localization;
— readiness of remediation for different versions or platforms;

— readiness of customer support and sales organizations.

7.4 Ad

741 G

Advisorig
administ
to remed

Readers
requirem
vulnerab
they are
design ad
example,

The folloy
vendors 11
indicate t

7.4.2 ldentifiers

yisory elements

eneral

s should contain sufficient information to enable the target@ndience — including systg
rators, developers, managers, and users — to decide if the vulnerabilities are relevant and hg
ate them.

f advisories have different needs that can be dependent on market segment or regulatq
ents. Technical users such as system administrators tend to prefer detailed information abg
lities and workarounds. Consumers typically appreciate information on how to determine
ising the affected products and plain, easily uhderstood remediation advice. Vendors shoy
visories for the expected audience. A single@dvisory can address multiple vulnerabilities, {
when a single remediation resolves multiple vulnerabilities.

hay include additional elements. Unless otherwise stated, the order of the subclauses does 1
he order of elements appearing in‘an advisory.

s shall contain certainidentifiers.

Advisorig
a) Advij
the

descyibes only one'vulnerability. To the extent possible, CVE identifiers are assigned for individy
vulngrabilities, A single advisory can address multiple vulnerabilities.

b) Vulngrability identifier: An advisory shall provide unique and consistent identifiers

ory identifier;~-An advisory shall be labelled with a unique and consistent identifier(j
visory document. CVE identifiers may be used as advisory identifiers if a single advis

vulngrabilities addressed in the advisory. Identifiers should be sufficiently unique and consistent1

ry
ut

if
1d
or

ving subclauses describe the elements included in advisories. The list is not exhaustive ahd

ot

or

ry
al

or
SO

as to not confuse different advisories or vulnerabilities. Advisory authors should choose a common,
shared vulnerability identification system such as CVE.

c) Product identifiers: An advisory should include product name and version information in order to
inform readers which products are affected and optionally which products are not affected. See 7.4.6.

7.4.3 Date and time

Advisories shall indicate the date of initial publication and may include other dates, for example, as
part of the revision history. Advisories shall use unambiguous date and time references and should use
1SO 8601I[8].

18
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7.4.4 Title

The title of an advisory should contain a reference to a product or some other description that is
informative to readers so that they can quickly decide if the advisory is relevant.

7.4.5 Overview

The overview element provides a brief, high-level summary of the vulnerability so that users can
understand the salient points of the report and quickly determine if the advisory is applicable to their
environment.

7.L.6 Affected products

The advisory shall provide sufficient information for users to determine if they are-affectpd by the
vUulnerability or not.

THis element of the advisory provides a list of known, supported, and affected products and theirf versions.
Tllis element may provide instructions about how to verify the version of the product. In mpst cases,
services do not have version identifiers but can have a date when the last update or change was|made.

This element may optionally note products and versions that are no lohger supported or are not affected
by the vulnerability.

Information useful in describing affected products can include;
— product names, including common or historical names;

— version numbers or strings;

—{ file hashes;

—{ PoC code to safely test for the existence of the vulnerability.

7.4.7 Intended audience

Advisory authors should consider their intended audience when developing and producing the|advisory.
Tylpically, the audience will he*users who are responsible for identifying vulnerable sysfems and
pdrforming remediation. Advisories may provide sections intended for specific audiences, for] example,
different remediation advice for developers, system administrators, or end users. Audience-specific
lapguage in an advisery-is optional.

7.4.8 Localization

Vdndors camprovide advisories with appropriate language and localization selections.

7.If.9 Description
The advisory should provide sutficient information that Users can estabiisn it they are attected and to

assess their exposure. At the same time, the advisory should not provide too much detail in order to
avoid making exploiting the vulnerability easier.

Advisories may describe the class or type of vulnerabilities, for example using the CWE taxonomy.

7.4.10 Impact

The advisory should describe the potential impact or consequence of the vulnerability if it is exploited.
The impact should at a minimum explain the direct technical behaviour that the vulnerability allows.
The impact can describe security violations, access or privilege gains, likely subsequent impacts, and
common attack scenarios.
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The impact can be described using a model such as the CIA triad (confidentiality, integrity, and
availability) or the Parkerian hexad (confidentiality, possession or control, integrity, authenticity,
availability, and utility).

7.4.11 Severity

The advisory should provide a severity rating for each vulnerability to help users assess risk more
quickly and programmatically. Advisory authors should consider existing systems such as CVSS, but
may use other or develop their own systems. A severity rating system used in the advisory should be
documented and the documentation referenced from the advisory.

7.4.12 Remediation

The advi$ory should provide information about what action affected users should take in ‘order [to
remediatg the vulnerability and reduce its impact. Remediation typically involves installation of pn
upgrade, patch, or new version.

As appropriate or necessary, the advisory should provide workarounds by which{users can protect the
affected product or service until a more permanent solution is implemented. Workarounds can include
changing|a product’s configuration to restrict functionality and introducing a firewall to restrjct
network accessibility.

7.4.13 References

Referenc¢s to additional or related information may be added in this element. Examples of sulch
references can be links to related advisories published by otherparties or a reference to a CVE identififr.
It is impoftant to refer to original or source material and ceffymon cross-references such as CVE.

7.4.14 (redit

In this element, a vendor should acknowledge«areporter for reporting the vulnerability and beipg
cooperatijve during the process, if the reporter wishes to be publicly credited. This is an optional
element.

7.4.15 Contact information

The advidory should provide contac¢t information so that readers of the advisory can contact the vendpr.

7.4.16 Revision history

This elerhent should{¢ontain the date when the advisory was first published. It may contain| a
modificafion historyifthe advisory is subsequently updated.

7.4.17 Terms\of use

The advi orizchould neasida 1 foran atian ot conygright o d topeac of e o d o dictih i o Af 4 e
Te—feer

13 o
OTy STIourt provIiaCITToT o tIoT oo Ut T COP Yy T IS IIC oot ceT ity o oot ot TOTStIr ot tIroT ot

advisory.

7.5 Advisory communication

Vendors should establish and maintain appropriate methods for communicating advisories to their
users. Common methods include web sites, mailing lists, feeds, and automatic update mechanisms.
Each vendor may determine the best method as it applies to their user community. Vendors may also
choose to post advisories to public vulnerability discussion forums to share their information with a
wider audience.
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Vulnerability databases monitor public disclosures and collect vulnerability reports. Contacting a
database directly, disclosing in a monitored forum, or providing a stable and consistent distribution

ch

annel can lead to inclusion in vulnerability databases.

7.6 Advisory format

Advisories should be formatted consistently and in a manner that clearly conveys important
information. Changes to the format will likely require readers to change tools and processes used to

co

nsume advisories. Therefore, changes should be made infrequently.

Ad
su

7.

V¢
ac
on
sh

7.

7.

A
re

7.
If

authenticate and verify the integrity of yemediations. Typically, this is implemented as digital s

of

7.

T}
pr
Sy

ich as CVRF. Machine-readable advisory formats should be documented.

7 Advisory authenticity

ndors shall provide the ability to authenticate and verify the integrity of-advisories. Th

it can cause systems to be compromised. Depending on the cryptographic technique used

B Remediations

B.1 General

primary purpose of advisories is to document remediations (see 7.4.10). An advisory may
mediation activities. A remediation often takes theform of a software change.

B.2 Remediation authenticity

users are required to take action to apply a remediation, then vendors shall provide the

software updates.

B.3 Remediation deployment

e mechanism used to deploy remediations should be tailored to match user needs and f
oduct is operated in—the field. Vendors should consider providing automatic update dé
stems that require“limited or no user interaction. Vendors should provide a method to ¢

ould publish required cryptographic material or credentials (e.g. public keys or certificates).

visory authors should consider providing the content in both human- and machine-readable formats

is can be

complished by cryptographically signing the advisory. Accepting a counterfeit advisory ajnd acting

a vendor

describe

ability to
gnatures

he way a
ployment
ntrol the

automatic update (deployment systems if appropriate. Remediation deployment corresponds to the

Re

8

lease phase dés¢ribed in 5.6.6.

Coordination

8.

1 OGeneral

Coordinators may play multiple roles in vulnerability disclosure, for example:

act as a trusted liaison between involved parties;

coordinate advisory public release dates;

enable communication between primary stakeholders (vendors and reporters);
enable controlled disclosure to other stakeholders (such as CSIRTs);

provide experience and guidance to disclosure processes;

provide domain-specific expertise;

© ISO/IEC 2018 - All rights reserved
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— support and facilitate collaboration among stakeholders.

Coordinators should set appropriate expectations about the services and levels of support they provide.
The choice of a coordinator may depend on such factors as geographical proximity, language and
acceptable operation model.

In cases when there are multiple vendors affected by a vulnerability, vendors should attempt to
coordinate the timing of release of their advisories, either directly or with the assistance of a
coordinator. A vendor may request that the coordinator provide or obtain a CVE identifier. In some
cases, more than one coordinator can be involved. Vendors may suggest that one coordinator act as a

: doas 1 loasit a1 £
leader in prdertoreduce coOmprextryaracontuson:

8.2 Vendors playing multiple roles

8.2.1 (eneral

After inv¢stigating a reported vulnerability, a vendor can find the need to act in theTolé of coordinatpr,
reporter, or both. If a vulnerability is caused by some component or underlying platform which anotHer
vendor sypplies, the initial vendor may act as a reporter or coordinator. In addition, vendors sometinjes
encountef situations where it is desirable for them to report vulnerabilitieS-to’ other vendors, causipng
them to act in the role of a vulnerability reporter. This subclause describes how such vulnerabiljty
reporting among vendors should be carried out.

8.2.2 Vulnerability reporting among vendors
Typical cdses when a vendor may report vulnerability information to other vendors include:

— wher] the vendor believes that a vulnerability in theif\product or service is caused by a compongnt
or a ool which they are licensed to use by the secgnd vendor;

— wher] a vulnerability is identified with a newsmethodology or insight and many of other vendofs
prodficts and services of the same category are also believed to be vulnerable; or

— wher] a vulnerability is identified in @ protocol or format supported by other vendors’ products|or
serviges.

It may noft always be possible for alvendor, reporter, or coordinator to identify all of the other affected
vendors. [Even in cases where thé vendor can be identified, it may not be possible to identify pn
approprigte point of contact. Such cases can benefit from the involvement of a coordinator who cpn
provide additional supportto-vendor contact and notification efforts.

8.2.3 Reporting vulnerability information to other vendors

A vendoy can report vulnerability information to other vendors directly or indirectly through
coordinafors,ifirthe same manner that a reporter reports a potential vulnerability to a vendor. In this
case, the[initial vendor can also inform the other vendor when the vulnerability is interrelated with

)

9 Vulnerability disclosure policy

9.1 General

To convey intentions and expectations, vendors shall develop and publish an external vulnerability
disclosure policy. Alternatively, a vendor may reference and adhere to an existing published policy. The
policy shall contain the required elements in 9.2. The external policy is meant for reporters, users, and
other stakeholders. A vendor may also create a corresponding internal policy. The internal policy is
meant for employees or agents performing vulnerability disclosure for the vendor. The two policies
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should agree. The internal policy can contain further details, private information, and processes that
are needed for internal reasons and to meet the external policy.

Each vendor has different requirements and resources available for dealing with security vulnerability
information. Vendors should develop policy before engaging in vulnerability disclosure. Developing
a policy is part of the Preparation phase described in 5.6.2. The disclosure policy should state the
intentions of the vendor, its responsibilities as well what the vendor expects from other stakeholders. The
vulnerability disclosure policy should be simple and clear to facilitate easy reporting of vulnerabilities
to the vendor. Vendors should consider intuitive placement of their disclosure policy and other relevant
information. One such location can be a security web page (e.g., www.example.com/security).

9.2 Required policy elements

9.2.1 General

A Vulnerability disclosure policy shall include the following elements.

9.2.2 Preferred contact mechanism

The provisions in 6.2.1 require that vendors provide one or mefe)technically current and usable
mechanisms to receive reports. Vendors shall include informationftabout these contact mechpnisms in
the vendor’s vulnerability disclosure policy.

Cdntact mechanisms can include one or more of the following®

a)| e-mail address. Examples of e-mail aliases that cafitbe used include the following:
— security-alert@example.com;

— security@example.com;

— secure@example.com;

— psirt@example.com;

— csirt@example.com;

b)| phone number;

c)| web form. Advantages of this mechanism include greater ability to influence the cpntent of
reports (e.g., the.vendor can distinguish between optional and mandatory information) and better
integration with'a vulnerability report database;

d)| contact ipformation for customer service, if customer service is trained to receive vulherability
reports,

9.8c-Recommended policy elements

9.3.1 General

A vulnerability disclosure policy should include the following elements.

9.3.2 Vulnerability report contents

A vendor can wish to elicit information that might be helpful to understanding the vulnerability and
possible remediation and mitigation. A vendor can provide a form for this purpose (see 6.2.1).

In cases when a vulnerability affects multiple vendors, it is useful for vendors to know if the reporter
has also reported the vulnerability to the other affected vendors.
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9.3.3 Secure communication options

Vendors should provide a secure communications channel using technologies such as TLS, S/MIME,
or OpenPGP. If a vendor provides a web-based reporting mechanism, that mechanism shall use TLS
(HTTPS) or an equivalent, widely-used cryptographic system that protects the confidentiality of
submissions and authenticates the web site. Vendors should configure these capabilities prior to
communication with reporters.

9.3.4 Setting communication expectations

Vendors
updates.

[tis impo
about vul
vendor d
the repoy]
with oth
possibilit

In most ¢
and othe
requests.

The polid
and other

935 S

Vendors
should al
a product

936 P

Vendors {

9.3.7 Recognition

Vendors 4
in adviso

9.4 Op

94.1 G

Vendors should provide updates to the reporter using the agreed method of communication

er vendors in their supply chains. The policy should support all of thesé communicati
es.

ases, the team dealing with vulnerability reports is not able to déal with security incider

" security related questions. The policy may specify contact p@ints for these other types

y may describe the mechanisms used to track reports‘a@and communications with reportg
stakeholders.

cope
should describe which products and servi¢és are eligible to receive remediations. Vendd

50 describe which products and services are not eligible to receive remediations. For examp
can be in a test phase or no longer supperted.

ublication

hould describe how advisories and remediations are distributed.

hould describe howTeporters are recognized for their efforts. Recognition can include cre
[ies, gifts, andbounty payments.

fional policy elements

eneral

thould set expectations for communication, including initial acknowledgement and statjus

Ftant that vendors maintain open and cooperative dialogue with reporters so that informatipn
nerabilities can be shared and risk for users can be reduced as efficiently as passible. If the
btermines that the reporter has not provided enough information, the vendor ‘may contgct
ter to request additional details. Vendors acting as reporters or coordinators communicgte

S

ts
of

rs
le,

it

A vulnerability disclosure policy may contain the following elements.

9.4.2 Legal considerations

The act of finding or reporting a vulnerability can violate law or other regulation. Vendors can consider
not taking legal action against reporters who voluntarily, in good faith, report vulnerabilities.

9.4.3 Disclosure timeline

Vendors can publish expected timelines for response and disclosure.
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Annex A
(informative)

Example vulnerability disclosure policies

Al1l Facebook >
. N
htkps://www.facebook.com/whitehat 1 (19
b/‘\ .
A2 CERT/CC (19'\
htfps://www.cert.org/vulnerability-analysis/vul-disclosure.cfm 1) O
v
A{3 Zero Day Initiative \@
ht|
A
ht|
A
hikps: viesti . '
cordination.html 1) . C\){‘

N
_ttps:zZWWW.Viestintavirasto.fiZa_gafchmentswulncoord168RKIXXESZVulncoord policy 1.1.pdf 1)

OQQ

Al6 NCSC-NL O

Mtps:ZZWWW.ncsc.nlsélishZSecurity 1)

ponsible

A
Al7Rapid7

https://www.rapid7.com/disclosure/ 1)

1) Retrieved on 2017-05-18.
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